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A BT IINRA R LET,

RADIUS D Eh1E

=R A o EFHITL, RADIUS 2 L CT7 7 B A — X\ bR E 20 58546, IROF
NEAREA L E9,

I 2—%FH L RT—=FDOANERDL T 0T FRFRRENET,

2 a—VPEABIUOK LI SAT— KR, Xy b —7EH TRADIUS U — ZIEEENFE
KR

3 =o—¥E, RADIUS V=M BROWT DS EEZE L £,

RADIUS #BRLA 1 F B



RADIUS DZEE |
B rawusEH

ACCEPT : 2 — W NFERES NIz 2R L FT,

2 CHALLENGE : RADIUS =2 ko> TF v LU UNFEITEINET, Ty LoV, =—
FbBEMT—4 ZNELET,

3 CHANGEPASSWORD : RADIUS H#— 3205 2—H(Z%f L TH LUV SR T — RORRE KD
HERNDFITSNET,

4 REJECT : =2 —HIFRIAEINT, 2—HFL L ZRT—FOFANZERDOLNLD), T 7R
EHEGINET,

ACCEPT &4 £ 721X REJIECT I IE, EXECFFA[ E 7213 r v U — 7 FFr[ICfEH &5 BMT —
ANEENTWET, RADIUS Bl 29 5121%, £9 RADIUS #BiE2 52 T TAMLENH D £
9, ACCEPT £ 721X REJECT X7 v MIEENDBMT—HX ONFITRD LBV TY,

Ca—YNRT I EATE LY —E R, Telnet, rlogin, £/ziFn—h/L )7 FZ7 2 AHR—Fh
(LAT) 72 ¥ OBEgi<e, PPP. Serial Line Internet Protocol (SLIP) . F£ 721X EXEC —E &7
EOY—E R %G,

CHRANELIFZITAT U IDIPT RVA, T7H8RA VRN, o= XA LT D N EDR
B/NT A—H,

RADIUS =14

Py NI—7 T 7R S =L, 22—V 717 7 A /L TRADIUS B CTERHE 1TV 5 RADIUS
BRI OT I T 4 v BT =X LET,

NS —1E O RADIUS Eft

RADIUS @ Internet Engineering Task Force (IETF) AEVEBIMKIZIX, Xy NU—27 T 7 X H—n
& RADIUS ¥ — O TR Z =B O fmEZ T 2RO GABRESh THET, 5612
—HERON Z =N EA D F5ETRADIUS BIEZ LR L TV ET, Cisco Y 7 b T =T, N ¥ —
A E AR RADIUS JBPEDOY 7 > M EHAR— R LTWET,

RADIUS k> RILIEM

RADIUS i%, JtiZ Livingston,Inc. 3B L7zt ¥ = VT 1 — 3D AAA T 1 | 2L TF, RADIUS
FEMEE (AV) XTEEALT, ¥ F=2 0T 0 —RExy NU—7 T 7 A P — O TiH
FLET,

RFC 2138 & RFC 2139 Ti&, RADIUS DEEARERE & AAA TR OEEITAE S5 IETF R HER
¥D AV T O v MIOWTHB L TWES, T[RADIUS Attributes for Tunnel Protocol
Support] 3O TRADIUS Accounting Modifications for Tunnel Protocol Support] &9 2 -2 IETF
ARG 1L, VPN EAOBIEEZEL X D ICIETF NER LI AVAAT y FEEELET., Zh
5O, RADIUS h—"E hr b f == — X DT R ) U T IEREBRIET D701
I ET,

RADIUS 4R/ 1 K
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rapws 4—nrosmEi i

RFC 2865 & RFC 2868 IX IETF WEFK L7 AV T v FZ&PLEL T, VPN Ol horrx U 7
WEADORMEZBMLTWET, ZoREZHEHL T, 2—WFidxy hU—7 7782V —1E
J:U\RADIUS -]j_"—/\@nuuigl%j: T%\ij—o

VA FNRAAET A Y — T, #H LU RADIUS IETF BEHEHIME DORIB T 5 A4 X— |k Z A
YLT7 v Rxy hU—2 (VPDN) F U R/VEMERYR— P THWET,

RADIUS Bfi%. FREREOIELZIEE T 57212 RADIUS HRERE 72 7 7 A L THREENT
WET, VRa T, A TEREGEE R ﬁTéth&< RADIUS $— 3T HEGRGET 1
T7ANERETDHHLEND Y 7,

DNIS & 7=(d CLID HRIEEFLD=6HD RADIUS 7O T 7 1 )L

Y

RADIUS FHIFEET B 7 7 A VW ERET HITIE, HEEFZ#HHY—E X (DNIS) FE 7= i3RE M)A
FID (CLID) OFFH—VL4E L THEAL, dnis T2l elid 2~ RCTEZRINI- AT —
RENRATU—RELTHEHLET,

GE)

FAGGET 2 7 7 A DY —E R Z A FIXHIC Toutbound) 12720 4, ZHUE, AT —NK
MWy NT—2 T 7EAH—s3 (NAS) CTHEATERINLTNDHOTT, ZOHIETHEARE
AETR T 7 A NVERETHI LT, DNISES, CLIDE S, £/2ida— A4 7D —H4
EL DD T VWA —REFH L TR NASIZn VA T 5 8EZ R CX £,
loutbound| #—E A Z 1 7IL, RADIUS $— k(5 &41% Access-Request /37 MZH
FET,

O—)L 24 TOERIFREED-HDORADIUS 7O T 74 )L

RADIUS FHHFRFE T 0 7 7 A VERTET HITIE, a—NV I A T XFH e 2—P4 L L TRHEAL,
ctype 2~ RCEFRLI/NAT—RERRT—RELTHERALET, LLFORIZ, FHmdit 7 1
TrANTHATESa—L 24 7 XFHO—EE2 R LET,

i 1: Eﬁ”nh nIET{Em é;haéj_)l/ 9 ’f jj{—?—ﬁu

O—LEATRRY LY ISDN X7 5 H
digital EHIROT V2N, HRMGEDOT XL,
speech B, SUKHz A—F 4 4, TkHz +—F 1 7,
CE)  ZHUEMERBIRE 5 F7 (CAS) Tfff
T HIfE—Da— 54 7T,
V110 VL0 Z—F L A Yl BIEE D a— L,

RADIUS #BRLA 1 F B



RADIUS DZEE |

RADIUS H—/\ E D ERIFREE

A

aA—ILEAT R YT ISDN N7 S #5E
v.120 V120 21— R LA YR D DEED 71—/,

G¥)

FAGRET 7 7 7 A VOY—E R Z A F13a6d Toutbound | 12700 9, Zid, /AT —F
MNAS THATER SN TV B0 TT, ZOHETHMRBIAET 17 7 A VERET 52 LT,
DNIS %%, CLID &%, F/oida—L XA 70a—FHL bhrRT VAT — &
LCa—¥2NASIcr /o v F D ilk{EEEETE £, loutbound) H—E% &1 7%
RADIUS H—/NZ3E{8 &472 Access-Request 737 v MIHEENET, £/, RADIUS #—
WNFx A TAT LY R= 56, T2y A TAT AT LRERDY £7,

O—)LNy Y AQOERIRIEDEEEIRIRD -6 D RADIUS 7O 7 74 )L

EEHHEE R EDVE—F Xy hU—7 22— X, a—nA NNy 7 2iHT 5 L EeE2ZITTIC
NASIZH A YAV TEET, =Ny 7 PUERGE . NASITHEO@GEZ K T L, FEOH

LIlic# A v LET, Mwﬁz—wﬂ/a%iﬁﬁéﬁAi FAGHEC O IEMWIZ T 3 &
£9, FRTERFF access-accept A v =L DY O RBMITFERESNET,

GE)

RADIUS r— 15D a— LNy ZIZEHED IP 7 L AINLEH Y T A,

W2, =3y 7 FE R 5550101 TH—E R ¥ A 7 outbound IZ3% E X 4172 RADIUS 7' 7 7
A NWVERTEDH| 27 L E 7, cisco-avpair =“preauth:send-name=<string>" CI& L 75 “user1” ZfH F L .
cisco-avpair = “preauth:send-secret=<string>" T{Z/ /XA U — K “cisco” L £7°,

5550101 password = “cisco”, Service-Type = Outbound
Service-Type = Callback-Framed
Framed-Protocol = PPP,

Dialback-No = “5550119”
Class = “ISpPl2”

cisco-avpair = “preauth:send-name=userl”
cisco-avpair = “preauth:send-secret=cisco”

KIRBELGEAVYILTY MZFERTE)E—FHRAFEZORADIUS 7O T 74 )L

WOFITIE, ELWEFEESZ2 2=V L CROTET NS AT 78 ATHT 7T v &<
WIZ, KB REA Y LT 7 b THEAT DY E—F T34 AOL4FTEZREL THET,

5550101 password = "PASSWORD1", Service-Type = Outbound
Service-Type = Callback-Framed
Framed-Protocol = PPP,
Dialback-No = "5550190"
Class = "ISpl2"

cisco-avpair
cisco-avpair
cisco-avpair

"preauth:send-name=userl"
"preauth:send-secret=PASSWORDL"
"preauth:remote-name=Device2"

RADIUS 4R/ 1 K
[ 8 | |
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rapws 4—nrosmEi i

ETLEHEADORADIUS 7O 74)L

DNIS, CLID, F£7ida—/v ¥ A4 7OHEREGEEEZFH T 554, NAS @ RADIUS — "M 50O H
BB, XA —[EFREME (VSA) 2620 LT, T 2EHAOET LAXFEINEGDDH L
MNTEET, BT LEH VSA OEIIRDO L BY T,

cisco-avpair = “preauth:modem-service=modem min-speed <
X

> max-speed <

Yy

>

modulation <

z

error-correction <

>
a
> compression <
b
>

DLTFDFEIZ, VSANDET LEBE L FHEZDO—ELE T LET,

=2 ETLEEXFI

avok 51%

min-speed 300 ~ 56000, any

max-speed 300 ~ 56000, any

modulation K56Flex, v22bis, v32bis, v34, v90, any
error-correction lapm, mnp4

compression mnp5. v42bis

‘WA@%ﬁTRmmm%wAb%%TAﬁﬁI%E% FdoL, TOEHITCisco V7 br=

IS, a2—/ T & A S E T, Modem ISDN Channel Aggregation (MICA) E7 AIZ1E,

o — LERERFIC fy‘IZ VEEFRTELZa R L T RARLY ET, FOTD, ZOET

LEFRERE R VAR — R T A D1E, MICAET AT TY, Z OHEEIX Microcom &7 A TliEHhR—
FERERA,

BEDREO-HORADIUS 7O T 74l

HATFREICRThT 5 &, FARRAES 10 7 7 A /LD 2 —l F O RADIUS J&1: 201 (Require-Auth)

ZEER LT, BEORIELFATT 2008 9 MEIRETE £77, access-accept A v E—I TIRESNLD

Eﬁmn@1#0®%é\&ﬁ®mui%ﬁéhiﬁwoEimn@mm1@ﬁA\%ﬁ®££
WEEB Y ETENET,

JEIE 201 ORECIIR DO LBV T,

cisco-avpair = “preauth:auth-required=<

RADIUS #iHL 5 1 K
| -“



RADIUS D& |
B rRADUS H— S LOEFIREE

(%P

ZC, <>, BME201 LRI CEOFEATT (DFED, 0 F2FLD
BAET 1 7 7 A VTR 201 DNEENRWEGE, B 1 ERE S, BEEOBRENFEITINE

<
ool

6= BRI OFRGEE AT T DHIZ, FRRGET R 7 7 A MM A T, @FEox—% Fu 77y A L%
RETHLERHY 97,

u

FBEGEDRESZ A TDOF-HDORADIUS 7O T 74 )L

HAGERET 1 7 7 A WK OREREZ F5E LISt BB ORBREICE 4 238GES A 7 bIaET
LHBENRHY £, BREORIAETHM TE H585EY A T 2IEET HI1IE,. RO VSA 2 L %
R

cisco-avpair = “preauth:auth-type=<
strlng

UT@% Z., <string> BRCHEHATEHEO—EERLET,

= 3: <string> EXEDIE

XF5 S BA

chap PPP #BFED Challenge Handshake Authentication
Protocol (CHAP) D a—4 L /XA T — K230
2T,

ms-chap PPP %FED MS-CHAP O — 4 L /XA T — K
PETT,

pap PPP #%FIED Password Authentication Protocol

(PAP) Da—H4 LR A T — RRANBLTE,

OIS A T H2A[T 5 LI ET AL, FRERIET 2 7 7 A /LTI DVSADEEA
AR ABRETEET, FRRGET B 7 7 A WIHRET DF8FEX A 7 VSA OJEFIE, PPP % =
«/3:“—i/51v/ _ﬁﬁfﬁﬂ‘ziwuﬂE§’4'370)NET“ %)iﬁEif;&b\ E§§E7:7ro

Z O VSA (Z2—HRIOEMETH Y . ppp authentication { > ¥ —7 = A A 27 4 Fal— 37
v a< }‘T?Eﬁéﬂf—nunﬂ;&%7 J A ]‘%%%@Kij—

GE) ZNIFBB ORI ORIEY A T HIEET D VSA 2D T, B OBIENMLELRIEAITIE T #
ALTLEEN,

RADIUS 4R/ 1 K
[ 10| |



RADIUS DR FE

rapws 4—nrosmEi i

A—HRZ2E=EHH=6HDORADIUS TOT 71 )L

I — VORFECFEFRIEDO AR T 256, BET DL ZIINASH—V4Z ROTF 6780
AREMEDSH D £ 37, RADIUS (%, NAS 73 RADIUS B 1 (User-Name) 7213 Access-Accept /¥
&yh?ﬁéh@xﬂA%ﬁbfﬁ%#én~$@%ﬁ&f%ifon~$$%ﬁﬁ#évm&>
ST D £ B0 TF,

cisco-avpair = “preauth:username=<
string
>

—YPLEFRELRWEA, DNISE S, CLIDE S, Fida— L 24 7MiAShET, Zh
X, BRELTEHRBOERGRIEa~ Y RIZL -~ TEDY ET (=& 201E, cid BDHERBICREINTZ
HHFAGEa~ Y ROEE, CLIDZEER2—VFAE LTHERAINET) .

BRtORAEE R L Ca— N E2GGET 5856, 2 2O —VFABNFET LA REENRSH Y 7,
RADIUS Mot Snica—H4 L 2—¥FREE L2 —HF4ATT, ZoHEG, =—FREE
L7z —H%41F, RADIUS HRBFET 0 7 7 A MIFEN WL 2—¥ 4% EEXLES, 22—
PIEE LIa—Y 4%, BB LOT I T o v VomBFIcEH S ET,

WAFRERIED =60 RADIUS 7O 7 1)L

A

MG MBIEDOEE . BEMOF v N T —27 T34 AINAS Z8FET 20 E R H Y £7°, PAP O
2—WH L NAT — RROCHAP D —H 4 L /XA T — REZNAS LT — I VISR ET DL EIEH
DEHA, RPOVIZ, FRIFEAED Access-Accept A v B— VN2 —PFH XA TU—REEDLH T &
DTEET,

GE)

ppp authentication =~ > NE, radius 2~ > R EFARFIZEEE LR TS0,

PAP 2t v b7 v 7T 5IZi1%, A ¥ —7 = A A LT ppp pap sent-name password =~ > K% %
E LN TL &V, VSA lpreauth:send-name| 33 KON lpreauth:send-secret] (X, 77 /37 K
FFED PAP L—H 4 & PAP /XA T — R & L TR SN ET,

CHAP ®¥5% . [preauth:send-name] (X7 7 F3T & RRBREZT TR <, A 3T RRGEIZ B
ASHET, CHAP A T Y ROBE, NASIE, REMOR Y bT—2 FAAL 22T 5F v
LY Ny hC lpreauth:send-name| (ZEFR SN TWAARTZMEH L ET, CHAP 77 b D
v RDYA . Tpreauth:send-name] & [preauth:send-secret] O[] ANGE /N7 > M CTHEH S VE
R

YKGZ\ ﬂﬁﬁnmuﬁ%‘ﬁgﬁzj‘é E@{ﬁJ%T Ljﬁjﬂ

5550101 password = "PASSWORD2", Service-Type = Outbound
Service-Type = Framed-User

cisco-avpair "preauth:auth-required=1"

cisco-avpair "preauth:auth-type=pap"

cisco-avpair "preauth:send-name=userl"

cisco-avpair "preauth:send-secret=PASSWORD2"

class = "<some class>"

RADIUS #BRLA 1 F B



RADIUS DZEE |
B raows:::

A

G¥) UV*X?LUV7%4XW7w #6%9 ﬂﬁmmui%%biﬁho

A EHYR— 9 S5=HDORADIUS TOT7 A )L

FATRREDHDBHE SN TV DA, BBORGEINA NASNE T, =2 —PFH LR T— %
fEHTCE W, BArb A A "2 EET, 72721, %HIJM FE7 1 7 7 A LT authorization J&
PEEGO Ta—YPRIOEMEZEMN T2 2 & T, BAD7ZDIZ#% T RADIUS ([ZALB Z 5T LBLA e
72 Ed, Bk 2A&2B4AT 5I121E. NAS T aaa authorization network =~ > N Hi%E9
HMENRDH Y FT,

HFHIRSAEZ © 7 7 A J/L1Z authorization JEVEZ 5% E TE £ 375, service-type BME (J&EM:6) Lo 1

DOFIFN G D F T, service-type EIMEIX, FRIGRAETY 2 7 7 A /L T VSAICEMRT HMLENH Y £
T T VSA DRELTRD LB TT,

cisco-avpair = “preauth:service-type=<
n
S

ZZTC, <> X, B 6T AR RFC 2865 fED 1 D T9,

A

G¥) Bt OFBIEDN MBI EE . FHIRRGET 17 7 7 A /L@ authorization B IIEH SV EE A,

RADIUS :Z:E

RADIUS ¥ — %457 L. RADIUS RiFF—%E# L7 1%. RADIUS 3REED U A &
TAHAVENSHY £9°, AAA IZL > T RADIUS FBRENE S 1272 5728, aaa authentication =~ >
RZAS L., #EEHR & LT RADIUS 3 EETHALERH Y £,

RADIUS 55 7]

AAART 2T 5 & :Lﬂf@?wzxa}%@z/ FU—=ZIZHIRT D/ T A—F ZRIETE
357ro RADIUS %Eﬁﬁ}ﬁ'g<26mu \ 1 EJKE U a)mugj:%34§if““t A 7-ifvi~%hmJgT ?§:l““ﬂf if?r

L7 MY R }‘5}‘5421)“7011774'/1/\ 2—H =T DY R— | IP, IPX, AppleTalk Remote
Access (ARA) , BL W Telnet DY R— 2L, VE—hF TR EZa hu—NVT57200%
LRt L ET, AAAIZ L > TRADIUS BWIIAES T/ 5720, #BaE) & LT RADIUS zf5

7€ LC, aaaauthorization =2~ > R&E AN THLENRH Y £,

[RADIUS Accounting.

AAAT IO T 4 VTR AR T2 L, 22— NRT 78R L T DEH—E A0, 22— R{EE
LTCWbxy hU—27 U Y —RABEZBICEET, AAAIZX->TRADIUS 7TV T 4 > 7%

RADIUS 4R/ 1 K
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RADIUS Login-IP-Host ]

RHI2 D=, ThorT 427 )3 E LTRADIUS ##5E L C, aaaaccounting =~ > K%
ANTHHERH Y £7,

RADIUS Login-IP-Host

Fy NT—=7 77 EA Y=, (NAS) 3, FA VA Ly a—FTT 2802 T2 & X
B ORI A2 RAPERITTE DL DICT 579, RADIUS h—"Da—H Fa 77 A 123
2® Login-IP-Host =2 N U & AJJTE E£7, WIT, —5 user] FIZ 3 -2® Login-IP-Host 1 & A
B RAERRE L, HEHlC TCP-Clear Z {4 212 R L £,

userl Password = xyz
Service-Type = Login,
Login-Service TCP-Clear,
Login-IP-Host
Login-IP-Host 10.2.2.2,
Login-IP-Host 10.255.255.255,
Login-TCP-Port = 23

ARANDOANNAZ, #ATSINDIAFIZ/2 YD £7°, iptepsynwait-time =~ > RZ{#H LT, NASHQ
UARDRDABEA MK L THERZRITT 5 E TR T 2BBERELE T, 774/ MT30
e,

ffEFl LT 5 RADIUS — 378 4 L)L D Login-IP-Host =2 kU ZFFA] L TV CH, NAS 2%
Access-Accept /N7 v FTHAR— T HDIE 3 DDFRA MNTFTT,

10.0.0.0,

RADIUS Prompt

Access-Challenge /37 > MIXT 52—V OIREZEHEICT I —F 5008 2 0 EHIET 5121
RADIUS #—/"D2—H 7' 7 74’/1/“CPr0mpt)§,|‘$%E§HE LET., ZOREMIL, Access-Challenge
Ny M2 EEIVET, RIT, No-Echo IZF%E S 4172 Prompt JBYEDO B Z R LET, T ORIE
T, 2—FOIREIT=a—InEEA,

userl Password = xyz
Service-Type = Login,
Login-Service = Telnet,

Prompt = No-Echo,
Login-IP-Host = 172.31.255.255

a—PDINEETa—9 521k, ZDENMEE Echo IZi%E L EJ, Prompt BitE 22— Fun>r >
AMZEDRNGE, T 74 /0 P TIREIFT a—3hE,

ZOREMEIE. T 7' A = NTEEE STV S radius-server challenge-noecho =~ > K OEE K
DHEHEINET, e, TR —R"PRza—2RRL2VE I ICHRESN, HAD
2—Y Fa 7y AN TETa—%F A L TWEEGLE, 2—FIREIdma—3nET,

G¥)

Prompt J& %2 3 5554, Access-Challenge /X7 v k& ¥R — k3 5 X 9|2 RADIUS #—
ERETLHMNENRDHY T,

RADIUS iR A1 F i}



RADIUS DZEE |
B < 5—EE0RADIUS B

A5 —[EH O RADIUS B4

IETF EH#ERIMS Cld, *> hT—2 727 & A #—s3 % RADIUS H— DR T, X ¥ —[EHARME
(B 26) ZH L TRUF—EAEOERTBET D HELZEEL TCOET, H£X0F—IT,
Vendor-Specific Attribute (VSA) %425 Z L1k - T, —#B97 AR S 72 Vil EH o463
BEEZ YR — N TEET, ' A20 RADIUS F21T, ZOARTHRERI N LB AZMEHL T, 1
OORUHE—EHL S arEYR—rLTWVWET, VAIORXFX—IDIX9 T, ¥ FR—
HA T a NI HE— XA T 1, 4RNE [cisco-avpair) T3, ZOfEIZ, ROT7 +—~ > FD
AN T,

protocol : attribute sep value *

lprotocol) 1%, FFEDIBAIZ A 1Tkt 5 A =ad lprotocol) BHEDETY, MHFRE/R 7 v |
= /LIZIX, 1P, Internetwork Packet Exchange (IPX) . VPDN, VoIP, ¥ =7 v =/l (SSH) .
Resource Reservation Protocol (RSVP) . U7/ A v X —T A A7t >v¥ (SIP) . AirNet,
BLOT U IR REENRHY £9, Tlattribute] & Tvalue] %, Cisco TACACS+ {4k CTEF:
SNTWDHETIZR AV T T, Isep) X, MABMHETIE =) | BEEATRERJEMTIX T+ T,
ZORREIZ LY . TACACS+ B nl THEH T H8KRE—3UA RADIUS THETE 5 L9127 %
R
e ZE RO AV ASTIZEY v 2ao HEEOARITE IP T FL A F—)L) #BREDS, 1P 2
At (PPP DA F—F v b 7' b Al 7 e b=y (IPCP) 7 R L ADEIY YT (ZH%)
fbsinvEd,

cisco-avpair= ”ip:addr-pool=first"“

(] ZHATHE. AV T lip:addr-pool=first) (FERGAIREIZ/2 0 3, LED AV T 24 W
HHEICT DI ENTEET,

cisco-avpair= ”ip:addr-pool*first™
WIZ, Ry M= TR =" ba—¥Fpn s (o Lzl &z, $<ICEXECa~vy R
FATT HHEOH R LET,

cisco-avpair= ”shell:priv-1v1=15"

MONRH—ZiZ, FORCE—EADID, 7> a3, BEE VSARH Y 3,

RADIUS H—/\DRAEZ T4 v IL—hrEIPT FLR

RADIUS DRy X —[EFFEEO—H T, x>y hIT—TWNIZHLEL DRy NI —2 TR

P— DRV I, 22— N RADIUS 4 —"DAXT 4 v 7 L— b BLWNIP /=LA EFTE
F9, XY NT—I T I RVAY—NT, AXT 4 v 7 )b— |k & IP P — M EFRIZ OV TRADIUS
=N LET,

VA TNAANEBLIZEEIL, EOT AL AELEZT 78RS —="RNRET 4T — ]
& IP 7 — )V EFK & RADIUS — N IZHRE T 5 121E, radius-server configure-nas =~ > R&ffif L
w8

radius-server configure-nas =~ > R{X, A2 T34 ADQREFRFIFATINS 72D, copy
system:running-config nvram:startup-config =~ > K& AT 5L THNIR D A,

RADIUS 4R/ 1 K
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rRapws nEesz I

RADIUS DERTE A%

RS > = — =L ==
RNoF—3BE®0RADIUS H—/NEDBEIZET B T/N\ 1 REBTE
IETF @ RADIUS #EHEAE CTlX, *v hU—27 77 &R H—s3L RADIUS % — D TR #—
MEOEREZTEST HTEZREL THETN, —HO~N 4 —[Z RADIUS Bt v & E O
FETHER L CTWET, Cisco VY 7 Y =7 1E, N ¥ —AtEkD RADIUS B0V 7€~ k
EHAR—FLTWHET,
RADIUS Z &% ET D21 (R F— B FRIZIETF ERO W OEE ) | radius-server 2~
Y REFEHLT, RADIUSH—NTF—F L ZFATLTNDHHRA ML ZOKRA BT Ra F3A
R LT HRET XA SNUFHNEIRET DMENH Y £, RADIUS $—/373 RADIUS DX
A—BEFERELHEH L TWVWADZ L &2 7I21E. radius-server host non-standard =~ > F& L
F 9, radius-server host non-standard =~ > R&{FH LW E, XU =B DOEMEITTR— K
ShEHA,
S
GE) radius-server host =~ > N|&, Cisco IOS Release 15.4(2)S LARE CIXBEIL SN TV ET, IPv4
721 IPv6 RADIUS $— %% E 9 5 21%, radius servername 2~ > K% L %9, radius
server 2~ 2 ROFEAIZ DWW T, TCzsco 10S Security Command Reference: Commands M to R]
EZIRLTLLEZEN,
FlEDHE
1. £ 3%x=7JLik
2. configureterminal
3. radius-servervsasend [accounting | authentication]
4. radius serverserver-name
5. address ipv4ip-address
6. non-standard
1. Kkey {Ostring | Tstring | string}
8. exit
FIED M
Qv  RERRT7I YAy B &
ATy T1 14 x—7J ik F5HE EXEC E— R& A 32—7 W LET,
- *NARTU—REANLET (FERINTHE) .
Device> enable

RADIUS iR A1 F i}



RN A—JE O RADIUS H—/ & DRBISICET 5T /31 REE

RADIUS DZEE |

IV -3 il = A7 = By
2Ty T2 configureterminal sua—s L arZ 4 Xalb—rarE—RERBLET,
1 -
Device# configure terminal
ATv73 radius-servervsasend [accounting | RADIUS IETF J& M 26 DEFIZHEHS T, Xy NTI—27 T
authentication] T AP — "R VSAZBHBBIOEHTEALIICLET,
1 -
Device (config) # radius-server vsa
send
2T T4 radius serverserver-name RADIUS ¥ —/ D4 Hi & i L £,
Bl GF) radius-server host =~ > (%, Cisco IOS Release
' 15.4(2)S IR CIZBEIE SN TWET, IPv4 721
Device (config)# radius server radl IPv6 RADIUS Y — Z R ET AHI121L. radius
servername 2~ > RZfE M L ¥ 9, radius server
a< 2 ROFEMIZOWTIE,  [Cisco I0S Security
Command Reference: Commands MtoR] % 28 1L T
<TEEW,
ATvT5 address ipvdip-address RADIUS $—/NZIP 7 KL AZE Y B CTEJ,
1 -
Device (config-radius-server)# address
ipvd 10.45.1.2
ATvT6 non-standard &2 U T 4 P —/3) RADIUS DR & —4ilt 5 D 4 %
ALTWAZ ERLET,
B :
Device (config-radius-server) #
non-standard
ATv 71 key {Ostring | Tstring | string} TN AL R —l B A D RADIUS $—/3 & O] CTff
AEINHEEMET XA NLFINER/ELET,
i - .. . _
* T34 AL RADIUS — N[LZ DT ¥ A R 3UFH % fif
Device (config-radius-server) # key AL T/RAY— %%H%%ﬂﬁ L FSK%&_\‘@ Liﬁ‘
myRaDIUSpassword N = °
ATv7T8 exit F#HE EXEC £ — RIZR D £,
i -
Device (config) # exit
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| RaDWS D®E
v bT—4 FOER Y—nOKR— MEBELET 20T 2EE I

Y RT—=D 7HOERY—/I\OR— MERZILET 5-ODT/\ A
R ERTE
O— VHENRER LA v F—T 2 AA AT DA v H—T = ATPPPRIFET- 1T 7 A 3R
SENRAETAEAENH D £3, 72 2iE, VII20ISDN a2 —/ L Cid, v 7 A VERGEE 7213 PPP 333

IARIEFIA v 2 —T7 = A R Tut) THRAELETN, 2—/VEKIZISDN f »Z—T =1 AD
F¥RNAD1OTEALET,

radius-server attribute nas-port extended =~ > N{X, RADIUS % 3% /& L C NAS-Port & (RADIUS
IETF J&1:S) 74— /L RO A X% 32 By MIHLE L £7, NAS-Port BYED A7 16 £ M,
HA o F =T 2 RO EF S 2R LET, TI6E Y NI, A F =T = ZATHETHO
REEE R LET,

A

GE) radius-server attribute nas-port format =~ > N3, radius-server extended-portnames =~ > R
& radius-server attribute nas-port extended 2~ FEZE #1225 LD TT,

FlEDHE
A4 +—T Ik

configureterminal
radius-serverconfigure-nas

radius-serverattributenas-portformat

L

exit

F IR D 48

aAv YU RFEREFZII Y BH#
ATy T A4 +—T Ik K¥ilE EXEC E— R& A 32 —T7 /M LET,
NRAU—FREANLET (FEREINEEHE)

&1

Device> enable

RTFw T2 configureterminal Ja—\)L ary7 4 FXal—aryEe— NEEEBLET,

Bl :

Device# configure terminal

RADIUS #iHL 5 1 K
| -_



B NAS-Port B0 RADIUS BE~DEE B A

RADIUS DZEE |

AR RFFERERTOVa Y

S

ATFvT3 radius-serverconfigure-nas (FEE) AT TANALRFERZT IR =N, ZOF
AALNTHERTDAET v 7 — & IP T —ILERIC
Al : DUT RADIUS —NICIRE T 5 L ITHEEL £,
Devifqe (config) # radius-server G radius-server configure-nas 2~ > R{X A2 7
contrenreTnes A ADEERFHZHEH SN D720,
copysystem:running-confignvram:startup-config =
<~ REFRITTHETHMMIRY FH A,
AT T4 radius-serverattributenas-portformat |NAS-Port EEDO VA4 XA 16 B> I 5 32 By MIHEEEL
T, YERA F =T 2 A AEREFIRTEDH L OICLET,
51
Device (config)# radius-server
attribute nas-port format
ATvT5 exit FeME EXEC E— RIZERE Y £,
51

Device (config) # exit

NAS-Port 24 RADIUS BE~DEZH %

KAy MDA L2 —T 24 A (KR—F) BHDHTT v 87+ —LDHPE. ¥ ATDORADIUS
FIETIX, A ¥ —T7 = A A& XBITE BEA O NAS-Port |BIEZ I L EHA, 728 21, A
7y b 12T 27V PRI N dH 5346 . RADIUS IETF NAS-Port B IEICEE #ES T Sz 16 B b
74—V K A ZHIBRIZ L 0. Seriall/0:1 & Seriall/1:1 D)5 T =— /175 NAS-Port =20101 &
LCHEREINET, ZO%HA, NAS-Port JE% VSA (RADIUS IETF J& 4 26) ICEXHX 5 2 &
NTExET, YRAad_XZ—1ID(E9 T, Cisco-NAS-Port @1:3H 7 %A 72 T9, VSA ZH%)
23 5121X. radius-server vsasend 2~ F&E& AT LET, XU ¥ —EFREMEDKR— MEREIE
e L ONRE T HI21Z, aaa nas port extended =~ > R L,

FRUED NAS-Port B (RADIUS IETF J&1: 5) 2NAE SN E T, ZOHEREZEE LRV E. no
radius-server attribute nas-port 2~ > K&l L TIEILCTEXEd, ZDa~vy RERETDH &,
FEHED NAS-Port JEMEITEE S <20 £7°,

|| RADIUS R 77 A K



| RADIUS D=
NAS-Port Bt RADIUS BHE~DE=#z [

FIROWE
L 4x—=Jik
2. configureterminal
3. radius-servervsasend [accounting | authentication]
4. aaanasportextended
5. exit
FIEDFEH
AU bFERETOVa Y B#Y
ATv 71 4 *—TILE FrHE EXEC E— R& A 2 —7 LI LET,
. CRAT— FEANLET (ERINHE) .
Device> enable
ATFv T2 configureterminal Jua—\) ary 74 Xal— gy T— RERBLE
ﬂ—o
il
Device# configure terminal
ATFv 73 radius-servervsasend [accounting | RADIUSIETF &1 26 DEFIZIES T, Xy NTI—27 T
authentication] 7B A PSP F—E R RS KO T
EHEHITLET,
i
Device (config) # radius-server vsa send
ATvT4 aaanasportextended VSA NAS-Port 7 4 —/L KDY A X% 16 ¥~ b b
32 By MIHLEL T, RRA 7 —7 = A AfFHRER
i IRTCELEIITLET,
Device (config)# aaa nas port extended
ATv 75 exit ¥HE EXEC £ — NIZRY £,
fA
Device (config) # exit

RADIUS #ALH A K
| -“



RADIUS DZEE |
B RADUSHOE=SULHTEALTFFUR

RADIUS DE=AR YT EAVTFIUR

FlEDHE
1. 41 x—7J)Lit
2. debugradius
3. showradiusstatistics
4. showaaaservers
5. exit
FEDEFH
AV rFERETI 3 Y =]:g]
ATy 14 =TIk ¥EHE EXEC £ — R& A F—T7 I LE T,
. CSRT—FEANLET ERSAZSE)
Device> enable
ATvT2 debugradius RADIUS B D @A R R L E T,
B -
Device# debug radius
ATFvT3 showradiusstatistics THIT 4T Ny N EEEE Ny M2 T O
RADIUS #tatE#a ~ L E 7,
Bl :
Device# show radius statistics
ATv T4 showaaaservers AAA Y — R SMIBIZ L > THIREINS, T XTONRTY v
I B LT T A — | AAARADIUS H— 3 & O Tk
i BENDZ Ty NODAT—HZ AL EFRLET,
Device# show aaa servers
ATy SH exit FTNRAA By g BT LET,
Bl :
Device# exit

RADIUS 4R/ 1 K
[ 20| |



| RaDWS D®E

RADIUS D% E 5l

1

1

RADIUS

RADIUS

raDius oEEd

DB H Xt

KIZ, RADIUS ] L CRRGERB L ORI 21T 9 KO WZT A A2 RET 202~ LET,

aaa
aaa
aaa
aaa

authentication login use-radius group radius local
authentication ppp user-radius if-needed group radius
authorization exec default group radius

authorization network default group radius

Z @ RADIUS FIEB L OEABREDOY > 7 NATIE, RO LI ITERSINET,

* aaa authentication login use-radius group radius local =~ > R&2EIT795 L, T840 AF, &

TA v 7a T N CRFEZRADIUS #fEH T2 L O IR E SN E T, RADIUSNT= T —%iK
T, a—PEe—bL T —ERXR—2FEA L CERIEENFET, ZOHTIL, use-radius I3
FAV A MDA TH Y, RADIUS #HE L., RICn— W IVRFEEEELE T,

* aaa authentication ppp user-radius if-needed group radius =~ > R C, = —H#FRE RIS

TWRWIEAIZ, CHAP £721% PAP (Z L % PPP & ffi 9 5 [HI#RIZ RADIUS k& H 9 5

X 912 Cisco V7 b ?:7% XELET, EXEC 77 v U T 41K > T—HREREF A D

%6, RADIUS fREEIZSFE TS NNEH A, ZOHITIL, user-radius (%, if-needed FBFF & L
T RADIUS % & ﬁféjﬁt UA NDAFITT,

* aaa authorization exec default group radius =~ > FC, EXECi&F], autocommand, 55T
7 A U A MIEHT % RADIUS 1EH A7 E L E T,

* aaa authorization network default group radius =~ > F2FE{79 5L, xv hU—7 30

T RLAEDYC, T/ ERA YR RIRADIUS BRERTEINET,

lb\l:IIE ELFEI\ 773'7?/7_'4 :/7\‘

WIZ, AAA 2~ RZF% T L C RADIUS 24 2 — M2k @Bl &2~ LE 1,

radius-server host 10.45.1.2

radius-server key myRaDiUSpassWoRd
username root password ALongPassword
aaa authentication ppp dialins group radius local
aaa authorization network default group radius local
aaa accounting network default start-stop group radius
aaa authentication login admins local
aaa authorization exec default local

line 1 16

autoselect ppp

autoselect during-login

login authentication admins

modem ri-is-cd

interface group-async 1

encaps ppp

ppp authentication pap dialins

Z OH D RADIUS 3REE, A, TH T 4 7 OEBRIE, ROXICEZSNET,

RADIUS iR A1 F i}



RADIUS DZEE |

B 5~ 5—E50RADIUS BE

* radius-server host =~ N{X, RADIUS V— X KA FDIP T KL AZEHRLET,

radius-server key 2~ > NiX, *v hU—27 727X #—,3& RADIUS #—/3 7R 2 K DFfH]
DILEWET F A M UFHN 2 ER L E T,

aaa authentication ppp dialins group radius local =~ > K¢, %7 RADIUS iBiE % 5 €T 258
REJFAY A K Tdialins] 2785 LE9, KIS,  (RADIUS F— 3% L7V 58E) PPP &
T2 7B T — I VEBRER M ShE T,

aaa authorization network default group radius local =~ > RiX, 7 RL Aoy N U —
7 XT A —4% RADIUS 2 —HIZEID Y THDIEH S ET,

* aaa accounting network default start-stop group radius =~ > N C, PPP Offi FdRIn 2 B85 L

£

* aaa authentication login admins local =~ > Ri%, v 27 A VFBREICHID XY A & Tadmins |
EEHZRLET,

* login authentication admins =~ > RiX, 7271 VE8REIC Tadmins) U A &AL E
ﬁ—o

* ppp authentication pap dialins =~ > K% [dialins] 53U A h & F5E L7z BRUMCEH L E T,

Bl . N5 —[EHD RADIUS 527

Y

WIZ, AAAa~ 2 REREL TR —JH ORADIUS Z# 9 5 — kIR EHl 2R LE7,

G¥)

|| RADIUS R 77 A K

radius-server host =~ > RN|d, Cisco IOS Release 15.4(2)S LARE CIXBEIE SN TV ET, IPv4
721% TPv6 RADIUS —/ 3% 3% E 9 5I21E, radius servername 2~ > K& L £ 3, radius

server 1< > ROFEIZ DWW TIX, [ Cisco I0S Security Command Reference: Commands M to R]

EEL TSN,

radius server myserver

radius server address ipv4 192.0.2.2

non-standard

key 7 any key

radius-server configure-nas

username root password ALongPassword

aaa authentication ppp dialins group radius local
aaa authorization network default group radius local
aaa accounting network default start-stop group radius
aaa authentication login admins local

aaa authorization exec default local

Z ® RADIUS $RiF, 3. THT T 4 v THREFOITIX. ROLIITERENET,

* pon-standard =~ > Ni%, RADIUS H— "F X NOA4RTZEF L. ZDRADIUS &K A k3~
VE—MBANN— 5 O RADIUS T A2 L AEEELET,

*key 2~ NiX, *y NU—2 7 78R #—,3L RADIUS H—/3 AR A ~ ORI O LG FRE T
FAMLFHINEERLET,



RADIUS DR E
Bl mALy—nIP7 FLREF EHORDUS ¥— Ty [l

configure-nas =~ > NI, YA F A ANRFEANTEE L2 & X2, TOT AL AELIXT
JEAF—NRRAEZT 47— K& P T —/LEFRIZ OV T RADIUS — NS5 &
INCERLET,

aaa authentication ppp dialins group radius local =~ > K C, %7 RADIUS il % fEET 538
A7 AU A b Tdialins] ZEFR L £7, KIC, (RADIUS = "B EE LaWGH) PPP &
EFT 5 U 7IVERRT e — I LERRER 'fﬁdiﬁﬁ ENFET,

aaa authorization network default group radius local =~ > Ri%, 7 RL Aoy FU—
7 X7 A—H4% RADIUS = —HIZHI Y Y TET,

aaa accounting network default start-stop group radius =~ > NG, PPP Offi FIR I % 1855 L
£

aaa authentication login admins local =~ > N, 77 A VERAEIZHIO G A Y A & admins]
EEHRLET,

Bl : MCH—/NNIP7 FLRAZEDEHDORADIUS H—/N T2 k1)

Wiz, WU IP 7 R AZEFOEE D RADIUS R A b = FY 28+ 5 X912, *y hUu—2
TIRA Y —NERETDHHZRLET, FLRADIUS r— N LIZH D2 DDFA N =
X, ALY —bER GEEETH U T4 7) OEDICHRESNTHET, BESN TS 2%
WORAF T hUIE, 1 BDOOT L NI DT ==L — "= RNy 77 7L LTEELET
FITEN D RADIUS R A b = MU DIEFIX, HESNTWDIEFICENET) |

! This command enables AAA.

aaa new-model

! The next command configures default RADIUS parameters.

aaa authentication ppp default group radius

! The next set of commands configures multiple host entries for the same IP address.
radius-server host 172.20.0.1 auth-port 1000 acct-port 1001

radius-server host 172.20.0.1 auth-port 2000 acct-port 2000

ZTDMDSEEH

EEEN
ESPERLYS! T=aTFILEA L
CiscolOS i~ K [Cisco I0S Master Command List, All Releases.]
AAA a~¥ > K& RADIUS 2w K [ Cisco I10S Security Command Reference]
RADIUS &M TRADIUS Attributes Configuration Guide]
(Securing User Services Configuration Library @
—)

RADIUS #iHL 5 1 K
| -“


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

ZDMDESEEN

RADIUS DZEE |

ESPEBEY=]

XZaFILEA ML

AAA

[ Authentication, Authorization, and Accounting
Configuration Guide]
Configuration Library ®—E)

(Securing User Services

L2TP, VPN, %72i% VPDN

[ Dial Technologies Configuration Guidel 3 J %
[ VPDN Configuration Guide]

BT LOFKE L EH

[ Dial Technologies Configuration Guidel]

PPP ® RADIUS R— ~ Okl

[ Wide-Area Networking Configuration Guide]

RFC
RFC 24 FIL
RFC 2138 [ Remote Authentication Dial In User Service
(RADIUS)J
RFC 2139 [RADIUS Accounting]
RFC 2865 [RADIUS]
RFC 2867 [TRADIUS Accounting Modifications for Tunnel
Protocol Support]
RFC 2868

[TRADIUS Attributes for Tunnel Protocol Support]

SRADTHZAIIL YR—+

58

)y

[ZEIC BH & 41 7= Technical Assistance D54 L1
DURLIZT 7 EBALT, YRAaD7 7 =)V
PR— b RRBIIEH LT Z3 N, Zb
DY Y—=AL, Y7 bv=T %A A =)L
TRELZY, YAaDfET 7/ av—|C
B4 o BT IR A & fik L 72 0§ 5 7o DI
LTL7EE, ZD Web ¥ A ~ LD —iZ

7 7' AT HERIL, Ciscocom D 71 L IDE
FONRRT — RRMLETT,

http://www.cisco.com/cisco/web/support/index.html
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http://www.ietf.org/rfc/rfc2139.txt
http://www.ietf.org/rfc/rfc2865.txt
http://www.ietf.org/rfc/rfc2867.txt
http://www.ietf.org/rfc/rfc2868.txt
http://www.cisco.com/cisco/web/support/index.html

| RADIUS D=

RADIUS D

REICET HHEREFIR

RADIUS DI d pitetss I}

ROFIZ, ZOFEY 2— /LT LIEHEICET Y U —AF#RERLES, ZoRE, Y7
=7 VU= hbA U TEBEOY R— FBREASNIZLEDY T =T V=A%
ARLTWET, TOMEEI, FFICH BRWIRY . 2O —#HDOY 7+ v =27 U —AThH

PR—bSNET,

TT7Yy N7 — DOV R—= I BLOVRAY T h T =T A A=V OV R— MIBET D IHEREMBE
9 %121, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator (27 7 & 29 5 1Z1%,
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT T MIMLEHY FHA,

3 4: RADIUS DERTE BT HHEEEIE IR

HeE

iy

IJ IJ—X

HEETEHR

RADIUS O E

RADIUS tXx =2 U T 4 V2T
L, RIEZRT 72 AN TR
N —27 DEx =l T 4 R
TEHNET TAT v M=
VAT ATT, VAIDFEET
IZ. RADIUS” 74 7> MIv
A3 FTNA A ETERITE N,

FTRTOZ—YFRIEB LR v
NU—2 —E R T 7RG
W& o4 RADIUS H—
ANICFRREE R 2 EFE L ET,

SNMP %414 % RADIUS #tat
THR

Z OFREIX. RADIUS ~ 7
T4 v I7BLNTTA_— |
RADIUS #— N Z B3 5 fE!
ARt LES,

WD~ FPENEIIET
S3UE L7z : showaaaservers,
show radius statistics,

RADIUS iR A1 F i}


http://www.cisco.com/go/cfn

RADIUS DEFE |
B RADIUS OEEICET BiAETESR
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%3%

£%1D UDP ;K— ~ A RADIUS

RADIUS X =2 VT ¢ — N, RA ML ELIEIPT KLV R, A M EFFED UDP R— b &
e FTAXIP T RLUALEED UDP A— MESIZ X Vi snEd, IPT7 KL A& UDP AR—
NEBEZMAGDODED Z LICE T, BAZ R — NEREORGE, BAl, BIOT T 4 v
7 (AAA) —ERZHHT 5 RADIUS A A R & L TBNICERTEET, ZO—EDID %
AT LickoT, RUIPT RLRIZH DI — " EO#EHD UDP A~ — I, RADIUS ZRk %
EETXFET, AU RADIUS H— R EDHEAL L2 O5OKRA N = MVICERI U —E R (72& 2
IFRGE e &) ZRE LTEGE, 2BFDICHREINIZAAR b= MU W@umﬁéﬂtTX%
TRV DT 2= F—R_R—= Ry Ty LTEMELE T, HPIDEA N = FUNTH Y
YT AT ERAORMIIKINT DL, ry NT—T TR B NEFE UT A AR E
ENTWE2FBDOFRAN = NI ERALTCT AT 407 =R 28T 2 L 51T
TLET,

© BERETE R OMERR, 27 =V

* #%» UDP — kI RADIUS DRiHESME, 28 ~—

* ¥ UDP " — bl ® RADIUS (2B 5 1, 28 ~=2—
* #%® UDP R— kD RADIUS %7 ET 5 Hik, 29 ~<—¥
* #% UDP — k@ RADIUS O EH], 31 ~=—

* XTOMDBEEEL, 32 X—

* ¥ D UDP 7R— kil ® RADIUS ORERERGH, 33 ~—

HEETRH D TR

THERAOY 7 R 2T JU—ZX T, ZOFEY a2 — TSNS T X CTOBRENRYR— NS
TV LR £8 A, EHTOERER #F L OVEEIZ OV TIX, Bug Search Tool 35 X OV H D
T R —LBIRY T 2T VY =2V Y —R )= ESZHRLTIEIN, ZOF
Va— /LT SN OHEEEICET AR, BLOSHEESTR—Fand ) U —2A0—&lZo
TIE, HREFRoOEREZSBLTIES N,

RADIUS 1R A1 K
' -m-


https://tools.cisco.com/bugsearch/search

%@ UDP K— A RADIUS |
B %0 uDP K— A0 RADIUS DRTIRE M

7Ty N7 A —LOYR—FBLOV AT YT N =T A A=V OWR— MNIET L ERE BB
F %121, Cisco Feature Navigator i /] L £, Cisco Feature Navigator (27 7 & 23 % |Z1%
www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 MILEDH YD FH A,

B %D UDP 7R— k~ FH®M RADIUS DHITREH

A FNARAENLT /A P — ST RADIUS #RET AT, ROX R B FEITT 08
NH FI,

*aaanew-model 72—/ 3L a7 4 Fal—Y gy avwy REFEHALT, AAA 21 F—
ZLET, RADIUS 2T 2 FENH H5H. AAAZRET HMENH Y £7°,

* aaa authentication 72— )L 27 4 X2 L—3 g a<vw 2 K& LT, RADIUS #3:F
DFXVANEERLET,

*line 35 L Winterface =~ > REHEH L T, AT IERBFADOFRNY X ML x—T7 WL
\i—gﬂo

841 UDP 7/R— + FHO) RADIUS |ZBH9 B[R

T /34 X & RADIUS H—/\D&E(E

BE . RADIUS A A hE, A= (CiscoSecure ACS) . Livingston, Merit, Microsoft, % 72iZftho>
V7 RN xT TN, Z—DORADIUS =N V7 v =T 2 FTTH~vVFa—H% VAF AT
. RADIUS % — L DMEEDTDITT NA AZRET DL, KOL I REERH Y £,

CAHRANLEIZIPT KL A

* FAEDFE AR — b

CTHI LT 4T DR — K

* XA LT T MFRH

* FIE(EEIE

* F—F5
RADIUS E¥ = U T ¢ H— N, RAMAEILIP T KL A, KA N EFFED UDP A — h &
B, FLEFIP T FUAREREED UDP AR— MEBFIC L VBl sET, BEAOEIIEHRIZ, IP T
RL AL UDPAR— hFESOMLEDLETHESNET, ZHICEY ., RADIUSH A k& L TESR
INTNBEEIEIERFR—FID, HAEDAAAT—ERAZRETE L LRV ES, ZO—FD
IDEZFEHTEZEIckoT, MUIPT RLARIZH D — 1 EOBEE D UDP &8— ~Z, RADIUS
FRAZEEFETEXFET, FURADIUS V— AR EDRLB2HODFRA = FYIZRI LY —EZX (=

EXIERGERR ) ERELEGES. 2BFDIIHRESINTZEFA R = UL, BPICHREINTEE
A NI DT 2= F—R—= Ry 7o FL LTEELE T, RIIDOKRAS = R RT

RADIUS 4R/ 1 K
[ 28 | |


http://www.cisco.com/go/cfn

| %o ubp K—

~ FA® RADIUS

#HD UDP K— D RADIUS £8ET25% I

BT 4T = AORMIIKRIRT D E, Xy N =7 TR P—rNERE UT 31 A2
REINTWVWDE2EODFRA N NI EFHLCT AT 47— R8T 2L 951C
HITLET, GEITENDHRADIUSH A F i MU DIEEIL. RESNTWAIEFICENET) .

RADIUS $r— b v 2 a T3f AL, WHEMET A MXTFHEHEH LT, 7SAT— RO 51k
ﬁi@ﬁ%@&@%ﬁwiﬁoKﬁmBTAANt%1)74:7/%%ﬁ%¢5i9_mﬁﬁ
5H1Z1%, RADIUS =R T —F U NBE@THH A NE, ZTORANBT A A LIETHHE
AR (F—) XFHNEHETLHLLERHY £,

A LT U ME, FAEE, BEORESF—EIZIE, 33T RADIUS — 2RI LS
o — LERE. b= BRE. £RI37 e — UERE E R EDHAS DY A TE £
Fo THAARLBET DT XTORADIUS 4 — N2 ZD XD RREE 71—V T 52
. radius-server timeout, radius-server retransmit, I3 J. T radius-server key &> 3 D D[] Iﬁ
= av s REERALET, b OfEZRED RADIUS Y— N2+ 212
radius-server host =~ > & H L £,

GE)

MU Aafllry NT—27 T RA B =T, L1707 HEE, BLIOXF—HOa~
Y REFEFHIRE (Fm—VREB IOV —JIRE) TEET, 7230 227 m—rULEg
REL Y — NHSRED T S 2R ET D56, Y — o Z A4 ~—, BXE, BLOF—fio=a~
YRB, Ta—r DI v — BEE BLUOF—EOav LRIV bEESNET,

5200 UDP R—  FHO) RADIUS #BXF T B A%

T34 X & RADIUS H—/\DBEIEDHRTE

FIEDHEE

4 r—T ik
configureterminal

radius serverserver-name
address ipv4ip-address

key {Ostring | Tstring | string}
retransmitretries

timeoutseconds

O NS R wDdhd =

exit

RADIUS iR A1 F i}



B 7/ RERADIUS H—RDBIEDHTE

1% UDP K— +F3 RADIUS |

FlED M
AU RFERET7TIVa Y B
ATvT1 A4 x—T Lt ¥ EXEC £ — R& A X —7 LT LET,
K CNRAT—=FRE AN LET ERSWEHS) .
Device> enable
ATFv T2 configureterminal Jau—)Lar7 4 FXal—ary ET— RRE2HEBELET,
11 :
Device# configure terminal
ATv7T3 radius serverserver-name RADIUS % — D4 iz e L £7,
£ :
Device (config) # radius server radl
ATv74 address ipvdip-address RADIUS #—/NZIP 7 R A 2D B TET,
1
Device (config-radius-server) #
address ipv4 10.45.1.2
ATy 75 key {0Ostring | Tstring | string} T /34 A L RADIUS — DM CHEMAT 2 ILEWMET X A b
XFHNERE L ET,
Bl GE)  ZOFIETIE, BEF—0fEX, +2TDRADIUS
Device (config-radius-server) # key P— R L T e — LR ESNE T,
myRaDIUSpassword
*Ostring 7 a yEREH LT, Bk Tuniendf
MEEFZRTELET, Tstring 47 a &AL T, e
b EWELZHRELET,
ATFYT6 retransmitretries F A AP —NZ%F LT RADIUS B3R % 2459 A A3
DOEREEELET (F74L ME3TY) &
Bl GE) ZOFIATIE, MEEOMIE, §To RADIUS
Dezice (cgif;g—radius—server) # P— X LT 7a— N )VIIERE S NnNE4,
ATvIT1 timeoutseconds T NA AR RADIUS ER KT 2N E AR LT, ZRka
RETDETORR (W) ZHRELET,
i -

Device (config-radius-server) #
timeout 6

|| RADIUS R 77 A K

GE) ZOFETIX, XA LT U MEIX, TXTO
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| %% uDP K— + A RADIUS

EH D UDP 7R—

rAEoraDIUs 0EER I

ARV RFEREETOVa Y

B

ATvT8

exit

&1

Device (config) # exit

HrME EXEC E— RNIZERED 97,

B0 UDP R—

5l - TN

1

I FA ) RADIUS )&% 7€ 15l

4 R & RADIUS H—/\D@&1{E

Iz, MEOZA LT TN FEE, BLROF—ELFEE LT 2 2D RADIUS h— "% HET D
BlZR LET, ZOFITIL, aaanew-model 2~ REZEH L TT /N4 2 LD AAAV—E R &2 H

ML L. HED AAA 2> RTAAA —E AR5 E
RADIUS #— 22N T, Za— S LEEEfE 4

#F L ¥, retransmit 2~ KT, 7XTD
ICEFELET, host 2~ KT, IP7 FLX

23 172.16.1.1 & 172.29.39.46 @ RADIUS H— 3 5k A MZOWT, BEDH A A7 ™ b, FElE.

BLOF—DEEZRELET,

! Enable AAA services on the device and define those services.

aaa new-model

aaa authentication login default group radius

aaa authentication login console-login none

aaa authentication ppp default group radius

aaa authorization network default group radius

aaa accounting exec default start-stop group radius
aaa accounting network default start-stop group radius

enable password tryitl
|

config)# radius server
config-radius-server) #
config-radius-server) #
config-radius-server) #
config-radius-server) #
config)# exit

Device
Device
Device
Device
Device
Device

radl

address ipv4 10.45.1.2
key myRaDIUSpassword
retransmit 25

timeout 6

Y —/\EBDIEZETE L 7= RADIUS H—/\

WIZ, 172.31.39.46 L\ 9 IP 7 KL A RADIUS — 322N T, $—REFDOX A LT T b,
HiEE, BLOXF—HERETLHHZRLET,

radius-server host 172.31.39.46 timeout 6 retransmit 5 key radl23

RADIUS iR A1 F i}



ZDMDESEEN

ZTDDSEERH

1% UDP K— +F3 RADIUS |

ESPEBE=]

I=—aF7ILAA LI

CiscolOS =< K

[Cisco I0S Master Command List, All Releases.]

YFka T4 avy R

* [Cisco 108 Security Command Reference:
Commands A to CJ

* [Cisco 108 Security Command Reference:
Commands D to L]

* [Cisco 108 Security Command Reference:
Commands M to R/

* [Cisco I0S Security Command Reference:
Commands S to ZJ

AAA

[ Authentication, Authorization, and Accounting
Configuration Guide] (Securing User Services
Configuration Library @ —)

SRADTIZANLHYR—F

BLL]

)y

[#EIC A % 4172 Technical Assistance D354 71
DOURLIZT Z7®ALT, YAaD7 7 =7V
PR—=FEHEKBIFEHLTZSNn, Zhb
DY Y=L, YT NI =2T &AL A =)L
TRELEY, Y 2apfiheT 7 /nd—(
B3 2 EATHIRIBEZ R L7203 5 72 DI fiEH
LTL7ZE, ZO Web A k EDY—1iz
7 7' AT BHERIL, Ciscocom D a7 A 1D
KX OVUR T — RRRE T,

http://www.cisco.com/cisco/web/support/index.html
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/cisco/web/support/index.html

| %% uDP K— + A RADIUS

w50 upp K— Ao RADIUS DxesetE [

£ 1D UDP 7/R— k FA®M RADIUS DHEEETHHR

ROFIZ, ZOFEY 2— /LT LIEHEICET Y U —AF#RERLES, ZoRE, Y7
=7 VU= hbA U TEBEOY R— FBREASNIZLEDY T =T V=A%
ARLTWET, TOMEEI, FFICH BRWIRY . 2O —#HDOY 7+ v =27 U —AThH

PR—bSNET,

TT7Yy N7 — DOV R—= I BLOVRAY T h T =T A A=V OV R— MIBET D IHEREMBE
9 %121, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator (27 7 & 29 5 1Z1%,
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT T MIMLEHY FHA,

& 5: HHO UDPR— +FID) RADIUS DHERENEHR

HEER 1)1)—2 PERETEHR
% UDP AR— MO RADIUS ¥ = U F 1 H—N
RADIUS I, A NERZIZIPT NV

A KA N4 EREED UDP
R— R &EE, EXIPT RL
A L HEED UDP R — &5
KB sET, EAOHD
fE#IE, IP7 KL A & UDP
N— N &S O A HE THER
SNFET, LD,
RADIUS AR A k& L TEHRII
TWH S EIE AR — M2, [H
HD AAA —ERAERLTX
HEHCET, ZO—ED
ID 2T Eick-T,
FUCIPT RLARIZHBHP—
L o®EH D UDP R— h iz,
RADIUS ZRAEFETEET,
PLTF Do~y RAPEAEITE
X E L7~ : radius-server
host,

RADIUS iR A1 F i}


http://www.cisco.com/go/cfn

%@ UDP K— A RADIUS |
B %0 UDP K— 1 IO RADIUS DD aE iR
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%4%

=@l FH AAA Dialed Number Information
Service (DNIS) < v J

FFATH O AAADNIS ~ v THEEZ (5 & FIEESHNIT—E A (DNIS) &5 & FFE O
RE, PR BEXOT AU T 0T (AAA) =N TN —TIZED B THZENTEET, 2
MCE AT, =T N =713, TODNISEZHEH LT, Xy b —=2IZF A YA T H2—
PORGE, FA, TAHVLT 47 OEREMIATEET, TNCTOEFERR GBE OB EEF
F2IREM O TUPRI FI#R) %, EEOEREEF S L BT 5 2 A TEE 9, DNIS FH i
=YL TUICHE I NTZEFEZRLET,

© BERETHHROMER, 35 N—

* FFRH O AAADNIS ~ v 7 ORIHESM, 36 _—

* FFAIFHO AAADNIS ~ » BT B 1EH, 36 ~X—

* FFATH® AAADNIS ~ v 7 OFREIIE, 38 _X—V
FFATH O AAADNIS ~ v 7O ER], 44 X—

* ZTOMDOSEEEL, 46 N—T

FFRH D AAADNIS ~ v 7 OREIEH, 47 _—

R E R

THEHOY 7 v =27 VY —RATlE, ZOFY 22— VT ENZ TR TOMENLTHA— &N

TS LR £H A, BT OBERER #E L OVEEIZ OV TIX, Bug Search Tool 38 X OVTfEH D

TG RN T A —ABLIRNY 7 727 V=20V Y —R ) —  EBRLTLEEN, Z0OF

T a— /LTI SN SEERICET 2 EH,. BIOSHEERYR— a2V ) —20—&lZo»
TiE, HREEFHRORZSH L TEI N,

TTy b7 LD R PRI AT YT b =T A A=V OV R — MNIET S IE WA R
9% 121X, Cisco Feature Navigator % f#i il L £, Cisco Feature Navigator (27 7 & A3 5|2
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT T MIMEHY FHA,

RADIUS #RLH A K
| -“


https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

[ FA) AAA Dialed Number Information Service (DNIS) ¥ v 7 |
B 750 AAADNIS T v TORTREH

xal FA AAADNIS < v JDRIIZRE A

* — R ZL—T7 @D DNIS IZFSWTHED AAA — R )L —TF 52 RINT B L HITF3A &
EERETARNC., RADIUS —/ SR A R & AAA — R T L —F DO EE2RETHLENH
V)‘i‘é‘o

* AAA FHRERGFEZ R ET HRIIC, aaanew-model =~ RZRE LT, VAR — b4 5FHF1EREE
TV = a U PMERTOFR Y FU—27 ODRADIUS B — R TEITENTWD Z & 2R
DYLEENRHY T,

EFrlFH AAADNIS ¥ v JIZEA9 5 18%R

DNIS [CE D < AAA H—/\ F)L— T DER

Cisco V7 hU =7 ZfiH3 % &, DNIS BFEEHEZFIED AAA Y—/N Z)L—TIZHID K THZ &n
TEET, ZNUCE-T, =T A —T1F, EODNISZFEHL T, *y hU—2I1ZX 1T
AT DH—YFORIE, B[, THU T 4 TOERPUHECTE F4, T XCOEFMKE (GF
WOHEBEIIEAOTI/PRIERY) %, EEOBEZEE S L BEMIT 5 Z &N TXE7, DNIS
HTmld, 2= IR BEINT-ETERLET,

el X, BROBE CRI UEFEE 720325681, EfaZ 2N Eczemy vz
ENHYET, DNISEHEAT S L&, J8ET D L XICRETOBENDND 20, BIlINET D
FikE AL~ A X TEET,

ISDN £ 72 1IWNHET A Lt T H 2 A3 T30 AL, DNISESAZETEET, ZOHIEL
32L&, BRI LI D RADIUS — N 7 L—7 %80 4 CTrEETT (oF V., DNIS F 5
T LT 72 % RADIUS H—2%) | 52, =R I —TEHH L T, 5D AAA —E R
FICH—N TN —TEHETEET, £/-. & AAA V—ERIE@BOY— T —TZRET
xFET,
Cisco ¥ 7 NV =TI, BEEV—ERET AT T 4 v 7 B —EREBHOITETHRETZ D
MR DH D FT,
cJua— )L AA AV —ER T, Ju— a7 4 Xal—ary T I RBAVARNavwy
REFHEHLCTERSN, BHEDODXY NI —7 TR P —=NREDTRTDOA L H—T = A
AT, ERICEH S ET,

A UH—=T A AR AAA YV —E R X, /v HF—T 2 AL T4 Fal—Tgy avwy
REFHLTCERESN., BEDODRY NTU—I T BAY—RNIITREINTWAEAS X —T =
A AT EA I ET,

*DNIS~ v B> 7 :DNISZHEHA L T, AAA T — DR AAA P —ERAZIHET D L HICHET L
e

RADIUS 4R/ 1 K
[ 36 | |



| WA ® AAA Dialed Number Information Service (DNIS) < 7
amazaiziz

COXIRBEHDODAAA T T 4 F 2L —2a VR ERBICGRETE A2, VA3 TIE, AAA
P —EREEMET BV —_RFELIT =R TNV —T HRET BT, BERNENEZRELE LT,
BSENEM IR D L BV T,

*DNIS ] : DNIS 2 L. AAA V—ERAZHHT DV — N TN —T 2 EET-ITIRET D
2Ry NI —=7 T IR —=REREL TCWBEHEAE., ZOFXANRZFDOMD AAA BEIRT
RIS nET,

A H =T oA AP =X AAA Y —E A BRUT ZHEERET DD, £ ¥ —
T2 ARNZR Y NI—=T T I AP —NEFRELTCT 7R VR NEFHTLIEAS. 2
DOFRIT. o7 a— )L a7 4 Fab—T a3 AAAT 7R VAN QELESLE
T

= b X2 VT P NP AAA Y — B R BT S HEERET DD, T e—
SIVAAAT 7B AV A REBEHAL TRy NU—0 T 7B A Y —RNERETIHIHE., Z0J
XU IRWVESEE N EH S ET,

AAA S=RITEREE

ISDN PRI F 7213 fEBIHRE 5750 (CAS) 1252 AAA FRIGEGEZRXET D &, —E R Fr g
X —iX, BEfFORADIUS YV =2 —> a v &fiHT 2R — hoBEEMEZSEL, G VY —20ff
HEDHRTE L T, SOV —E AL~V ZIRMLTE 5L 512720 £, ISDNPRI £7=
ILCASICL - T, HFa—WiclTaERERy NU—2 T 78AX H—,3 (NAS) THEALT
WhH, a—LEERETEET, FHTEa—ERITKO LB T,

c EEFEFHA—E X (DNIS) FHE GEREEES & OMEINET)
* FEIEHRID (CLID) FH (BEFF L LFENET)
ca—L X AT (RXT THEREL HLIIENE )

AAA FRIFEGEDOMREZ 9% &, CiscoNAS C, DNIS#F 5, CLID &5, E£mlida— L ¥4~
WCHEDWTERB IV EERT N EIDERETHZ LN TEET, ISDNPRIZMEHT 55
G TV OFRIEERBAI T ThE, I—/MIRETEET, CAS AT 2548, 2—1IC
ISET HRETH Y ETH, FRHGRECKRR LGS, 2— V&2 Rey 7 T&ET) |

WNTV oI Py NI =0 AL v Fhba—)viERF L, £EERITOEES. AAAFIGHEREIC L -
T, NAS 725 DNIS %5, CLID F &, BXQa—/ # A4 7% RADIUS — NZXE L, Ral%
ZTFHZENTEET, =D a— L&A+ L NASIT=2—VEFFLES, — N0

TV ERBALBRWGE, NAS DO AT Y w7 Xy NU—2 ALy FITHERHIRER A > 2 — U0
EEEN, a—ABEEESNET,

RADIUS =R 77U r— a UMERARRRICR > 7256, SR8 ERELS o 2846, NAS
TH—REAY—ZHETEET, A ~v—0HIRUINIZ/ D &, NASITREAIHE/R /N T A —X
EEALT, B olt BB a— VAT ERIERS LET,

AAAFRGFEREOMERE TIL., FAGGEOEMELZ B ET 272012, RADIUSY— T 7Y rr—1g v
WX BB 44 DfFERH . LU RADIUS FHRIFRGET 1 7 7 A VTR TE STV 5 RADIUS EMED

RADIUS #BRLA 1 F
| -“



[ FA) AAA Dialed Number Information Service (DNIS) ¥ v 7 |

I—)ILREBOH—-F L2437 —

ﬁﬁﬁbwfﬁ‘f%l\éﬂ“(b\i*f /NN g Y70Y =1 i Y = S el = N uﬁnp@pwﬁ%?éﬁﬁ“é’m)k?
. ELEFETTL5E, EORMAI MM 502 ET 20l TE £,

ISDN PRI 35 . TN CAS 12 & B AAA FRIFEREIZIZ, IROFOFE EH I E T,

s JBME 441, BRIERHFETZIZV V— R F—VU TR A R —T U LTZ CAS 22— U272
TEET,

s IF Ly — w/LF Y7 PPP (MMP) %, ISDNPRI CIZfii T 8 A,
* AAA %H'Jnuu #%B@/\‘_ ]\'7317 705 D4 1\77““_\5\(@@1%%(% iﬁ‘o
*ISDNPRI i, —H\DON—KRKU =T 7T v N7 —LTOHEYR—FINTWVET,

O—J)LAEBOH—K 347 —

FHHRAEESRE L O T ER OGBS £ 8E DT, =K A ~—2FHL Ta—1L0D
WHZHIE & £4, H— K XA ~—IL, DNISHARADIUS »— NIZEEEND EBh SN E T,
H— R %A < —NHARGINIC 72 D ETC NAS 28 AAA D OINEZZE LRWES, 24 ~—DRiE
WZHASNWTCa— V2R I ERT LET,

EraFH AAADNIS ¥ v JDERTE AL

AAA DNIS EHIEZEED R TE

FIRDHE

F IR D 48

DNIS FRIGSREAMEH T2 & ARFEFIHESNTa— LBERICFATRIEL (T TE £ 9, DNIS
Fld, T—VOEERICEF 2T 4 P—NZEZFMESNET, =L AAA 2L - THE
RESND L EOa— VTR SNVET,

1 %x—TILik

configureterminal
aaapreauthorization

group {radius | tacacs+ | server-group}

dnis [passwordstring]

A o o

end

ARV RFEERTIVa Y B8

ATy T

4 *r—T Ik KilE EXEC E— R& A 32 —T7 /WM LET,

|| RADIUS R 77 A K



S BIFA AAA Dialed Number Information Service (DNIS) < =

DNIS (£ 3< AMAH—n T L—T0zROEE I

A RFERIEIT7II Y

Sl

11

Device> enable

*NRAT—KRE AN LET (ERENZEHES) .

2T T2 configureterminal Jua—r )L ary 7 4 ¥al— gy T— REEBLE
R
i :
Device# configure terminal
2Fv T3 aaapreauthorization AAA FRFEFEa Y 7 4 Fab—a v T— REBBL
7
i :
Device (config)# aaa preauthorization
ATvT4 group {radius | tacacs+ | server-group} (EE) AAAFRRRGEESRICEMN T 5% 2 U 7 1 —
NEERNLET,
i : .
* 7 74/ NI RADIUS T,
Device (config-preauth) # group radius
ATvT5 dnis [passwordstring] DNIS Z i [ L THARRIEA A R —7 /T L, BTG
U T Access-Request /37 v MIEHT 5 /32T — K& 45
i ELET,
Device (config-preauth) # dnis password
dnispass
ATvT6 end AAA TR 2 7 4 X2l —va v B— REKT L.
FpbE EXEC E— RIZIRY £,
i

Device (config-preauth) # end

DNIS [ZE D3 < AAAH—NN FIL—TDBIRDETFE

H— R J)L—T7 D DNIS IZEDSNWTETED AAA — R T —T%2RIRT 5 L 5T A A%
ETHIIE, DNISw Yy BV I EZHRELET, DNISESZHEHA L TH—R IV —T% 7 L—T4
vy BT LI, RODF AT HFITLET,

RADIUS iR A1 F i}



eI A AAA Dialed Number Information Service (DNIS) < =/

DNIS [CET< AAAH—N T IL—TDBIRDBFE

FIEDHEE
1. 4 %x—=Jit
2. configureterminal
3. aaadnismapenable
4. aaadnismapdnis-numberauthenticationpppgroupserver-group-name
5. aaadnismapdnis-numberauthorizationnetworkgroupserver-group-name
6. aaadnismapdnis-numberaccountingnetwork [none | start-stop | stop-only] groupserver-group-name
1. exit
F g 48
ARV RFEREET7TIVa Y ]3]
ATYT1 |4 Rx—T ik FkE EXEC E— R& A R—7 /L2 L
ij—o
i -

Device> enable

*NRAU—REANLET (Bk
INEHE) .

2w 72 |configureterminal Ja—)L a7 4 FXal—rg
E—RFZRBLET,
{5l :
Device# configure terminal
AT w73 |aaadnismapenable DNIS~ v B> 7 a4 R2—T WL E
j—o
fA)
Device (config) # aaa dnis map enable
AT w74 |aaadnismapdnis-numberauthenticationpppgroupserver-group-name |DNIS &5 % EFFEHD AAA P —
ITN—TI~v 7 LET, 2D
i - Y= TN =T OF =%, FBIEIC
Device (config)# aaa dnis map 7777 authentication ppp group sgl fﬁfﬁ2§ﬁ12£7fo
AT w 75 |aaadnismapdnis-numberauthorizationnetworkgroupserver-group-name | DNIS % = % EFEH D AAA P —

&1

Device (config)# aaa dnis map 7777 authorization network group
sgl

ITN—Flzvw o BT LEST, 20
Y= T —=T DY — L, FBANZ
ERENET,
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| WA ® AAA Dialed Number Information Service (DNIS) < 7
[YYELFE 0TI |

ARV KRFERETI VY B#J
AT w76 |aaadnismapdnis-numberaccountingnetwork [none | start-stop | stop-only] | DNIS & = % EFFE AL D AAA H—
groupserver-group-name 7“/&—7"&1‘_«‘7 > t“:/ﬁ Li—é‘o D
PR T N—T D=L, THhY
Ik YT IR ERET,
Device (config) # aaa dnis map 8888 accounting network stop-only
group sg2
ATy ST exit Jua—rLar 7 4 FXal—a v
F— FE&T L, Rt EXEC E— 1
i IR £,
Device (config)# exit

AAA EHIEEIDEERTE

FIROME
L 4%—2J)it
2. configureterminal
3. aaapreauthorization
4. groupserver-group
5. clid [if-avail | required] [accept-stop] [passwordstring]
6. ctype [if-avail | required] [accept-stop] [passwordstring]
1. dnis [if-avail | required] [accept-stop] [passwordstring]
8. dnisbypassdnis-group-name
9. end
FIED
ARV NEEETIVa Y BeY
AT 71 4 x—T )Lk FiHE EXEC E— & A X —7 VIZLET,
CRAU—RE AN LET (EREShS
ﬁU: /x)
= o
Device> enable

RADIUS #iHL 5 1 K
| -“



eI A AAA Dialed Number Information Service (DNIS) < =/

B rmasmdsEoss

AR REREETOVa Y

El:b)

ATFv T2 configureterminal Jao—nN) a7 4 FXal—aryE— RN2H
BmLUET,
11 :
Device# configure terminal
ATvT3 aaapreauthorization AAA HRFRIEZ L 7 4 ¥ al— gy F— Nk
Bt L £ 9,
11 :
Device (config)# aaa preauthorization
ATvT4 groupserver-group FHATRGEIZ 95 AAA RADIUS H—/8 71—
TEREELET,
i :
Device (config-preauth) # group sg2
ATFwTH clid [if-avail | required] [accept-stop] CLIDEEICHASNT, a— V2 HFEELELET,
[passwordstring]
£ :
Device (config-preauth) # clid required
27976 ctype [if-avail | required] [accept-stop] S H A FITHESNT, I R HHTREE L %
[passwordstring] 3+
15 :
Device (config-preauth) # ctype required
ATv 71 dnis [if-avail | required] [accept-stop] DNIS ZEEAZHEASNT, a— A HFRFE L F 7,
[passwordstring]
11 :
Device (config-preauth) # dnis required
ATFw T8 dnisbypassdnis-group-name HETRIEE NA 225 DNIS KD 7 )I—T%
BELET,
11 :
Device (config-preauth) # dnis bypass groupl
ATv79 end HARGEa L 7 Fab— gy F— FEKT
L. $5HE EXEC £— RIZED £,
11 :

Device (config-preauth) # end
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| WA ® AAA Dialed Number Information Service (DNIS) < 7
i—raqz—oxE B

N \\ E |-.-|
H— K34 T—DHTE
RADIUS Y — 3338 EEE R F 72 13 FRREREE RIS E CE R0 28Il a— V2R 721340
BT DHEINCH =R XA ~—%RETDHITNE, ROX AT BFITLET,

FIEDOHME
1. A &—T )L
2. configureterminal
3. interfacetypenumber
4. isdnguard-timermilliseconds [on-expiry {accept | reject}]
5. callguard-timermilliseconds [on-expiry {accept | reject}]
6. end
FIEDFEHE
ARV RFEREETIVa Yy B
ATv 71 4 x—T Lt Fike EXEC E— R&a A X —7 /W LET,
. " RAT—REANLET ERSAEHD) .
Device> enable
ATFv T2 configureterminal Ja—n)ary 7 4 X2 — g F— RERHBLE
j‘o
il -
Device# configure terminal
ATFvT3 interfacetypenumber Ao B —T A AarT7 4 Fal—arT— K&
WBLUET,
i -
Device (config) # interface serial 1/0/0:23
ATFvT4 isdnguard-timermilliseconds [on-expiry RADIUS H— N EHFENIEER I SE X oo T30
{accept | reject}] BICa— NV EFATE A TE 5 ISDN H— K 4 A
v ERELET,
i -
Device (config-if)# isdn guard-timer 8000
on-expiry reject

RADIUS #iHL 5 1 K
| -“
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B TR0 AmDNS vy TORES

ATV RFERETIVaY =]:g]
ATFvTH callguard-timermilliseconds [on-expiry RADIUS P — R_"NERERIFERICIGE TE o -8
{accept | reject}] B — VAR E 2 HEEG TE D CAS H— K 4 A
v ERELET,
{1
Device (config-if)# call guard-timer 2000
on-expiry accept
ATy 76 end A B =T A AT (Fal—g L E—REK

T L. ¥ EXEC E— FIZEREY 97,
Bl -

Device (config-if)# end

Eral A AAADNIS < v T DEREHI

5] : DNIS ITE D < AAA H—/\N T )L— T DEIR

WIZ, FFED AAA —E R Z#ME9 5 72812, DNIS (25T RADIUS H—/N 7L — 7 % &
WRT 552~ LET,

! This command enables AAA.
aaa new-model
|

! The following set of commands configures the RADIUS attributes for each server
! that will be associated with one of the defined server groups.
radius-server host 172.16.0.1 auth-port 1645 acct-port 1646 key ciscol
radius-server host 172.17.0.1 auth-port 1645 acct-port 1646 key cisco?2
radius-server host 172.18.0.1 auth-port 1645 acct-port 1646 key cisco3
radius-server host 172.19.0.1 auth-port 1645 acct-port 1646 key ciscod
radius-server host 172.20.0.1 auth-port 1645 acct-port 1646 key ciscob
! The following commands define the sgl RADIUS server group and associate servers
! with it.
aaa group server radius sgl

server 172.16.0.1

server 172.17.0.1
! The following commands define the sg2 RADIUS server group and associate a server
! with it.
aaa group server radius sg2

server 172.18.0.1
! The following commands define the sg3 RADIUS server group and associate a server
! with it.
aaa group server radius sg3

server 172.19.0.1
! The following commands define the default-group RADIUS server group and associate
! a server with it.
aaa group server radius default-group

server 172.20.0.1
! The next set of commands configures default-group RADIUS server group parameters.
aaa authentication ppp default group default-group

aaa accounting network default start-stop group default-group
|
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! The next set of commands enables DNIS mapping and maps DNIS numbers to the defined
! RADIUS server groups. In this configuration, all PPP connection requests using

! DNIS 7777 are sent to the sgl server group. The accounting records for these

! connections (specifically, start-stop records) are handled by the sg2 server group.
! Calls with a DNIS of 8888 use server group sg3 for authentication and server group
! default-group for accounting. Calls with a DNIS of 9999 use server group

! default-group for authentication and server group sg3 for accounting records

! (stop records only). All other calls with DNIS other than the ones defined use the
! server group default-group for both authentication and stop-start accounting records.
aaa dnis map enable

aaa dnis map 7777 authentication ppp group sgl

aaa dnis map 7777 accounting network start-stop group sg2

aaa dnis map 8888 authentication ppp group sg3

aaa dnis map 9999 accounting network stop-only group sg3

5 - AAA SEREREE
I, FRIFSFEIC DNIS B 528 ET D Bk €2~ LET,

aaa preauthentication
group radius
dnis required

WRIZ, FHTRAEIZ DNIS &5 & CLID FH S5O F 2 AT 2R EDH %7~ LE T, DNIS Falak
MUENZFEAT S, RIZ CLID HEERAENFEITENE T,

aaa preauthentication
group radius

dnis required

clid required

WIZ,  Tdnis-groupl]) &9 DNIS Z/L—FIZHE SN TWD 2 DO DNIS HFHARE, §XTD
DNIS #F & IZ DWW T HAGRRELZ EITT 2 Z L 2fET D012 R LET,

aaa preauthentication

group radius

dnis required

dnis bypass dnis-groupl
dialer dnis group dnis-groupl
number 12345

number 12346

KIZ, DNIS HFHHFEAEZH T2 AAA BREDOHI 2R L ET,

aaa new-model
aaa authentication login CONSOLE none
aaa authentication login RADIUS LIST group radius
aaa authentication login TAC PLUS group tacacs+ enable
aaa authentication login V.120 none
aaa authentication enable default enable group tacacs+
aaa authentication ppp RADIUS LIST if-needed group radius
aaa authorization exec RADIUS LIST group radius if-authenticated
aaa authorization exec V.120 none
aaa authorization network default group radius if-authenticated
aaa authorization network RADIUS LIST if-authenticated group radius
aaa authorization network V.120 group radius if-authenticated
aaa accounting suppress null-username
aaa accounting exec default start-stop group radius
aaa accounting commands 0 default start-stop group radius
aaa accounting network default start-stop group radius
aaa accounting connection default start-stop group radius
aaa accounting system default start-stop group radius
aaa preauthentication
dnis password Cisco-DNIS
aaa nas port extended
|

radius-server configure-nas

RADIUS #BRLA 1 F
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ISDNS LU CASDA—F 247 —

radius-server host 10.0.0.0 auth-port 1645 acct-port 1646 non-standard
radius-server host 10.255.255.255 auth-port 1645 acct-port 1646 non-standard
radius-server retransmit 2

radius-server deadtime 1

radius-server attribute nas-port format c

radius-server unique-ident 18

radius-server key MyKey

G¥)

FHHESREZ R ET D121, RADIUS H— N THHEFRRAET B 7 7 A VERET D LERH Y F
R

ISDN 5 KU CASDH— Kk 2147 —

wIZ, 8,000 2 URMIIFRESINIZISDN H— K XA ~—OFam LET, FRSFFERIZHT LT
RADIUS r— \RIRE L WEE, ¥4 ~—BN RN - T2GE6, 2 —WdiES S ET,

interface serial 1/0/0:23

isdn guard-timer 8000 on-expiry reject
aaa preauthentication

group radius

dnis required

WIZ, 20,000 2 VRMNZHRTESINTZ CAS H— K X A4 ~—DFlZ R LET, FAmatERizst LT
RADIUS —\MIGE L7eWEE, A ~—0nHROINIC 2> 7256, a—WidiFTanEd,

controller T1 O

framing esf

clock source line primary

linecode b8zs

dsO-group 0 timeslots 1-24 type e&m-fgb dtmf dnis
cas—custom 0

call guard-timer 20000 on-expiry accept
aaa preauthentication
group radius
dnis required

ZDMDSEEH

REER
&R E I=ZaTFILEA ML
CiscoIOS 2~ K [Cisco I0S Master Command List, All Releases.]
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| WA ® AAA Dialed Number Information Service (DNIS) < 7
#a RO ARADNIS 7 v FoieeEsn [

BEEIE B TZaTFILEA L

X2 UT 0 av R
V7 " * [Cisco I0S Security Command Reference:

Commands A to CJl

* [Cisco I0S Security Command Reference:
Commands D to L]

* [Cisco 108 Security Command Reference:
Commands M to R

* [Cisco 108 Security Command Reference:
Commands S to ZJ

AAA [ Authentication, Authorization, and Accounting
Configuration Guide] (Securing User Services
Configuration Library ®—#E)

SRADTHYZAIL YER—+

BLL Vo

[FC B % #17= Technical Assistance D344 [F51 | http://www.cisco.com/cisco/web/support/index.html
DOURLIZT Z7EBALT, YAaD7 7 =0V
PAR— e RRBIEA L TZSN, Zhb
DY V=A%, Y7 =T A A F—/LL
TRELEZY, Y 2anfliieT 7 /ad—(C
BE4 2 BT IR RE 2 flih L 72 0 4 5 7o DI
LTS, ZD WebH¥A F EDY—iZ
7 7' AT HEEL, CiscocomdD /A 1D
LAY — RRMETT,

Eral A AAADNIS < v J DHEEETEER

WORIL, ZOFY 2— /LT LI-HEERICEET 2 U —RF@REZ R~ LET, ZORIL, Y7k
TxT7 VU= b A U TEBROYR— IR EASNZLEEOY T =T V) —R7E T %
RLTWET, TOBEREIZ, FFZHT D B WRY , 2O —HEDOY 7 h =7 VU —RTH
PR—bhENFET,

TTy R A= LD R— PRIV A YT vy =T A A=V OV KR— MIMET D IERE HHR
9% 1Z1%. Cisco Feature Navigator Zf# ] L &9, Cisco Feature Navigator (27 7 & 29 5 (Zi3,
www.cisco.com/go/cfn [ZF®) L 9, Cisco.com DT H 7 NMILEDH Y FH A,
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

FFAI A AAADNIS T v T DR EEE R

2] FH ) AAA Dialed Number Information Service (DNIS) < v 7

% 6: AR AAADNIS T v 7 DSBS

RS 1) —2Z HEEETESR
#FR D AAA Dialed Number | 12.1(D)T ZFA] Fl O AAA DNIS ~ v 71
Information Service (DNIS) ~ 12.22)T BEAfE 5 & . SR A
7 12.2(27)SBA #—t 2 (DNIS) &5 %

Cisco IOS XE Release 2.3

D AAA Y= T —TIZEN Y
MTHIENTEET, ZhiC
Lo T, =T —TFF,
ZODNISZfEM LT, v b
T—JHEATNA T Ha—
PORFE, WA, BLOT Y
YT AT DERAMHETEE
To TRTOEFEER GEE D
H a6 E 72 1XRFH O T1I/PRI
mIfR) %, EEOEEES &
BHTHZ LN TEET, DNIS
FalL, 2—¥5 TUTRIEIN
eF/FERLET,

WD~y RINEANE-IIEE
41 FE L7- : aaa dnis enable,
aaa dnis map authentication
group. aaa dnis map
authorization network group.
¥ L Utaaa dnis map accounting
network,
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WAL, BA, BLXOT T T 47 (AAA) =N TA—TEHERT DL IICT A AEH
ETDHE, BEOYV—NKA N N—T7bTEET, BEOY— KA &I L—TT %
ELBRELEY—NREA MOV Ty FEBRIRL, ZNERFEOY —ERIEATEET, —
/mﬁw%7WT7/k&4A% RETHIET, AAA N T 7 4 v 7 % B D8R 2 R>
BOP—R T N—FEETEET, ZOBWEETT 22—V TliE, AAAV—N"T N —TLF v R
A A~ —%FET DHHECONTIHH LET,

© BERETE SR OMERE, 49 ~—v

* AAA =N T N—TIZET D IEH, 50 N—¥
* AAA =R TNV —T ORIEFE, 51 RX—V
* AAA =R T IL—T ORER], 54 N—Y

* ZOMDBEEEL, 55 N—¥

* AAA Y — R T —T OREREIER, 56 X—

AR DR

THAOY 7 v =T VU —ATE, ZOEVa— ATl SN TR CTOBERTFR—F&h

TWD EIFERY £H A, AT OBERENT #E L OVEEIZ DWW TIX, Bug Search Tool 58 X OVTEH D

Ty b7 F—bBIOY T =T VI —=ADY V=2 )= EZRLTIZS, Z0F

Va— /L THA SN ORBICET 2 H. BLXOFHEENL Y R— b ) U —20—FElZon
TiE, BREFROREZSRL TIEE NV,

TT 9 N7 A =D R— PRIV R YT vy =T A A=V OV R— MIMET D IERE HER
9% 1Z1%. Cisco Feature Navigator Zf# ] L &9, Cisco Feature Navigator (27 2 & 29 5T}
www.cisco.com/go/cfn (ZFEEN L £9°, Cisco.com DT AV > MILEH Y A,

RADIUS #iHi 1 K
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AAA =N T N—T%2MHHT DL LT A REHETHE, BFOY— N KA &2 T —7
fbcxgEd, BEOV—NKANEI7 V=T 5L, RELLET =KADY 72y N o
WL, ENEREO—ERIMHEHTEES, =T =TT, Z7e— L =KX D
—E L FEFIEAENET, =N T —F, BRI — AN AR DOIP T RL AR —E
FoRINFET,

Flo, =R T —7 VETU BRI RN —EODOID AR T UL, F = ICEE DR A
[N f&n’:ﬂifﬂ@_kﬂfé“iﬁ”o A OFBIE®RIZ, IP 7 KL A L UDP A — h&E5 O
HEDOETHEREINET, 2L, RADIUSHA E LTERESIN TS I EIEHA—
N, EHEDAAA P —ERFRMIETX A LRV ET, ZO—EDIDICEY., RUIPT RL&
TH— DI 5 UDP A — MIRADIUS DERAZEDHZ LN TEH L9170 £, [A L RADIUS
P—NEDRRDH2ODFAN = FNVICRICY—ER (72 ET 0T TR E) &%
ELIEGE, 2BFHICRESNIEAA N = FUIE, RIICERESNIZARA N = R DT =—

NF—=NR= RNy 777 LTEELET, RPIDFA N = NIRRT AT 47—
ZDRMICKILT DL, Ry FU—7 T 7B A —RERILT A ATREENTND2EFDD
KA NI EERALTCT AV T 4 o 7 — R 20T 5 X501 T LES, GRITSh
% RADIUS R A b = R U DEF T, RE SN TWDIEFITENET) o

AAAS—NN T IL—TDTy FRA<T—

“'f—*/*‘% FHRELTH—NRNEANEHRELES, deadtime =~ > REEH LT, — 7 L—7F
WP —RERETEET, PRI N—TNTT v REA LEHRETDHILET, AAANT
74/7%\£ﬁ5®¢%@%ﬁ0%®#%Aaw% ICIEETEET,

Fo REA LOHBEIT, Za— L a7 4 FXal—a R EINETA, TXTOH—A
TN —T DY —/R KA ML, T@%'J@&%?—in% DET, TORD, F—\NEEET, F
EELHZALT T MMIELRETLEA, TOF—NEFEEL TWARW (Fy RREE) L R4
ENET, TRTOYF =T — 7®%ﬁ~nﬁxb BT A A~ =Bk ENET, EA
BN, ZA~—NF =7 Sj, =N T2 UBOERIT (7 RIREEE RSN 5E) |
FEESNTHIIL) REZ A ~—ZHEENET, XY NT—7 T 7R — B3P — 3005
DINEEZETDHE, TRTOY—R TN —TDFEOY— T LT XN TOREFESLZA ~—
(EITHOEE) MELESET,

A <—NHIRINICRD L, XA ~—FB L TWAI— NTRERRE (774 7UkEE) &R
RENET, 2OV —NE, FA—DBETIFT =R T N—T%2EHL THTAAA ERD=D
WICRATTE AME—DF— N2 0 97,

RADIUS 4R/ 1 K
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A

maAs—n T —ToxEsE Il

G¥)

)

1DV —=N"PEED I A ~—%Fb, BT v FFA A{ﬁ?ﬁi\*f“—/\‘ TN—TITRESND
ZENRH DI, ARZORE U —STHEEORIE (T FEeTI7A47) (TR WREMENH
@ij—o

GE)

P —ROREELEET 501, TRTOY—N TN —FTTRTCOREFEHZ A ~— % L)
BLOKRTI2HLERHY £,

HLWZ A <—& deadtime BIESIBIEND T2, =T NL—TDH A T2 F T, #
EDOERP 72 BT, V=T N—T DR, BLOZFORETH— NI NV—THNTH—N
ZIHF B HIEIC J:O’sz}owiﬁ”o

AAA H— /N T IL—TDHRTEHE

AAA 5 —/I\ T IIL—TDETFE

PN TN —TZEFRHLTH =R FRANEERTDHIZNE, Fe— a7 Falb—Tg
VE—RTROa~v FeEALET, —BEOh— %, /n—L a7 X2l —r g
— NITFIELET,

XL ®HBHHIIC
T N—T D&Y —3%, radius-server host 7~ RZMHH L CHANCERT AILENHY £9°,

FIEDHE
1. 4 x—7J)Lik
2. configureterminal
3. radius serverserver-name
4. aaagroupserver{radius | tacacs+} group-name
5. serverip-address [auth-portport-number] [acct-portport-number|
6. end
F gD FH
OV RFERIETOIVa Y B
AT 1 1 3x—TILiE FitE EXEC E— R&A R—7 /W LET,

RADIUS iR A1 F i}
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AT REREETIVa Y

B

c RATV—KRKEANLET (ERENZEHS)

I -
Device> enable
RTFw T2 configureterminal Jua— )L ar 7 4 Xal—IarEw— N2HBLET,
I -
Device# configure terminal
ATvT3 radius serverserver-name RADIUS ¥ — D4 Hi & i L&,
1 -
Device (config) # radius server radl
25y T4 aaagroupserver {radius | tacacs+} JN—T A LT, AAA —n ZA—T 55 L
group-name +,
i - CTN—=TDFTNTDALNE, A AT HFCICT D4k
. . DY £, SFY, RADIUS %7213 TACACS+ T
rodiug groups | o orou server T SOOIy REETTEH L, T ATH—S
JL—7"RADIUS T 7 4 X o L—3 3 v F— R~BAT
LET,
ATFvTH serverip-address [auth-portport-number] | 47 D RADIUS Y— R Z BB LDV — /N 7 )L—7 L B
[acct-portport-number] i ET,
1 X2 UT 4 —NF, IPT RL AL UDP R— b &
BB S E T,
Device (config-sg-radius) # server
172.16.1.1 acct-port 1616 * AAA H—N 7 L—"70 RADIUS _]j-\__/\‘:_“k 7))
ATy TR LET,
ATvT6 end P—RZ)L—FRADIUS 27 4 ¥al— g T—R%
T L., F5HEEXEC £— RIZED £,
11 :

Device (config-sg-radius) # end
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AMAH—R T IL—TDTy RE 4T —DH B

AAAS—N\NTIL—TDTy FRAT—DHRTE

FIEDBE
1. 43%x=7Jik
2. configureterminal
3. aaagroupserverradiusgroup
4. deadtimeminutes
5. end
FlED M
AU RFERETIVaY B
ATy 4 #+—T ik Fi#E EXEC E— K& A X—7 ML ET,
bl * AT = REANLEY (ERSNWIZER) .
Device> enable
2Ty T2 configureterminal Jua—r L ar7 4 Xalb—varyE®—RERBLET,
{51
Device# configure terminal
ATv73 aaagroupserverradiusgroup RADIUS # A S =N I N—T%EHRL, V=T L—7
RADIUS 27 4 Fal—3i g E— RZHBLET,
{1
Device (config)# aaa group server
radius groupl
ATvT4 deadtimeminutes Ty REALME (47) ZREBLOERLET,
5l GF) aO— NP =R T N—TDFT v RZA AL, T a—
Bl - SNy arZ 4 FXalb—rvaryrloyEEInEd,
Device (config-sg-radius) # deadtime a—hOnNY—R I —F a7 4 X2l —T g
! TF v NFA MEZER LB EIE, ~ 25— =
F B S IVET,
ATvT5 end P—N T —FRADIUS 2 7 4 Fab—3 g FT— Faek
T L. ¥ EXEC T— FIZEY £,
{51

Device (config-sg-radius)# end

RADIUS iR A1 F i}
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B rmas—ns—JomEm

AAA H—/\ T )L— T DK TE B

5] - AARAH—/\ ST JL—T

WIZ, 320D RADIUS H—/% 2 U N\EFLH, KA VNN T 74/ FORFEER— b (1645) & T H
U7 47 R— 1k (1646) EEMT 5 —s3 F)v—7 radgroupl Z1ERRT HHZ R L ET,

aaa group server radius radgroupl
server 172.16.1.11
server 172.17.1.21
server 172.18.1.31

HRIT, 3 DD RADIUS =X A N\ ZfE | KA UNIIP T FUAER CCHRBIAER—F&TH
TT 4 7 R MEIENENR I DY — % J)V—7 radgroup2 EEKT B E R L ET,

aaa group server radius radgroup2
server 172.16.1.1 auth-port 1000 acct-port 1001
server 172.16.1.1 auth-port 2000 acct-port 2001
server 172.16.1.1 auth-port 3000 acct-port 3001

5l - AAA H—/\ JI)L—THFHT HEHDRADIUS H—/N T R )

RIZ, 25D RADIUS = TV —T % T 2L 012y NU—2 T U7 BR = "ERET
LR LET, —HOIN—TTH D groupl (21, [A U RADIUS ¥— 3 EIZ[R U4 —E 2 HIC
RIESNTZ2DOORA N = MIRHDET, REINTNDL2HEDOHRA M = ML, 173
DO MIDT 2= F == Ny 77 v 7L LTEELETE I N—TDOF v R¥ A L%
fll 2 I E SN TWET, groupl DT v R A L 143T, group2 DT v R¥ A AX2455 T,

G¥)

Ja— )L a<wr RE server 2~ ROWFEMEHT 5546, server 2~ R v—/3L
o< RED bEEEnET,

! This command enables AAA.
aaa new-model
! The next command configures default RADIUS parameters.
aaa authentication ppp default group groupl
! The following commands define the groupl RADIUS server group and associate servers
! with it and configures a deadtime of one minute.
aaa group server radius groupl
server 10.1.1.1 auth-port 1645 acct-port 1646
server 10.2.2.2 auth-port 2000 acct-port 2001
deadtime 1
! The following commands define the group2 RADIUS server group and associate servers
! with it and configures a deadtime of two minutes.
aaa group server radius group2
server 10.2.2.2 auth-port 2000 acct-port 2001
server 10.3.3.3 auth-port 1645 acct-port 1646
deadtime 2
! The following set of commands configures the RADIUS attributes for each host entry
! associated with one of the defined server groups.
radius-server host 10.1.1.1 auth-port 1645 acct-port 1646
radius-server host 10.2.2.2 auth-port 2000 acct-port 2001
radius-server host 10.3.3.3 auth-port 1645 acct-port 1646
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ZTDMDSEERH

zonszas I

ESPEREENS

I=—a7ILAA LI

CiscolOS =~ K

[Cisco I0S Master Command List, All Releases.]

AAA =iw 2 R & RADIUS 22w K

[ Cisco 10S Security Command Reference]

RADIUS & TRADIUS Attributes Configuration Guidel
(Securing User Services Configuration Library @
— )
AAA

[ Authentication, Authorization, and Accounting
Configuration Guide] (Securing User Services
Configuration Library @ —)

L2TP, VPN, %723 VPDN

['Dial Technologies Configuration Guidel 35 3T
[VPDN Configuration Guide]

=7 LOBE L F

['Dial Technologies Configuration Guidel

PPP ® RADIUS R — k Okl

[ Wide-Area Networking Configuration Guide ]

RFC

RFC 24 kL

RFC 2138 [ Remote Authentication Dial In User Service
(RADIUS)J

RFC 2139 TRADIUS Accounting]

RFC 2865 TR4ADIUS]

RFC 2867 TRADIUS Accounting Modifications for Tunnel
Protocol Support]

RFC 2868 TRADIUS Attributes for Tunnel Protocol Support]

RADIUS #BRLA 1 F B


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.ietf.org/rfc/rfc2138.txt
http://www.ietf.org/rfc/rfc2139.txt
http://www.ietf.org/rfc/rfc2865.txt
http://www.ietf.org/rfc/rfc2867.txt
http://www.ietf.org/rfc/rfc2868.txt

AAA H—/\ 5 )L— T DHEETE R

SRADTY ZHI YR—F

AAA Server Groups

Bl

)

CFECHH % #17= Technical Assistance D354 [CE]
DURLIZTZ7EALT, YRAadr 7 =h)v
PR—FEHERKBIEHLTIZEEN, Znb
DY V—AE, VTR 2T EA LA AL
THRELIZY, Y RAapflGe7 7 /Juay—|C
BE 2 BRI RE & fR i U720 § 5 7o DI
LTS, 2D WebHA h EDY—1C

7 7' ATHEEIL. CiscocomD 2 7 A 1D B
L ORRAY — RNMETT,

http://www.cisco.com/cisco/web/support/index.html

AAA H—/\ T )L— T OHBEIEFER

ROFIZ, ZOFEY 22— /L THH LIEHECET Y U —AFRERLET, ZoRT, Y7

=7 U —R FLA UV THEBEOYR—FRNEASNZLEDOY T b 2T V=R 1T%
RLTWET, TOMEEIL. FRIED BRRWRY . TnBEO—EHDO Y 7 =7 VI —ATH

PR—bSNET,

TIT N T F =DV R—FBLIR A2V T 2T A A=V OYR— MCET HERERE

9% |21, Cisco Feature Navigator Zffi fl L £,

Cisco Feature Navigator |27 7 & 29 5 1TI%,
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AAA = T N—TE AR
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7y NEBINL, ENEF
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I, BRL7Z—/3 AR
RDOIP 7 KL AR T S
NET,
WD~y RPBANFEIFIER
SAVE L7z : aaa group server
radius, aaa group server
tacacs+, 33U server
(RADIUS) .

AAA H—R T — T OHLIERS

Lk
Ae

AAA H— R T — T OHLIERS
BEICL D, =T N—TH
DY —DFERILFEN ATRET
‘g‘o

AAA Y — R T )L—TF F o K&
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ALERETDHI LT, AAA
7T 4y T h, B HEMERE
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RADIUS 7 h o > F 4« >4 A Framed-Route

RADIUS 717 7 « 7 N® Framed-Route #AE/Z, RADIUS Accounting-Request 7 % 7 > 7 «
v 7 L zi— R|Z Framed-Route (RADIUS J&1f 22) F# %4 A L =9, Framed-Route [F#ix
Accounting-Request /34 > kT RADIUS H— 2R &k 3, Framed-Route 58 4 fl 91013
I—PHNMNIL—FR Ry hT—7 T 72 P —3 (NAS) EOKEDOHR IP BE I A ézhf(
WAMNE ) IPERERTE £,

* BERETE R OMERR, 59 N—

* RADIUS 741 7 T 4 > 7' W ® Framed-Route DRTHESAE, 60 ~=—

* RADIUS 7517 T 4 > 7' N ® Framed-Route (2T 5 #H, 60 ~<—

* RADIUS 7 H 7 T 4 > 7' WN® Framed-Route D =% J5{%, 60 ~_—

* RADIUS 71 7 > 7 4 > 7' N® Framed-Route DR EH], 61 ~_—

* ZOMDBEEEL, 62 N—¥

* RADIUS 7 7 > ¢ > 7 N®D Framed-Route DEERERGH, 63 ~—
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RADIUS 7 5177 > F 4 > % () Framed-Route |
B RADIUS 7H YT 1 > S KO Framed-Route DRI

RADIUS 7 19 > T 4« >4 N® Framed-Route D RIIEF 14

SREE, FFA[. T AT 42 (AAA) . RADIUS H— 3, BLXURADIUS @A 7 Y —=1 7
DOREIHEBEL TWAERLENRDH Y 97,

RADIUS 7 h 0 > T « >4 A®D Framed-Route [ZEH 9 B 1F
R

Framed-Route &4 22

A 2=y MR AEZ B2 (IETF) f2%0 RFC 2865 TREME22 & L TEHRINLTND
Framed-Route (X, NAS LD —HIZH L TRET REN—T 4 VT IHFWREREEL £, #@F,
Framed-Route JE M #HIZ. Access-Accept /37 I T RADIUS #— 325 NAS I[ZEE SV E T,
ZORMEITEEIFATEET,

RADIUS 7 ho > T« 2% /187y FIRD Framed-Route

RADIUS 7H 0 T 4 7 73/ RN O Framed-Route EBVEIEHIL, NAS EOREEDFHA IP K
(ZHE A S — AL — A2 R L ET, BIfEIX, Framed-Route JEMEIEHAY Access-Accept /X
7 RN CIEE &V E 9, Framed-Route JEMEIEHIL, Access-Accept /37 v MIIA S 4u, 1B 256
H STV UL, Accounting-Request 737 N TH5(F S4UE T, Accounting-Request /37 » kT
X, 0fELL L Framed-Route BIE&ETHATE 7,

GE)  Access-Accept 737 v N NIZHEEL D Framed-Route JEMENFAET 55415, Accounting-Request N
(2 & %D Framed-Route JBMEAZFFATE 7,

Framed-Route & #1%. accounting Delay-Start D% ERFIZ, Stop 38 X WM Interim 7 H v 7 4 7 L
a— K& Start 7V T 47 La— RTRSVET,

Frame-Route JEM: G #H % RADIUS 7V T 4 > 7 Xy N TIRTTZOOREFIRNETT,
RADIUS 7 hO 2T« > NA®D Framed-Route D E=432 4
A

debug radius =~ > R & fiH] L T, Framed-Route (&1 22) DIF#H A% RADIUS Accounting-Request
Ny RTEFEINTNENE I NEE=F LET,
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| RADIUS 7H 9 > F 1 >4 WO Framed-Route

RADIUS 7 9 > T « >4 N®D Framed-Route @

RADIUS 7 h ™7 > T « >4 AD Framed-Route 0 % E 15l

debug radius 37 > FDOH S5l

OB TIX, debugradius =~ > FZ{EH LT, Framed-Route (J&:22) 1&#AY Accounting-Request
Ny RTHEHEESNTWDEDE S 0 E R LE T (00:06:23: RADIUS: Framed-Route [22]26 "10.80.0.1
255.255.255.255 10.60.0.1 100" DITEZM)

Router# debug radius

% TE 5

changed state

00:06:23: RADIUS: Send to unknown id 0 10.1.0.2:1645, Access-Request, len 126

00:06:23: RADIUS: authenticator 40 28 A8 BC 76 D4 AA 88 - 5A E9 C5 55 OE 50 84 37

00:06:23: RADIUS: Framed-Protocol [7] 6 PPP [1]

00:06:23: RADIUS: User-Name [1] 14 "nari@trwlO0O01"™

00:06:23: RADIUS: CHAP-Password [3] 19 *

00:06:23: RADIUS: NAS-Port [5] 6 1

00:06:23: RADIUS: Vendor, Cisco [26] 33

00:06:23: RADIUS: Cisco AVpair [1] 27 "interface=Virtual-Accessl"

00:06:23: RADIUS: NAS-Port-Type [61] 6 Virtual [5]

00:06:23: RADIUS: Service-Type [6] 6 Framed [2]

00:06:23: RADIUS: NAS-IP-Address [4] 6 12.1.0.1

00:06:23: RADIUS: Acct-Session-Id [44] 10 "00000002"

00:06:23: RADIUS: Received from id 0 10.1.0.2:1645, Access-Accept, len 103

00:06:23: RADIUS: authenticator 5D 2D 9F 25 11 15 45 B2 - 54 BB 7F EB CE 79 20 3B

00:06:23: RADIUS: Vendor, Cisco [26] 33

00:06:23: RADIUS: Cisco AVpair [1] 27 "interface=Virtual-Accessl"

00:06:23: RADIUS: Service-Type [6] 6 Framed [2]

00:06:23: RADIUS: Framed-Protocol [7] 6 PPP [1]

00:06:23: RADIUS: Framed-IP-Netmask [9] 6 255.255.255.255

00:06:23: RADIUS: Framed-IP-Address [8] 6 10.60.0.1

00:06:23: RADIUS Framed-Route [22] 26 "10.80.0.1 255.255.255.255 10.60.0.1 100"
L<=======

00:06:23: RADIUS: Received from id 2

00:06:24: SLINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl,

to up

00:06:25: AAA/AUTHOR: Processing PerUser AV route

00:06:25: Vil AAA/PERUSER/ROUTE: route string: IP route 10.80.0.1 255.255.255.255 10.60.0.1

100

00:06:25: RADIUS/ENCODE (00000002) : Unsupported AAA attribute timezone

00:06:25: RADIUS(00000002): sending

00:06:25: RADIUS: Send to unknown id 1 10.1.0.2:1646, Accounting-Request, len 278

00:06:25: RADIUS: authenticator EO CC 99 EB 49 18 B9 78 - 4A 09 60 OF 4E 92 24 Ce6

00:06:25: RADIUS: Acct-Session-Id [44] 10 "00000002"

00:06:25: RADIUS: Tunnel-Server-Endpoi[67] 12 00:"10.1.1.1"

00:06:25: RADIUS: Tunnel-Client-Endpoi[66] 12 00:"10.1.1.2"

00:06:25: RADIUS: Tunnel-Assignment-Id[82] 15 00:"from isdnlO1"

00:06:25: RADIUS: Tunnel-Type [64] 6 00:L2TP [3]

00:06:25: RADIUS: Acct-Tunnel-Connecti[68] 12 "2056100083"

00:06:25: RADIUS: Tunnel-Client-Auth-I[90] 10 00:"isdnlO1"

00:06:25: RADIUS: Tunnel-Server-Auth-I[91] 6 00:"1ns"

00:06:25: RADIUS: Framed-Protocol [7] 6 PPP [1]

00:06:25: RADIUS Framed-Route [22] 39 "10.80.0.1 255.255.255.255 10.60.0.1 100"
<========

00:06:25: RADIUS Framed-IP-Address [8] 6 10.60.0.1

00:06:25: RADIUS Vendor, Cisco [26] 35

00:06:25: RADIUS Cisco AVpair [1] 29 "connect-progress=LAN Ses Up"

00:06:25: RADIUS Authentic [45] 6 RADIUS [1]

00:06:25: RADIUS User-Name [1] 14 Musernamel@example.com"

00:06:25: RADIUS Acct-Status-Type [40] 6 Start [1]

00:06:25: RADIUS NAS-Port [5] 6 1

00:06:25: RADIUS Vendor, Cisco [26] 33

00:06:25: RADIUS Cisco AVpair [1] 27 "interface=Virtual-Accessl"

00:06:25: RADIUS NAS-Port-Type [61] 6 Virtual [5]

00:06:25: RADIUS Service-Type [6] 6 Framed [2]
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RADIUS 7 5177 > F 4 > % () Framed-Route |
B zotoszay

00:06:25: RADIUS: NAS-IP-Address [4] 6 10.1.0.1
00:06:25: RADIUS: Acct-Delay-Time [41] © 0
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RADIUS 7 5177 > F 4 > % () Framed-Route |
B RADIUS 7179 > T 4 5 MO Framed-Route D EETE R

%= 8: RADIUS 7 h ™o > T « > A0 Framed-Route D HERETEER

HEEER J1y—=x BERETEER
RADIUS 71 v > T ¢ > 7' | Cisco IOS XE Release 2.1 RADIUST A D T 4 THND
Framed-Route Framed-Route #AE/Z, RADIUS
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TEHALTWET, ZNODXA N, TAV T 4V TERB 22— —20MmED  (H
1R) LY (KT) OEBLERELTWAENERT, RADIUS T H VT (7 @tko
Acct-Status-Type (B 40) & —fEIEH SN E T,

Fio, ZOMREIL, 2—PICLDHVPDNE vy a > A XU MDD NT TN a—T 4 7Lk
TH2O00H LWMEET T4 _X— K XA Y LT v 7 3y hU—2 (VPDN) 2w RZEAL
TWET,

© BERETEHOMERR, 65 N—v

* RFC-2867 RADIUS K> RV T H T T 4 7 OHlFIFIH, 66 ~—

* RFC-2867 RADIUS h > %)V T AT T 4 ZIZBET HEH, 66 ~<—

* RADIUS N RV T AT T 4 T OREFHIE, 75 ~—v

* RADIUS F> RV TH T T 4 v 7 ORER, 78 ~_—

* ZOMDOBEEEL, 81 N—

* RFC-2867 RADIUS b /L T2 T 4 2 7 OISHENRE#, 82 ~_—

HEETR DR
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RADIUS ho %)V T h T 4 7 1%, L2TP b xb B — R UTEEL =8 A,

RFC-2867 RADIUS F > RJIL 7 HOo T4 VT2 B1E
R

RFC-2867 RADIUS k> RIL T HO T4 VT DF A

—HIA tunnel-link A7 —% ADELEZHM CED LT DRy NI—T ThHhU VT 40 T %
fEFl L7 VPDN TiX, RADIUS b RV T H T T 4 VTR — FITW RN,
BT XTORBUNRT AT 47 La— R T7 7 A MIEZAENEFATLE, BUEITHEH
AR TR TCORMEERRTE LD, 2—VF@FT I T o7 ba—KRef X —F v K
P—ER g F— (ISP) IZHERLLTLS R E L,

RADIUS k> RIL 7 HhO VT4 2T D=6 RADIUS B HHR— b

LFORIZ, XA YNLVT v 7 3y bYU—2NO Compulsory Tunneling 7' 1 BV 3 > &K — k
TOEIICHF SN LWRADIUS 7 B Y T 4 7 A A TOBEERLET, ZibDBM
A TEMERTDE, PRV AT =2 ZADEE XV EYNGEHTE £7,

A
GE) THIT 4T BATIE2OD N RN FATTHTeNdD, 22— L, brxril &
A TN D D, tunnel-link Z A TN DO), WHOT AT 4 07 XA TNV
OB TEET,
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| RFC-2867RADIUS ko)L FHYI LT 4 2

K 9 Acct-Status-Type BYER®D RADIUS T ho VT4 29 B4 T

RADIUS k2 RIJL TAI VT 14 2 F DT-8® RADIUS BHEHKR— k

"4 T4

BLl]

EmE

Tunnel-Start 9

Bl ) —RKED R xL
vy NT Y TOBEED R
| =

* User-Name (1)
AT RND

* NAS-IP-Address (4)
AAA D5

77

* Acct-Delay-Time
(41) : AAA DD

* Event-Timestamp
(55) : AAA DD

* Tunnel-Type (64) : 7
TAT v bnb

¢ Tunnel-Medium-Type
(65) : 7 T7AT b
nH

* Tunnel-Client-Endpoint
(66) : 7 74Tk
mH

* Tunnel-Server-Endpoint
67) : 2747k
nH

» Acct-Tunnel-Connection
68) : 7747 b
i)
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RFC-2867 RADIUS k>R L 7 HH YT 15 |
B RADIUS R R FTHY LT 4 T DT8O RADIUS B Y R— k

24T &2 559 B
Tunnel-Stop 10 B ) — R~ E 12135
D) — EHEHD by FE
GObY 2R LET,
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RFC-2867RADIUS ~ RV T AI T4 VY

RADIUS ko)L FHo o T« w5 D=0 RADIUS Bty K—+ [

"84 T4 'S

BLL

EmEE
* User-Name (1) : 7o
AT M5
* NAS-IP-Address (4)
AAA DD

* Acct-Delay-Time
(41) : AAA DD

* Acct-Input-Octets
(42) : AAA DD

* Acct-Output-Octets
(43) : AAA DD

* Acct-Session-Id (44)
AAA D

» Acct-Session-Time
(46) : AAA D5

* Acct-Input-Packets
(47) : AAA DD

* Acct-Output-Packets
(48) : AAA D

 Acct-Terminate-Cause
(49) : AAA DD

» Acct-Multi-Session-Id
(51) : AAA DD

* Event-Timestamp
(55) : AAA DD

* Tunnel-Type (64) : 7
TAT VNI

* Tunnel-Medium-Type
65) : 74Tk
nH

* Tunnel-Client-Endpoint
(66) : 7747 b
AN

* Tunnel-Server-Endpoint
67) : 7747 b
AN

» Acct-Tunnel-Connection
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RFC-2867 RADIUS ~ RV THDO T4y

"84 T4

BLL

BmEs

(68) : 7 FA Tk
i)

» Acct-Tunnel-Packets-Lost

86) : 7747k
mne

Tunnel-Reject

11

B/ —RED R
vy N7 Y TOEEERL
T,

* User-Name (1) : 7 7
AT v R 5

* NAS-IP-Address (4)
AAA D

* Acct-Delay-Time
(41) : AAA DD

 Acct-Terminate-Cause
49) 7 F7A4T vk
i)

* Event-Timestamp
(55) 1 AAA 25

* Tunnel-Type (64) : 7
FA TV NIND

¢ Tunnel-Medium-Type
65) : 7747k
AN

* Tunnel-Client-Endpoint
(66) : 7747 b
AN

* Tunnel-Server-Endpoint
67) : 7747 b
AN

» Acct-Tunnel-Connection
68) : 7747k
nbH
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RFC-2867RADIUS ~ RV T AI T4 VY

RADIUS ko)L FHo o T« w5 D=0 RADIUS Bty K—+ [

B4 T4 &5 B EmE s
Tunnel-Link-Start 12 KoL U v 7 ORES A T . _
LET, —8O Frxn ¥ $§§T2§)177
A7 (LA¥2 T AR—
F 7w k= (L2TP) L * NAS-IP-Address (4)
2. b RN OB AAA D5

Vo &% HR—FLTWE
Hh, ZOfEZ, v
W0 OB U Y R—
FLTWD b 2 AT
DT HT T AT I8
NOAMZIZE DN TL 2
YN

*NAS-Port (5) : AAA
N
* Acct-Delay-Time

(41) : AAA DD

* Event-Timestamp
(55) : AAA 2D

* Tunnel-Type (64) : 7
TA TV RIND

* Tunnel-Medium-Type
65) : 7747k
nH

* Tunnel-Client-Endpoint
(66) : 7747 b
AN

* Tunnel-Server-Endpoint
67) : 7747k
noH

¢ Acct-Tunnel-Connection
(68) : 7 FAT vk
noH
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"84 T4

BLL

B

Tunnel-Link-Stop
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RFC-2867RADIUS ~ RV T AI T4 VY

RADIUS ko)L FHo o T« w5 D=0 RADIUS Bty K—+ [
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BLL

B
* User-Name (1) : 7o
AT M5
* NAS-IP-Address (4)
AAA DD

*NAS-Port (5) : AAA
Mo

* Acct-Delay-Time
(41) : AAA DD

* Acct-Input-Octets
(42) : AAA D

* Acct-Output-Octets
(43) : AAA D

* Acct-Session-Id (44)
AAA D

» Acct-Session-Time
(46) : AAA DD

* Acct-Input-Packets
47) : AAA D

* Acct-Output-Packets
(48) : AAA D

» Acct-Terminate-Cause
(49) : AAA DD

» Acct-Multi-Session-Id
(51) : AAA DD

* Event-Timestamp
(55) : AAA D

* NAS-Port-Type (61)
AAA 15

* Tunnel-Type (64) : 7
FAT Y Minb
¢ Tunnel-Medium-Type

65) : 74Tk
iRy

* Tunnel-Client-Endpoint
(66) : 7747 b
AN
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RFC-2867 RADIUS ~ RV THDO T4y

IS s a RS T N Y%
Ty Ty TOERERL
£9, —HO R A
7 (L2TP) L7 hr L
W= DY T YR —
FLTWERA, ZOHEIE,
VG0 DR
7 &Y R—HF LTS b
IV BATDT T T 4
V7 Ry RUSMZIERE D
RNTLIEE,

24 T4 E5= S BA B!
* Tunnel-Server-Endpoint
67) : 7747k
i)
* Acct-Tunnel-Connection
68) : 7747k
YIRS}
* Acct-Tunnel-Packets-Lost
86) : 7747k
nH
Tunnel-Link-Reject 14 BEFED b o VN L

*User-Name (1) : 7 7
ATV R

* NAS-IP-Address (4)
AAA D

* Acct-Delay-Time
(41) : AAA DD

 Acct-Terminate-Cause
(49) : AAA D

* Event-Timestamp
(55) 1 AAA 25

* Tunnel-Type (64) : 7
TA TV NIND

¢ Tunnel-Medium-Type
65) : 7747k
AN

* Tunnel-Client-Endpoint
(66) : 7747 b
AN

* Tunnel-Server-Endpoint
67) : 7747 b
AN

» Acct-Tunnel-Connection
68) : 7747k
nbH

Vg sns bo o a4 7BEASATOEHAIR. CRLDORIELT BT 4 v VERAY v MCED BBERH Y £,
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RADIUS koL 7hovTavioBEsE I

RADIUS FoRIL T HOUTA VI DERERE

RV BRATT7HOUT429 La—FOERE

TDOFATEFEHLT, bR La—RE tunnel-link 78 7 T ¢ 2 L a— K% RADIUS
P—RIZIEETHLIICLACZRELET,

vdn By a Ly T UT 47 Xy FU—7 (tunnel-link-type L 21— K) & vpdn b2 gL T
IO T 4T Ry FU—7 (tunnel-type L 2—F) W) 200FH L\ a~vr RIA4v A >
Z—TxAA (CLI) 23, IROA X NOFFER XET D7D R — SN TWET,

* VPDN b U RADPEFE I I TRE ST,
* VPDN b & RAVOPERERDMES Sz,
*VPDN b > RANOZ—H v g U iRE E 23 sE 1k S,
oy e ERERBIESG S,

FIRDOHE

FIEDFH

G¥)

WAID2ODA X ML, tunnel-type 7 WV T 4 7 La— RTY, Rk, &, 70
747 (AAA) 75, Tunnel-Start, Tunnel-Stop, 723 Tunnel-Reject 7 77 47 L a—
K% RADIUS % — NIZEE LET, IRD2ODA X2 M, tunnel-link-type 7 4V T 4 > 7
L' 32— R T9, AAA 75, Tunnel-Link-Start, Tunnel-Link-Stop. % 7213 Tunnel-Link-Reject 7 %
VYT 4 v La— R%& RADIUS — N2 E LET,

1. 4%—T Lk
2. configureterminal

3. Router(config)# aaa accounting network default /ist-name} {start-stop | stop-only | wait-start | none
group groupname

4. Router(config)# vpdn enable
5. Router(config)# vpdn tunnel accounting network /ist-name

6. Router(config)# vpdn session accounting network list-name

ARV RERETO V3 Y E]:g]

ATy T

14 %=Lt ¥ EXEC £— R& A x—7 /W LET,

RADIUS iR A1 F i}



B rorLs4T77a905F 405 La—FoEHIE

RFC-2867 RADIUS k>R L 7 HH YT 15 |

AR REREETO VI Y

B

1 -

Router> enable

c RATU—KRKEANLET (ERENZEHS)

Z5w 72 | configureterminal

1

Router# configure terminal

sa—r\ L ary 7 4 Xal—ay T— RefsLET,

ATFwT3 Router(config)# aaa accounting network
default list-name} {start-stop |
stop-only | wait-start | none group
groupname

51 -

51 -

51 -

51 -

1 -

51 -

51 -

1 -

1 -

1 -

|| RADIUS R 77 A K

Ry NT—=T THIT 4 TR LET,

sdefault : 77 /L b DFRy NT—7 ThH T 4T DFA
UZAMDRRESH, AV FZ—Tx2AAETEDBMOT I
VT4 U TREBENN S TWRWEAIE, T 4L b
T, RXY NT—=T THOUT 4 TREITRD £9,

vpdn session accounting network =~ > N ¥ 72{X vpdn tunnel
accounting network =~ > K7 default .U X hMzVU > 7 ST
WOHE, TRTO M RVBEO N XN T TR T 4
Y7 La—RKRBR, b0ty a rTHENCRY £,

* list-name : aaaaccounting =1~ > R CiEFE I A7 list-name 13,
VPDN 21~ R CEF I N list-name & [7l— T D VLENH
DET, TITRVEE, THU VT4 o 73R ELEY
/Vo
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RADIUS bRV T AI VT 4 Y DFER

AT REREETOVa Y

B

1 -

Router (config) # aaa accounting
network ml start-stop group radius

A7 74 |Router(config)# vpdn enable N—B EDONN—=F ¥ )V TITAX—=KNFXAVYLT v Ry NU—
XU T ERPNCLT, —FlIZa—h N T —F_X—=2 L JE— |k

Bl : RAMY— N (4T 285E6) EThURLVERERKET DL
Router (config)# vpdn enable #ﬁi%L/QETrO

AT w75 |Router(config)# vpdn tunnel accounting | Tunnel-Start, Tunnel-Stop, 35 X O Tunnel-Reject 74 7 > 7 4 > 7
network list-name Loa— REANCLET,
i - * list-name : list-name |%, aaaaccounting =~ > R CEFRK Iz

, list-name & —E L TWAMENRH Y 9, £ 5 TRWEGE,

A erifontla)y vpdn runnel Fy NT—2 THOLT 4 v FIIRELEE A,

A7 w76 |Router(config)# vpdn session accounting | Tunnel-Link-Start, Tunnel-Link-Stop, 33 XU} Tunnel-Link-Reject 7

network list-name

1 -

Router (config) # vpdn session
accounting network ml

BT 4T La— REGNI LET,

* list-name : list-name |%, aaaaccounting =~ > N CEFHK I L7z
listname & —B L TCWARLENRH Y £F, £ 5 TRVEGE,
Py NT—T THATT 4 73R ELERA,

RDIEE

RADIUS b RNV TR T 4 o T HGMI L2, ROA T g ¥ A7 [RADIUS b %L
THOT 4T ORER)] TRELXHERTEET,

RADIUS > RIL T HOVT 4T DHESR

FIEDHEE

DA aFIROEL LNERITF G Z2MHEH LT, RADIUS N RV T AT T 4 TR

FHER L FE T,
1. £ %2—=JILit

2. Router# show accounting

e
it

3. Router# show vpdn [session] [tunnel]

RADIUS iR A1 F i}



B RADIUS FU R THYUT AU DBRER

RFC-2867 RADIUS k>R L 7 HH YT 15 |

F B D FEHE
av U RFEEETIa Y B
ATy 1 14 %+2— ik ¥5FHE EXEC E— K& A R2—7 M LE T,
Bl CNAT—=RE AN LET (BERSNEZER) .
Router> enable
ATvT2 Router# show accounting Iy NO—T B CT 7T 4 TRT AU Ma[HEA R N EBFER
LT TAVT 47 =R ETOT—=Z{HRA N MO
1 : TEHINEE R L ET,
Router# show accounting
ATFvT3 Router# show vpdn [session] [tunnel] | VPDN N7 7 5 ¢ 772 L2TP F b & A v — 308 F12

1 -

1 -

1

1 -

Router# show vpdn session

B olFmarLET,

*session : TXTDT VT 4 TR N RNVDAT —H AW~
V—%RRLET,

*tunnel : T XTDT 7T 772 L2TP kv VIZBET 51
A2V~ =B TERRLET,

RADIUS FRIL T AT 42T DETEH

LACETORADIUS k> RIL T AT 4 T DEEREH

WOFHNL, hrrxb ba— K& tumnel-link 7 vV 7 4 7 L a— K% RADIUS Y — NI iEET
HEICI2TP 7 7R arvkr bb—# (LAC) ZRTETHFHEEZRLTWET,

aaa new-model
|
|

aaa authentication ppp default group radius

aaa authorization network default local

aaa accounting network ml start-stop group radius
aaa accounting network m2 stop-only group radius

aaa session-id common
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ena
ena
|
use
|
!
res
|
!
ip
ip
no
ip
|
vpd
vpd
vpd
vpd
|
vpd
re
p
d
in
lo
!
mta
|
int
ip
no
du
sp
no
!
int
no
no
sh
du
sp
no
!
ip
ip
ip
no
ip
|
no
!
|

radius-server host 172.19.192.26 auth-port 1645 acct-port

rad
cal
|

INS ETDORADIUS ko RILTFTHOUTATD

INS ETORADIUS kR L 7ho T4 vi0BES I}

ble secret 5 $1$IDJjHS$iL7puCjalRM1yOM.JAeuf/
ble password lab

rname ISP LAC password O tunnelpass

ource-pool disable

subnet-zero

cef

ip domain-lookup

host dirt 172.16.1.129

n enable

n tunnel accounting network ml
n session accounting network ml
n search-order domain dnis

n-group 1

quest-dialin

rotocol 12tp

omain cisco.com
itiate-to ip 10.1.26.71
cal name ISP_LAC

receive maximum-recipients 0

erface GigabitEthernet0/0/0
address 10.1.27.74 255.255.255.0
ip mroute-cache

plex half

eed auto
cdp enable

erface FastEthernet0/0/1
ip address
ip mroute-cache

utdown

plex auto

eed auto
cdp enable

default-gateway 10.1.27.254
classless

route 0.0.0.0 0.0.0.0 10.1.27.254
ip http server

pim bidir-enable

cdp run

ius-server retransmit 3
1 rsvp-sync

1646 key radl23

R TE

WoOFIE, hrp La—RE tumel-link 7 4V T ¢ Y L a— K& RADIUS — N IZiE(E 9
HEIITL2TP Xk hU—27 H—" (LNS) ZHET DL HEEZTFLTWET,

aaa

aaa
aaa
aaa

new-model

accounting network ml start-stop group radius
accounting network m2 stop-only group radius
session-id common

RADIUS iR A1 F i}
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B NS ETORADIUS U R THYUT 1 Y DRER

enable secret 5 $1$ftf.SwE6Q5Yv6hmQiwL9pizPCgl
|
username ENT LNS password 0 tunnelpass
username userl@cisco.com password 0 lab
username user2@cisco.com password 0 lab
spe 1/0 1/7
firmware location system:/ucode/mica port firmware
spe 2/0 2/9
firmware location system:/ucode/mica_port firmware
|
!
resource-pool disable
clock timezone est 2
|

ip subnet-zero
no ip domain-lookup
ip host CALLGEN-SECURITY-V2 172.24.80.28 10.47.0.0
ip host dirt 172.16.1.129
|
vpdn enable
vpdn tunnel accounting network ml
vpdn session accounting network ml
|
vpdn-group 1
accept-dialin
protocol 12tp
virtual-template 1
terminate-from hostname ISP LAC
local name ENT_LNS -
|

mta receive maximum-recipients 0
|
interface Loopback0
ip address 192.168.70.101 255.255.255.0
|

interface Loopbackl
ip address 192.168.80.101 255.255.255.0
|

interface FastEthernet0/0/0

ip address 10.1.26.71 255.255.255.0

no ip mroute-cache

no cdp enable

|

interface Virtual-Templatel

ip unnumbered LoopbackO

peer default ip address pool vpdn-pooll
ppp authentication chap

|

interface Virtual-Template2

ip unnumbered Loopbackl

peer default ip address pool vpdn-pool2
ppp authentication chap

|

interface FastEthernet0/0/1

no ip address

no ip mroute-cache

shutdown

duplex auto

speed auto

no cdp enable

|

ip local pool vpdn-pooll 192.168.70.1 192.168.70.100
ip local pool vpdn-pool2 192.168.80.1 192.168.80.100
ip default-gateway 10.1.26.254

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.26.254

ip route 10.90.1.2 255.255.255.255 10.1.26.254
no ip http server

ip pim bidir-enable

|
no cdp run

|
radius-server host 172.19.192.80 auth-port 1645 acct-port 1646 key radl23

RADIUS 4R/ 1 K
[ 80 | |
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radius-server retransmit 3
call rsvp-sync

ZDMDSEEH

WDIET, RFC-2867 RADIUS F oV TAU T 4 v TICETHBEGRZHNLE T,

zonszas W

ESPERLYS! RZaTFILEA L

RADIUS & [ Cisco 10S XE Security Configuration Guide:
Securing User Services , Release 2] @ RADIUS
Attributes Overview and RADIUS IETF Attributes |

VPDN

[ Cisco 10S XE VPDN Configuration Guide , Release
2]

Xy NT—=T THIT 4T

[ Cisco I0S XE Security Configuration Guide:
Securing User Services , Release 2] @ [Configuring
Accounting |

o< R
* [ Cisco I0S Security Command Reference ]
* [Cisco 10S VPDN Command Referencel
B
S 24 bV

ZOOMRETH R — N ENDFHOEREE 7= 138
BN EHEIHY FHA, -, BEFEOEYE
DY HR—MIEEINLTHEREA,
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RFC-2867RADIUS k> RIL THI VT4 Y

MB®D' VY

Z DOEBEN YR — 958 L MIB F 72134
FIXNMIBIZHY FHA, Fo, ZOHRE
TERINTZBFREOYR—MNIHD £H
Moo

BIRL=7T v b7 4+—24, CiscolOSXE Y 7
=27 VU—A BIXO74—F v vk
DOMIB DT & RFE LA 7 v m— KT 5120,
k@ URL (23 % Cisco MIB Locator i L £
7

http://www.cisco.com/go/mibs

RFC
RFC 24 ML
RFC 2867 TRADIUS Accounting Modifications for Tunnel

Protocol Support]

SRADTY AL YR—F

BLL

)y

VAaADYR— b Web VA FTIE, vAaID
LT 7/ a =BT LT Ty a—
T4 TR EISTWERETH LI, v==
TRV =N EF LD ETIEERL T
UY=L TWET,

BHENOHEOEFX 2 U7 ¢ HFROEIN G R A
ATF9 572012, Cisco Notification Service (Field
Notice 7> 7 7 £ &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R O —EXITIMATEET,
AADYIR— K Web A DY — T 7
t 24 5B, Cisco.com D —H D} LU
AT — RBLETT,

http://www.cisco.com/en/US/support/index.html

RFC-2867 RADIUS k>R JL 7 Hh 2T 4 2 OMEEEEER

ROFIZ, ZOFEY 2 — /b T LIHEICE T Y VA FRERLES, ZoRE, Y7
=7 VU= hlbA U TEBEOY R— FBREASNIZLEDY T =T V=A%
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RFC-2867 RADIUS > L 7hY o7« w5 oeER [l

ALTWET, TOKREIZ, ST B2 0VIRY . ThUEO—#HDY 7 by =7 V) —ZTH
PR— SN ET,

Ty b7 A=Y R— b BIOV AT YT v 2T A A=V DY R— NI DA R
9 %121, Cisco Feature Navigator % ffi | L £3°, Cisco Feature Navigator (27 7 & 29 521X,
www.cisco.com/go/ctn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £ A,

210 : RFC-2867 RADIUS ~ > %IV T H oV T 4 4 D#EEIELR

HEEER J1y—=x BERETEER
RFC-2867 RADIUS | > /L 7 | Cisco IOS XE Release 2.1 RFC-2867 RADIUS k2 %)L 7
T 4T BT 4TI 6 ODFT L

WRADIUS 7 U T 4 > 7
AATHEEBANLTWET, I
DOEATNE, T T
TERN L —H — B RO
F0 (iR L&D (&T)
DELLERLTNDENER
9. RADIUSThH DU T 47
JEMED Acct-Status-Type (&
40) L —FEICHEH I ET,
Fo. ZOMREX, =—Hic K
AVPDNEv g A2k
DRI TNy 2a—T 4 ThK
BT 52008 LWVMRIET Z A
NR—h A XYNT v T F v b
7 —7 (VPDN) @i~y K%
ALTWET,

Z DFEREIE, Cisco I0S XE
Release 2.1 T Cisco ASR 1000 >
V=77V~ %—
EAN—ZIZHASHE LT,
ROA~ L RPEAETITEE
E}UE L7z : aaaaccounting,
vpdnsessionaccountingnetwork .
vpdntunnelaccountingnetwork,
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RADIUS I [=l#R ID

FREREIFR ID (LLID) 7'm w2 7 HEE L L CH A 545 RADIUS inPREIHR ID FEEE % 6 3
X, FEE L, BE 2 ADRRE SNTWEERRICESWTEE B CX £, FEE I, W
BENPERR AR L CH2E LR WEER— M 2MA L9, ZORMER— M, BEEE O
BT Ty AN T —BRX—ADA LT T U ARG L, BEHEDNER I L GENDOE X =
V7 Fzv7eEicEb ol LEd,

© BERETEMOMERR, 85 N—v

* RADIUS i@ #[Al#R ID ORIHRSEA:, 86 ~—

* RADIUS @ EE[E#R ID O FEIHE, 86 ~X—

* RADIUS @ EE[El#) ID \ZBE3 2 1HH, 86 ~—
* RADIUS i@#R[ElfR ID OF%EHE, 87 ~<—v

* RADIUS #iEE[E# ID OF%ER], 89 ~—

* TOMDOBEERL, 91 N—T

* RADIUS i@ EE[AIFR ID OFSRERE#, 92 ~—v

© FREE, 93 N—U

4Dk =k =53

PWEEIEER D MERR
CHHAOY T 2T VY —RA TR, ZOFEY2— L THAISNL TN TOBRENYR—FEn
TS EIERY A, EFTOBRETE R X OEIZ- OV TIL, Bug Search Tool 38 X ONZTHEH O
Ty N7 —LBIRNY T 2T V=ADDY== EBRLTLZIN, ZOE
Va— /LT SN HHEREICET AR, BLOSEERTR— s ) J—2D—EZon
TiE, BREFROREZSR LTI EI N,
TT7y N7 ALY R —RFBLOV AT YT N =T A A=V OV R— MNIET L ERE BB
J 521X, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 23 5121,
www.cisco.com/go/cfn [ZF8) L 9, Cisco.com DT H 7 NMILEDH Y FH A,
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RADIUS SHEEE# ID |
B rADUS HEEK D OBTIRES

RADIUS :®IZE[AI%E ID DRI EH

Z OHBEIIAEE O RADIUS H—/3 & — Il T& 97735, RADIUS ¥— N2 &> Tk
Access-Accept A 7 — T Calling-Station-ID JEMEZ KT DL L HICT7 4 L7 MY T A NVEEES
LZMENRBHY 9, 7-& x1X. [ATTRIBUTE Calling-Station-Id 31 string (*, *)] O X 5127 1 7
va U LR L E, Merit RADIUS #—/STLLID # 7 o — Nid¥ AR —hShEtA,

RADIUS :mIE[E 4R ID DHIF9S=18

RADIUS FHER[EIHR ID #AE1X RADIUS O &% $i"— h L CWET, TACACS+HIIH AR —FLTWE
A,

Z OFREIX. PPP over Ethernet over ATM (PPPOE0ATM) =x—/L & PPP over Ethernet over VLAN
(PPPOEOVLAN)  (DotlQ) Z—/LZ L2yl T& -+ A, ISDN7Z EDZEDMO a— L ixfEM T
FEH A,

RADIUS i#IZ[EI$R ID IZRA 9 515
EL |

LLID I%, MIAF RO 2 R T M T XTHNITT (1 ~253 LFICTHRERH Y FT) .
F72. LLID IZ. RADIUS V— R ED@EE T 77 A NV T —F_X—R BITRFEENE T, BET
a7y AN T— &«~x#7&ﬁxw~&#%$w;T%*%xiﬁé& RADIUS H— 378
LLID # Calling-Station-ID J&E (&M 31) & L TA—FITHEELET,

LA¥Y2 bV vy 7o bhan (L2TP) 77k A ot hb—#% (LAC) 28, FHREAFA
ICRRTE SN TWBEGEIL, FRAIEREZEE T 0 7 7 A VT — X _— R (2% LET, subscriber
access 2~ N & {# L/“C\ LAC ZFaid v IR E L E T,

Gx) LLID ® & 7> u— Rix [FHFdel] EFEERThET, Ziud, —ER (KAL) #EaA]
F I —VREER L USR AT ORI FE i SN 5729 TY,

RADIUS h— RN EDFE T 7 7 A )V T —HX—AX, N—F I SNTWEry NT—7 T
A =N (NAS) ZtDa—H Fu7 7y A L THRENTWET, Fa—F Farr AL
WZiE, v—F LoYER—  eRTa—0H (BED -l a7 7 A AREHSA T
F9, A—FiE, FRRATHICRE SN TV DGAEIT, #EREOWENAS R — FORE2—F4
AL CTHEE a7 7 A VT — ?A~X_WPAbﬁifoﬁ%7ﬂ774W7~&A~XW
T—HTEHLONRONE L, ET a7 7 A )L T—EZRX—20N, 22— 717 7 A JLNOLLID
% BT Access-Accept A v E— T %I L E9, LLID L, Calling-Station-ID J& & L T Access-Accept
La— FNIZERSI N TWET,

RADIUS 4R/ 1 K
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| RADIUS HEER ID
RADIUS HEEH ID A% I

FRIR A v AL, AR S35 EEED = — 4 % RADIUS H— NIZifit 325 2 & § TX
F7, WEENAS R— ME@N2—F4 (B & L TEHINLH7-H, RADIUS & 77
(Connect-Info) ZFRAEL—Y4ZEZHH L IICHETEET, ZOREICL > T, RADIUS —
/miLUD%w IR RN, BN U 78R RISk L CEMOMEE (774 "y — b—)b
Wt 2 —HF /D572 ) #EMTEET,

RADIUS w2 [EliR ID DEXE T A

i 2 = _n |
ERIRAIDERTE
LLID ## 7> u— KL T, LAC ZFaREEATHICRET 21213, ROFIHZETLET,
FIEDHE
1. f2—T ik
2. configureterminal
3. ipradiussource-interfaceinterface-name
4. subscriberaccess{pppoe | pppoa} pre-authorize nas-port-id [default | /ist-name] [send username]
FIEDFEHE
ARV RFEREFT7TIVa Y B8
ATv 71 ESaZ|e FiHE EXEC £ — R& A 2 —T7 /LT LET,
bl *NRRT—REANLET ERSNEHS) .
Router> enable
ATFv T2 configureterminal Jao—nN)ary7 4 X2l —TarET— RE2EBL
i ‘a—o
i -
Router# configure terminal
ATFwT3 ipradiussource-interfaceinterface-name BRI ERAO2—LDOIPT KLU RS ZIET
LET,
i -

RADIUS #iHi 1 K
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RADIUS 1—4 O 7 7 4 JLIND LLID DX TE

RADIUS SHEEE# ID |

AT RFEREETOVa Y

Sl

1 -

Router (config)# ip radius source-interface
Loopbackl

ATv74

subscriberaccess {pppoe | pppoa} pre-authorize
nas-port-id [default | /ist-name] [send username]

51 -

1 -

Router (config)# subscriber access pppoe
pre-authorize nas-port-id mlist 11id send
username

LLID DX 7> m— RERFEIZ LT,
ATHICRETEDLOICLET,
send username 4 7" = > |X, Access-Request A >

T— N D Connect-Info (JEIE77) Icky T avd
BAEL— VA EZEDDL LI ELE T,

N—H IR

RADIUS 1—H O 774 JLA® LLID ®

a—H a7y A N EFERR A ISR ET

Fa—¥E2BEMLT, 22— a7 7 AL

JE1E 31 (Calling-Station-ID) Z BN L £,

=JL ==

ax AE

HITiE, BRI T 7 A F—F _X— T NAS R—
RADIUS A > % —>x v MBI Z B2 (IETF)

FIEDHEE
1. UserName=nas_port: ip-address:slot/module/port/vpi.vci
2. User-Name=nas-port: ip-address:slot/module/port/vlan-id
3. Calling-Station-Id = “string (*,*)”
FIE D
ARV RFEEETIVa Y EL:y
ATy UserName=nas_port: (fE:&) PPPOE over ATM NAS 7R — bk = —HZ BN L
ip-address:slot/module/port/vpi.vci F4,
ATvT2 User-Name=nas-port: (f£:&) PPPOE over VLAN NAS K — | =—4 %387
ip-address:slot/module/port/vlan-id LE,
25973 Calling-Station-Id = “string (*,*)” S T T A RN 31 ASB L E T

RADIUS #R A K
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puEErDo2 W

AR REREERTOVa Y

Sl

* String : L—YRNTF CELEEF ZE2FZT 1O
UbDF 7T v b,

smIE[E#R 1D DFEER

PREEZHERR T 21213, RO TFIMEZEITLET,

FIEDBE
1. £3%x=JLik
2. debugradius
FIEDEFH
OV RFERETOIVa Y B
ATvT1 4 x—T Ik FiHE EXEC E— R& A X —7VIZLET,
Bl - *RRAT—REANLET (FEREn5HE
Router> enable
ATy T2 debugradius RADIUS J&f% 31 23, LAC | Accounting-Request &, LNS
L™ Access-Request 35 L TY Accounting-Request N @ LLID T &
11 : LT L MR LET,

Router# debug radius

RADIUS &

mIEEI%R 1D D E% E Bl

ERIEAIAD LAC &% E 5l

ROBFNE, LLID ¥ 7 om—RT5Z &I1I28-> T, LAC ZFHARAITMHICREST 2 HiEEZR LT

WET,

aaa new-model

aaa group server radius sg 1llid
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RADIUS SHEEE# ID |
B  wWoEORAIUS 21— TOT7 A LOH

server 172.31.164.106 auth-port 1645 acct-port 1646
aaa group server radius sg water
server 172.31.164.106 auth-port 1645 acct-port 1646
aaa authentication ppp default group radius
aaa authorization confg-commands
aaa authorization network default group sg water
aaa authorization network mlist 11id group sg 1llid
aaa session-id common
|
username s7200 2 password 0 lab
username s5300 password 0 lab
username sg water password 0 lab
vpdn enable
|

vpdn-group 2
request-dialin
protocol 12tp
domain example.com
domain example.com#184
initiate-to ip 10.1.1.1
local name s7200 2
12tp attribute clid mask-method right * 255 match #184
|
vpdn-group 3
accept dialin
protocol pppoe
virtual-template 1
|
|
Enable the LLID to be downloaded.
subscriber access pppoe pre-authorize nas-port-id mlist 1lid send username
|

interface Loopback0
ip address 10.1.1.2 255.255.255.0
|

interface Loopbackl
ip address 10.1.1.1 255.255.255.0
|

interface FastEthernetl/0/0
ip address 10.1.1.8 255.255.255.0 secondary
ip address 10.0.58.111 255.255.255.0
no cdp enable
|
interface ATM4/0/0
no ip address
no atm ilmi-keepalive
|
interface ATM4/0/0.1 point-to-point
pvc 1/100
encapsulation aal5snap
protocol pppoe
|
interface virtual-templatel
no ip unnumbered LoopbackO
no peer default ip address
ppp authentication chap
|

radius-server host 172.31.164.120 auth-port 1645 acct-port 1646 key radl23
radius-server host 172.31.164.106 auth-port 1645 acct-port 1646 key radl23
ip radius source-interface Loopbackl

LLID A RADIUS 21—+ B 7 7 1 JLDHI

’OFNL, =—Y 717 7 A /L% PPPoEoVLAN I L O PPPoE0ATM (25195 LLID v & o+
ICRETHHEL B3 OB EZ R L TWET,

pppoeovlan
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zonszas W

nas-port:10.1.0.3:6/0/0/0 Password = "passwordl",
Service-Type = Outbound,
Calling-Station-ID = "cat-example"

pppoeoa

nas-port:10.1.0.3:6/0/0/1.100 Password = "passwordl",
Service-Type = Outbound,
Calling-Station-ID = "cat-example"

ZDMDSEEH

RODOIET, RADIUS EAP 7 — MERRICEET 25 EER 2/ LET,

& &
ESPERLYS! RZaTFILEA L
AAA ZfEH L7z ppp iBRE DX E [Configuring Authentication| £ =2 —/L,
RADIUS D% E [Configuring RADIUS | € = — /L,
PPP D% E [ Configuring Asynchronous SLIP and PPP] <&
Ja—)l,
XAXYNV T /uy—avr R [ Cisco I0S Dial Technologies Command
Reference]
X2 V7 0 av R [ Cisco 10S Security Command Reference]
B
mitsE 24 b
L -
MIB
MIB MB®D' >y
7L BWRLZTZ7 > h 7+ —2A, CiscolOS U U —

A2, BT 4—F % vy MIET 5 MIB %
RLTH =T 512, RO URL IZH
% Cisco MIB Locator Z{# ] L £,

http://www.cisco.com/go/mibs
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B RADIUS HZEER ID OHEETER

RADIUS

RADIUS SHEEE# ID |

RFC

RFC 24 kL

RFC 2284 [ PPPExtensibleAuthenticationProtocol(EAP)
RFC 1938 [ AOne-TimePasswordSystem ]

RFC 2869 [ RADIUSExtensions]

RAMTYZ AL HBR—F

&5 EA )y

YAIADY R — N Web A T, v AadD
BT 7 /Y —IClTL R Ty a—
TAVTIBESL TR TAE)1IC, v==
TARY —=NLVEIILDETHEERA T A
UV =2zt L TnET,
BEWOHEOEX 2 U7 4 EHRSCEINE H 2
AFT 572012, Cisco Notification Service (Field
Notice 7> 7 7 2 &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— RREOHHEY —ERTIMATE X,
YAADY A=k Web ¥ hDY—LIIT 7
T AT DRI, Cisco.com D= —HID B LUV
X ]754 }\‘\zﬁ%‘gf—a—o

http://www.cisco.com/en/US/support/index.html

FmEE AR ID DEEBETRER

WOFRIZ, TOFY 22— /LTl LIHEICET 2V ) —XFHRERLET, ZOFKIT, Y7 b
77 VU= M A U TEEROVR— R EASNEEDOY 7 =T V=T %
IRLTWET, ZOMREIX, FFICHI 0 B2 0RY . 2RO —#HDO Y 7 vy =7 J Y —RATH

PR—-FENFET,

TT7 9 R 7 =DV R—FBLR AT YT b 2T A A—VOWR— MIET HEMREBRR

9% |21, Cisco Feature Navigator Zf#i fl L £,

Cisco Feature Navigator |27 7 & 23 51214,

www.cisco.com/go/cfn [ZFE8E) L 9, Cisco.com DT H 7 > MINLEDH D FH A,
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RADIUS FHEE[E#R ID

[=E3 B

3= 11 : RADIUS FHIZE[E#R ID DHEREER

Iy

HERE J1)—=Z HRETEER

RADIUS @ #R IR 1D Cisco I0S XE Release 2.1 FRERMEIFR ID (LLID) 7o v %
VIHREE LThEmbND
RADIUS G ER[RI#R 1D BERE 2
A, BEEE, Bga—
JVHSEAE SN BRI HL S
WTHEZ BN TE £7°,

Z OF%BEIX. Cisco I0S XE
Release 2.1 T, Cisco ASR 1000
V=X T TN =g
F—E R L—FIZEASINF
L7z,

ZOEEIC L > T, kDo~
RPEAEZFEFINEL

7= : subscriberaccess,

FAZA AT — 9 > ID J&M: 31 | Cisco I0S XE Release 2.1 Z OBEI, CISCO ASR 1000 >
=X —ZizBmEhE L
7o

LLID 71 vy ¥ 7 Cisco I0S XE Release 2.1 Z OHEEIX. Cisco ASR 1000
J— X —Z | ZEMEEL
77

J&% : RADIUS Internet Engineering Task Force (IETF) J&MiX. 7 F A 7> b & — DR THEELE,
WA, BROT IO T 47 (AAA) 1EREZEET D720 S D 255 [HOEERE) D
BRHAV TNy bO1OTE, IETFRIEIIMEETH 5720, BT — 2 3FaiERSh TE
DB LB SN TNET, D7, IETF BIELZIT LT AAA HREZ LB 5T~ TDr T4
T bR RO R ERSA B — R RA R EDORMET —F - EE D
PVENRH Y FT,

CHAP : Challenge Handshake Authentication Protocol (¥ L' >N R = A ZEBFE7'm haL)
PPP 1 7 E M2 LIZBfR ETH R — b &, RET 7 2 2B d 5% 2V 7 1 e,
CHAP ZHVAMKNBARET 7B A&/ d 5010 TidZe<, Uz, VE—F = RE@BIT 5720
TT, TOHT, W—FEEXT VA —"BEZOL—F DT IV AEHFATH0E I NER
ELET,

EAP : Extensible Authentication Protocol (JEIERIREFRFEZ" 1 k=/v) , FBFE7 =— A (Link Control
Protocol (LCP) 7 = — X Tld7e<) TRALYZ— FENABEHOBIA N = AL ZYR— T35
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B ==

PPP #BFE7' 1 k=)L, EAP ZfEATHIE, IWHOA v X —T = A4 A% N LT, — K —F ¢ fl
DOFRFEY—/3L PPP EIHDOM TT —F ORLD B Y N TE £,

LCP : Link Control Protocol (U > Z#l#H~7 2 k=)L) . PPP CHHT A7-0DF—% U o 7 B
ZMESLL T, REL, TA T LH7m haj,

MD5 (HMAC/\!) 7 > k) : MessageDigest5 (A v tE—Y XAV xALS5) , Nry hT—HD
AT 2y 2 73 Y XL, HMACIE, A v EB—UFREHOEE R Ny > 7T,

NAS : X U= T I7® A B —s, NREFHZHME (PSTN) REOVE—FTI7E®A X b
UV—J bCa—Wicu—nn Xy NI—7 TR AT HT A R,

PAP : Password Authentication Protocol (/XA U — RFEET & k =/1) , PPP ¥ 7 OFH A FEGE% Al HE
WCT5RGE7 2 haj, a—h A L—F IR ERATWD Y E— hL—F X, REEER A E(F
TAHEIICERENET, CHAP L1E - T, PAPII/RAT —REFRA M ERITa—F L% 2 )
7T TXAN (R b7 l) TELET, PAPENHERRIET 72 AXA&[1ET 501 Tl <,
iz, VBE— b=y REETDHEZHTT, VX FRE3T7 78 A —"\NEFO2—FDT /&
AZFFATHNE I DERE L ET, PAP X, PPPHR ETORYR— &SN ET,

PPP : Point-to-Point Protocol (ZRA > "Y' —RA L rFra bhaji) , RA VNV =KAo~ J 7
rETxy =@ T e fantEgE D 7k d 57 e Fa, PPPIXRFC 1661 THE SN T
WET,

RADIUS : Remote Authentication Dial-In User Service, £ A3 X ONISDN #2555 DFREE, 3 L Ok
DT X TDIZHDT —HRX—ZATT,

ZOR=aT7 VTHEALTWDIPT L 2B LI UEFEFZIT, EBEOT FL 2B L UEFE S %
FTHOTIEHY FHA, ~==2TLHDOFl, a~> FHD, 2y FU—7 PR Y, BIO
ZOMOKIZ, FHAOHEHBE LTHEHISNTHET, SHOPIZEREDO T L2k LOER
FHMEM SN TN LE LTH, THITENBZRbOTIERLS, BRO - 5b0TY, ©
2001-2009 Cisco Systems, Inc. All rights reserved.
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RADIUS L— ~ Ao >O—

RADIUS /v — b #' v »m— RE§REZ 37 E, RADIUS BAZ kT 5 Ko lcxry hU—7
T A Y=\ (NAS) ZRETEET,

© RO, 95 N—v

* RADIUS /b— b #7r1— RORFHEEM:, 95 ~—

* RADIUS b— k #'v v nm— RIZET 51, 96 ~—v

* RADIUS b— XU — ROREHTE, 96 ~—

* RADIUS b— k #'7ro— ROEEF], 97 ~—

* ZOMOSEER, 97 N—V

* RADIUS L — |k ¥ 7o — ROMREREH, 99 ~=—

A Y = =5.]

WEEIFER D MERR
THERHOY 7 27 V) —RATiE, 2OFY 22—V TitBAENE T X TOEENRTFR— &
TV EIFRY £H A, T OBERER #F L OVEEIZ DWW TIX, Bug Search Tool 358 X OV H D
Ty b7 —2BLRNY T T V)—=ZADV Y —R /= ESHLTLLEIVN, ZOF
Va— /LTl SN AEERICET 2w, BIOSEENTR— b)) —20—EIZHoN
TiE, BWREFHROREZZRLTIZ S,
TT7 R T7 4= DYR— PP BIOR R YT 2T A A=YV R— MNZETAEREHRR
9% 121%. Cisco Feature Navigator Zf# /] L 9, Cisco Feature Navigator (27 7 & 29 5 |Zi3,
www.cisco.com/go/ctn (ZFEHEN L F9°, Cisco.com DT AV > MILEH Y FHA,

RADIUS L— k &> O— FORIESEH

COMRETH A7 ZFATTHHIC, AAAX Y FU—7 X2 U T 4 2N TDLENRDH Y F
RS
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RADIUS )L— k &y vo—F |
B RADIUS L—k FHo 00— FIET B 1A

RADIUS )L— + 2> A— KIZEH9 A1k

RADIUS /b— bk # 7 v a— Rife 2 940X, RADIUSRRA # kT H L )k y hU—2 T
AP =3 (NAS) i ETEET, 2—Hid. NAS »ORERE. #Frl, THU T 47
(AAA) ITEEENDZ AL T 4w 7 b— s Fura—RERHALE LT, b9 —2OD4HIT & T
VAR (F7#0bDHFRY 2 MIMMAT) aRETEET,
ZOBRELARNZ. A¥ T 4 v 7 V— | XU m— FERIJO RADIUS B A[25, 7 7 4 /L b DJF
AU A RTHREINT AAA T —NZOHRFEESNTWE LT,
ZOMRETIZ. AAA F—NA~DRETF ¢ v 7 L— | X a— REROEXIHE T SN b
U A NDOL4HTZFRE TE % XL 5 1Z aaa route download =~ > R OFERENJLIE STV E T, aaa
route download =~ > KX, A¥T 4 v 7 V—FrEaXora—RT57-00H 95 1 OOFAY R
NEFRET HOICEHTEET, 2D AU A MX, aaa authorization configuration =~ > K
EEALGEBINTEET,

RADIUS L— k 2o >O— FDEHRTFAHZE
RADIUS )L— + Ao O0— KDETE

ZHifFTEFR) A P THRESNTEZY—NICAET 4y 7 v— Ay rvn— REREZEETDH LD
IZNAS #RET DT, /n— ) a7 4FXa2lb—vary E—RTROa~vy REfEHLE

-éAO
FIEDHE
1. Router(config)# aaa authorization configuration method-name | radius |tacacs+ | group group-name
]
2. Router(config)# aaa route download [fime] [authorization method-list]
FIED
ARV NFERERETIVa Yy B#Y
& A Router(config)# aaa authorization RADIUS i LT AAA b — B R EZF 4 v 7 JL—
configuration method-name [radius |tacacst| | =poefEdn 2 2 g— R L £,
| group group-name |
RTFw T2 Router(config)# aaa route download [time)] ART 47 — s A ra— REREAENC LET,
[authorization method-list] authorization method-list BYEZEH LT, 24T 4 v 7
J—k Zrm— RO RADIUS @Al ZR23E(E S D
Znift& Y A MERELET,

RADIUS 4R/ 1 K
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| RADWUSL—F HHrO—F
RaDIUS L— + o o—FoiE I}

RADIUS JL— k &> O— FDHERE

A VAR EINTNDIL— N EHERT 5121%, EXEC £— KT showip route =~ > K&l L
£

RADIUS (2B D% #£onT 5121%, F##E EXEC £ — K T debug radius ==~ > RN & fifi
)EH L\iTO

RADIUS )L— k &> A— FDEEEH

RADIUS JL— k Ao O— FEREHI

WOBNE, AXT 47 —h Zyrmo—RERE listl] EWHIZFIOHFRNY A FTHRESN
72— RNICEET DL IICNAS ZRETDHHEEZTRLTHVET,

aaa new-model

aaa group server radius radl

server 10.2.2.2 auth-port 1645 acct-port 1646

|

aaa group server tacacs+ tacl

server 172.17.3.3

|

aaa authorization configuration default group radius

aaa authorization configuration listl group radl group tacl
aaa route download 1 authorization listl

tacacs—-server host 172.17.3.3

tacacs-server key cisco

tacacs-server administration

|

radius-server host 10.2.2.2 auth-port 1645 acct-port 1646
radius-server key cisco

ZDMDSEERH

WOIET, RADIUS b— h ¥ o a— RICBTABEGE 22BN LET,

EEE
ESPERLYS! XZaTFILEA L
X2 V7 av R [ Cisco 10S Security Command Reference]
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A 24 kL
ZOMEE TR — b SNDFHOEWREE 12138 | -
FINERETHY FH A, £72, BEFOEYE
DFR—MIEFEINLTHERA,

MIB

MIB MB®D! >4

ZOMREIC X > THAR— F &S DH LV MIB
FREFEINT-MIBIZHY FHA, T2
DOFEREIC L D BEE MIB O W R — MIEE T H
D EHEA,

BIRL-TTF v 7 +—2A, CiscolOSXE V7
foz27 V) —X, BIXO T —F ¥ Y I
DOMIB DB #R LA w7 v n— K452,
¥ URL (23 % Cisco MIB Locator Zffi [ L %
7

http://www.cisco.com/go/mibs

RFC

RFC

24 bIL

ZOMREIC L D U AR— N ENTHHLRFC £/~
ITSET RFCIZH D ¥ A, T2 Z OHREIC X
HEELERFC DY R— MIEFIZH Y XA,
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TR —NVEIZLO LT HEERA T A
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Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOZFE—ERITMATE ET,
TAADYR—= K Web I FDY =TI

T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

RADIUS JL— k &9 > O— FDREBEIFR

ROFIZ, ZOFY2—/L T LEEICET ) ) —AFHe R LET, ZoRET, Y7 b
V=7 VU= bbA U THEBEOY R — PN EASNIZEEDOY T by =T V) —=RIZT%
ARLTWET, ZOMEEIL, FrICE D BRWIRY . 2O —#HD Y 7+ v =7 U U —ZThH
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B RADIUS L—k FY L O— FOMEER

% 12: RADIUS )L— + 57y > O0— FDHEREIE R

Iy

HERE J1)—=Z HRETEER

RADIUS /— k > m— K |Cisco IOS XE Release 2.1 RADIUS /L— h ¥y — R
BEREZ 9 4U1E. RADIUS#
A EERIET DL Ok Yy T —
7 77 EA Y= (NAS) %
WETEET, =—HiL. NAS
MOFRRE, FFR, T AT T 4
Y7 (AAA) ITEHEEND A
FA I —h Frra—F
FURHAE LT, b 9204
ffEHFRIV AN (T 740D
FHRIV A MIMAT) ZFET
TET,

Z OF&HEIX, Cisco I0S XE
Release 2.1 T, Cisco ASR 1000
V=X T —va
P—E R NL—HITEASHE
L7,

WDa<w RNEASREL

7z : aaaroutedownload,
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RADIUS H—/sO— K /NS5 U4

RADIUS $r—/N g — R T U U FHRRIT, BRE. A, BELOT AT T 17 (AAA) D
WAL TV vav kT AT 4T NI UW T v a B —oN JL—T N O RADIUS
H— A%Liio_m%@#wni AAA " T V7 v a v OAmMEETHZ LT, H
FERICHEIIGE TE DL O 7,

ZDEFY 2—)LTiE, RADIUS r— N 0 — R RT3 v ZHEREICOW T L £ 4,
© PR MO, 101 N—

* RADIUS ¥—/ % u— K T v FORiHESME, 102 ~—

* RADIUS — 1 — K T oo 7 OfIFEE, 102 ~—

* RADIUS — N g — R RT3 ZICHTAEHR, 102 _X—2

* RADIUS —/X B— K N U VORREFE, 105 ~X—

* RADIUS —/N o — K T v T ORERF], 109 ~—

* RADIUS — 1 0 — R RT3 I DFDOMDBEEE, 121 ~—

* RADIUS —/ % 1 — K RT U v vV OMRERH, 122 R_—
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T M7 —LBIRNY T 2T VIV —ADY UV —R )= EHZRLTLEIN, Z0OF

Va— /L CHH SN AEEICET 2B W, BLOSHERTR— bbb ) UV —2A0—E|Zo
TiE, HREEROREZSR LTI ES N,
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AAA RADIUS $— 1 ) —TFZHETILHLERH Y 77,

FRAE, THO T 4T AXT 4 w7 b— K X a— Rie X OBEERIZ RADIUS % #%
ETDMENDY £,

RADIUS H—/N O— K NS> U5 DEIFEIE
Ry AT T4 Aaxs ~ (POD) ZRie ED#E(E RADIUS ZoRITV AR — S TunE
A,

*n—RNART U7, FrF U RADIUS =N EE T T A RX— | = F =T TiIH
R—hFENTWEEA,

RADIUS H—/s O— K /N I IZEEY B1EHR

RADIUS H—/s O— K N\S ULV DOBE
O—RRFo o NE, NI a DNy FEY—R T L—F N0 RADIUS I — X245
BLET, a— R XT3 72X, TP o7 ar0f Ny Fit, Fa—NORLE T
VYT g VR R LD RN NIZED Y ToENET, P I g Ry FOEIY BT
Fav 23RO EBY TT,
1 BHIO R T o7 arBNH LAy FE LTZESRET,
2 FRTOY—RN "I oHFr7vary Fa—RNFov 7 INET,
3 BINEBORMI LT W g v ER O — A "\EESNET,
4 EBEINEY =B, hIoF 7 arORONyFIZEID LS TERET,

Ny F P A I —PREDNT A =L TT, NoF A XE2EETLHE, CPUDARLTR v b
T—I DAN—"T" >y MIEBETHARRERH Y £3, N F A ARKELLDIFE, CPUDE
WAL, 2y hT—=ZDAL—Ty FRWEIMLET, 2L, Ny F A ZANRKELLTH,
FERFRERR T RXRTOY—NY Y —APMENRTINEZ EIETHY EHA, Ny T A XD/hE<
7251EE, CPUDERBEIML, *y NU—ZDAL—T"> R LET,
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FiE, SV ERLINET,

A

GE) =R TN —=FIZ 10 U LDV =B EENTWBIEEE. CPU DARM LT 2 7-DI2 &0
Ny F YA XEBRETDHIEEHRELET,

RADIUS H— N\ T IIL—TLED oo aoono—K N0y
b

%%H%Rmmmﬁ—ﬂﬁw—f”km\ikmﬁm—AmemE%—ﬂﬁw—°*ﬂbf
B— RN THRBETEET, e— RN AXT 07 =R I —7 1%, BFE, B, B
oo T 407 (AAA) AU A FT Tradius) & LTCERENDMENH Y £4, RADIUS
P—RITN—T D= THDITXTONNT I v 7 —NF, £DO%, a— K XT3 T3
3

[A U RADIUS —ZfEHT 570, 13RO —_"EMHT 2 L ICFERB LT U o7 o
VI EBETEET, 1 00V — "ty g OFEFERE. BE. FRET YT 40 b
FUW v a i @%#é EHLTEET, NERETHY., T 74/ e LTHRESNDHER
B3, =R a X MR RL, By v a vl a—REKTLa— R LTRE
P—REEHT L L9 AAA IR LET, BT — A RELHEHT 2561, I N7 3
vary @RERE) IEHENL— N DFVEES =B, UBEO NV ay (Th
T 47 RE) IERENAMOY— N T =TI R T AT LET,

BV — T, WONWTNDNOFENETH 2GS EE A,
* load-balance method least-outstanding ignore-preferred-server =~ > RMEH T 5,
BT —APMEILEFTH D,
BV — S EEER T H D,
CWMEY— AT TRty FENTWDIEEIT, B — BRENELICRY £T,
PERRX ﬁf%éﬁ£#~ﬂ7771 PR a R MIEWRARL . SATFRAT =Y R TP g

YOFTRTOAT—VIZK LTCRICY—R_EEHTA2MLERD L GEIFEHINET, LEY—
NPERTERWGESIE, P77 va v nkimLEd,

WDONWTNINDERENITHOIL TV DA, load-balance method least-outstanding
ignore-preferred-server =~ > R& i Tx £,

C O —NEROFERAOT BT T 7 P—

RADIUS #BRLA 1 F
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B raDUSH— N RF—EREEHTFR

‘PR a— R TLa—F BXOMOY—NRFESAZ L 3 — Rl $TO@EqH
Lo — Rtat e &das L = — REEl 2 BRf rlRE ek v P U —7

PRE—RNET T T 4 T = ND A==y FE L TERELTWAEA, B — 0%
fE S ERA,

RADIUS H—/\ R T—F2 X EEHBTR b

RADIUS = m— R NT o TR TR, Ny FE2EVETHEEIIY - AT —Z X%
BELET, N7 varonNy T BETOT—"ORIIEEFEENET, HEVHEHS
TN — (R 77 v =7 ) &t T XTCORADIUS B— K NT o7
P—RNDATF =B A%T AT H L EHELET,

BEIkhE LTy —27 &N =T b T o7 v a UK E SN E YA, FRERIRREIC /2> 72—
NiE, AA~—PNUNDETEIEFELTY—27 SN £ 7, RADIUS HEhT 2 X HEHEIC L » CTH)
TERTH D Z L PRI D T TH— TR0 £9,

= PBEP T T 7 v a VRN TE 208 O M aEGR+ 572912, RADIUS HE) 7 X
X —i%, T A b 2—HID CTERZ THN Y — kG LET, P—30% Access-Reject A v & —
VEIR LGS, =3B Eh T, 2SN OGE . R R E R T,

RIEEDY— T RE SN R T VP v a U E, RREDF— 81 e LT —2 S5
BT, ROB AR — N7 = — LA —N— SN ET, KB R T o7 o3 T mR
IR E— REMAT 5 2 & 2 HR LET,

RADIUS HEh 7 A ¥ —ZfEHT 286, ik, Br, BLOTHU T 07 (AAA) H— 303,
Fy hT—=27 T AP —s% (NAS) ICL-oTEEESNDT A 27y MUK LTSI L
ERHERLET, =B IELIEHESNTWRWEGAEIEL, X7y RBREFEI L, T— 303385 T
EipE L TCe—27 SNDAREMEDRH D £,

ZAE RADIUS Y — R ETEZINTWARWNT A b 2—H % RADIUS — NHENT A MIEHA LT,
TAD Z=PRELSBRESNTORWERICEET S X2 ) 7« EOMEZMIT 5 Z
LEHERLET,

GE) 0= RNRT 7 NI T g EERET AT, testaaagroup 2~ > REEH L E 9,

RADIUS 4R/ 1 K
[ 104 |
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RADIUS H—/A O— K A5 U5M

RADIUS H—n O— K NSy vsniEsE: I

XE 7%

u]
Noo

ZBI{TZRADIUS H— N\ S IL—TOBa— K NS5 0DaME

FIEDHE
1. f32—T ik
2. configureterminal
3. aaagroupserverradiusgroup-name
4. server ip-address[auth-portport-number][acct-portport-number]
5. load-balancemethodleast-outstanding[batch-sizenumber] [ignore-preferred-server]
6. end
F g o> %48
ARV RFERERTIVa Y B#
ATy 4 *r—T Ik Fit#E EXEC £ — F& A X —7 /LI LET,
AT —=REANLET FERksnik
ﬂﬂ: FELA
Device> enable 7)o
ATFv T2 configureterminal ra—N")Lar7 s ¥al—varyEw—FR
ML E T,
il -
Device# configure terminal
ATFvT3 aaagroupserverradiusgroup-name YP—R I N—S a7 4 X2l — g
E— FICAD £,
i -
Device (config) # aaa group server radius rad-sg
ATvT4 server 7 N—"7" % —sSH O RADIUS — "D IP T
ip-address[auth-portport-number][acct-portport-number] | 1| =z 23 LU £,
i -
Device (config-sg-radius)server 192.0.2.238 auth-port
2095 acct-port 2096
&AL load-balancemethodleast-outstanding[batch-sizenumber] |4 giif; X 4 — X 70— 7 12%f U Thg/NRAL

[ignore-preferred-server]

1 -

Device (config-sg-radius) # load-balance method
least-outstanding batch-size 30

Ho— RT3 72/ LET,

RADIUS iR A1 F i}



B 70—/ LRADUSH—R T L—TDO— R NS ULV TOEMIE

RADIUS H#—/X O— K NS5 vvy |

AU RFEEETIVa Y

B

ATvT6

end

11 -

Device (config-sg)# end

Y= T —T a7 4 Fal—a
E— F&EHKT L, F#E EXEC ©— N&Bil4h
L/iﬁ‘o

2 8—/NJLRADIUS H—/ N T )IL—TOa— K NS> U5 DERE

7'v—/3)LRADIUS B — R JL—F13, FBAE, §8rl, BXOT o7 07 (AAA) FHY X

FC Tradius] & LTEHRINET,

FIEDHE
1. f2—T ik
2. configureterminal
3. radius-serverhost {hostnamelip-address} [testusernamename] [auth-portnumber] [ignore-auth-port]
[acct-portnumber] [ignore-acct-port] [idle-timeseconds]
4. radius-serverload-balancemethodleast-outstanding[batch-sizenumber] [ignore-preferred-server]
5. load-balancemethodleast-outstanding [batch-sizenumber] [ignore-preferred-server]
6. end
FIEDFH
OV bFEREETOVa Y B#Y
ATvF1 |4 Fx—=TILit FMEEXECE— R& A R—7 /T L%
R
P C AT REANLET (R
Device> enable
SNTEHE)
X Fw 72 |configureterminal JTa—N)ary7 4 FXal—igy
£ F%Eﬂﬁébij«o
1 -
Device# configure terminal
Z 5w 73 |radius-serverhost {hostnamelip-address} [testusernamename] RADIUS HE)7 A b & BT LET,

[auth-portnumber] [ignore-auth-port] [acct-portnumber]
[ignore-acct-port] [idle-timeseconds]

|| RADIUS R 77 A K
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RADIUS H—/ A O— KNSV VDS ITNVa—TFa0y

ARV RFEREETO VI Y

E:g)

Bl :

Device (config) # radius-server host 192.0.2.1 test username
testl idle-time 1

X w 74 |radius-serverload-balancemethodleast-outstanding[batch-sizenumber|| /7' 1 —,3 L RADIUS $—/N 7 )L—7
[ignore-preferred-server] Wt U R R g — R RS
YITEEHMIL, = T —T o
i - Y7 4Xalb—v a3y T— K&Bth
Device (config)# radius-server load-balance method
least-outstanding L/337f0
*T 74N ROy F YA XL 25
TY, Ny F YA XOFMAIT 1
~ 2147483647 T,
R w 75 |load-balancemethodleast-outstanding [batch-sizenumber) Ja— VAR EY—R T —T
[ignore-preferred-server] TR LT R T — R RS
YT EAMTLET,
Bl :
Device (config-sg)# load-balance method least-outstanding
batch-size 5
A7y 76 |end YP—R I N—F a7 4 X2l —
var E'— Fa#&T L, %t EXEC
i E—RFZBRBLET,

Device (config-sg)# end

RADIUS H—/N\A— KNS 5D STV a—TF4 08

FIEDHEE

ﬁﬁbk%ﬂ\74FW&4?~\?yP§4v—\

H—RKRNT 7Y —"OEREeE=2 L7z, FEIT A avr FEEHLTH— 27—

A AR LT TEET,

1. debugaaatest =~ > K& LT, 74 N XA ~—F v K XA ~—nHREINIZR -7
HIF, 7 A b X7y EREESNTZHR, BLXOY— R A7 —F X% H5E L, —OMRfE

R L ET

2. debugaaasg-serverselection =~ > RZfi[fl L C, m— KT U FHICEBRS - — %

FELET,

3. testaaagroup =~ RZ{EH LT, RADIUS B — K RT3 7 H— "D AT —H R % T-H)

THER L £

RADIUS iR A1 F i}



FIEDFH

2Ty

RADIUS H#—/X O— K NS5 vvy |

RADIUS H—/NO— K NS V5D INYa—TFa4 05

71

debugaaatest 2~ FZfEH LT, 74 L A ~—T v R XA ~—0nHIREUINIC R ST HEE, TR
K%y RREESREHE, BEOYV—N 27— Z 25 EEL, b— "OWRREZ R L £,

TA RV EAL<—F, =R AT —HADOF v 7 ITHAEN, BEEROAFEICEGRRL RSN E
T, TA KV EAS—2F=FTHLE, RISEDV—"BEETDE0E D &K L, RADIUS —/30D
AT — B AT ORBEIHESD Z ENTE D720, FIARER Y VY — A ZRAFIHTE £, =&z
E. 74 RV 2 A ~—NNEHINTWOIUL, BEERNIMEF O —RIHEEINTWD Z & & MjEI
WTEET,

Ty REA <=L, V—\DMEIEFTHLZEERHELZY ., EIEF O — RO AT — X X 2 @Y F T
L7V T57-DIcHLET,

P—RNOBERE2ET=HTDHE, = RNOBBRNELEINDIHELIFET LDIENHET, — SOEER
X, Rbhbxv 7, DF0D, Fa—NICRKREOERVDFET D0E D00, BEDOV — OL R EEER
L TWBENE I 0 E I 2 DICETT,

debug aaa test =~ > RORDOY TV NE, 74 NV Z A4 ~—nHIRENICR > HRFZ R L TV E
j—o

51 -

Device# debug aaa test

Jul 16 00:07:01: AAA/SG/TEST: Server (192.0.2.245:1700,1701) quarantined.

Jul 16 00:07:01: AAA/SG/TEST: Sending test request(s) to server (192.0.2.245:1700,1701)

Jul 16 00:07:01: AAA/SG/TEST: Sending 1 Access-Requests, 1 Accounting-Requests in current batch.
Jul 16 00:07:01: AAA/SG/TEST (Reg#: 1): Sending test AAA Access-Request.

Jul 16 00:07:01: AAA/SG/TEST (Reg#: 1): Sending test AAA Accounting-Request.

Jul 16 00:07:01: AAA/SG/TEST: Obtained Test response from server (192.0.2.245:1700,1701)

Jul 16 00:07:01: AAA/SG/TEST: Obtained Test response from server (192.0.2.245:1700,1701)

Jul 16 00:07:01: AAA/SG/TEST: Necessary responses received from server (192.0.2.245:1700,1701)
Jul 16 00:07:01: AAA/SG/TEST: Server (192.0.2.245:1700,1701) marked ALIVE. Idle timer set for 60
sec(s) .

Jul 16 00:07:01: AAA/SG/TEST: Server (192.0.2.245:1700,1701) removed from quarantine.

debugaaasg-serverselection =~ > FZ{EH LT, m— RN NZ v ZHIZ@IRES NI — 2 RE L E
R

debug aaasg-server selection =~ > NORDOH > TNV HE, 5507 7B AERN ANy F H A X304 —
NIN—=FITFHESNTNDZ EE2RLTVET,

&1 -

Device# debug aaa sg-server selection

Jul 16 03:15:05: AAA/SG/SERVER_SELECT: Obtaining least loaded server.

Jul 16 03:15:05: AAA/SG/SERVER SELECT: [3] transactions remaining in batch. Reusing server.
Jul 16 03:15:05: AAA/SG/SERVER SELECT: Obtaining least loaded server.

Jul 16 03:15:05: AAA/SG/SERVER_SELECT: [2] transactions remaining in batch. Reusing server.
Jul 16 03:15:05: AAA/SG/SERVER SELECT: Obtaining least loaded server.

Jul 16 03:15:05: AAA/SG/SERVER SELECT: [1] transactions remaining in batch. Reusing server.
Jul 16 03:15:05: AAA/SG/SERVER_SELECT: Obtaining least loaded server.

Jul 16 03:15:05: AAA/SG/SERVER SELECT: No more transactions in batch. Obtaining a new server.
Jul 16 03:15:05: AAA/SG/SERVER SELECT: Obtaining a new least loaded server.

Jul 16 03:15:05: AAA/SG/SERVER_SELECT: Server[0] load: 3

Jul 16 03:15:05: AAA/SG/SERVER SELECT: Server[l] load: 0

Jul 16 03:15:05: AAA/SG/SERVER SELECT: Server[2] load: 0

|| RADIUS R 77 A K
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Jul
Jul
Jul
Jul

RADIUS H—/S A— K ISV U T DEREH

:15:05: AAA/SG/SERVER SELECT: Selected Server[l] with load 0

:15:05: AAA/SG/SERVER_SELECT: [3] transactions remaining in batch.

:15:05: AAA/SG/SERVER SELECT: Obtaining least loaded server.

:15:05: AAA/SG/SERVER SELECT: [2] transactions remaining in batch. Reusing server.

testaaagroup =~ R&fifl LT, RADIUS H— K RT v 7 H— DR T—X A% FEICHER L E

‘?—O

WOV TR, =P8 Ttest] BNa—W T a7 7 A1 E—FHLRWEEOEMER O RADIUS &7 —

RARTG oy 7 —=NnbDIEE R L TCWET, testaaagroup =~ > R &2 H L CTARR S U7 583E.

WA, BLXOT AT T 07 (AAA) 737y MZXRF L, $—308 Access-Reject InE & FITT D84
ZOY—NTENEFTH D Z LR SNET,

&1 -

Device# test aaa group SGl test lab new-code

00:06:07: RADIUS/ENCODE (00000000) :0Orig. component type = INVALID
00:06:07:
on-for-login-auth" is off

RADIUS/ENCODE (00000000) : dropping service type, "radius-server attribute 6

RADIUS (00000000) : Config NAS IP: 192.0.2.4

: RADIUS (00000000): sending
: RADIUS/ENCODE: Best Local IP-Address 192.0.2.141 for Radius-Server 192.0.2.176

RADIUS (00000000) : Send Access-Request to 192.0.2.176:1645 id 1645/1, len 50

: RADIUS: authenticator CA DB F4 9B 7B 66 C8 A9 - D1 99 4E 8E A4 46 99 B4

: RADIUS: User-Password [2] 18 *
RADIUS: User-Name [1] 6 "test"
: RADIUS: NAS-IP-Address [4] 6 192.0.2.141

: RADIUS: Received from id 1645/1 192.0.2.176:1645, Access-Reject, len 44

RADIUS: authenticator 2F 69 84 3E FO 4E F1 62 - AB B8 75 5B 38 82 49 C3

: RADIUS: Reply-Message [18] 24
: RADIUS: 41 75 74 68 65 6E 74 69 63 61 74 69 6F 6E 20 66 [Authentication f]
RADIUS: 61 69 6C 75 72 65 [failure]

: RADIUS (00000000): Received from id 1645/1
: RADIUS/DECODE: Reply-Message fragments, 22, total 22 bytes

RADIUS H—/N O— K I\S5 > U5 DERFEH

Bl 2 O0—/N)LRADIUS H—/N J)L—TDO— K /NS

it

T DEM

wOBNL, 7 a—,3L RADIUS — FL—FDua— R T v TRt 5 FiEEZ R L
TWET, ZNnbHoHfE, RADIUS o~ R OOBEDOHRE., 73y 77, 85k, %A, B

XOT7 BT 4

XFEMFEALT, REOHEETIMyEEXZRTEET,
wOFNL, B 5 RADIUS iREZ R L TWET,

Device# show running-config | include radius

aaa authentication ppp default group radius
aaa accounting network default start-stop group radius
radius-server host 192.0.2.238 auth-port 2095 acct-port 2096 key cisco

V7 (AAA) V= RORT—H AEFEHREND 3 OOFD ML £, XKUY

RADIUS iR A1 F i}
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B 5 Jo—/LRADUS $—R T L—TDa— K N5 2L DEMIE

radius-server host 192.0.2.238 auth-port 2015 acct-port 2016 key cisco
radius-server load-balance method least-outstanding batch-size 5

EFDORADIUS 2~ > FIHAID 95 6, BUEOREICET 21TIFRDO LS ITER SN ET,
* aaaauthenticationppp =~ > Ri%, RADIUS # i L TJ TP PPP = —HF % RFEL £ 7,
* aaaaccounting =~ > NiX, 7 74 7 > M DFREES /21T start-stop ¥ — U — RZfEH L T
Bz X2, TRTOT AT T 4 v TERE AAA F—NCEETE D XL
R

* radius-serverhost =< > NiZ, fEESNTBAR—FBIOT U T o7 R—F &, FF
ESNTZFREB L OB —%2#H L C, RADIUS — NFKA RDIPT KL AZTEHELE
R

* radius-serverload-balance =~ Ri%, v F %14 ANRFFE M7= 7 72—, RADIUS $—
N ITN—TDua— K RT3 T EHPb L ET,

T @ showdebug > 7 /L IR, BREICET D EEY — OB E BOROWMIEEZ R L TWET,

Device# show debug

General OS:
AAA server group server selection debugging is on
#
<sending 10 pppoe requests>
Device#

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT (00000014) :No preferred server available.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:No more transactions in batch. Obtaining a new
server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining a new least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Server[0] load:0

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT:Server[l] load:0

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Selected Server[0] with load 0

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [5] transactions remaining in batch.

*Feb 28 13:40:32.199:AAA/SG/SERVER _SELECT (00000014) :Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000015) :No preferred server available.

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [4] transactions remaining in batch. Reusing
server.

*Feb 28 13:40:32.199:AAA/SG/SERVER _SELECT (00000015) :Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000016) :No preferred server available.

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [3] transactions remaining in batch. Reusing
server.

*Feb 28 13:40:32.199:AAA/SG/SERVER _SELECT (00000016) :Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000017) :No preferred server available.

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [2] transactions remaining in batch. Reusing
server.

*Feb 28 13:40:32.199:AAA/SG/SERVER _SELECT (00000017) :Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000018) :No preferred server available.

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [1] transactions remaining in batch. Reusing
server.

*Feb 28 13:40:32.199:AAA/SG/SERVER _SELECT (00000018) :Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000019) :No preferred server available.

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:No more transactions in batch. Obtaining a new
server.

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT:Obtaining a new least loaded server.

RADIUS 4R/ 1 K
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Bl - H—NFFEESO—/NLRADIUS — N\ F)L— T2 dT 50— K /NS5

DEMIE

Bl : 70—/ L RADIUS H—n FL—Fon—Rr nsvyvvsoamt I}

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Server[1l] load:0

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Server[0] load:5

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Selected Server[l] with load 0

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [5] transactions remaining in batch.

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT (00000019) :Server (192.0.2.238:2015,2016) now being
used as preferred server.

show aaa servers =~ > KNOWRDY 7V 1%, 7 v — 3L RADIUS H—/N 7
T8 AAA P— "D AT —H A %R LTWET,

oY IIE. 2 90 RADIUS — "D AT — & Z& < LTWET, WO — 32584
LTED, BHED25MICKROERNDIEFICOUHEINE LT,

6 DOFFEERD H B 544
SHOTHTT 4 TERD L 54

\Zxf

— T ERTE

Device# show aaa servers

RADIUS:id 4, priority 1, host 192.0.2.238,
State:current UP, duration 3175s,
Dead:total time 0Os, count 0
Quarantined:No

auth-port 2095,
previous duration Os

acct-port 2096

Authen:request 6, timeouts 1
Response:unexpected 1,
Transaction:success 5,

Author:request 0, timeouts O
Response:unexpected 0
Transaction:success 0

Account:request 5, timeouts 0
Response:unexpected 0,
Transaction:success 5,

server error 0, incorrect 0, time 1841lms

failure 0
time Oms

server error 0, incorrect O,

failure 0
time 3303ms

server error 0, incorrect O,

failure 0

Elapsed time since counters last cleared:2m

RADIUS:id 5, priority 2, host 192.0
State:current UP,
Dead:total time Os,
Quarantined:No
Authen:request 6, timeouts 1
Response:unexpected 1,
Transaction:success 5,
Author:request 0, timeouts 0
Response:unexpected O,
Transaction:success 0,
Account:request 5, timeouts 0
Response:unexpected 0
5
1

count O

Transaction:success

4
’
Elapsed time since counters la

.2.238,
duration 3175s,

auth-port 2015,
previous duration Os

acct-port 2016

server error 0, incorrect 0, time 1955ms

failure 0O
time Oms

server error 0, incorrect 0,

failure 0O
time 3247ms

server error 0, incorrect 0,

failure 0O

st cleared:2m

a2

HEETLTWVET,

include radius

WwOFIL, BI#E9 5 RADIUS

Device# show running-config |

aaa authentication ppp default
aaa accounting network default
radius-server host 192.0.2.238

group radius
start-stop group radius
auth-port 2095 acct-port 2096 key cisco

radius-server host 192.0.2.238 auth-port 2015 acct-port 2016 key cisco
radius-server load-balance method least-outstanding batch-size 5

EFED RADIUS =~ > FHHAID 5 b BUEDOREIZHT 2ITIIRO L ) ITERSNET,
* aaaauthenticationppp =~ > Ni%, RADIUS # i L TJ X TP PPP = —HF%ZRFEL £7°,

RADIUS #BRLA 1 F B
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RADIUS H#—/X O— K NS5 vvy |

* aaaaccounting =~ > NiX, 7 74 7 » M DFREES /21T start-stop ¥ — U — RZfEH L T

Gl S Nz L XIS, TRTCOTH T T 4 > TR EHGE,

WA, BIXOT AT T

(AAA) —NZEETEDH LOITLET,

* radius-serverhost =< NiZ, ffESNTBAR—FBIOT U T o7 R—F &, FF
EENTBAEB L UORF S5 —%2H L C, RADIUS H— X KA FDIPT RLAZEHFEL T

j—o

* radius-serverload-balance =~ > RiX, N T ¥4 ANFEE I 7=/ v —,3L RADIUS ¥—
NI N—TDua— K RF 2 T EHPb L ET,

5l - ' a—s3)L RADIUS H—/\ S )IL—TDF /Ny 5 H A

T debug =~ > FOH I,

Device# show debug

General OS:
AAA server group server selection debugging is on

#

<sending 10 pppoe requests>

Device#
*Feb 28
*Feb 28
*Feb 28
server.
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

server.

13
13
13

:40
:40
:40

:32.
:32.
:32.

199:
199:
199:

.199:
.199:
.199:
.199:
.199:

RIEIZE T DB — ORI E ZROMBZ R L THET,

AAA/SG/SERVER SELECT (00000014) :No preferred server available.

AAA/SG/SERVER SELECT:
AAA/SG/SERVER_SELECT:

AAA/SG/SERVER SELECT:
AAA/SG/SERVER_SELECT:
AAA/SG/SERVER SELECT:
AAA/SG/SERVER_SELECT:
AAA/SG/SERVER_SELECT:

Obtaining least loaded server.
No more transactions in batch. Obtaining a new

Obtaining a new least loaded server.
Server[0] load:0
Server[1l] load:0
Selected Server[0]
[5] transactions remaining in batch.

with load 0

13:40:32.199:AAA/SG/SERVER;§ELECT(00000014):Server (192.0.2.238:2095,2096) now being
used as preferred server
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT(OOOOOOlS):No preferred server available.
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT: [4] transactions remaining in batch. Reusing

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT (00000015) : Server (192.0.2.238:2095,2096) now being

used as preferred server
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT(OOOOOOlG):No preferred server available.
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT: [3]

server.

transactions remaining in batch. Reusing

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT (00000016) : Server (192.0.2.238:2095,2096) now being

used as preferred server
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT(OOOOOOl7):No preferred server available.
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [2]

server.

transactions remaining in batch. Reusing

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT (00000017) :Server (192.0.2.238:2095,2096) now being
used as preferred server
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT(OOOOOOlS):No preferred server available.
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT:[1l] transactions remaining in batch. Reusing

server.

*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT (00000018) :Server (192.0.2.238:2095,2096) now being
used as preferred server
AAA/SG/SERVER_SELECT (00000019) :No preferred server available.

*Feb 28
*Feb 28
*Feb 28
server.
*Feb 28
*Feb 28
*Feb 28
*Feb 28

|| RADIUS R 77 A K
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AAA/SG/SERVER SELECT:
AAA/SG/SERVER SELECT:

AAA/SG/SERVER SELECT:
AAA/SG/SERVER SELECT:
AAA/SG/SERVER_SELECT:
AAA/SG/SERVER SELECT:

Obtaining least loaded server.
No more transactions in batch. Obtaining a new

Obtaining a new least loaded server.
Server[1l] load:0
Server[0] load:5

Selected Server[l] with load O
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*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT: [5] transactions remaining in batch.
*Feb 28 13:40:32.199:AAA/SG/SERVER SELECT (00000019) :Server (192.0.2.238:2015,2016) now being
used as preferred server.

5l - ' O—s\)L RADIUS H—/\ F)L—T DY —/\ R T7—4 X5

show aaa server =~ > ROWRDY 7L, 7 12 —/3L RADIUS H—N ZL— 7R EITk
DHAAA YV —RNDAT—H AR LTWET,

Device# show aaa server

RADIUS:id 4, priority 1, host 192.0.2.238, auth-port 2095, acct-port 2096

State:current UP, duration 3175s, previous duration Os

Dead:total time 0Os, count 0

Quarantined:No

Authen:request 6, timeouts 1
Response:unexpected 1, server error 0, incorrect 0, time 1841lms
Transaction:success 5, failure 0

Author:request 0, timeouts O
Response:unexpected
Transaction:success

0, server error 0, incorrect 0, time Oms
O!
Account:request 5, timeouts 0
0,
57

failure 0

Response:unexpected server error 0, incorrect 0, time 3303ms
Transaction:success failure 0

Elapsed time since counters last cleared:2m

RADIUS:id 5, priority 2, host 192.0.2.238, auth-port 2015, acct-port 2016

State:current UP, duration 3175s, previous duration Os

Dead:total time 0Os, count 0

Quarantined:No

Authen:request 6, timeouts 1
Response:unexpected 1, server error 0, incorrect 0, time 1955ms
Transaction:success 5, failure 0

Author:request 0, timeouts 0
Response:unexpected
Transaction:success

0, server error 0, incorrect 0, time Oms
0,
Account:request 5, timeouts 0
Ol
5,

failure 0
Response:unexpected server error 0, incorrect 0, time 3247ms

Transaction:success failure O
Elapsed time since counters last cleared:2m

ZOY A, 2 90 RADIUS — "D AT — & 2% x L TWET, WOV — 32351
LTEY., &ED2EICROBRNDIEFICABESVE LT,
*6 DDOFRFEERD HH 5D

S5ODTHIT 4 TERDHIEL 5O

5l - ZHI4T=RADIUS H—/N A IL—TDOO— KNS U5 DOEME
WOFIL, 4HiftE RADIUS — X L —7CHEMMbENT-0— R XT3 v T 2R L TWE
T, T HOHX, RADIUS o~ RHAOOBEDOHRE., T3y 7, 85k, #BAl, BLOT
BT 4T (AAA) = RD AT —F ZFRE VD 3 5D NnHR0 4,
WD 7T, BE$ 5 RADIUS @ E %R~ L TV ET,

Device# show running-config

aaa group server radius server-groupl
server 192.0.2.238 auth-port 2095 acct-port 2096
server 192.0.2.238 auth-port 2015 acct-port 2016
load-balance method least-outstanding batch-size 5

RADIUS #BRLA 1 F
| -“
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!
aaa authentication ppp default group server-groupl
aaa accounting network default start-stop group server-groupl

Device (config-sg-radius) # load-balance method least-outstanding batch- size 30

RO RADIUS 2a~> RO 9 5 BIEOFKEIZET 2ITIIRO L) ICERSINE T,

* aaagroupserverradius =~ > R, 2 DD A LN =\ E 72 5% —N T —T DFRE & F
R~LET,

*load-balance =~ > RiX, N F P A ANFFE I NT-2 72— VL RADIUS — X 7 )L—T7 D
0— R RT Uy SEEMELET,

* aaaauthenticationppp =~ > NiX, RADIUS ZfEH L TFXTD PPP = —HZFFEL 7,

* aaaaccounting =~ NiX, 7 747 FSGRGES L7 #%1Z start-stop ¥ — 7V — RZfEfH L T
irahiz & EIZ, TXTCOT AV T 4 2 7 ERE AAA P —NIEETEL LI LE
D

T show debug > 7 /LI JJIE, BIOFRECE T DSV — ORI & ZROMFAEZ R L TV E
‘j—‘o

Device# show debug

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT (0000002C) :No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER _SELECT:No more transactions in batch. Obtaining a new
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining a new least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Server[0] load:0

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT:Server[1l] load:0

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Selected Server[0] with load 0

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT: [5] transactions remaining in batch.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT (0000002C) : Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOO2D):No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER _SELECT: [4] transactions remaining in batch. Reusing
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT (0000002D) : Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOO2E):No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER _SELECT: [3] transactions remaining in batch. Reusing
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT (0000002E) : Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOO2F):No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER _SELECT: [2] transactions remaining in batch. Reusing
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT (0000002F) : Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOOBO):No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT: [1] transactions remaining in batch. Reusing
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT (00000030) : Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.0Z3:AAA/SG/SERVER_SELECT(OOOOOOBl):No preferred server available.

*Feb 28 13:51:16.023:AAA/SG/SERVER SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:No more transactions in batch. Obtaining a new
server.

*Feb 28 13:51:16.023:AAA/SG/SERVER SELECT:Obtaining a new least loaded server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Server[1l] load:0

RADIUS 4R/ 1 K
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*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Server[0] load:5

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Selected Server[l] with load 0

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT: [5] transactions remaining in batch.

*Feb 28 13:51:16.023:AAA/SG/SERVER SELECT (00000031) : Server (192.0.2.238:2015,2016) now being
used as preferred server

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT(OOOOOOBZ):No preferred server available.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT: [4] transactions remaining in batch. Reusing
server.

show aaa servers =~ > ROWRD Y > 7 /VH )X, 4Rifd & RADIUS $—/ ZL— 7 R EICKT
D AAA V—RNDAT—H A& R L TWET,

OV AL, 2 90 RADIUS r— "D AT —F 257 LTCWET, 550 — HEE
TN, AT ZNB00HNCZ V7 SN TURE, FOBERBUEIN TWET A,

Device# show aaa servers

RADIUS:id 8, priority 1, host 192.0.2.238, auth-port 2095, acct-port 2096
State:current UP, duration 3781ls, previous duration 0Os
Dead:total time 0Os, count 0
Quarantined:No

Authen:request 0, timeouts 0
Response:unexpected O,
Transaction:success 0,

Author:request 0, timeouts 0
Response:unexpected O,
Transaction:success 0,

Account:request 0, timeouts 0
Response:unexpected O,
Transaction:success 0,

server error 0, incorrect 0, time Oms
failure O

server error 0, incorrect 0, time Oms
failure O

server error 0, incorrect 0, time Oms
failure O

Elapsed time since counters last cleared:0Om
RADIUS:id 9, priority 2, host 192.0.2.238, auth-port 2015, acct-port 2016

State:current UP, duration 378ls, previous duration Os

Dead:total time 0Os, count O

Quarantined:No

Authen:request 0, timeouts 0
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure 0

Author:request 0, timeouts O
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure 0

Account:request 0, timeouts 0
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure 0

Elapsed time since counters last cleared:0m

\NEXTE & ZRIFTZE RADIUS H— /N S IL—TIZxidT 50— K NS850

oY7L, BEd 5 RADIUS iR E %R L CWET,

Device# show running-config

aaa group server radius server-groupl

server 192.0.2.238 auth-port 2095 acct-port 2096

server 192.0.2.238 auth-port 2015 acct-port 2016
load-balance method least-outstanding batch-size 5

|

aaa authentication ppp default group server-groupl

aaa accounting network default start-stop group server-groupl

RADIUS #BRLA 1 F B
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FFO RADIUS 2~ RO 9 B BEOHKEICET 2ITIIRO LI ICERSINE T,

* aaagroupserverradius =~ > K, 2 DD A LN =572 5 W —N T O—T DFRE % F
~LET,

* load-balance =~ > R|L, /Ny T ¥4 XBFEE SN2 v — 3L RADIUS —R J—T7 D
oO— RS T REMELET,

* aaaauthenticationppp =~ > R|Z, RADIUS Z{H L TTXTPO PPP =2 —HZFFEL £,

* aaaaccounting =~ > NiX, 7 747 FISGRGES L7 #1T start-stop ¥ — 7 — RZfEH L T
BranizE X2, TRXTCOTHVLT 4 7 HRE AAA P — NCEETE L L oL E
TO

5l - ZHI{TE RADIUS H—/N\ FIL—T DTNy 5T HA

TOT Ny 7 T ENE, EOREICET AEL— O & EROMEZ R L TWE
7,

Device# show debug

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOOZC):No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:No more transactions in batch. Obtaining a new
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining a new least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Server[0] load:0

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Server[1l] load:0

*Feb 28 13:51:16.019:AAA/SG/SERVER _SELECT:Selected Server[0] with load 0

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT: [5] transactions remaining in batch.

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOO2C):Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (0000002D) :No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT: [4] transactions remaining in batch. Reusing
server.

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOO2D):Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (0000002E) :No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT: [3] transactions remaining in batch. Reusing
server.

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOO2E):Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (0000002F) :No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT: [2] transactions remaining in batch. Reusing
server.

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(OOOOOO2F):Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (00000030) :No preferred server available.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.019:AAA/SG/SERVER SELECT: [1] transactions remaining in batch. Reusing
server.

*Feb 28 13:51:16.0l9:AAA/SG/SERVER_SELECT(00000030):Server (192.0.2.238:2095,2096) now being
used as preferred server

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT (00000031) :No preferred server available.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.023:AAA/SG/SERVER SELECT:No more transactions in batch. Obtaining a new
server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Obtaining a new least loaded server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Server[1l] load:0

RADIUS 4R/ 1 K
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*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Server[0] load:5

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Selected Server[l] with load 0

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT: [5] transactions remaining in batch.

*Feb 28 13:51:16.023:AAA/SG/SERVER SELECT (00000031) : Server (192.0.2.238:2015,2016) now being
used as preferred server

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT(OOOOOOBZ):No preferred server available.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT: [4] transactions remaining in batch. Reusing
server.

5l - &Rt = RADIUS H—/\ T IL—TDH—/N R T7—45 XER

show aaa servers =~ > ROWRD Y > 7 /VH )X, 4HifE & RADIUS H—/3 ZL— 7 R EICKT
D AAA V—RDAT—H A& R L TWET,

Device# show aaa servers

RADIUS:id 8, priority 1, host 192.0.2.238, auth-port 2095, acct-port 2096

State:current UP, duration 378ls, previous duration Os

Dead:total time 0Os, count 0

Quarantined:No

Authen:request 0, timeouts O
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure O

Author:request 0, timeouts O
Response:unexpected
Transaction:success

0, server error 0, incorrect 0, time Oms
Ol
Account:request 0, timeouts 0
Or
Ol

failure 0

Response:unexpected server error 0, incorrect 0, time Oms
Transaction:success failure 0

Elapsed time since counters last cleared:0Om

RADIUS:id 9, priority 2, host 192.0.2.238, auth-port 2015, acct-port 2016

State:current UP, duration 378ls, previous duration Os

Dead:total time 0Os, count 0

Quarantined:No

Authen:request 0, timeouts O
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure 0

Author:request 0, timeouts O
Response:unexpected
Transaction:success

Account:request 0, timeouts

0, server error 0, incorrect 0, time Oms

0

0
Response:unexpected 0

0

1

, failure O

server error 0, incorrect 0, time Oms
failure 0

’
Transaction:success 0,
ast cleared:0m

Elapsed time since counters

oYUV FE, 2 20 RADIUS = "D AT —H A% ;R L TCWET, 7O — S03@hE
TN, BT ZN0SFNCZ V7 SNTURKRIL, FOBERBUEINTWET A,

Bl: FAFILAAR—DE=HR) Y

WOBNE, 4T E RADIUS H— R Z—7IZk L CHIC &N — R R"T v ZIcid
LT A RV ZA~— LT 5 — NREZR L TWET, RADIUS =v > R & debug =+
Y FHDOBUEDORE bR RS NET,

oY 7 IE, BEd 5 RADIUS f* E 4R L CTWET,

Device# show running-config | include radius

aaa group server radius server-groupl

RADIUS #BRLA 1 F B
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radius-server host 192.0.2.238 auth-port 2095 acct-port 2096 test username junkl idle-time
1 key cisco
radius-server host 192.0.2.238 auth-port 2015 acct-port 2016 test username junkl idle-time

1 key cisco
radius-server load-balance method least-outstanding batch-size 5

EFED RADIUS v > RIHAD 5 b, BHEOREICET 21TIIRO L I ITERENET,
* aaagroupserverradius =~ > NI, =V —TORELFRRLET,

* radius-serverhost =~ > N, 8 €SN AR = NBIXOT h oo T4 7 R—F e, B
ESNEZRAB IO 5% —2H L T, RADIUSYV— N HFAFDIP T RLAZEHLF
R

* radius-serverload-balance =~ > FiZ, XvF ¥4 ANFEE 472 RADIUS — D — K
NI TEFEMELET,

T showdebug V> 7V T, = NITEEINDHT A FERERLTWET, — NZEE
ST A FER| iﬁrémﬁﬁiﬁféh MENZIR UC, FRBED & — "3RI S, —
DEWEP E LT —7 ST L, 74 KV XA ~—0B0ty NSNET,

Device# show debug

*Feb 28 13:52:20.835:AAA/SG/TEST:Server (192.0.2.238:2015,2016) quarantined.

*Feb 28 13:52:20.835:AAA/SG/TEST:Sending test request(s) to server (192.0.2.238:2015,2016)
*Feb 28 13:52:20.835:AAA/SG/TEST:Sending 1 Access-Requests, 1 Accounting-Requests in current
batch.

*Feb 28 13:52:20.835:AAA/SG/TEST (Reqg#:1) : Sending test AAA Access-Request.

*Feb 28 13:52:20.835:AAA/SG/TEST (Reg#:1) :Sending test AAA Accounting-Request.

*Feb 28 13:52:21.087:AAA/SG/TEST:Obtained Test response from server (192.0.2.238:2015,2016)
*Feb 28 13:52:22.651:AAA/SG/TEST:Obtained Test response from server (192.0.2.238:2015,2016)
*Feb 28 13:52:22.651:AAA/SG/TEST:Necessary responses received from server
(192.0.2.238:2015,2016)

*Feb 28 13:52:22.651:AAA/SG/TEST:Server (192.0.2.238:2015,2016) marked ALIVE. Idle timer
set for 60 secs(s).

*Feb 28 13:52:22.651:AAA/SG/TEST:Server (192.0.2.238:2015,2016) removed from quarantine.

Y—NBELETANILEAT—EZL2 ) T 50— NZ2205D

WO 7, B#ET 5 RADIUS €&/~ L CWET,

Device# show running-config | include radius

aaa group server radius server-groupl
radius-server host 192.0.2.238 auth-port 2095 acct-port 2096 test username junkl idle-time

1 key cisco
radius-server host 192.0.2.238 auth-port 2015 acct-port 2016 test username junkl idle-time

1 key cisco
radius-server load-balance method least-outstanding batch-size 5

RO RADIUS =~ RO 55| BUEDOREICHET 2ITIXRDO LS ITERSNET,
* aaagroupserverradius =~ > N|L, =N 7V —TORELR R LET,

* radius-serverhost =~ > R, i ESINTRR— BT IV T o7 R—rE, FF
ESNTRAEB L O 5% —%2#H L C, RADIUS V—NHKZA FDIP T KL AZEHEL F
TO

RADIUS R 77 A K
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* radius-serverload-balance =~ > RiL, NvF HA4 ANFEE I 7z RADIUS — D — K
NG oo TEHEMELET,

Bl: P4 FRILAAI—FE=ZRYTDTINy T HA

TDdebug =~ FOMHNIE, —NTHESNDT A FEREZRLTVWET, H—ANITEES
N7 A FESRIZHT DISENZAE S, REITIG T T, B S —03ERoh S 4, #ifEd &
LTy—27 3 Tht, T4 RV 24 ~—n)ty hahExd,

Device# show debug

*Feb 28 13:52:20.835:AAA/SG/TEST:Server (192.0.2.238:2015,2016) quarantined.

*Feb 28 13:52:20.835:AAA/SG/TEST:Sending test request(s) to server (192.0.2.238:2015,2016)
*Feb 28 13:52:20.835:AAA/SG/TEST:Sending 1 Access-Requests, 1 Accounting-Requests in current
batch.

*Feb 28 13:52:20.835:AAA/SG/TEST (Reqg#:1) :Sending test AAA Access-Request.

*Feb 28 13:52:20.835:AAA/SG/TEST (Reg#:1) :Sending test AAA Accounting-Request.

*Feb 28 13:52:21.087:AAA/SG/TEST:0Obtained Test response from server (192.0.2.238:2015,2016)
*Feb 28 13:52:22.651:AAA/SG/TEST:Obtained Test response from server (192.0.2.238:2015,2016)
*Feb 28 13:52:22.651:AAA/SG/TEST:Necessary responses received from server
(192.0.2.238:2015,2016)

*Feb 28 13:52:22.651:AAA/SG/TEST:Server (192.0.2.238:2015,2016) marked ALIVE. Idle timer
set for 60 secs(s).

*Feb 28 13:52:22.651:AAA/SG/TEST:Server (192.0.2.238:2015,2016) removed from quarantine.

Bl . BREEY—/NERA Y —/\DFE CEBEY—/\DEE

WOFNL, P —,300209.165.200.225 & 209.165.200.226 & HAG T B ERBEHEY— 8 7 )L— 7 L FAH—
NRIN—T R L TWET, MO — N T — T T — N T 5 TRED > TOET,

aaa group server radius authentication-group
server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey?2

aaa group server radius accounting-group
server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey?2
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TrHrvarTiRR, By varilEon T R AT U T ERET,

Bl FBEEH —/\NERRRIF—/\D B 2 DBFT—/\DEHTE

WOFNL, P —,30 209.165.200.225 & 209.165.200.226 Zffi i3 HFRIEY— 7 )L—TF L H—
™ 209.165.201.1 & 209.165.201.2 AT HRBAIY—N TN —TEZR L TWVET, WHFOH—N
TN—T TR — R 7T TImEN 2> TOET,

aaa group server radius authentication-group
server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey?2

aaa group server radius accounting-group
server 209.165.201.1 key radkey3
server 209.165.201.2 key radkey4
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CRREEY—NERAY—/\AEEL TS BEY —/\DERTE
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HOT 47 TV a TIEHERY— IR ENR WD, BIEY— R T AT v
FAT =TI R T v a it ESW T — RRT U SERnET, 1 o0k vy ay
TRRL a—REERTLa— RRRE LY —NZEEEINET,

EZ.:.J\EIE-U-_/(& :L.\_.I--Ij-_/ §75§E@ L/-t L\é@%ﬂ_l QODEQIFE

WOBENL, F—30 209.165.200.225, 209.165.200.226. 35 LT 209.165.201.1 {8 -4 2 ZR3EH—
X T —T L P —30 209.165.201.1 & 209.165.201.2 Z {4 2V — R L —F &R LTV
FI, MHFOYV—N T N—TTRE— 7 F TREDI > THET,

aaa group server radius authentication-group
server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey2
server 209.165.201.1 key radkey3

aaa group server radius accounting-group
server 209.165.201.1 key radkey3
server 209.165.201.2 key radkey4

FTRTCOYV =D T V7 v a VHEENBFE CHAEIE, TXTORGEN T o H 7 v a D173
NP —300209.165.201.1 ICHatSNnEzT, LEER->TC, I RXTCOTHI T 47 bToH7
v ar®1/3 b —30209.165.201.1 IZHERESNE T, THAV T 47 NI H T2 a v DFk
0 D2/31F, P—,30>209.165.201.1 & 209.165.201.2 D THEIcn— R RT3 v 7SR ET,
=30 209.165.201. 1 (IZRWEEDT BT 47 NTUoH 7 v arRhbizH, —10
209.165.201.1 BZAFT HFIE N 7 W7 > a UETED LET,

E%J\EIE-U-_/ b\ﬂlh\_.l--lj-_/ \0)-'j-7t v " -—G&%)1§§E_U-_/ <O)EQ;HE

WOBNL, H—73D 209.165.200.225 & 209.165.200.226 ZfF -+ 2RI — 1 FL—7 L& | H—
230 209.165.200.225, 209.165.200.226, 33 L 11209.165.201.1 Z{F 4 BB — X J )L —F %R
LTCWET, WiHFOY—R TN—TTERY—R 7T TREHI 2> TWET,

aaa group server radius authentication-group
server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey?2

aaa group server radius accounting-group
server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey?2
server 209.165.201.1 key radkey3

TRTCOFWIE ST V7 2 a OB —r300 209.165.200.225 (2355 S, 78D DYy 03—
30 209.165.200.226 ([Z51E SHUET, P —/30 209.165.200.225 & 209.165.200.226 1%, FRIEB KL
KT HIoT 47 NIV T v aOEREY =TT, TOD, BB 0TI T 4 v
T NZ W7 va it —rs300209.165.200.225 £ 209.165.200.226 (ZWE IR SN E T, Y—
730 209.165.201.1 [ ZFEXFHICEH SV EH A,
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Bl . BREEY—/N\DRBA Y —/\DRX—/\—t v FTHLHIEBEY—/\DEX

WOFNL, P —,30 209.165.200.225, 209.165.200.226. 3 J1209.165.201.1 Z {4 HFRIEH—
X T I—T7 L B —30 209.165.200.225 & 209.165.200.226 Z{FE T AEA— N T —TFER L
TWET, MO — N TNV —TTELEYS =TT TRED > THET,

aaa group server radius authentication-group
server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey?2
server 209.165.201.1 key radkey3

aaa group server radius accounting-group
server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey?2

BANZ, FRRER T T v a D 13 BREAY— R T —TNOEKEF— NIZED B ToET,
BMOE Yy a A LT AT T 47 b oo a U NERSHETR, #BE—n7
TN NI TNDTD, THATT 47 N T oW g 38 —30209.165.200.225 &
209.165.200.226 [ZE1E SN ET, ¥ —,300209.165.200.225 & 209.165.200.226 X b T P 7 g
OFRZBAE L E 32, FBIE b T 7 o g 3 —,30209.165.201.1 IEEESNFET, —
? 209.165.201.1 TREFESINTZ b T /ﬁa va VERIL, OBV —A"BELEET. —10
209. 165 200.225 & 209.165.200.226 (Z0EE S D 728, EEEY— N 7T T OMHANEDIC D F
T, ZOREITHEEIHERTLI2LERH Y £7,
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BREE H
&R E IZaTF7ILEA L
CiscoIOS 2w K ['Cisco I0S Master Command List, All Releases.]

X2 V7T 1 av R
=7 * ['Security Command Reference: Commands A to

ol

* [Security Command Reference: Commands D to

L]

* [Security Command Reference: Commands M to
RJ

* [Security Command Reference: Commands S to
Al

AAA B X TN RADIUS [ Authentication, Authorization, and Accounting
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B rADwS H—/3N 0— K NS LU LT DM EEER
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AAA H—N 7 )L—7 L RADIUS i E [RADIUS Configuration Guide] @ TConfiguring

RADIUS] &Y a—/b

7z — A= —FHRITIEFEEE— N [RADIUS Configuration Guide] 7 TRADIUS Server
Reorder on Failure] &3 = —/L
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TAVTICEBERLTWEE AL, v==
TR —NEIZ LD ETIEERA L TA
VY —2A%RA L CWET,
BHEWNOEFEOEX 2 U7 4 (FHRCHINEH 2
AFTB7-91Z, Cisco Notification Service (Field
Notice 2257 27 & A) . Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFEY—ERTMATE ET,

AADYR— b Web VA DY — LT
¥ 24 HER%, Cisco.com D —H D LY
AU — RN TT,

- R S — ~ o » Ab 5

RADIUS H—/N O— k /N5 L v T DHLREIRER
ROFIZ, ZOFY2—/L Tl LIoBERBICEAT 2 ) U —RE#RE R LET, ZoRIZ, Y7 b
U7 VU= b A U TEBROTAR— IR EASNTZLEOY T =T VY —RET%
ARLTWET, ZOWREIT. FFTHD DR WRY | ZLIBEO—EDY 7 h =7 VY —XTh
PAR—hSHET,
TT7y R —LDOYR—FBLRV AT YT N 2T A4 A—=VOWR— MNMIBET HEH AR
J % IZIE, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator (27 7 & A4 5121,
www.cisco.com/go/ctn IZBE) L £ 9, Cisco.com D7 7 2 MIMLEDH D £H A,
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%= 13: RADIUS H—/Nx O— K NS DIEETEER

HEER J1y—=x BERETEER

RADIUS #— 8 m— R 35> | 12.2(28)SB 12.4(11)T RADIUS H— X g — |} "5
A 12.2(33)SRC T UKERRIL. BREE. BREL B

SOTh T T 0T (AAA)
DBFERNT YT vareTh
T4 NT W
VEY =N T =T HNOY—
NI LET, 2ot —
N, MUY g O/
EOHEL, BTV D— %
ZHERPIAE L CEE BRIkt
T2 L0 RHERGEEEB L F
R

Z OFEREIX, Cisco I0S Release
122(28)SB Iz sivE LT,

Z DOfBEIX, Cisco I0S Release
124(IDTIZME SN E LT,

Z DOFEEHREIX. Cisco IOS Release
12.2(33)SRC IZHiE SE L
7=
ROA~ L RPEAETITEE
SNFE LK
debugaaasg-serverselection,
debugaaatest,
load-balance(server-group).
radius-serverhost,
radius-serverload-balance,
testaaagroup,

RADIUS #—/8 @ — R "5
VT R=T T

Cisco IOS XE Release 2.1
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BOY— N2 T 7 4 v 7BV EZLNDDF, FLW— S THEENEE LZBAICRS
NET, N7 74 v 7 BABPICEICT —NIZEEND Z EIEHY FH A,

RADIUS k7 v 7 va U EEH O —
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© BERETEMOMER, 125 X—v
* RADIUS ¥ —  [EE 5 A REST
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9% 21X, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 23 5121,
www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 MILEDH YD FH A,

RADIUS H—/\EEHRARIEFZEDRHEEH

* [EHEFAERFICNEF A E 2 58173 5 & 912 RADIUS — %R ET L HIIC, aaa new-model =
~ REMERHL T, @ik, 887, BXOT I T T 407 (AAA) ZAMNTTLHHERH Y
iﬁ—o

CFEE, TAUT 4T AT 4 v T — | X a— R Y OERERIZ RADIUS &%
ETOHLELH Y T,

RADIUS H—/\EEHRLEBIEFZEDFHIHNEIE

CH—ANTAN—TTLIH LV ANS FOXEY PR ENET, L, BLALOF—A

HP DY — S 7T DBICERE STV D720, BID 475, MIZHUE SR 8
LAWAHEMR S 0 £,

* Y7 hU =7 &y MO RADIUS BEREIC L5 it ZOMBEEMHTERVEARSHY £
¥, RADIUS #8E T RADIUS % — \[EEH AR T A AR RE A T E R0 aid. IHFA
FHEREDN R TE SN TR WDLDO L) T — A "DEEL £9,

RADIUS H—/\[EEHRAERIEFZEIZEHT 5 1F#H
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RADIUS Y — S[EEFE A RFIE S FASRE D GRE STV TV R UVREE T — " DEENEE LT2HE

1 HLWRADIUS NS o ¥ 27 g v 2FITTAHALERHY 7,

2 NI uH 7y arHORADIUS X7y v, ZA—TNTEIEF E LT —27 SR TR0
REENTZT v REZA DS T) POV — N E SN, BRE SN FREEE 7 T H%
INET,

3 HEOTRTNEZALTTRLE BESNEZZALT T MIEST) BEIE. V—FRED
N7y "aE U A N TIROIEEIEF S —NCERE SNTZHBEREZTEELET,

4 27973 1F, TV I v a D EIESNIEREREEREICET A E TRV IRINE
T, REBRIEICEFET DAY A NORZBICEELLEAIX, Vv—2 BV X hOJGEEIC
R TE I Ak L £,
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ZOTREADEDR KT, b—"\ME I — O GERH, fiflshTnd Y
TR =TDONRN=Va ko TRRD) il LICHEIE, RESNTET v RZA LIZHEDYE
TH =Nk e LTy —7 ShET,

RADIUS —/\[EEHRAERIEFZEREEDEES X

RADIUS Y — EERAREFZE FHEELZRE LTESEEIE, kO X 512, g — e LTHEA
4% RADIUS — "\ RE SN E T,

Ry hU—T T EAY—,3 (NAS) I, T U AI v a rBNEEINDIHEPDOY—3
ThHD 777/ EENTZ] V—"DRT—Z AL £,

CTTITHRESNTT = NI R T VA g UREE ST RIT BROE SV AR
J. 77 RESNIEY =N NI T4 v I BEHESNET,

* FDH%IL, NASH, 73 THEINTT—R"OWICY A FENT-H— " bitd T, BHES
N2 T oW T va vORKERTEEICREET 50, IWENEINDET, =7 L—
THNOHE LTS — DY A MDJEIC F T A vy a ryEBRELET,

s RFLENIFIL, radius-server host 2~ RAZEH L CTHREINTZ LI, 7T TRESINT=Y—
NN =R T =T J A N TRAIOV =720 £,

C T T ITRESNTT = NMEIEFE LTy —27 SNTWDEEIT (T v RZA L0 0D5HE
TH) \ VIITRESNTEH—SDRIZY A b SN DIAFIEP Y — 37 T TERGE S
NIz —=\IZ72 0 £,

C T T URESNTY— AN, VA NNOEFZOY— T, Ik LTy—7 SN TW55
BlE, 79 TBREINTZY =BT A MNTEIEF L LTY—7 SN TOZRWEHID P —N
2720 9,

CFTRTOYP— AP E e LTy —27 SN TWAESIEZ, P o7 a URnEELT, 7
S UBESNTEYF—A~OEFRERm SN EE A,

C T TREISNIY—AANELF L L T—73NTEBY, Ty R E2A~v—0UINT5E
E. T biThivERA,

A

Gx) RV AI v arDZAT (Fx Loy Ryx=—23EE7' e k2L (CHAP) . Microsoft
CHAP (MS-CHAP) . #EIERREREGE” 1 b =2/b (EAP) ) IZXk-» Tk, 1 DOV —_E((E L
HE LTI RWEERH £, ZNLORHIR T 7 a T, =107
U RR) TR AT, 1 ODRT U AI vy a LRI IICRBEIENE T,

RADIUS H—/\ W\ EILHRDIHE
WD 1 &2 DR SNTZHEIL, V—REELERE L Cr—0 9520 TEET,
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RADIUS ¥ — \EERERBIEFLEE |
B RADUS Y \EEREBIEFEEORE S

1 radius-server transaction max-tries =~ > N CIEE SN - FHEEREZ B2 TH—05% L
RN T,

2 BEINIZHFALT U METEOBERIZHE Y —"PIRE Lo 7286, MF0HEE (s
L OREAE) N SNTEHEEICOR, b=\ I E L Ty—27 SNET, Ty R¥A LN
0 DHAETH, =&kl LTv—27 %L, RADIUS Hr— DT 5 EF L E >
AT DCHERREELE RITLUET,

RADIUS H—/\EEHRAERIEFZEDETEAH;

RADIUS —/N\[EERERIEFEZEDETE

ZDEATHETLT, P=RNITN—=TNOH LYV — "% KO — NTEENEELIZSGE
WZHIDH—= NI T 7 4 7 HEET DX OITHRELET,

FIEDOHME
1. f3x—T it
2. configureterminal
3. aaanew-model
4. radius-serverretrymethodreorder
5. radius-serverretransmit{retries}
6. radius-servertransactionmax-tries{number}
1. radius-serverhost{/ostname|ip-address}|keystring]
8. radius-serverhost{hostnamelip-address}[keystring]
FIED
OV RFEREETI3 Y B#Y
ATv 71 4 r—T )Lt Fi#E EXEC £ — F& A 2 —7 /T LET,
Bl - CRNRAT—REANLET (FERSnEHE) .
Router> enable
RTFw T2 configureterminal JTa—RN) ary7 4 FXal—gy ET— REBEBL
£7.
i -
Router# configure terminal
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RADIUS H—NEERLERIEFEE

RADIUS H —N\EERLERIEFEEDRE

ARV RFERRTIVa Y

E:g)

ATV7T3 aaanew-model AAAT 7R ar ha—LEF )LEA F—T ML
i ‘aAO
i -
Router (config)# aaa new-model
2Ty 4 radius-serverretrymethodreorder =N T N—FNDORADIUS F T 7 4w = kY
DNEFER ZfRE L E T,
15l -
{1 :
Router (config)# radius-server retry method
reorder
ATFwTH radius-serverretransmit {retries} CiscolOSXE VY 7 7 = 72 RADIUS — N R A F D
YA NERBTHEHOERELZFRELET,
o retries BI5%, FIEROBAKRTEBCT, 7741
Router (config)# radius-server retransmit 1| MX 3 [ENZRTEINTWVET,
ATFvT6 radius-servertransactionmax-tries{number} RADIUS ¥ — R FCRITA[FERR F T o7 v a Y-
DWDOITUAI vy a Y BRORKEEZEELET,
w: number 1%, NTUHF I a B0 RT A
Router (config)# radius-server transaction |I w3 VEORETTT, Zhavwy RRRTEINA
maxTtries 9 Dot BEDF T AN IS FF A via LT
D
G¥) Zoavy R FFEO T YT gz
BItR 9% 9T RADIUS ¥ —/NZi ] &
nEJ,
ATvI1T radius-serverhost{hostnamelip-address}[keystring] | RADIUS H— N R 2 N &I ELE T,
bl GE) radius-serverkey =~ > NZ 51795 Z L IZ
' Fo T, P REALF—AE ST
Router (config)# radius-server host 10.2.3.4 J_C?D RADIUS — D7 g — )L F—
ki diz3 U -
e FRETHILHTEET,
ATFvT8 radius-serverhost{hostnamelip-address}[keystring] | RADIUS H— N m 2 & ELE T,

1 -

Router (config)# radius-server host 10.5.6.7
key rad234

(6= DI L 20DV —NERET HLEND

nEI,
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B RADIUS Y — EEREBIEFEEOE=S )Y

RADIUS H—/\EERERIEFEZEDE=-2) VY

N—F E T —REEREFIEFLELE 2 2E=2F5I10%, ROa~v REHALET,

FIEOME
1. £x—T it
2. debugaaasg-serverselection
3. debugradius
FIED
ARV RFERETI 3y B#Y
ATvT1 4 r—T )Lt FitE EXEC £ — R& A 1r—7 MIZLET,
i P RAV— REANLET (ERESNHA) .
Router> enable
ATvT2 debugaaasg-serverselection JL—% N O RADIUS 1 LN TACACS+ —/3 J)—7 &
AT DPFFED T — 2R L TW D EHRIZET 21504
i : #rLET,
Router# debug aaa sg-server selection
ATYT3 debugradius Jb— 2 PRFRE D RADIUS H— /325841 L T2 B 2B
TOEMELRRLET,
i -
Router# debug radius

451
WD 2 OOT Ny 7L, RADIUS Y — NEEFRAREF A BEREOEEZ R L TWET,

TINY T

WOH T T TlE, RADIUS H— SpE s A RFIEF A FRERE SR E SN CTVWET, —1D
FEIZO0 (Lo T, RICHRESNTZT— "D T = — )L — N—FT, &P — "B —FE7T
ITEND) ICRESH., TP I a B0 NI UAS vy g yIE4 GEIOOT = —
NA—=NR—=ThrTVAIva l HMT) TREINTWVWET, =T NV—TNTIEDHDOY—
2% (10.107.164.118) 28, 3[MEDDO R T AIvvay QEDDT z—LA—R—) DT Y
JvarvEZIFANTWHET,

00:38:35: $SYS-5-CONFIG-I: Configured from console by console
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RADIUS —\EEx£EEFZEENE=4U>Y |}

00:38:53: RADIUS/ENCODE (OOOOO0OQF) : ask "Username: "

00:38:53: RADIUS/ENCODE (0000000F) : send packet; GET-USER

00:38:58: RADIUS/ENCODE (0000000F) : ask "Password: "

00:38:58: RADIUS/ENCODE (0000000F) : send packet; GET-PASSWORD

00:38:59: RADIUS: AAA Unsupported [152] 4

00:38:59: RADIUS: 7474 [tt]

00:38:59: RADIUS (0000000F) : Storing nasport 2 in rad-db

00:38:59: RADIUS/ENCODE (0000000F) : dropping service type, "radius-server attribute 6
on-for-login-auth" is off

00:38:59: RADIUS (0000000F) : Config NAS IP: 0.0.0.0

00:38:59: RADIUS/ENCODE (0000000F) : acct-session-id: 15

00:38:59: RADIUS (0000000F) : sending

00:38:59: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 192.1.1.1
00:38:59: RAPIUS(0000000F) : Send Access-Request to 10.10.10.10:1645 id 21645/11, len 78
00:38:59: RADIUS:: authenticator 4481 E6 65 2D 5F 6F OA -1E F5 81 8F 4E 1478 9C
00:38:59: RADIUS: User-Name [1] 7 "usernamel"

00:38:59: RADIUS: User-Password [2] 18 *

00:38:59: RADIUS: NAS-Port £fS1 6 2

00:~8:59: RADIUS: NAS-Port-Type [61] 6 Virtual [5]

00:38:59: RADIUS: Calling-Station-Id [31] 15 "10.19.192.23"

00:39:00: RADIUS: NAS-IP-Address [4] 6 10.0.1.130

00:39:02: RADIUS: Fail-over to (10.2.2.2:1645,1646) for id 21645/11

00:39:02: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 192.2.2.2
00:39:04: RADIUS: Fail-over to (10.107.164.118:1645,1646) for id 21645/11

00:39:04: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 128.107.164.118
00:39:05: RADIUS: Received from id 21645/11 10.107.164.118:1645, Access-Accept, len 26
00:39:05: RADIUS: authenticator 5609 56 F9 64 4E DF 19- F3 A2 DD 73 EE 3F 9826
00:39:05: RADIUS: Service-Type [6] 6 Login [1]

TNy 2
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00:42:30: RADIUS(00000011): Received from id 21645/13

00:43:34: RADIUS/ENCODE (00000012) : ask "Username: "

00:43:34: RADIUS/ENCODE (00000012) : send packet; GET-USER

00:43:39: RADIUS/ENCODE (00000012) : ask "Password: "

00:43:39: RADIUS/ENCODE (00000012) : send packet; GET-PASSWORD

00:43:40: RADIUS: AAA Unsupported [152] 4

00:43:40: RADIUS: 7474 [tt]

00:43:40: RADIUS(00000012) : Storing nasport 2 in rad-db

00:43:40: RADIUS/ENCODE (00000012) : dropping service type, "radius-server attribute 6

on-for-login-auth" is off

00:43:40: RADIUS(00000012) : Co~fig NAS IP: 0.0.0.0

00:43:40: RADIUS/ENCODE (00000012) : acct-session-id: 18

00:43:40: RADIUS(00000012) : sending

00:43:40: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.107.164.118
00:43:40: RADIUS(00000012) : Send Access-Request to 10.107.164.118:1645 id 21645/14, len

78 00:43:40: RADIUS: authenticator B8 OA 51 3A AF A6 0018 -B3 2E 94 5E 07 OB 2A IF 00:43:40:
RADIUS: User-Name [1] 7 "usernamel" 00:43:40: RADIUS: User-Password [2] 18 * 00:43:40:

RADIUS: NAS-Port [5] 6 2

00:43:40: RADIUS: NAS-Port-Type [61] 6 Virtual [5] 00:43:40: RADIUS: Calling-Station-]1d
[31] 15 "172.19.192.23" 00:43:40: RADIUS: NAS-IP-Address [4] 6 10.0.1.130

00:43:42: RADIUS: Fail-over to (10.10.10.10:1645,1646) for id 21645/14

00:43:42: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.1.1.1 00:43:44:
RADius: Fail-over to (10.2.2.2:1645,1646) for id 21645/14

00:43:44: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.2.2.2 00:43:46:
RADIUS: Fail-over to (10.107.164.118:1645,1646) for id 21645/14

00:43:46: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.107.164.118
00:43:48: RADIUS: Fail-over to (10.10.10.10:1645,1646) for id 21645/14

00:43:48: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.1.1.1 00:43:50:
RADIUS: Fail-over to (10.2.2.2:1645,1646) for id 21645/14

00:43:50: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.2.2.2 00:43:52:
RADIUS: Fail-over to (10.107.164.118:1645,1646) for id 21645/14

00:43:52: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.107.164.118
00:43:54: RADIUS: Fail-over to (10.10.10.10:1645,1646) for id 21645/14

00:43:54: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.1.1.1 00:43:56:
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RADIUS: No response from
parse response no app start;
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(10.10.10.10:1645,1646
FAIL 00:43:56:

for id 21645/14 00:43:56:
RADIUS/DECODE: parse response;

€ 1

RADIUS/DECODE:
FAIL
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aaa new-model
radius-server retry method reorder
radius-server retransmit 0
radius-server transaction max-tries 6
radius-server host 10.2.3.4 key radl23

radius-server host 10.5.6.7 key radl23
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Router (config aaa new-model

Router (config
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Router (config
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Router (config) #
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Router (config) #
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radius-server
radius-server
radius-server
radius-server
radius-server

retry method reorder
retransmit 0
transaction max-tries 6
host 10.2.3.4

host 10.5.6.7
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Router (config)
Router (config)
Router (config)
Router (config)

i )7 RADIUS ¥-— /373 RADIUS /¥4 k
Ty (NAS OEEZ D)
2720 E9,

&9

10.2.3.4

|| RADIUS R 77 A K

BIRD L HIZ

IJ\

> U=
CEXAE

aaa new-model
radius-server
radius-server
radius-server
radius-server
radius-server

retry method reorder
retransmit 1
transaction max-tries 3
host 10.2.3.4

host 10.4.5.6
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Router (config
Router (config
Router (config
Router (config
Router (config
Router (config
Router (config

Router (confiqg) #

aaa new-model
radius-server
radius-server
radius-server
radius-server
radius-server
radius-server
radius-server

retry method reorder
retransmit 1
max-tries-per-transaction 8
host 10.1.1.1

host 10.2.2.2

host 10.3.3.3

timeout 3
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[ Cisco I0S Security Command Reference]
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* aaa accounting send stop-record authentication failure =~ > FZ 3R E : U2 LY. RADIUS
Y= NP E T LTV S, RBRECRRT 282 —FITH LT AV T o7 ba— R
RADIUS /7 > b BVERRSILE T,

HT AT 4 TDRE I LWT AT 47 La— RPNERS L, V—Z I TRTF
INET,

FhooT4270ORADIUS BRIFEEADVZICET
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THOUT A VT ERDBEEDLLH

2 OEETIE, BIABIORT I YT 4 ZICH—OD RADIUS — "R H SN ET, 20

P— B4 IS DTz THE T T 5 &, FERE. RBA, BEXOT YT 17 (AAA) 3T
NTOFKREEToTRIC, V—F BIRFF SN TWL2—F DT AV T 4 7 La— Ridk
bivEd, ZOMEEZEATHEIC, FREOCHBRITHRERK 100 BIEREIN, A4 LT 7 RS
LOOOFVICHRE SN TWAAREM N H Y £, ZOLIRRETIE, V—F LOTHI T 407
ba— RO 24 RSIRIRFF SIVE TN, Z A AT 7R3 1,000 BOBIENL, K> b T —7 OEEEDR
[K|C RADIUS $— NZHi CE 720 & IR BAET 5720, @MUITIEH Y 8 A,

RADIUS : 7 AU T 4 7 OEBIFEGFE D v o 2T 5 &, BNy 7 A7 HEEE
RETHIENTEET, DFV, EERESNLCHEEDEHRITINIRZIC, V—FiF, &RE
ST KRIMRICET 2 £ CHHEEORMIFICHEEZ 2 FIC L TERITEME L £, 2 Ofkie
IZE V. RADIUS = "BEH L7 & ZITH—NZAMEZNTTED 2 LR <, RFFIZHDZ -
CT T 4 o TEREBIEETHIENTEET,

Z ORREIL, ' — VLZERE  (radius-server backoff exponential =~ R & f) | Y— T L
IZRXE (radius-serverhost =~ > RZ{HH) | 7137 —7 T LIZ3E (backoff exponential =
~ v REMH) TEET,
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THOUT4VTDBEEHLDZDS O—/\)LEFE F =% RADIUS
RRA FZEDERE

LR S 7= Wi T RADIUS FEE DNy 7 47 % 7 a— LB L O'RADIUS R A k2 &I
RIET DIT1E, ROFIEEFATLET,

FIEDHE
1. 4%—=2Jit
2. configureterminal
3. Router(config)# radius-server backoff exponential [max-delay minutes] [backoff-retry retransmits
4. Router(config)# radius-server host {#ostname | ip-address} [test username user-name] [auth-port
port-number] [ignore-auth-port] [acct-port port-number] [ignore-acct-port] [timeout seconds]
[retransmit retries| [Key string] [alias {hostname | ip-address}] [idle-time seconds] [backoff exponential
{backoff-retry number-of-retransmits | key encryption-key | max-delay minutes}|
FIED
ARV RFEREETIVa Yy =[]
ATvT1 4 r—T )Lt ¥t EXEC £ — R&EBRM L £,
NAT—=REANLET (FEREhi2
i : 2)
= o
Router> enable
ATFv T2 configureterminal JTa—r ) ar7 4 Xal— gy FT—
RZBE L L,
i -

Router# configure terminal
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FHYUT 4 27O RADIUS BEREEEN YV |

ARV RFERRTI VA Y
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ATvT3 Router(config)# radius-server backoff exponential [max-delay | 7 5 7 5 ¢ o FEROER v 7 + 7 FH
minutes] [backoff-retry retransmits YEENL—ZTHRELET,
i
Router (config)# radius-server backoff exponential
max-delay 60 backoff-retry 32
ATvT4 Router(config)# radius-server host {hostname | ip-address} [test| RADIUS H— X R XA N &2HEE L. TH W

username user-name) [auth-port port-number]

{hostname | ip-address}] [idle-time seconds] [backoff

encryption-key | max-delay minutes}]

1 -

username testl auth-port 1645 acct-port 1646

[ignore-auth-port] [acct-port port-number] [ignore-acct-port]
[timeout seconds] [retransmit retries] [key string] [alias

exponential {backoff-retry number-of-retransmits | key

Router (config)# radius-server host 192.0.2.1 test

VT4 TEROES S Y 7 AT HERE
75 LS CRELET.

TFHhAOUTA VT DBEENVZDORADUS H—/NN T )L—T LD

EL
ax ;&
RADIUS #—/X 7 )L—7 2 L (LR S a7 #i[#) C RADIUS Fk(E DN v 7 A 7 2 3ET 512
. ROFNEEFEITLET,
FIEDHEE
L 4%—2J)it
2. configureterminal
3. Router(config)# aaa group server radius group-name
4. Router(config -sg-radius)# backoff exponential max-delay minutes| [backoff-retry retransmits
F gD 8
ARV RFEREETI 3y B8
RATv T 17— ik FiHE EXEC B — R&BHIA L £,
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Router> enable

CNAT—=RaE AN LET ERSNEHR) .

RTFw T2 configureterminal Ja—nRN) ary7 4 Xal—iay ET— REHEELE
R
1
Router (config)# configure terminal
ATFwT3 Router(config)# aaa group server radius B2 RADIUS — RN R A &R &2 DY 2 & FRIT
group-name T N—7{k L. server-group RADIUS =27 f F = L —
TarE®E—REmLET,
ATvT4 Router(config -sg-radius)# backoff RADIUS % —N ZNV—TF T DT T 2 T ER

exponential max-delay minutes)
[backoff-retry retransmits

DR 7 AT HEEEV—F TRELET,

B (S5 E DR

MEREA TR T 121X, ROWTIH)D EXEC <> REFEHALET,

FlEDHE
1. 4 3%x=7J ik
2. debugradius
3. showaccounting
4. showradiusstatistics
FIED M
ARV RFEEET7I 3 B#)
ATvI1 14 x—T Ik ¥iME EXEC £— R&BIRA L £9,

1 -

Router> enable

c RATV—=FRKEANLET (ERENZEES) .
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ARV RFEEEFTIa Y EL:§]
ATv T2 debugradius RADIUS B D F#R AR R LET,
B :
Router# debug radius
ATvT3 showaccounting FTRCOT T4 T By varvEFRFL THTR
WT IT 4 TIBEREDT X TCOT U T 47 La—
51 - KEHITLET,
Router# show accounting
ATvT4 showradiusstatistics THT T 4T Xy MZOWTO RADIUS #iaHE
WERRLET,
5 -

Router# show radius statistics

FhooT4270RADIUS BRIFEELD 2 DETE

1

Z T, ROBREFNZHOWTHIALES,

THADOUT 4 2T DBEEENTVE DBIERTEERES

|| RADIUS R 77 A K

ROPNT, V=2 TT AT T 4 2 TEROERR ANy 7 X7 HEREEREST D EEZRLET,
ZOFITIX, 85Ny 7 A 7137 2 —23L (radius-server backoff exponential =~ > R &) 5
JO'RADIUS #—/3 AR 2 b [172.107.164.206]  (radius-server host =~ > F&fEH) (TR E S
TWET,

aaa new-model

aaa authentication login default group radius

aaa authentication ppp default group radius

aaa authorization exec default group radius

aaa authorization network default group radius

aaa accounting send stop-record authentication failure

aaa accounting update periodic 1

aaa accounting network default start-stop group radius

|

radius-server host 172.107.164.206 auth-port 1645 acct-port 1646 backoff exponential max-delay
60 backoff-retry 32

radius-server backoff exponential max-delay 60 backoff-retry 32

radius-server retransmit 3

radius-server key radl23

end
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radius-server host foo.xyz.com backoff exponential max-delay 60 backoff-retry 32

ZOawry RERMNCTHE, WOXHIICHEENFEITSNET ( Ity XA |

0 req sent
5 retrans 1
10 retrans
15 retrans
25 retrans
retrans
85 retrans
165 retrans 7
325 retrans 8
645 retrans 9
1285 retrans 10
2565 retrans 11
5125 retrans 12

L | (T | | R | A
N
o
o U1 W N

ot of of of of o ot ot of of of of
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8725 retrans 13 (The interval has stabilized to 60 minutes here).
12325 retrans 14 till retransmit 35
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WOIET, RADIUS : T H U T 4 7 OEBIEEEI D XT38 EER 2/ LET,

ESPERENS

XZaT7ILEA ML

RADIUS BIXWNAAA T H U VT 47
HAAy La<w RN

4)'14:—‘—’

X E D

* [Cisco 10S XE Security Configuration Guide:
Configuring User Services , Release 2J] @
[Configuring RADIUS| 3 X
[Configuring Accounting| D

* [Cisco I0S Security Command Reference]
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24 kL

ZOBRETY A— F SN DFROEEEIZITE
HEINEETIHY A, £, BEFOERE
DY R— MIEHEINTHEE A,

MIB®D' Y

ZOMREIC X > THAR— F &S DH LV MIB
FREFEINT-MIBIZHY FHA, T2
DOFEREIC L D BEE MIB O W R — MIEE T H
D EHEA,

BIRL-TTF v 7 +—2A, CiscolOSXE V7
foz27 V) —X, BIXO T —F ¥ Y I
DOMIB DB #R LA w7 v n— K452,
¥ URL (23 % Cisco MIB Locator Zffi [ L %
7

http://www.cisco.com/go/mibs

RFC

RFC

24 bIL

ZOMREIC L D U AR— N ENTHHLRFC £/~
ITSET RFCIZH D ¥ A, T2 Z OHREIC X
HEELERFC DY R— MIEFIZH Y XA,
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| 7H9>F 427 ®RADIUS BRBERENY VS

FhYoF 47 ORADIUS BREZEENY 2 0meER ]

SRADTY ZHIL YR—F

Bdl] 9

A AV R—F Web A FTlE., > A=2@ | http//www.cisco.com/en/US/support/index.html

L7 7 /P —IZlT D5 R I T 2 —
T A UTICEBRL TR TA L9, vw==
TNARY =NV EILDETLEERA T A
VY —=2%&#MEL TWET,

BEWORGOEX 2 U7 ¢ EHSCHIE 2
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 — R EOKHEY—ERITIMATEET,
TAADYR— bk Web A FDY =T 7

T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

ThooT 4270 RADIUS ERIEXEEN Y V2 DHERE

5 R

ROFIZ, ZOFY2—/LTHMH LEEICET L2 ) —2AFRe R L ET, ZoRET, Y7 b
V=7 VU= bbA U THEEOY R — P EASNIZLEEDOY T by =T V) —=RIZT%
RLTWET, ZOMEEIL, FrCE D BRWIRY . 2RO —#HDO Y 7+ =7 U —ZThH
PR—FENET,

Ty N7 —LOVR—FBIR A YT 2T A A=V OV R— MIET HERERR
F %121, Cisco Feature Navigator i /] L £, Cisco Feature Navigator (27 7 & 23 521X,
www.cisco.com/go/ctn [ZFEE) L 9, Cisco.com DT H 7 v MIKLEH Y FHA,
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FHYUT 4 27O RADIUS BEREEEN YV |
B 779254257 0RADIUS BRIFERIE N o 2 DIEEIER

3 15: RADIUS DHEEETER : 7H OV T4 VI DENBEEEHI VA

HEER 1)1)—=x PERETEHR
RADIUS : 757 7 4 7 @ | Cisco 10S XE Release 2.1 RADIUS : 7O YT 4 7D
TERIHEED T & (EIERES E Ry & e e

ToE, BNy 7 AT HEE
ARETHIENTEES, O
F U EERE SNICFIEEN
HRTshegic, v—2I%,
BRE ST KBRS ET 5 F
THFFIRIE ORI IR & 2
FloL R Tk LEd, 2
DOFEREIZ L Y . RADIUS #—
MBEIE L & E0— A ff
ENTTELZ L7, RFFH
WDl TT AT T 4 T
KREFIXETLHZLENTEE
R

Z OREREIE. Cisco 10S XE
Release 2.1 T Cisco ASR 1000 >/
V=77V —var $—
EAN—ZTHEASIVE LTz,
WOa~y RPEANEIFER
SNFELE
backoffexponential,
radius-serverhost,
radius-serverbackoffexponential,
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oy

RADIUSVC O X4

RADIUS {EfH[E# (VC) X 75T 2L, BEVT TR T4y g VO RA A
VHE—T A A (VPI) EARAEERRA X —T7 =4 A (VCI) % CiscolOS XE TIEREIZ TG TX
F9,

RADIUSVC X 72 HMZT5H &, RADIUS * > hU—72 77 AH—,3 (NAS) DOAR— b
74—V R EE S, VPIVCHERZRET A L) ICEFEENET, ZoFEHRIZ. By a v
DEREFFIER ENT7ZRADIUS T H U VT 4 7 La— RiZ@E&EESn 4,

¢ *)& I g}‘z&@ﬁ@wb, 147 ’\0’““/

* RADIUS VC XV ORE1E, 148 ~2—

* RADIUS VC & X > 7 OfREWI, 152 _—

* FOMDOEEEER, 153 N—U

* RADIUS VC & ¥ 7 DOSRETSE R, 154 ~2—3

HEEIFIR D MR

THEROY 7 rT =7 V) —=ZATE, ZOEFEYa—L TSN TR TOMENTR—FEn

TV LR £ A, EHOERERE R L OIS IZ DWW TIX, Bug Search Tool 38 X OV HEH D

TN T A= LBIRNY T 2T V=AY Y —R )= EZRLTEIN, Z0F

I/“:»*/I/“Cﬁﬁ%éﬂ%’ﬁg{f BT 21EH, BIXOEHEENRTR—FENE ) V=20 —EIZoW
. BEREIEHROREZ LTI EE N,

Ty N7 —ADOY R I BIORAY T b =2T A A—VOYR— MIET DR E MR
9§ %1Z1X. Cisco Feature Navigator Z-f#i /] L £, Cisco Feature Navigator (27 7 & 23 5 |Z(%
www.cisco.com/go/ctn IZBE) L 3, Cisco.com DT I 7 MILEDH Y £XH A,
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RADIUSVC OX> % |
B rADUSVC OXUSOBRESE

RADIUSVC B X U T DE/RTEHE

NSP CONME A 32— x4 AIPF7 RLADETE

RADIUS 717 T 4 v 2 737 kD NAS-IP-Address 7 f —/L RiZiZ, NME 233 % v & 7
EnEHATH, *y FUY—7 =R Fa g X— (NSP) OFy NU—JEHA —H X v |
(NME) R—hDIPT FLAREGENTWET, IPT RLAEZRIET 201Ky T —7 L—
kN Z7at > (NRP) TDHCP % —NZHEH LW, BIP 7 RLAEZRET HLERH
DET, ROFIEZFEITL T, BRISHEE SN NMEIP 7 RLAEZRELET,

FIEDBE
1. 4 x—7J)ik
2. configureterminal
3. interfaceBVIbridge-group
4. ipaddressaddress subnet
5. exit
FIEDEFH
AU RFEREETI 3 Y B#)
ATy I A4 *x—7 ik Rt EXEC E— K& A Rr—7 M LET,
- CSAT—REASLET ERSAZSE) .
Router> enable
2Ty T2 configureterminal Ja—sLar7 4 Xal—varyE— RERBLE
—a—O
{51
Router# configure terminal
ATvT3 interfaceBVIbridge-group mWaEINETV O N—THEA v F—T = A A
(BVI) NME A v X —7 = A AZRERL T, A H—
i Tz A7 4 Fal—varE®— REBLET,
Router (config)# interface BVI1
ATv T4 ipaddressaddress subnet FRIJIP 7 RL ALY TRy NU—27 7 RLRAEZREL
*7,
{51
Router (config-if) # ip address
209.165.200.225 255.255.255.224

RADIUS 4R/ 1 K
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RADIUSVC R ¥ >4

neElr7 FLzoE Il

aAv U RFEEET7I 3 =E]:g]
25w T5 exit A B =T x2A A AT 4 Fal—ayT—FFEk
T L/i‘j‘o
1 -
Router (config) # exit

NMEIP 7 F

=JL ==
L ANDEXTE
FEESNTENME A X —T7 24 ADRPOVIZ, FHEY b A —H Ry b AR— FEH]D NME A
VHE—T 2 AL L THEATEET, ROFEEZEITLTCNMEIP 7 FRLAZRELET,

FIEDHEE
L S| 2 |
2. configureterminal
3. interfaceGigabitEthernetnumber
4. ipaddressaddressmask
5. exit
F D 48
ARVKRFERERETY VY E]:g]
ATv 71 14—t FitE EXEC £ — & A X —7 VIZLET,
Bl CNAU—FEANLET ERSNEEE) .
Router> enable
ATy T2 configureterminal sua—r L ar7 4 Xal—vary T— RNl LE
?—O
i -
Router# configure terminal
ATFv T3 interfaceGigabitEthernetnumber NME £ v Z—7 = A AZ8®IN L FET,
i -

Router (config)# interface
GigabitEthernet 0/0/0

RADIUS iR A1 F i}



B NRP CORADIUSVC DXL S DFE

RADIUSVC OX> % |

aAvY RFERET7IIY

E[:)

ATy T4 ipaddressaddressmask FRIP 7 RL ALY T Ry NU—7 T RLRAEZREL
iﬁ‘o
Bl - GE) NRP T PVC ##&ET HH1Z. NMEIP 7 F L
Router (config-if)# ip address AEBETAHAVLERNHY £, 9 LN E,
2 . .2 .225 2 .2 .2 .22 .
09.165.200.225 255.255.255. 224 RADIUS 7 T 4 v 27 23y b D
NAS-IP-Address 7 - —/V RIZIEL L 22 IP 7
RUAREENET,
ATvT5 exit BEE—FEKTLET,
11

Router (config) # exit

NRP T RADIUSVC B> 5D

=1 =]

axX AE

WOFIEZEFTL TRADIUSVC = ¥ 7 AR ELET,

FIEDHEE
L 4%—2J)it
2. configureterminal
3. radius-serverattributenas-portformatd
4. exit
F D8
ARV KRFEREETIVaY B8
ATy 71 14—k FiME EXEC E— R&A X—7 /LT LET,
. CRRT—REANLET (ERSAEHE) .
Router> enable
2Ty T2 configureterminal sua—r b aryZ 4 Xal—varEt— RERthL
\i —?—O
i

Router# configure terminal

|| RADIUS R 77 A K



| RaDWUSVCOXLH

NMEA >3 —T x4 RXIP7 FLRADFER

ARV RFERERTO VI Y

Sl

ATFw T3 radius-serverattributenas-portformatd NAS AR— K 7 4 —/L RIZ ATM VC ({KABEIHR) J6E
TR Z IR L £,
£
Router (config) # radius-server attribute
nas-port format d
ATvTAa exit AV H—Tx2f AT (FXal—varE—F%
BTLET,
i

Router (config) # exit

NMEA >3 —JxA4AXIP7 RLADIEER

NMEIP 7 KL A& fEiR 3 5 121X, NSP T show interface bvil F 7213 show interface e0/0/0 EXEC
a<w L REANLET, AV FZ—FY R T RLRARTF— AV (REITRENET) ZREEL

NRP T@® RADIUSVC O+~

=7,

Router# show interface bvilBvil is up, line protocol is up

Hardware is BVI,
MTU 1500 bytes, BW 10000 Kbit,
reliability 255/255, txload 1/255,
Encapsulation ARPA, loopback not set
ARP type:ARPA, ARP Timeout 04:00:00
Last input never, output never, output

address is 0010.7ba9.c783

(bia 0000.0000.0000)

DLY 5000 usec,
rxload 1/255

hang never

Last clearing of "show interface" counters never

Queueing strategy:fifo
Output queue 0/0, 0 drops; input queue
5 minute input rate 0 bits/sec,
5 minute output rate 0 bits/sec,
1540 packets input, 302775 bytes, 0
Received 0 broadcasts, 0 runts,
0 input errors, 0 CRC, 0 frame,
545 packets output, 35694 bytes,
0 output errors, 0 collisions,
0 output buffer failures,

{j$CZ){ﬁEthA

0 giants,

0 overrun,
0 underruns

0 interface resets

0 output buffers swapped out

0/75, 0 drops

0 packets/sec
0 packets/sec

no buffer
0 throttles

0 ignored, 0 abort

RADIUS ¥—/3 E® RADIUS VC 1 ¥ 7 Z g8 d 512i%, RADIUS T AU T 4 7 Xy b
A LET, RADIUSVC 2X 2 7728 CiscoIOSXE V7 7 = 7 THEINC R > TV A S
RADIUS 7 AT T 4 7 /Xy MIROFD X HIZFRRSINET,

Wed Jun 16 13:57:31 1999
NAS-IP-Address = 192.168.100.192

NAS-Port = 268566560
NAS-Port-Type = Virtual
User-Name = "cisco"

Acct-Status-Type = Start

RADIUS iR A1 F i}



RADIUSVC OX> % |

B rAaDUSVC OXD S DRER

Service-Type = Framed

Acct-Session-Id = "1/0/0/2.32_00000009"
Framed-Protocol = PPP

Framed-IP-Address = 172.16.7.254
Acct-Delay-Time = 0

NAS-Port 7 . —/V KiZ, RADIUSVC X I DRAZTHHZ L a2 Rm LET, ZOTRHICE
RENRWEA . RADIUS VC 2 ¥ 2 7% CiscoIOSXE YV 7 h 7 = 7 THEINI R > THOEH A,
*7-. Acct-Session-Id 7 4 —/L R TIZ., BHENSP A X —7 = A A& VPUVCLEHREZ K DOER T
AL £,

Acct-Session-Id = "slot/subslot/port/VPI.VCI acct-session-id"

RADIUSVC A X > 5 DE&TEH

NSP TONME A >3 —TJ x4 RIP7 FLADEEEH

NMEIP 7 ~

WIZ, TV DT N—FREEA v HZ—T oA ADBHHIPE IO TRy NU—2 7 RLAEZRTE
THEERLET,

Router> enable

Router# configure terminal

Router (config) # interface BVIL

ip address 209.165.200.225 255.255.255.224
Router (config) # exit

=L =
L X DE%TE 5l
RIZ. GigabitEthernet f > ¥ —7 = A AZRETHH1%RLET,

Router> enable

Router# configure terminal

Router (config) # interface GigabitEthernet 0/0/0

Router (config-if)# ip address 209.165.200.225 255.255.255.224
Router (config) # exit

NRP T@ RADIUSVC O > 4 D ERE I

&IZ, NRP CRADIUSVC e ¥ 72 RETHHE R LET,

Router> enable

Router# configure terminal

Router (config) # radius-server attribute nas-port format d
Router (config) # exit
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ZTDMDSEERH

zonszas W

ESPERE=]

I=—a7ILAA LI

CiscolOS =~ K

[ Cisco IOS Master Security Commands List, All
Releases]]

MB®DY Y

L

BINL7-77 > 7 x+—2A, CiscolOSXE YV 7
=7 VIV —R, BEIET74—F ¥ &>

DOMIB DR LA v — R4 51213,

& ® URL |23 % Cisco MIB Locator % f# i L £
7T

http://www.cisco.com/go/mibs

RFC

RFC

24 kL
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RADIUSVC OX> % |
B RrADIUSVC OX 5 DHEEER

SRADTY ZHI YR—F

Bdl] 9

A aADYR— |k Web A K TlE, A =2@ | http://www.cisco.com/cisco/web/support/index.html
LT 7 /e —IllTD N T Ty a—
T4 TR EINTWEETH LI, v==
TNARY—=NEIZLO LT LEERAT T

UY =2z L TWhES,
BHEWORGOEF 2 U T 1 FHRSOHEINEHRZE
AFT5H7=0IZ, CiscoNotification Service (Field
Notice 2> 7 7 & A) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFE—ERITMATE ET,

VAaADYR— bk Web YA FDOY—)UZT s
T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLETT,

RADIUS VC O &> & DHERETHER

WDFRIZ, TOFEY 22— /LT LIEHEICET 2V ) —XEHRERLET, ZOFKIT, Y7 b
U7 VU= FLA U TEEREROYR— EREASNTLLEDY 7 v 2T VI —R7ET%
RLTWET, ZOMREIX. FFICH 0 320 RY . ZRLBEO—#HO Y 7 by =7 U Y —RATH
PHR—bhENET,

Ty N7 —LDOVR—FBIR A YT T 2T A A=V OV R— MIET HERERR
95 IZI%, Cisco Feature Navigator Zffi ] L &7, Cisco Feature Navigator (27 7 & A3 5121,
www.cisco.com/go/cfn (ZFEHEN L £9°, Cisco.com DT AV > MILEH Y A,

Fz16: J—2R=RR)— T7A4 T2+ —ILOHAEIER

HREA )1)—2 HRED EX EHER

RADIUS VC B ¥ 2 Cisco 10S XE Release 3.1S RADIUS {5AHE#R (VC) =¥
VI ERGEHTDLE, BREVTA
74Nty a s ORENR
AA v H—T x4 A (VPI) &
FAREIREA v X —T = A A
(VCI) % CiscolOSXE V7 b
v =7 CIEMEIC R TE £,

RADIUS 4R/ 1 K
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-

RADIUS £+ &1 T 1 )L 2 B

11l

RADIUS /8 7 ¢ )L 2 EBREREIX, ACL ORTE L EHERGIZTHT7 4V H —_"EEAL
TWET, ZO7 44 F—NF, E£PEIRADIUS U AT b B XOEHKRA > b & LTHRE
LET, 2—WiE, 7782 arra—L URAL (ACL) 7 4 V¥ ZEPHNE B LORRTE
TEET,

* HEREfE R OMERE, 155 X—

* RADIUS £/ 7 ¢ W ZEHORFITESRME, 156 ~—

* RADIUS £/ 7 ¢ L ZEFOFKIFIH, 156 ~—

* RADIUS /A7 ¢ V2 EBICBT 21, 156 ~<—

* RADIUS fIOE N7 ¢ V2 EHORTEITE, 158 X—

* RADIUS £ 7 ¢ L 2 EFOFREN], 161 ~_—

* FOMOEEEE, 162 RX—V

* RADIUS £ 7 ¢ L 2 EHOEREE M, 163 ~=—

A Y = =53]

WEEIEER D MERE
THEHOY 7 b7 VU —=ZA T, ZOEY2— /L TIN5 TR TOMENI R—h&h
TS EIERY A, Ao X OEEIZ- OV TIE, Bug Search Tool 38 L O'ZTHEH O
Ty b7 —2BLNY T T V) —ADV Y —R J— ESZHLTLEIVN, ZOF
Va— /LTl SNAERRICET A, BLOSERENTR— b)) —2AD—EITHoN
TiE, BREFROREZSRL TIES VY,
TT 9 R T A —bDOFR— PRIV R YT vy =T A A=V OV R— MIET D IERE HE
9% 1Z1%. Cisco Feature Navigator Zf# ] L 9, Cisco Feature Navigator (27 2 & 29 5 (Zi3,
www.cisco.com/go/cfn [ZF8) L 9, Cisco.com DT H 7 > MNILEDH VD FH A,
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RADIUS £ch % 7 ¢ L2 5 |
B RADIUS £ BT (L EEORIREMS

RADIUS £h &I T ¢ )L 2 EIEDRMREH

*#H LWRADIUS VSA Z Vi R— M L CWARWH—NIZTF 4 L7 N 77 A VEBIMLARTH

X WEHERHVEST, VoI TFT 47 aF )R E—T 7 AT ONTIE, 2
DRF=2RA OB HD IRADIUST 4 7> aF ) EXRVE—T 7 A LOB] L
TLE&E,

F4LI M) T ANEBINTAULEND DAL, RADIUS U — "N IEHERECH Y . HiL <
ANENT= VSA 2 %5 H T%ég&ﬁﬁbf<tébo

*UE—F 2=V RIA YA LTIPHRAZMILTE 5 X 91T, RADIUS Xy MU —7 38
Attty KTy T T L ENTEET,

RADIUS £hE! T 4 )L A EEDFIFEIE

ZOMRETIIEEDO R A P R—FENTWERA, H—DZ o — L 7 4 L Z FR Y 2
KRFRETE D721 TY,

RADIUS £ # T ¢ )L Z EEIZEHT 515

RADIUS £ 1 7 ¢ L & B PRRSRELIRTIE, A—Lt—/L P Z— (ACL72 & DK —E R
WP U CHRRIERE 2R LT D) 25, BIE O 72 ACL DAL TEE Lz, 20174
IE, V— X O OBER I E LY 52 HAlREMENRH Y £9, ZOMRETIX, ACL EELH O£
HARVEBIR A >k (T4 =) PDEASHET, 74 0% — T, ACL ik ER DEH
A RADIUS UARY R U & LCTHREL =97,

T 4N =R L THEH SN TWA RADIUS 1 — "7 7 & AFRGFEICHEH STV B —o3 &
FIUMNEIDICERRLS, Xy bT—2 T 78R H—s3 (NAS) (7 4 F P — kL THI
DT 7 AERERBELET, FEINTOIUE, NASIE, #Bif2—T 4L 22007 7 AHE
KHDOZ7 4V H =2 T — L LT, 74 VX ID4%EFEHLET, RADIUSH— NF, 7«
V2 1D 44 il LT, access-aceept I B NI B 7 4 V2 ) U IREZRIRE H L LET,

ACLOZ T v —RIZ iﬁﬁﬁ%zﬁétw NAS ECr—Ab X v v a P S Ed, n—
TV Fxy o BICACLADPHET D581%, 7402 F—IZflnabEd 2 L £ Ok
EBERENET,

S

GE) Xyr v aNBEUICRESN TWOIUE, BETRNMNBICHZ ONDITT T, =770, 741
AMUERBEIOZ A YNV A v 22— TREZEINDZ IR0 £, 2t #lHTo
LA, ACLERENTHHAAEN DT TT,

RADIUS 4R/ 1 K
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| RADIUS EchR D ¢ )L 5 B3R
*vvrag®

FrvaiEgE

Ta—s )T 4 VH Xy 2l IR BICACLEZ X 7 n— KL NAS ECHtRrah x4, =0
72, —HiE, WARPIREED RADIUS H— N2kt L CIR U ACL % ETE 2 (r ) & ZR 5 5 4240

ERHD EFHA, 2—PE, KOEENHZENTWVWAERICX Yy v 2d 7T v a2t HNE
NhHYET,

T NUMBLWT T 4 7 a— VZBEMHT BRI, o= > b UICBEEM T B
74Fw&47—ﬁvtykéﬂé(%@iopﬁﬁéhfwé%é)

* T A RIVEERIR Z o T OMIRP I o= b U BSEIBRS D,

= F Xy a2 N BNIRESINIERRBICRE LRI, T4 RV A ~—
DT A RARERCEK IV M BEIRER S,

1 ODFA~—NT_RTOF vy vz o ) OBEBIHEASNET, ZOXA~—F, &KID
Frva T MU DOERBRCBGE S, V7 — SN ETEHICEITEINET, A ~—
OHIFIE, Fv vy aT A RV E A ~—OFRERITIEE S i/ MR EIZHIS L, BoliiRoin
RV ET, A=D1 OV EICL-oT, 2—WE, Fr vz = b T EIZhl~
DEA~—%EHRTIHLENRDH D THA,

A

GE) H—0XA~v—L. XA ~—OHBENOREEICKITET, §50% DX A ~—hi |2 FHH
EREENTVET, XA ~—hiER FIF 5L EHERAEL FTAY 328, HREME T 5 ke
MRBHD FET, Frv v 2 EHICITEMRR Y A IV I RREER N, RERIEA % T AND
VERH Y FT,

LA —BEFEEDOYR—

ZOMEEIZ. IRD 2SO HT A VIZHEARE 3 SO LW X —EH B (VSA) O FR—
FEBE AL TWET,

ca—W a7y A NVOPLR

* Filter-Required (50) : FEEINIZ T 4 VW EZBRONLIRho GBIl a— NV EF T 5
75)2_’_575)6/:1: Liﬁ‘ fﬁj—éiﬂ/\ ’@EI\EZ)) —a—’\vc@nun utFEJ‘\ ijxj‘/
T 47 (AAA) 7 4V Z XY R M)ﬁfz WHINET,

@l —Y Tu T 7 A ILOPLE

* Cache-Refresh (56) : = FMUDBFHLWE Y a oL ENLIT-RICFy v ax
YRUVEEHTENEIMPERELET, ZOBEMIE, cacherefresh =< 2 RIZxfii L
e

* Cache-Time (57) : F v vz 2 bUDTA BV IALT D MBI THELE
T, ZOJEMEIL, cache clear age =~ FIZxfs L E T,

RADIUS #BRLA 1 F B



RADIUS £ch % 7 ¢ L2 5 |
B RADIUS AO&EHE T LA EBORESE

Y

GE) T_XTORADIUS BN, X CHa~vr RIA4 A X—T7 A A (CLI) FELD LB
SnEd,

RADIUS D EHFE T 4 LA BEDEREAE

RADIUS ACL 7 1 LB H—/\DEKRTE

RADIUSACL 7 4 V2 Y —REHMZT BT, Fa—)L a7 4 Xal—2 32 F—RT
WDa<y REFEHALET,

avw Uk B8

AAAFRA]F ¥ v = & RADIUS 7 4 L& H—
NInHD ACLREDHX U a— REFNTL
F7,

*default : 5 7 /L bERA[ U A b,

Router (config) # aaa authorization cache
filterserver default methodlist/methodlist2...]

* methodlist{methodlist2...] : password =~
R R=VIZFFEI N —T— RD 1D,

TA4ILE Ty 1DEHRE

COHEDOWDFNEIHEST, A A A7 4 NVE v v amRELET,

FlEDHE
A4 +—7T Ik

configureterminal

Router(config)# aaa cache filter
Router(config-aaa-filter)# password 0 7} password
Router(config-aaa-filter)# cache disable
Router(config-aaa-filter)# cache clear age minutes

Router(config-aaa-filter)# cache refresh

© NS AR W=

Router(config-aaa-filter)# cache max number

|| RADIUS R 77 A K




| RADIUS EchR D ¢ )L 5 B3R

PP SR - |

FIEDFH
ARV RFERETI3 Y B#Y
ATvT1 ESaZ| Kt EXEC E— R& A X —7 VT LET,
bl CNRAT—=FRE AN LET ERSNEEHE) .
Router> enable
RATFw T2 configureterminal Ju—nN)ary7 4 FXal—ayT— RERBLET,
i -
Router# configure terminal
ATvT3 Router(config)# aaa cache filter | 7 ¢ /L % v v L 2 RELZHANIL T, AA AT A VE a7 X a
L—ya vy = RIZAY £7,
ATvTA4 Router(config-aaa-filter)# EE) 74N b= GEREERIEH SN AT v a v AT —
password 0 7} password REHEELET,
b SN TRV ZAT — R3%ICHiK 2 & 2R LET,
7 IEFIRANAT — RRRBICHS 2L 2R LET,
password : B BALEI TR (Z VT TFAK) RNRAT—R,
GE) RAT— RPBE SN o T2/ 1E. 7 740 k23X
7 — K ( Teiscol ) BAHERZ/RY iﬁho
XTvT5 Router(config-aaa-filter)# cache | ({£&) Fv v 22 EHIC L E T,
disable
ATFvT6 Router(config-aaa-filter)# cache UEE) v ooz PYOHBERSN, v vianzZ T
clear age minutes NBHAI LT BB TIEELET,
minutes : 0 ~ 4294967295 DALE DOfE,
GE) REIMEE SN2 o oA, 7 740 b (140043 (1
H) ) DAY £,
ATvT1 Router(config-aaa-filter)# cache | (L&) Bl kv a VORBEA TRy vy a2 7
refresh LyvalEd, 2oavy NiE, F74L hTAX—7MTho
TWET, ZOBEREZ B2 5121, nocacherefresh =~ K%
EHLET,
ATvT8 Router(config-aaa-filter)# cache | (L&) ¥ v ¥ a2 CRHREOY— SHICHERFCX 2= N U Offixt

max number

BEHIRLET,

number © X v v allEDDHZ ENARRAET L MY OFRKREL, 0~
4294967295 DAEE DA,

GE) BENEE SN o258, 740 (100 b
V) BERY £,

RADIUS #BRLA 1 F B
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RADIUS £ T 1 L2 B

ARV RFERRTI VY ]3]

T4 v aDiESR

Xy via AT —HX AEF T HITIEL. showaaa cachefilterserver EXEC =~ R&ZFH L £,
show aaa cache filterserver =~ > KOV 7V 1 &HRITR LET,

Router# show aaa cache filterserver

Filter Server Age Expires Refresh Access-
aol 10.2.3.4 0 1440 100 ip in
ip out
ip out
msn 10.3.3.4 N/A Never 2 ip in
msn2 10.4.3.4 N/A Never 2 ip in
vone 10.5.3.4 N/A Never 0 ip in

Control-Lists

icmp drop

icmp drop

forward tcp dstip 1.2.3...
tcp drop

tcp drop

tcp drop

GE) show aaa cache filterserver =~ NiZ, $fFED T 4 VI NEBRE-ITY 7L v o S-HE
EERALET, ZOMEEIT, BBRICHERHIND 7 A NVZ ERET HT-OICEEENMEH L E

‘ﬂ—ﬁ

SIS a—TFTa29DEV b+

TANE XX vV a@BED N T I N a—T 4 VT %2 XET HT-9HIZ, debugaaacachefilterserver
¥ MEEXEC 2~ > R%&ffl L ¥, debugaaacachefilterserver 2~ > KDY 7 /VH ) RT3
WZiE, ZORF2 A MOREZHD [Ty ZHNOF) 22 L T 7ZI0,

T4 vy aDEZAR) Y E#E

TANE X o a2k To 2B LI OMEETA12E, RO EXEC 2~<wy R Ly 1 >%fH

L\i‘é—o

avwU R B8

Router# clear aaa cache filterserver acl

FEDT A NEETZTRTOT 4 NLEZD
lfilter-name Xy via AT—HREI YT LET,

Router# show aaa cache filterserver

¥y o ATF—HAEFRLET,
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| RADIUS EchR D ¢ )L 5 B3R

RADIUS b % 7 o Lo sBORES [

RADIUS £h & T ¢ )L Z EE DR EHI

NAS % E

RADIUS H—

RADIUS T

ROBNE, Frvia 74020 THONAS OREFEEZRLTWET, ZO#ITIE, &)
2, =N T N—TD Tmygroup) [ ZHHGE SN E T, IWENRWIGEIL, 7 7 4 /L F RADIUS #—
NIZEFSNET, ZNTHINENRWGAIE, R—IV T 4V EZ IR SNVET, Bk
W2, T AVE BT E R, a—ARZITFANLIET,

aaa authorization cache filterserver group mygroup group radius local none
|
aaa group server radius mygroup
server 10.2.3.4

server 10.2.3.5

!

radius-server host 10.1.3.4

|
aaa cache filter

password mycisco

no cache refresh

cache max 100
|

\DE% 7E 1
WOFIL, NASIZH A ¥Y/LLTWD Y ET— |k —3 luserl] ®H 7/ RADIUS %€ CTY,

myfilter Password = "cisco"
Service-Type = Outbound,

Ascend:Ascend-Call-Filter

Ascend:Ascend-Call-Filter
telnet",

Ascend:Ascend-Cache-Refresh = Refresh-No,

Ascend:Ascend-Cache-Time = 15

userl Password = "cisco"

Service-Type = Framed,

Filter-Id = "myfilter",

Ascend:Ascend-Filter-Required = Filter-Required-Yes,

"ip in drop srcip 10.0.0.1/32 dstip 10.0.0.10/32 icmp",
"ip in drop srcip 10.0.0.1/32 dstip 10.0.0.10/32 tcp dstport =

4 0aF)ERVE—=T7ALILDHI

WOHIE, FLW VSA HOH 7L RADIUS #:E 7 7 A L TT, ZOHITIX, FEET 7 A LN
Merit Y—/ S T,

dictionary file:

Ascend.attr Ascend-Filter-Required 50 integer (*, 0, NOENCAPS)
Ascend.attr Ascend-Cache-Refresh 56 integer (*, 0, NOENCAPS)
Ascend.attr Ascend-Cache-Time 57 integer (*, 0, NOENCAPS)

Ascend.value Ascend-Cache-Refresh Refresh-No 0
Ascend.value Ascend-Cache-Refresh Refresh-Yes 1
Ascend.value Ascend-Filter-Required Filter-Required-No O
Ascend.value Ascend-Filter-Required Filter-Required-Yes 1
vendors file:

50 50

RADIUS iR A1 F i}
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B =1y 5ana

56 56
57 57

TNy T H A
debug aaa cache filterserver =~ > ROV 7V ERIR L 77,

Router# debug aaa cache filterserver

AAA/FLTSV: need "myfilter" (fetch), call 0x612DAC64

AAA/FLTSV: send req, call 0x612DAC50

AAA/FLTSV: method SERVER GROUP myradius

AAA/FLTSV: recv reply, call 0x612DAC50 (PASS)

AAA/FLTSV: create cache

AAA/FLTSV: add attr "call-inacl"

AAA/FLTSV: add attr "call-inacl"

AAA/FLTSV: add attr "call-inacl"

AAA/FLTSV: skip attr "filter-cache-refresh"

AAA/FLTSV: skip attr "filter-cache-time"

AAA/CACHE: set "AAA filtserv cache" entry "myfilter" refresh? no
AAA/CACHE: set "AAA filtserv cache" entry "myfilter" cachetime 15
AAA/FLTSV: add attr to list "call-inacl" call 0x612DAC64
AAA/FLTSV: add attr to list "call-inacl" call 0x612DAC64
AAA/FLTSV: add attr to list "call-inacl" call 0x612DAC64
AAA/FLTSV: PASS call 0x612DAC64

AAA/CACHE: timer "AAA filtserv cache", next in 10 secs (0 entries)
AAA/CACHE: timer "AAA filtserv cache", next in 10 secs (1 entry)
AAA/CACHE: destroy "AAA filtserv cache" entry "myfilter"
AAA/CACHE: timer "AAA filtserv cache", next in 10 secs (0 entries)

ZTDMDSEER

WOIAT, RADIUS 7 ¢ V2 EHICHT 2 2B ER &R LET,

BEEE YZaTFILEA ML
PRI DR TE [Configuring Authorization| H¥EEE Y = —/L,
RADIUS D% E [Configuring RADIUS | BEREE ¥ = — /L
FIR=SrdV [ Cisco 10S Security Command Reference ]

B
Py 24 b
mL -
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RADIUS £ T 1 L2 B

RADIUS &b % 7 ¢ Lo sEOmeER I

MIB
MIB MB®DU Y
L BIRLZT Ty 74—, CiscolOS U U —
A, BT 4—F % vy MBI 25 MIB %
WLTH Y — R4 523, RO URLIZH
% Cisco MIB Locator Z{# ] L £,
http://www.cisco.com/go/mibs
RFC
RFC 24 kIL
L -
SRADTYIZHILYR—F
e L 2y

TAADYR— Web A FTIEL, ¥ Aad
T 7 /) n Vo —IlT D T Ty a—
T A TIERBELTCWERETAE)12, v==
TRV —NVEIZLDETIHEERF T
VY —2%&RMEL TWET,
BEWNOWGBOEX 2 U7 4 HFROHEINE R A
AFT 572912, Cisco Notification Service (Field
Notice 725 7 27 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFMEY —ERTIMATE LT,

VAIADYER— K Web A hDY— T T
T 2T 5%, Cisco.com D —HID I LU
A ]7~ F‘ﬁy\‘g‘?‘d—o

http://www.cisco.com/en/US/support/index.html

RADIUS £ #! T 1 )L 2 EEH DA

AE:

WDOFEIZ, ZOFY 2—/L T LI-HEEICET 2 ) U —AFRERLET, ZOFRIZ, VY7 b
Jx7 V=2 AV TEEREOYR—FREAINTZEEDODY 7 2T VI —AET%
RLTWET, ZOMREIL, 5T B2V RY . ZRLBEO—#HDOY 7 vy =7 U Y —ATH

PR—bSNET,

RADIUS #BRLA 1 F B


http://www.cisco.com/go/mibs
http://www.cisco.com/public/support/tac/home.shtml

RADIUS £ch % 7 ¢ L2 5 |
B RADIUS £ BT (L8 BEOMEERESR

TT Y N7 A =D R— PRIV R YT v =T A A=V OV R— MIET D IEREHER
9% 21X, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 23 5121,
www.cisco.com/go/ctn [ZFHE) L F 9, Cisco.com DT H 7 v MIKLEH D FHA,

% 17 RADIUS £ 81 T ¢ )L 7 BIRDHEREIEIR

HRES )1)—2 HERETRER

RADIUS 517 ¢ v 28 | Cisco I0S XE Release 3.9S RADIUS $EH171 7 ¢ )L & 45 Bk
HelX. ACL OFE & B EZ R
N DT 4 — %l
ALTWET, ZOT7 44
H—NF, £ RADIUS Y
RNV BIOEHRRA &
LCHgELET, =—F1L, 7
g A aryhra—L ) AR
(ACL) 7 4 V& ZAEiy s
HEBEIUORETEET,
ZOBHEICE Y, koI R
PEAE AR SNE LT

aaaauthorizationcachefilterserver.

aaacachefilter. cacheclearage.
cachedisable, cache refresh,
clearaaacachefilterserveracl,
debugaaacachefilterserver,
password,
showaaacachefilterserver,

RADIUS 4R/ 1 K
[ 164 | |
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RADIUS EAP H7R—

Rmmmmwﬁf MERRIZ, = —IZPPPINTD Y T4 7> FRAESF (G E ORGEE & Te)
OWAZAREIZLET, ZOFEFNL, *vy hU—2 TR H—s3 (NAS) TiEH¥aH— b
SRNATH ﬁm%@\#%7%$£7ufnw(aw)%@Lfﬁﬁéﬂiﬁo_®% ENNE
ANENDHINEL, PPPEEFAO I EIEF R T R EZ Y R— 1T 5720 %%&A/ﬁ [ A 5%
e, 7747 MENAS ﬂﬁ%ﬁﬁﬁzgfbto&ﬁmmmw#ﬁ ~ 2R,
=2V — RRAF—72 EFOBIHEAXF—L TRy NT—TIHT D R a—F L5
ADEBIENRT 7B AR CTE £9,

* HERETHHROMERR, 165 X—V

* RADIUS EAP ¥ 7R— bk ORHESME, 166 ~—

* RADIUS EAP ¥R — b DOHIFIFHIE, 166 ~<—

* RADIUS EAP ¥ R— MBI+ A EH], 166 ~—

* RADIUS EAP 7R — FORENE, 167 ~<—

o RTEH, 170 =X—

* FOMOEEEER, 171 RX—V

* RADIUS EAP ¥ 7R— k OMREF R, 173 ~L—

* ug 174 /{b':/v

E

HEEIF IR D MR

CHHOY 7 R 2T UY—ATIE, ZOFEY 22— L THBENETRTOMENYR— FEh

TV EFRY £/ A, BHTOBERER B L OVEE 2>\ TIE, Bug Search Tool 38 X O T H D

T R4 —22BIRNY T =T YY) =D Y Y — 2/~F%ﬂ%bf<ﬁéwo:@%

Vo — /LTIl SN AHERRICET 2w, BLOSHEEAYAR— bV ) —2AD—ElZHoN
TiE, HREEROREZSR LTI ES VN,

RADIUS #iHi 1 K
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https://tools.cisco.com/bugsearch/search

RADIUS EAP + 7K —
B RADIUSEAP 4 K— FdRTIREH

7Ty N7 A —LOYR—FBLOV AT YT N =T A A=V OWR— MNIET L ERE BB
F %121, Cisco Feature Navigator i /] L £, Cisco Feature Navigator (27 7 & 23 % |Z1%
www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 MILEDH YD FH A,

RADIUS EAP H7K— F D HEIIREHE

7 F A7 v ETEAPRADIUS ZA%MLT DRI, IROHX AT ZFITTIHILERHY 7,

*interface 2~ REFHL A VX —T oA A XA TEREL, AV F—T=Af AT 4
Xal—aryET— RNEEEBLES,

* encapsulation =~ RZEH LT, PPP 2 I VBT D720 DA X —T = A AEREL
E3e

IINHDH AT DFEITHIEITHOWTIL,

[Configuring Asynchronous SLIP and PPP| €3 = —/L %
ZRLTIZEN,

RADIUS EAP H7/R— F D #IFIEIE

EAP 7 v & o & — RCTEMEFIC, FERERFRIS KIEIZEE NI 2 a8t b0 £9, 2, ©7
w5®#&fmﬁﬁy%%RMMB#%A_%hféZEﬁ%D\mmws%wﬂﬂgmﬁ&f
DEAP X7 b7 T4 T MIEVERTHLENRHDHT-OTY, I OBINALEITELEDFKRIC

Y E97%, ppp timeout authentication =~ > RZEH LT, 7 7 4/V NORFFEF A LT U Hﬁ%
BTN TEET,

RADIUS EAP H7R— M BT S 1FH

EAP |Z, #FE” =—X (Link Control Protocol (LCP) 7 = —XTCi3/<) TRIv=—hIhd
BELDOFRGEA ) = X D YR — 2% PPP HIORRGET ® b 2L T, EAP 2425 &, JUHO

A VB =T 2 A R LT, Y= FR8=T 4 WOGBFEY —/ & PPP FEOM TT —Z DY Y
WTEET,

EAP DL < #

T 74V T, EAPII7' e ¥ £ — RCETEINET, ZD7H, EAP TiX, RADIUS #—
WCHFET DNy 72 R Y= £/ RADIUS 4 —RZ N LTCT VA TEL RNy 7 R
P— kT DFRFET v A 2%, NASICK - TRIv=— b5 LB TEET, LCPOXK
HarPiZ 7 947 P ENASOM CEAP AR IV = — h &b L, TOBRDOTRTOFRIEA vE—
DIk, 2 T7A T MRy Ty R — ORI TCHERMAICERE SN E T, NASITFEIEY 7' R

EHEEE LRV ET, DFED, NASIZTT X b LTHEREL., VUE— b T TEAP X v
’E_y%%{g L/jz\jﬁo
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| RADIUS EAP 4 7K—
wL<yr—ranr-EE I}

A

GE) EAP|X, B—H NV E— RTHLEITTEET, TDOHAE. &~ a i3 Message Digest5 (MD5)
T3 Y X LEEH L CEREEE 4L, Challenge Handshake Authentication Protocol (CHAP) & [A]
URREL—/WZHEVWE T, ey B— FEZEYIC L Tr—H /L TRIET DI2IE. ppp eap
local =~ RZEHT20E N H Y £,

HLLHR—FEShi-EHE

RADIUS EAP # 7R — MEEETIZ. kD RADIUS BHEOYR— F23BIMENTWET,

&5 IETF B 1% Bl

79 EAP-Message PPPtype. request-id, length, 3
L WVEAP-type D& 7 4 —/L K
ZETEAP A vE—TD 1D
DT Z T A b TeMEL
35

80 Message Authenticator A B DIE LI M AR
AELET, BT = v 7P A
fEo TRESINIZTXTO
Avb—UiF, BEHENDHZ L
R W CHEESNE T, 20
JEPEIZIX, RADIUS ZR & 7213
ISEA =T RO
HMAC-MD5 F = v 7 % L3 &
FNTEBY, F—& LT
RADIUS #—" v —7 Ly |
DER S NET,

RADIUS EAP H7/R— FDERTEHE

EAP D% E
TDHAT HEFEITLT, PPP AT BIALHIZREESNTZA X —T7 =24 A FLTEAP R ELF
£

RADIUS #iHL 5 1 K
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B erozns
FIROWE
1 4&—Tit
2. configureterminal
3. pppauthenticationeap
4. pppeapidentitystring
5. pppeappassword [number] string
6. pppeaplocal
1. pppeapwait
8. pppeaprefuse [callin]
FIEDFEHE
ARV KRFERETI VY B#)
ATvT1 4 =TIk FiHE EXEC £ — R& A 2 —7 /T LET,
. *R2T—FEANLET GERENEHD) .
Router> enable
ATYT2 configureterminal Jua—syLar7Z 4 Xal—ar T RERBELET,
i
Router# configure terminal
ATvT3 pppauthenticationeap FORE7'm a3 LTEAP AN LET,
1 -
Router (config-if) # ppp
authentication eap
ATy T4 pppeapidentityszring (EE) ET7hbLERENTEEDEAPID ZfE L £,
£
Router (config-if)# ppp eap identity
user
ATV 75 pppeappassword [number] string ({EE) ETRGEM D EAP NA TV — FaRE L ET,
Zoawr RN , 7 T7A4T Y N ETORRETHLERH Y
i - £
Router (config-if) # ppp eap password
7 141B1309

RADIUS 4R/ 1 K
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eapoie [l

AR RFFERERETO VI Y

S]]

(f£&) RADIUS Ny 7 o K Y —_EFEHT 5DV IC
0—ANVCRIELET, ZUIT 74/ FORETT,

GE) ZDa< R, NAS ETOHRRETHLEND
D E9,

ATvT6 pppeaplocal

&1

Router (config-if) # ppp eap local
ATvIT pppeapwait

151

Router (config-if) # ppp eap wait

EE) BEEVPEDHH ZRINCGEIET D202 Fr% L £
T, T7F/NVITIHEH, Z7I7AT 2 FOFNREEZF L LI
BOoBEEERIEL T,

GE) ZDa<wy KX, NAS FCTORRET DLEND
nE£7,

ATv78 pppeaprefuse [callin]

&1 -

Router (config-if) # ppp eap refuse

(f£&) EAP ] L7-iGEA2 & L £ 9, callin¥—7 —
RRENZ 72> TNDEET, BEI—INVOLEDPHIESNE
A,

GE) ZDa<r it NAS FCOLHKET HHLEND
D E£9,

EAP DR

7547 NERIZINAS LD EAP R EE MR T HITIE, FFEEXEC 2 7 4 F=2b—T g v
F— RTHRDOa~vwr oLl b 128 HL £,

avU R BrI
N—BDT 7T 4 7HBHMIET HIEREER R L
Router# show users F4

Router# show interfaces

N—BFEZIT 7B A P—RTREENTND
TRCDOA v H—T oA ADREHEREF R L
iﬂ‘o

Router# show running-config

AL TWARENRFI T2 74 Falb—T7
VO—EE LTERRINNTWND I LR LE
j‘o
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B =

&% 7 151

725472 LEDOEAP O—HJLERTEH
WOBNL, EAP HICREESNTZ7 FA T OV T ILRETT,

interface Ethernet0/0

ip address 10.1.1.202 255.255.255.0
no ip mroute-cache

half-duplex

|

interface BRIO/0

ip address 192.168.101.100 255.255.255.0
encapsulation ppp

no ip mroute-cache

dialer map ip 192.168.101.101 56167
dialer-group 1

isdn switch-type basic-5ess

ppp eap identity user

ppp eap password 7 141B1309

|

!

ip default-gateway 10.1.1.1

ip classless

ip route 192.168.101.101 255.255.255.255 BRIO/0
no ip http server

|

dialer-list 1 protocol ip permit

NAS M EAP 7' O %< % E 5
WOHIIE, EAP 7 X 2HT 5 L IR ESI NI NAS OV T IILEETT,

aaa authentication login default group radius
aaa authentication login NOAUTH none

aaa authentication ppp default if-needed group radius
aaa session-id common

enable secret 5 $1$x5D0$cfTL/D8Be.34PgThdGdgl/
|

username dtwb5 password 0 lab

username user password 0 lab

ip subnet-zero

no ip domain-lookup

ip host lab24-boot 172.19.192.254

ip host 1lb 172.19.192.254

|

isdn switch-type primary-5ess
|
controller T1 3

framing esf

linecode b8zs

pri-group timeslots 1-24

|

interface Ethernet0

ip address 10.1.1.108 255.255.255.0

no ip route-cache

no ip mroute-cache

|

interface Serial3:23

ip address 192.168.101.101 255.255.255.0
encapsulation ppp

RADIUS 4R/ 1 K
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dialer map ip 192.168.101.100 60213
dialer-group 1

isdn switch-type primary-5ess

isdn T321 0

ppp authentication eap

ppp eap password 7 011F0706

ip default-gateway 10.0.190.1
ip classless

ip

no ip http server

dialer-list 1 protocol ip permit

zonszas W

route 192.168.101.0 255.255.255.0 Serial3:23

radius-server host 10.1.1.201 auth-port 1645 acct-port 1646 key lab
radius-server retransmit 3
call rsvp-sync

mgcp profile default
|

line con 0

exec-timeout 0 O
logging synchronous
login authentication NOAUTH

line 1 48
line aux O
ine vty 0 4
lpassword lab

ZTDDNSEER

WK ODOIET, RADIUS EAP V7 — MERRICET 2GR 2/ LE T,

EEIEE

X=-aF7ILAR3A LI

R
Al

AAA % L7z ppp BRED

[Configuring Authentication| £ = —/L,

RADIUS O E

[Configuring RADIUS | £ = —/L,

PPP O T

[Configuring Asynchronous SLIP and PPP| &
i>:1‘*/VO

TAXYN T /ay—avy R

[ Cisco 10S Dial Technologies Command
Referencel]

xR TFT 0 avw R

[ Cisco I0S Security Command Reference]l
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B zotoszay

R
R 24 ML
L -
MiB
MIB MB®DU Y
L BIRL7ZTT Y b7+ —2A, CiscolOS U U —
A, BEXOT7 4—F v &y MZBT 5 MIB &
LTH U m— T 5213, KO URL IZH
% Cisco MIB Locator Z{# L 9,
http://www.cisco.com/go/mibs
RFC
RFC 24 kL
RFC 2284 [ PPPExtensibleAuthenticationProtocol(EAP)
RFC 1938 [ 4One-TimePasswordSystem ]
RFC 2869 [RADIUSExtensions

SRADTHZAIL YR—+

BLL] s

TAIADYER— P Web ¥4 FTlE., A2z | http://www.cisco.com/en/US/support/index.html
LT 7 /a V=BT DL R T Ty a—
T A TICRBELTCWERETAE912, v==
TARY = NVEIIUDETHEERA T A
VY —2%RME L TWET,

BEWOREOEX 2 U 7 ¢ EHRSCHINE H %
AFT 572912, Cisco Notification Service (Field
Notice 75 7 27 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R O —ERTIMATEET,
TAADYR— K Web A hDY— T I
t 24 BE. Cisco.com D —HID 3 LU
AT — RRLETT,

RADIUS 4R/ 1 K
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|  RADIUS EAP 47—
RADIUS EAP i— FoigaeiEs [l

RADIUS EAP 4 7R— b DHEEETEER

ROFIZ, ZOFY2—/LTHHLEEICET LY ) —AFRE R LET, ZOoRET, Y7 h
=7 VU= bbA U THEEOY R — P EASNIZEEDY T by =T V) —=RIZT%
ARLTWET, ZOMEEIL, FrICE D BNRWIRY . 2RO —#DOY 7+ v =7 U —ZThH
PR—-FENFET,

7Ty N7 A —LOYR—FBLOV AT YT N =T A A=V OWR— MNIET L ERE BB
F % 121X, Cisco Feature Navigator i/l L £, Cisco Feature Navigator (27 7 & 23 %|Z1%
www.cisco.com/go/cfn [ZF8) L 9, Cisco.com DT H 7 MILEDH Y FH A,

£ 18 : RADIUS EAP H7R— + DHLREIEIR
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