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B Cisco TrustSec SGT Exchange Protocol IPva ()38 7 75 3%

T TAT VT AT A T77AT U —iE, BIEO1DIZSGTRH D, HEINTZARY —I2k
ST, ZELEIP Ay y MR —Z@EA L E9,

2. %y bD—5 £{K0D CTS-SXP SGA ZBPF 538/ 8 R

SGT (120) Marketing servers

CTS-SXP /
= CTS-5XP

SGA to Name Binding

| Secuirty Group Name Secuirty Group Tag |

| mktg-servar 120 |
mklg-corp-users 006
| mkig-corp- |
mkig-contractor 080
[_miig | .
l corp-servers 090 | B

Cisco TrustSec SGT Exchange Protocol IPvd D% E A%

CTS-SXP O EXE

FIEDHE
1. 42— ik
2. configure terminal
3. ctssxpenable
F D 48
AU RFERETOVa Y E]:g]
ATv T A4 2= FiME EXEC E— R& A X —7 M LET,

[l [CiscoTrustSec XA v F A>T 4 FalL—ariiA Kl
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CTS-SXP E 7 D& [ |

ARV KRFERETIVaY B
*CNAT—REANLET (FERSNEES) .
i) -
Device> enable
RTFw T2 configure terminal Ja—N)Lary7 4 Fal—ay ET— RERELET,
i -
Device# configure terminal
ATvT3 ctssxpenable RIE SNTALE O B 7 #ktIxt LT CTS-SXP ke & Ak L
£7.
: (B CTBESRESNTOS L ERRLET, £
Device (config)# cts sxp enable BB TEIN TV WEES . CTS-SXP ¥kt 137

o EITHELTE A,

CTS-SXP E 7 EHNDETE

)

CTS-SXP BTt M DT /NA ATHRETDHDVLENHY T, —HDOT A AFAE—H—
T, I OFT AL A FY A F =20 FEF, RAT— ME#EAEA L TS, HTET
RIZR C/NAT— REZfEH L T 7ZE 0,

G¥)

FIEDHEE

T 7 F )V h D CTS-SXP E[FICIP 7 R U AMERE SN TWRWEAIZ, $#iD CTS-SXP %415
T RLAZZ|E LW E . Cisco TrustSec Y 7 M7 = TIIEEFEO 2 —H /L IP 7 KL A D
CTS-SXP BT IP 7 FL A &AL ¥4, CTS-SXP #ELIP 7 KL Ak, /L—Z M BEAHA
IND TCP #i Z L IC R DG AR H Y 7,

L 4x—Jik
2. configureterminal

3. ctssxpconnectionpeeripv4-address {source | password} {default|none} mode {local | peer} [[listener
| speaker] [vrvrf-name]]

4, exit
5. showctssxp {connections | sgt-map} [brief | vrfvrf-name]

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i
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FIE
aAv U RFERET7TIVa Y E):y
ATvT1 ESaZ| ¥t EXEC E— R& A X —7/WIZLE T,
bl CRAT—=REANLET FERINZHE) .
Device> enable
ZAFwF2 | configureterminal sa—s b ar7 4 Xal—vary ET—RNERBELET,
11 :
Device# configure terminal
RFwF3 |ctssxpconnectionpeeripv4-address |CTS-SXP &7 7 KL AEkia RE L F T,
{source | password} {default| none} g . .
mode {local | peer} [[listener | Sourci‘%ﬁ v—F L‘li% RIL7 /3 A A0 Ibvd 7 Rl %?Eﬂi_lii
speaker] [Vrfv]f_name]] To :]%7%}%77 ]\\‘ |2 Z)“*E‘/\:.Eéﬂ‘(l/\fcﬁb\%/ﬁ\\ :7:\72}</I/ ]\ 0)%1%71:77
FLZ (RESNTWDIEHE) . IR —FO7 FLRZMAL
151 : El
Device (config)# cts sxp password ¥ — U — R|ZJ%, CTS-SXP CHftiZfEH T 5/32A U — K
nnection r 10.20.2.2 b= p ° 3 SN
;Zssigrdodegiilt mode local %*E’E Lij‘o &0)21‘7 VA BhY iﬁ‘o
speaker * default : cts sxp default password =~ > FZ{Eff L TE&E L7
T 7 4 N CTS-SXP /XA — R&EMHH L £,
*none : /XA T — RiFfEHLEHA,
mode ¥ — 7 — RTiX, VE—FMET TS A0 — LEZHRELE
R
*local : FEE L7=F— Nidu—b/L T34 2B L $7,
*peer : FRELTZE— NIIETY T4 A2 ML ET,
*listener : Z D7 /A ADREERHEDOBRICY A F—I272 0 £,
* speaker : #EHEOBRIZZ DT NA APRAE = —I272 0 £7,
ZHET 7 4V h T,
F7Traro vt ¥ —U— KTk, E7ICx4 5 VRF #fE L E
T 774/ MEIT 7V VRF TT,
ATy T4 |exit Ja—sar7 4 Xal—vay B— RET L, K EXEC
F—FIZREY 7,
11 :

Device# exit

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
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F 4L kO CTS-SXP /SR T — KD [ |

ARV RFERRTI VY

S]]

ATvT5

showctssxp {connections | sgt-map}
[brief | vrfvrf-name]

1 -

Device# show cts sxp connections

(7> ay) CTS-SXP DAT—XF R LffihFr LET,

FIAIL FDCTS-SXP /N X T — FDETE

FIEDHEE
1. £x—TLit
2. configureterminal
3. ctssxpdefaultpassword[0 | 6 | 7] password
4. exit
F IR D 8
ARV RFERRETI Y B8
ATv 71 4 r—T Ik FiME EXEC E— R&A X —7 /LT LET,
Bl - AT —=REANLET (BERSWIZER) .
Device> enable
2Ty T2 configureterminal sa—/N\)Lary7Z 4 Xal—vary E— REfBLET,
i -
Device# configure terminal
ATv73 ctssxpdefaultpassword[0 | 6 | 7] CTS-SXP DT 7 4/ b NAT—RERELET, 7 V7 TF

password

51 -

password Ciscol23

AR 2T —FR 0&FERTIZNFT T arl) £-E3EE
(XA T— R (6FIZTH T a vzl 2 ANTEXES,
INAT — RO KEIL 32 LFTT,

Device (config) # cts sxp default | () 574 )L kT, CTS-SXP ILEROL v b7 v 7H

IZNAYU— REFHALETA,

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i
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ARV RFERRTI VY

E[:b)

ATv74

exit

51 -

Device# exit

sua—s )L ar 7 4X¥al—ary B— REKRT L. FE
EXEC £— RIZEY 7,

TI4IL E®DCTS-SXPEETIP 7 FLADERTE

FIEDHE
1. 4 x—7J)ik
2. configureterminal
3. ctssxpdefaultsource-ipsrc-ip-addr
4, exit
FIEDEFH
AU RFERETIVa Y =]:g]
ATv 1 14 +—T Ik Rt EXEC E— K& A Rr—7 /M LET,
. cAAT— REANLET (ERSHEHE) .
Device> enable
2Ty T2 configureterminal Ja—) ar 7 4 Fal—aryET— RNEEEBLET,
&1
Device# configure terminal
2Ty T3 ctssxpdefaultsource-ipsrc-ip-addr CTIS-SXPF 7 /L FDEETLIPT RLAZRELET, Zh

Bl :

Device (config)# cts sxp default
source-ip 10.20.2.2

WX, BETLIP T RLABEESIN TWHWARNTRTOH LW

TCP #ftiEH SN ET,

G¥) T 7 )V h®DCTS-SXPEEILIP 7 KL ANERE S
NTWa5E6L, BEFO TCP it T2 L 4
/\-/O

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]



| Cisco TrustSec SGT Exchange Protocol IPv4

crs-sxp oarBEoze [

AT FEREERTO VI Y

B

ATv74

exit

&1

Device# exit

sua—)L ar 74X al—ay B— REKRT L. FE
EXEC £— RIZEY £,

CTS-SXP O EIZHARI DX E

BT N CTS-SXP #5275 &, WEAR—/V RE T XA ~—0BBEN £+, NEHA—/L
RE T B A<= T T HRICET NEEET 5 &, CTS-SXPEmHIM X A ~—2Bla I E
9, CTS-SXP IRl # A ~—nN7 77 4 772, CTS V7 b = 7 ILpiElO#ER T8 L=
SGT~y B>/ = U ZRFFL, Whe= FY ZHIBRLET, T 7 4/0 MEZX 12080 (243)

T, CTS-SXP #HImHHf % 0 Fbi
_XToOTr MU DBHIBRENET,

CRET DL, AA~—DBT =T M2 | FiEIOEER DT

FIEDOBE
1. f2—T ik
2. configureterminal
3. ctssxpreconciliationperiodseconds
4. exit
F gD 8
ARV RFERERETIVa Yy ]3]
ATv 71 42—k ¥t EXEC £ — R&E A X —7 VIZLET,
bl - CNRAT—= R AN LET (ERENLEHE) .
Device> enable
ATy T2 configureterminal ra— b ar7 4 Xal—varET—RNelhLE
—j—o
il -

Device# configure terminal

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i
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AU RFEEET7I 3y

B8

27w T3 ctssxpreconciliationperiodseconds CTS-SXP18If & A v — 2 HAN CTEE LE T, X
0 ~ 64000 T9, T 7 #/V M 120 TY,
1
Device (config) # cts sxp reconciliation
period 150
ATv74 exit Ja—s)arZ Xal—var - REKTL,
HrtE EXEC =— RZBA L £7,
1 -

Device# exit

CTS-SXP BE1TEAR DR TE

CTS-SXP FRfTHIMIZ L 5T, CTS V7 7 = 725 CTS-SXP ¥ & FakA T+ A BN E D F
9, CTS-SXP HERL DS IER ITHESL S o 12854, CTS YV 7 b U = 713 CTS-SXP FHa T8I ¥

A = — DR TIRIT, BT 72 OENL &

HITLET, T 740 MEIZ 24T, CTS-SXP HakfT

W2 O ICERET D & 4 A ~— T2 Y | BdiaiT S EE A,

FIEDHEE

L | 2 |

2. configureterminal

3. ctssxpretryperiodseconds

4. exit
F g 48

ARV RFEREETI 3y B#Y
ATv71 42—k Fi#E EXEC £ — Fa A 2 —7 /LT LET,

. AT = REANLET @ERINZHS)

Device> enable
ATy T2 configureterminal sua—ar7 4 X¥alb—ary - REBLE

¥
il -

Device# configure terminal

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
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IPESCTORYEVSEREX Y TF v T 5 Syslog DR I

ARV RFERRTI VY

B

ATvT3 ctssxpretryperiodseconds CTS-SXPH#RfTHX A ~—RHEMA CRELET, #HIT
0 ~ 64000 T3, T 7 /L ML 120 T,
51
Device (config) # cts sxp retry period
160
2Ty T4 exit Jua—sar7 4 Xalb—varE—REKTL, §
e EXEC £— RIZREY £,
1

Device# exit

IPLSGTDYYE VI EREX v JTF v 9 5 Syslog DIERK

FIEDHE
1. A2—T ik
2. configureterminal
3. ctssxplogbinding-changes
4. exit
FlgD M
aAv U RFEREET7TIVa3Y B#
ATv I 14 =TIk Fite EXEC E— R& A X —7 /LT LET,
. " RAT—REANLET ERINEHD) .
Device> enable
2Ty T2 configureterminal sua—s ) ary7 4 Xal—vary T—FERBLET,
i -
Device# configure terminal
ATvT3 ctssxplogbinding-changes IP L SGT A Vv REEOuX U 7 H2HMNTHE, IP & SGT

1 -

Device (config) # cts sxp log
binding-changes

NA T 4 T OET GEM, HIBR, £F) B3EAETHUNC
CTS-SXP @ syslog (sev 5 syslog) 2EMRINET, ZHHDE
X CTS-SXP Hift CHE SN TN E T,

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i
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B 20T LT 72ROV —2R—R K= T7ATI4—LDI TR T v TOEE

ARV RFERRTI Y

Sl

GE) ZonX U IHREX. TV N TIET =TT
o TWVWET,

ATv74

exit

1 -

Device# exit

rua—r ) ar 7 4 Xal—3igrE— REET L, FrHEEXEC
E— NIZREY £7,

Xa)FT4 GIL—TTFTIOERADYIY—2R—RAKRKY—T747F
DA —ILDIZAIYTD

TDHATEEITLC, X2V T 4 IA—FTI7EA (SGA) V—rRXR—ZA R — T7A
TIOF—=NDEXy NT—7 NTFT T4 TR TDHEODITA TR ELET,

Y

GE)

FIEDHEE

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]

Dl LB 1 ODOFIREFATT DLERH Y £7,

S R—RA T AT T F— VRV —F, T4V EZ) TN xa )T 40 IA—7 27D ID
PHERALET, V= R_R—R T AT T — LK) —TlF. RV —L—FHTA2DIT. v
v a Y EFRLIZRO/NAT y FORBTE, ZOT7m—0O%it 7y ME BRESNIRY ¥—
WNDOTZ 4 HE—FLEFAN, Byvar LITEE-HLET, %37y MIBEET 2 5E
BT, MBET 7 ar0—E e LTEFTINET,

4 +—T Ik

configureterminal

group-objectname
descriptionfext

exit

© o NS RN =

object-group securityname
security-group tag-idsgr-id

class-map type inspect [match-any | match-all] class-map-name

match group-object security sourcename

10. match group-object security destinationname

11. end

12. show object-group [name)]
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EX1YTFA TL—TFFHIERAD Y=V R—R K S— T7 LT I+—LDI SR T v TDHE [ |
FIE D
AU RFERET7TIVa Y EL:Y
ATvT1 A4 x—T Lt FiME EXEC E— R& A R—7 MICLET,
- *NATV—=REANLET (ERENEHR)
Device> enable
2ATFY T2 configureterminal Jua— L ar7 4 Xalb—vary E— RERHBLE
j—o
1 -
Device# configure terminal
ATv73 object-group securityname FTVx b TN—TEER LT, FEOL—FEIT
T RFRA L INORETDH NI 74y 7 2REL, &
1 T NIN—=TDTAT T 47 4 F—FRIZADE
Device (config) # object-group security 1f°
myobjectla
ATvT4 security-group tag-idsgr-id SGTID HEESZMHHLT, ¥X2UT 4 FI—T DA
N—=yy TEBELET, ZOFFIL1~65535TTZ
1 - Davy REf+TsE, #HEOEX2 T 0 71—
Device (config-object-group) # %?EEVC% ij—"
security-group tag-id 120
ATvT5 group-objectname (A7 ay) RAMEINEEZRE, 22— T L—T0
AATIHRELET, Zoa~vr REERTDE. K
i : DFRANENTz2—Y TN—TEHIFETEET,
Device (config-object-group) #
group-object admin
ATvT6 descriptionext (FA7varv) ¥Xa U7 4 ZV—TICHT HIFHREE
#TLET,
i
Device (config-object-group) #
description my sgtinfo
25y F1 exit ATV NIN=T TAT T 4T 4 T—FEKT
L, ZJu— b ary7 4 Xalb—i g — RefiAL
£ 7,
Device (config-object-group)# exit

[Cisco TrustSec X4 v F A>T 4 F¥aL—>3a>HA Kl
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B c52U74 T—T 79RO R—Z K o TP AT+ — LD — T v TOIER

ARV FEEETIVa Y EL:Y
ATvT8 class-map type inspect [match-any | LAYIERIFIVATYA4ORES AT VT A~y THE
match-all] class-map-name WL, 792~y Far7 4¥al—arE— K&
BLUET,
1 -

Device (config)# class-map type inspect
match-any myclassl

ATFvT9 match group-object security sourcename |tx =175 4 FNA—THNHOZ—FNEDRNT T 4 v 7 &
—HEHET,
1 -

Device (config-cmap) # match group-object
security source myobjectl

ATv 710 match group-object security X 2VTF 4 IN—THNOL—FD T T (w7 b —F
destinationname XHFET,
fA)

Device (config-cmap) # match group-object
security destination myobjectl

ZFv TN end IRy T ALy T 4 ¥ab—arET— REKTL,
FpbE EXEC E— RABAM L ET,
1 :
Device (config-cmap) # end
2T 12 show object-group [name] (AFvay) ¥_XCoa—YF I—Toarso V%
FRLET, 73 & LT, name 51T 2
i - L I N—TDIFRNRRINET,

Device# show object-group admin

tXa)T4 GIN—T TF7IOADYY—R—=XAKR)—T74A47F
DA —ILDRY) — <y TOERL
TDEARTEFTLTC, V—r XTI D, X274 I—7 T 278X (SGA) V—
VR—A RV =T AT U= NDORY — T EERLET, . ZTOXRTIT, &
X2 T4 =BT AA A =T 2A ALET, ¥Xa VT 4 JV—T %7 (SGT) X#7 o
hab (SXP) F/2R2 4 & NG 74 v 7 EEMET DAL, TAT T AT 4 774 T U —
)V (IDFW) ZEELET,

[CiscoTrustSec R/ v F A T4 FXxalL—arvhHA Kl
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tF2UT A T—TFOERDY—VR—Z RKY o= T714794—LOK)o— <y TokR I}

FIEDHEE
1 4&—Tit
2. configureterminal
3. policy-maptypeinspectpolicy-map-name
4. classtypeinspectclass-name
5. inspect
6. exit
1. zone-pair securityzone-pair-namesourcesource-zonedestinationdestination-zone
8. service-policy type inspect policy-map-name
9. end
10. interfacetypenumber
11. zone-member securityzone-name
12. cts manual
13. no propagate sgt
14. policy static sgtrag [trusted]
15. exit
16. show policy-map type inspect zone-pair session
FIE D
ARV NFERERETIVa Yy B#)
ATV S| FHEEXECE— F&A X—7 M LET,
71 . .
. C SRRV FEASLET (@ERSH
o 725E) .
Device> enable
ATy configureterminal Ja—\)Lary 7 4 Xal— gy E—
72 NZBitn L £,
i -
Device# configure terminal
ATY policy-maptypeinspectpolicy-map-name LAY 3 ERIILA Y 40MEX A7 K
73 Vy— <y 7w Fl LET,
1 : . . .
RV —~wy T arZ 4 Xalb—
Device (config) # policy-map type inspect zlz2-policy g >/43~—}¢%fﬁﬁﬁél,§2?fo
ATy classtypeinspectclass-name T arvERITTANEBON T 7 4>
74 7 (77 RA) ziEEL, R v—~<v7
i JTA a7 4X¥al—varyE—FE
Device (config-pmap) # class type inspect cmap-1 Eﬁﬁél/ﬂiifo

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i
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XAV TA TN—TFTIOERADI =V R=ZXKY = T7AT2x—LDRY — Ty TOERK

ARV RFERRTI VA Y

Sl

Ty inspect Rry b A VAT g v ERELE
75 R
i -
Device (config-pmap-c)# inspect
& exit R —~vF I F2arT7 4Fal—
76 varE—REKTL, Je—Lay
i - 74¥al—var E—FEBMLE
Device (config-pmap-c) # exit 7r°
ATV zone-pair V= XTEERL, B X2 VT 0V —
7 securityzone-pair-namesourcesource-zonedestinationdestination-zone | - = 7 s X 4 L —3 g L F— A2 LG
LET,
- G RUT—Z#EATHITE V-
Device (config) # zone-pair security zlz2 source zl destination X7 %%’)}‘fﬁ"g’*é%\gﬁx&) RS
22 —g—O
2Ty service-policy type inspect policy-map-name TrAT U F—NRY — vy TRk
78 V= XTI L ET,
i : Gx) = DT RITHRY —Ri%
Device (config-sec-zone) # service-policy type inspect ﬁiéﬁ*Liﬁb\%%é§\ h‘§t7‘{ v 7
z1z2-policy?2 XT 7V TRy SiLE
h@‘o
ATy end X274 V= arv 4 Xal—
79 YarE—REKTL, Fe— L ay
i - T4¥alb—var E—FEBMLE
Device (config-sec-zone) # end Tro
ATY interfacetypenumber AVE—=T A AEREL, A1 F—T =
710 A A7 4FXal—varE— &M
11 WBLET,

Device (config) # interface GigabitEthernet 0/1/1
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tF2UT A T—TFOERDY—VR—Z RKY o= T714794—LOK)o— <y TokR I}

ARV RFERRTI VA Y

S

ATy zone-member securityzone-name A B —T oA A EL-EX=2) T4
71 = AZEID Y TET,
i - GE) AE—T A REtEF2l
Device (config-if)# zone-member security Inside 5“4 \/“_‘/0)){ ‘//\‘—(lbf:j}%
A TENZERR A 2 —
T A A& BT 5T XTO b
7747 QV—Z5D K7
T4 7 EIIN—ERED b
T77 47 %R) X T4
NMETReyZYENnEd, b7
TA I INAE—T oA Xl
WD, V= ERY —
DRI D — 2 T O—HEBI
THLENDY £, AU —
DRI T4 &dFa$5 &,
N7 4 TITEDA L —
T A A BB TEET,
ATY cts manual Cisco TrustSec Security (CTS) SGT &k &
712 HEk DA v B —T A AEFE L, CTS
1 - FEIf L HF—T oA R AL T 4 F a2l —
Device (config-if)# cts manual var E'— }‘%F}ﬁﬁé‘bjﬁjﬂo
ATY no propagate sgt CTSA X —T7xA AT LA¥2DSGT
713 miEZ ML L ET,
51
Device (config-if-cts-manual) # no propagate sgt
ATy policy static sgtzag [trusted] SGT DIEFEM A ERT 27 /& Ty
714 FEfERALT, CTS®XFa VT 4 71—
K TDAZT 4 v VRFR Y —%FE L
Device (config-if-cts-manual) # policy static sgt 100 trusted 357f0
AT exit X2 VT4 V= ar7 o ¥al—
715 va v E— REET L, 5k EXEC £—
1 - F&BRiG L E7,
Device (config-if)# exit
ATy show policy-map type inspect zone-pair session (F7F>ay) BESNEY—2 70
716 RV =~ TV r—va U REKA

1

Device# show policy-map type inspect zone-pair session

TYERL & 4172, CiscolOS A7 — k 71X
oy b AVARI Vg arwR
i_\‘biﬁ‘o
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ARV RFERRTI Ay E]:g]

GE) I IR T T 4—)L RO TIZ
FoRINDEHIL, BEBHLA
TI74 T DRIETDH T
T4 DNTT 47 L—F
(By M) T, Bty b
Ty b— bR EFICEL .
L— IR EN DDA v
B — )bl o TRV
Ty NT v L— NBFRET D
Lo abrE . BRiciT 5 8%
DHHT—HIZFREINEH
oo

1 -

WO %1%, show policy-map type inspect zone-pair session 2~ > NIZ K> CERIND, 5E

SN = RXTORY Y —~ T T TV — g UBNEKRTER SN, CiscoI0OS 27— b
TNy b AR gy By a AT ABERERLET,

Device# show policy-map type inspect zone-pair session

Zone-pair: in-out
Service-policy inspect : test

Class-map: test (match-any)
Match: group-object security source sgt
Inspect
Established Sessions
Session 113EF68C (192.2.2.1:8)=>(198.51.100.252:153) icmp SIS OPEN
Created 00:00:02, Last heard 00:00:02
Bytes sent (initiator:responder) [360:360]

Class-map: class-default (match-any)
Match: any
Drop (default action)
310 packets, 37380 bytes

Cisco TrustSec SGT Exchange Protocol IPvd 0D 5% 7E /5

3l : CTS-SXP E 7 &£ 1 r— T ILIL LR TE

RIZ, CTS-SXP # A 1 —7 /LT L, Device A (At —7—) T Device B (J AF—) ~® SXP
E T A R ET DBl R LE T,

Device# configure terminal

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
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Bl €£F1)Ta TN—TFFHERRAD =V R—ZARYS— T7 LTI+ —ILDH [ |

Device A(config

( ) cts sxp enable
Device A(config)

( )

( )

#

# cts sxp default password Ciscol23
Device A(config)# cts sxp default source-ip 10.10.1.1
#

Device A(config
KIZ. Device B
i—\‘ L i —é‘o

cts sxp connection peer 10.20.2.2 password default mode local speaker

J ZF—) TDevice A (AE—H—) ~D CTS-SXP V"7 ikt & ik &4 %l %

Device# configure terminal

Device B(config)# cts sxp enable

Device B(config)# cts sxp default password Ciscol23

Device B(config)# cts sxp default source-ip 10.20.2.2

Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener

WIZ, CTS-SXP #:f5i & 327/~ 7 5 show cts sxp connections =~ > FOH il 2~ L E 9,

Device_B# show cts sxp connections

SXP : Enabled

Default Password : Set

Default Source IP: 10.10.1.1
Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer IP : 10.20.2.2
Source IP : 10.10.1.1
Conn status : On
Connection mode : SXP Listener
Connection inst# : 1

TCP conn fd HE

TCP conn password: default SXP password
Duration since last state change: 0:00:21:25 (dd:hr:mm:sec)
Total num of SXP Connections = 1

X2 )F4 GIN—TTFHOEADY—2R—RXAKRKY)—T74

T oA—ILDETE

WO, SGA Y —v X=X R — T 7 AT T4 —NDITASy T LR v— < T DK
EERLET,

Device (config) # object-group security myobjectl
Device (config-object-group) # security-group tag-id 1
Device (config-object-group) # exit

Device (config) # object-group security myobject2
Device (config-object-group) # security-group tag-id 2
Device (config-object-group) # exit

Device (config) # object-group security myobject3
Device (config-object-group) # security-group tag-id 3
Device (config-object-group) # exit

Device (config) # object-group security myobject4
Device (config-object-group) # security-group tag-id 4
Device (config-object-group) # exit

Device (config) # class-map type inspect match-any
Device (config-cmap) # match group-object security
Device (config-cmap) # exit

Device (config) # class-map type inspect match-any
Device (config-cmap) # match group-object security
Device (config-cmap) # exit

Device (config) # class-map type inspect match-any
Device (config-cmap) # match group-object security
Device (config-cmap) # exit

Device (config) # class-map type inspect match-any
Device (config-cmap) # match group-object security

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i

myclassl
source myobjectl

myclass2
source myobject2

myclass3
source myobject3

myclass4
source myobject4



TrustSec SGT D LHE : L2SGT DA ~

Device (config-cmap) # exit

Device (config) # policy-map type
Device (config-pmap) # class type
Device (config-pmap-c) # pass
Device (config-pmap-c) # exit
Device (config-pmap) # class type
Device (config-pmap-c)# drop log
Device (config-pmap-c)# exit

Device (config) # policy-map type
Device (config-pmap) # class type
Device (config-pmap-c) # pass
Device (config-pmap-c)# exit
Device (config-pmap) # class type
Device (config-pmap-c)# drop
Device (config-pmap-c) # exit

TrustSec SGT DML : L2SGT DA VRT3 v LEEIZBT % BMNIER

inspect
inspect

inspect

inspect
inspect

inspect

InsideOutside

myclassl

myclass2

OutsideInside

myclass3

myclass4

Device (config)# zone-pair security Inside
Device (config-sec-zone) # description Firewall Inside Zone

Device (config-sec-zone) # exit

Device (config) # zone-pair security Outside
Device (config-sec-zone) # description Firewall Outside Zone

Device (config-sec-zone) # exit

Device
Device
Device
Device

config-sec-zone) # exit

Cisco TrustSec SGT Exchange Protocol IPv4

config) # zone-pair security InsideOutside source Inside destination Outside
config-sec-zone) # description Firewall ZonePair Inside Outside
config-sec-zone) # service-policy type inspect InsideOutside

Device (config) # zone-pair security OutsideInside source Outside destination Inside
Device (config-sec-zone) # description Firewall ZonePair Outside Inside

Device (config-sec-zone) # service-policy type inspect Outsidelnside
(

Device (config-sec-zone) # exit

Device (config) # interface Gigabit 0/1/1
Device (config-if) # zone-member security Inside

Device (config-if)# exit

BE9 5 EMNE#R
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EEEE
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CISCO-TRUSTSEC-SXP-MIB
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WORIZ, ZOFY 22— /LTl LIHEICET 2V ) —XFHRERLET, ZOKIT, Y7k
7 VU —A N A UV THEEREOT R — FREAINTZEEZOY 7 T V) —R7ET%
RLTWET, ZORBEITZ. FFICKT D N2 WRY . =nLBEO—HEDOY 7 by =7 VY —ATH

PR—bSNET,

TT7Yy N7 — OV R—= I BLOVRAY T h T =T A A=V OV R— MIBET D IHEREME
9 %121, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator (27 7 & 29 5 1Z1%,
www.cisco.com/go/ctn IZBEE) L £9°, Cisco.com DT T MIMLEHY FHA,

% 1 Cisco TrustSec SGT Exchange Protocol IPv4 D H¥RETE R

HEER 1)1)—R PERETEHR
Cisco TrustSec SGT Exchange X VT IN—TF %7
Protocol IPv4 (SGT) #A&#~7u 2

(SXP) 1%, CTS &Y A— 9
LEEOTm haLdlOTH
. ARETILCTS-SXP & IEW
7, CTS-SXP %, /37 v b
PP SZENNDE; T=ATANRE S
U—2 T3 ZAERIZ
IP-to-SGT /N1 > RO WA
B4 5. HE7 e 2Ty,
CTS-SXP 1%, *v hU—7 E
DT v TA Y=L T A
~DFFEARA R A SGT 3
AV R~DIPZELET, =
Nk, A vF, =4,
T7ATUF—NADOEF2
T4 P—ERE, TI/ERAT
NAANEER LT AT
TATATEREIERDZENT
TET,

WD A~ FPEAE T (TEH
SFUE L7z : ctssxpenable,
ctssxpconnectionpeer,
showctssxp.
ctssxpdefaultsource-ip.
ctssxpreconciliationperiod .,
ctssxpretryperiod,
ctssxplogbinding-changes,
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HeEA

1) ==

HAEEHR

IPv4

TrustSec SG Firewall Enforcement

Z OBEREIX. CTS-SXP 3 EF =
VT7g IN—FT kR
(SGA) V' —r =2 K T—
757 A7 U4—/\ (ZBPF) %
WL TRYy hU—2 T34 R
AUET OO KB LET,
ROA~ L RPEAE T ITEE
SE L7z : group-object,
match group-object security,
object-group security, policy
static sgt, security-group,
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TrustSec SGT D ALIE : L2SGTD A >R 3
v EERE

[pun

4

WIRK : 2011487 H 251

CiscoTrustSec (CTS) 1%, B TELRX Y NU—T7 FARAAD RAAL VEFELTDHZ LIk - T
TXaT Xy T —IBEELET, FAALVHNOET AL L, TOETIZL - TRIEEH
FT, RAALCADOT A A Y 7 TOWEIL. BEb, 2yt —VBEMERAE, 7—4 /X
VT VABHIEA =R L EBMAHBEDET-EX2 )T ¢« THRESNET,

TrustSec SGT DALEE - L2SGT DA ARV a L LEEEOMEEIZLY, V—FDA LB —T A
imS%iﬁfﬁQMTééiﬁ’&étb\w—&iﬁ%nv?4ﬁW~f5ﬁW$H)
%, CTIS~y X —NTxy hU—7 BKIZEIND N7y MRATEE7,

* HERETE RO, 29 X—v

* TrustSec SGT DALEL : L2 SGT DA R ¥ 3 v LEREDRHESM:, 30 _—V

* TrustSec SGT MMULEE : L2 SGT DA R Yy a > LHRICB T 215, 30 *—

* TrustSec SGT MMULEE : L2 SGT DA ARV 3 v CHREDORTEH L, 31 =

* TrustSec SGT DMLEE : L2 SGT DA LRV 3 v LHRICBT 2 BINEH, 34 ~<—
* TrustSec SGT DALEL : L2 SGT DA iR Y Y a v LMk OMEEERE M, 36 ~X—

HEEIFIHR D MR

THHOY 7 R 2T JY—ATIE, ZOFEY 22— L THBENETRTOENYR— FEh

TWD EIERY FH8 A, RETOMRERE I L OEE IOV TIX, Bug Search Tool 38 L OVZEH D

T M7 A —LBIRNY T N2 T VIV —ADY U —R )= ESZRLTEIN, Z0F

Va— /LTl SN OHERICET AW, BLOBEKENLYR—FEhd ) U —2AD—ElZo0
T, R OERE S LTI ES 0,
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7Ty N7 A —LOYR—FBLOV AT YT N =T A A=V OWR— MNIET L ERE BB
F %121, Cisco Feature Navigator i /] L £, Cisco Feature Navigator (27 7 & 23 % |Z1%
www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 MILEDH YD FH A,

TrustSec SGT DIE : L2SGT DA RIS a3 Y EEZED
AR

TrustSec SGT DALHE : L2SGT A AR Ty g v MRk DMRE 2 F4ET D HIIC, IROBITHESAET CTS
F v NI =7 BWNITHMENDH Y £T,

CTRTORY MU —7 TS AP INTND Z &,
* Cisco Secure Access Control System (ACS) 5.172%, CTS-SXP 7 A4 L A TEIELTWNAH T &,

*5 L7 FY . DHCP. DNS. IR, BLONTP V— "B F% v h U — 27 N THRET 5 =
&o

c BB N—2 EORIBEIZ, retryopentimer =<2 RN EINTND Z &,

TrustSec SGT DALIE : L2SGT D1 RS 3 LERiE(C
BE9 S5 I1FER

tXaT4 FIL—TE KLU SGT

tX2 VT4 IN—FF, T/ Aarbo—L R o—2HFT 22—, = FRA b
FRAA, BER) Y —=Z2DITN—TF T, ¥xXa2 VT4 FA—FI3EHEN ACS TEFRLE
T, LW —P B LT XA A0 Cisco TrustSec (CTS) R A A TiBIMEN D &, FREET—
X, WU X2 VT IA—TICIN60H LT 4T 4 #EID Y TET, CTS 13Kt

X2 VT 4 INA—TC, ZOHPHNCTS KA VN TTZa—"Lx—BOex=2 T 4 J—
TS (16> b)) ZEHOYTEST, V»—FNOEX2V T 4 ZA—T08IE, FBIESNTZF >
NT—27 2T 4T 4 DRICHIBENET, EX 2T 4 VN —7K ST, FHTRETHHLE
TH Y FEHEA,

TNA ANBFEES LD & CTSIZZEDT A ANBIRIEEINDTXTO/NNTr v M, T3 AD
X2 VT 4 IN—THFEENEGEENTNDSGT X 7T LET, ¥ 7T ani= 7y M
Fw hT—27%BEULTCTS ~y ¥ — fﬁn%@@i# SGT IZ CTS K A AV BIRTEEITDFF
Al ZRFET HH— T UL TT, SCGTITIFEFILOEX 2V T 4 FA—TNEENDL D, HET
ELTHRRESNE T, 51T 1 R i s/ V—7 %7 (DGT) WNEIDHTHRET,

GE) CTS 4w N 27213, BT AA ZADEX2 YT 4 PA—TRBHTIEEFNTETF A,
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| TrustSec SGT AR : L2SGT D1 RS 3 v L gk
TrustSec SGT DML : L2SGT D1 KT L avempnFEsz I

TrustSec SGT DAIE : L2SGT DA VRT3 VU EERED
BXTE A7k

TrustSec SGT DALIE : f VA—T A ATHDLR2SGTDA VRIS a Y
CELENDFHIZ L BETE

WD TFNEAESFT L T, Cisco TrustSec (CTS) DT /A A LDA X —T A AT THEMIEL
FT, ZHITEY. TS REFE, Xy NI~ 2R TEET Dy NNOEXR 2 U T 4 J—
7 &7 (SGT) ZEBML., AXT 4 v 7BGERY — % RETEET,

FIEDBE
1. £3%x=JLik
2. configureterminal
3. interface {GigabitEthernetport | Vlannumber}
4. cts manual
5. policy static sgt fag [trusted]
6. end
1. show cts interface [GigabitEthernetport | Vlannumber | brief | summary]|
FED 4
ARV KRFERETI a3 Y B#)
ATv I 4 x— Ik b EXEC E— RE A R—T7 ML ET,
. P RRT—REANLET (ERSUEHE) .
De;ice> enable
2Ty T2 configureterminal Jo—N)Lar7 4o Xal—raryE— RE2RBLE
R
{51
Device# configure terminal
ATFvT3 interface {GigabitEthernetport| Vlannumber} | CTS SGT DFRIE L #nl N AN A v X — T = A A %[
WMLUET,
fAi
Device (config)# interface
gigabitethernet 0

[Cisco TrustSec R/ v F a4 F¥aL—3vHA K]
|
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B TrustSec SGTOMIE : 14— T A RTOL2SGTDA VKT 3 EEEDFHIZL ZEMIE

aAvY RFERET7II Y

E[:)

ATvTA4 cts manual CTS SGT#BFELHEEDA v ¥ —T = A ZAZHFE L,
CTS FEif v H—T 2 A a7 4 Fal—Ta
i - E— FZBRIELET,
Device (config-if)# cts manual
ATvT5 policy static sgt rag [trusted] SGT DEHMEAERT HZ /&y MafH L
T CTSEF2UT 4 FNV—TDAZT 4 v 7 RBFER
ik Yo —EBRELET,
Device (config-if-cts-manual) # policy
static sgt 100 trusted
ATvT6 end CTS FEjf v A —T A A AT 4 Fal—a
T— REHKT L, M EXEC T— RZBB L ET,
{5
Device (config-if-cts-manual) # end
ATvT1 show cts interface [GigabitEthernetport| | (L % —7 =4 2D CTS REDHHERAF R L E

Vlannumber | brief | summary]

11 -

Device# show cts interface brief

B

&1

Ki%. show cts interface brief =~ > KO H /159,
Cisco ASR1000 ') —X 7O Y HF—2 3 H—ERIL—EELRAIVTIRKHY—ER IL—4

1000V 1) —X

Device# show cts interface brief

Global Dotlx feature is Disabled
Interface GigabitEthernet0/1/0:
CTS is enabled, mode: MANUAL
IFC state: OPEN

Interface Active for 00:00:40.386

NOT APPLICABLE
"unknown"
Peer's advertised capabilities:
NOT APPLICABLE
NOT APPLICABLE
Enabled

Authentication Status:
Peer identity:

Authorization Status:
SAP Status:
Propagate SGT:
Cache Info:
Cache applied to link : NONE

wn

['Cisco 4400 Series Integrated Services Routers]

Device# show cts interface brief

Interface GigabitEthernet0/1/0
CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:
Peer SGT: 100

Peer SGT assignment: Trusted

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]



| TrustSec SGT MALIE : L2SGT D1 VKT 3 > LiRE
1v58—2z142cnCeTsseTEENENLE [

A 23— x4 ATOCTS SGT ZzEDEXN1L

BT TA ANSCTZ2ZBETERWE S, ROFIHEZFETLT, AV AF L ANDA S —T =
A AT CTS SGT InE & AL L £ 7,

FIEDHE
1. f2—T ik
2. configureterminal
3. interface {GigabitEthernetport | Vlannumber}
4, cts manual
5. no propagate sgt
6. end
1. show cts interface [GigabitEthernetport | Vlannumber | brief | summary]
FIED
ARV RFEREETO 3y =]
ATv71 4 x—T )Lk FiHE EXEC E— oA X —7 VIZLET,
i - CNAU—=REANLEY (BERSWIZEE) .
De;ice> enable
ATFv T2 configureterminal rsa—nN) a7 4 X2 lb—rarET— REEEBELE
ﬁ_O
i -
Device# configure terminal
ATFw T3 interface {GigabitEthernetport | Vlannumber} |CTS SGT DRGF L SmlNE A v X — T = A A% H
L ET,
i :
Device (config)# interface gigabitethernet
0
ATvT4 cts manual CTS SGT DGR LERE DA Z—7 = A A= A7)
LE,
K . . . S
Device (config-if)# cts manual CTS $$j4 ‘/57 -7 I/r A= /A7 A %:L b—var
F— N CTS N T A—F —ZRETE D5l
SNET,
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B TrustSec SGT MR : L2SGT A VK TS 3 > L iRk ST 2 3EMIER

ARV RFERRTI VY

S

ATvT5 no propagate sgt BT TNA A SGT ZZETE RV T, A~
A —7 = A AD CTS SGT frizE % Wahib L £ 77,
- o (¥)  CTSSGTIRIELT 7 4 /v F THE ST
Dg;’ice (config-if-cts-manual) # no propagate i'ﬂ—o v 7;/{/], 2C CTS SGT {ﬁ%%ﬁ}ﬁ
FNTT DB D D Y6 . propagate sgt =
~ VU REEHTEET,
no propagate sgt =~ > N3t S5 &, SGT # 7%
L2~y X —TBEINTERRD ET,
ATvT6 end CTS Flhf L X —T = A a7 4 Fal—ar
E— RET L, FiE EXEC T— REBIMH L £,
i -
Device (config-if-cts-manual) # end
AFv ST show cts interface [GigabitEthernetport | A B —T x A AT CTS SGTIREN L ATV D

Vlannumber | brief | summary]

1 -

Device# show cts interface brief

Global Dotlx feature is Disabled

Interface GigabitEthernetO:
CTS is enabled, mode:
IFC state:
Authentication Status:

MANUAL
OPEN
NOT APPLICABLE

Peer identity: "unknown"
Peer's advertised capabilities:

Authorization Status: NOT APPLICABLE

SAP Status: NOT APPLICABLE

Propagate SGT: Disabled
Cache Info:

Cache applied to link : NONE

L EMEERT D0, CTS REDOMEHEMEZ TR L £
ER
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ROFIZ, ZOFY2—/L Tl LIcBERRICEAT 2 ) U —RF#Ra " LET, ZoRIZ, Y7 b
T VY —A FLA U TEEROYVR— FRNEASNZEEOY T by =T V) =R T %
ARLTWET, TOMEEIX, FFICHY BRWIRY . ZUBEO—#HDOY 7 F v =27 U —ZThH
PR—bhINET,

TI7Y RN — OV R—= I BLOVRAY T h T =T A A=V OV R— MIBET HIHEREMBE
9 %121, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator (27 7 & 29 5 1Z1%,
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% 2 TrustSec SGT DR : [2SGT DA ik 3V LEREDHEEIER
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L, SXP XA U R T —=HR—=R LIRS NET A,

NA Y RBRSWINLHIBREN D & (I2E X, 22—l F735E) | A v Rria -~y
FREEINET, HIBRA XY ML, ERRERUARRZZEY E4, ZHUNSWHZRZEL T,
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4 OxFFFFO |23 E L £,

° BE LT —L RIFRENS A B — 1 — D/ N2 R —L R L 0 & KXV L
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THHELET,

° ZfF LA —)b FRFRMEN /N RIE L D /S WgE, A= —i%, ¥ 72— K%
[Unacceptablehold-time| I[ZFXE LA =T =T — XA v —U%FE L THEZKT
TLOMENRD Y £7,

SGTA >34 3%y
CTS RAA v HNOEKEEX 2T 4 TA—TF1k, X2 VT4 Z0—7 %7 (SGT) &WEE
NH—EO6Ey M ZI7REVETHENET, SGTITxy MU —7 2R THEEILOHERZ RS
H—J~LTd, Zhid, *v hU—7 Sy Z7HTIEEIC GRS, EEOTMT A 2 (R
AvF N—=2) FZNZESTTAT T AT 4 ZTITHEDWERY =2l TEET,

CTS #7731 AZiX, MAC (L2) LA YINITHAAE T SGT >/ 7 v M & EZ[ETX
L. N— R = THENHAAENTWNET, ZOMREIL. [L2-SGTA v RPva v EMER
£, 2k, AL ZADAL =V Xy b A X =T 2 A ATL2-SGT A VRV ¥ a L EHR
WICTCTEDD, TOTNRAAFR T AN Ry T A —HF v b ZANN—TEIEIND 37 v PN
SGTZ#FEATE 5 X 912720 F£9, SGT-over-EthernetiX. 7 UV 77 %A b (FERFEAL) A4 —HVF >
K Xy MCHAIAENTZ SGT DB Y TR Ry TOBIEFXTT, AT TAT T 4
T ABEIIAT—FT TN T, FETA L — DR T p—~< U A& L, av fo—L FL—
YDA —R—y REFIEET,

SXPv4 F¥HE % fifi 2 7= Cisco TrustSec (%, CTS A% 7 —%# (CMD) ~X—A®D L2-SGT ZHH~— KL
T4, Xy MRCTS KIS A v Z—T7 x4 A ASEND L, IPSGT vy BT FT—H_—2A
SXPIZL o THEEINIFATI v I  FIRREI~ S NI THEEINTAXT 4>
7 NUMHD) Bt S, N7y MOREFICIP T KL RIZHIET 5 SGT A EE SvET,
Z D SGT 1337 » MIFAZIL, CTS ~y X —NTHxy T —7 2RIEINE T,

ZOXETE, FHETXOTN—TERLTNDLDT, EETXINV—T X7 (SGT) L LTHLHHE
NET, 2y NIT—J Oy U TIE, Xy FOSEEICEID B THNT T A— T BRI 7
DET, ZOKRT, 77 eAfZEHTEET, CTSEHEHTLE, BEX=2U T4 71—
T7%Aarybta—)L AL (SGACL) EMEENDT 7 ®A aryba—L R ) o—RNExal
T4 IN—THTEREINET, EEO Ty ML R, ZHUTEMICES =2V 7 4 71—
THHEFESN, BoeX2 )T 4 ZA—TICEFEI TV ET,
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2y RID— FINAALEDOSXPvE 70 Fa)LDFH—IL REEIDETE

F—L RIERIZ R Y T —2 TS AT a— IR ETEX, TS R ECRESNE
F T SXP FEfEICEH S E T,

FIEDHE
1. 4 x—=7JLik
2. configure terminal
3. cts sxp listener hold-timeminimum-period maximum-period
4. cts sxp speaker hold-time minimum-period
F g 8
ARV RFERERERTIVa Yy =Y
ATvT1 A4 x—T Lt FiHE EXEC £— R&A X —7 VIZLET,
. s RAT—FEANLET @ERSNEHE) .
Device> enable
ATv T2 configure terminal Ja—nR_) a7 40 F¥al— gy EFT— RE2HIBLET,
i -
Device# configure terminal
ATvT3 cts sxp listener hold-timeminimum-period| ) 2 F— F X4 ZH O/ B L O KRZH R —/L R %
maximum-period WAL CRE L E T, ARG 1 ~ 65534 TF, U %
F—HDOT 7 4V b A—/ KR O#FHIE 90 ~ 180 F T
15'] . ‘jﬁo
Device (config)# ct list ;
Device (config) # cts sxp Listener GE) maxlmu/izz period 1@&\1\ minimum period fEL D H K
EVNFELITDILERDHY 77,
ATvT4 cts sxp speaker hold-time minimum-period| 2 v°— 77— 5 /34 2 D/ N2 5 R — )V N 2 FD AL T
RELET, ARRHPIL1~65534 T, A—H—HOD
il : T 7 Ak A—v RRERIE 120 T,
Device (config) # cts sxp speaker
hold-time 950
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B

EHECEDOSXPvE 70 Fa LD R—IL FEROSRE

EDSXPva 7O Fa/)LDEH—)L FEREDERTE

VTR AT DTN, ATRETDHLERHD FI, —HDOT A AZAE—H—T, fhio
TNARZY AT =220 FEF, NRAT— NMEELZHEHA L TV AEAIE. 49 m=> RIZHE U
AT — REFEHL T TEEN,

FIEDHE
1. f32—T ik
2. configureterminal
3. ctssxpconnectionpeeripv4-address {source | password} {default | none} mode {local | peer} [[listener
| speaker] [hold-time minimum-period maximum-period] [vrfvrf-name]|
4. exit
5. showctssxp {connections | sgt-map} [brief | vrfvrf-name]
FIEDFH
ARV RFEREETIVa Y B8
ATvT1 |4 x—=TILit ¥t EXEC E— R& A X —7 /LT LET,
al. P RAT— REANLET ERSKEHE) .
Router> enable
ZFw F2 | configureterminal sa—r L ar7 4 Xal—vary ET—RNERBELET,
i -
Router# configure terminal
A5 wF3 | ctssxpconnectionpeeripvd-address |CTS-SXP V7 7 R L A¥EA R E L ET,

{source | password} {default|none}
mode {local | peer} [[listener |
speaker] [hold-time minimum-period
maximum-period] [vrfvrf-name]|

151 -

Device (config) # cts sxp
connection peer 10.20.2.2
password default mode local
speaker

source ¥ — 7 — RNIZIFRIEITLT A ADIPv4 7 RLAZRE L E
T, BT FLAREESNTWRWES, T 74V FORETT
FLA BESNTVWDIHE) | £72i3AR—FOT FL2Z2fiHL
i‘g‘o
password & — U — R{Z(X, CTS-SXP CHEHtIZHEHT 5/ 2V — %
RELET, kOATvarBbh £,

* default : cts sxp default password =~ > K& L CRE L=

T 7 4 N CTS-SXP /XA — R&EMHH L £,

*none : NAU— NIIFEHALET A,

mode ¥— VU —KTiL, VE—FET TA A0 —LEZEELFE
‘ﬂ—o
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aAvY RFERET7II Y

E[:)

*local : FEEL/-F— RKiZe—hL T4 AR LET,
*peer : FEELI-E— RIIET T4 22 L E7,
*listener : ~ DT /A ADREEROFRIZY AF—272 0 77,

* speaker : HELDFRIZ Z DT NA ANAL—I—|Ze D EF, =
MIET 7 x4 FTY,

hold-time ¥ — 7V — R Ci{L, A—H—F 13V A F—F A 2D
A=V R ORI ZHETEET,

GE) hold-time maximum-period fEl%, IRDOF—7— R (peer
speaker 33 U\ local listener) %3 2548 OHMEET
T, TOMDA A% A TiL, hold-time minimum-period
D H VB TT,
FTarOvfF—U—RFTIE, ETICHT 5 VREEHEE LT,
77 4 MET 7 4/~ VRF T7,

2w F4 | exit Ja—r ) ar7Z 4 ¥al—aryET—REKTLET,
{5
Device (config)# exit

A7 75 |showctssxp {connections | sgt-map} | (72 =z 2) CTS-SXP DAT—HF R LBiaFonr LET,

[brief | vrfvrf-name]

{1 -

Device# show cts sxp connections

2y cT—=0 FTINAAD/ —FID DEFE

FIRDHE

1. 41 %2—7ILit

2. configureterminal

3. cts sxp node-id {sxp-node-id | interface interface-type | ipv4-address}

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
|



|  SXPva %M L= Cisco TrustSec
seTrosqvaxvsose M

FIEDFH

aAvY RFERIFTZIaY E]:p]
ATy T 14— Ik ¥ EXEC £ — R&2A 2 —7 ML £ 7,

* RAU—RE AN LET (EREN-Y
ﬂm . é?)

Device> enable

ATy T2 configureterminal sua— b ar7 4 Xal—varyET—ReH
HmLUET,
E

Device# configure terminal

ATFvT3 cts sxp node-id {sxp-node-id | interface Iy NT—T FNRALZAD ) — RIDEHZELET,
interface-type | ipv4-address}

1 -

Device (config) # cts sxp node-id 172.16.1.3

SGTA US54V AX VT DETE

FIRDOHE
4 r—T Ik

configure terminal

interface {gigabitethernet port | vlannumber}
cts manual

propagate sgt

policy static sgt fag [trusted]

end

® NS G R N =

show cts interface brief

FIED

ATV RERIETFI Y k3]
&M 4 x—TJ Ik ¥iHE EXEC £ — RZ& A 32— 7 LI L£7,

[Cisco TrustSec R/ v F a4 F¥aL—3vHA K]
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SXPv4 % {3 f L 1= Cisco TrustSec |

B scr s raxsonE
AU RFERETIVa Y B#
*NAT—REASLET (FEREINTEHR)
B :
Device> enable
ATvT2 configure terminal ra—r_ar 7 4Xal—arE— RERBLET,
51 -
Device# configure terminal
ATFwT3 interface {gigabitethernet port | vlannumber} | CTS SGT DFREE L HE LN AN A L ¥ — T = A R & Bk
LES,
51 -
Device (config)# interface
gigabitethernet 0
ATvTa cts manual CTS SGT DGR L#REA DA v 2 —T7 = 4 A HE L
F9, CTS FEIA > H—Tx2f A AT 4 Fal—3
Bl : v E—RERGELET,
Device (config-if)# cts manual
ATvT5 propagate sgt AV H—Tx A ATOH CTS SGT {ziE% Mk L £,
Bl - Zoaw Rk, BT 734 A TSGT over Ethernet /377 &
' NeZ G TERWIRIL (DFE D, BT 7734 A3 Cisco
Device (config-if-cts-manual)# propagate|Ethertype CMD 0x8909 7 L — AR AR — kL
wo &) THALET,
ATvT6 policy static sgt rag [trusted] AVH =T 2 A ATALT 4 v 27 SGT AN RV v —%&i&
EL, A ¥ =72 A ZATZAET % SGT DISHEMELE E#H
11 : LET,
Device (config-if-cts-manual) # policy GE) trusted ¥ — U — Fbi‘ DA E =T =4 AN
static sgt 77 CTSIZEHEHENTWAH I L ZRLET, ZDA
VHE—TxAf A LDA =YXy Ny FNT
ZAE L2 SGTHIXE S, T3 Rk - T
LE O SG FBFAIAR Y > — O £ 7213 1 #
XU ENET,
ATvT1 end CTS Flhf ¥ —T = A a7 4 Fal— gy E—
RE#&T L, #HE EXEC E— REBMH L ET,
i
Device (config-if-cts-manual) # end

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]



|  SXPva %M L= Cisco TrustSec

SXPv4 % {# A L 7= Cisco TrustSec M=% E 1l

AR RFEREETOVa Y

S0

ATy T8 show cts interface brief

51 -

Interface GigabitEthernet0/0
CTS is enabled, mode:
Propagate SGT:

Peer SGT assignment:

Interface GigabitEthernet0/1
CTS is enabled, mode:
Propagate SGT:

Peer SGT assignment:

Interface GigabitEthernet0/3
CTS is disabled.

Device# show cts interface brief

MANUAL
Enabled
Trusted

MANUAL
Disabled
Untrusted

A H =T xAADCTS

BIEDOHEHEHRZ 2R LET,

SXPv4 % {1 [ L 1= Cisco TrustSec

{5l : SXPv4 % {# FH L 1= Cisco TrustSec D% E

2y RT—H FINARLEDOSXPvE 77O k)LD E—)L KERED

Device (config) # cts sxp speaker hold-time 950

BECLOSXPvE 70 FaILDR—)L FEEREDSE

&% TE 151

11—

X B

Device (config)# cts sxp connection peer 10.20.2.2 password default mode local speaker

hold-time 500

2y D= FIRARAD/ —FID DEE

Device (config) # cts sxp node-id 172.16.1.3

SXPv4 % {# FH L 7= Cisco TrustSec D &R

TN X LD SXP #E#E DR T

Device# show cts sxp connection

SXP : Enabled
Highest Version Supported: 4

Default Password : Set

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i



SXPv4 % {3 f L 1= Cisco TrustSec |
B 5 ST 510 84X 0%

Default Source IP: Not Set
Connection retry open period: 120 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer IP 2.2.2.1

Source IP : 2.2.2.2

Conn status : On

Conn version : 4

Conn capability : IPv4-IPv6-Subnet
Conn hold time : 0 seconds

Local mode : SXP Listener
Connection inst# : 1

TCP conn fd : 1

TCP conn password: default SXP password
Duration since last state change: 32:00:41:31 (dd:hr:mm:sec)

Total num of SXP Connections = 1

IREDCST-SGT vy T T—AR—ADERT
SXPv4 Tit, SXP / — FID RFERENFET,

Device# show cts sxp sgt-map

SXP Node ID(generated) :0x02020202(2.2.2.2)
IP-SGT Mappings as follows:
IPv4,SGT: <2.2.2.0/29 , 29>

source : SXP;

Peer IP : 2.2.2.1;

Ins Num : 1;

Status : Active;

Seq Num : 3

Peer Seq: 0BOBOBOZ2,

IPv4,SGT: <12.12.133.1 , 12>
source : SXP;

Peer IP : 2.2.2.1;

Ins Num : 1;

Status : Active;

Seq Num : 5

Peer Seqg: 0BOBOBOZ2,

Total number of IP-SGT Mappings: 2

Bl:SGTA 342 AFX VI DERE

ZOHEITIXE, TRAADAL U H =T 2 A ATL2SGT XX T EITA VAR a v EAHITL
T AVHE—T A AN CISIEHINDINE I DETET D HEEZRLET,

Device# configure terminal

Device (config)# interface gigabitethernet 0

Device (config-if)# cts manual

Device (config-if-cts-manual) # propagate sgt

Device (config-if-cts-manual) # policy static sgt 77 trusted

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
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|  SXPva %M L= Cisco TrustSec
SXPv4 % {# A L 1= Cisco TrustSec [ZE89 % EN1EHR [ |

SXPv4 Z{£FA L 1= Cisco TrustSec [ZE8 9 5 1BI01E R

ESPERCRS R=aTFILRA L
CiscoIOS =2~ R [Cisco I0S Master Command List, All Releases.]

X2V T7 4 a~v R
=7 ) * [Cisco 108 Security Command Reference:

Commands A to CJ

* [Cisco 108 Security Command Reference:
Commands D to L]

* [Cisco 108 Security Command Reference:
Commands M to R/

* [Cisco I0S Security Command Reference:
Commands S to Z

MIB
MIB MB®D Y
CISCO-TRUSTSEC-SXP-MIB MR U7=7F v b7+ —A. CiscolOS U U —

A, BT 4—F % &y MZEET 2 MIB %
BLTH Y a— T 512l RO URL IZH
% Cisco MIB Locator ZfEfH L £ 9,

http://www.cisco.com/go/mibs

[Cisco TrustSec X4 v F A>T 4 F¥aL—>3a>HA Kl
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/go/mibs

SXPv4 % {3 f L 1= Cisco TrustSec |
B sXPva # M L7 Cisco TrustSec DAAEIEER

SRADTY ZHI YR—F

Bdl] 9

A aADYR—F Web A K TlE., > A=2@ | http://www.cisco.com/support
L7 7 /7 a P —IZlT D5 R I 2 —

T4 TR EINTWEETH LI, v==
TNARY—=NEIZLO LT LEERAT T
VY —=2%&#MEL TWET,

BHEWORGOEF 2 U T 1 FHRSOHEINEHRZE
AFT5H7=0IZ, CiscoNotification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFE—ERITMATE ET,

VAaADYR— bk Web YA FDOY—)UZT s
T 294 BEL. Cisco.com D—H ID B LU/
A ]7"— ]‘\‘7‘1)‘)‘%‘%‘?#0

SXPv4 % {£ 3 L 1= Cisco TrustSec D EE1H R

ROFIZ, ZOFY2—/LTHMH LEEICET L) ) —AFHe R LET, ZoRET, Y7 b
V=7 VU= bbA U THEEOY R — PN EASNIZEEDOY T by =T V) —=RIZT%
ARLTWET, ZOMEEIL, FrCE D BRWIRY . 2O —#HDO Y 7+ v =7 U —ZThH
PR—FENET,

Ty N7 —LDOVR—FBIR A YT T 2T A A=V OV R— MIET HERERR
95 IZI%, Cisco Feature Navigator Zffi ] L &7, Cisco Feature Navigator (27 7 & A3 5121,
www.cisco.com/go/cfn (ZFEHEN L £9°, Cisco.com DT AV > MILEH Y A,

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
|


http://www.cisco.com/support
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|  SXPva %M L= Cisco TrustSec
SXPv4 % {# F L 1= Cisco TrustSec DH#EBEIE$R [ |

% 3: SXPv4 Z{EFA L 1= Cisco TrustSec D H#SREIEHR

HEES )1)—= HREIEER
SXPv4 # {8 L 7= Cisco Cisco I0S XE Release 3.95 CTSSXP /"— = 4
TrustSec (SXPv4) 1, Xy hT—I D

NS T T EBLSTE
D, —TRRHB L ORI A
=ALEBEMTSHZ LT, SXP
OireZ Ik LE LT, &6
(2. SXPv4 Z{i ] L7z Cisco
TrustSec (&£, SGT A > 74
X THYR—FLTNDT
W, 7 VT FERL (R
SRTOARY) A —#% b
Ny MCHAIAE LT SGT
DARTED FREIZ 72 D £37,

Z OFEREIL. Cisco IOS XE U

Y —A3.98 T, CiscoASR 1000
V=TTV = ay
P—bE A N—ZITEASLE
L7,

Koz~ FEEASLEL
7o

cts sxp listener hold-time, cts

sxp node-id, cts sxp speaker
hold-time,

[Cisco TrustSec X4 v F A>T 4 F¥aL—>3a>HA Kl
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SXPv4 % {3 f L 1= Cisco TrustSec |
B sXPva # M L7 Cisco TrustSec DAAEIEER

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
|



%5%

X 77 1A SXP H7R— ~DFEME

RI71H SXP YA — MEREIX, EX =2V T4 Z—7 X7 (SGT) K7 v b= (SXP) /34
Y ROYR—FEBMNT A2 LT, SXPS— 5 4 2l L7~ Cisco TrustSec DHERE & (kL
F, ZORL U R, B0 TAE— A —L Y 27— 55D FA~ b TE £,
© RO, 55 N—v

* BI71H SXP $AR— h DORHESRME, 56 ~—

* BUI71H SXP HAR— F OHIFISEIE, 56 ~—

© WI51E) SXP YA — MBI D1, 56 ~<—v

© W5 SXP YR — aFMLT 55k 57T =V

© WFFH) SXP YR — FOFBER], 61 _—

© BGIA SXP YA — MIBT HEMER, 61 ~—

© MJ7IE) SXP AR — kN OFERENE ], 62 ~X—v

A Y = =53]

PEEIFER D MERR
THEHOY 7 27 VU —RATiL, 2OFY 22— TitAENET X TOEENRTHR— &N
TS EIFRY A, ORI #E X OEEIZ- DV TIE, Bug Search Tool 38 L ONZTHEH O
Ty b7 —2BLRNY T T V)—=ADV Y —R J— ESZHLTLLEIVN, ZOF
Va— /LTI SN AEERICET AW, BLOFEENTR— sV ) —20—EITHoN
Tl #EfFRoRESR L TZ3 N,
TT v "7 A= LD R— FBIOV R YT vy =T A A=V OV KR— MIBET D IERE BB
9 2%121%. Cisco Feature Navigator Zf# /] L &9, Cisco Feature Navigator (27 2 & 29 5 {Zi3,
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT AT MIMLESHY FHA,

[Cisco TrustSec X4 v F A>T 4 F¥aL—>3a>HA Kl
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WA SXP HR— rDFEHE |

B s Sxp v R— FoRiREH

W75 [E] SXP H7R—  DRTREH

* Cisco TrustSec 737 /N1 A BIZRE SN TS Z &, GBI DWW TIE,  [Cisco TrustSec
Configuration Guide] @ [Cisco TrustSec Support for 0S| DOFEAZSMH L T ZEWy,

X7 A SXP H7R— ~DHIFIEIE

CBERDOZNFNDOMOE T 1L, both ¥ —7U— F&H L CRTAEE & L THRET B LEN
HYET, DA both ¥ — U — RZ2MH L= AR & LTHRE L, 7oz A
E——F73) A — L UCERE (HAMEEG) 72501, f8-o7RETT,

M7 SXP H7R— MZEH T & 1EHR

X7 SXP HR— ~ DHE

CiscoTrustSec (%, B TED Ry N =T TNRAAD KA VEENLTHZ LI >TEFXF2T
Py NI =T ERERELET, RALLVHNDOETNA AL, FOETIZL > TREENE T, T—
HEERTHETIIAE—HI—T, *NETHETIRI A= 7,

BAMEXF=2 )T 0 TNA—TF %7 (SGT) 2Z#~7 v b2 (SXP) ORTEEZVR—bTDHZ &
T, E7E3AE——L VX F—DELLE LTHEMEL., B—0EFE 2T 5 MM O SXP
NA YV REBIECTEDL LR FT,

WIHE SXP DFREL, IPT RLADORT 1HEFHINET, WIFNhou <, SXP Bk 4Btk
THDITV AF—DAHRTHY, A—h—IIEEERzZ T ANET,

5: WA SXP 1k

Speaker Listener

Listener Speaker

390398

IHIT, SXP/N—T a4 (SXPv4) 1E, BlEMENL—THRIBA D=L %R —FLTNET
(Fy NU—TDEHENAL T 4 o TR ST=D)

[Cisco TrustSec X/ v F A>T 4 XalL—>3vH4A Kl
[ 56 | [



| @ sxP4H— rOAEMIE

mAE SXP o R— rEEMETE2HE I}

WA [ SXP Y R— ~ZBMET 575

WA SXP - R— FDEKRTE

FIEDHE
1. f32—T ik
2. configureterminal
3. ctssxpenable
4. ctssxpdefaultpassword
5. ctssxpdefaultsource-ip
6. cts sxp connection peeripv4-address {source | password} {default | none} mode {local | peer} both
[vrfvrf-name)
1. cts sxpspeakerhold-timeminimum-period
8. cts sxplistenerhold-timeminimum-periodmaximum-period
9. exit
FlED
ARV KRFERETIVaY B#
ATYT1 |4 Fx—=T It FiHE EXEC £ — a2 A X —7 VIZLET,
. C AT RFEANLET (BERINZHE) .
Device> enable
AT 72 |configureterminal sua—nar 74 ¥al—varE—RERBLE
R
151 :
Device# configure terminal
AT w73 |ctssxpenable Cisco TrustSec ¥¥x = U7 4 //v—7 %27 (SGT) &
oo haj N—T g4 (SXPv4) xRy hU—7
i - TNA ATHMMZLET,
Device (config)# cts sxp enable
AT v 74 |ctssxpdefaultpassword (47 3 ) Cisco TrustSec SGT SXP D7 7 # /L h

51 -

Device (config)# cts sxp default password
Ciscol23

NAT— RERELET,

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i



WHE SXP HR— DAL

B srsasxeyR—rogE
ARV KRFERETIVaY B#Y
AT 75 |ctssxpdefaultsource-ip (472 a ) Cisco TrustSec SGT SXP 45 IPv4 7
RLAZRELET,
i
Device (config)# cts sxp default source-ip
10.20.2.2
AT w6 |cts sxp connection peeripv4-address {source | W71 SXP 2% D Cisco TrustSec SXP 7 7 K1 %
password} {default|none} mode {local | peer} both | gzet 2 onvie| 4 poth 3+ — 17— Fi%. WIFH SXP &%
[vrivrf-name) EERBELET
- source ¥ — U — R|ZIIFRIETLT A ADIPv4T KL &
| | | EELET, BT R LADEE SN TORVEA,
oSl ot s Somectin Fee LT RORIGET KLk GHESRTINBHE)
FEAR—FOT RLAZBEHLET,
password % — 7 — R{Z|%, Cisco TrustSec SXP T
TRV = RERELEY, ROA T a v
N ET,
* default : cts sxp default password =~ > K% {ifi fi]
LCHEL, T 74 /v k® Cisco TrustSec SXP
INRAT— REEHLET,
*none : /NATU— RIIEALERA,
mode ¥— 7V — R TlX, VE—F ET T4 ADE—
NVEHRELET,
*local : FEE L72E— RiZr—h VT3 1 250
L/i—a—o
*peer : FREL7ZE— NIIET T A AL E
T
* both : 7 /XA ARG SXP e D A B —T— &
YAF =M CTodI LEHELET,
F7varOvfxF—U—RFTiE, E7IZx9 % VRE
ZEELET, 774/ MITFT 740 8 VRF T,
X w77 |cts sxpspeakerhold-timeminimum-period (A 7+ =3 ) Cisco TrustSec SGT SXPv4 1D A &' —

51 -

Device (config)# cts sxp speaker hold-time 950

H—Fy NT—7 TR AD T a—r3)L 55—/ R
M (RHALD) ZEELET, AR 1 ~ 65534
<%, T 74/ ME 120 T,

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]



|  WAm@SXP 9 HR— FOHEMIE
A sxp R— rEE0ERE

AR RFEREETO V3 Y E]:g]

ATw T8 |cts (A 7+ a ) CiscoTrustSec SGT SXPv4 FHD U A F—
sxplistenerhold-timeminimum-periodmaximum-period| x. o, ' 7 — 27 )34 2D 7' 1 —,3L 7k— L REER ()

HAL) ZFRELET, AR 1 ~ 65534 TF,

Bl : 7 7 4V ML 90 ~180 T,
Digége(config)# cts sxp listener hold-time 750 (i) maximum-period 1%, minimum-period fE & ¥
BREVWDELLTOMNENRH Y 3,
ATw 79 | exit Ja—rar 7 4 FXFal—yarE —REKTLE
R
i) -

Device (config)# exit

M7 [E] SXP H7R— ~EXE DHERE

FIEDHEE
L 4&x—=Jit

2. showctssxp {connections | sgt-map} [brief | vrfvrf-name)]
FIED

ATYv 1 A4%x—T )Lk
¥t EXEC E— F& A 2 —7 /W2 LET,

CNAU—=FREANLET ERSNZHE) .

1 -
Device> enable

AT w72 showctssxp {connections | sgt-map} [brief | vrfvrf-name]
Cisco TrustSec A2#i 7' h =1L (SXP) DAT —H X LHfaFfonr LET,

11 :
Device# show cts sxp connections

SXP : Enabled

Highest Version Supported: 4

Default Password : Set

Default Source IP: Not Set

Connection retry open period: 120 secs

[Cisco TrustSec X4 v F A>T 4 F¥aL—>3a>HA Kl
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WA SXP HR— EXTEDHER

Reconcile period: 120 secs
Retry open timer is running

Peer IP : 2.0.0.2

Source IP 1.0.0.2

Conn status : On (Speaker) :: On (Listener)
Conn version : 4

Local mode : Both

Connection inst# : 1

TCP conn fd : 1 (Speaker) 3 (Listener)
TCP conn password: default SXP password
Duration since last state change: 1:03:38:03 (dd:hr:mm:sec)

Device# show cts sxp connection brief

SXP : Enabled

Highest Version Supported: 4

Default Password : Set

Default Source IP: Not Set

Connection retry open period: 120 secs
Reconcile period: 120 secs

Retry open timer is running

WHE SXP HR— DAL

0:00:00:46 (dd:hr:mm:sec)

2.0.0.2 1.0.0.2 On(Speaker)::0n(Listener) 0:00:37:17 (dd:hr:mm:sec)::0:00:37:19 (dd:hr:mm:sec)

RDOT =TI, AT —FAMNOSESE R T VA ZRLET,

R4 BERAT—2RAODEASF A

Node1 Node2 BRAT—2RITDOVT | EMAT—2 RIZDNT
@ Node1 CLI tH /1 @ Node2 CLI £ 5

[Pz i 75 Fv (AE—H—) Fr (AE—H—)
Fv (VRS —) Fv (Y AF—)

A —T— YR — Ve bV

U AF— AR =T — v v

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]



| @ sxP4H— rOAEMIE
mrEsxe4R—roEEs I}

W77 A SXP H7RK— b~ D&% EH

5 . WA M SXP HR— ~DETE

/K@W 1. W51 CTS-SXP = A2k L. Device A L SXP &7 £%#5i /3 Device B IZ# 45 X 9
Fl Hﬂ;j«éjﬁ{i%j—‘bij«o

Device A> enable
Device A# configure terminal
Device A(config)# cts sxp enable

Device A(config)# cts sxp default password Ciscol23

Device A(config)# cts sxp default source-ip 10.10.1.1

Device A(config)# cts sxp connection peer 10.20.2.2 password default mode local both
Device A(config)# exit

WDOHNL, Device B _EDM T CTS-SXP B 7 ##05 Device A WZHHET 5 L O ICRET D Hik%E
RLUET,

Device B> enable
Device B# configure terminal
Device B(config)# cts sxp enable

Device B(config)# cts sxp default password Passwordl23

Device B(config)# cts sxp default source-ip 10.20.2.2

Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local both
Device B(config)# exit

WA [ SXP H7R— ~ZEET %EN1EHHR

REER
&R E I=aTILEA KL
CiscolOS a2~ K [Cisco I0S Master Command List, All Releases.]

X250 a2 R
sl F [Cisco I0S Security Command Reference:

Commands A to CJ

[Cisco 108 Security Command Reference:
Commands D to L]

[Cisco 10S Security Command Reference:
Commands M to R

[Cisco 10S Security Command Reference:
Commands S to ZJ

[Cisco TrustSec X4 v F A>T 4 F¥aL—>3a>HA Kl
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html

WA SXP HR— rDFEHE |
B 55 SsXP 9 R— F DigEEER

BEEIE B TZaTFILEA L

Cisco TrustSec DX E [ Cisco TrustSec Configuration Guidel] @ TCisco
TrustSec Support for 0S| DF

SRADTYHYZAIL YER—+

BLL] o

TAIDYR— K Web A hTlE. A= | http://www.cisco.com/support
W77 /) mY—IClTL T Ty a—
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BT SXP H 78— MEREIT.
X2 VT4 IN—=T 2T
(SGT) 7w k=1
(SXP) A v ROYR— %
BINT %2 LT, SXPA—V =
> 4 ZfEH L7z Cisco TrustSec
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VRIE, B—0OEH TAE—
J1—b A F—=ELbDH R~
b CTEET,
WD <y RPBHEAEIIEE
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Tz AAMD NI T 4w 7 BHECED L DI £,

© BERETE SR OMERE, 65 ~—v
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CiscoTrustSec f V2 —J A RESGTOT v EVS |
B cCiscoTrustSec 1 24— T A RESGTDT v EL Y IZHT B1E8R

CiscoTrustSec 1 2 —TJ T A RESGTODT Y E>SIZES
ERAYCE

AR —TTARESGTOTYELY

A B —TxA R X2 VT 4 IV—T X7 (SGT) MO~v 7R L T, gL is
WA A —T 2 A BT, SGT ZRDIHEL A Y 3 ATIA  F—T oA ANTHND b
ST 497~y T LET,

*LAY3 =Ty R) f—=PRy A FX =Tz AR
*LAY3 =T v R) A =% x>y hR2IQYVTA L F—T AR
*hyRNV AU B =Tz AR

RESNTESGTHZI1E, VAFXY3IANA UV E—T oA ADTXTDORNFT T 4 v 728D S TH
N, AV IA L AX 7R —omEAICiHTE £,

INAVTAVIEERTSAF) T4
Cisco TrustSec IX55 BT TIP-SGT (IP 7 FLANLE®X2 YT 4 INAN—T X T ~) A

T AT Y= AMOES ERR LT, BUEOBSEIRM OBEMIERFIX, RN ERRET, RO
LRV T,

1 CLI : cts role-based sgt-map sgt =~ > R&fH L TRE SN A K,

2 L3[F: —~B& L7/ L3IF-SGT (LAY 3 A H—T A ANEHSGT~) v B IReT7 A5
FA4T 4 R— N~ LT EERTA1IOU LD F—T o A5 AR L FIB #2
Ex PUNFKRTEME NI A VR,

3 SXP : SXP (SGT Exchange Protocol) B 7 5528 Siuiz/"A VR,

4 INTERNAL : e —H /L TRESNTZIP T KL R EF A 2B O SGT WD /34 > K,
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Cisco TrustSec 1 2 —J A RESGTDR Y EV T DRESE [ |

CiscoTrustSec f 23— T4 RESGTDOI Y EL I D

&

LANY3IARA—T A RESGTDIRYE VT DEKTE

FIEDHE
1. £%2—T it
2. configure terminal
3. interfacenypesiot/port
4. cts role-based sgt-map sgtsgt-number
5. end
FlEaD M
AU RFERET7TIV3 Y B#)
ATy A4 *x—7 Ik FiME EXEC E— R& A R—7 VIZLET,
. PRV REANLET ERSKEHE) .
De;ice> enable
ATvT2 configure terminal Jua—sar7 4 Xal—yarye— 2B LET,
1A
Device# configure terminal
ATv73 interfacerypeslot/port AVE—T A AEHREL, AV F—T AR AT 4
Xal—varyET—REHBLET,
fl
Device (config) # interface
gigabitEthernet 0/0
2Ty T4 cts role-based sgt-map sgtsgr-number | SGT |ZF5E S A v ¥ —T = A A~DAH KT T 4 v
WM SN ET,
il - _ R o s
Device (config-if)# cts role-based ‘Sgt-number X2V T 0 IN—F X7 (SGT) F
sgt-map sgt 77 TEREELET, AT 2~ 65519 T,
ATy 75 end A B =Tz A AT 4 Fal—TarE—Rei&T
L. $5HE EXEC £— RIZED £,
f

Device (config-if)# end
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B L v31 08— T 1RESCTORYELTOMR

LANIA R —DIAARESGTOT Y E Y DFESR

FIEDHEE

FIED

ATy T

ATy T2

L S| 2 |
2. show cts role-based sgt-map all
1 +—7 Ik

¥i#E EXEC T— F& A 32— 7 M LFET,
cNRATU—KREADLET (FRINEHA) &

51 -

Device> enable

show cts role-based sgt-map all
VAYIA LB =T 2 A ADAN N T T 4 v 7T H8F2 VT 4 ZN0—=7 227 (SGT) vy &7
ZFIRLET,

51 -

1%, show cts role-based sgt-map all ==~ > F7>5 D H /11 T9, Cisco TrustSec 1 ¥ —7 = A A & SGT
D~y BV THRIENEEIND L ANA L E—T 2 A ADNT T 4 v 71, LA F¥3IA L H—T AR
(L3IF) ko THyc# 7fHiranEd, ZOHATIE, PT RLARLEX2 VT 0 JV—T 27
(IP-SGT) A>T 4 v V—ADEFEGFRNERRLET (P-SGT A VT 1 7 YV —ADELEICS
WT, BRI INA TV TEER T TA AV T 1) OEESR) |

Device# show cts role-based sgt-map all

IP Address SGT Source
192.0.2.1 4 INTERNAL
192.0.2.5/24 3 L3IF
192.0.2.10/8 3 L3IF
192.0.2.20 5 CLI
198.51.100.1 4 INTERNAL
IP-SGT Active Bindings Summary

Total number of CLI bindings =1
Total number of L3IF bindings = 2
Total number of INTERNAL bindings = 2
Total number of active bindings = 5
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CiscoTrustSec f 32— T4 RESGTOIRYEL I D
E 151

Bl LAN3A VA —DITARESGTOITYEV T DRTE

WOBNE, VAFYIANA L E =T =2 ZA~DEFX2 YT 4 V=T 227 (SGT) O~y BT
REZTRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet 0/0

Device (config-if)# cts role-based sgt-map sgt 77
Device (config-if)# end

CiscoTrustSec f 2 —Jx A RESGTDOY v EYIZES
9 5 1BINEHR

BREE #
BEIEE I=aF7ILEA ML
CiscoIOS =z~ [Cisco I0S Master Command List, All Releases.]

X2 V7T 1 av R
=7 * [Cisco 10S Security Command Reference:

Commands A to CJ

* [Cisco I0S Security Command Reference:
Commands D to L]

* [Cisco I0S Security Command Reference:
Commands M to R/

* [Cisco I0S Security Command Reference:
Commands S to ZJ

Cisco TrustSec & SXP DR E [CiscoTrustSec A v F a7 4 F a2l —7
v A R
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T, EFxa2 VT4 TN—T X
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ORI EFEETD L
Cisco TrustSec TiX, SGT %
MLTEEIEmEL A F3
ANNAVB—T oA A5 R
T4y EETE L L DT
DET,

RO~ RPEANE TSR
SAVE L7z @ cts role-based
sgt-map sgt,
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7Ry hetFa VT4 FA—F F7 (SGT) O~ v ZiE, HELEF T Xy NNOT
NTORARNT RLRAIZSGT M  FLET, 2O~y B 7nFETSn5 &, CiscoTrustSec
XD, FBEOT T Xy MIBTHEEITLIP T R L AEREEDHE /7 » NI SGT Miit
HIVET,
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Cisco TrustSec 7 « —JL K @ Flexible NetFlow
I RAR—

Cisco TrustSec 7 4 —/L K Flexible NetFlow ™ 7 A7"— b TlX, Flexible Netflow (FNF) 7@ —
L z1— RN ® Cisco TrustSec 7 4 —/L K& 7R — K L. Cisco TrustSec & A DFEAE) 5 4 L 7~ B E
DE=H, NTTNva—T 407, BLOKEEZELET,

ZDFEY 2—/LTlE, Cisco TrustSec & FNF DA % T 7 3 9 2O\ T & NetFlow /S— =
> 9 7nm— L a— R® Cisco TrustSec 7 4 —/V REZRE LTV AR— T2 HiEa@H LET,

* PREETHEROMER, 75 ~—Y

* Cisco TrustSec 7 4 —/L K® Flexible NetFlow =27 AR — h DillFIFHIHE, 76 ~L—

* Cisco TrustSec 7 4 —/L K@ Flexible NetFlow =27 AR — MIBT DR, 76 _—

* Cisco TrustSec 7 4 —/L K® Flexible NetFlow =27 AR — hDFREFHE, 77 _—

* Cisco TrustSec 7 4 —/L K ® Flexible NetFlow &7 AR — DR EH], 89 ~X—

* Cisco TrustSec 7 « —/L K@ Flexible NetFlow =27 A4 — MBS 2B #, 90 ~—

* Cisco TrustSec 7 4 —/L K ® Flexible NetFlow =27 AR — ks OFEREIEH, 91 ~_X—

HEEIFRR DR
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Ty b7 —bBIRY T 2T V) —=2ADV V=R J— b EBBL TSN, Z0OF
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B ciscoTrustSec 7 + —JL KD Flexible NetFlow T~ X K— D #IEIE

Cisco TrustSec 7 + —JL K@ Flexible NetFlow T4 X 7R—
Y EHESE]
* Flexible Netflow (FNF) L =— R Tx 2 ZR—h&Nb5tF=2V T4 Z—F Z7 (SGT)
fEllx, WOV ATIEEalle £,
ey ME, BESNIA Y HA—T oA A0, BEadSGTEE & HIZZELET,
Xy MEISGT 2L TZELET,
°IP-SGT /v 7 7 v 7 HIZ SGT ™ S EH A,

Cisco TrustSec 7 + —JL F® Flexible NetFlow T4 X 7~—
MZBEA T S IFER

Flexible NetFlow 0 Cisco TrustSec 7 + —JL F

Flexible Netflow (FNF) 7 m— L zt— RKIN® Cisco TrustSec 7 4 —/V' N, F#ExtX=2V T4 7
N—TH7 (SGT) BLOwtxaV T 4 ZFN—7 %7 (DGT) 1%, BHEEICLILZ7n—L7T
AT T 4T AIEROBEMFIENLDBET, Ry FT—7 ZoV=T%, Zhickb, BED
Fy hU—=7 VY —=ABIOT IV r—rar ) —ZA0F IO W TRELL g cE£4, =
DIEREFEHA LT, BWENREX 2T 4 0RY O— 0K EZRHE L TS 7201, 77F
ABLORT AV —ray VY —RAZWFRINCHM L THYV Y THZ ENTEET,

Cisco TrustSec 7 4 —/V RIZAJI/HITENF, 2=F% ¥ A M~V FF¥ A~ T 7 4 v 7 THHR—
FENTWET,

W DT —T7 )T, Cisco TrustSec FH D NetFlow V9 OEBA 7 4 — VR XA T2 R LET, T
IZ. Cisco TrustSec DE(ETT/GEd Y —A I N—TF X T DFNF 77 L — M CHEREINET,

D &5 EA
CTS_SRC_GROUP_TAG Cisco Trusted Security &{5 L7 /V—7 % 77
CTS_DST_GROUP_TAG Cisco Trusted Security 585C 27 /V—"7" % 7

FNF 7o — L a— R TCREFO—ET 57 ¢ —/L RIZIZ T, CiscoTrustSec 7 4 —/L KA IE S 41
F4, ROREEMHL T, CiscoTrustSec 72— 47 V=7 had— 7 4 —/L NEZITIESF—
74—V FELTFENF 7r— La—RIZBIML, ~7y NHOREILEsEDOEF=2 T4 7
N—T BT HHELET,
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Cisco TrustSec 7 « —JL KO Flexible NetFlow T4 X7Rk— +
Cisco TrustSec 7 « —JL K Flexible NetFlow T4 X R— kDR EH % [ |

* match flow cts {source | destination} group-tag =~ > K|, &— 7 ¢ —/L F & L T Cisco TrustSec
T4V RERET LD, 7a—La— AT CTREINET, ¥F— 71— FNI7m—
ZEMMETHHDOTY, 7 —0F— 7 4 —/L N, —HO—EDOEIRESNTNE
T, 7r— La—RiZx— 74— L FREFENTORVWGEEIT, 7r— E=FTHEMATS
ZENRTEEEA,

* collect flow cts {source | destination} group-tag =~ > Ni%, 3E¥— 7+ —/L F & LT Cisco
TrustSec 7 4 —/V R&{EET A7, 7u— L a— RUFTHREINET, FEX— 71—
ROMEIX, 7r—KND 77 4 v 7 IZBT 2 8IEREZEIET S7-0ic 7 e —cBsivE
R

Jun—La—RE, 7a— F=HX FCTRESIN, 77— F=HFA X —T7 oA RHEHA S
¥4, FNFF— X% T/ AKR— 45100, 70—/ AR—ZE2HBTEL. 70—F=XLTFIC
BINTA20ERHY F9,

Cisco TrustSec 7 1+ —JL K@ Flexible NetFlow T4 X 7;~—
NDERTEAIE

JO—LaO—kDF*x— J74—J)L k& LTO Cisco TrustSec 7 1 —JL <
MDERTE

FIEDHE
ESaZ|e

configureterminal

flow recordrecord-name

match {ipv4 | ipv6} protocol

match {ipv4 | ipv6} source address
match {ipv4 | ipv6} destination address
match transport source-port

match transport destination-port

© o NSO R WD =

match flow direction

10. match flow cts source group-tag

11. match flow cts destination group-tag
12. end
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Cisco TrustSec 7 + —JL K ® Flexible NetFlow T/~ X 7K— k I

B oo La—FOF— 74— FELTD CiscoTrustSec 7 —)L KDRE

FlED M
AU RFERET7TIVa Y B#J
RATv T 4 +2—T Ik R EXEC £ — R& A X —T7 /LIC LET,
Al C AV REANLET (BERSNEH) .
Device> enable
RATFw T2 configureterminal Juau—nN)ary7 4 xXal—aryT— NEEBLE
ﬁ—o
fA)
Device# configure terminal
ATv73 flow recordrecord-name FlexibleNetflow (FNF) 7 11— L ot— R&AERLT 5 7>,
FIIBEAFDOFNF 70— L o— R& 288 LT, Flexible
i NetFlow 7o — L a— R a7 4 Fal—v 3 £—
Device (config)# flow record f:%fgﬂﬁﬁl/iﬁ7fo
cts-record-ipv4
ATvT4 match {ipv4 |ipv6} protocol AFvay) Z7a— L a—ROF— 74— REL
TIPv4 7’8 b2V E X IPv6 7' h L &% E L&
{1 e
Device (config-flow-record) # match ipv4
protocol
2T w5 match {ipv4 | ipv6} source address (F7a) IPVAETIIIPVO IR EILT RLAZ 7 o —
La—RO¥— 74— L RELTHRELET,
1 -
Device (config-flow-record) # match ipv4
source address
RATFYvT6 match {ipv4 | ipv6} destination address (7> ay) IPVAETITIPvO AT RL 2% 7o —
La—RO¥— 74—/ RELTHELET,
1 -
Device (config-flow-record) # match ipv4
destination address
ATFvT7 match transport source-port (AFvay) 7Ja—Lra—RKOoF— 74— &L

&1

Device (config-flow-record) # match
transport source-port

T, FI7UAFR=PEFELR—-FERELET,

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
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J0— La—FOF— 74 —)LKELTO CiscoTrustSec 7« —L KoHE [

aAv Y RFERET7II Y

E]:g)

ATvT8 match transport destination-port (AFvay) 7Ja—Lra—RFKOoxF— 74—V REL
T, FT7 U AR= MR — b eRELET,
i
Device (config-flow-record) # match
transport destination-port
ATv79 match flow direction (FTvay) 7a—RE=XINbLHAEX—7 14—
NVRELTHRELET,
il
Device (config-flow-record) # match flow
direction
ATv 710 match flow cts source group-tag FNF 7 1 — L =2— RN® Cisco TrustSec ZE{F itz ¥ = U
T4 ITN—T 27 (SGT) ZH¥— 74—/ FL LTK
i ELET,
Device (config-flow-record) # match flow
cts source group-tag
&R | match flow cts destination group-tag FNF 7 12— L 22— RN® Cisco TrustSec 35t =V
T4 IN—7%27 (DGT) ZF%— 74—/ F& LTK
15“ : ﬁiﬂbi?‘*o
Device (config-flow-record) # match flow
cts destination group-tag
ATvT12 end Flexible NetFlow 72— L a— R ar 7 s ¥a L —i3
¥ E— RET LT, %M EXEC £— RIZEY £7°,
i

Device (config-flow-record) # end
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. JA— La—F®DFEF— T+ —JLEE LT Cisco TrustSec 7 + —JL FDERE

JO— LaO—FDIEF— TJ1s—JL F& L TOD Cisco TrustSec 7 1+ —JL

NOE ¥

FIRDOHE

F IR D 48

13—k
configureterminal

flow recordrecord-name
match {ipv4 | ipv6} protocol

match {ipv4 | ipv6} source address

match transport source-port

match transport destination-port

© e NSO wDh =

collect flow direction

—
Q

. collect flow cts source group-tag

-—
N =

. collect counter packets

—
w

. end

match {ipv4 | ipv6} destination address

. collect flow cts destination group-tag

ARV RFERERTI VA Y

=)

ATy T

4 r—T Lt

{1 -

Device> enable

K¥itE EXEC E— R& A 2—7 /W LET,
cNRATU—KREANLET (ERENTEHD) S

ATy T2

configureterminal

11

Device# configure terminal

sa—\ ) ary7 4 FXal—ary T— ReBELE
7

ATvT3

flow recordrecord-name

11 -

Device (config)# flow record
cts-record-ipv4

Flexible Netflow (FNF) 7o — L 22— REVERKT 5 D>,

F2IIBEAFD FNF 71— L a— R&Z5H LT, Flexible
NetFlow 7 — La— R a7 X lb—T g F—
RZBMBLET,

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
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JO— La—FDEF— T14—I)L K& LTO Cisco TrustSec 7 + —JL FDERTE .

AU RFEERETIVa Y

B

2Ty T4 match {ipv4 | ipv6} protocol (FFvay) ZJae—La—RoxF— 74— K& L
TIPv4 7' 1 /L E72IXIPv6 7' e ha vz E L ET,
fA
Device (config-flow-record) # match ipv4
protocol
ATy 75 match {ipv4 | ipv6} source address (A7 ay) IPVAEFIZIPVOIEE LT L A2 71—
La—KROoF— 74— L RELTRELET,
fi
Device (config-flow-record) # match ipv4
source address
ATvT6 match {ipv4 | ipv6} destination address (7> a ) IPvd E7IXIPveEERI T RL A% 7 a—
La—ROF— 74— L RELTHRELET,
{51
Device (config-flow-record) # match ipv4
destination address
Z7_-\y7°7 match transport source-port (7> ay) ZJa— L a—RKOF— 7 4—)LREL
T, FI7 U AR—FEETOR—-FEZRELET,
{51
Device (config-flow-record) # match
transport source-port
ATvT8 match transport destination-port (F7F>ay) 7Ja— La—RKOox— 7 4—)LRE L
T, P AR—= MR- FE2RELET,
{1
Device (config-flow-record) # match
transport destination-port
ATvT9 collect flow direction (A7Fvar) Zua—hnEF—7 44—/ FELTR
EL, 7R—RNE=H SN HRONEEFMEL E
1 3+,
Device (config-flow-record) # collect flow
direction
ATv 710 collect flow cts source group-tag FNF 7 12— L 22— RN® Cisco TrustSec x5k =V

P -

Device (config-flow-record) # collect flow
cts source group-tag

T4 TN—T K7 (SGT) %FFEXF— 74—V KELT

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i
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aAvY RFERIEFT7ZIIY

B

2Ty T 1 collect flow cts destination group-tag FNF 7 17— L 21— KN ® Cisco TrustSec 5556 = U
T4 IN—=7 4827 (DGT) #Hx— 74— FELT
fA mELET,
Device (config-flow-record) # collect flow
cts destination group-tag
AT T12 collect counter packets (A7 varv) 7u—THEGERINDNNT v MEIEF—
TA4—NRELTREL, 7r—0bEH Ty MEE
1 : EELET,
Device (config-flow-record) # collect
counter packets
ATvT13 end Flexible NetFlow 72— L 21— K 227 4 Fa L —3
Y= NZ#& T LT, FiE EXEC £— FIZIRY £9,
i :

Device (config-flow-record) # end

JA— IO RAR—BDKTE

T —T ) AR—=Z LT, 105D HNTR—FENE T, EHOEEICT—FE2 T AR—
FEAEAIF, BEO TV — 2 AR—FERELTCT70— =X (ZE VY THXLENRH Y £

FIEDHEE

ﬁ‘o
[F L& BRI

Zu—Lba— el LTS Z L2t LEd, sFMic oV T,

[Zo— 1L a— ROIEF—

7 4 —)L K& LTO Cisco TrustSec 7 4 —/L RORE)] ODHEBIWN [7o— La— RDFHEF—
74—V K& LT Cisco TrustSec 7 4 —/V RORE] DEAEZSZBL T ZEW,

ESaZ|e
configureterminal

flow exporterexporter-name

RN =

end

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
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Jon—x=so8x I

FEDEFHA
AV RFEREEFETIa Y B
ATy I 4 x—T Lk ¥iHE EXEC E— R&Z A R—7 VT LET,
K * AT —=RZANLET ERShHE) .
Device> enable
ATFv T2 configureterminal rTa—)ary7 4 Xal—ary Ev— REEEBLE
?—0
1 -
Device# configure terminal
ATFvT3 flow exporterexporter-name Tua—xJ AR—FEERTHN, FRITEDO 7 a—
T AR—HF % JEF LT, FlexibleNetFlow 7 7 — =7 &
1 : R—F a7 4 X2l —var T—R2lBELET,
Device (config)# flow exporter
EXPORTER-1
25y T4 destination {ip-address | hostname)} T AR—Z DL AT LADIPT RVAEAI1TIHRA T
Lvrtvifname] FERELET.
1 -
Device (config-flow-exporter) #
destination 172.16.10.2
ATvT5 end Flexible NetFlow 7 72— =7 AR—H a7 (X =2 L —
YarE'—RFEKT LT, FitE EXECE— NIZRY %
B : 4,

Device (config-flow-exporter) # end

JO0— E_A2NEKTE

[T L& BHIIC

T — T AR—Z T —H T AKR— NHOT7n— =X |ZBINT5I20E, 7n—T 7 AR—
BEERRLTWAZ L 2R LET, Mo VT, [7o—xo 7/ AR—FORE)] DHEEZS

BLTZE0,

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i
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FIEDOE
L 4%—2J)it
2. configureterminal
3. flow monitormonitor-name
4. recordrecord-name
5. exporterexporter-name
6. end
FlED M
aAv U RFERETIVa Y B#
ATy I 14 *x—7 Ik FEHE EXEC E— R&EA RX— 7 MIZLET,
al. P RAD— REANLET ERSKEHE) .
Device> enable
ATFv T2 configureterminal rTa— ) ary7Z 4 Xal—ary E— REBEIEL
\i ﬁ_o
fAi
Device# configure terminal
ATFvT3 flow monitormonitor-name Tua— =X EBERT B, TRIEIEGFO 7 e — F
=X %758 LT, Flexible NetFlow 7 @ — =% =1/
1 T4Xal— gy ET— NEHEELELT,
Device (config) # flow monitor
FLOW-MONITOR-1
ATFvT4 recordrecord-name Jo— EF=FZOLa— REEELET,
{51
Device (config-flow-monitor)# record
FLOW-RECORD-1
ATFwTH exporterexporter-name T — F= DT AR—ZEEELET,
1 -
Device (config-flow-monitor)# exporter
EXPORTER-1
ATvT6 end Flexible NetFlow 72— E=% a7 (a2l — 3
VE—REKT LT, FHEEXECE— RIZRED £7°,
{51

Device (config-flow-monitor)# end

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
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1va—oz42~070—=20ER I}

A3 —T I AANDT7A— FE=Z2NEA

TO—F =BT I T 4 _— T BI0E, Tu—F=X % 1O DA 2 —T =4 R ZEAT

DENRH Y F7,
[T L& BHIIC

Tu—F=HEERLTWD I EEHELET, i Wik, [Ve—s=X0ORE] OHE

EZRLTIESN,

FIEDHE
1. f2—T ik
2. configureterminal
3. interfacetype number
4. {ip|ipv6} flow monitormonitor-name {input | output}
5 end
F g o> 48
ARV REEEFTIVa Y =)=y
ATvT1 ESaZ|e FitE EXEC £ — F& A R —7 /T LET,
. CRAT—REANLET (ERSNEHE) .
Device> enable
ATvT2 configureterminal Ja—s )y ary74¥alb—var B RERBLE
ﬁ‘o
i -
Device# configure terminal
ATv73 interfacetype number AVE—T A REREL, AV F—Tx A AT 4

51 -

Device (config) # interface ethernet 0/0

Xal—varyET—FREBBLET,

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i
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ARV KRFERETIVaY B#)
25wy T4 {ip | ipv6} flow monitormonitor-name {input| {ERLK D7 0 —FE =K % 8T T 4 v 7 OLyHTREG &
| output} RHAHE—T oA AZFHVYTHZ LT, 2O T7a—

T=HETIT 4TI LET,
B -

Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input

ATy T5 end A H—Tx2AA A AT 4 FXal—ay ET— REK
TL. ¥ EXEC E— RIZEY £,
1 -

Device (config-if)# end

Cisco TrustSec 7 « —JL K@ Flexible NetFlow T4 X7 "— + DFE:E

FIEDHEE
ESaZ|e

show flow recordrecord-name
show flow exporterexporter-name
show flow monitormonitor-name

show flow monitormonitor-namecache

o kR wbh =

show flow interfacetype number

FIEDFH

ATy T1 A4 %x—T )it
Ki#E EXEC £— R& A 2 —7 /I LET,

AT —=REANLET (ERShHE) .

1 -
Device> enable

X Fw 72 show flow recordrecord-name
57 L 7= Flexible Netflow (FNF) 7o — L 2— RFOFMEZFRRLET,

[CiscoTrustSec R/ v F A T4 FXxalL—arvhHA Kl
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ATvT3

ATv74

51 -

Cisco TrustSec 7 « —JL K ® Flexible NetFlow T4~ X R— ~ D#ER .

Device> show flow record cts-recordipv4

flow record cts-recordipv4

Description: User defined

No. of users: 1

Total field space: 30 bytes

Fields:
match ipv4 protocol

match ipvé4 source address

match ipv4 destination address
match transport source-port
match transport destination-port

match interface input

match interface output

match flow direction
match flow cts source

group-tag

match flow cts destination group-tag
collect counter packets

show flow exporterexporter-name
JEELFFNF 7u— =7 AR—ZDOHEAEDAT —Z AR R LET,

51 -

Device> show flow exporter EXPORTER-1

Flow Exporter EXPORTER-1:
Description:
Export protocol:
Transport Configuration:

Destination IP address:

Source IP address:
Transport Protocol:
Destination Port:
Source Port:

DSCP:

TTL:

Output Features:

User defined
NetFlow Version 9

100.100.100.1
3.3.3.2

UDP

2055

65252

0x0

255

Used

show flow monitormonitor-name

JEELEFNF 7u— =%

£
Device> show flow monitor
Flow Monitor FLOW-MONITOR-
Description: User
Flow Record: cts-r
Flow Exporter: EXPOR
Cache:
Type:
Status:
Size:

Inactive Timeout:
Active Timeout:
Update Timeout:
Synchronized Timeout:

DAT—H A LIREHEHREF R L ET,

FLOW-MONITOR-1

1:
defined
ecordipv4
TER-1

normal (Platform cache)
allocated

200000 entries

60 secs

1800 secs

1800 secs

600 secs

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i
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ATy Th

ATvT6

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
88

Trans end aging: off

show flow monitormonitor-namecache

Cisco TrustSec 7 + —JL K ® Flexible NetFlow T/~ X 7K— k

FBELEZFNF 7uo— =4 Sy v vaDary s o YaERRLET,

51 -

Device> show flow monitor FLOW-MONITOR-1 cache

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:

Flows aged:
- Active timeout (1800 secs)
- Inactive timeout (15 secs)
- Event aged

- Watermark aged
- Emergency aged

IPV4 SOURCE ADDRESS:

IPV4 DESTINATION ADDRESS:
TRNS SOURCE PORT:

TRNS DESTINATION PORT:
FLOW DIRECTION:

IP PROTOCOL:

SOURCE GROUP TAG:
DESTINATION GROUP TAG:
counter packets:

IPV4 SOURCE ADDRESS:

IPV4 DESTINATION ADDRESS:
TRNS SOURCE PORT:

TRNS DESTINATION PORT:
FLOW DIRECTION:

IP PROTOCOL:

SOURCE GROUP TAG:
DESTINATION GROUP TAG:
counter packets:

show flow interfacetype number

BELIEA VA —T oA AZHAEND FNF 7 a— E= X OFEMEFRRLET,

Normal
4096

O OO O b oy

10.1.0.1
172.16.2.0
58817

23

Input

6

100

200

10

172.16.2.0
10.1.0.1
23

58817
Output

6

200

100

8

H—T oA A I N WGEE, BN zEIR 0 £,

51 -

Device> show flow interface GigabitEthernet0/0/3

Interface GigabitEthernet0/0/3
FNF: monitor:

direction: Input
traffic(ip): on

FNF: monitor: FLOW-MONITOR-1
direction: Output
traffic(ip): on

FLOW-MONITOR-1

TJa— T AN,



I Cisco TrustSec 7 « —JL K ® Flexible NetFlow T4 XR— b
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Cisco TrustSec 7 + —JL K@ Flexible NetFlow T4 X 7~—
~ D EXTEHI

Fl: 72— La—KOD*X— J41—JL K& LTO Cisco TrustSec 7 1 —

ILED

I

axX A&

WOH)E, Cisco TrustSec 77— A7 =7 k%, IPv4 Flexible NetFlow 7 2 — L 22— KD F—
T4 — IV RELTRETDHEEZRLET,

Device> enable

Device# configure terminal

Device (config) # flow record

Device (config-flow-record) # match
Device (config-flow-record) # match

(
( )
Device (config-flow-record)
Device (config-flow-record)
Device (config-flow-record)
Device (config-flow-record)
Device (config-flow-record)
Device (config-flow-record)
Device (config-flow-record)

# match
# match
# match
# match
# match
# match
# end

cts-record-ipv4

ipv4 protocol

ipv4 source address

ipv4 destination address
transport source-port
transport destination-port
flow direction

flow cts source group-tag

flow cts destination group-tag

Bl 72A—La—FDIEX—T 4 —JL k& L TDCiscoTrustSec 7 1 —

ILED

Fl 20— ITHRAFR—E2D

E—
axX ;&

W OB)E, Cisco TrustSec 77— A7 =7 k%, IPv4 Flexible NetFlow 7 o — L 21— KD FEFH—
T 44—V RELTRETDIHEEZRLET,

Device> enable

Device# configure terminal

Device (config)# flow record
config-flow-record) # match
config-flow-record) #
config-flow-record) #
config-flow-record) #
config-flow-record) #
config-flow-record) # collect flow direction
) #
) #
) #
) #

Device
Device
Device
Device
Device
Device
Device
Device
Device
Device

Device> enable

config-flow-record
config-flow-record
config-flow-record
config-flow-record

match
match
match
match

end

A

ax AE

Device# configure terminal
Device (config) # flow exporter EXPORTER-1

cts-record-ipv4

ipv4 protocol

ipv4 source address

ipv4 destination address
transport source-port
transport destination-port

collect flow cts source group-tag
collect flow cts destination group-tag
collect counter packets

[Cisco TrustSec R4 v F A>T 4 F¥al— 3 H4q K]
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Device (config-flow-exporter) # destination 172.16.10.2
Device (config-flow-exporter) # end

Bl 20— F=2DETE

Device> enable

Device# configure terminal

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# record FLOW-RECORD-1
Device (config-flow-monitor)# exporter EXPORTER-1
Device (config-flow-monitor) # end

Bl .- A28 —TARLEODT7O— E=_2DEH

WOHNZ, "I 74w 7T AL v A —T oA ATIPVAT7 0 — = A AT 52T,
DTR—F=F&T VT 4= T 5hHEERLET, IPV6 7R —FE=4%T 77 4 X— 1 T5
IZIE, ipF—U—FZipve ¥F—U— N L@z £7,

Device> enable

Device# configure terminal

Device (config) # interface ethernet 0/0

Device (config-if)# ip flow monitor FLOW-MONITOR-1 input
Device (config-if)# end

Cisco TrustSec 7 «+ —JL F® Flexible NetFlow T4 X7 K—
~NZRET S EMEER

REE R
BEIEE I=aTFILEA ML
CiscoIOS =z~ K [Cisco IOS Master Command List, All Releases.]

X274 av K
V7 * [Cisco I0S Security Command Reference:

Commands A to CJ

* [Cisco I0S Security Command Reference:
Commands D to L]l

* [Cisco I0S Security Command Reference:
Commands M to R

* [Cisco I0S Security Command Reference:
Commands S to ZJ

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
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Cisco TrustSec 7 « —JL K ® Flexible NetFlow T % X R— k DHEREEHR [ |

ESPEBE=]

XZaFILEA ML

Flexible NetFlow THOF — % =7 AR — |

[ Flexible Netflow Configuration Guidel /37" 1
4r—3a @ [Flexible NetFlow Output Features
on Data Export] DI

Flexible NetFlow ® 7o — L a2— Kt 7o — £
=%

[ Flexible Netflow Configuration Guidel] /37" 1
/r—3 a3 @ [Customizing Flexible NetFlow Flow
Records and Flow Monitors| %

SRAMTY = AL HR—k

BLL

)y

YAADH R — K Web A FTIE, ¥ A2D
LT 7 /) m =l T D N T a—
TAVTICRBELTCWERETALE ), v==
TARY =NV EIILO LT IHEERAL T
UV =2 L TnET,
BHENOHEOEFX 2 U7 ¢ HFROHEIN SR A
AFT5H72HIZ, CiscoNotification Service (Field
Notice 7> 7 7 2 &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 = FREDKHEY —ERTMATEET,
YAADYR—F Web A DY —/LZT T

¥ 24 BER%, Cisco.com D —H D I LY
AT — RO MNBETT,

http://www.cisco.com/cisco/web/support/index.html

Cisco TrustSec 7 + —JL K@ Flexible NetFlow T4 X 7/R—

k DHEEETEHR

KORIZ, ZOEY2— L THI LIBRICET 2 U — Al R LET, SoRR, V7§
V=7 YU—A FLA UTEBEEOY R — MBREAShIZLEOY T b =T U )R TE
FRLTWET, TOMEEIE, BTHo B20IRY . ZALBO @MDY 7 vy =7 ) J—2Th

PR—bSNET,

T R T7 =DV R—FBLR AT YT b7 A A—VOWR— MIET HEMREBR

9% |21, Cisco Feature Navigator Zf# il L £,

Cisco Feature Navigator (27 7 & 23 5 1Z1%,

www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT T MIMLEHY FHA,
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Cisco TrustSec 7 + —JL K @ Flexible NetFlow T4 X7Kk— b I
B ciscoTrustSec 7 + —JL K0 Flexible NetFlow T % X K— h D i%EIE#R

% 7 : Cisco TrustSec 7 4 —JL K@ Flexible NetFlow T4 X R— + DH4EEIER

HEEER J1y—= BERETEER
Cisco TrustSec 7 4 —/L KD Cisco TrustSec 7 4 —/L KD
Flexible NetFlow — 27 AR — k Flexible NetFlow — 27 AR — k

TlX. Flexible Netflow (FNF)
Zu— L a— RO Cisco
TrustSec 7 f —/V K& ¥R — b
L. Cisco TrustSec & A DFE#E
MO NTZEEDE=4 T
TNy a—T 407, BROK:
ExEIXELUET,
ORI L > TRD A~ R
MNEA X E L7 - mateh flow
cts {source | destination}

group-tag 33 J. OF collect flow cts
{source | destination}

group-tag,
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Cisco TrustSec SGT v v 4

Cisco TrustSec SGT & v v v > 7 BéfElx, %=V 7‘4’ TN—T %27 (SGT) OBEME % FERIZ
9% Cisco TrustSec DIREZ L L ¥ 3, Z OHEEIX. IP-SGT /N1 > RZFFE L. xtI57 % SGT
AEXyv vy aTdIlET BEOT =T Ry ]\ AVARYT v a VERBT DT RTORy
NI —27 —EREBUT, 7237y FB§%EYET 5 SGT THEX JfHiFsnsd—exHh
KA MIBWT, Xy hU—7 Xy MEERELET,

* BERETE SR OMERR, 93 ~X—v

* Cisco TrustSec SGT ¥ v v 7 Ol HHE, 94 X—

* Cisco TrustSec SGT ¥ ¥ v ¥ > 7 OFEA, 94 ~—

* Cisco TrustSec SGT F v v ' 7 OREIHE, 96 X—

* Cisco TrustSec SGT F v v v v 7 OREH], 101 _—

* Cisco TrustSec SGT & v v > 7 ([ZBT 2B, 102 ~<X—

* Cisco TrustSec SGT F ¥ v > > 7 OEEEE#, 103 ~—

HEETRH DR

THHOY 7 2T UY—RATIE, ZOFY 22— L THBHEINETRTOMENRYR— K&
TS EIERY A, EFTOBRETE RIS X OEIZ- DV TIE, Bug Search Tool 38 K ONZHEH D
T 74BNV T =T V=ADDY== EZRLTIEIN, Z0OF
Va— /L TH SN DORBICET 2 H. BLOFHENL Y R— b ) U —20—&ElZon
TiX, e RoREZZRL T Z3 N,

TT7y N7 —LDOVR—FBIR A YT 2T A A=V OV R— MIET HIERERR
F %121, Cisco Feature Navigator 2 ffi /] L £, Cisco Feature Navigator (27 7 & 23 5 |Z1%
www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 MILEDH D FH A,
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Cisco TrustSec SGT ¥ v v >4 |
. Cisco TrustSec SGT v v >4 OFIFEE

Cisco TrustSec SGT X+ v > 4J DHIFEIR

Ja—NNigexa VT4 INV—F %27 (SGT) Fx vV IREELE, A V¥ —T =4 XEBFD
AR BT EIZHHA T, RO TV A TIE, SGTHr v v 7% 7 ua— LB IO ¥ —
Tz ALEOWEEFTHRLEL Y & LEGEIL, EEAve—URErRINnNET,

* ctsrole-based sgt-cacheingress =~ F% A > ¥ —7 = 4 AFEE— R THEHLT, 41 ¥—
Tz A ANSGT ¥ v 7 HAMI L., cts role-based sgt-caching =~ > FZ i LT/
B NVREZBRIT LGS, ZOBPRT R REEA v —VRERINET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet0/0

Device (config-if)# cts role-based sgt-cache ingress
Device (config-if)# exit

Device (config) # cts role-based sgt-caching

There is at least one interface that has ingress sgt caching configured. Please remove
all interface ingress sgt caching configuration(s) before attempting global enable.

cts role-based sgt-caching =~ > R H L T/ u— Lk ExHMbEL, A v H—T =4 A
% EE— KT cts role-based sgt-cache ingress 2~ R&H L CTA v ¥ —7 = ARTER
TLESGE. ROBIPTRT LI REEX v —URERRINET,

Device> enable

Device# configure terminal

Device (config) # cts role-based sgt-caching

Device (config)# interface gigabitEthernet0/0

Device (config-if)# cts role-based sgt-cache ingress

Note that ingress sgt caching is already active on this interface due to global
sgt-caching enable.

Cisco TrustSec SGT &+ v & > Y D

SGTX vy VI ZEAL-SCTDIEE L BiEA

Cisco TrustSec IX, EXx=VUF 1 JV—7 %7 (SGT) v v T xHHL T, SGT TX 7+
FENEFF 74 v 7%, SGTERHBL TWANWF—ERAZBE L THET N TEAHL9ITL
£9, SGT #afhE TE WY —E 211X, WANOE (L £ 72 1350w . @AY A7 2 (UPS) .
BEIOT v TANI =L T7 AT 04— NADBHYET,

T T —hF— RTIL, SGTTH 7SN 7y NMITAAA A (X T RF Y v oI
D) A&, =RV XA VT FERET, 2OV —EANRET Lctk, 7y MIT
NAAZREIND D, BIOT AL AV XA VT banET (K2R , 2ok H7%2F VA
T, RO X H T 9,

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
|



Cisco TrustSec SGT v v >4

seTxvvsvsemmLi-seTorELmER I

1 Cisco TrustSec SGT ¥+ v ¥ 7 BEREIZ L V. T3 A1, BE X7 v box5 D IP-SGT /3 A
Y REHREREL, ZOFERESF Yy v 2 LET,

T A, SGT B CE RV —E Ry b2V XA LT FLET,
P—EANET Lk, X7y MIT A ARSI ET,
P—ERADHIIARA b T, YR SGT A3y MCH#EH ShET,

PF—ERNET AL RZIR SN ATy MR, m— A= 2O B8EH S ET,
SGT O 37w M, D Cisco TrustSec X7 /SA ADH T o A F U — ATHEESILET,

A U A WN

6: IVF—LE—KTDSGTXv vy

J.-" i J.f' SRR -
[ Service 1 [ Service 2

MNon-Tagged
Packet B

X

—
Tagged Packet Tagged Packet

353805

REEDA AKX 2 ATIiL, Bump-In-The-Wire (BITW) hARBVIZEAINLIY—EARH D £
T, TOXHI T T VAT, ROLHITRY ET,

I =2zl 537 v MET A RTRENEE A,

2 7 )V7 w7 SGT Exchange Protocol (SXP) Zffifl LT, IP-SGT /31 > RAFFE L, FFE S
NienA v Rex 7 AR—KMLET,

3 XY bNI—IHNDOT v T ARY =L TS, AL, SXP & U TIP-SGT /N1 > REHRFE L, i
Yk Ve EmEMAT 5. Fh 6% SGT N—AflicH L ET, Hhxv v 7, 1
DRy NU—2 T RUZABHE) (NAT) RiOEFITTIP 7 R LU AE, FrE S 472 IP-SGT /3o
RIEHRO—EE L TFr v dnNET,

4 300 FT 74 v 7 EZELRWIP-SGT 1 > RiZ, ¥y vianbilsnEd,

X 7: Bump-In-The-Wire (BITW) rROCTH SGTXx vy 2y

Single-Hop SXP

353008

Tagged Packet Tagged Packet

=
Mon-Tagged Packet
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B CiscoTrustSec S6T v v o >4 OBREH*

Cisco TrustSec SGT X+ v > 49 OEHEH;

SGT X+ v oM a—/N\LEKTE

FIEDHE
1. f32—T ik
2. configureterminal
3. cts role-based sgt-caching
4. end
FIED
ATV RFERETIVaY B#Y
ATv I A4 *x—7T Lk FiHE EXEC E— R& A Rr—7 /MZLET,
. " RAT—REANLET ERSNEHD) .
Device> enable
25wy T2 configureterminal Jua—sYbar74Xal—vary T— REBLE
‘g‘o
fAi
Device# configure terminal
2FvT3 cts role-based sgt-caching FRCDA B —T = A ZKF LT, A FED SGT
Xy v T EAEIMELET,
i
Device (config)# cts role-based
sgt-caching
2Ty T4 end Ja—\)L a7 4 F¥al—alrET—REKTL,
BHE EXEC £— RIZRE Y 7,
fi
Device (config) # end

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
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48— 142TDSETHryv o0t I}

ARA—TTARTHDSGTFv v UFTDETE

A % —7 = A A} Virtual Routing and Forwarding (VRF) * v hU—7 FIZREINTHA. £

DA B —T A A LTEESHTZ IP-SGT 31 v FIZsEED VRE L FICBMEN £,

Cebacs

T % VRF ECRESNTo/N A RERRT HITIE, show cts role-based sgt-map vrivrf-nameall =

~ FEfEHLET, )

FIEDOHME
1. £%x—T it
2. configureterminal
3. interfacetype slot/port
4. cts role-based sgt-cache [ingress | egress]
5. end
F g 48
ARV RFERERETIVa Y EL:y)
ATv 71 A4 +—T Ik ¥ EXEC E— R& A X—7 W LT,
. CRAV— REANLET (ERSNEHD) .
Device> enable
ATFv T2 configureterminal Ja—R)L a7 4 X2l —ary ET— REHIBLET,
i -
Device# configure terminal
ATv73 interfacetype slot/port A B =T 2 AEBREL, A v F—T 2 A AT 4 Fa
L—ya v = RERBLET,
i -
Device (config)# interface
gigabitEthernet 0/1/0
ATFv T4 cts role-based sgt-cache [ingress | BEDA X —T oA ATSCTHxF Y vV 7R/ ELET,

egress|

11 -

Device (config-if)# cts role-based
sgt-cache ingress

*ingress : FEEDA L H —T oA AERETDH RN T 7 4 >
7 AN\ R 7749 27) 1T LTSGT ¥ v
T EAPELET,

cegress : FEDA L H—T 2 A A TTHNT T 4 v
7 (TG R RINTT 4w 7) TR LTSGTF ¥ »
T RAROMELET,

[Cisco TrustSec R4 v F a7 Fal—2avHqA4 Rl i
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Cisco TrustSec SGT v v >4

aAvY RFEREFT7ZIII Y

B

ATvT5

end

11 -

Device (config-if)# end

AV EBE—T 2 AL T 4 X2l —arFT—REKT L.
ke EXEC E— RNIZERED 97,

Cisco TrustSec SGT X+ v L > 45 DiE:R

FIEDHEE

FIED

ATy I

ATy T2

4 #+—TILik

show cts

show cts interface
show cts interface brief

o kR N =

show cts role-based sgt-map vrf

14 %=Lt

show cts role-based sgt-map all ipv4

Bt EXEC £ — R& A X —T7 M LET, NRATU—REANLET (ERINZHE)

&1 -

Device> enable

show cts

Cisco TrustSec #5fi & /72— )L SGT ¥ ¥ vV T DAT —Z A FKRLFET,

i -
Device# show cts

Global Dotlx feature: Disabled

CTS device identity: ""

CTS caching support: disabled

CTS sgt-caching global: Enabled

Number of CTS interfaces in DOT1X mode:

0, MANUAL mode: 0

Number of CTS interfaces in LAYER3 TrustSec mode: O
Number of CTS interfaces in corresponding IFC state

INIT state: O
AUTHENTICATING state: 0

[CiscoTrustSec R/ v F A T4 FXxalL—arvhHA Kl
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Cisco TrustSec SGT ¥ v v > > 5 R [

AUTHORIZING state:
SAP NEGOTIATING state:
OPEN state:
HELD state:
DISCONNECTING state:
INVALID state:
CTS events statistics:
authentication success:
authentication reject
authentication failure:
authentication logoff
authentication no resp:
authorization success
authorization failure
sap success
sap failure
port auth failure

OO OO Ooo

OO OO ODOOOOoOo

Z 5w 3 show cts interface
F— R (AN EZITHE ) 2R L, A v F—T 2 A X & SGT Fv v v ZIEHRIZ OV T O Cisco
TrustSec i% € DFeHEHREZF R LET,

£ :
Device# show cts interface GigabitEthernet0/1

Interface GigabitEthernet0/1
CTS sgt-caching Ingress: Enabled

CTS sgt-caching Egress : Disabled
CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:
Peer SGT: 200
Peer SGT assignment: Trusted

L2-SGT Statistics

Pkts In : 16298041
Pkts (policy SGT assigned) 0
Pkts Out : 5
Pkts Drop (malformed packet): O
Pkts Drop (invalid SGT) 0

AT w74 show cts interface brief
FTRTOA L H—T A RZHONWT, T— R (ASTERITH ) ZEH L TSGT * v v 7 EH
ERRLET,

1 -
Device# show cts interface brief

Interface GigabitEthernet0/0
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled
CTS is disabled

Interface GigabitEthernet0/1
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled

CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:

Peer SGT: 200

[Cisco TrustSec X4 v F A>T 4 F¥aL—>3a>HA Kl
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Peer SGT assignment: Trusted

Interface GigabitEthernet0/2
CTS sgt-caching Ingress: Enabled

CTS sgt-caching Egress : Disabled
CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:
Peer SGT: 0

Peer SGT assignment: Untrusted

Interface GigabitEthernet0/3
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled
CTS is disabled

Interface Backplane-GigabitEthernet0/4
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled
CTS is disabled

Interface RG-AR-IF-INPUT1
CTS sgt-caching Ingress: Enabled

CTS sgt-caching Egress : Disabled
CTS is disabled

R w75 show cts role-based sgt-map all ipv4
FTANTOD SGT-IPv4 A > FaFoR LET,

il -
Device# show cts role-based sgt-map all ipv4

Active IPv4-SGT Bindings Information

IP Address SGT Source
192.0.2.1 50 CACHED
192.0.2.2 50 CACHED
192.0.2.3 50 CACHED
192.0.2.4 50 CACHED
192.0.2.5 3900 INTERNAL
192.0.2.6 3900 INTERNAL
192.0.2.7 3900 INTERNAL

IP-SGT Active Bindings Summary

Total number of CACHED bindings = 20
Total number of INTERNAL bindings = 3
Total number of active bindings = 23

XFw 76 show cts role-based sgt-map vrf
%7€ @ Virtual Routing and Forwarding (VRF) A % —7 = A AZx9 5 SGT-IP /XA R&ETRTHKRL
i —a_o

i -
Device# show cts role-based sgt-map vrf

$IPv6 protocol is not enabled in VRF RED
Active IPv4-SGT Bindings Information

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
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IP Address SGT Source

192.0.2.1 50 CACHED
192.0.2.2 2007 CACHED
192.0.2.3 50 CACHED
192.0.2.4 50 CACHED

Cisco TrustSec SGT X+ v >4 DX EHI

Bl SGTX vy oMy A—/NLETE

Device> enable

Device# configure terminal

Device (config) # cts role-based sgt-caching
Device (config) # end

Bl : A3 —T A RADSGTF v v UTDEE

Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet 0/1/0
Device (config-if)# cts role-based sgt-cache ingress
Device (config-if)# end

Bl A 2B —TTARATDHSGT Fv v TNDEML

WP, F¥ v TN a—rIVITHNENA v F—T = A TIRER AT, 47—
Tx2AATSGT v v HEHIELL, A FZ—T A ZADSGT F¥ v v/ DRELFER
T 5 EERLET,

Device> enable

Device# configure terminal

Device (config) # cts role-based sgt-caching

Device (config) # interface gigabitEthernet 0/1

Device (config-if)# no cts role-based sgt-cache ingress
Device (config-if)# end

Device# show cts interface GigabitEthernet0/1

Interface GigabitEthernet0/1
CTS sgt-caching Ingress: Disabled

CTS sgt-caching Egress : Disabled
CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:
Peer SGT: 200

Peer SGT assignment: Trusted

[Cisco TrustSec R/ v F a4 F¥aL—3vHA K]
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L2-SGT Statistics
Pkts In
Pkts (policy SGT assigned)
Pkts Out
Pkts Drop (malformed packet):
Pkts Drop (invalid SGT)

0

H

Cisco TrustSec SGT v v >4

: 200890684
H
: 14

Cisco TrustSec SGT X+ v >4 29 SEMNEHHR

EEEE

XZaT7ILEA ML

CiscolOS =< K

[Cisco I0S Master Command List, All Releases.]

CiscolOS X =2UTF 4 a<w KR

* [Cisco 10S Security Command Reference:
Commands A to CJ

* [Cisco I0S Security Command Reference:
Commands D to L

* [Cisco I0S Security Command Reference:
Commands M to R

* [Cisco 108 Security Command Reference:
Commands S to ZJ

U

Cisco TrustSec DX iE

[ Cisco TrustSec Configuration Guidel] @ TCisco
TrustSec Support for I0S] D

Cisco TrustSec D

[Overview of TrustSec.

Cisco TrustSec YV J = —3 3

[Cisco TrustSec Security Solution,]
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/c/dam/en/us/solutions/collateral/borderless-networks/trustsec/C07-730151-00_overview_of_trustSec_og.pdf
http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/index.html

Cisco TrustSec SGT v v >4

SRADTY ZHIL YR—F

Cisco TrustSec SGT v v > > ¥ DHEEIEIR [ |

Bl

)

AaADYAR— b Web A FTlE, > RAad

AT 7 /) aV—CBTL T Ty a—

T A UTICEBRL TR TA L9, vw==
TR —NEIILOETHEERA T4
VY —2%&HRMEL TWET,

BHENORGOYEF 2 U7 ¢ HFERCEINE R A
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 — R EOKHEY—ERITIMATEET,

VAaADYR— bk Web YA FDY— W7 s
T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

http://www.cisco.com/cisco/web/support/index.html

Cisco TrustSec SGT v v >4 DOHEEFEHR

ROFIZ, ZOFY2—/L T LEEICET ) ) —AFHe R LET, ZoRET, Y7 b
V=7 VU= bbA U THEBEOY R — PN EASNIZEEDOY T by =T V) —=RIZT%
ARLTWET, ZOMEEIL, FrICE D BRWIRY . 2O —#HD Y 7+ v =7 U U —ZThH

PR—FENET,

779 M7 —LDOYR—hBLIOT R YT b

3 51Z1&, Cisco Feature Navigator ZfFH L ¥ 7,

T2 T A A=Y DOYAR— MIBET DR A R
Cisco Feature Navigator |27 7 £ A3 51213,

www.cisco.com/go/ctn [ZFEE) L 9, Cisco.com DT H 7 v MIKLEH Y FHA,
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http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

Cisco TrustSec SGT ¥ v v >4 |
B CiscoTrustSec S6T ¥ v v > > 4 DigEEER

% 8 : Cisco TrustSec SGT X v < >4 DIEEER

Heae 4 1)1)—= BEBETR IR
Cisco TrustSec SGT F ¥ v v/ Cisco TrustSec SGT & ¥ v 2/
74 7RI, BX VT 4 7

N—""%7 (SGT) OFBE:%
ZHKIZF 5 Cisco TrustSec D%
Rk L £, ZOERI,
IP-SGT /31 > R&FFE L, %
T HSGT ¥y v add
T, BEOT 4 —T Ny
A VAR T a BB
LT _RTOFRy hT—27 H—
EAZ@ LT, £e"7y bR
%Y 5 SGT THEX 717
SNDY—EAHIIRA R
BWT, Xy hT—7 Ry
NEERIE L ET,

WD~y RINEANEZIIET
S FE L7z : cts role-based
sgt-caching, cts role-based
sgt-cache [ingress | egress],
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CTS SGACL O HH— k

CTSSGACL OH AR — MEREIZ, IPT RLATIERL, X274 7V vx=—varEkidt
X2 VT 4 IN—T ZTEIZESNTZAT— R L ADT 72 AHIH A I = X L2424t L E9,
© BEREfEHOMERE, 105 ~—v

* CTS SGACL H 7R — F ORHESME, 106 ~—

* CTS SGACL H 7R — F OFlFIHEIE, 106 ~<—

* CTS SGACL HR— MZBAT 2 H, 106 ~<—

* CTS SGACL %R — F OFRESIE, 107 ~—

* CTS SGACL 7R — KN OF%EHR], 108 ~_—

* CTS SGACL #7"— M3 28MNEH, 109 ~—

* CTS SGACL ¥ 7R— F OFEREN#, 110 ~<—

A Y = =5.]

WEEIFER D MERR
THERHOY 7 27 V) —RATiE, 2OFY 22—V TitBAENE T XTOEENRTFR— &N
TS LR £H A, T OBERER #E L OVEEIZ OV TIX, Bug Search Tool 38 X OV H D
T RN+ —ABLINY T 2T V=20V Y —R J—  E2BRLTLLEEN, Z0OF
Va— /LTl SNAEERICET 2w, BIOSEEENTR— sV ) —2A0—EIZHoN
TiE, BWREFHROREZZRLTIZ SN,
TT7 Y R4 — DY R = FBLOV R YT MY =7 A A=V OV HR— MIET HIEREMRR
9 %121%. Cisco Feature Navigator Z#f# ] L 9, Cisco Feature Navigator (27 7 & 29 5 |Zi3,
www.cisco.com/go/ctn (ZFEHEN L F9°, Cisco.com DT AV > MILEH Y FHA,
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https://tools.cisco.com/bugsearch/search
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CTS SGACL D9 K— |
B crsseACL U H— FoBTIREM

CTS SGACL H7R— k DRTESE M

CTS SGACL ¥R — M2\ TlX. Protected Access Credential (PAC) &S BRETFT —X DX 71—
K2, XA+ w27 SGACL DT NA ATHRESNTNDI &,

CTS SGACL H¥7R— ~ D HIFIEIE

T Ty R T =BT THR— R STV D TrustSec ERED U A REB L NIOS UV U —AD
/NI DWW, D URL @ Cisco TrustSec 77 v b7 4 —L PR —F v hJ v 7
[FREE] 2 L T &V, http://www.cisco.com/en/US/solutions/ns170/ns896/ns1051/trustsec
matrix.html

*SGACL OEAIL, B A L X —T oA ATIIHAR—FINTWVERA,
* A A4F 27 SGACL DX 7o a— K YA Xx, 6 KBITHIREESNTWET,
* Port-Channel A > % —7 = A 20 SGACL # TR I N TWVEH A,

* VRF aware SGT #% & Tld. CiscoIOS XE Denali 16.3 IZ. VRFEFA L X —T = A A TIIH Y
FHAN, ISEBEEZYAR—MLTWET, FHA X —7 = A A%l U2 ISEEEFITT A —
FENTWER A,

* 6 KB OHLIEHIBRIZ, %4 F X 2 SGACL OATY, A¥T 4 v 7 SGACL IE, 500%500 ~
N w7 2D &5 @O RiREZ R — R TE X,

CTS SGACL H+7~h— ~ZEE 9 515

CTS SGACL D H7R— k

X2 VT4 IN—T TRy ba—/L AL (SGACL) (FARY »—0@EHTY, i
Lo TEEEIL, X2V T4 V=T DL TLLEEY Y — RSN T2 =P RFEITT 5
EEAHICTX £9, Cisco TrustSec KA A LHNORY > —DmEMIX, o 1 >R EEckExa Y
Ty TN—TFES, b1 ODENEtX2 )T 4 SN—TRETHDH, T 7 BAFA~ b
Uo7 ZATEREINET, v U v 7 ZANOEKEELICIEL, SGACL DFE XU X MG ENE
T, 22T EELEX VT4 IA—TFIB Lt X2 VT 0 S —TF BT B 1P
RO, IPDOEEINDLI ATy MIEHSNAOUEN S LT 7 v AMEREEEL T,
SGACL (X, IP 7 RLATIEHRL, BX=2VT7 4 7V vz—varFEiidexalrge Jv—7
B TEICHEASWIZAT — NV ADT 72 AGIIA =X 8527 L, —FK7 T RZE ST T
TA v T T ANEY 7 LET, SGACLRY v —%27ubtya=y79 5203, RO3HODN
ERHY ET,

CAXT 4w RV — T REYa =7 ctsrole-based permission =~ > N&fEf L T,
A—HFNSGACL RNV v —xERLET,
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| cTssGACL mHH—k
crsseAcL Hk— ro@esx

CHAFIvI R —TrEYVa=7  SGACL K Y v —Di%ElL. Cisco Secure ACS F
7213 Cisco Identity Services Engine D FIZAR Y o —EFHUKEEIC L > TEATT DM ERH Y £,
#%FE IOV T [Cisco Identity Services Engine User Guide] #Z ML T 7230y,

WAZEE (CoA) : HH &R Y > —I1E, SGACLA YU > —ISETEHE S, CoAZCTS
TNA R yvad3nb L ro—REnET,

CTS SGACL #R— FDERE A E

SGACL R >—DBERAD Y O—/\LIEEZE

Cisco TrustSec ¥/ —F v K A v 2 —7 = A A® SGACL RV > — D&k G Mb3 5121%. &
DHAY #FIATLET,
enable

configure terminal
cts role-based enforcement

A3 —Tx4XHT=YD SGACLK!) >—DEADEIE

cts role-based enforcement =~ > R&fEH 325 L, SGACL 7 v — VL@ HE2H I LT,
EDA LV H—T oA ATEHECT DN TEET, /2. SGACLO®EHIX, /v — L TH
MEL22 TH, FHEDA LV F—T = ATHAMETE 7,

A H—T 2 A ATOSGACL R Y > —D#HEZBMET HITIE, ROX AT #FITLET,

enable

configure terminal

interface GigabitEthernet 0/1/1
cts role-based enforcement

SGACL R O —DFFHETE
SGACL RV v —%FETHRETHIZIE, ROX AT #FITLET,

enable

configure terminal

ip access-list role-based allow_webtraff

10 permit tcp dst eqg 80

20 permit tcp dst eqg 443

cts role-based permissions from 55 to 66 allow webtraff
end

[Cisco TrustSec X4 v F A>T 4 F¥aL—>3a>HA Kl
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CTS SGACL D HH— k|
B 5y 0—R&Ehi=SGACLKUL—DUTLyia

Ayon0—Ka3nNntE=SGACLERY o—DY) Ly

Zurn— RSN/ SGACL R Y ¥ —Z B+ 51213, RDF A7 #FATLET,

enable
cts refresh policy

ER

enable
cts refresh policy sgt 10

CTS SGACL H7R— kDR TEHI

{5l : CTS SGACL O H7KR— k
KIZ. show cts role-based permissions =~ > RO Nl zR L ET,

Router# show cts role-based permissions

IPv4 Role-based permissions default:
default sgacl-02
Permit IP-00

IPv4 Role-based permissions from group 55:SGT_55 to group 66:SGT_66 (configured):
allow webtraff

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

WIZ, XA F X 2 SGACL \ZD i 415 show cts policy sgt =~ > RO 1z L ET,

Router# show cts policy sgt

CTS SGT Policy

RBACL Monitor All : FALSE

RBACL IP Version Supported: IPv4

SGT: 0-02:Unknown

SGT Policy Flag: 0xcl1408801

RBACL Source List: Empty

RBACL Destination List: Not exist

RBACL Multicast List: Not exist

RBACL Policy Lifetime = 1800 secs

RBACL Policy Last update time = 20:58:28 IST Wed Jul 13 2016
Policy expires in 0:00:24:05 (dd:hr:mm:sec)
Policy refreshes in 0:00:24:05 (dd:hr:mm:sec)
Cache data applied = NONE

SGT: 65535-46:ANY
SGT Policy Flag: 0x41400001
RBACL Source List:
Source SGT: 65535-46:ANY-0, Destination SGT: 65535-46:ANY-0
rbacl type = 80
rbacl index = 1
name = default_sgacl-02
IP protocol version = IPV4

l (Cisco TrustSec X1 v F aAVI4XaL—a3vHA K]
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CTS SGACL D H7R— k+

refcnt = 1

flag = 0x40000000
stale = FALSE
RBACL ACEs:

permit icmp
permit ip

Source SGT: 65535-46:ANY-0, Destination SGT:

rbacl type = 80

rbacl_index = 2

name = Permit IP-00

IP protocol version = IPV4
refcnt = 1

flag = 0x40000000

stale = FALSE

RBACL ACEs:

permit ip

RBACL Destination List: Not exist
RBACL Multicast List: Not exist

RBACL Policy Lifetime = 1800 secs
RBACL Policy Last update time = 20:58:28 IST Wed Jul 13 2016

Policy expires in 0:00:24:05

(dd:hr:mm:sec)

Policy refreshes in 0:00:24:05 (dd:hr:mm:sec)

Cache data applied = NONE

wIZ., A4 F 3 w2 SGACL |ZD I H X415 show cts tbacl 2~ > RO Sl Z 7 LET,

Router# show cts rbacl

CTS RBACL Policy

RBACL IP Version Supported:
name =multple ace-16

IP protocol version = IPV4

refcnt = 4
flag = 0x40000000
stale = FALSE

RBACL ACEs:

permit icmp

deny tcp
name =default sgacl-02
IP protocol version = IPV4

refcnt = 2

flag = 0x40000000

stale = FALSE

RBACL ACEs:
permit icmp
permit ip

name =SGACL 256 _ACE-71

IP protocol version = IPV4

IPv4 & IPv6

CTS SGACL ¥ 7R— kBT %iBMNIESR

65535-46:ANY-0

CTS SGACL H7R— ~IZBi9 S EMTEER

ESPEBEY=]

XZaTFILEA ML

CiscolOS <> K
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CTS SGACL D9 K— |
B cTsSGACL U R— FOEEESR

MIB MB®D' VY

BIRL7T Y b7 4+—24, CiscolOS V U —
A, BLOT 4 —Fx v MIBET S MIB &
L TH U re— KT 51F, RO URLIZH
% Cisco MIB Locator Z{#H L =9,

http://www.cisco.com/go/mibs

* CISCO-MIB

SRADTHYZAIL YER—+

EBA )y

A2 aDYPR— N Web A FTlE, %= | http//www.cisco.com/cisco/web/support/index.html
,EST 7 /=T L R T T a—
T A TIERBELTCWERETAE512, v==
TARY =NV EIZLDETLRERA T
Uy —Azft L TWES,

BEWOWGBOEX 2 U7 ¢ HFROHEINE R A
AFT 572912, Cisco Notification Service (Field
Notice 75 7 27 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFMEY —ERITIMATEET,
TAADYR— K Web A FDY— T I
t 24 BB, Cisco.com D —H D} LU
AT — RPRHETT,

CTS SGACL H+7~h— ~ DHERETRHR

ROFIZ, ZOTYa—/LTHl LIEREICET SV U —AfHRaRLET, ZoRE, Y7 b
D7 VU= FLA U TEBEREROYRN— FREASNTLEDOY T =T VI —RET%
RLTWET, TOKREIT, FHTETD B3720IRY . ThUEDO—#HDY 7 by =7 V) —ZTH
PAR—hIHET,

Ty N7 =LY R—FBIRV R YT " T =7 A A=V OWR— M B HRAE R
J"%IZIE, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator (27 7 £ A3 5121,
www.cisco.com/go/ctn [ZFE) L £9°, Cisco.com D7 7 2 MIMLEDH D £H A,
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CTS SGACL D H7R— k+

% 9: CTS SGACL Y 7R— ~ DHEETEIR

crs sGAcL #R— rowsetsm I

HRE

Iy

1)) —x

HAETEHR

CTS SGACL ®H 7R — k

Cisco IOS Release 16.3

CTS SGACL D7~ — hRE

I, IP 7 RLATERL, &
X2 T 4 T v—a v
FEX2 VT 0 T—T
S T FES N AT — F LA
DT 7' A A T =X 2%t
it E4,

CiscoIOS U U —Z 163 TiE,
ZOHREIX, AT S —
varyHh—ERL—%1000 >
J—XLH—2HmaRL—4
4000 > U —XITEAINFE L
7
ZOWRBIC Lo TROa~v R
PEASILE LT @ cts
role-based enforcement. ip
access-list role-based. cts
role-based permissions, show
cts role-based permissions. show
cts rbacl,
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