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IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



HiK—

IPsec #EALE-WNDOtF2 U5+ DBE |

HYR—rENBH T

* ESP : Encapsulating Security Payload, 7 —% 77 A Ny —H—b R & A7 a L L TT—
ZRGEB L OT o F VT A Y= RZ2RMhT 5 X2V 7T 4 71 b=/ T, ESPIdfk
HEXIGROT =2 B T eE L E T,

kEhdHhTEILiE

IPsec . 7L—AL UL — N"AL~YLF—x UL 7&IHH (HDLC) . BLUPPPOIL YT H
Tk LER L £,

F 72, IPsec IL. Generic Routing Encapsulation (GRE) . IPinlP L' A4 ¥ 3, 7—% U7 AA v F
> 7+ (DLSw+) . 3 & OF Source Route Bridging (SRB) h> R VU v 7 7u koLl L)L E
Fo 22l ATFRA b bR —FshEtA, oL A F¥3D R Y 7 70
kL& IPSec OPFFIZT AR — FENRWIEENRH Y £,

IPsec #EEEDHEE

IPSec i, RDOF > hU—2 ®Fx a2V T7 4 $—EREZHRMELFET, (I, o= X2
T4 R —=IZEY, 2o —vRE 1 OUMERATI L HBrEnET)

T IRENE Ry NU— 22Ty M RARET D HIT IPSec EED T B E2RE LT
TET,

o T — 2 EEEME L IPSec ZAEH X, IPSec iHEHE M DIEE SN/ v MEFRAEL, [BEHIC
F— A NEREIN TRV EHRTEX ET,

e S =yt IPsec ZEHIL. BEEINZIPsec /N7 v hOBECEBIETEFET, =
DY —E R L, T —HXEEEF—ERIKFELET,

T UF VT LA IPsec ZIEFH L., BREINT= Ny MERmEL, B CTEET,

IPseciL, 2 2DOET QEDON—F7E) MIZEXaT MoV EHEYLET, BEENREL .,
X2 T PRV EN L TEETIVERSH DI XNy hEEFRL, X 2T xRt %$E
ETHILIZE- T, BEHEORE Ty N RETHTDIFEHTAE T A—FEERLET,
IPsec 57 B N7 o R ERRT D & BT R X 2T PR EREL, 2O RV
ENHMLTCYVE—RETICAYy FE2EELET (ZOETHEMHT D Frrx b ) HEEIE. Psec
RNV E—RTHERTL2ZETELY EHA)

EREIZIE. 2O VR, 2950 IPsec ETHICHEN. SNDEXF 2T 4 TV vm— 3
(SA) ®E> FTYH, SAIX, WE N7y MZEMAT57a ha BT I XLAEERL
20T MEMT 5 F—BHERAfEE L ET, SAITHESFMT, X2V 71 Fv b=t (AH

F7/2IXESP) Z LML SN E T,

SADE v b (BT ~DEE) BHSLSND L. N H—T 537 v b ERFEOWR AR S
RN —H2EHDEXICZDOSADEy b EHASINET, TEATRER] X7y Fed, o
Wry hBR—HTHOLERICTZ7E®A VR NEREL 53537y N TY, 2 xE, §XCTD
WHEER Ny b &, UE—h ETICEET AR 5L TE £, TOETHLOEED b
FTT7 4w BT B L XL, ST HERE SARERAINET,

IPsec ZFEFALIZVPNDEX1 )T a2V T4 XalL—a v HSA K
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| IPsec AL VPN DX T 1 OBE

IPsec BERED L E .

2ODETICEE D IPsec b RNV EFREL, PR T LMD SA Dy M EFEHTSHZ
LIcky, SFESERT—H AP =2 mBBETEET, EE. —EHOT—F A FY—A%
AL MET, T —F A R — A IR Bk EFRAEDOM T RNV ERGENH Y F9°,

IKEV1 S5 R T4—LEY

A H =Ry P F—Z I AF 2P N—=V 31 (IKEvl) F T A7 53— %y M, BF=
V7o 7Zabhanrtrmnal) AAOREDHAGOLEEERLET, IPsecSA DRI T — g
iz, BT, BED NI RA T —2y bR L THREDT —% 7o —%2{R#ETHZ LIC
AEELET,

IKEv2 S VXD —Lty b+

Y

AVHE =Ry N F— T T AT 2V N—T g2 (IKEv2) ZriR—%/ik, IKE SA INIT A&c#t
D—HE LTOIKEV2SAD R T m—2 g TSNS N T AT+ —2bDk Yy N TT, IKEV2
TuaR—PuL, DR Eb 1 OB LT AT Xh, BEMET ALY XA, BLO
Diffie-Hellman (DH) 7 /V—7 R E SN TWDLIGEIZDOR, ERTHDLLHRINET, 71
R—PLRRESNTELT, IKEV2 RY U—IZ# SN TV RNES, x2vT—2 3 Tl
TN OTaR—PFARERSNET, T 74N hOTaR—F L, RO LD AiEEEH
ENHTNAY R LDaL g T,

encryption aes-cbc-128 3des

integrity shal md5

group 5 2

crypto ikev2 proposal =~ > KX crypto isakmp policy priority =~ > RIZEITWETH, IKEV2 7
2 AR—PILTIIRO L IR F5,

*IKEV2 7VuR—Y L&+ 5E, ERT AT —L XA TIZH LTI DUED T A
T —LbERETEET,

*IKEv2 7' 0 AR —V I BE AT T DB EIEMIEH 0 A,

G¥)

FAyT— g U CTIKE2 7Rl —YP L a7 251003, ZNOEIKEVR RY U—IZT7 ¥ v
FFTHMERSHY T, 7R —VPARREINTHRNEE, T 74/ FDIKEV2 7 1 R—
PNLEF T+ DO IKEV2 RV —MEH S £,
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IPsec #EAL-WPNDEF2 51 DRE |
B 5 2x74—Ltvb: wXaUTFc FOLILETLTYRLOBHEDE

SR IDHr—LEy bk X2 To JALINLETILTYXL
DA EHE

FSURTA—L Y FOBE
A

(G¥)  h-md5-hmac, esp-md5-hmac, esp-des. F721% esp-3des DFEMIFHELES TV ERHA, KDY
|2, ah-sha-hmac, esp-sha-hmac, F7-(Xesp-aes ZFEHTHMLENH Y 3, KHO T AT D
FALIZBE 9 2 HELETIEIZ DWW Cid,  [Next Generation Encryption] (NGE) R U A h ~—/%—
ZHBL TSN,

FIvATH—Lty ME, BEOEF2 YT 4 7a halt TS AAEMRAEDER SO
T IPsec SA DR A m—ra Vs, BT, FED bT AT A — bty P EHHLTH
EDT—% 77—k f#+ 22 LIZEELET,

IKE LD IPSecEF a2l 74 7Y vo—vay xAvx—v a0 T, ETIRHELFOET HOR L
NIV AT 4 =2y NERLET, A—DO 7oA T7+—hty "3RS SGE, 20 b
FUAT =Lty FINEIREN, MHFOET DIPsecSAD—EE LT, R#ETH T 7407
CHEASNES, (FBICHY L SAIR, ET7ExITvm— g Lanizd, MAIZFELE b
TUAT =Lty FVERETLOULERDY £T) .

(G¥)  CiscolOSXE UV —2ZHNDRIL R T A7 4—Ah Yy hCAH T /LAY XA L ESP 7 /LY
ALEfRETH I LITTEERE A,

WKDOEIZ, TFREND T U AT —LOMBEDEERLET,

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F
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IPsec ZFEEAL~VPNDtEF1') T4 DHRE

FSYRTA—Lty b EFayTq FALaLETLTYZL0BHa0E I

R1:HASNE LSRR TA—LDOHAEDLE

FSURTA—LBAT FSURTAH—LA ZEA

AH F 5 VR T+ —L (1572 | ah-mdS-hmac MD5 (A vb—V XA TR
EI) r5) (HMACARUT > b)) #

HET AT Y XA AEFERTS
AH, (GEHELE)

ah-sha-hmac

SHA (E¥ a7 Ny Tb
ZY XL) (HMAC AU 7 v
R) FERET VT R AT
% AH,

AHLESPD N T AT 4 — LA
t v hOHAEDEIL, Cisco
IOSXE UV U —ATlx¥AR—F
SNEHA,

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



IPsec #EAL-WPNDEF2 51 DRE |
B 5 2x74—Ltvb: wXaUTFc FOLILETLTYRLOBHEDE

FSURITA—LBAT FSURTA—L SR BA
ESPRESL b5 VR T4 —L (1| esp-aes 128 >~ b Advanced Encryption
OTTIER) Standard (AES) BKfEA{b7 /1=

U X L& % ESP,

esp-gem esp-gem T AT F— Ak
esp-gmac esp-gmac 7 A7 4 — A,
128y hELIF256 Y FD
Wb 7 I XL EFEHTD
ESP CJ, ZNHD KT A
T A —LDT 74V ME, T
Nt 128 B h T,

esp-gem T AT F— Ak
esp-gmac 7 A7 4 — A,
Wb
cryptoipsectransform-set =~ >~
RNA&AEH L TR CH 5 IPsec b
TUAT =y FHO
DESP hT VAT —hb—
FICRRET D Z &L TEEHE
o

esp-gem & esp-gmac DFLAE
i, D ESP i L7
Cisco ASR 1001 /v — % T ¥
R—hSNEHEA,

« ESP-5

« ESP-10
« ESP-20
* ESP-40

esp-aes192 192t >  AESK 5L 7L =Y
A LEFHT 5 ESP,

esp-aes256 256 ¥ N AESKEB{L T L= Y
A LEAEHT 5 ESP,
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IPsec ZFEEAL~VPNDtEF1') T4 DHRE

FSYRTA—Lty b EFayTq FALaLETLTYZL0BHa0E I

FSURTH—LBAT

FSURTF—L

BLL

esp-des

56 £ hOT — X EF SR
(DES) H5EALT /L TY X L%
3% ESP,  (FEHELE) |
(G¥)  ESP-100 £7-1%
ESP-200 %z L7z
Cisco ASR 1001-X 35
J O Cisco ASR
1002-X L—% [T
DES. 3DES, F7i%
GMAC F7 > A
TA—LEERT D
AL, AESS°GCM
WZHEARTRT p—~
VAN 30% K TS
AREMERN H D £,

esp-3des

168 ¥ F DESKF 54k 7 /L= Y
A2 (3DES, K~V 7L DES &
HIEEND) AT % ESP,
(FEHESE)

esp-null

XNREEALT DY X by

ESPIREE SR TAH—L (1
DTETER)

esp-md5-hmac

MD5 (HMAC U7 > 1)
SET LT RAAFEHT A
ESP, (FEH#ELE)

73|
o

p=(113

esp-sha-hmac

SHA (HMAC U 7> k)
T RAEFERT S
ESP,

Tl
2al

[y

G¥)

X2 VT 4 OEBEFNITHPIT 272D OB SALEINIIFIZZB b L CnET, IKHiDT A2

DR FALIZ BT 2 HELEFIEIZ DV T,

N=Z B L TIZEN,

['Next Generation Encryption]

(NGE) RU A |k ~2—

IPsec Z#EHAL=-VPNDOEX1)FTs AT Fal—arvAHA4F [ |
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IPsec #EALIVPNDEF2 )5 DFEE |
B KESEUIPsec EESL7ILT Y XLD =D Cisco 10S Suite-B DH7K— +

IKEB KU IPsec ES4E7ILTY X LDT=6HD Cisco 10S Suite-B DY
R— k

Suite-B (21X, IKE & IPSec THEMT 2720 DI EALT VTV XD 4 O5D2—H f X —T = A4
A AA = DOV A= FPEMSNTWET, ZIULRFC4869 [Ttk SN TWET, AL —F
X, LT VT Y XA, TUXNVEBLT NI XA, F—H{ETNITY AL, Ny vaFEid
AvE—U A2 AR T ZATHERENTOWET,

Suite-B (ZIIRDN—FRT =7 77 v F 7+ —ALTIER—FSNEHA,
* Cisco ASR1001
* ESP-5
* ESP-10
* ESP-20
* ESP-40

Suite-B IZIZRDIEEALT /LT XL H Y £,

* Suite-B-GCM-128 : ESP ¥ 5P, #EM:, B L O'RFC 4106 THESINTWVWA 128 B v b
AES using Galois and Counter Mode (AES-GCM) #fli 7% IPsec K5 57 /L T Y X LA f{ik
LE9, ESP DEEEMDORE L I SALOM N MBERESIIZ DAL — 2T 2 0LE
NH Y EI,

* Suite-B-GCM-256 : RFC 4106 THIE & TV 5 256 > b AES-GCM Z{#ifi L T, ESP #&4&
PEORZE L MR P B 42 U9, ESP DI A MO L B EAL O N LB RS2k 2 0
A —bEFEATAILERHY 7,

* Suite-B-GMAC-128 : RFC 4543 THIE 41TV 5 128 £~ | AES-Galois Message Authentication
Code (GMAC) ZAfI LT, ESPHEGVEMREZ SR L E 928, BEMITRIELEEA, 20
AA — ME, ESP DR SN A ETH LG EDOAIMMEHT HILERH Y £,

* Suite-B-GMAC-256 : RFC 4543 THE SN TV 5 256 £~  AES-GMAC Zffifi L T, ESP#
EMREL R L2, MBEMITIRELEEA, ZDORA AL — ML, ESP OB BN RET
HIGEDOHMGHTHIMLERD Y 7,

IPSecBF EAL T AU X AT, BFEALA LB /23512 AES-GCM 2 U, BB LS ARE R840
A —OBEMIZIL AES-GMAC 2 H L ¥4,

IKERXFvxm—v 3 Tk, AESHE 57 v v 7 #idH (CBC) &— RZHEM L TH={b%1TV, RFC
4634 |ZTEFE STV D SHA-256 33 KL ONSHA-384 /N o = 7 /L3 U X A % & Te Secure Hash Algorithm
(SHA) 277 IV ZFEHL T Ay Va2 EITLE T, F—ZHITITZ RFC 4753 ICER S
TV 5 Elliptic Curves (ECP) % #i /]l L 7= Diffie-Hellman 73 &AL, #RFEE1T 9 121% RFC 4754 12

ERIN TV OB T X VELT VI Y XA (ECDSA) BMEMA SN ET,
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IPsec ZFEEAL~VPNDtEF1') T4 DHRE

IKE & & U IPsec B 2L 7 )L ) LD 1= ® Cisco 108 Suite-B DHH—+~ [

Suite-B D E 4

IKE 3 X W IPsec T 53E . Suite-BIC L > THKRDY 7 M = T B o 2 N2 E 3G
SENET,

* HMAC-SHA256 & HMAC-SHA384 1357 v X B8 s L CERA SN ET, £/~ IKE7 =
NV NOEEET = v 7 MER S ET, HEIDG T T, HMAC-SHASI2 #4252 &
HTEFES,

s FEH AR 7 v—7"19 (256 £~ F @ ECP #hfR) L0820 (384 £~ @ ECP f#hif) 1%, IKE
T Diffie-Hellman 7/ —>7" & L CEHSINET, MEIZSLT, ZFA—721 (21 EY +D
ECP ihifp) A& F£4,

* X.509 FERHEN OB EET, MRS 2L B4 T L) X (ECDSA) (256 £ b
BILO384 vy boh#R) MEH S ET,

*ESP (128 ¥ FEBLIU256 By hdF—) 121X, GCM (16 /34 FDICV) L UGMAC 2
ERENET, LEIGELT, 128y hoF—%2FHd52 b TEEd,

* ECDSA &4, 2 H L 72 X.509 GEEOfEFRIZ X% 5 Public Key Infrastructure (PKI) 7 —
T O BERH Y £,

*ECDSA B4 & L CGREEEREZA KT 2546, BILUORITINZGEHESE 10S 121
A—FT 254812, PKIZFEHTOISLERSH Y £77,

* §RAE AL LT ECDSA signature (ECDSA-sig) ZffHT& 5 X 212325812, IKEV2 #{f
AT 20ERH Y £,

Suite-B DX TEIFHRND AF &
Suite-B DFXEDH R — MIONTiE, RO =2 T VTR S TWET,

*SHA-2 772U (HMAC /XY 7> k) 3B X O Elliptic Curve (EC) F— X7 DR EDFEMIC
DUWTIE,  [Configuring Internet Key Exchange for IPsec VPNs| H¥REE Y = — /L& B L TL
TZEW,

CHEMTNAY ANLZAT DT VAT 4 —LDOREDFEMNTHONTIL, [ Configuring Internet
Key Exchange Version 2 (IKEv2) and FlexVPN Site-to-Site] ¥REE > = —/L'® [Configuring the
IKEv2 Proposal] Z#ZM L T 7Z2&0,

* ECDSA-sig % IKEv2 OFBFEFE & L TRIET 255 OFEMICOWTIX, [ Configuring Internet
Key Exchange Version 2 (IKEv2) and FlexVPN Site-to-Site] F¥§HEE Y = —/L @ [Configuring IKEv2
Profile (Basic)] #ZM L T 7ZEW,

* IPsec SA % = ¥ = —3 = > il ® Elliptic Curve Diffie-Hellman (ECDH) H7R— kO EDEM
\Z2WTIX,  [Configuring Internet Key Exchange for IPsec VPNs] ¥ X O [ Configuring Internet
Key Exchange Version 2 and FlexVPN] t{REE Y 2 — /L 2B L T TZE 0,

PKI DFEEE$K T Suite-B DV AR — ~ DFEMIZOWTIL, [ Configuring Certificate Enrollment
fora PKI] BEREEY 2 — L ABIRL T E &N,
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IPsec M LI-VPNDLF1) T 1 ORE |
B PsecVPNOBESE

IPsec VPN D5 E ik

SYVTNT7HER YR FDER

FIRDHE
1. 4 %—T)Lit
2. configure terminal
. OWTNrEFITLET,
* access-listaccess-list-number {deny | permit}
protocolsourcesource-wildcarddestinationdestination-wildcard [log]
* ip access-list extendedname
4 BT 227 V7R T/ RA VAN ECAT v 732 MVIRLET,
FIED
ARV RFERERTI VA Y Be
ATv71 |4 F—=T)Lit Fi#E EXEC £— N& A x—7/LZ LT,
*RNATV—FREANLET ERESNT
ﬂﬂ . /x)
Device> enable B/
X w 72 |configure terminal Jao— a7 4 FXal—yarE—RE2H
MLET,
I
Device# configure terminal
ATY T3 | ROVWTNPEFETLET, RETDIP N T » FaHRT D62 fE L E

* access-listaccess-list-number {deny | permit} Lk
protocolsourcesource-wildcarddestinationdestination-wildcard C EEE IR L > CHEESAEIP T

[log] JEAY A NEEHLT, §fb2iELE
« ip access-list extendedname 9, access-list 2~ N TiE, FSAF&EIE
BT 7 A YA NERTEL, ip access-list
extended =~ R ClX, ARTET 7 &R

{51 YA NERELET,

Device (config)# access-1list 100 permit ip 10.0.68.0

0.0.0.255 10.1.1.0 0.0.0.255 .:ﬂ%@%ﬁ:a:;ﬁj—é ]\374/7&\1;@_
LT LA R—TNVERITT 4 &—7

1 : M LET,

Device (config)# ip access-list extended vpn-tunnel
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| IPsec AL VPNDEF1Y T4 DHETE
KEV 5 &V IKE2 TOR—HLD SR 7+—Lty FoEE I}

A RFERIFT7ZIa Y B#

Ev bk IPsec THEHTE % L 9 IZ "mirror
image" 7 V7' N 778 A U X NEER
ETHIEEHRELET, £72, any
F—U— R T 52 LIFHEIELE
A,

ATFYvTs EET A7V N TI7ERAIVARNTEICAT Y 3% |—
UL FET,

ROEXE

TV TI7RA VAN I DU EERLEZS, PT U AT 34—y e [IKEvl BEIO
IKEV2 70— LD N T AT 53—ty OFRE] OFNEIHES TERTILERHD £7°,

Wi, 2V b~ 7By FEaRELTA UV F—T A AT HEXIZ, VTN T 7k
A VARNERFEDA v Z—T oA AZEEMTHISLERHDVES, (VT b~y By b
DOIERR] & A H—T 2 A A~DI7 VT b~y 7y FhO@EH] OFEIHE-ST W) |

IKEV1 L IKEV2 7 OR—HFILD SR T+—L 2y FOETE

Z O, IKEvl BEXOVIKEV2 AR —H )L L D IPsec SA DR AL T —3 3 BT [Psec BT
PMERTDH NI AT 34— By hEEETDHIEDICETLET,

HIFIFIE
SEAL W5 5L &5 E T %A 1E. ROBIKFERICERE L T ZS 0,
C—H MDY T BN— KT =T IPsec i 5L A 2 TRV &
LA BIOMMOET 3 IPsec VAR — 52 &,
N ABIMUOETNK VT VAT LY R— N5 &,
* SEAL W5 5fbid s X a A& E 2T THMATRE, L7cd> T, FAEMMIIH Y EH A,

*IKEvl & #7p 0 RGESRE SA T4 77 A AT IKEV2 TlIx I —3 3 VA[RERTIEDH Y
FHA, T, TNHDONRTA—HFHIKEV2 7 R—F )L TCRETHZ LT TEFEE
/‘/O

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



IPsec #FEEAL=VPNDtEX 1) T4 DHTE

B K BEVKE2 TOR—FLO PS5 VR T+ —L £y FOBRE

KEVID b5 R T+ — Lty FOERE
FIEDHEE
L S| 2 |
2. configure terminal
3. crypto ipsec transform-settransform-set-nametransforml [transform?2 [transform3]]
4. mode [tunnel | transport]
5 end
6. clear crypto sa [peer {ip-address | peer-name} | sa mapmap-name | sa
entrydestination-addressprotocolspi]
1. show crypto ipsec transform-set [tagtransform-set-name]
F g 48
ARV NFERERTIVa Y =[]
AT 71 A4 =TIk it EXEC T — R& A 2 —7 /W LET,
. CSAT— REANLET ERSNZHAE) .
De;ice> enable
ATFv T2 configure terminal Ja—nN)L a7 4 ¥ al—ay FT— RE2HEIBLET,
i -
Device# configure terminal
ATy T3 |eryptoipsec FIUATr—hty bEERL, WL T AT 4 — A
transform-setiransform-set-nametransforml | = > - o % 4 L —3 g9 F— FEFB L ET,
[transform?2 [transform3]]
* transform 5| BT CE 2= MY 2 EERT 2EE L —
- ARHY ET, THHA—/LZDONTIE, crypto ipsec
DeviC(z (config)# crypto ipsec Jee transform-set =~ ROz~ R CHAL 4, *
tran m-set t - — _
fransforn-sel acsset esp-acs . ThTr AT 4—hty hOBE)] ORIC, TS
ND b7 VAT 5= LOMBEDEDY A MR LET,
ATvTAa mode [tunnel | transport] (EE) FI7o A7+ —b vy MIEEMTONTZE— FE

i -
Device (cfg-crypto-tran) # mode
transport

EHELET,

*ZOF— RFEIF, BETXT FLALSLET KRR
[Psect'7 7 RLATHDH N7 7 4 v 7 EFIZHEA S,
FOMTRTONT 7 4 v 7IZx L CEEBHEINET,
Mo N7 7 4 v 71T T_XCThr RV E—FRTY) ,
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| IPsec AL VPN DX T 1 OBE

KEV 5 &V IKE2 TOR—HLD SR 7+—Lty FoEE I}

aAvY RFERET7IIY

E:g)

ATvT5 end e NIV AT —bar7 4 ¥al—varET—FFakT
L. F#HE EXEC E— RZBtA L £,
i
Device (cfg-crypto-tran)# end
ATvT6 clear crypto sa [peer {ip-address | (fEE) BEfED IPsec SA Z1HZE L T, £ D%MENL STz SA
peer-name}. | sa mapmap-name | sa ThIVATd—hty hOEEREMARD LI LE
entrydestination-addressprotocolspi] +
Bl FH TR L7z SA 1, T ISR S VET,
Device# clear crypto sa N %?EEJ@:'?—K clear crypto sa ay }\%fﬁfﬁ
T5HEL, SAT—HRXR—ADNENFERIZHESNDD
T, 70747 Exa T kv va ryNEESNE
R
*SAT—HXR—ADV Tty MNITEHEET HITIE,
peer, map, F7z|dentry ¥—V— RLIEELET,
ATvI1 show crypto ipsec transform-set (LE) REFHD N T AT+ —b By FERRFLET,
[tagtransform-set-name)
i -
Device# show crypto ipsec
transform-set
RDEZE

NI AT —b vy FEEELED, U TN~y 7 vy FOER] OFIEICHE->TZ Y
TR =T EERTHOMNENH Y FT,
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B K BEVKE2 TOR—FLO PS5 VR T+ —L £y FOBRE

IKE2D SR TH—L Y FOERTE

IPsec #EALE-WNDOtF2 U5+ DBE |

FIEDHEE
L Sl |2 |
2. configure terminal
3. crypto ikev2 proposalproposal-name
4. encryptiontransforml [transform?2] ...
5. integritytransforml [transform?2] ...
6. grouptransforml [transform?2] ...
1. end
8. show crypto ikev2 proposal
FlaDFH
ARV RFERETOVa Y B8
ATv 71 12— Fi#E EXEC E— F& A 2 —7 /LT LE T,
. cRAT—REAHLET (ERSAEHE) .
De;ice> enable
ATv T2 configure terminal Ja—srYLar7 4 ¥alb—vary ®— RERBLET,
i
Device# configure terminal
ATvT3 crypto ikev2 TaR—PFNLOLAFEIEEL, K5 IKE2 7 ai—9L a7 g
proposalproposal-name ¥aol—gy T— FEEBLET,
I - *IKEV2 R U v —Tid, 7rA—PApnzEH L T7aR—9n
Device (config) # crypto ikev2 ﬁ‘ﬁﬁgéﬂiﬂ—o

proposal proposal-1

ATvT4 encryptiontransforml [transform2]| ({£&) WOKEEALZ A 7D T AT+ —L% 1 DL ERELE

R
I - * AES-CBC 128
Device (config-ikev2-proposal) #
encryption aes-cbc-128 * AES-CBC 192

* AES-CBC 256

: 128 ¥’ k AES-CBC
: 192 v ~ AES-CBC
1256 ¥’ k AES-CBC

*3DES : 168 £ kN DES (FEHELE, AES BH#ELE X TV D51k
FAIY RATT) |
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KEV 5 &V IKE2 TOR—HLD SR 7+—Lty FoEE I}

aAvY RFERET7IIY

E[:b)

ATvT5 integrityrransforml [transform?2] ...| (f£i) WOBAMELZ A TDO RN T AT 3 —2% 1 DL EEEL
‘j‘o
151 .
Device (config-ikev2-proposal) # *sha256 X — U — NiX, "y 27T ALELTSHA2 7 7
integrity shal U256 Yy b (HMAC XU T > M) %?E”E LEI,
*sha384F—7U — %, "y a7 /)LTY XLELTSHA2 7 7
TU384 Yy b (HMACNY T b)) ZfELET,
*shaS12F—"U— K%, "y =27 /LTJ XAhELTSHA2 7 7
2US12y b (HMAC RNY T b)) ZHEELET,
*shal ¥ —U— NjZ,. "y i=2 703U XL L TSHA-1 (HMAC
NUT R #RELET,
*md5F—U— NI, ~"yia T ATy AL LTMDS (HMAC
NUT R ZREELET, OGEHELRE, SHA-1 AHELREI LTV
LR TT) .
2Ty T6 grouptransforml [transform2] ... UEE) e DH I NV—T XA TDORNT LA T 3 —L% 1D
PLEfELET,
11 - . -
Device (config-ikev2-proposal) # *1:768 '~ k DH (FF#EHE)
group 14 B
*2:1024 £~ b DH GEHESE) |
*5:1536 £ h DH GEHESRE)
*14:2048 By NDH /L —7 % EELE T,
*15:302 >y NDH /L —7%EELET,
*16 : 4096 £y F DH /L —7F%#IEEL £,
*19 : 256 £ b Elliptic Curve DH (ECDH) 7/ —7%Z45E L £
7,
*20:384 > N ECDH /' Vv — 7% ELE T,
*24:2048 £ N DH/DSA /' V—7 %#48E L £ 7,
ATvT1 end T IKEV2 7 RAR—H L a7 4 Fal—va = REgTL,
KiHE EXEC £ — RIZRY £,
i

Device (config-ikev2-proposal) #
end

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



IPsec M LI-VPNDLF1) T 1 ORE |
B K BECIKER2 TOR—FLD PSR TA—Lty FOBE

ARV KRFERETI Va3 Y B#
ATvT8 show crypto ikev2 proposal (EE) & IKEV2 7R —PNLDNRT A =2 ERRFTLET,
f
Device# show crypto ikev2
proposal

KEv2D CS5 2R TA4A—L 2y FDOF
OB TIE, TrR—FLORETEEZRLTWVET,

ELSURTA—LBAATIZRHLTI DD RS VR T+ —LHH S IKEv2 TOR—HF)L

Device (config) # crypto ikev2 proposal proposal-1
Device (config-ikev2-proposal) # encryption aes-cbc-128
Device (config-ikev2-proposal) # integrity shal

Device (config-ikev2-proposal)# group 14

ERSURTA—LBATIZHLTEBD FS R T+ —LHH 5 IKEv2 TAKR—HF)L

crypto ikev2 proposal proposal-2
encryption aes-cbc-128 aes-cbc-192
integrity shal sha256

group 14 15

NIV AT 3 —LDOHAEDLEDY A MZHOWTIX, [(MPsec ZfEH L/ VPNOEFXF=2U T 4D
RIE] BBRLTLTIEE N,

FRIEQ L BRI IKEV2 7aKR—F)L
REMOTaR—F IR O LB T,

Device (config) # crypto ikev2 proposal proposal-1

Device (config-ikev2-proposal) # encryption aes-cbc-128 aes-cbc-196
Device (config-ikev2-proposal)# integrity shal sha256

Device (config-ikev2-proposal)# group 14 16

JSER O T B AR—=F TR D &Y T,

Device (config) # crypto ikev2 proposal proposal-2

Device (config-ikev2-proposal)# encryption aes-cbc-196 aes-cbc-128
Device (config-ikev2-proposal)# integrity sha256 shal

Device (config-ikev2-proposal) # group 16 14

ZOVFIATIE, BEMOT LIV ZLAOFRPBIEINET, BREINZT AT XAEFR
DEEBYHTI,

encryption aes-cbc-128
integrity shal
group 14
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| IPsec AL VPN DX T 1 OBE

RDEE

syFr=yvFey ot I}

N AT 3= vy baEELEDL, U T~y 7 By hOER] OFEIIE->TZ Y
TR T B ERTOMNERH Y T,

SYThk2yvT Yy FOER

AREAT499 91)T k<Y TOER

IKE #fifH L CSAMMENLSND &, TPsec BT UL, HLnvEx=a VT4 7Y vm—v g A
THREERI=—FTXET, 2FV, JIV S~y NINTIU RN GFESIND b
TUATA—LDY AN E) BEETEET,

ZOZAZIE, IKEZEHLTSAZMBLT 27V s vy = MY EERT 27-DI2FATL
£, IPv6 7 V7~~~ = b ZERT A2, eryptomap =~ R Tipve ¥—7U — K%
FEHTHRERSHY EF, IPv4 27 V7 kN~ 7 Tld, ipv6 ¥—7— K72 L C crypto map =2~ >
REFEHLET,

FIEDHE

GE)

X a7 4 OB E UL 272D OB SALHEINTF IZZL L TWET, o X2
O FALIZBE T D HELEFEIEIC DUV TiE, [Next Generation Encryption] (NGE) A7 A k ~X—
NR=ZBR L TIEE,

4 r—T ik

configure terminal

crypto map [ipv6] map-nameseq-num [ipsec-isakmp]

match addressaccess-list-id

set peer {hostname | ip-address}

crypto ipsec security-association dummy {pps rate | seconds seconds}

set transform-setsransform-set-namel [transform-set-name?...transform-set-name6]

set security-association lifetime {secondsseconds | kilobyteskilobytes | kilobytesdisable}

© P NSO e wWN =

set security-association level per-host
10. set pfs [groupl | groupl4 | groupl5 | group16 | group19 | group2 | group20 | group24 | group5]
11. end

12. show crypto map [interfaceinterface | tagmap-name)
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JUT by T 2y FOER

IPsec #EALE-WNDOtF2 U5+ DBE |

FIEDFH
AV RFERETI3Y B#Y
ATv71 |4 Fx—T ik FitE EXEC E— & A X —7 VT LET,
il - CNRAT—= R AN LET (ERENLEHD) .
De;ice> enable
RATFwS2 configure terminal Jaua—)L a7 4 FXal—iarT— REHEBLET,
i -
Device# configure terminal
ATw 73 |crypto map [ipv6] map-nameseq-num sV T b~y T2 P EERELITIEEL, 7T by
[ipsec-isakmp] FarZ 4 Xal—varyE®—RERBLET,
i - *IPv47 U7 b~y 7T, ipv6 T —TU—RFRLTavy
Device (config) # crypto map static-map }f%kﬁﬁﬁﬁ L/jf7ro
1 ipsec-isakmp
RTFvw T4 match addressaccess-list-id JERET 782 U 2 NMZARIEITET,
Bl - CIDOTIEAVANI, 2OV TN~y =R
Dev-ice (config-crypto-m) # match address WZHR D L T, IPsec T%?%?”ZDJZ\E@&) L7747 &
vpn-tunnel PsecEx =2 U7 4 TRETDMNEDRN T T (v I %
HRIL FE T
ATy S5 |setpeer {hosmame | ip-address} UE—FIPsec 7 ZHEELET, ZhUL, IPsec fR#ESiLT-
NI T4 v T DERESE LR D ET T,
{5“ . A o L N 5 45 N
Device (config-crypto-m) # set-peer OV E— D ETICH LT, RUEEEZBEVIRLE
192.168.101.1 ?ro
ATvT6 crypto ipsec security-association dummy | %' 3 — X4 v NOERKEEICLET, Thb5DH I — X
{pps rate | seconds seconds} rv NI, 2 V7 b=y TRTHEREREZTRTO 7 B —(C
XL THERSNET,
i -
Device (config-crypto-m) # set
security-association dummy seconds 5
ATvI1 set transform-settransform-set-namel OISR wy S T N THATE NF AT 4 — A
[transform-set-name?...transform-set-name6] | - «, | 257 U £,
i - BEDO LT AT =Ly bETTAFVT 4IH (K
Device (config-crypto-m) # set EDOTIAFTVT A DOEDONEN]) IZHZELET,
transform-set aesset
ZFwF8 | setsecurity-association lifetime EE) 7V 7~y T 2 hUDSA TA T7HA LEIRE

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F

{secondsseconds | kilobyteskilobytes |
kilobytesdisable}

Li‘a—o



| IPsec AL VPN DX T 1 OBE

syFr=yvFey ot I}

ARV RFERRTI VY

E]:)

i -

Device (config-crypto-m)# set
security-association lifetime seconds
2700

*TTF/NEITIEH, 72V v~y T DSAITTa—r30L 5
A TEA Lo TRV —2 a8, ZHUEIT 4
=7z TcE £,

2FvT9 set security-association level per-host B BET LR A FDO~LT7T Lo, [HAID SA ZHeST
THEOEELET,
11 : . X
Device (config-crypto-m) # set *7 7 #/Vh T, 1 D®D IPsec r I ARV %{iﬂ% LT, %IE
security-association level per-host d}k@%f%fl:ﬂix ]\ &%ﬁﬁ@ﬁ%ﬂ;x ]\ D ]\ > 7 Y 7 i(i»
B TEET,
AR BEOY TRy MHOBEEDOA NI — AT X o TR
2V Y —ZANHESNDARRERH 2D T, ZDa~
YRFERLTEALTSZI N,
AT w710 |setpfs[groupl | groupl4 |groupls | (EE) IPsec D7 VT b~y 7 = MY OF LV SA %

groupl6 | groupl9 | group2 | group20 |
group24 | group5]

1 -

Device (config-crypto-m) # set pfs
groupl4

B3R5 & X2 Password Forward Secrecy (PFS) %#Z K4 %
. IPsec B 7 I DZIET HERICPFS &0 5 K D ITHERT
LMERELET,

* JN—711%, 768 £ > | Diffie-Hellman (DH)
BELET (T 7408, GEHESE) |

Sl R

* JNA—721%, 1024ty FDH#ERIF+A2fFELET, OGE
HEDE)
s JV—751%, 1536y FDH#BFE2fEE LEd, Gk

HELE)

* JL—7 141, 2048 £ > I DH @nll 25 E L £,
* J—7151%, 3072 £ b DH @nlFZ2HEE L £,
* JL—716 1%, 4096 £~ I DH @nl 25 E L £,

* 7 L—719%, 256 £~ b Elliptic Curve DH (ECDH) %
M ZfRELET,

* JL—7201%, 384 £~ h ECDH#AIFZIEE L £7,
* J)L—=724 1%, 2048 £~  DH/DSA B+ 2T L F
KR

* 77/ FTIE, PFS FERSNERA, ZOav R
TON—TBRESN RS2 HEE, I —T 18T
TN hELTHEASNET,

IPsec ZEALVWNDtEF2 YT A2 TsF¥al—2av A4 K B



IPsec #EALE-WNDOtF2 U5+ DBE |
B 7/ r=y7€y ok

ARV RFERRTI VY ]3]

AFvy 711 |end IS vy ar 74 X¥al—rarE—FREERTL, &
e EXEC £— RIZEREY £9°,

51 -

Device (config-crypto-m) # end

25w 12 |show crypto map [interfaceinterfuce| |7 )7 b <v~7 a7 4% l—> g kdnLET,
tagmap-name)

51 -

Device# show crypto map

SIS a—TFTa2DEV R

FFEDRELERIX, TNLUBD SA x> o—ra T HLAICTETAENCRY £3, HLn
REZTITEDNCT 25A1E, BEFO SAPELHROBKETHMELIND LI, ZhbDSA
FEETHLELRS D F3, L—FBIERITIPsec b T 7 4 v 7 BT H5A1F, RTELHEIZ
FOoTHEBEZTDHSAT —HFRXR—ADO—MIETEHEELET (OFEV, TEOZ VT h~v
Ty FTHLSNTWDSATZEITAHELET) . KEMRAREEZ1T 9560, /L—F DMilLd IPsec
cF 7407 BIFEAENBLRNGEEERWVT, SAT — X RX—AEZERIHELRNTLLEX
U,

IPsec SA %7 UV 7§ 5IZ1E, clearcryptosa =~ R )72 X7 A= ZFHL T & (8
TA—B T XTEHKT DL, SAT —HXRX—ANFERIIHEESN., 7774 7708X=20 7«
tydarybHESRTLENET)

ROIEE
ABZT 47 TV N~y T EBEFICIERLIEZS, IPsec N T 7 4 w7 7Zu—nEimt 58 A
=Tz A A7V T b~y 72y hEEHTOIVLERHY FT, ZOXRATEZETTDHITIL,
(Ao B =T 2 A A~DI7 VT s~ 7 vy FOEM] 22 L TLEE0,

BAFTIv0 0)T v TOERK

BAFIv 7 7 VT b~y 72 hUIZED, IPsecSAZFENLTED N7 7 4 v 7 ZHIRT 57
VIR T7I7BAVANERBELET, T 7497 DT74NEFY T TI7ERA YR NER
ELRWAAF Iy 7T N~y = E, BlREINET, ¥4Iy 7 7T F =y
T RNVIZEOT IR VA NREENTWDE, T 74 v I PEEINET, ZUTh
~v 7Yy MIHFAFTIv I 7T~y 2 FURTIOLNRWEA, 2V T~y
Yy MIFFRHEANDO NI AT+ —5 vy NERETAILERD Y £7°,

DX ATIE, SADHESLICIKE 2T 254w 7 7V s~ o M) BERT 57
OIZFEITLET,

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F



| IPsec AL VPN DX T 1 OBE
syFr=yvFey ot I}

A

GEx) IPv6 7 L RX, A4 F v 7 7V T b=y 7T AR—FEhEFA,

A\

GE) X2 VT OB EZIUSKHUT 2 72D OB SALEIRITEICE L L TV ET, BFov A=
DR FALIZEE T B HESEFIHIZ DWW TIE,  [Next Generation Encryption] (NGE) AU A k ~<—
N—=%ZRLTIZIN,

FIEDHEE
1. 4 %=t
2. configure terminal
3. crypto dynamic-mapdynamic-map-namedynamic-seq-num
4. set transform-setiransform-set-namel [transform-set-name?...transform-set-name6]
5. match addressaccess-list-id
6. set peer {hostname | ip-address}
1. set security-association lifetime {secondsseconds | kilobyteskilobytes | kilobytesdisable}
8. set pfs [groupl | group14 | groupls5 | group16 | group19 | group2 | group20 | group24| groups]
9. exit
10. exit
11. show crypto dynamic-map [tagmap-name]
12. configure terminal
13. crypto mapmap-nameseq-numipsec-isakmpdynamicdynamic-map-name [discover]
14. exit
F g 48
ARV RNEREETIVaY =[]
ATy A3 —=T )t FiHE EXEC £ — R& A R —7 /LI LET,
71 . .
bl *RAT—FRE AN LET (R
Dev-ice> enable /ﬁ\) °
ATy configure terminal Jua—) a7 4 FXalb— g — RaeB
72 MLUET,
i -
Device# configure terminal

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )
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IPsec #EALE-WNDOtF2 U5+ DBE |

B Ity Ty rokR
AU RFERIETIVa Y By
ATy crypto dynamic-mapdynamic-map-namedynamic-seq-num EALFIwv 7 720V s~ = M) BVERR
73 L. 7V h~wyFar7 s Xalb—ay
1 - E— RZBBLET,
Device (config)# crypto dynamic-map test-map 1
ZFw |set transform-settransform-set-namel IOV Ty T2 N THEATDL T
4 [transform-set-name?...transform-set-name6] 2T r—h vy FEEELET,
B - CBEBORNT AT ALy b ETTAA
Device (config-crypto-m)# set transform-set aesset V748 EDTITAF )T 4 DHLDOMN
A ZHIELET, i, Ay
7 VTN~ N THREEEN
HME—DRRELTT,
A | match addressaccess-list-id UEE) WET7 78X VA MDY R NESET-
75 VA M ERRELET,

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F

1 -

Device (config-crypto-m) # match address 101

CIDTIVEAYRANI, ZOZ VTS hwy
7 = M UIZH S LT, IPsec TIR#ET S
VERNHDL T 747 L, IPsecEF =
V7 4 THRELRW N T 7 4 v 7 BREL
£7,

GEx) BAFIv 7 7T b~y T
T2 A YA NI EETTN,
FRT2Z L aim HELE L 9,

T I7EAVRAMPRRESNTVDEHE,
[Psec T K-> THOREND T —H 71—
DI, ZOZVF 778X VARD
permit 27— k A > N OHIPFANTH 5 2
B FET,

T EARAYARRNPEEINTWIRWNGE,

FXA AX, IPsec 7 DR LT —X
7u—ID &%t ANET, L, 772
TRV A RMBREREINTWTHIEESINT
T7EAY R NBFELRD, & DHWIEZE
THDHHA. T3 A XT_XTORTr» b
PEELET, X TIZ7EBAXA VA b E
HBETHIVNEOHHLAST v 7Tk
~ v 7 LREETY,

*TI7ERAVAMIRIV =g T
<y M7 g B Y T THRER SR



| IPsec AL VPN DX T 1 OBE

syFr=yvFey ot I}

AT REREETO VI Y

S]]

B, anyXx—T—R&7 7 A U A K
AT AT ESBETT,

C T RLVRAERET HDLERDHY 7,
BRIELRWEGES, Ty R U T T XA
b (BRI T) TEEIND D,
BENRLEILR Y . TED & A 3 —7 /LI
TEEHA,

ATy
76

set peer {hostname | ip-address}

51 -

Device (config-crypto-m)# set peer 192.168.101.1

(FE) VE—FIPsec T HIEELET, V

E— N ETREEO L5, ZOAT v T A

DNiRLET,

GE) AAFIv 7 7 VT b~y b
U, INERETHZEITENT
T, XA FIv 7 7V T b~y T =
Y RUIE 2L 0%A, REOY E—
METTHEHINET,

ATy
71

set security-association lifetime {secondsseconds |
kilobyteskilobytes | kilobytesdisable}

i -
Device (config-crypto-m) # set security-association
lifetime seconds 7200

EB) PEX=2V T SAZ AT — g
VIHEXIMERHENS T e — VT AT HA
LMz FEXLET EOZ YV h~vy T T
v MU DBE)

GE) IR EREE T O X — ORI
o MERDIFEAT B ATREM: & f/ N
(2B, REDTA 724 2685
HBRIZE > TR H—ENDHF—DF
HERREREZT 4 =T M TEET,

2Ty
78

set pfs [groupl | group14 | group15 | group16 | group19 | group2
| group20 | group24| groups]

51

Device (config-crypto-m) # set pfs grouplid

(UEE) IPsec NZD7 VT h <~y T kY
DFF LY SA ZBR L=, PFS #5:Rk4 %
X 91z, F£721F IPsec BT 0 HZET HERIC
PFS NEENDHZLEERTHLHIIFEELE
T
* J—7 11, 768 £~ I Diffie-Hellman
(DH) #AlF&2HEELET (T 741
8 o GEHERE) |
s F—721F. 1024 ¥ N DHERITF 55
ELET, CGEHELD) |
s JL—751%, 1536 £ N DHEBIF 45
ELET, CGEHESD)
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B 7/ r=y7€y ok

IPsec #EALE-WNDOtF2 U5+ DBE |

AT REREETO VI Y

S]]

* ZV—7" 1413, 2048 £ b DH A1 %
RELET,

* JL—7151%, 3072 £~ k DH #%5+%
BEeLlLEd,

* 7 —7"16 1%, 4096 £ b DH kAl 1%
EELES,

* 7 V—719 1%, 256 £ > b Elliptic Curve
DH (ECDH) #3ll+x#fEELE£7,

* J—7201%. 384 £~ ~ ECDH %%+
HEELET,

* J)L—7 24 L. 2048 £ >~ ~ DH/DSA ik
TERELET,

* 574/ hTIE, PESIFER SN EHA,
ZDawy KT A—TREE SNV
A&, groupl BT 74/ M E L THEMHE
ET,

ATy | exit IV R~y arZ s Xal—a s E—
79 RERTL, Fe—_Lary 7 4¥al—3 3

1 - VE—RIZREY £9,

Device (config-crypto-m) # exit
ZFw | exit Ja—\)Lary 74 Xal—grE— REK
710 TLET

i -

Device (config)# exit
AT |show crypto dynamic-map [tagmap-name] EE) 4TIy 707 v~y 7IZBET 5
71 HHEFRRLET,

i

Device# show crypto dynamic-map
AT configure terminal Ja— ) ary 7 4 Falb—grFT— R2RH
712 BLUET,

i -

Device# configure terminal
AT |erypto ER) 7V b~y vy MTEATI w7
13 mapmap-nameseq-numipsec-isakmpdynamicdynamic-map-name | ; ) 7 | <« 7 Z B0 LET,

[discover]
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syFr=yvFey ot I}

AT REREETO VI Y E]:g]

TEBRT L7V vy T N &
‘W“ : gﬁﬁ?ﬁé%\%fﬁ@ @ ij—o
Devicg(config)# crypto map static-map 1 ipsec-isakmp
dynamic test-map discover GE) TED % AN 5121%, discover & —

U= REANTLRENDHY £,

ATy exit
714
i -

Device (config)# exit

Ja— a7 4 Falb—Tg s E— REK
TLET,

ST a—TFarDEY

RDEE

BEDORELEIL, FNLUBEDSA 23T —2 g T AR TAENIRY £+, HFrLn
HEZT ITENCT %A1, BEFEO SA REEZOKECTHMELIND LI, ZhH D SA
EMETIOILERDY £, L—FBNIERICIPsec N7 7 4 v 7 BT AT, RELEIC
Ko THEBEZTLSAT —HARX—A0—H T EHEELET (00, FIEOZ VT K ~v T
Ty FTHENLSNVTWD SATEITEZBEELET) o KEBREELZIT OG0, V—F D&/ O
IPsec N7 7 4 v 7 BB L TWDLEERWT, SAT —ZX—ZALEKD7 VT =T LRNT
<&V,

IPsec SA %7 U 7§ 5IZ1E. clear eryptosa 2~ > K E@UI/R /T A —X i L T 7ZE0,

(RFIRA—=EEFTRTEKT AL, SAT —FX—ANERITEEESN, 77747 tx2
T4 v aryEESRLTLENEY) |

IV Ny Py FEERICERLEZS, IPsec N T 74 v 7 70— BRTAEA 2 —T =
ARV T~y vy b EBATAIVERLYET, TOX AT EETTHITE. [
B—=T a2 ZA~DI VT KN~y 7y hOEH] 2R LTLIEEN,

FHLDSAZHELTBH=OD0)T v T T M) DERK

ZOZAZIE, 7V T vy T 2 b U BB L TFE) SA 2T 572 (DFE D, SA DO
SAZIKE AMER SNRWIEE) IZFATLET, IPv6 7 U7 b o7 = b Y ZERRT 2121,
cryptomap =1~ > R Tipv6 ¥— U — FE2FEHTL0ENRH 0 £4, IPvd 7 U7k =~y 7T,
ipv6 *—7U — R72 L Ceryptomap 2~ > R&EfEH L ET,

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



B 7/ r=y7€y ok

IPsec #EALE-WNDOtF2 U5+ DBE |

FIEDHEE
1. 4 %x—=Jit
2. configure terminal
3. crypto map [ipv6] map-nameseq-num [ipsec-manual]
4. match addressaccess-list-id
5. set peer {hostname | ip-address}
6. set transform-settransform-set-name
1. ROWTNDNEFEITLET,
* set session-key inbound ahspihex-key-string
* set session-key outbound ahspihex-key-string
8. KOWTNNEFEITLET,
* set session-key inbound espspicipheriex-key-string [authenticatorhex-key-string]
* set session-key outbound espspicipheriex-key-string [authenticatoriex-key-string)
9. exit
10. exit
11. show crypto map [interfaceinterface | tagmap-name)
FIED
ARV NFERERETIVa Yy EL:y)
ATv 71 A4 *r—JILik Fit# EXEC £ — F& A X —7 /L LET,
5l *RAU—REANLET (FERINEHEE) .
DeQice> enable
ATFv T2 configure terminal Ja—)L a7 4 Xal—aryET—R2BLET,
il -
Device# configure terminal
ATv73 crypto map [ipv6] map-nameseq-num ERETIIEE T L2 VT b~y 7 = P EfEL T,

[ipsec-manual]

1 -

Device (config) # crypto map mymap 10
ipsec-manual

IV T~y T ar7 s Xal—varxT—FFelBLE
R
*IPv4 7 U7 b~y 7 ClE, ipv6 ¥ —7U — R72 L Terypto
map 2~ REMHLET,

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F



| IPsec AL VPN DX T 1 OBE

syFr=yvFey ot I}

AU RFEEET7TI 3

S]]

ATvTA4 match addressaccess-list-id o7V T h=xy 7 UL LT, IPsec THRET D
774y L, IPsec THRAELRWIT 7 1 v 7 ZIRIET
Bl % IPsec 77 B A U A MZA4REI &M E£3
Device (config-crypto-m) # match address
102 *IKE ZfH L2V iEA. 7278 A U A M permit =
MU &1 ORETHEETEET,
ATvT5 set peer {hostname | ip-address} UE— MPsec B 7 ZHEE L E T, ZAUT. IPsecliiif S L7z
NI T4y DERRIE LR HET T
il - N
Device (config-crypto-m) # set peer CIKEZBEALRWGEA, BT 2 127 ETCEET,
10.0.0.5
ATvT6 set transform-settransform-set-name HFHTA RNV ATH+—AL Yy NEEELET,
5l - *ZhE, VE—RMETOMIET D2V S vy T 2
Dev.ice (config-crypto-m) # set rY VCEFEH/:E L7 v AT —L By FERIUTHD
transform-set someset £§§5ﬁ§35 " 3£7f0
GE) IKE ZfEfl Lana, FT 0274 —L kY b
1 ORTHEETEET,
ATvI1 RONTNPEFETLET, HESNIE NIV AT7 4=y MZAH 70 Favig
EL_A SHE =3 NAY = - z
* set session-key inbound i nCVLE f%%ﬁ%@%amk > U%f{'ij\ 77A 7
ahspihex-key-string J@fﬁ'ﬁié AH “}Z F2 VT4 RNTA=F AT v A (SPD)
BLOF—ZRELET
* set session-key outbound
ahspihex-key-string IRETDHINT T4 v NI AH X2V T 4 T
Vix—vaEFEHTHEELET,
i -
Device (config-crypto-m) # set
session-key inbound ah 256
98765432109876549876543210987654
i -
Device (config-crypto-m) # set
session-key outbound ah 256
fedcbafedcbafedcfedcbafedcbafedc
ATvT8 WONWTNDNZEFATLET, fRESNIE N7 274 —5 &y FMTESP 71 LG

* set session-key inbound
espspicipherhex-key-string
[authenticatoriex-key-string|

* set session-key outbound

espspicipherhex-key-string
[authenticatoriex-key-string|

EFNTVOHE, REFROERBLIOREI T 74 v 21
i FH 9% Encapsulating Security Payload (ESP) &%= VU 7 ¢
WNIGA=L ATy A (SPI) BLROF—EHELET,
EQ s

RT7UAT4—5h Yy MTESPRHSLT VY RARE E
NTWDRERIE, BeXx—Z2HELEY, FTVAT+—4

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



IPsec #FEEAL=VPNDtEX 1) T4 DHTE

B Ity Ty rokR
OV RFERETI3 Y B#Y
T MZESPFRAET VT U XANREENTWAHEHEIT, R
i AEF—AfEELE T,
Device (config-crypto-m) # set .
session-key inbound esp 256 cipher RHETAN T T4 v VIEHTAESP X2 T 4 T
0123456789012345 VT—3 g V%’f?%ﬁf?ﬁﬁ? Liﬁ—o
il -
Device (config-crypto-m) # set
session-key outbound esp 256 cipher
abcdefabcdefabcd
ATv79 exit 7V T b~y T ar7 4 Fal—varE—FREKETL,
Ja—) ar7J 4 Xal—aryET—RIREY E1,
il -
Device (config-crypto-m) # exit
ATy 710 exit Jua—sLarZ 4 Xal—ary T—REKRTLET,
i
Device (config) # exit
2Ty I show crypto map [interfaceinterface | IV v~y T ar7o¥al—arEFEsLET,
tagmap-name]
i
Device# show crypto map
FSINWNa—TFaoTDEV R
FHRY TN SN SADSHE, BEEEZANCT H1-OITSAZHEL, BUHEHLT 20BN H Y £
9, IPsecSA %7 U 73 5HIZ1L, clearcryptosa =~ > R EHI72 T A= ZfEHL T 7ZEWN
(RTRA—B T RTEMTDHE, SAT—F_X—ARERRI7 VTSN, 77747 78Ex=2
T4 Eyvarb 7V TENTLENED)
RDEZE

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F

IV T h~v 7Ty hEEBIERLEZS,
ARV T s~y vy VEBEATIVNENOY T, ZOX AT EZETTHITIE,

IPsec b7 7 4 v 7 7a—2@Rd 58, 4 —7 =
(1

B—=T a2 ZA~DI VT N~y vy hOHEMA] 2R LTLIEEN,



| IPsec AL VPN DX T 1 OBE
18—z 42~00 ) Frzv Tty toER ||

AVRA—T A R~NDY YTy Ty FDEA

VT b~y 7y ME IPsec N7 7 4 v 7 BNEIRT KA L F—T = A AT HMEN
bVEFT, A F =T ARV Ny T vy bEEATHE, TS RIIXLT, FT
T4V E IV Ny S THRETHRDVIC, AV F—T A ADNFT T 4057 VT b
~v 7Py ML TEMEL., B E-idtx2) Ty 7Yz —v gy xAdo— g0
FIZRESNTERY —2EHT A Lo I rREET,

AH =T 2 AR VT N <=7 2@ATHI2E, ROEEEFEITLET,

FIRDOHE
L. 4x—=Jit
2. configure terminal
3. interfacetype/number
4. crypto mapmap-name
5. exit
6. crypto mapmap-namelocal-addressinterface-id
1. exit
8. show crypto map [interfaceinterface]
FIED
ARV RFEREETI3 Y B#Y
ATvT1 4 x—T L R EXEC £ — R& A X —7 LICLET,
. P RAT— REANLET (ERSAEHE) .
De;ice> enable
ATy T2 configure terminal Jua—r L ar7 4 Xal—varE— e LE
D
1 -
Device# configure terminal
ATvT3 interfacetype/number AVHE—T 2 A ABREL, fVF—TzAf AT 4
Fal—varE—RFEHMBLET,
i)
Device (config) # interface FastEthernet
0/0
ATvT4 crypto mapmap-name AH =T 2 AR} LTIZ VT b vy 7 By bEil
HLET,
i
Device (config-if)# crypto map mymap

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



B Psec VPN EEES

IPsec #FEEAL=VPNDtEX 1) T4 DHTE

aAv U RFEEET7I 3y

E]:g)

ATvT5 exit A B =Tz A AT 4 Fal—TaryE—Rifk
TL, Zuv—bary 7 4FXalb—var E— RNIRE
fAi DET,
Device (config-if)# exit
ATv76 crypto (B JLRA V=T oA ABR L =TI TAF
mapmap-namelocal-addressinterface-id VFATAEEHALT. RLZ YT~y FERIEAET
5 EHICLET,
i
Device (config) # crypto map mymap
local-address loopbackO
25y T exit EE) ZJa—L a7 4FXal—3gy FT— K%
T LET,
i
Device (config) # exit
ATFvT8 show crypto map [interfaceinterface] EE) 7V b~y a7 ¥al—yaraxk

1 -

Device# show crypto map

ZT—\‘ Lij—o

IPsec VPN O % 5E 43

5l : AESR—XDRAE T4 vIBEITY TDETE

ZOWNE, AXT 47 VT Ny T EREL, B bHFXE LTAES 2 FH£RT D HEER

LTCWET,

crypto isakmp policy 10
encryption aes 256
authentication pre-share
group 14
lifetime 180

crypto isakmp key ciscol23 address 10.0.110.1
!

crypto ipsec transform-set aesset esp-aes 256 esp-sha-hmac

mode transport

|

crypto map aesmap 10 ipsec-isakmp
set peer 10.0.110.1

set transform-set aesset

match address 120

|

|

!
voice call carrier capacity active

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F



IPsec ZFEEAL~VPNDtEF1') T4 DHRE

IPsec #EALI-VPN Dt ¥ T D&EI<ET2Emny 772 I}

mta receive maximum-recipients 0

interface FastEthernet0/0

ip address 10.0.110.2 255.255.255.0

ip nat outside
no ip route-cache

no ip mroute-cache

duplex auto
speed auto

crypto map aesmap
I

interface Serial0/0

no ip address

shutdown
|

interface FastEthernet0/1

ip address 10.0.110.1 255.255.255.0

ip nat inside
no ip route-cache

no ip mroute-cache

duplex auto

speed auto
|

ip nat inside source list 110 interface FastEthernet0/0 overload

ip classless

ip route 0.0.0.0 0.0.0.0 10.5.1.1

ip route 10.0.110.0 255.255.255.0 FastEthernet0/0
ip route 172.18.124.0 255.255.255.0 10.5.1.1

ip route 172.18.125.3 255.255.255.255 10.5.1.1

ip http server
!

access-1list 110 deny

ip 10.0.110.

.255 10.0.110.0 0.0.0.255

.255 10.0.110.0 0.0.0.255

0 0.0.0
access-1list 110 permit ip 10.0.110.0 0.0.0.255 any
0 0.0.0

access-list 120 permit ip 10.0.110.

IPsec ZERAL=VPNDtEFa1 )T 1 DEEICEAT %1E

mo) 72r7rL2R

HEIEE

X=—aT7ILBZA L

CiscoIOS z~v > K

[Cisco IOS Master Commands List, All Releases.]

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

IPsec ZEALVPN DX T OREICEHT SEMDYT7 LR

IPsec #FEEAL=VPNDtEX 1) T4 DHTE

ESPEBEY=]

XZaFILEA ML

IKE, IPsec 8L UPKIZL 7 4 Fal—ta
vy R ERgavy R, avr FE—
R 774V RaGE, ERICEY 2 EEHHEE
L O

* [Cisco I0S Security Command Reference:
Commands A to CJ

* [Cisco I0S Security Command Reference:
Commands D to L]

* [Cisco 108 Security Command Reference:
Commands M to R

* [Cisco 108 Security Command Reference:
Commands S to ZJ

IKE % 7E

[ Configuring Internet Key Exchange for IPsec
VPNs |

Suite-B SHA-2 7 7 2 U (HMAC NU 7> })
¥ L O Elliptic Curve (EC) F— X7 DR E

[ Configuring Internet Key Exchange for IPsec
VPNs |

Suite-B AT NI AL XA TD KT A
7 —ILDERE

[ Configuring Internet Key Exchange Version 2
(IKEv2)]

IKEv2 H @ Suite-B @ Elliptic Curve Digital
Signature Algorithm (ECDSA) signature
(ECDSA-sig) #27lEF RDFE

[ Configuring Internet Key Exchange Version 2
(IKEv2)]

IPsec SA 1 2 T —3 5 > T Suite-B @ Elliptic
Curve Diffie-Hellman (ECDH) DR — b

[ Configuring Internet Key Exchange for IPsec
VPNs |

[ Configuring Internet Key Exchange Version
2 (IKEv2) and FlexVPN Site-to-Site |

PKI OZERAER SR D 72 O Suite-B AR — k

[ Configuring Certificate Enrollment for a PKI]

LR SN HIE LT VT Y XA A 1k
B

m s Title

L -

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F


http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html

IPsec ZFEEAL~VPNDtEF1') T4 DHRE

IPsec #EALI-VPN Dt ¥ T D&EI<ET2Emny 772 I}

MIB
MIB MB®!') 2%
» CISCO-IPSEC-FLOW-MONITOR- MIB BRLETZ > b7 4~ b, CiscolOS V7 T
=7 JU—A BRUWEREE >~ FO MIB %
* CISCO-IPSEC-MIB BBRLTH U rr— R 25581%, kD URL
+ CISCO-IPSEC-POLICY-MAP-MIB \Z& % Cisco MIB Locator i L £,
http://www.cisco.com/go/mibs
RFC
RFC Title
RFC 2401 ['Security Architecture for the Internet Protocol]
RFC 2402 [IP Authentication Header ]
RFC 2403 [ The Use of HMAC-MDS5-96 within ESP and AH ]
RFC 2404 [ The Use of HMAC-SHA-1-96 within ESP and AH]
RFC 2405 [ The ESP DES-CBC Cipher Algorithm With Explicit
4l
RFC 2406 [IP Encapsulating Security Payload (ESP)J
RFC 2407 [ The Internet IP Security Domain of Interpretation
for ISAKMP)
RFC 2408 [ Internet Security Association and Key Management
Protocol (ISAKMP)J

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



B Psec #EALEVPNOEF2Y T« ORFEICET HH4EER

SRADTY ZHI YR—F

IPsec #FEEAL=VPNDtEX 1) T4 DHTE

Bl

Link

CFECHH % #17= Technical Assistance D354 [CE]
DURLIZTZ7EALT, YRAadr 7 =h)v
PR—FEHERKBIEHLTIZEEN, Znb
DY Y—RE, VT RTxTEAL LA =L
THRELIZY, Y RAapflGe7 7 /Juay—|C
BE 2 BRI RE & fR i U720 § 5 7o DI
LTLEEY, ZD Web A F EDY—)LiZ
7 7' ATHEEIL. CiscocomD 2 7 A 1D B
L ORRAY — RNMETT,

http://www.cisco.com/cisco/web/support/index.html

IPsec Z{ERAL=VPNDOtEX 1) T 1 DHRTIZRET 5 #

RETH R

WORIZ, ZOFY2— /LT LIEEREICET 2V ) — A FHERLET, ZoRIE, Y7 b
U277 U —R FLA UV TEBEOYR—FNEASNTZLEDOY T b7 V=R 1T%
RLTWET, TOMEEIL. FRIETD BRRWRY . TnUBEO—EHDO Y 7 =7 VI —ATH

PR—=FENET,

T N7 F =DV R—FBLIR A2 VT 2T A A=V OYR— MCET IHERERE

9 %121%, Cisco Feature Navigator Zff ] L 77,

Cisco Feature Navigator |27 7 £ A3 521X,

www.cisco.com/go/ctn IZBE) L £ 3, Cisco.com DT IV MILEDH Y £H A,

T 2: IPsec VPN Dt 1) T ¢ REICBET S HEREIER

YI2b+bozxz7 ))—R

HAEEHR

Advanced Encryption Standard

Cisco IOS XE Release 2.1

ZOBEREIZ LD HT LW AE
Bk AES IZX4 2 Y AN — b A8
BNEHES ., AES &, DES
DAk & L CRFE S 417 IPsec
BEIWRIKE DT T A /32— |
TUAT F—ALTT,
ZOMHICE Y, KOav R
NEBIILE L7, eryptoipsec
transform-set, encryption (IKE
policy). show crypto ipsec
transform-set, show crypto
isakmp policy,

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F


http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

IPsec ZFEEAL~VPNDtEF1') T4 DHRE

CET I
HEE4 YI2bkoxzF7 J)—R PEBETEHR
AAA P — %A 14 % IKE 4t | Cisco IOS XE Release 2.1 AAA T — \EfH L7 IKE 3
A HEHEREIL. AAA Y— 30
LDX— )Ly I T v % AHE
iZLET,

CiscolOSXE UV JU—=x21T
X, Z DOHEREN Cisco ASR 1000
v — 1‘77)/7\‘*—“/3‘/

H—E R J—H EINT
WE L7z,
I0S Y7 N =T HETO Cisco 10S XE Release 3.7S Suite-B (21X, IKE & IPSec T/
Suite-B O ¥R — k AT 570085713V X

L2DAODDA—Y 4 L H—T =
A A AL — hOHYHR— FHE
MENTWET, T RFC
4869 IZFLk STV ET, &
AA— ME, BEET ATy X
L, TYUENVBELHTLITY X
L, F—HETNITU XA,
Ny VvaFEREFEAvE—U X
A2 A TNAY XLTHE
RENTHET,
ZOMREIZ LD, RDavw R
MDAEWZFLE LT, cryptoipsec

transform-set,

FoFUTA  ZEEDPHERENS A Z2R#ET S0, WSy hEITEBRET 58
by "R TE52X2 VT 4 —E A, IPSecid. T —HBiLE v —Fr V AB ST EMAED
BTHEATAZEICEY, Z20F T ar —E R L F3, CiscolOS XEPsec 13, FHIT
S S 7z SA (IKE TIERL REIC L > THEIZ S 72 SA) ZBRWTC, F—FRGREY— 2 %
FATTH L X IFIMT O —ERERAE L E T,

T—AREREE . T— X OEAEVERB LORETOMEE, T — ¥ AR, Eu@t JEEWRT5A
BOVE L IEDOW T O S EBERT 254N HV ET (2L, T— 2 RELHIFITT— &@%
WIRTELET) o

T—RDEEN (RSN T — 2 BE=HICHABMONRNE ST DEF=2U T 1 —F
Ao
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m:

=
aa

IPsec #EALE-WNDOtF2 U5+ DBE |

T—R 78— EFEFILT RVAERIEYRAY | 5857 RVAEII~YAZ PR B hajL 74—

LR, EETB LU — FOMAEDEIC > TR SND N T 70 v 7 0EFY, Tk

ZW74~whkiUT N 74— RIZIEWT O OMENE EvE T, IPSec frilixT —4» 7
SEAENET,

IKE : Internet Key Exchange (A > % —% v b £ —7541) D%, IKE (%, FEF2U7 1 K
V—HRESL L, X—EMELTHI—E R (IPSec /2 E) OF—%BFEL £ 9, IPSec hT7 7 1 v
7 BNEIET LRI, F—F, T AT U=/, BEOKRZX MIZOET OID ZRGET 5 %
N ET, FHITIE, FAHEEXF—ZWAA MCFEITANT 0, CAV—ER&HHLE
7

IPsec : IP Security (IP X = VU7 1) ., BIMETRITOT —X O, BAEME, B OGEE
Rttt 24 —7 0 ZAZ X — RO T, IPSecid, ZDXHEx2V T 4 h—E A% 1P
LAY CTRELES, IPSeciTIKEAZMBHLT, Yr harerral) Aaoxrdvz—3 9
ra—H)L RY —IZHE SO THEL L, IPSec T SN DK HF—C8GEF— 2 Ek LET,

IPSec T, —XDHA MH, — DX =2V T4 F— T =oA, FREF—DEX2U T o
\%F714kTXF@WT10uL®?%57E%%%%T%i¢o
E7 : 22 ToOET L, IPsec lIZHBMT B0 —F F 2135 DOMOLEE T,

PFS : Perfect Forward Secrecy (GERHAEME) . Ziuid, B S5 A MEMEICEES D15
FrtETd, PFSZMEHT 2L, 1oDF— ﬁﬁ&bnf%\:ﬂu%®%~uﬁ@#~@m%ﬁ#
LG SN2, BB L OLUBEO X —IZITEE L EE A,

SA: X2 UTF 4 TV —ay (SA) o 290 EOT T 4T 40, BEDT—4 Tu—
ICBWTZRIZHEET D012, HEDEX2Y T+ 7u bai (AH £721XESP) EREHE L T
X2 VT4 b= REEATEHEEZRRLET, N T T4 v 7 EEETHEDIC, PR
T A — L EIEWEX—PMEHESNET,

SPI : Security ParameterIndex (¥ =2 V7 4 NI AXA—=F AT v 7 A) . THIE, 5EEIPT L
ABLINEX2 VT4 Ir baLiilAabE T, FFED SA #—EIZHBT 5% 5 TT, IKE
AR LRSS, SPLIE, FEITHEX 2T 7Y vo—va VITEESRET,

FSURTA—L : T—HFAE, T— XN, BXOT— XL EHRT 5707 —4 7
O —TCHEITSNDLEDY R |, =& 212 \17/x7¢~ALi\HMmmm&m£7w:)x
LEMEHT A ESP 72 hajl, 56 By F DESEF BT LI A8 EMFHTH AH 72 b aj

BELOHMAC-SHA FBRET7 VT Y X A% T 5 ESP 7 v ha i End 0 £,

FORIL: ZZTHHTS TRl Ll 220087 QEOAL—F1Y) OELEES
ATT, ho)VEF—RTIPsec ZHHATHZ L TIEH Y XA,



%3%

IPSec R LRI A B —T A4 R

IPsec A b o p/b A X —T =4 A (VII) TiL, IPsec b RNAEKTITDH-0DN—T 4
THEEIRA LV E—T 2 A A XA T L ==L A Xy NT—T T D720V A FED
L CHRTHHHERFEMEMEE N E T, Psec VIIICE > T, VE—F V7 24#T 572
DO IPsec DRTENHFEL SN, v LFF¥ A MR FR—FEN, SHIZE, *y hT—7EH
B =R AT UV IRHBICERTE S L5122 7,

A

GE) *’Z%:L)T%@””@Z&%ﬂ’b IR 272 D DR BALEANEFIZZL L TWET, o A=
K BALIZ B D HESEHIH|Z DUV Tik, [Next Generation Encryption] (NGE) &7 A bk ~_X—
/\o_%éﬁﬁﬁ LTL7EENY,

© BERETE M OMERR, 43 N—v

* IPsec RAE b > Fb A LV H—T = ADHIFIEIH, 44 ~N—

* IPsec RAH b RV A v H—T = A RZHT HIER, 4 -V

* IPsec AR b /b A L H—T = A ADORESE, 52 ~—V

* IPsec AR bRV A U H—T = A ADFRERF], 65 ~—

* IPsec RAB F o )V A H—T 2 A AZETHBMOY 77 LA, 77 R_—=Y
* IPsec A k> Fb A V& —T = A ZZBT DHEEEREH, 79 ~N—

HEEIF IR D MEER

THERAOY 7 v =T VY —ATE, ZOEYa— LTSI T X TOMENTR— SN

TWD EFIRBY £/ A, RFTOBEREREH I L UL |22\ Tlid, Bug Search Tool 38 X N H D

T b7 =BT 2T V) —Z2DY Y —RX J—FEZBBRLTLIEIY, Z0OF

I/“:**/I/“Ciﬁ‘ﬁ%éﬂéﬁiy BT 2 1EH, BIXOEHEENRTR— N5 ) ) —2D—EIZoW
. BEREITEHROEREZL T EE N,

IPsec ZFEALIZVNDEX1YT a2V T4XaL—>a3 v HAFR
|


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
https://tools.cisco.com/bugsearch/search

IPSec KB bt A28 —Tz 4R |
B PsecmEFCRLADE—T A ROFHHEE

7Ty N7 A —LOYR—FBLOV AT YT N =T A A=V OWR— MNIET L ERE BB
F %121, Cisco Feature Navigator i /] L £, Cisco Feature Navigator (27 7 & 23 % |Z1%
www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 MILEDH YD FH A,

IPsec R Lo RIL A3 —T 24 ADFFIEIE

IPsec FZ VR TH—LEY |k
IPsec N7V A7 —L Yy hEFRETEDHDIE. hrrrV E— RTET T,

KEt¥Xa T4 7VoI—23aY

A BE—Fy FX—%H (IKE) EX=2VF7 47— 3 (SA) IZVILIZARA » RENT
Wk,

IPsecSA 571w LI A

AHT 47 VTI TiE, VIIA o F—7 = A AT L TWAE—O [Psec SA 721 AR — K &
WET, IPsecSAD T 7 47 L7 ZIXHFIZ"IPany any" TI,

IPvd /X5y b

ZOBEREIX, IPv4 Ty b E DT BUALT D L OICERE SN SVTL #89AR— K LETH, IPv4
X RTIPVO X7y N EfmiE L7290, IPv6 X7y R TIPVA Ny FEEELTZDTHZ LIX
TXEHA,

Tunnel protection

IPsec IPv4 &— RC tunnel mode ipsec ipvd =~ > R4 53555 1%, shared ¥ —7 — R &% E
LRNTLEE N,

IPsecRB Lo RIL A3 —T 24 RIZET B1FH

Psec VTI Dffi FIZ & VE— 77 B AORELRIET IMEN D LHEORET 7 EANK
MEIZ S b S 4, 737"12 JUAEIZ Generic Routing Encapsulation (GRE) % 721 Layer 2 Tunneling
Protocol (L2TP) ZAtiM4 2% L0 bfHARfUEFEALFINTE 9, IPsec VTIIZRHE L 72 K& 72
MARIE, BEIS, WHA =T =2 ZTHT D Psec By v a VDRI T 4 v 7 <y B T3
RETHDHZ &TﬁIMWb/sz/Ff4yki£%(ﬁﬁ)@4V&—7I4x Z Rt
JonET, PRy RRA Y MIINV—T 4 VT ARERA V E—T =2 A ANHHDT, %
S DIEA LV H—T7 = A ARE%E IPsec b v RIVICHEHTE £7,

IPsec VTTIZ L > T, HEEARSADOHZED L HIZ, WA L F—T 24 A LIZBITH P 2=F v A
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IPSec {R A& — REEREIX. IPsecIPv6 h 7 AR— MEHEDIPV4 b T 7 4 v 7 DirkZEHHR— L
9. ZHUT. Psec AE v 7 ETOT aT IV AEZ v 7 DY R— MNMIORBAEIBRETT, 20
FAEX, IPVA R T 7 4w 7 EIPV6 8T T 4 v DI T HAE—~DIPSectX =2 UT 4 TV
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Z OR%BEIX. SVTI, DVTI, IKEvl, BXWIKEV2 THHR— I FET,

IPsec RIEFRILA VB —DT 24 ADNEREAE

AT 4y IPsec R RILAVF—T 24 ADETFE

FIEDHEE
4 x—T Ik

configureterminal

cryptolPsecprofileprofile-name

settransform-settransform-set-name [transform-set-name’...transform-set-nameo6|
exit

interfacetypenumber

ipaddressaddressmask

tunnel mode ipsec ipv4

© e NS R wh =

tunnelsourceinterface-typeinterface-type

10. tunneldestinationip-address

11. tunnelprotectionIPsecprofileprofile-name [shared]
12. end

FIED

aAv Y RERE7IVa Y BEY
ATy T 4 +—T Ik it EXEC T— R& A 32 —7 MZ L ET,
cNRRT—FREANLET FEERENTEHRE)

51 -

Device> enable
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2851499 PseciB oL Ava—Tx4208% I}

ARV RFERRTI VY

B

ATFv T2 configureterminal Jao—) a7 4 X al—yarE— RE2RGBL
i ‘j‘o
i -
Device# configure terminal
ATv73 cryptolPsecprofileprofile-name 2 O®D IPsec T /34 A D IPsec B SALIZEH &b
IPsec /X7 A—H &#EFR LT, IPsec 7R 77 A/l 2
il - Y74 X2l —vary B FEMBLET,
Device (config) # crypto IPsec profile PROF
ATvT4 settransform-settransform-set-name {FHARE R N T v AT x—by FERRELET,
[transform-set-name?...transform-set-name6]
i -
Device (ipsec-profile)# set transform-set
tset
ATvT5 exit IPsec 7077 AL 2T 4 FXal—ary E—F
PRTLT, Ze—Lbary7 4 ¥al—i gy
1 E— NERBLET,
Device (ipsec-profile) # exit
ATYT6 interfacetypenumber R XANBESNAAS L E—T oA AEHEEL.
f o H—=TxAAaryT 4 FXal—grF— K%
15“ . Fﬂlﬂ ﬁé L/ i ‘j«o
Device (config)# interface tunnel 0O
ATvI1 ipaddressaddressmask IP7 RLABIO A7 ZHELET,
1 -
Device (config-if)# ip address 10.1.1.1
255.255.255.0
ATvT8 tunnel mode ipsec ipv4 ML DE— REERELET,
1 -
Device (config-if) # tunnel mode ipsec ipv4
2FwvT9 tunnelsourceinterface-typeinterface-type NNV DERFILEN—T N I A X —T oA A

51

Device (config-if)# tunnel source loopback
0

ELTHELET,
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S]]

2T w710 tunneldestinationip-address R R DEEHRDIP T RLAEZRELET,
1 -
Device (config-if) # tunnel destination
172.16.1.1
ATFvINn tunnelprotectionIPsecprofileprofile-name Kot B —TxA A% IPsec 7027 7 A VT
[shared] BEEAT T 9,
1 -
Device (config-if)# tunnel protection IPsec
profile PROF
ATvT12 end Ao B =Tz AaAry T 4F¥al—arET—R%E
T L, BHE EXEC £— RIZEDY £,
i -

Device (config-if)# end

BAFZ v IPsecRE M RILA VB —T 24 ADETFE

FIEDHEE
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Sz
configure terminal

crypto ipsec profileprofile-name

exit
interface virtual-templatenumber

RONWTIINEETLET,

* tunnel mode ipsec ipv4

N o a R webdhd =

¢ tunnel mode auto

set transform-setsransform-set-name [transform-set-nameZ2...transform-set-name6)

8. tunnel protection IPsec profileprofile-name [shared]

9. exit

10. crypto isakamp profileprofile-name

11. match identity addressip-address mask
12. virtual templatetemplate-number

13. end
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45329 PseclfB oL (08— 1208% I

FlED M
aAv U RFERETIVaY B#)
RATv I 4 =TIk FitE EXEC E— R& A X —7 /LI LET,
1 *NAT—REANLET (FERENTHE)
De;ice> enable
ATv T2 configure terminal Jao—nN) a7 4 Xal—T gy EFT— RERBL
ESC RN
i
Device# configure terminal
ATvT3 crypto ipsec profileprofile-name 2 OD IPsec 7 /XA A D IPsec if LI Sh 5
[Psec NT A—H HEFK LT, IPsec 7277 A/ 2
i Y7 4X¥al—varET—RERMRBLET,
Device (config)# crypto ipsec profile PROF
ATy T4 set transform-settransform-set-name IV b~y T N EHARER N T VAT —
[transform-set-name?...transform-set-name6] Aty FEEELET,
fAi
Device (ipsec-profile)# set transform-set
tset
ATvT5 exit IPsec 7R 77 A/ A7 4 Fal—ary E—R
PRTLT, Ze—bary7 4 Xalb—igy
A E— FZBRELET,
Device (ipsec-profile)# exit
ATFYT6 interface virtual-templatenumber AT FL—F ho A A B —T o AETEE
L. fvH—Tzf AT 4 Fal—T g F—
{1 - NZBIE L ET,
Device (config) # interface virtual-template
2
ATvT1 WOWTNNEFITLET, RUFALDE—REEHZLET,
* tunnel mode ipsec ipv4
 tunnel mode auto
i
Device (config-if)# tunnel mode ipsec ipv4
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IKEV1 ZFERLEAA1 TSV IRBRFORILAVE—T 24 ADOTIILTF SAHR— FOFRE

AU RFEEETIVa Y

S

ATvT8 tunnel protection IPsec profileprofile-name MRV A B —T 2 A% IPsec 7' 127 7 A VT
[shared] REELfT T F 97,
{1
Device (config-if)# tunnel protection ipsec
profile PROF
ATv79 exit f B =Tz Af AT 4 Fal—arE—F%
BTLET,
1 :
Device (config-if)# exit
2Tv710 crypto isakamp profileprofile-name BART 7 L— M S 415 ISAKAMP 7' 7 7
ANEERLET,
{51
Device (config)# crypto isakamp profile
profilel
ATvIN match identity addressip-address mask ISAKMP 7' 7 7 A L5 0 ID A LT,
isakmp-profile 2> 7 4 ¥ =2 L— 3 v E— R& Btk
A : LET,
Device (conf-isa-prof)# match identity
address 10.1.1.0 255.255.255.0
ATFwT12 virtual templatefemplate-number ISAKAMP 72 7 7 A WMIZT X v F INT-ART
L— }‘ %*E‘fﬁ Lij‘o
1
Device (config) # virtual-template 1
ATy 713 end sua—r ) ar7 4 Xal—gr ET—REeKT
L. $5HE EXEC T— FZ&PIA L £,
{51

Device (config) # end

IKEV1 ZERAL-FA4 T2 v IRBF O RILLAEZ—T 41 ADTIL
F SA 7 R— FDEKRTE

)

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F

GE)
DOIFZALIZ B3 B HERRFEIR I DWW T,
NR—%SR L T EEV,

['Next Generation Encryption]

X2 UT 4 OBEE ZNICHHTT B 720D 5L EICZ L L TV ET, RFDL A

(NGE) RU A k ~2—



http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html

| IPsecmiEFRIL A E—TTAR

FIEDHEE

F IR D 48

KEM Z@EALEEAFSvoEB I R A2 8—T 14 ZDTLF SAYFR—roBE I

A4 +—T ik

configure terminal

ip vrivrf-name
rdroute-distinguisher

exit

crypto keyringkeyring-name
pre-shared-keyaddresskeykey

exit

© o NS R WD =

crypto isakmp profileprofile-name

—
(=]

. keyringkeyring-name

=Y
—

. match identityaddress mask

-—
N

. virtual-templatetemplate-number

—
w

. exit

-
[

. exit

—
(=1]

. crypto ipsec profilename

-
~J

. set security-policy limitmaximum-limit

[ —Y
o oo

. exit

NN
= o

. ip vrf forwardingvrf-name

N
N

. ip unnumberedtype number

N
w

. tunnelmodeipsecipv4

NN
(L

. end

. crypto ipsec transform-settransform-set-name transforml [transform?2] [transform3]

. set transform-settransform-set-name [transform-set-name? .... transform-set-nameo)

. interface virtual-templatenumber type tunnel

. tunnel protection profile ipsecprofile-name [shared)

ARV RFERERTI VI Y

E:)

ATy T

A4 r—T Lt

&1

Device> enable

¥#E EXEC £— R& A 2 —7 W LET,

ATy T2

configure terminal

Bl :

Device# configure terminal

sa—r\Lary 7 4 FXal—3ay ET— RefisL
£
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B K #ERLELAFSvORBIVRLA VB —T 4 ADTILF SAHR— FDRE

AU RFEREETOVa Y

=)

RATvT3 ip vrivif-name VRF A VAKX U A% EFHK L, VRF 27 4 F a2 b—
var E— RFEHBLET,
i
Device (config)# ip vrf VRF-100-1
ATy T4 rdroute-distinguisher VRE D—F 4 v F—TF L LT — 7 Nk
LT,
i
Device (config-vrf)# rd 100:21
ATy 75 exit VRF 227 4 Fal—varyE—REK&TLT, 7
g—/NL Ay 74X al— gy EB— RERBLE
il R
Device (config-vrf)# exit
ATFvT6 crypto keyringkeyring-name BEsEx—) 72 ER L. =V a7 41X
L—vay B— RERHBLET,
il
Device (config) # crypto keyring
cisco-100-1
27y T pre-shared-keyaddresskeykey A B —Fy hF—T s AF =Y (IKE) BERICH
AT 5FEAEAF—ZELZLET,
i :
Device (config-keyring) # pre-shared-key
address 10.1.1.1 key cisco-100-1
ATvT78 exit X—U o/ ar7 4 F¥Fal—yarE—REKRTL
T, Za—)Lary7 4 F¥alb— gy ET— Kz
1 - WmLUET,
Device (config-keyring) # exit
ATv79 crypto isakmp profileprofile-name ISAKMP 7' 2 7 7 A V% EF L, ISAKMP =27 ¢
Xal—varyE—REMHBLET,
i
Device (config)# crypto isakmp profile
cisco-isakmp-profile-100-1
ATv710 keyringkeyring-name ISAKMP E— R CH—VU U V&R ELET,
il
Device (conf-isa-prof)# keyring
cisco-100-1
ATFvIT1N match identityaddress mask ISAKMP a2 7 7 A ADEDID #RE L E T,

A
Device (conf-isa-prof)# match identity
address 10.1.1.0 255.255.255.0
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| IPsecmiEFRIL A E—TTAR

KEM Z@EALEEAFSvoEB I R A2 8—T 14 ZDTLF SAYFR—roBE I

ARV RFEREETOVa Y

=)

2ATFvT12 virtual-templatetemplate-number RIBT 78R LB —T oA AOERIHEHEIND
BT 7 — hERELET,
i
Device (conf-isa-prof)# virtual-template
101
ATy T13 exit ISAKMP 70 77 A )L a7 4 Fal— g F—
RERTLTC, Fo—_)Lar7 4 Xal—3ig
L E—NEBBLET,
Device (conf-isa-prof)# exit
ATv 714 crypto ipsec transform-settransform-set-name| N 5 . 27 y— Aty N EEZRL, BEERFT X
transforml [transform2] [transform3] Tp—h AT 4 Xal— gL F— FEEBLE
R
i
Device (config) # crypto ipsec
transform-set cisco esp-aes esp-sha-hmac
ATvT15 exit JVT N NTUATF—b a7 4 Fal— g
EF—REHRTLT, Z/e—bar 7 Fal—v3
Bl - L E— NP LET,
Device (conf-crypto-trans) # exit
AT 716 crypto ipsec profilename 2 DD IPsec T /3A A D IPsec K SALICEH &5
IPsec /N7 A —X#EHFRLT, IPsec7B T 7 AL
i T4 X¥alb—varyET—RERBLET,
Device (config) # crypto ipsec profile
cisco-ipsec-profile-101
ATv 11 set security-policy limitmaximum-limit WHRT 78 A AL H—T 2 A AT EITHERRATRE R 7
n—HoEREZERZLET,
i -
Device (ipsec-profile)# set
security-policy limit 3
ATv 718 set transform-setsransform-set-name 7V~ X N THERAENABA N T VAT 4 —
[transform-set-name? ... transform-set-name6] | ), + + | % $55E LET,
i
Device (ipsec-profile)# set transform-set
cisco
ATvT19 exit IPsec 7077 AL a7 4 Xal—arET—KE
WTLT, Zm—\ b ary74F¥alb—vay £—
i NZBith L £,
Device (ipsec-profile)# exit
ATv7T20 interface virtual-templatenumber type tunnel | 4 % — 7 ~ f A5 EA[Re/{FART L — | A

i
Device (config) # interface
virtual-template 101 type tunnel

VE—=T oA AEERL, S HF—T A A AT 4
Xal—Tgy F— REEBELET,

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )
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B K #ERLELAFSvORBIVRLA VB —T 4 ADTILF SAHR— FDRE

AU RFEREETOVa Y

=)

ATyIT2 ip vrf forwardingvrf-name VREFA VAR AT FL—h A H—T =
A A% AT £,
1
Device (config-if)# ip vrf forwarding
VRF-100-1
ATv T2 ip unnumberedtype number BREIRIP T RL AR A U H—T = A AZEY YT
FIA v H—T =24 A LD IP LB E A F—T Iz L
1 : 7,
Device (config-if)# ip unnumbered
GigabitEthernet 0.0
25w T23 tunnelmodeipsecipv4 MRV DE— REEHRLET,
£
Device (config-if) # tunnel mode ipsec ipv4
ATv T2 tunnel protection profile ipsecprofile-name Fo VA B—T 2 A A% IPsec 702 7 7 A JLIZEY
[shared] AT ET,
1
Device (config-if)# tunnel protection
ipsec profile PROF
ATvT25 end Ao B =Tz Af A AT 4Fal—gy F— %
T L. F5HE EXEC £— RIZREY £7,
£

Device (config-if)# end

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F
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SVTI (x4 3 IPsec BaE— FoyR—roEE [

SVTI (2349 % IPsec JREEE— DY R— FDERE

FIEDHEE

FIED

4 %=Lk

configureterminal

cryptolPsecprofileprofile-name

settransform-settransform-set-name [transform-set-name?...transform-set-nameo|
exit

interfacetypenumber

ipaddressaddressmask
WONTINNEFITLET,

* tunnel mode ipsec ipv4 v6-overlay

O NS R wDhd =

+ tunnel mode ipsec ipv6 v4-overlay

9. tunnelsourceinterface-typeinterface-type
10. tunneldestinationip-address

11. tunnelprotectionIPsecprofileprofile-name
12. end

AT RERIFTZIIaY B#

&

14 +—7T Ik KitE EXEC E— R& A 32 —7 M LE7,

. AT =R AN LET @ERESNHE) .

Device> enable

ATvT2

configureterminal sua—s )L ary7 4 Xalb—v gy T— Neth
I_/i‘é—o
i

Device# configure terminal

ATvT3

cryptolPsecprofileprofile-name 225D IPsec 7 734 A D IPsec i SALIZHEH S 4D
[Psec /N T A—H ZiEF LT, IPsec /BT 7 A/ =3
il - V74 FXal—vary = REMBBLET,

Device (config) # crypto IPsec profile PROF

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )
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IPSec R hoRIL A 2B —T AR

AU RFEEET7I 3

S

2Ty T4 settransform-settransform-set-name 7 VT s~y = Y CERATRER BT R
[transform-set-name?...transform-set-name6] Tx—Ah vy FEEELET,
15 -
Device (ipsec-profile)# set transform-set
tset
ATv 75 exit [Psec 7077 AV ary7 4 Xal—arE—FR
ERTLTC, o= ary74¥al— gy
£ : ET— RNEBBLET,
Device (ipsec-profile)# exit
25y 76 interfacenpenumber M RARBESNDA v B —T = A ZEHEE L,
AE—=TxAfAA AT 4F¥al—arE—F
i - ZPm L ET,
Device (config)# interface tunnel 0
ATv 71 ipaddressaddressmask IP7 FLABIO~ A7 ZHEEL LT,
i -
Device (config-if)# ip address 10.1.1.1
255.255.255.0
ATvT8 WONWT NN EFITLET, ANV DE— REERLET,
* tunnel mode ipsec ipv4 v6-overlay
* tunnel mode ipsec ipv6 v4-overlay
i -
Device (config-if)# tunnel mode ipsec ipvi4
ve-overlay
ATFwT9 tunnelsourceinterface-typeinterface-type R RIVDEETLEN—T Ry I A B —T A R
ELTHRELET,
il -
Device (config-if)# tunnel source loopback
0
2Tv710 tunneldestinationip-address N RNVDGEIDIP 7 RUVAZRBELET,

1 -

Device (config-if)# tunnel destination
172.16.1.1
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H4F 2o VTIZHT % IPsec BAE— FodR—rozE I}

ATV RFERETIVaY B
ATv7TN tunnelprotectionIPsecprofileprofile-name Ko A v B —T A A% IPsec 7027 7 A VT
BRI £,
{1
Device (config-if) # tunnel protection IPsec
profile PROF
ATy 712 end Ao B =T Af A AT 4Fal—gy F—F

T L. HrtE EXEC =— RIZREY £,
51

Device (config-if) # end

FAF VI VNTIZKT % IPsec BEE— FDYR— FDEKTE

FIEDHEE

FIEDFH

14—t

configure terminal

crypto ipsec profileprofile-name

set mixed mode

set transform-setsransform-set-name [transform-set-name?2...transform-set-name6)
exit

interface virtual-templatenumber

tunnel mode ipsec ipv4

© NS R WD =

tunnel protection IPsec profileprofile-name

—
Q

. exit

-—
—

. crypto isakamp profileprofile-name

—
N

. match identity addressip-address mask

—
w

. virtual templatetemplate-number

-—
=

. end

ARV EFERERETI V3 Y E]:g]

ATy T

14 =TIk ¥i#E EXEC £— K& A R —7 I LET,

. CNAT—=REANLET ERSnHE) .

Device> enable

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )
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IPSec fRA8 b oL A v 8—T 4R |

aAvY RFERET7IIY

B

ATFv T2 configure terminal Jaua—)ary7 4 FXalb—raryE'E— R2BLE
‘aAo
fi
Device# configure terminal
RATFvT3 crypto ipsec profileprofile-name 2 DD IPsec T /34 A D IPsec B SIS
IPsec /XT A—X ZEF LT, IPsec 777 A )L a3
i T4 F¥al—varyE—RERBLET,
Device (config) # crypto ipsec profile
PROF
ATvT4 set mixed mode 2 DD IPsec T /3 A D IPsec K5 SLIZHEH S5
IPsec NT A —H&HTEZELT, IPsec 7277 A/ 2
il T4 X2l —ar ET—RE2HBLET,
Device (config) # set mixed mode
ATvT5 set transform-settransform-set-name PV v~y TN THEHARERNT VAT F—
[transform-set-name?2...transform-set-name6] | 1, &+ | ZsiE LE,
f :
Device (ipsec-profile) # set transform-set
tset
ATvT6 exit IPsec 7R 77 A a7 4 FXal—ary E— %
BTLT, Zu—rlary74¥al—yarE—R
1 : HM L E T,
Device (ipsec-profile)# exit
ATFwT] interface virtual-templatenumber AT FL—hk P A B —T o AETFHE
L. AV Z =Tz AT 4Fal—T g F—F
{5 FRBLET,
Device (config) # interface
virtual-template 2
2T T8 tunnel mode ipsec ipv4 R pLDE—REERLET,
{51
Device (config-if)# tunnel mode ipsec
ipv4
ATFvT9 tunnel protection IPsec profileprofile-name | > %) 4 L Z—7 = A A% IPsec 702 7 7 A VIZEH
AT ET,
{1 -
Device (config-if)# tunnel protection
ipsec profile PROF
ATy 710 exit A B—T A AT 4 Xal—3 g F— Nekk
TLET,
{5 :

Device (config-if)# exit

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F
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Psec R2 F R A v a—7 x4 20%ES [

ARV KRFERETI Va3 Y B
&R | crypto isakamp profileprofile-name AT > 7 L— MR S5 ISAKAMP 7’1 7 7 A
NEEFZRLET,
i -
Device (config) # crypto isakamp profile
profilel
2T 12 match identity addressip-address mask ISAKMP 711 7 7 A L7150 ID 24 LT,
isakmp-profile 2> 7 4 ¥ = L — a3 > E— R&EBLH L
1 : £7
Device (conf-isa-prof)# match identity
address 10.1.1.0 255.255.255.0
ATv 713 virtual templatetemplate-number ISAKAMP 2 7 7 A MIZT X v F SN 7
L—hzEELET,
i -
Device (config) # virtual-template 1
ATvT14 end sua—)Lar 74X alb—a L — REKRT L,
Frke EXEC E— RaBita L £,
i :

Device (config) # end

IPsec {18

DRIV AE—T A4 ADEEH

5l : IPsec ZEAL-RA T4 v I REBEN O RXIILAVEA—T (AR

WOBGERITIX, BT MOBIEMICHFRTE
WCHRIES LT D, MBS V2 — T oA R ZEFESNET, 7 x v b

LD 7= IPsec VTI

HXx—MEHINTWET, VPN F 77 4 v 71T

10D b rVTliE, IPsec R Y U —IZB L TNy b3 F = v 7 E4, IPsec B5 (LD 7= IR 5

=Yy (CE)

5: IPsec ZfERALT- VTl

W—ADarvIq4Fal—ay

version 12.3

service timestamps debug datetime
service timestamps log datetime
hostname 7200-3

no aaa new-model

ip subnet-zero

ip cef

controller ISA 6/1

|

crypto isakmp policy 1

WWEINET, kOKIZ, IPSec VIIREZ L TWET,

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )
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B 5 Psec #ERALERETAvIRBI L AIVE—TI(R

encr aes
authentication pre-share
group 14
crypto isakmp key Ciscol2345 address 0.0.0.0 0.0.0.0
crypto ipsec transform-set Tl esp-aes esp-sha-hmac
crypto ipsec profile P1
set transform-set T1
|
interface Tunnel0
ip address 10.0.51.203 255.255.255.0

load-interval 30

tunnel source 10.0.149.203

tunnel destination 10.0.149.217
tunnel mode IPsec ipv4

tunnel protection IPsec profile P1

ip address 10.0.149.203 255.255.255.0
duplex full
|

ip address 10.0.35.203 255.255.255.0
duplex full
!

ip classless

ip route 10.0.36.0 255.255.255.0 TunnelO
line con O
line aux O
line vty O
end

4

—ADarvIq4Fal—ay

version 12.3
hostname c1750-17
no aaa new-model
ip subnet-zero

ip cef

crypto isakmp policy 1
encr aes

authentication pre-share
group 14

crypto isakmp key Ciscol2345 address 0.0.0.0 0.0.0.0
crypto ipsec transform-set Tl esp-aes esp-sha-hmac
crypto ipsec profile P1

set transform-set T1

|

interface TunnelO
ip address 10.0.51.217 255.255.255.0

tunnel source 10.0.149.217

tunnel destination 10.0.149.203
tunnel mode ipsec ipv4

tunnel protection ipsec profile P1

|

interface

ip address 10.0.149.217 255.255.255.0
speed 100

full-duplex

|

interface

ip address 10.0.36.217 255.255.255.0
load-interval 30

full-duplex

|

ip classless

ip route 10.0.35.0 255.255.255.0 TunnelO
line con O

line aux O

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F
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Bl IPsec ZEALIRA T4 v I RBrF O RILAVA—T (4R

line vty 0 4
end

5l : IPsec RAT A4 VIRBrURILAVEA—T A4 ADERDOIESR

T BRENELSEEL TV DR 2 9 2 THH ARtz s LET, ROHAT

1L, Tunnel 0 B LT A > 7’1 by Tup) IREETT, T4 71 haud Tdown) R

a. By a 3T I T 4T TY,

IPsec 2% 7 4 v 7RI L)L A VB —T A ADHR

Router# show interface tunnel 0

TunnelO is up, line protocol is up

Hardware is Tunnel

Internet address is 10.0.51.203/24

MTU 1514 bytes, BW 9 Kbit, DLY 500000 usec,

reliability 255/255, txload 103/255, rxload 110/255
Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 10.0.149.203, destination 10.0.149.217

Tunnel protocol/transport ipsec/ip, key disabled, sequencing disabled
Tunnel TTL 255

Checksumming of packets disabled, fast tunneling enabled
Tunnel transmit bandwidth 8000 (kbps)

Tunnel receive bandwidth 8000 (kbps)

Tunnel protection via IPsec (profile "P1")

Last input never, output never, output hang never

Last clearing of "show interface" counters never

Input queue: 1/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo

Output queue: 0/0 (size/max)

30 second input rate 13000 bits/sec, 34 packets/sec

30 second output rate 36000 bits/sec, 34 packets/sec

191320 packets input, 30129126 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
59968 packets output, 15369696 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 output buffer failures, 0 output buffers swapped out

Router# show crypto session

Crypto session current status

Interface: TunnelO

Session status: UP-ACTIVE

Peer: 10.0.149.217 port 500

IKE SA: local 10.0.149.203/500 remote 10.0.149.217/500 Active
IPsec FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

Active SAs: 4,

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

C 10.0.35.0/24 is directly connected, Ethernet3/3
S 10.0.36.0/24 is directly connected, TunnelO
C 10.0.51.0/24 is directly connected, TunnelO
C 10.0.149.0/24 is directly connected, Ethernet3/0

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )
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B 5 WEERE T v I RBrRL AV —T IR

Bl : VRFERBRBRA AT A VIREBIF O RILAVA—T AR

VRF Z# 247 4 > 7 VTL OBNZEINT 5121%, ROBFITRT LI, ipwrf 2~ FBIW

ipvrfforwarding =~ > RZEEICEOET,

Cisco7206 L—A2 DT 4 FalL— 3V

hostname cisco 7206

ip vrf sample-vtil
rd 1:1
route-target export 1:1

route-target import 1:1
|

interface TunnelO

ip vrf forwarding sample-vtil

ip address 10.0.51.217 255.255.255.0
tunnel source 10.0.149.217

tunnel destination 10.0.149.203
tunnel mode ipsec ipv4

tunnel protection ipsec profile P1

end

Bl : QS ZFALI-AF T4 vIRBILrFORILLAVA—T A4 R

Fo A B —T = A 2D T service-policy LA FEET HZ LIZE > T, QuSHY —% b
FNT L RRA Y MIEHTEET, KT, PR A L Z =T =2 A ANH T T4 v 7 &R
T T o R L ET,

Cisco 7206 L—2 DAV TJ4F¥al—>a Y

hostname cisco 7206

class-map match-all VTI
match any
|
policy-map VTI
class VTI
police cir 2000000
conform-action transmit
exceed-action drop

interface TunnelO

ip address 10.0.51.217 255.255.255.0
tunnel source 10.0.149.217

tunnel destination 10.0.149.203
tunnel mode ipsec ipv4

tunnel protection ipsec profile P1
service-policy output VTI
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Bl REBI7ATI+r—LEERLERETrvoRBr L1 8—T242

end

Bl - REIT7AT790+—ILEFRLERAZI T v IREN I RILL Y
R—2J1A R
W7 7 A7 74 —% SVTI b R THZ LIk T, AR—I 6D T 7407

o NTEBBSETAS U —Fy MOEETEET, ROKIZ, BE¥ET7 74T U +—NITE»
TAREHNARE SN TVWD AR—7 A L7= SVII 2R LE T,

K6: REIT7AT794+4—ILEFRALERAET12vY VI

Virtual
Firewall Web

10.0.51.203 e .
10.0.51.217 7

SVTI OERREIL. BT 7 A T U —VERZETED L IICLEFTE I TWET,

Cisco7206 L— A DAV T4 Xal—3 >

hostname cisco 7206

ip inspect max-incomplete high 1000000

ip inspect max-incomplete low 800000

ip inspect one-minute high 1000000

ip inspect one-minute low 800000

ip inspect tcp synwait-time 60

ip inspect tcp max-incomplete host 100000 block-time 2
ip inspect name IOSFW1l tcp timeout 300

ip inspect name IOSFW1l udp

interface GigabitEthernet0/1
description Internet Connection

ip address 172.18.143.246 255.255.255.0
ip access-group 100 in

ip nat outside

!
interface TunnelO

ip address 10.0.51.217 255.255.255.0
ip nat inside

ip inspect IOSFW1l in

tunnel source 10.0.149.217

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



IPSec R hoRIL A 2B —T AR

B % 54 F39 o REF R A2 2—T T4 R Easy VPN H—/\

tunnel destination 10.0.149.203

tunnel mode ipsec ipvi4

tunnel protection ipsec profile P1

ip classless
route 0.0.0.0 0.0.0.0 172.18.143.1

ip
|

ip
ip
ip
ip
ip
|

nat
nat
nat
nat
nat

translation timeout 120

translation finrst-timeout 2

translation max-entries 300000

pool testl 10.2.100.1 10.2.100.50 netmask 255.255.255.0
inside source list 110 pool testl vrf test-vtil overload

access-list 100
access-1list 100
access-list 100
access-list 100
access-1list 110
access-list 110
access-1list 110
access-1list 110
|

end

permit
permit
permit
permit
deny
deny
permit
deny

esp any any
udp any eq isakmp any

udp any eq non500-isakmp any
icmp any any

esp any any

udp any eq isakmp any

ip any any

udp any eq nonb500-isakmp any

Bl : FAFIVIREBLORILA2A—T 4 X Easy VPN H—/\

RIZ, DVTI Easy VPN — &M+ 562~ LES, 2OV — 3%, IPsec VE— K T 27 EX
TV —=HIZ £, 7T AT &, Cisco VPN Client & E1T L TV AHAR— L 22— 9

HZEb, BasyVPN 7 747 b & LTRESAN Cisco [0S V—HIZTHZ L b TEET,

Cisco7206 )L—A2 MDAV T4 FalL— 3>

hostname cisco 7206

|
aaa
aaa
aaa

aaa
|

new-model
authentication login local list local
authorization network local list local
session-id common

ip subnet-zero

ip
I

cef

username cisco password 0 ciscol23
!

controller ISA 1/1

crypto isakmp policy 1
encr aes
authentication pre-share
group 14
|

crypto isakmp client configuration group groupl
key ciscol23

pool grouplpool

save-password

crypto isakmp profile vpnl-ra

match identity group groupl

client authentication list local list
isakmp authorization list local list
client configuration address respond

virtual-template 1

crypto ipsec transform-set VTI-TS esp-aes esp-sha-hmac
!

crypto ipsec profile test-vtil
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set transform-set VTI-TS
|

interface GigabitEthernet0/1

description Internet Connection

ip address 172.18.143.246 255.255.255.0
|

interface GigabitEthernet0/2
description Internal Network

ip address 10.2.1.1 255.255.255.0
|

interface Virtual-Templatel type tunnel

ip unnumbered GigabitEthernet0/1

ip virtual-reassembly

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil

!

ip local pool grouplpool 192.168.1.1 192.168.1.4
ip classless

ip route 0.0.0.0 0.0.0.0 172.18.143.1

|

end

1Ly

SYIRBERURILA VR —T 24 X Easy VPN H—/\DHERDHEE
RIZ, DVTI 23, Easy VPN H— IR E SN TWDHEZ R LET,

an

Router# show running-config interface Virtual-Access2

Building configuration...
Current configuration : 250 bytes
|
interface Virtual-Access?2
ip unnumbered GigabitEthernet0/1
ip virtual-reassembly
tunnel source 172.18.143.246
tunnel destination 172.18.143.208
tunnel mode ipsec ipv4
tunnel protection ipsec profile test-vtil
no tunnel protection ipsec initiate
end
Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route
Gateway of last resort is 10.2.1.10 to network 0.0.0.0
172.18.0.0/24 is subnetted, 1 subnets

C 172.18.143.0 is directly connected, GigabitEthernet0/1
192.168.1.0/32 is subnetted, 1 subnets

S 192.168.1.1 [1/0] via 0.0.0.0, Virtual-Access2
10.0.0.0/24 is subnetted, 1 subnets

C 10.2.1.0 is directly connected, GigabitEthernet0/2

S* 0.0.0.0/0 [1/0] via 172.18.143.1
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hostname cisco 7206
|
ip vrf VRF-100-1
rd 1:1
|
ip vrf VRF-100-2
rd 1:1
|
|
!
crypto keyring cisco-100-1
pre-shared-key address 10.1.1.1 key cisco-100-1
crypto keyring cisco-100-2
pre-shared-key address 10.1.2.1 key cisco-100-2
crypto isakmp profile cisco-isakmp-profile-100-1
keyring cisco-100-1
match identity address 10.1.1.0 255.255.255.0
virtual-template 101
crypto isakmp profile cisco-isakmp-profile-100-2
keyring cisco-100-2
match identity address 10.1.2.0 255.255.255.0
virtual-template 102
|
!
crypto ipsec transform-set cisco esp-aes esp-sha-hmac
|

crypto ipsec profile cisco-ipsec-profile-101
set security-policy limit 3
set transform-set cisco
|
crypto ipsec profile cisco-ipsec-profile-102
set security-policy limit 5
set transform-set Cisco
|
interface Virtual-TemplatelOl type tunnel
ip vrf forwarding VRF-100-1
ip unnumbered Ethernet 0/0
tunnel mode ipsec ipv4
tunnel protection ipsec profile cisco-ipsec-profile-101
|
interface Virtual-TemplatelO2 type tunnel
ip vrf forwarding VRF-100-2
ip unnumbered Ethernet 0/0
tunnel mode ipsec ipv4

tunnel protection ipsec profile cisco-ipsec-profile-102
|
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hostname ASR 1000
|

ip vrf VRF-100-1
rd 1:1

|

ip vrf VRF-100-2

rd 1:1

|

|

!

crypto keyring cisco-100-1

pre-shared-key address 10.1.1.1 key cisco-100-1
crypto keyring cisco-100-2

pre-shared-key address 10.1.2.1 key cisco-100-2
crypto isakmp profile cisco-isakmp-profile-100-1
keyring cisco-100-1

match identity address 10.1.1.0 255.255.255.0
virtual-template 101

crypto isakmp profile cisco-isakmp-profile-100-2
keyring cisco-100-2

match identity address 10.1.2.0 255.255.255.0
virtual-template 102

|

|
crypto ipsec transform-set cisco esp-3des esp-sha-hmac
|

crypto ipsec profile cisco-ipsec-profile-101
set security-policy limit 3

set transform-set cisco

set reverse-route gateway 172.16.0.1

|

crypto ipsec profile cisco-ipsec-profile-102
set security-policy limit 5

set transform-set cisco

set reverse-route gateway 172.16.0.1

|
interface Virtual-TemplatelOl type tunnel

ip vrf forwarding VRF-100-1

ip unnumbered Ethernet 0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile cisco-ipsec-profile-101
|
interface Virtual-TemplatelO2 type tunnel

ip vrf forwarding VRF-100-2

ip unnumbered Ethernet 0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile cisco-ipsec-profile-102
|

5l : VRFDSISAKMP 70 7 7 A JLICEDWTERESINE=HZEDT A F
27 VTl Z £ L 7= VRF 333 IPsec

hostname cisco 7206
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|
ip vrf VRF-100-1
rd 1:1
|
ip vrf VRF-100-2
rd 1:1
|
crypto keyring cisco-100-1
pre-shared-key address 10.1.1.1 key cisco-100-1
crypto keyring cisco-100-2
pre-shared-key address 10.1.2.1 key cisco-100-2
crypto isakmp profile cisco-isakmp-profile-100-1
vrf VRF-100-1
keyring cisco-100-1
match identity address 10.1.1.0 255.255.255.0
virtual-template 1
crypto isakmp profile cisco-isakmp-profile-100-2
vrf VRF-100-2
keyring cisco-100-2
match identity address 10.1.2.0 255.255.255.0
virtual-template 1
|
|
crypto ipsec transform-set cisco esp-aes esp-sha-hmac
crypto ipsec profile cisco-ipsec-profile
set security-policy limit 3
set transform-set cisco
|
|
|
interface Virtual-Template 1 type tunnel
ip unnumbered ethernet 0/0
tunnel mode ipsec ipv4
tunnel protection ipsec profile cisco-ipsec-profile
|
|

5 - VREANISAKMP 7O 77 A4 J)L&IPsec AT 74 IILADS — 9 T
A AT VICEDNWTEESNEBEDAAFTI v I VTIZFERAL
7= VRF 3255 IPsec

WIZ, VRENISAKMP 727 7 A4V & IPsec 727 7 A NVNDF — " oA 72 g A0
THREINTWBIEAIZ, DVII 25T 5 L 512 VRF %k IPsec Z3% €7 2H 2~ L ET,

hostname ASR 1000
|

ip vrf VRF-100-1
rd 1:1
|

ip vrf VRF-100-2
rd 1:1
|

crypto keyring cisco-100-1

pre-shared-key address 10.1.1.1 key cisco-100-1
crypto keyring cisco-100-2

pre-shared-key address 10.1.2.1 key cisco-100-2
crypto isakmp profile cisco-isakmp-profile-100-1
vrf VRF-100-1

keyring cisco-100-1

match identity address 10.1.1.0 255.255.255.0
virtual-template 1

crypto isakmp profile cisco-isakmp-profile-100-2
vrf VRF-100-2

keyring cisco-100-2
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match identity address 10.1.2.0 255.255.255.0
virtual-template 1

|

!
crypto ipsec transform-set cisco esp-3des esp-sha-hmac
crypto ipsec profile cisco-ipsec-profile

set security-policy limit 3

set transform-set cisco

set reverse-route gateway 172.16.0.1

|

|

!

interface Virtual-Templatel type tunnel

ip unnumbered Ethernet 0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile cisco-ipsec-profile

VRF 2MRET T L—FEISAKMP R 7 7 A/ LD AIZEDLY

TEREINT=HZEEDFTAF = v VTl #{E /A L 1= VRF 25 IPsec

N

GE)

ISAKMP 711 7 7 A L AT T L— FMZIESW TR % O VRE MR T I TV B EAIE
AT T L— MTESWTERE SN VRF MBI ENE T, ZORE! i#ﬁé‘%éhiﬁm

WIZ, VRE WMBART > 7L — 1~ & ISAKMP 7’10 7 7 A VDl FIZESWTREINTWEIES
2. DVTI X725 X 512 VRF 8% IPsec %% ET HHl&2~RLET,

hostname ASR 1000

ip vrf test-vti2
rd 1:2
route-target export 1:1

route-target import 1:1
I

ip vrf test-vtil
rd 1:1
route-target export 1:1

route-target import 1:1
|

crypto isakmp profile cisco-isakmp-profile

vrf test-vti2

keyring key

match identity address 10.1.1.0 255.255.255.0
|

interface Virtual-Templatel type tunnel

ip vrf forwarding test-vtil

ip unnumbered Loopback 0

ip virtual-reassembly

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil
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hostname cisco 7206

ip inspect max-incomplete high 1000000

ip inspect max-incomplete low 800000

ip inspect one-minute high 1000000

ip inspect one-minute low 800000

ip inspect tcp synwait-time 60

ip inspect tcp max-incomplete host 100000 block-time 2
ip inspect name IOSFW1l tcp timeout 300

ip inspect name IOSFW1l udp

interface GigabitEthernet0/1

description Internet Connection

ip address 172.18.143.246 255.255.255.0
ip access-group 100 in

ip nat outside

!

interface GigabitEthernet0/2

description Internal Network

ip address 10.2.1.1 255.255.255.0

|

interface Virtual-Templatel type tunnel

ip unnumbered Loopback0

ip nat inside

ip inspect IOSFW1l in

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil
|

ip classless

ip route 0.0.0.0 0.0.0.0 172.18.143.1

|

ip nat translation timeout 120

ip nat translation finrst-timeout 2

ip nat translation max-entries 300000

ip nat pool testl 10.2.100.1 10.2.100.50 netmask 255.255.255.0
ip nat inside source list 110 pool testl vrf test-vtil overload

access-list 100 permit esp any any

access-list 100 permit udp any eq isakmp any
access-1list 100 permit udp any eq non500-isakmp any
access-list 100 permit icmp any any

access-list 110 deny esp any any

access-1list 110 deny udp any eq isakmp any
access-list 110 permit ip any any

access-list 110 deny udp any eq non500-isakmp any
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hostname cisco 7206

class—-map match-all VTI
match any
|
policy-map VTI
class VTI
police cir 2000000
conform-action transmit
exceed-action drop

interface Virtual-Templatel type tunnel

ip vrf forwarding test-vtil

ip unnumbered Loopback0

ip virtual-reassembly

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil
service-policy output VTI

end

IPsec R RIL AV EZ—T A4 RIZET HEMD!Y)
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CiscoIOS 2~ K [Cisco I0S Master Command List, All Releases.]
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
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X274 a~v R
V7 " * [Cisco I0S Security Command Reference:

Commands A to CJ

* [Cisco I0S Security Command Reference:
Commands D to L]

* [Cisco 108 Security Command Reference:
Commands M to R

* [Cisco 108 Security Command Reference:
Commands S to ZJ

[Psec DHE IPsec ZHEF LT VPN DEX 2 U T f DFEE

QoS DFRIE [ Cisco IOS Quality of Service Solutions
Configuration Guide]

2L
EasyVPN O&E * Cisco Easy VPN Remote

* TEasy VPN Server|

RSN DAL VT Y XA YA 51k
BEES X URFC
Z#/RFC Title
RFC 2401 ['Security Architecture for the Internet Protocol]
RFC 2408 Internet Security Association and Key Management
Protocol
RFC 2409 [ The Internet Key Exchange (IKE)J
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CHRNTF v VWA T T, ZOENENT> TVWAREIE, IKETF —F2X—2 |2k vy
VEBENMANSNER A, showHi T, HIBgENn=t v v a VICETAERBIFBREINER
A/o

CZOREER (FAARALEDOT VT 47 By a v T) HEBICHL/ENLT D DIXBEID
TEEHA,

[ URITHESA (CAY—N) OCRLEZHEICX YV v— K125 GB0oRE OIXBED T
FH A

*CRL X v v a2z AT A2MENRHLYET, CRLXY v T H T ARRA L F R—
ADTY T2y FITH L TENNZT L EITTEETA, 7277 L, CRLFv v 7% URL
NR=2DT V) 7 =z TR L TEZT D EIXTEET,

*IKE o BEIREEOLESIT. Ty a UBROIKE F—FARKRE CHIR SN E AN, IKEV2
OEFEIL, NV ZFETY U7 350, GEAENEKRDT L E TROLERH Y £,

* IKE 7% "issuer-name" & "SN" OF — X _X— 2 &% L, PKI 2 HEEBHZEDO I B4 5 8@ a0
ZITHLS & IKE 3% 0 PKI @& B L £,

5L E7HREORE €y a v OBRICET 518

#

ety a3 VORIBRAE

1

AEAERRIERE TR Iy — b T DAL, ET BN CERT A 02— RET A RZEFL, T
INA ANZREAEZ T LT U T AE S ERITEAICET A2ERERGFLES, ZOFE#H
I, WG T D CAYV—NCL s TRITENTZV I TAFBEDOY A2 REBAAL, PKIIZHES N,
LN T =7 SET,

revocation-check crl 2~ K28 b T A FaRA > FHIZERE STV A AL, PKI A IKE 124
T = OFREREBILZET DD, IKEIIARER YT REFERERFETICHERAET,

CRLOA D v u— REI4 % &, PKIAIKE (2 "issuer-name" & ieil a2 %{E L£7, CRL
DEL ENEBRAESILET, CRL ONFICEEN 2 T4L, PKIXIKE (2B LEH A,

PKI 28 IKE I RITE L @ T 5 L, IKEIZRITERICETAV I TAE SOV XA M EERL
T, TOUVARMEPKIZEL, VA INOU Y TIESDRGH L TWEINE I MRRFESI L E
7,
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| &wLrtErIBgEomEsty s 3 0HIR

S5HLI-ETIREORE Ly Y 3 0lBRoA +—TuitsE I

5 PKINZIKEDNLESINZV I TAEZEED) A M L CERGF 2w 7 E2ETL, X ro—K
L7ZCRLICIELLTEDI A NEF v 7 LET, RILIEVITAEZTDU A MM IKE IZ

WEhET,

6 KL= U TNAE SO R NEET@MEPKINGZETHE, IKEIZZDOL >R U T L
BEICEEMMTONT-Ey S a v BBELTCHIBRLET,

KLI-E7ERAEDES Y > 3 VORIBROA 21—

IWETAIE

gEty L a DOHIBROFEME

TOEZTE, KL EOK Sy Y g VOBIREENCT AT-OICETLET,

FIEDHEE
(P
2. clear crypto session
3. configure terminal
4 RoONWThrEFETLET,
« crypto isakmp disconnect-revoked-peers
* crypto ikev2 disconnect-revoked-peers
5 end
F D48
ARV RFERETI Y B8
ATv T 4 r—7J ik Fite EXEC £ — R& A X —7 /L LET,
3l : CSRT—FEASLET ERSAZSE) .
DeQice> enable
ATvT2 clear crypto session (&) IPSechft > a | IKE, BLUtEx=2UT«

1 -

Device# clear crypto session

TV Z—v g EEIBRLET,

GE) Zoawy RiE, LaikesL Uizt vy va o
BEEAMNIT DR LET, 95 TRy
AT, BEREREI LWy T a o TOLAEIIZ
0 F4,
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£MLIETIHREORS Lty 3 0uKR |

ARV RFERRTI VY

S

ATFvT3 configure terminal Juo—nN) a7 4 FXal—aryET— RR2RBLE
‘é‘o
i :
Device# configure terminal
ATvTAa RKONWTNDZEFEITLET, AEAENES LT & OIKE £72IXIKEV2 i 5E v v =
%G
* crypto isakmp < ELIMLET,
disconnect-revoked-peers Zoavwy REEDNCTBITE. BEOE YT 3 5 F
* crypto ikev2 disconnect-revoked-peers ESTARE S
i :
Device (config) # crypto isakmp
disconnect-revoked-peers
i -
Device (config)# crypto ikev2
disconnect-revoked-peers
2Ty T5 end Ja—r\)L a7 4 Xal—g Ly B— REKRTL, B
M EXEC E— FIZRED £,
i -

Device (config) # exit

KML-E7ERAEDES Y Y 3 U OBIREREDHEEE

CDORERATIE, BT v g L OBIBEEEED show H IR REN D0 E I a2 MR T H1-DICFE

FIEDHEE

FIED

ATy T

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F

TLET,

1. AR—T ik

2. show crypto isakmp peers

3. show crypto ikev2 session detail

14 %=Lk

Device> enable



| &wLrtErIBgEomEsty s 3 0HIR
smLEE7IREoESty Y3 valRTsEEs I}

¥#E EXEC E— K& A r—T7 I LET,
cRATV—KREANLET (ERENEZHS) .

R 72 show crypto isakmp peers

51 -

Device# show crypto isakmp peers

Internet Security Association and Key Management Protocol (ISAKMP) E 7 O#FiHZFRRL £79°,

X T w73 show crypto ikev2 session detail

51 -

Device# show crypto ikev2 session detail
TITATIRA LV E—Fy b F—T I AT 2V =T a2 (IKEV2) By a v DAT—H A%FR
LET,

EMLE-E7EAZEDRES Yy Y a U ZHIBRT S EHI

Bl IKEEYS a3 DOEStEYS 3 > OHIBRDA +—TILiE

Device> enable

Device# clear crypto session

Device# configure terminal

Device (config) # crypto isakmp disconnect-revoked-peers
Device# show crypto isakmp peers

Peer: 150.1.1.2 Port: 500 Local: 150.1.1.1
Phasel id: 150.1.1.2
Disconnect Revoked Peer: Enabled

Bl :IKEv2 vy a2 DSty a VOHIBROA r—TILiE

Device> enable

Device# clear crypto session

Device# configure terminal

Device (config) # crypto ikev2 disconnect-revoked-peers
Device# show crypto ikev2 session detail

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1
Tunnel-id Local Remote fvrf/ivrf Status
1 10.0.0.1/500 10.0.0.2/500 (none) / (none) READY
Encr: 3DES, Hash: SHA96, DH Grp:2, Auth: PSK
Life/Remaining/Active Time: 86400/86157/248 sec
CE id: 0, Session-id: 1, MIB-id: 1
Status Description: Negotiation done

Local spi: 750CBE827434A245 Remote spi: 4353FEDBABEBF24C
Local id: 10.0.0.1 Remote id: 10.0.0.2
Local req mess id: 0 Remote req mess id: 0

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )
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Local next mess id: 0
Local reqg queued: 0
Local window: 5

DPD configured for 0 seconds

NAT-T is not detected

Disconnect Revoked Peer:
Child sa: local selector

Enabled

KM LI-ETHREDES Y > 3 L OHIK

Remote next mess id: 2
Remote reqg queued: 0O
Remote window: 5

10.0.0.1/0 - 10.0.0.1/65535

remote selector 10.0.0.2/0 - 10.0.0.2/65535

ESP spi in/out: 0x9360A95/0x6C340600

CPI in/out: 0x9FE5/0xC776

AH spi in/out: 0x0/0x0

Encr: AES CBC, keysize: 128, esp hmac: SHA96

ah hmac: Unknown - 0, comp:

RHLEET7OESEY 3 D

7L A

IPCOMP LZS, mode tunnel

HIFRIZEE9 5EMD 1)

HEEE

I=—a7ILA3A LI

CiscolOS ==~ K

[Cisco IOS Master Commands List, All Releases.]

X274 av R

* [Cisco 108 Security Command Reference:
Commands A to CJ

* [Cisco 108 Security Command Reference:
Commands D to L]

* [Cisco 108 Security Command Reference:
Commands M to R

* [Cisco I0S Security Command Reference:
Commands S to Z

IKE O E

[ Configuring Internet Key Exchange for IPsec
VPNs |

IKEV2 DT

[ Configuring Internet Key Exchange Version 2 and
FlexVPN Site-to-Site]

HEE S AR LT LY XA

AR Sk
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HAETEHR

CRLA U u— REFOEZL
T iEHEOR S g v
DHEIBE

CiscoIOSXE V U —X 3.13S

CRL ¥ u— R LS L
T HBEOREE v g v
DOHIFREREIZ, #rT LV CRL ©
A m— RHZGEEA K2
LTV Z LD L735AIT
BT EDOT T 4 Tk Y
varEHIBRLET,

Z OFEREIX. Cisco IOS XE U
J — % 3.13S T Cisco ASR 1000
VIU—=X T TN F—a v

-t R L—FITHASHE
L7,

WD a<y RNEANEIEE
SN FE L7, cryptoikev2

disconnect-revoked-peers.
crypto isakmp

disconnect-revoked-peers, show
crypto isakmp peers, show
crypto ikev2 session detail,
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WZED, 2—FiF, ETIPT RLA, BBV ID, EX2 T 4 T A—F
T v 7 A (SPI) 72 EDOEFNIER SN SRFIZESNTIPEX 22U 7+ (IPSec) kb
BTNy T TEET, FFEDIPsec WBRIZIRE L TCT Ny 7 Ave—V%RRL, Ty 7 HT
@%%ﬁ%f:kmi@\%ﬁ@FV*W%@%#%»~&%@$%Kbﬁfwy;ﬂ%4yﬁ
TXET,

© BRREIF I OMERR, 91 ~—

* WEERMATET Ny 7 AR — FORHREME, 92 =Y
. H%
* WA ET Ny 7 R — MBS DB, 92 -

i
ES
BT E T Ny 7 PR — P OFIREE, 92 N—
ES
ES

* WEEBEUEMNET Ny 7 YR — hOA =T ML, 94 =Y
* WSS E TNy 7 CLI OFGERI, 97 ~—

* TOMOBEERL, 98 N—

© BESSRIEATE TNy 7 R — MBI A HERERE R, 99 -V

AR DR
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TIE, HRBEFHROREZSRL TESN,
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BEEHAETNY YT HR—+ |
B essuasTNyT HR— rOmREH

BEEREAE TNV T HR— FORHREH

H LW CLI 23 5 121%, CiscolOSXE UV UV —ATKO VT L AT AREFHA A= 2T
DHENRH Y F£7,

EEEEMET/NY YT YiR— FO#HIFHNEIE

CFMHATET Ny 7R, FFEOE T EIIERICEET M X —F v b F—H: (IKE) ¥
LV IPSec DREZ T TN a—TFT 4 V7T HBIENLLETH, Ty T & ENRELTE
HE, TDTNRN TEMEEBRZBBLOTF 2y 7 TEXRWEARDHY £9, T3y V&Ml %x
PRET D OIS FERNRTICHEL 725725, CPUDAEL A —/N—~ oy RREANL, A
FTUMEHELRMLET, LER->T, KEBDO NT 7 4 v 7 0T 5 )V — % T35+
TNy T A F—T VT HEAF. EEPLETT,

EEEEMET/NY T YiR— MZBET 5 1E#H

BYR—bSNDIEHZ2A4T

B LW 55541 & 573 » 7' CLI (debugeryptocondition, debugeryptoconditionunmatched, & &
U showeryptodebug-condition) 7 ffi JH 9 7uiX, &k (7 4 L2 fH) Z4EEL T, TOERMEEGT
TTNRNy T A=V EERLTCERTLIZENTEET, kOKRIZ, PR—FSND5M
A TR LET,

GE) ipvd £ 7213 ipv6 % — 7 — K% }5/E L 7= debug crypto condition peer =~ > F|{X, "— R =7
7T N7 A —LEROT Ny FHERIETEET, BVOFMT V2L, TTy T r—
LEFOT Ny ZH N R L ER A,

K5 BEETNVT CLUTYHR—FENDIEHE24T

ZHEA4T (F—I7—FK) SRER

connid | ~ 32766 DIEEL, FAED IPSec MLELT, =0
ERNIES iy?y@&é4y& 7I4x~@
Bt ID E L CHERASN TS . BhET 5
TRy T R y— /#?ﬁ%ﬂ“éﬂi@%
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BEEHEM/ET NI HR—k

yR—ranzzs17 B

EHE47T (F—T7—F)

BLL

FVRF

N—F ¥ )V T T7A4X—Fxvy hT—2 (VPN)
N—T 4 7Rk (VRF) A VAKX ADLH]
R UFH, ZDVRF A S AX AN, H
{ED 1PSec MLEEC, HififiGE VRF (FVRF) & L
THEHEN T AE5E, BEETLT Ny 7 Ay
= UBRERINET,

ikev2

IKEV2 71 7 7 A VDL RISCFS], IKEV2 7' 1
T ANVEBREESNTZHAIE. BETST
Ry T Ayv—IURNFRENET,

isakmp

ISAKMP 7’1 7 7 A L DA RIS, ISAKMP
Ta Ty A NVAHNBRE SIS AE, BET 5
TNy T A=V RERINET,

IVRF

VRF A VA X ADART#RT LT, 2O
VRF AV AH AN BITED IPSec MLEL T, N
5 VRF (IVRF) & L CTHEAINTWDEHA,
BT AT NNy VS A=V RNFRENET,

local

IPv4 7213 IPv6 1 —H v 7 KL ADLRIXLT
51,

peer group

Unity 7 /b—7 % & R4 LT, 207 —TF
BEETBTATYT 47 4 L LTHALTY
DA BET AT N 7 A v —URFERE
nET,

peer hostname

SERIES K A A 4 (FQDN) % #3074,

ZOXFINEECTNTAT T 4T 4 LTE
ALTWAEHE, BETEIT NNy 7 Aybr—
PRENET (2 xiE, E7 MR ZDOFQDN XL
FH| ZAfi ] L C IKE Xauth %A f—7 /LT 5
e

o

peer ipv4d £ 7213 peer ipv6

H—DIPT LA, BUEDIPSec LN, Z D
E7OIPT FLAIZBEHKR LTV D5E, B
TEHT Ny T Aye—UNRERINET,

peer subnet

ETYDOIP T RLADOHEHPFHAZIEET 27 %y
FBEORY T Ry h~RA 27, BAED IPSec BT
DIPT RVAN, FEE L7 Xy MHIC
BT 256, BMETLIT RNy T A y—UnkK
IRENET,
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BEEHAET AT HR— |
B eEssuaE2T YT HR— DA R—TLLEE

EHEIAT (F—T7—FK) SR BA
peer username 2 — WL ERTLFE], DO —WE 75: l:°77 M
TATYT 4T 4 LTHEALTHS %

HTHT Ny 7 A /JZ~“/75»T€§%L§T ( -
ZI1E, BTN —HL A LTIKEWE
FREE (Xauth) A R2—T7NIZTDHHA) .

session ety va T aEmeRit L £,

SPI 328y FORFE R LEES, HIAED IPSec ALEEN
ZOfE% SPI & LT 254, B#ET57
Ny T XAy—IURNERENET,

unmatched 227 % A MEBOMER TE RVEAICT Ay
7 A o= VR LET,

1 Ipsec connid, flowid, 721X SPI %7 Ny 7L LTHEAT2HEA, BT 5 IPSec 7r—IZMlT5T7 Ny 7 X vb—URERISNET,

IPSec 7 2 —{Z}X, connid, flowid, BLOSPIN 2D (A XUV RET T IR UR) Fo8FNTHET, K220 comid, flowid,
FOSPLIE, IPSec 7B —DT Ny 7 Ayt —Vk NI H—FT57 Ny 7L L THEATEET,

EESEEMETNNYYT Y R— DA R2—TILILAE
BEEHEMETNYT AvtE—2D14 2—TILE

INTA—T A LDEESIE

CMEERUATE TN X T A X =TT DENS, HHTDHIT Ny IR E2 A7 (T
7 74/1/5 LLTHEOND) BIWMEZRODAIVLERHVET, T30 T Avk—T0
=X EBTAHAEMEIC L > TR £17,

)

GE) ZEDOT Ny TR ERRET D L. CPUYA ZAABIHBE S, V—F DT —~ o ATHEH
BERIEFTZEnHYET,

=R R TERHMET RNy FRFATINDHDIE, KK 120D 7 7 —/3L crypto debug =
~ F‘ (debug crypto isakmp\ debug crypto ipsec, ¥3 LU\ debug crypto engine) 731 K —
JVZRRE SN TN D RGN ET, ZOFERIED | FMAFET Ay 7 2HEH LTV
We X, v—# @/\72L—V/XL’E5’E“75>mf£b\J: IR TWVET,

IPsec ZFEFALIZVPNDEX1 )T a2V T4 XalL—a v HSA K
[ 9 | [



| mEfEEAETAYT $KR—F

BEEHFETNNYIDT+E—TILiE
SR E TRy 75T 4 =TT BITIE, BITHAD 7 a— LR ST 3y 7 CLL %
FHIZT 4= NVCTDMERH Y T, TO®%RT, FUMNT v 72T 4 B—TNICTEE

Y

B

EEHHETAvT rve—Sn1x—Tue |

GH) reset X — U — REfHTHLE, HESNZTRTOFUEEZRFCT =7 MICTEET,
FIRDOHME
L 4%—2J)it
2. debugcryptocondition [connidintegerengine-idinteger| [flowidintegerengine-idinteger| [fvrfstring]
[ivrfstring] [peer [groupstring] [hostnamestring] [ipv4ipaddress] [subnetsubnetmask] [usernamestring]]
[spiinteger] [reset]
3. showcryptodebug-condition {[peer] [connid] [spi] [fvrf] [ivrf] [unmatched]}
4. debugcryptoisakmp
5. debugcryptoipsec
6. debugcryptoengine
1. debugcryptoconditionunmatched [isakmp | ipsec | engine]
FIED
ARV KRNFERETIVaY EL:Y
ATv 71 4 x—T Ik FitE EXEC T— R& A R—7 /T LET,
CSAT— REANLET (ERENS
i - )
= o
Router> enable
25y T2 debugeryptocondition SN EF AN S T4 B B ERLET,

[connidintegerengine-idinteger)
[flowidintegerengine-idinteger] [fvrfstring]
[ivrfstring] [peer [groupstring] [hostnamestring|
[ipvdipaddress] [subnetsubnetmask]
[usernamestring]] [spiinteger] [reset]

1

Router# debug crypto condition connid 2000
engine-id 1

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



B ssIs5-

TN T Ayt—oDA F—

JILie

BEEMAET AT yR—F |

ARV KRFERETIVaY B#J
ATv73 showcryptodebug-condition {[peer] [connid] [spi] |/ —% LT TIZA F—T MR ESHTVDHES
[fvrf] [ivrf] [unmatched]} BNy R IR LET,
151 :
Router# show crypto debug-condition spi
ATvTAa debugcryptoisakmp 7= )VIKET Ny VA X—T M LET,
i -
Router#
debug crypto isakmp
ATvT5 debugcryptoipsec 7 —sVIPSecT Ny T A F—T I LET,
11 :
Router#
debug crypto ipsec
ATy 76 debugcryptoengine Jya—r\ s TRy T X —T I
LET,
11 :
Router#
debug crypto engine
ATFvT1T debugcryptoconditionunmatched [isakmp | ipsec | | (L&) SRy 7&MrF v 7 TAH-0Da
engine] T XA MEBRDIRNGE . T3y 74 E R
AyvE—VERRLET,
If -
& FTarDF—U— REREELRVGEIE,
Router# debug crypto condition unmatched ipsec ;%Egﬁgg)j~f§7:g)ﬁ%i&ﬁggéﬁzé;%bjiifo
ﬁ = — — > IR R > _ "
BELIS— T/1\VJ Avyt—oDa4%+—7 )ik
WETT—T Ny T T4 NEY T X—TMIT DL, ROEELZETTLILERHY £
-gAO
TNV TS5 —CU

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F

debugcryptoerror 2~ REZHZTH L, =T —
IKE R 22 m—2 g 73 E ORGSR 2 27 W THBL L 72 B 2 il 3

NET, 2k,
WHBICE £,

BT 27 Ny 7 Ay — VTR ERIR S



BEEHEM/ET NI HR—k

A

meguazETAvscunBes |

G¥)

e

TDawy KA R—7 VT HBEIE, Fa— Ui B debug v 2 RA F— T VISR GE
ENTORNZ L ZERL TSI, FESNTNDE, ZJa—L avwr RiokoTx
S—BEDOTF Ny VS Ay —IU RN EEXINET,

FIEDHE
L A %x—TLik
2. debugcryptoisakmp | ipsec | engine} error
FIED
ARV NEERTI V3 Y L]
ATvT1 4 r—7T ik Fi#E EXEC £ — Fa A 2 —7 /LI LET,
1 - cART— REANLET (ERSNEHE) .
Router> enable
ATvT2 debugcryptoisakmp | ipsec | engine} error BEr Y 7IClT 27— TNy 7 XA yte—UK0

A F—T Mz LET,
B -

Router# debug crypto ipsec error

BEEEEAET/Ny T CLI DR EH

BBERERFET NNV ITDAR—TILIEDHI

WOBTIE, E7DIP 7 FL A 10.1.1.1, 10.1.1.2, 7215 10.1.13 T, Bf 5T T2 0 D#EEHr
IDIZ2000 MEH SN TWBHEDT Ny 7 X v —VOFRRHZRLET, £o, ZOFITIE,
7 a—sL T8y TS CLL A X —7 V3 % J5{k & . show crypto debug-condition =~ > K%
A X =T M L CEHRI EORELHRT HHIELRLET,

Router#

debug crypto condition connid 2000 engine-id 1
Routert#

debug crypto condition peer ipv4 10.1.1.1
Router#

debug crypto condition peer ipv4 10.1.1.2
Router#

debug crypto condition peer ipv4 10.1.1.3
Router#

debug crypto condition unmatched

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )
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! Verify crypto conditional settings.

Router#

show crypto debug-condition

Crypto conditional debug currently is turned ON
IKE debug context unmatched flag:0ON

IPsec debug context unmatched flag:0ON

Crypto Engine debug context unmatched flag:O0ON
IKE peer IP address filters:

10.1.1.1 10.1.1.2 10.1.1.3

Connection-id filters: [connid:engine 1d]2000:1,
! Enable global crypto CLIs to start conditional debugging.
Router#

debug crypto isakmp

Router#

debug crypto ipsec

Router#

debug crypto engine

BEREFET NNV ITIDT 1 2—TILIEDBHI

WOFITIL, TRTOFRUEFEREEZT =T ML, FIN60

\Zip oo T L a MY B ik R LET,

Router#
debug crypto condition reset

BEEHEM/ET N Y HR—k

! Verify that all crypto conditional settings have been disabled.

Router#

show crypto debug-condition

Crypto conditional debug currently is turned OFF
IKE debug context unmatched flag:OFF

IPsec debug context unmatched flag:OFF

Crypto Engine debug context unmatched flag:OFF

ZTDMDSEER

ZITIE BB ET ANy Z AR — MERICET 2 BEEEHI OV TR L7,

RENT 4 B—T N

BEEIE B TZaTFILBA R

IPSec 35 L OV IKE X EfE

[ Cisco 10S XE Security Configuration Guide:
Secure Connectivity]] @ TInternet Key Exchange
for IPsec VPNsJ D

IPSec BLW'IKE =2

[ Cisco 10S Security Command Reference]

ZAE Title
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| mEfEEAETAYT $KR—F
BEEHMAET NNy HR— BT sueeEn I

MIB

MIB MIB®DY Y

L BIRL7=77 v 7 +—2A, Cisco I0S XE
Release, B3 L7 4 —F ¥ > FD MIB %k
KLTHUrr— T 5T, RO URL IZH
% Cisco MIB Locator ZfEfH L £ 9,
http://www.cisco.com/go/mibs

RFC

RFC Title

L -

SRADTY ZAIL YER—F

SRER Link

A2 A R— N Web A N T, A= | http://www.cisco.com/en/US/support/index.html
LT 7/ aV—IClT 5N T Ty a—
T A VTR EL TR TALE)iC, v==
TR —NVEIILDETHEE AT A
Uy =2z L THET,
BHEWORGOEX 2 U T 1 [HFHRHIT T Z
ATFF 572012, Cisco Notification Service (Field
Notice 7> 7 7 2 &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— RREOFHEY —ERTIMATE LT,
AADYR—= K Web A FDY =TI

¥ 24 HER%, Cisco.com D —H D LY
AT — RO MNBETY,

BEEREAFET/ Ny T BR— MBI SHEEHRR

ROFIZ, ZOFEY2a— /LT L7EEICET S ) —AfFRE R LET, ZORET Y7 |
=7 VU= hbA U TEBEOY RN— FBREASNIZLEDY Ty =T V=A%
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BEEMAET AT yR—F |
B EssuaETNy T HR— FCBET 2 HEEER

ALTWET, TOKREIZ, ST B2 0VIRY . ThUEO—#HDY 7 by =7 V) —ZTH
PR— SN ET,

TI7Y N7 —AOY R I BIORAY T MU =T A A=V OV R— MIET DR E MR
9" %121, Cisco Feature Navigator % ffi l| L £3°, Cisco Feature Navigator (27 7 & 29 521X,
www.cisco.com/go/cfn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £H A,

®6: BSEHFET/ YT HR— MIET DHEERFR

HEEES J1y—= B EETEER
54t & 53 77 R — | Cisco I0S XE Release 2.1 W5 & T /Ny 7 R —
k MERETIZ. 3 ODFH D a~

VRIA L A HE—T A A
(CL) NEAZIN, ZhbHD
AEF—T A RZED, 22—
YPix, T IPT FL A, R
TV O ID, BX O
X2 UT 4 RTA—F A

5 v 7 A (SPI) 73 & DRI
EF LTRSS 2N T
IPEx=Y7 ¢ (IPSec) kv
FINET Ny T TEET,
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%6%

IPv4 GRE F > JLIREERFZEHB D IPv6

IPv4 GRE bk R VIRFERRH O IPv6 #EREIL, IPV6 2=F ¥ A N T 7 1 v 7 & IPv6 v /LF F ¥
AN NT T 4 w7 O HBR#E S LT Generic Routing Encapsulation (GRE) % Cx 25 X 9 iZ
LET,

© BEREfEHOMERE, 101 ~—
* IPv4 GRE b o R/VIRERCH O IPv6 ORIFESAE, 102 ~_—
* IPv4 GRE k> % /UERERH O IPv6 OFFIHIE, 102 ~—
* IPv4 GRE b > R /ULREREEH O IPv6 (ZBAT 21, 102 ~—
* IPv4 GRE bk > RV O IPv6 OF%ETIE, 105 ~—
* IPv4 GRE k> RVERFEREH O IPv6 OF%ER], 113 _—
* TOMDOSEEEL 114 ~—

* IPv4 GRE bk o RVIE#ERRH O 1Pv6 (2 BIT HHERETE ), 115 =—

A IHER DR

ZHHOYZ7 by =27 VY —ZATE, ZOFEY2— ATl Shd T XTOERENFR—FZh

TS LR £H A, AT OBERET#E L OVEEIZ OV TIX, Bug Search Tool 38 X OVTEH D

Ty 7= BILRNY T 2T V=AY Y —R )= FEZRLTLEIVN, ZOF

Va— /LTSN AKERICET A ER, BLOKKERYFR—Fsnd VY U —20—&ElZoWn
Tl #EfFRoRESR L TZ3 N,

TT v "7 A= LD R— FBIOV R YT vy =T A A=V OV KR— MIBET D IERE BB
95 1Z1%. Cisco Feature Navigator Z#f ] L &9, Cisco Feature Navigator |27 7 & 29 5 1Z1%
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT AT MIMLESHY FHA,

IPsec ZFEALIZVWNODEXa1 )T aVTa4FXal—av HAK
|
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IPv4 GRE I > % JLIREEREED IPv6 |
B 1PviGRE U RILIRERR B IPVE DRTIRSEH

IPv4 GRE F > RIJLIREEZHR D IPv6 DRIESH

* ZOMEEEAMNIT HIZIE, IPVAGRE b RV ETIPsec b RAAREEZRET HHLE R H
nE9,

*IPv6 v /L F X4 A FNEAZNCT AL, IPV6 ¥ LF XY A b —TF 4 U PR HRET B LE

IPv4 GRE ~ > =% JLIREEREH D IPv6 D HIFIEIE

IPv4 GRE |k o VR O IPv6 #EREIZ. TPv4 AR A > N Y —RA >k GRE b v VR ERB O
IPv6 97— F L9728, IPvd mGRE bk > R /URH#ERA O IPv6 (T A —F LEHE A,

IPv4 GRE k> R JLIRFERZEB D IPv6 IZEA T % 15%K

IPsec Z{EAL7=GRE > %)L

Generic Routing Encapsulation (GRE) k> r/LiE, & & & & IPSec EfAAGOETHEMAINET,

AL, IPSec 23 IPv6 v /L FF ¥ A b Xy hEHAR— ML TWRWZHTT, ZHuckb, ¥
AFIv I V=T 17 7 haLiIPSec VPN X v MU — 7R TIEL <HREL £ A, GRE
F o FEIPVE v FF ¥ A R EYR—MLTWBED, FAFIv I N—T 47 T ko

N% GRE R NVREHTIITTCEET, ¥4 FIv 7 V=T 427 71 FaLBGRE F b
R THRESN TV DHAIL, IPSec 2 L CGREIPV6 v /L F F ¥ A k /37 v hEKFE(LTE
e 8

IPSecix, 7 V7 b~ 7FEIT b xR #EZHEH L TGRE X v hE L TEET, WT
NOFETEH, GRE I 7 BIALORERIC, IPSec BBk A2 EITT D L HIcisEshEd, 7V
Th =y T E2EALTWEEAIE. KSR GRE kb 2y NHOT D oD RBLA
VHE =T oA AZHEAESNET, P RAREEZEH L T A5EAIE. Sk GRE krRv
A HE—T 2 A LTHRESNET,

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F



IPv8 GRE | > R JLIRZESZE D IPV6

Psec #EAL-GRE FrrL I

WO, WA v X —T 2 A LTI/ VT s~y P&EA LT, GRE bRV AV H—T =
A AR CNL—ZIZADREE L ENT= Ny FERLET, 2Ny ME, BE B0 7L
(R EN TS, ZUT7 T AN LTIPSEICELNE T,

R7:4Y)T <2y TEFERALT IPV4GRE + > R ILEESALIZE D IPv6 DEETE

Physical Physical
Interface Interface
Encrypted 53 ﬂ Clear-text
Fackels |© Packels
-« T -« =
= Tunnel
i Interface

284238

WODINZ, GRE kv A ' —7 = A A LT tunnel protection 2~ > K& H L7k 5k Z R
LET, BbEniz 7y bME, b A2 —7 o4 ZRATL—ZICAD, HEB X
OO TR S TG, 27 TF A& LTHEICELNET,

K8: FrRIIRELER LT IPv4GRE + > R ILEEEALIREB D IPV6 D%

Physical Turnel Physical
Interface Protection Interface
Encrypted Clear-text
FPackets Packels
- -
Tunnel
Interface
§
2

707 b=y T HReER LIS E & P rNRESTXE M L2 O EEE N2 LU TR
LET,

IPsec ZHEALEZVPNDEF2) T avToFaL—2av M1 F )



IPv4 GRE I > % JLIREEREED IPv6 |
B Psec £EAL-GRE b kL

*IPSec 7 V 7'k = v, MERA X —T7 oA AZEEAMNT B, Xy NBEYERA X —
TxA AZBLTHREINDI EXICTF v 7 INNET, ZORET, /N7y MIT TIZGRE
ro VN TH 7B LS T WV ET,

* brxiR#EIL, B E{LSEESE GRE b o R VICBEESHT. /%47 > RS GRE I 7B LEN
THOYEEA VH—T oA ATIRESNDETORICT = v 7 SET,
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| IPWGRE > LIREERZ A IP6

IPvaGRE >R LB IPve0RESZE I

IPvd GRE + > RILIREERZH D IPv6 DERTE A%

H1)Tr<wTEFERLT- IPvAGRE BEELEZHD IPVv6 DETE

FIRDHE

N o a R webh =

© o

18.
19.

20.

21.
22.
23.
24,
25.
26.
21.

1 3x—T Ik

configureterminal

ipv6 multicast-routing

ipv6 unicast-routing

interfacetype number

ipv6 address {ipv6-address/prefix-length | prefix-namesub-bits/prefix-length}

tunnel mode {aurp | cayman | dvimrp | eon | gre | gre multipoint | gre ip | gre ipv6 | ipip
[decapsulate-any] | ipsec ipv4 | iptalk | ipv6 | ipsec ipv6 | mpls | nos | rbscp}

tunnel source {ip-address | ipv6-address | interface-typeinterface-number}

. tunnel destination {hostname | ip-address | ipv6-address}
10.
1.
12.
13.
14.
15.
16.
17.

exit

crypto isakmp policypriority

authentication {rsa-sig | rsa-encr | pre-share}

hash {sha | md5}

group {125}

encryption {des | 3des | aes 192 | aes 256}

exit

cryptoisakmpkeyenc-type-digitkeystring {addresspeer-address [mask] | ipvé {ipv6-address/ipv6-prefix}
| hostnamehostname} [no-xauth]

cryptoipsectransform-settransform-set-nametransforml [transform2] [transform3] [transform4]

access-listaccess-list-number [dynamicdynamic-name [timeoutminutes]] {deny | permit} protocolsource
source-wildcarddestinationdestination-wildcard [precedenceprecedence] [tostos]
[time-rangetime-range-name] [fragments] [log [word] | log-input [word]]

crypto map [ipv6] map-nameseq-num [ipsec-isakmp [dynamicdynamic-map-name | discover
profileprofile-namel]]

set peer {hostname [dynamic] [default] | ip-address [default]}

set transform-setsransform-set-name [transform-set-nameZ2...transform-set-name6)

match address [access-list-id | name]

exit

interfacetype number

crypto mapmap-name [redundancystandby-group-name [stateful]]

end

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



B U7 <y TEEA L P GRE S LEHD IP6 DRTE

IPv4 GRE I > % JLIREEREED IPv6 |

FEDEFHA
ARV REEEFET7YVa Y B
ATy I A4 =TIk FEHE EXEC E— R& A RX— 7 LIZ L E T,
cNRATU—KREANLET (FEREIn-H
{1 29
Router> enable =/ o
RTFw T2 configureterminal ra—~ary7 4 Xal—aryE— K2R
HmLET,
{1 -
Router# configure terminal
ATvT3 ipv6 multicast-routing N—BDFTXTOIPV6RIInA v X —T = A A |
“C Protocol Independent Multicast (PIM) & < /L5
il ¥y ALY AF—kH (MLD) ZfiH L7z~
Router (config) # ipv6 multicast-routing 3;ﬂ?47;K k /V*—f?/{ )/5f%f%§§%ﬂzl/yf <?/fo
Xy A MEEEFNILET,
*Zpawy RiX, IPv6 vV F X ¥ A N &ff
AL TWLGEICOBFEELET, IPv6
=%y A REFHLTOWDEAIL, 20
g REAIC LWL HICT HLER
HoET,
2Ty T4 ipv6 unicast-routing IPv6 =% % A N T — X 7T LDl ERE A L —
T LET,
{51
Router (config)# ipv6 unicast-routing
ATvT5 interfacetype number RN A H—T 2 ABIOEEEHETE L,
A B =T AT 4 Fal— g F—
{5 KZ&BIdE L E9,
Router (config) # interface tunnel 10
ATvT6 ipv6 address {ipv6-address/prefix-length | IPv6 D—fEB972 T L7 4w 7 AZEESNT IPV6
prefix-namesub-bits/prefix-length} T RLAZREL. A F—T oA ABITD
IPv6 WLH % A X — T LI L E T,
{1
Router (config-if) # ipv6 address 0:0:0:7272::72/64
ATv 71 tunnel mode {aurp | cayman | dvimrp |eon |gre|gre | fL RV A X —T = A4 ADH TENMEE— R

multipoint | gre ip | gre ipv6 | ipip [decapsulate-any] |
ipsec ipv4 | iptalk | ipv6 | ipsec ipv6 | mpls | nos | rbscp}

1

Router (config-if) # tunnel mode gre ip

ERELET,

l 'Psec EEALEVPNDEF2 )T 0T Fal—2av A F



| IPWGRE > LIREERZ A IP6

HyF vy TEEALE IPUGRERELEED PG OHE I

AU RFEEETIVa Y

S]]

25wy T8 tunnel source {ip-address | ipv6-address | Mo RxN A B —T 2 ADEFEILT RLA%E
interface-typeinterface-number} SmELET,
fA
Router (config-if) # tunnel source ethernet0
ATFvwT9 tunnel destination {hostname | ip-address | ipv6-address} | N L )V A B —T = A4 ADSESEEIEELET,
{1 -
Router (config-if) # tunnel destination 172.16.0.12
ATv 710 exit A B =T AXALT 4 Fal—gr E—
REHTL, Fe—Lar 7 4 F¥al— g
i - v E—RIZEY £,
Router (config-if) # exit
ATvIN crypto isakmp policypriority A=y hF—x2 7 XAF x> (IKE) *~
U —%EFLT, ISAKMP R v — a7 ¢
- Fal—raryET—REBHRBELET,
Router (config)# crypto isakmp policy 15
ARV —=FG LI KT TAFVT 48
WK Y —% R LET, priority 5IEUED
vz &, ERIEM A E < 72 £7,
ATFwT12 authentication {rsa-sig | rsa-encr | pre-share} IKE RV > —RNORGFHFABELET,
1 * rsa-sig X — U — K & rsa-encr ¥ — U — R{X
Router (config-isakmp-policy)# authentication IPv6 TH R — FE§%LEE%T/UO
pre-share
ATvT13 hash {sha [ md5} IKER) =Dy o 73 Y XLEIEE
LET,
{51
Router (config-isakmp-policy)# hash md5
ATvT14 group {125} IKE R U > —WNETD D-H 7 /v — 7 DO 5l%E =
wHELET,
fAi
Router (config-isakmp-policy)# group 2
ATy 715 encryption {des | 3des | aes 192 | aes 256} IKERY o —HNOBEALT/ALITY XAEZEEL

1 -

Router (config-isakmp-policy)# encryption 3des

jzjﬂo

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



2T+ <y FEERALT- IPvGRE BEELIZH D IPv6 D E

IPv4 GRE bk > R JLIRFESRZ B D IPV6

A RFERIEFT7II Y

S]]

ATv 716

exit

11 -

Router (config-isakmp-policy)# exit

ISAKMP R Y v — a7 Fal— gy
REHRTLT, Za—Lary74Xal—3s
V= RERGELET,

ATv 11

cryptoisakmpkeyenc-type-digitkeystring
{addresspeer-address [mask] | ipv6
{ipv6-addresslipv6-prefix} | hostnamehostname}
[no-xauth]

{51
Router (config) # crypto isakmp key cisco-10
address 172.16.0.12 255.240.0.0

FHHARREF—ZRELE T,

ATy 718

cryptoipsectransform-settransform-set-nametransform1
[transform?2] [transform3] [transform4)

1 -

Router (config) # crypto ipsec transform-set myset0
ah-sha-hmac esp-3des

NG AT —b Yy FEERLET,

ATv 719

access-listaccess-list-number [dynamicdynamic-name
[timeoutminutes]] {deny | permit} protocolsource
source-wildcarddestinationdestination-wildcard
[precedenceprecedence] [tostos]
[time-rangetime-range-name] [fragments] [log [word] |
log-input [word]]

11 -

Router (config)# access-1list 110 permit gre host
192.168.0.16 host 172.16.0.12

WRIP 778 A VA MEERELET,

ATy T2

crypto map [ipv6] map-nameseq-num [ipsec-isakmp
[dynamicdynamic-map-name | discover |
profileprofile-namel]|

11 -

Router (config) # crypto map mymap 10 ipsec-isakmp

HLWZ U v~y N FERE T e 7y
ANVEERL, 27V b~y T ar7 X
L— gy B— RERBLET,

ATy IT2

set peer {hostname [dynamic] [default] | ip-address
[default]}

1

Router (config-crypto-map) # set peer 10.0.0.1

7 U7k~ =2 kU N IP Security
(IPsec) B 7 ZHEL ET,
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HyF vy TEEALE IPUGRERELEED PG OHE I

AU RFEEETIVa Y

S]]

ATv T 22 set transform-set/ransform-set-name IV N~y hY THEHATRER R T A
[transform-set-name?...transform-set-name6] Tx—Ah vy FEEELET,
fAi
Router (config-crypto-map) # set transform-set
mysetO
ATFv 23 match address [access-list-id | name] IV =y Tz N)VDIET 7 AU A |
ZHEELET,
f
Router (config-crypto-map) # match address 102
ATvT24 exit sV F b~y ar74¥al—yarE—FK
RTL, Zu—)Lary 74 Xal—a v
o T— FIZRY £,
Router (config-crypto-map) # exit
27wy F25 |interfacenpe number Lo BT o f AL BEBEIEEL, A2 —T =
A AT 4 Fal—varev—FFelBLE
1 4,
Router (config) # interface ethernet 1
2T T 26 crypto mapmap-name [redundancystandby-group-name | gZE D7 VX v~ Xy "E2T 7 hoAY
[stateful]] YRAUZ =T A ATHEALET,
fi
Router (config-if)# crypto map mymap
ATvT21 end A HE—T A AT {Fal—g L E—
RZH4&T L, FitE EXEC E— RIZIRY £,
11

Router (config-if) # end
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IPv4 GRE I > % JLIREEREED IPv6 |

B FoALREE R LT IPva GRE X ELAZHR O IPv6 DRTE

o RIVIREZ(EALT- IPVAGRE FEELZHED IPv6 DERXTE

FIEDHEE
L 4%—2J)it
2. configureterminal
3. ipv6 multicast-routing
4. ipv6 unicast-routing
5. cryptoisakmppolicypriority
6. authentication {rsa-sig | rsa-encr | pre-share}
1. hash {sha | md5}
8. group {1|2|5}
9. encryption {des | 3des | aes | aes 192 | aes 256}
10. exit
11. cryptoisakmpkeyenc-type-digitkeystring {addresspeer-address [mask] | ipv6 {ipv6-address/ipv6-prefix}
| hostname/ostname} [no-xauth]
12. cryptoipsectransform-settransform-set-nametransforml [transform?2] [transform3] [transform4]
13. crypto ipsec profileprofile-name
14. set transform-settransform-set-name [transform-set-name2...transform-set-nameo]
15. exit
16. interfacetype number
17. ipv6address {ipv6-address/prefix-length | prefix-namesub-bits/prefix-length}
18. tunnel mode {aurp | cayman | dvirp | eon | gre | gre multipoint | gre ip | gre ipvo6 |
ipip[decapsulate-any] | ipsec ipv4 | iptalk | ipv6 | ipsec ipv6 | mpls | nos | rbscp}
19. tunnelsource{ip-address | ipv6-address | interface-typeinterface-number}
20. tunnel destination {hostname | ip-address | ipv6-address}
21. tunnel protectionipsec profilename [shared]
22. end
F g 48
ARV NEEETI Y3y B#Y
AT 71 4 r—7T ik Fite EXEC & — R& A XF—7 /W LET,
Bl - -;:"XU—F‘%)UJ LEY (ERkashis
Router> enable &) o
RATwS2 configureterminal Jua—N)L a7 4 FXalb—ary E— N2l
ML ET,

51 -

Router# configure terminal
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FrrLREEEA LR IPGREESEERD IPBORE I}

AT REREETO VI Y

B

ATvT3 ipv6 multicast-routing N—H DT RXTD IPV6 kA v X —T7 = A A |
“C Protocol Independent Multicast (PIM) &~ /L5
i - Xy AN URAF— (MLD) 2fFEH Lz~
Router (config)# ipvé multicast-routing 9;5Fﬂ77\ ]\ /1/_5:4 V?%ﬁ’;jﬂl LT 7}1/9;
X ¥ A MREZANLET,
cZpa~y RiL, IPv6 ¥~V FF v A b aAfl
HLTWDEAICORENZLET, IPV6
=Xy A REFEHLTCHDEAIR. 20
a<y REFEDNITHILEETH Y FHA,
2TFw 4 ipv6 unicast-routing IPv6 L=F ¥ A N T— X 7T LDl EE A L —
T LET,
1 -
Router (config)# ipv6 unicast-routing
ATvT5 cryptoisakmppolicypriority IKEARY v—%E#HKL, ISAKMP R > — =
T4 X2l —ar EB— REHBLET,
il SN - vy e
Router (config) # crypto isakmp policy 15 2} U ‘/—%é%l li‘ %% 7 7/( j‘ U T A Z))'EJI/\Y‘JR
U—%RLET, priorvity BIEEIMEVE L
BERINANI A B < 720 £,
ATvT6 authentication {rsa-sig | rsa-encr | pre-share} Ao E —Fy N F— 27 ZXAF =Y (IKE) &
Vo —NOBIEFREFRELET,
11 - ) .
Router (config-isakmp-policy)# authentication * rsa-sig F—T— R & rsa-ener ¥ — U — K{J
pre-share IPv6 THAHR—FEINFEHA,
ATy T1 hash {sha | md5} IKE R > —HNDO Ny v a T XLEFRE
L/\iﬁ—o
1 -
Router (config-isakmp-policy)# hash md5
ATvT8 group {1[2]5} IKE R Y > —WNETD D-H 7 /L — 7 Ok &=
ERELET,
51 -
Router (config-isakmp-policy)# group 2
ATFvT9 encryption {des | 3des | aes | aes 192 | aes 256} IKERY O —HNOREALT VI XAEEELE

51 -

Router (config-isakmp-policy)# encryption 3des

R
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B FoALREE R LT IPva GRE X ELAZHR O IPv6 DRTE

IPv4 GRE I > % JLIREEREED IPv6 |

AR REREETOVa Y

B

ATv710 exit ISAKMP R Y — arv 7 4 ¥al—a E—
REKETLET, T, Fr—barrgy
B - Xal—TaryE—RIEY T,
Router (config-isakmp-policy)# exit
27y 71 | cryptoisakmpkeyenc-type-digitkeysiring R RIS — & e L £
{addresspeer-address [mask] | ipvé
{ipv6-addresslipv6-prefix} | hostnamehostname}
[no-xauth]
1 -
Router (config) # crypto isakmp key cisco-10
address 172.16.0.12 255.240.0.0
2TFwv 712 cryptoipsectransform-settransform-set-nametransforml | 5 . 2 7 y—h v NEEFR L, L—X 5
[transform?2] [transform3] [transform4] PR T AT F—Lb AT 4 Fal— gy
EF—RNIZLET,
I -
Router (config) # crypto ipsec transform-set mysetO
ah-sha-hmac esp-3des
ATvT13 crypto ipsec profileprofile-name 2 DD IPsec /L— & [E] D IPsec s SLIZEH S D
IPsec /X7 A —X % EFHEL T, IPsec/ B 7 7 A /L
i - OV 74X a2l —vary EB— RERBLET,
Router (config) # crypto ipsec profile ipsecprof
ATy 714 set transform-settransform-set-name VT N~=wy = MY CEMAFRER N A
[transform-set-name?...transform-set-name6] Tr—h vy FEEELET,
1 :
Router (ipsec-profile) # set transform-set mysetO
ATvT15 exit [Psec 7’077 A /)L a7 4 FXal—aE—
REHKTL, ZJe—bary7 4 ¥al—va
1 : v E—RIZRED £9,
Router (ipsec-profile) # exit
ATv 716 interfacesype number R FNA VB —T 2 ABLOE ST E4EE L,
A B —TzAf A AT 4Fal—vay E—
11 : N&RMG L ET,
Router (config)# interface tunnel 1
ATy T11 ipvbaddress {ipv6-address/prefix-length | A B —T oA RIZEN Y TEHNTWAIPYG R

prefix-namesub-bits/prefix-length}

11 :
Router (config-if) # ipvé address
3ffe:b00:c18:1::3/127

FNO—2ZBEL, £ v F—T7 A AT IPv6 AL
A A F—T M LET,
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| IPWGRE > LIREERZ A IP6

IPvaGRE > rLRiEma P 0Bz Es I}

AT REREETO VI Y

B

2T v 718 tunnel mode {aurp | cayman | dvmrp | eon | gre | gre |GRE IPv6 > %L %45E L £,
multipoint | gre ip | gre ipv6 | ipip[decapsulate-any] |
ipsec ipv4 | iptalk | ipv6 | ipsec ipv6 | mpls | nos | rbscp}
1
Router (config-if) # tunnel mode gre ip
2Ty 719 tunnelsource {ip-address | ipv6-address | NN A B =T 2 ADEFELT RLAE
interface-typeinterface-number} FIIEETA v B —T oA R AL T L HEATE
},_.E_’ L/ i ‘g—o
i -
Router (config-if)# tunnel source 10.0.0.1
T w720 tunnel destination {hostname | ip-address | ipv6-address} | N o x ) L L X —T = A ADHET KL AE T~
IRAMERELET,
i -
Router (config-if)# tunnel destination 172.16.0.12
ATvT2 tunnel protectionipsec profilename [shared] ho A B —T A A% IPsec7 BT 7A/L
(BT £,
i -
Router (config-if)# tunnel protection ipsec
profile ipsecprof
ATvT22 end AV B =Tz AT 4 Fal—vay E—
RZH#&T L. FrbE EXEC £— RICRY £,
i -

Router (config-if) # end

IPv4d GRE ~ > == JLIREEFREH D IPv6 D% 7E 151

1) J b+ <y T%{ERLT- IPv4GRE

Router> enable

Router# configure terminal

Router (config) # ipv6é multicast-routing
Router (config) # ipv6é unicast-routing
Router (config) # interface tunnel 10

Router (config-if) # ipv6é address my-prefix 0:0:0:7272:

Router (config-if)# tunnel mode gre ip
Router (config-if) # tunnel source ethernet0

Router (config-if) # exit
Router (config) # crypto isakmp policy 15

G5 LEEED IPv6 DX TE B

:72/64

Router (config-isakmp-policy)# authentication pre-share

Router (config-isakmp-policy)# hash md5
Router (config-isakmp-policy) # group 2

(
(
(
(
(
Router (config-if)# tunnel destination 172.16.0.12
(
(
(
(
(
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IPv4 GRE I > % JLIREEREED IPv6 |
B A LREEGER LT IPva GRE BE2{LAZE O IPV6 DR EHI

Router (config-isakmp-policy)# encryption 3des

Router (config-isakmp-policy)# exit

Router (config) # crypto isakmp key cisco-10 address 172.16.0.12 255.240.0.0
Router (config) # crypto ipsec transform-set myset0 ah-sha-hmac esp-3des

Router (config) # access-list 110 permit gre host 192.168.0.16 host 172.16.0.12
Router (config) # crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) # set peer 10.0.0.1

Router (config-crypto-map) # set transform-set mysetO

Router (config-crypto-map) # match address 102

Router (config-crypto-map) # exit
Router (config) # interface ethernetl
Router (config-if)# crypto map mymap
Router (config-if) # end

cRIVIRELZEA L - IPvA GRE FEE1LZ B D IPv6 D% E I

I, IPv4 GRE k> /L BT lIPsec b RAARELZRET HBI% R LET, IPv6 /LT F ¥ R b
J—F 4 > 7L, ipv6 multicast-routing =~ > NEHEH L CAZIC LE T,

Router> enable

Router# configure terminal

Router (config) # ipv6é multicast-routing

Router (config) # ipv6é unicast-routing

Router (config)# crypto isakmp policy 15

Router (config-isakmp-policy)# authentication pre-share
Router (config-isakmp-policy)# hash md5

Router (config-isakmp-policy) # group 2

Router (config-isakmp-policy)# encryption 3des

Router (config-isakmp-policy)# exit

Router (config) # crypto isakmp key cisco-10 address 172.16.0.12 255.240.0.0
Router (config) # crypto ipsec transform-set myset0 ah-sha-hmac esp-3des
Router (config) # crypto ipsec profile ipsecprof

Router (ipsec-profile) # set transform-set mysetO

Router (ipsec-profile) # exit

Router (config) # interface tunnel 1

Router (config-if) # ipvé address 3ffe:b00:cl8:1::3/127
Router (config-if) # tunnel mode gre ip

Router (config-if) # tunnel source 10.0.0.1

Router (config-if) # tunnel destination 172.16.0.12
Router (config-if) #

Router (config-if) #

tunnel protection ipsec profile ipsecprof
end

ZTDDSEERH

FAEIEE I=aTFILAA R
IPv6 ¥V F X ¥ A M L—F 47 [TPv6 Implementation Guide.]
CiscoIOS =< K [Cisco IOS Master Commands List, All Releases.]
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6/configuration/xe-3s/ipv6-xe-36s-book.html
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

| IPWGRE > LIREERZ A IP6
IPvAGRE k> LRz IPve (BT igseissm I

BEEIE B TZaTFILEA L
X2 UT 4 avr R a<wr FEESTOFEN,
a<w s RE—FR, av N NER, 774/ &
B, HHEOEEHFE, LU

* [Cisco I0S Security Command Reference:
Commands A to CJ

* [Cisco I0S Security Command Reference:
Commands D to L]

* [Cisco 108 Security Command Reference:
Commands M to R

* [Cisco 108 Security Command Reference:
Commands S to ZJ

SRADTHZAIL YR—+

SBH Link

[FIC B % #17= Technical Assistance D344 [F51 | http://www.cisco.com/cisco/web/support/index.html
OURLIZT 7 EBALT, YAadOFr 7=k
PAR= P EZRRBIEHLTIZSY, Zhb
DY J—=AL, Y7 =T A A F—/LL
THELLEY, Y2377/ ny—IZ
B9 2 HAINHIRIE Z R L7204 5 72D
LTLEE, 2D WebH A k EDY—ic
77 AT HEEL, CiscocomdD /A 1D
KON ARY — R ETT,

IPv4 GRE >~ JL{REERZHB D IPv6 (ZES 9 S EETER

WORIZL, ZOFY 2— /LT LT-HERICEET 2 U —RF@REZ R~ LET, ZORIE, Y7 b
727 YU —A AV THEEEDOY R— IR EAINTZEEDOY T =T VY —XET0%
RLTWET, ZOEEIX., FRCHT D B2V RY . ZhBBEO—#HO Y 7 by =7 VY —ATH
PAR—hEnET,

TTy R T7 = BDOPFR— FBIOV R YT vy =T A A=V OV R— MIHET D IERE R
9% 121%. Cisco Feature Navigator Zf# ] L 9, Cisco Feature Navigator (27 7 & 29 5 {Zi3,
www.cisco.com/go/ctn (ZFEHEN L £9°, Cisco.com DT AV > MILEH Y FHA,
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

IPv4 GRE I > % JLIREEREED IPv6 |
B 1PviGRE U RILIRERR B IPVE IR BHAETER

= 7: IPv4GRE + > 3 )LIREEZR B D IPv6 IZBE 9 2 HEEETBER

ke =2 -
IPv4 GRE b > VR H @ | Cisco I0S XE Release 3.5S IPv4 GRE k> % UARZERR
o6 IPv6 FEREIL, TPV6 = =F ¥ R

NRNTZT 4w T L IPV6wILTF
XY AN NTT 4T DS
MPR#E I NT- GRE @i T
HEHICLET,

Z OREBEIZ BT BRI OV TC
X, ROBHESH L T EE
VY,
* IPv4 GRE |k > LRk
D IPv6 (B89 5 1

* [Pv4 GRE |k > /LR
H D IPv6 DR E 515
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RFC 430x IPsec H7R—

RFC 430x IPsec 7~ — MZlE, RFC4301 THESN TWAH A v X —Fy b F— I AF =V
(IKE) & IPsec DEIEZ EEET HHEHE (RFC430x IPsec V7AR— h 72— X 1 BL VT =—X2)
WEENET,
© BERETHE O, 117 ~—
* RFC 430x IPsec A — MIBIT D 1E#H, 118 ~—
* RFC 430x IPsec AN — FDFREFIE, 119 ~—
* RFC 430x IPsec H7h— M OFREHR], 122 ~—
* RFC 430x IPsec AR — MZBT 2 EMOY 757 LA, 123 X—
* RFC 430x IPsec ¥7R— MBI DHEREG#H, 125 ~—

AL D

ZHHOYZ7 by =27 VY —ZATIX, ZOFEY2— ATl Shd T XTOERENRIR—FEh

TS LR £H A, AT OBERETT#E L OVEEIZ DWW TIX, Bug Search Tool 38 X OVZTEH D

Ty 7 —LBIRNY T 2T V) —=ZADV =R )= 2SR L TLEIVN, ZOF

Va— /LTSN AKERIZET A ER, BLOKKERYFR—Fsnd VY U —20—&ElZoWn
Tl #eEfFRoRLSR L TZ3 N,

TT v "7 A —bDOPR— FBIOV R YT by =T A A=V OV KR— MIBET D IERE HER
9% 1Z1%. Cisco Feature Navigator #f ] L &9, Cisco Feature Navigator |27 7 & 29 5 1Z1%
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT T MIMLEDHY FHA,

IPsec ZFEALIZVWNODEXa1 )T aVTa4FXal—av HAK
|


https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

RFC 430x IPsec H-7R—
B RFCc430xIPsec HK— MBI B1EHR

RFC 430x IPsec H-7k— FIZREH9 B 1EEk

RFC 430x IPsec 71—k 7 —X1

RFC430x [Psec VAR — 7 = — X 1 HEfBIZ. RFC4301 THESN TWASL LV Z—% vy F F—x 7
AF Y (IKE) & IPsec DEMEAZELEL £9°,

RFC 4301 X IPsec ICHERL L 72V AT LADFERT —F 7T 7 F ¥ ZHE L TV EF, RFC4301 121,
IPv4 & IPv6 Dt DT, IP LA YD T 7 4 v 7 IC—#HOEX 2V T ¢ h—E XA
DHFENGTH I TWET, RFC430x IPsec iR — k 7 =— X 1 #5BI%, CiscolOS Y 7 b =7
DWW D RFC 4301 S2EE2 VR — F LET,

*Xa)T4 TYII—23Y (SA) F4TAAL:PSec LAV F—Fy b F—xT IR
F ¥ (IKE) E£2i3A 2 —xv I%—m&x%:y9N~yayzmmﬂ)ﬁ@ﬁ
X2 VT4 T/vm—arDIAT7HA NMIRRELGREAED T A 7 X A4 LEB 22V E DI
TOHOMENHY FT,

*OPAQUE L% % : OPAQUE IL, XfItad DL 7% 74—/ RPKFEICEHA TE R0 &
%ﬁbifommmﬁmmmmtva&_Lﬁﬁék IKEV2 (3 A% v 7 LT, OPAQUE
LI X ENEET, R U REEDTEDIZIRDOE L7 ZITBE L ET,

* BRBIERERE AN (ECN) H7R— bk : ECN L, IPsec /X7 v N DEBALEREE I NS 720
Ry ROBETLEmIEN Xy N = NTRAELF-EELZRRT L2 EMRIESNE T,

CTSTAVRRE 7L, FU N RVNTUM T Z 7 A NI 7 Z 7 A M aik
ELRVWEIICTAHAMERS D FET, HIMI7 T T A NN T T T A N2 BiEkT 57
DO RN ET—RSA LIV T T 7 A FHD h )V E— K SA 20T 50FENRXH Y
F9, IPsec ET71E, NANR NTFT T 4w ZIWZHETDHOIC, Ny hOfEEEE AT — b
TNTITAN T2y 7Y R—F THMLERDHY 7,

* Donotfragment (DF) Ev FOLIE : DF By MLBLIX, SABNL TRET HHLENRH Y £,

CE— Ny RERRYER— bk FT 7 0 v 708 IPSec SA VRV EEH THA TV DA
IPSec SATRFHTH I — 7 v FE2REL Ty b2 D TRIETEALERD D £7°,

RFC 430x IPsec H7K—k 7 —X2

RFC 430x IPsec 74" — |k 7 = — X 2 #§EEIL, CiscoI0S ¥ 7 K 7 = 7 L ® Internet Control Message
Protocol (ICMP) /7 kDE5{k & 151k RFC 4301 32484 YR — F L £,

mMPI? DHRETHE, ICMPZ T — A v —URNEEINET, & 2F, A RBEER

OHEIX, FT SA AN ICMP BEROFEEITIZHEA MPREEAETH D L 2R T A vE—
/%ﬁhbiﬁ ICMP =7 — A vt —U W IPsec B bR U > —IZ a2 861E, BEfFO SA &
=T DL ES N WATRER SV £3, 2072, Ny MIICMP =7 — A v —¥
WNOT =X ZHESWTHEEINET, ZOT—XIZiE, TOICMP A v E—YDO%[EFEILT KA
LEEHET FLANEGENTWET, SABICMP =7 — X v E—YHNDT KL AIZESWTHH
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|  RFC430x IPsec H7K— ~
RFC 430x IPsec 4 K— rDEEHE I

ENTHEAIE. TOSAWMERA SN ET, SANBFHELRWERIZ. RY —THIEShTWhih
X, SABERESNET, EELTIZ. B SARRONLARNESIZ, ICMP =5 — A vk —
CHNOT —HIZFESNWTEBALE T = v 7 BEITSNET,

ICMP =7 — A vt&—T O3t &£ 1H 51biX. show crypto ipsecsa =~ > ROHJIZF/REND
WEDT L REEED T B CTHRTEET,

ICMP =7 — X v b=V D5 E2 R AT 511X, K& debug =~ > RO debug platform condition
feature ipsec dataplane submode feature level info, debug platform condition both, I3 I T debug
platform condition start % i [ L =",

RFC 430x IPsec H7h— FDE{BTEAHE

RFC 430x IPsec H7R— kD45 O—/\JLERTE

T DOHF AL, RFC4301 EiEa 7o — VIR ET H7-DICFEITLET,

FIEDHE
(P
2. configure terminal
3. crypto ipsec security-association dummy {ppsrate | secondsseconds}
4. crypto ipsec security-association ecn {discard | propogate}
5. exit
FIEDFEHE
ARV NEREETIVa Yy EL:y)
ATvT1 S| FitE EXEC £ — R& A X —7 W LET,
. cRAD— REANLET EERINHE) .
De;ice> enable
RTFvY T2 configure terminal Jua—)L a7 4 Xal— gy E— Nafls
LET,
1
Device# configure terminal
ATFvT3 crypto ipsec security-association dummy {ppsrate|I[PSec N T 7 4 v 7 Tu—HNOX I — v D
| secondsseconds} PR L BfE 2 TR L E T
1
Device (config) # crypto ipsec
security-association dummy seconds 5

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



[ ] 9T+ <y THEID RFC 430x IPsec ¥ R— F DERRE

RFC 430x IPsec #7K— k|

ARV RFERRETI VA Y

E]:b)

ATFvT4 crypto ipsec security-association ecn {discard | |[PSec N T 7 1 v 7 7 u—NO B RAEESBEN
propogate} (ECN) REZAIREIZ LE T,
11
Device (config) # crypto ipsec
security-association ecn discard
ATv TS exit Ja—srar74Falb—vary E—FefkT
L. $5HE EXEC T— RICHED £7,
1 -

Device (config-crypto-map) # exit

1) 7k < THEELOD RFC 430x IPsec HR— FDEETFE

ZDHAZIX, RFC4301 E4E4 7 V7 bk~

> THALTRIET DT DICETLET,

FIEDHE
L 4%—2J)it
2. configure terminal
3. crypto mapmap-nameseq-numipsec-isakmp
4. set ipsec security-association dfbit {clear | copy | set}
5. set ipsec security-association dummy {ppsrate | secondsseconds}
6. set ipsec security-association ecn {discard | propogate}
1. end
8. show crypto map ipsec sa
FIE D
ARV NFERERTOVa Y EL:Y
ATy 71 4 *r—T Ik FitE EXEC E— F& A R —7 /LT LET,
. " RNAT—REANLET ERSAEHE) .
De&ice> enable
RATFw T2 configure terminal ra—)ary7 4 Xal—ary T— REREEBL

1 -

Device# configure terminal

i—g—o
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RFC 430x IPsec H-7/R— k

41) 7+ <y TEAID RFC 430x IPsec Hik— F DERTE

ARV NFERERETOVa Yy EL:Y
ATvT3 crypto mapmap-nameseq-numipsec-isakmp ERRETZIZEETH 7 VT N~ 7 = N ZRE
LC, 7V h=yF a7 s Fal—ra s E—
il - FZzBith L £,
Device (config) # crypto map cmap 1
ipsec-isakmp
2TFvT4 set ipsec security-association dfbit {clear [copy| 7 V 7} =~ FNDIPSec NF 7 4 v ¥ 7a—Dk
| set} F¥a2UT 4 7Yvx— a3y (SA) HALO Do not
Fragment (DF) B> MLEZHFZNIZLET,
il
Device (config-crypto-map) # set ipsec
security-association dfbit set
ATy 75 set ipsec security-association dammy {ppsrate | 7 ) 7 = FINDIPSec T 7 4 v 7a—HD
| secondsseconds} =y NOERERFEEAMILET,
il -
Device (config-crypto-map) # set ipsec
security-association dummy seconds 5
ATvT6 set ipsec security-association ecn {discard | YLKy THNDOIPSec N T 7 4 v Zu—HD
propogate; SA BN OB RIEEE @A (ECN) #EZ AL &
j—O
i -
Device (config-crypto-map)# set ipsec
security-association ecn propogate
ATvI1 end IV T b~y T ar7 4 Xal—rarE—RNek
T L. F#HE EXEC E— RIZRY £,
il -
Device (config-crypto-map) # end
ATvT8 show crypto map ipsec sa IPsec SAIZ K> T SN DR EEZRTLET,
i -
Device# show crypto map ipsec sa

KIZ. show crypto map ipsec sa 2~ > RO~ L ET,

Device# show crypto map ipsec sa

interface: TunnelO

Crypto map tag: TunnelO-head-0,
protected vrf: (none)

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):

local addr 3FFE:2002::32F7:DFF:FE54:7FD1

(3FFE:2002::32F7:DFF:FE54:7FD1/128/47/0)
(3FFE:2002::C671:FEFF:FE88:EB82/128/47/0)

current peer 3FFE:2002::C671:FEFF:FE88:EB82 port 500

PERMIT, flags={origin is_acl,}

#pkts encaps: 36, #pkts encrypt: 36, #pkts digest: 36
#pkts decaps: 28, #pkts decrypt: 28, #pkts verify: 28
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

IPsec £EALIZVPNODEFa T a2V TsFal—2av 4K )



RFC 430x IPsec 4 K— k|
B RFC430xIPsec Y R— FDEEHI

#send errors 0, #recv errors 0
#send dummy packets 852600, f#recv dummy packets 424905

local crypto endpt.: 3FFE:2002::32F7:DFF:FE54:7FD1,

remote crypto endpt.: 3FFE:2002::C671:FEFF:FE88:EB82

plaintext mtu 1430, path mtu 1500, ipvé mtu 1500, ipv6 mtu idb GigabitEthernet0/0/1
current outbound spi: 0xE963D1EC (3915633132)

PFS (Y/N): N, DH group: none

Dummy packet: Initializing

inbound esp sas:

spi: OxF4EO01BO9A(4108327834)

transform: esp-3des esp-md5-hmac,

in use settings ={Tunnel, }

conn id: 2053, flow id: ESG:53, sibling flags FFFFFFFF80000049, crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4608000/2343)
IV size: 8 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: OxE963D1EC(3915633132)

transform: esp-3des esp-md5-hmac,

in use settings ={Tunnel, }

conn id: 2054, flow id: ESG:54, sibling flags FFFFFFFF80000049, crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4608000/2343)
IV size: 8 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:

RFC 430x IPsec Y 7R— b+ D5 E

{5] : RFC 430x IPsec Y7 R— +D 45 O—/\JLEZTE

KIZ. RFC 430x IPsec V'ih— & 7 a0 — VIZRET D02~ LFE T,

Device> enable

Device# configure terminal

Device (config) # crypto ipsec security-association dummy seconds 15
Device (config) # crypto ipsec security-association ecn propogate
Device (config-crypto-map) # exit

Bl - 1) Tk <y TEAID RFC 430x IPsec Y i— + DERTE

WIZ, RFC430x IPsec iR — +%2 27 U 7k v THALTRET D02~ LET,

Device> enable

Device# configure terminal

Device (config) # crypto map cmap 1 ipsec-isakmp

Device (config-crypto-map) # set security-association copy

Device (config-crypto-map) # set security-association dummy seconds 15
Device (config-crypto-map) # set security-association ecn propogate
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Device (config-crypto-map) # end
Device# show crypto map ipsec sa

interface: TunnelO

Crypto map tag: TunnelO-head-0, local addr 3FFE:2002::32F7:DFF:FE54:7FD1
protected vrf: (none)

local ident (addr/mask/prot/port): (3FFE:2002::32F7:DFF:FE54:7FD1/128/47/0)
remote ident (addr/mask/prot/port): (3FFE:2002::C671:FEFF:FE88:EB82/128/47/0)
current peer 3FFE:2002::C671:FEFF:FE88:EB82 port 500

PERMIT, flags={origin is acl,}

#pkts encaps: 36, #pkts encrypt: 36, #pkts digest: 36

#pkts decaps: 28, #pkts decrypt: 28, #pkts verify: 28

#pkts compressed: 0, #pkts

decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0,

#pkts decompress failed: O

#send errors 0, #recv errors 0

#send dummy packets 852600,

local crypto endpt.:

remote crypto endpt.: 3FFE:

#recv dummy packets 424905

3FFE:2002::32F7:DFF:FE54:7FD1,

2002::C671:FEFF:FE88:EB82

plaintext mtu 1430, path mtu 1500, ipvé6 mtu 1500, ipv6 mtu idb GigabitEthernet0/0/1
current outbound spi: 0xE963D1EC (3915633132)
PFS (Y/N): N, DH group: none

Dummy packet: Initializing

inbound esp sas:
spi: OxF4E01B9A (4108327834)

transform: esp-3des esp-md5-hmac,

in use settings ={Tunnel,

}

conn id: 2053, flow id: ESG:53, sibling flags FFFFFFFF80000049, crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec):

IV size: 8 bytes

replay detection support:
Status: ACTIVE (ACTIVE)
inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: OxE963D1EC(3915633132)

(4608000/2343)

Y

transform: esp-3des esp-md5-hmac,

in use settings ={Tunnel,

}

conn id: 2054, flow id: ESG:54, sibling flags FFFFFFFF80000049, crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec):

IV size: 8 bytes

replay detection support:

Status: ACTIVE (ACTIVE)
outbound ah sas:

outbound pcp sas:

(4608000/2343)

Y
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security-association dummy.
crypto ipsec security-association

ecn. setipsec

security-association dfbit. set
ipsec security-association

dummy. setipsec
security-association ecn, show
crypto map ipsec sa,
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