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m=application 50001 udp ike-esp-udpencap

c=IN IP4 10.6.6.49

a=ike-setup:active

a=fingerprint:SHA-1 \

b=AS:512
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m=application 50002 udp ike-esp-udpencap

c=IN IP4 10.6.6.50

a=ike-setup:passive
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* Rivest-Shamir-Addleman (RSA) H— HOBLAGEHZEOHLNYR— F I TWET,

CSREE. ERF[. BIOT U UT 47 (AAA) ZfEA LI-ERid A X — O BREREIX
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BOET N—F—ZBHT 5548, 1 BDI0OS T A AN TE 5 VPNSIPE Yy 3 oD
BAREIE. T v A7V FOBRKETHRED F9,

*CiscolOS V7 F =7 TlX, e—H /L SIPEEIL 1 2OHLYR—FENTWET,

IR E SR =0 BECFET A, 7l T Ak o TRESNDQoSH Y
UldEA ST, By va ERIRLET, SVTIA V¥ — T = A A LICHMIICERE S
QoS RV v—iF, +_XTHIFRL TS 7Z &V,

* Cisco ISR G2 L — &% THHR— F STV D VPN SIP BERED 2 & — LT, 8w g LT,

c L RAPUNDNR A =T Lo TEBES - VPNSIP & O EEMAMIL, P R—FERTWE
T A,

VPN SIP DEZE 75 &

VPN SIP D% 5E

VPN SIP 3% €T 5 FlEITKR DO LBV T,

I — N R—7 ¢ GEE, ACBAEE, EREFENEaF—2 0 LT o RV R RE
L/iTO

a FEAEZEEHT S bR VEEEE

BEOR Y T —7 NIZH HAEAKE] (CA) Y — "\ BiEHEZRGT 57200 F 7 A |k
A PERELET, ZUE P FAVRRAETHLETY, ROBREEZMM L3,

peerl (config)# crypto pki trustpoint CA
enrollment url http://10.45.18.132/
serial-number none
subject-name CN=peer?2
revocation-check crl
rsakeypair peer?2

peer2 (config) # crypto pki authenticate CA
Certificate has the following attributes:
Fingerprint MD5: F38A9B4C 2D80490C F8E7581B BABE7CBD
Fingerprint SHAl: 4907CC36 B1957258 5DFE23B2 649E7DDA 99BDB7C3
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

peer2 (config) #crypto pki enroll CA

Start certificate enrollment ..

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

Re-enter password:

% The subject name in the certificate will include: CN=peer?2

The subject name in the certificate will include: peer2

Include an IP address in the subject name? [no]:

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose CA' command will show the fingerprint.

Certificate map for Trustpoint

o° o o

o° o
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crypto pki certificate map data 1
issuer-name co cn = orange

b HCOBAGERAELMHENT S b R REE

HOBAREAEEZMEH L CGRIEEZIT Y HA. TOT A A LICH B4 EAEEAKT D
PKI hZ A MRA LV FEHRELET, ROFXEZHHALET,

peerd (config) #crypto pki trustpoint Self
enrollment selfsigned
revocation-check none
rsakeypair myRSA
exit

crypto pki enroll Self

Do you want to continue generating a new Self Signed Certificate? [yes/nol: yes
% Include the router serial number in the subject name? [yes/no]: yes

% Include an IP address in the subject name? [no]: no

Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created
¢ FHEiEAXF—ZHEHLT M RVRGEERELET,

crypto ikev2 keyring keys
peer peerl

identity key-id 1234
pre-shared-key keyl23

2 a FEAEOIKEV 7277 A VERELET,

crypto ikev2 profile IPROF
match certificate data
identity local key-id 5678
authentication remote rsa-sig
authentication local rsa-sig
keyring local keys

pki trustpoint self

nat force-encap

b FEiLEF—DIKEV2 727 7 A LV EZHRELET,

crypto ikev2 profile IPROF
match identity remote any
identity local key-id 5678
authentication remote pre-share
authentication local pre-share
keyring local keys

nat force-encap

G¥) IKEV2 SA OF%E &5 T3 5I2i1%, W7D ¥ T T nat force-encap 2~ > REFRET H LN H
D E9, UDP DN 7 NALNSDP THRIA L T — hENDDT, IKEV2 ZAR— bk 4500 TRAMA L
BATSNAMENRDH Y £,

3 IPsec7 77 A NERELET,

crypto ipsec profile IPROF
set security-association idle-time 2000

4 LANJIA % TJx—REHELET,

GE) LANA > % 72— 1F, W—F—DISRG2 A ' F—T = A AR I N E T,

interface VvVlanlO1l
ip address 10.3.3.3 255.255.255.0
no shutdown
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interface GigabitEthernet2
switchport access vlan 101
no ip address

S =TI Ry A B =T A AERELET,

N—T R f B =Tz AF, B Z Y VPN b RIVDEETA v F—T = A& L
THEHINET,

interface loopback 1
ip address 10.11.1.1 255.0.0.0
ip nat inside

6 EHLFY AL B —T oA AEHELET,

A

GE) CHLHE) A B —T A AT IPT FL A, SIPHV—NT KL R, BLORX—FEEHD
{5 # % DHCP S CTZETH LI ICRETHLENH Y £,

interface GigabitEthernet8
ip dhcp client request sip-server-address
ip dhcp client request vendor-identifying-specific
ip address dhcp
ip nat outside

T FPoRV A HE—T oA AZRELET,

interface Tunnell
ip address 10.3.2.1 255.255.255.255
load-interval 30
tunnel source Loopbackl
tunnel mode ipsec ipv4
tunnel destination dynamic
tunnel protection ipsec profile IPROF ikev2-profile IPROF
vpn-sip local-number 5678 remote-number 1234 bandwidth 1000

vpn-sip local-number local-number remote-number remote-number bandwidth bw-number a<w Y

REMHMA LT, VPNSIP DO sVTI A v X —7 = A AZFELET, WRIEL X, o7 e
AT — NENDIUEOHDHRKRT —HEEEEDZ LT, xIT— FESNMEN Fx
N AE—=T A RATREINET, HHTESMEIL 64 Kbps, 512 Kbps, 3 LT 1000 Kbps
<

VPN SIP FHIC SVTI Z#HE L% T, b E— R, MU, L OXEE

T BIO M RNREEAEFTTHZ LT TCEERA, T— R, BEL. 8k, £
FINFHEEL BT AHI21F, FDOSVTIA v X —T7 = A A5 VPN SIP ZEXHIGRT 2 LENH
D iﬁ—o

8 T 7k L—rEBIMLET,
ARN) I REWNELCFY L—EBIMLET,

ip route 0.0.0.0 0.0.0.0 TunnelO track 1
ip route 0.0.0.0 0.0.0.0 Tunnell 254

9 IPSLA Z&xEL X7,

ip sla 1
icmp-echo 10.11.11.1
threshold 500
timeout 500
frequency 2
ip sla schedule 1 life forever start-time now

10—k Foox 78R ELET,

track 1 ip sla 1 reachability
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11 VPN SIP #AG5MbL£3,

vpn-sip enable

vpn-sip local-number 5678 address ipv4 GigabitEthernetS8
vpn-sip tunnel source Loopbackl

vpn-sip logging

VPN SIP 2@ ET HI21E, B—HLDSIPHF G ER—INV T NLAZRETLLENDH Y
9, vpn-sip local-number SIP-number address ipvd WAN-interface-name 2~ > R{Z LY, SIP 22—
M SN — 0D SIP F . BLOBEEMNTHND IPvE T RLANRESNET,

A

GE) IPvd 7 RVADHFETEET, BTEYV2—ET 2T/ AZ vy 72 R—FLTWERE
/\Jo
RNy I T v TWANA 2 —T 2 A ZADT KL AL, DHCPHIVD M TIZHESNWTEDLD Z
EBHYET,

TT74<1Y WAN A & 7 = —APEBE L TW A A, VPNSIP ko RLVOEERGEIT N 7
T T WANA U H—T oA RAIHEESI, NV A F—T oA AVRHEIZRY EF, b
TIAYITMWRNRNA L E—T 2 RAIN—T 4 T ENDHE. BRI SIP R I = —
TarDOSDPMLFEEINAETDIP T RLAZHREESNET, FA4~1 WAN A > & —
T2 A ANRK UGS, Ny 7 Vv— BT 7T 4 7S TR, Ty NIy 77y
THEAN LT sVTLICLV—F 4 T SNEFET,

GE) N—T Ny 7 A2 X —T x4 ADT RLRILIIN—TFT 4 VI REeREROT R A%
AL, ZON—T Ny 7 4 F—T A RIMMOWDe D BRI BHERH LWL 2 I2B89
LET, W—TNw I A B =T RA%EHETDHE, VPNSIPIZZ DA ¥ —7 = A ATkt
THTRTCOEH I /7 0%) v AL, TbE 72y 27 LET, vpn-sip logging =~ >
REERT 5L, By aroObith, For, KRR EDA X MIBT % VPNSIPEY 22—
NDUAT A vX o T TE 9,

A—AJL IL—2 D VPN SIP DR

BHRAZ—TADHR

Peerl# show vpn-sip registration-status
SIP registration of local number 0388881001 : registered 10.6.6.50

SIPLUR S DRERR
Peerl#show vpn-sip sip registrar

Line destination expires (sec) contact transport call-id

0388881001 example.com 2359 10.6.6.50 UDP
3176F988-9EAA11E7-8002AFA0-8EF41435
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Peerlf#show vpn-sip session detail
VPN-SIP session current status

Interface: Tunnell
Session status: SESSION_UP (I)

Uptime : 00:00:42
Remote number : 0388881001 =====> This is the Remote Router's SIP number
Local number : 0388882001 =====> Local router's SIP number

Remote address:port: 10.6.6.49:50002

Local address:port : 10.6.6.50:50001

Crypto conn handle: 0x8000017D

SIP Handle : 0x800000C7

SIP calllID : 1554
Configured/Negotiated bandwidth: 64/64 kbps

ESttyia DEDR

Peerl# show crypto session detail

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
- IKE Extended Authentication, F - IKE Fragmentation

- IKE Auto Reconnect, U - IKE Dynamic Route Update

- SIP Vpn-sip

0 X

Interface: Tunnell
Profile: IPROF
Uptime: 00:03:53
Session status: UP-ACTIVE
Peer: 10.6.6.49 port 4500 fvrf: (none) ivrf: (none)
Phasel id: 10.6.6.49
Desc: (none)
Session ID: 43
IKEv2 SA: local 10.11.1.1/4500 remote 10.6.6.49/50002 Active
Capabilities:S connid:1 lifetime:23:56:07 ====> Capabilities:S indicates this is
a SIP VPN _SIP Session
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 6 drop 0 life (KB/Sec) 4222536/3366
Outbound: #pkts enc'ed 4 drop 0 life (KB/Sec) 4222537/3366

IP NAT Z 8 D7

Peerl#sh ip nat translations

Pro Inside global Inside local Outside local Outside global
udp 2.2.2.2:4500 10.6.6.50:50001 10.6.6.49:50002 10.6.6.49:50002
DHCP SIP 5% & DR

Peer9#show vpn-sip sip dhcp
SIP DHCP Info

SIP-DHCP interface: GigabitEthernet8

SIP server address:
Domain name: dns:example.com

')E— bk JL—%3 D VPN SIP DHEEE

JE—F JL—R D VPNSIP B T—2 DR

Peer2# show vpn-sip registration-status
SIP registration of local number 0388882001 : registered 10.6.6.49
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Peer2# show vpn-sip sip registrar
Line destination expires(sec) contact transport call-id

0388882001 example.com 2478 10.6.6.49 UDP
E6F23809-9EAB11E7-80029279-40B97F59

JE—FIL—FDOVPNSIP vy 3 I3 H5EHIDMEE

Peer2# show vpn-sip session detail
VPN-SIP session current status
Interface: Tunnell

Session status: SESSION _UP (R)

Uptime : 00:00:21
Remote number : 0388882001 => This is the Peerl Router's SIP number
Local number : 0388881001 => Local router's SIP number

Remote address:port: 10.6.6.50:50001

Local address:port : 10.6.6.49:50002

Crypto conn handle: 0x8000017E

SIP Handle : 0x800000BE

SIP callID : 1556
Configured/Negotiated bandwidth: 1000/64 kbps

JE—FIL—F2 DSttty a3 VICEYT HFEMOMSE

Peer2 #show crypto session detail

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP VPN-SIP

Interface: Tunnell
Profile: IPROF
Uptime: 00:02:32
Session status: UP-ACTIVE
Peer: 10.6.6.50 port 50001 fvrf: (none) ivrf: (none)
Phasel id: 10.6.6.50
Desc: (none)
Session ID: 147
IKEv2 SA: local 10.17.1.1/4500 remote 10.6.6.50/50001 Active
Capabilities:S connid:1 lifetime:23:57:28 ====> Capabilities:S indicates this is
a SIP VPN-SIP Session
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 4 drop 0 life (KB/Sec) 4293728/3448
Outbound: #pkts enc'ed 6 drop 0 life (KB/Sec) 4293728/3448

JE— bk JL—%S O IPNAT DT

Peer2#show ip nat translations
Pro Inside global Inside local Outside local Outside global
udp 3.3.3.3:4500 10.6.6.49:50002 10.6.6.50:50001 10.6.6.50:50001
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LD SIP F 7 L R—IZ/2 0 £9,

// Self-signed certificate
crypto pki trustpoint selfCert
rsakeypair myRSA
enrollment selfsigned
revocation-check none
|
crypto ikev2 profile vpn-sip-profile
match identity remote any
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint selfCert // Use same self-signed trustpoint for sign and verify
nat force-encap
|
crypto ipsec profile vpn-sip-ipsec
set security-association idle-time 120
|
vpn-sip enable
vpn-sip local-number 0388883001 address ipv4 GigabitEthernetl
vpn-sip tunnel source Loopbackll
vpn-sip logging
|

// one tunnel per peer - configuration is for peer with a SIP-number of 0388884001
int tunnel0
ip unnumbered loopback 0
tunnel source loopbackll
tunnel mode ipsec ipv4
tunnel destination dynamic
tunnel protection ipsec profile vpn-sip-ipsec ikev2-profile vpn-sip-profile
vpn-sip local-number 0388883001 remote-number 0388884001 bandwidth 1000
|
// ip unnumbered of tunnel interfaces
int loopback 0
ip address 10.21.1.1 255.255.255.255
|
int loopbackll
ip address 10.9.9.9 255.255.255.255
ip nat inside
!

// one tunnel per peer - this is for peer with SIP-number 0388885001
int tunnell

ip unnumbered loopback 0

tunnel source loopbackll

tunnel mode ipsec ipv4

tunnel destination dynamic

tunnel protection ipsec profile vpn-sip-ipsec ikev2-profile iprof
vpn-sip sip-local 0388883001 sip-remote 0388885001 bandwidth 1000
|
interface GigabitEthernetS8

ip dhcp client request sip-server-address

ip dhcp client request vendor-identifying-specific

ip address dhcp

ip nat outside
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// backup routes configured with higher AD so that these routes will be activated only when
primary path goes down. AD need to be chosen to be greater than that of primary route.

ip route 10.0.0.0 255.0.0.0 tunnel 0 250
ip route 10.1.0.0 255.0.0.0 tunnel 0 250
ip route 10.2.0.0 255.0.0.0 tunnel 0 250
ip route 10.3.0.0 255.0.0.0 tunnel 0 250

VPNSIPD +S TV a—TFT4 20

show AT FOHBAIZ ORI A VE—T A RERTT S
Show VPN-SIP £ 5 U2 R A v X T x2—ADBERRFRINEEA, ROFEITIE, +
VXNV A UHE—T 2 A A THD tunnell DFERNPFERINTWOER AL

Peer5-F#show vpn-sip session
VPN-SIP session current status

Interface: Tunnel2
Session status: READY TO_CONNECT
Remote number : 0334563333
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 192.30.18.22:0

Interface: Tunnel3
Session status: READY TO CONNECT
Remote number : 0323452222
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 192.30.18.22:0

Interface: Tunneld
Session status: READY TO_CONNECT
Remote number : 0612349999
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 192.30.18.22:0

Interface: Tunnelé6
Session status: READY TO_CONNECT
Remote number : 0634567777
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0

EZ 25N DEIK
FOR RN A B —T A AT VPNSIP BDBRESNTWERA,

Peer5-F#sh run int tunl
Building configuration...

Current configuration : 201 bytes

!

interface Tunnell

ip address 10.5.5.5 255.0.0.0

tunnel source Loopbackll

tunnel mode ipsec ipvi4

tunnel destination dynamic

tunnel protection ipsec profile test-prof ikev2-profile test
end
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Peer5-F#show running interface tunnel 1
Building configuration...

Current configuration : 278 bytes

|

interface Tunnell

ip address 10.5.5.5 255.255.255.255

tunnel source Loopbackll

tunnel mode ipsec ipvé

tunnel destination dynamic

tunnel protection ipsec profile test-prof ikev2-profile test

vpn-sip local-number 0623458888 remote-number 0312341111 bandwidth 1000
end

W, RO T VA EFATLIEH 2R LET,

Peer5-F#show vpn-sip session detail
VPN-SIP session current status

Interface: Tunnell
Session status: READY TO CONNECT
Remote number : 0312341111
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0

Crypto conn handle: 0x8000002C

SIP Handle : 0x0

SIP callID e

Conflgured/Negotlated bandwidth: 1000/0 kbps

Interface: Tunnel2
Session status: READY TO_CONNECT
Remote number : 0334563333
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x80000012
SIP Handle : 0x0
SIP callID HEEE
Conflgured/Negotlated bandwidth: 512/0 kbps

Interface: Tunnel3
Session status: READY TO_CONNECT
Remote number : 0323452222
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x80000031
SIP Handle : 0x0
SIP calllID -
Conflgured/Negotlated bandwidth: 512/0 kbps

Interface: Tunneld
Session status: READY TO_ CONNECT
Remote number : 0612349999
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x8000002F
SIP Handle : 0x0
SIP callID -=
Conflgured/Negotlated bandwidth: 1000/0 kbps

Interface: Tunnel6
Session status: READY TO CONNECT
Remote number : 0634567777
Local number : 0623458888
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Remote address:port: 0.0.0.0:0

Local address:port : 172.30.18.22:0

Crypto conn handle: 0x80000026

SIP Handle : 0x0

SIP callID H

Configured/Negotiated bandwidth: 1000/0 kbps

SIPEBFRAT—RAD S TN a—TFa42Y
JIE PR
SIP Bk AT — X ANBEEEIN TV ER A,

Peer5S#show vpn-sip sip registrar
Line destination expires(sec) contact
transport call-id

Peer5-F#show vpn-sip registration-status

SIP registration of local number 0623458888 : not registered

EZLNDEKA
FOWANA LV Z—T 2 A4 AZIPT RLARREINTWOER A,

PeerS5#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset down down
GigabitEthernet0/1 unassigned YES unset up up
GigabitEthernet0/2 unassigned YES unset down down
GigabitEthernet0/3 unassigned YES unset down down
GigabitEthernet0/4 unassigned YES unset up up
GigabitEthernet0/5 10.5.5.5 YES manual up up
Vlanl 10.45.1.5 YES NVRAM up up
NVIO 10.1.1.1 YES unset up up
Loopbackl 10.1.1.1 YES NVRAM up up
Loopback5 10.5.5.5 YES NVRAM administratively down down
Loopbackll 10.11.11.11 YES NVRAM up up
Tunnell 10.5.5.5 YES NVRAM up down
Tunnel?2 10.2.2.2 YES NVRAM up down
Tunnel3 10.3.3.3 YES NVRAM up down
Tunneld 10.4.4.4 YES NVRAM up down
Tunnel6 10.8.8.8 YES NVRAM up down
Peer5-F#show run interface gigabitEthernet 0/4
Building configuration...

Current configuration : 213 bytes

|

interface GigabitEthernet0/4

ip dhcp client request sip-server-address

ip dhcp client request vendor-identifying-specific

no ip address ====> no IP address

ip nat outside

ip virtual-reassembly in

duplex auto

speed auto

end

HELEALE
ip addressdhep =~ > REHH LT, A V¥ —T7 A ADIP T RLAEZRELET,

Peer5-F#show running-config interface gigabitEthernet 0/4
Building configuration...

Current configuration : 215 bytes
!

interface GigabitEthernet0/4

ip dhcp client request sip-server-address

ip dhcp client request vendor-identifying-specific

ip address dhcp ====> configure IP address DHCP
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ip nat outside

ip virtual-reassembly in
duplex auto

speed auto
end

Peer5-Ff#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset down down
GigabitEthernet0/1 unassigned YES unset up up
GigabitEthernet0/2 unassigned YES unset down down
GigabitEthernet0/3 unassigned YES unset down down
GigabitEthernet0/4 172.30.18.22 YES DHCP up up
GigabitEthernet0/5 10.5.5.5 YES manual up up
Vlanl 10.45.1.5 YES NVRAM up up
NVIO 10.1.1.1 YES unset up up
Loopbackl 10.1.1.1 YES NVRAM up up
Loopback5 10.5.5.5 YES NVRAM administratively down down
Loopbackll 10.11.11.11 YES NVRAM up up
Tunnell 10.6.5.5 YES NVRAM up down
Tunnel?2 10.2.2.2 YES NVRAM up down
Tunnel3 10.3.3.3 YES NVRAM up down
Tunneld 10.4.4.4 YES NVRAM up down
Tunnel6 10.8.8.8 YES NVRAM up down

Peer5-F#show vpn-sip sip registrar

Line destination expires(sec) contact

transport call-id

0623458888 example.com 2863 172.30.18.22

UDP 1E83ECF0-AF0611E7-802B8FCF-594EB9E7@122.50.18.22

Peer5-F#show vpn-sip registration-status

SIP registration of local number 0623458888 : registered 172.30.18.22

Negotiating IKEKEE TD v > 3 UFLE

ek

Negotiating IKE IRFET VPN SIP & v o g U MEIE L ET,
PeerS5#show vpn-sip session remote-number 0612349999 detail
VPN-SIP session current status

Interface: Tunnel4d
Session status: NEGOTIATING IKE (R)

Uptime : 00:00:58
Remote number : 0612349999
Local number : 0623458888

Remote address:port: 172.30.168.3:24825
Local address:port : 172.30.18.22:50012
Crypto conn handle: 0x8000002E

SIP Handle : 0x8000000C

SIP callID : 16

Configured/Negotiated bandwidth: 1000/1000 kbps
E2 N5 HK

IKEv2 BI#E DR E N A Y CT9,

WOBITIL, F—V VI TREENTNWSEF—IDR, VE—FETDSIPESE—FHLTWFE
A,

Peer5-F#show running-config interface tunnel 4
Building configuration...

Current configuration : 276 bytes
|

interface Tunnel4d
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ip address 10.4.4.4 255.0.0.0

tunnel source Loopbackll

tunnel mode ipsec ipv4

tunnel destination dynamic

tunnel protection ipsec profile test-prof ikev2-profile test

VPN-SIP local-number 0623458888 remote-number 0612349999 bandwidth 1000 ====> Remote
number mentioned here doesn’t match the remote number in the keyring
end

IKEv2 Keyring configs:
|

crypto ikev2 keyring keys
peer peerl
identity key-id 0312341111
pre-shared-key pskl
!

peer abc
identity key-id 0345674444
pre-shared-key pskl
|
peer peer?2
identity key-id 0334563333
pre-shared-key pskl10337101690
|

peer peerb6
identity key-id 0634567777
pre-shared-key ciscol23
|
peer peer3
identity key-id 0323452222
pre-shared-key ciscol23
|
peer peerd
identity key-id 0645676666
pre-shared-key pskl
|

peer NONID

identity fgdn example.com
pre-shared-key pskl

!

|

!
crypto ikev2 profile test

match identity remote any
identity local key-id 0623458888
authentication remote pre-share
authentication local pre-share
keyring local keys

dpd 10 6 periodic

nat force-encap

HEGERLE
X—U T OBREEELELET,

rypto ikev2 keyring keys
peer peerl
identity key-id 0312341111
pre-shared-key pskl
!

peer abc

identity key-id 0345674444
pre-shared-key pskl

|

peer peer2

identity key-id 0334563333
pre-shared-key pskl

|
peer peerb6

identity key-id 0634567777
pre-shared-key pskl

!

peer peer3
identity key-id 0323452222
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pre-shared-key pskl
|

peer peerd

identity key-id 0612349999
pre-shared-key pskl

|

peer NONID
identity fgdn example.com
pre-shared-key pskl
|
|
!
crypto ikev2 profile test
match identity remote any
identity local key-id 0623458888
authentication remote pre-share
authentication local pre-share
keyring local keys
dpd 10 6 periodic
nat force-encap

Peer5-F#show vpn-sip session remote-number 0612349999 detail
VPN-SIP session current status

Interface: Tunnel4d
Session status: SESSION UP (R)

Uptime : 00:02:04
Remote number : 0612349999
Local number : 0623458888

Remote address:port: 172.30.168.3:24845

Local address:port : 172.30.18.22:50020

Crypto conn handle: 0x8000004E

SIP Handle : 0x80000014

SIP callID : 24

Configured/Negotiated bandwidth: 1000/1000 kbps

ty a3 VBB FS T a—F a0

SiE AR
vy a UABMAEE T, Negotiating IKE JIRRE T L L £ 9,
Zx2 LD

RKEZPKIGEHENIKE FBIEA v —VICEENTWARN T, IKE XNy y "R T T T AT —
Tar I LTnWET,

HESE AL

N—ZIZIKEV2 777 AT —a UV ERELET,

debug a7 > K
WDF NNy 7 a~< Ru& VPNSIP REDT ANy ZIHHTEFE4,

R1: Ty avo R

o e AV N4 i BA

debug vpn-sip event VPN SIP Zf#i fil L7= SVTI&&k, SIP Bk, =1—
Ny VT T REDT NN T Ayb—T%k
HAOLET,
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debug vpn-sip errors

L, BEk. a— vy T v R EOERTF
=T —DBRELTEGEIZOR, =T— Ay
-{Z%:‘/\‘%lﬂjj Lij—o

debug vpn-sip sip all

FTRTOSIPT Ny 7 L —2AEHELE
KR

debug vpn-sip sip calls

SIPSPI 2— /DT /8y 7 s L—REHMEL
F7,

debug vpn-sip sip dhcp

SIPDHCP 5"y 7 FL—RAZHZME L E7,

debug vpn-sip sip error

SIP=T—®DOF Ry 7 FL—2EH%{bLLE
TO

debug vpn-sip sip events

SIPA XV RDOT Ry 7 FL—AEHMELE
R

debug vpn-sip sip feature

HEEL ~ L TOT Ny 7 EHMELET,

debug vpn-sip sip function

SIPHEREDT Ny 7 L —REHME L E9,

debug vpn-sip sip info

SIP fFHRDT /Ny 77 b L—A &ML L ET,

debug vpn-sip sip level

THEHRL XV TOT Ry TEHMELET,

debug vpn-sip sip media

SIPAT 4 T7DT Xy L —A%ZAMELE
KR

debug vpn-sip sip messages

SIPSPI X vt —YDF Ny 7 ML —REH%)
LLE,

debug vpn-sip sip non-call

a—)L aTHFANUSND R L —R
(OPTIONS. SUBSCRIBE 72 &) # &%t L F
j‘o

debug vpn-sip sip preauth

SIP FHHFEEDT Ny 7 L —AZFME L E
—a—o

debug vpn-sip sip states

SIP SPLIRREDT /RN 7 hL—AEHHE L F
ER

debug vpn-sip sip translate

SIP DT Ny 7 b L—AZHRE L E9,

"
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debug vpn-sip sip transport

SIP F 7V AR—=F DT Ry 7 ML —REHL)
L ET,

debug vpn-sip sip verbose

TNy 7 ET— AL LET,

VPN SIP 2B %1 EMN1EHR

ESPERENS SHRE

CiscolOS === K

[Cisco IOS Master Command List, All Releases.]

BREL ZURFC

Z#/RFC

& (Title)

RFC 6193 (Ff0HIAfT &)

Session Description Protocol (SDP) ToDA & —
Fv h¥—x/AF =¥ 7nr fa) (IKE)
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vensip oigaeE

HgE42 (Feature Name)

)1)—2R

M EERHR

Session Initiation Protocol U
77— VPN
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VPN SIP (%, ¥—E R Fm
A =T 5 — X T,
Session Initiation Protocol (SIP)
EHEHLC, AT~ R A
TATRETMOT T r—
va VHEFIZELR VPN VR
EINET,

nat force-encap, show vpn-sip
session, show vpn-sip sip, show
vpn-sip registration-status,
vpn-sip local-number, vpn-sip
logging, vpn-sip tunnel source @

Ha~y FREASHE LT,
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