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BRF—AVISRSIIFYHEBAIF I
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CAlZ, Y—FRX—=F7 4D CA XU F =T 5 CA ZHEHT 25, HNEED CA, ©F Y Cisco
I0S GEBAEY—NEH L £,

REBEY PKI - #2340 CA

PKI %, BHED CA ZHR— T EHEDICEEHN 7L — LT — 7 NICRETEET, WEOK L
fLIZIFV— R CADRD Y, AOBAENELZRE L TWET, BESEOEFEMEIX, +— K CA
D RSA F— X7 L EHINET, BEMEENO L CAIL, /L—F CA E£72IEBIO AL CA I

BERTEET, EbLDOFETRET AL > T, CADOERIEEOREFENREY £4, B
JETL PKI NTIE, B SN TV TRTOET BMERETE D/0b— b CAGEHE E /213380 FNL
CA ZHE L CWBHEE, FAELHEICHIECE £,

WO X, 3EDORED CAMOBGEFRERLIZHDTT,

®2: 3D CAREBOY TV bRARD

CA111 CAl112 CA113

117373

—

ZCANB1OD T AMKRA Y MIHIGELET, 728 2iE. CAIl BEL U CAL2 IT%E)E CA T,
CAl 2%AT L7= CA FFBHEZ R L T k4, CAlll., CAl12., CAl13 L i@ CA TT, =D
CA FHEZFIT L7ZDIX CA1l TY,

BEHCAZERAT HEE

B CA T2 L1k, MBI OMEEEAM ELES, & 21E, +— bk CAZK
A7 AR EL, FMCAZT T F 47 4 AIMETEET, £7-. CA T ELICELR D
FRY —EFEITTEH20, BEHEEND, H5 CA CIIKIFHEE R FH CHA+ 505
NHDHE DT, BlO CA TIHFEAEERZ BEINIZHFT T2 L) ICHETE 7,
D EH2BEO CARHERI NS VT U AR, RO LB TT,
* B DOFEHENEZI L, BRITEND KD OIERICT 7T 4 Tty I —27, BHD
BeEa i T 5212k, CAIZCRL DY A XZHIH LT 20 £,
CF T UBERFREEHATALXIC, V- FCAEFT T ITALDEFICTEHES (R
CADFFHEDORITERL) o 2OV F VA TIE, —FCAODEF2U T o\ ELET,

BEF—A VTSR RTIFolAAAF
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amzozi: zgonr

SLEAZED &% . BFEDENE
SEAAEOBERIT. CANSIFAELZTET S 2 XT3, PKIITMbb =y K AR ML, £h
FRAFAEZ ST HLERH D £3, AFHEOBREL, FHEAZZER L TVWHIT U R ARZX M &
CA LOBTITbNET, ROEBILIOFEIC L - T, GFHZORE o 2 20BH L E9,

3 AAENEHRIOER

Step 1 Step 2 Step 5
-] | Hedilio=te — Certificate
m request
End Host CA receives CA signs request
ﬁ request with private key
; B
RSA key pair i E
Storage
end host writes
certificate to
storage

1 = FAZARDRSA X—DOXT7T 24 LET,
2 U RERRAMPEEAEEREZAER L. CA (I HTRERESILRA) ITED £,

3 CAMGEAZERGEERZZITIRY 4, 2 N7 OREICEL > T, ROWTHNITRY F
KR
1 BROARIC T L D RIENS M,
2 CAIGGFAEAZBH TERTILICZ UV R AR MRREEN TS, ZHITEY ., B
BSRDN CAV—NICEEEINTZEEDOARL—HIZ LA FEEMEIIREICR Y £97,

A

GE) CAIZGEAZEZHB CTERTHALIICZ U RAR MERET DI, BIOFEFEA I = X L5030
B/ £,

1 ZRPNKBEND &, CAITHSORMBE X —%2i-> CTERIZESL L, WHOKb > -iEAES
TUREBRABMIRELET,

2 U RNFRZA NI, GEAES NVRAM 72 8 OREEICE X AL E T,

Secure Device Provisioning [Z & % SEBAZ & 4%

Secure Device Provisioning (SDP) 3. CiscolOSXE 7 A 7 > b & Cisco I0OS FEFAE Y — 72 &,
2ODxT K FAA AT PKI Z i HICAE TE 5. Web N— ADFEHEFERIRA o —T = A A
-(“jqo

ABF— A VTSR SO F v HRAA B
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B avzoxn: x93 2EE

SDP (Trusted Transitive Introduction (TTI) & HEFEEILTWD) 1. LWy hU—7 T340 R
EVPNHIEWom200xy R 2T 47 4O HEANEZFERTLEET 2 haLrTtd,
SDP TIZRD 3 DD T 4T 4 BEMR L ET,

cAfrbaTa—Y XTI vaFELYRAMNIICHENTDH, HAICBHTELT NA A, A
vheTa—YiE, VATLAEHRELREDOT AL A 2—FDEAERHY £7,

NXF 4 aF i BXF TR RAALATBMLTZHT LT A A,
CLUANT  BEEFREART DA ET— 7 EoH—x,

SDP |X Web 7' 7 &, K9 2%, fIr. BTD3 DOBEPETHEEL 3, KBEMIL. Web
NR=VEBEL Ca—PIIERENET,

REBAZEDKZ - KT HEH

%H?ﬁmﬁmmﬂmﬂﬁémé& ETIEAWCEX 2 7 R AT ) Do r I =— g
VEBMMTEE T, TOREDICETIIMERICE S OREAEEZIOR L, RIOF = v 7 22T E7,
H?i BEMHFOETOIEHER, FBIAFEHLD CAICL > TRITENZEHETH S Z & %20
4 5HE . CRLY— 3F =1L OCSP (Online Certificate Status Protocol) V— &2 F = 7 L. FLH
i%%ﬁLtCA¢iofﬁ%%#%w_&ofwﬁw:&%ﬁ;Liﬁoﬁﬁi I, FE
HESBARA > b (CDP) M URLEXTEENTWET, CiscolOS Y7 7 =T 1LZ D CDP %

i LT, CRLOEGHTOFFE L BIGZITVWET, CDPH— L% L7722 & CiscolOS V7 F U =
TIE=T7—%4EkL, ETOMRAENMEEINIGER’H £7,

PKI D EtIE|

RDEZE

PKI OFHE[CiX, PKI D&, (8 =) OFNEINODPKI 2R —FR FOFEM: L TEDHA
%%Jﬁ?éb%ﬁ%@i# a—W (FRTry NU—2EEE) OFTH4IT PKI &3 L
ThbH, PKIDOREZ D D Z EHELEL F9,

PKI OFE CIIMRFT T RET 7 a—F NN O0nH D 308, ZO~v=2T7 /L TlE, 7 Y—F
T DWEN SRS T, PKI OFFHE, (8 X—) Ok IHIRREICHEARET, EL, 22—V F T/
X%y b U — 7 EBE )Y PKI OFHE 2338 IR 5 & X 1d, FFEDRIED PKI OMMORTEITEET S
TEEBBLTENTLSEIN, 2R, BERBIVEMZEDOLIICTINIL ST, CAD
B DFENE D> T DEENHV £+, 2Dz, PKINOZE U R—F hRED L H I
MEET D0, £, BEOa UV R—FR L bOA T a VR, HE70v A T{TomIEIC L - T
EDOLHITEDLD P EHRT D ENEETT,

RSAF— X7 & LIS, FTAMRA U FERETILERHY 9, T TIT T A MRS
VREBRELTWAEASIT., V2 ERIEL, PRKUICERETALERH Y T4, BERIZET L1
HIZHOWTIL,  TPKI OFEAERGORT] 22 L T EE0,

BEF—A VTSR RTIFolAAAF
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PKI DIEFE L

Cisco 10S XE PKI (DH#EZE PKI (DIRAE & &t

EEEH

Pkl pE@estEIcES semas Il

E(ZR9 5 EMEF

ESPEREENS

I=—a7ILAA LI

CiscolOS =~ K

[Cisco I0S Master Command List, All Releases.]

PKIBLOEF=2VUT v K

* [Cisco I0S Security Command Reference
Commands A to CJ

* [Cisco I0S Security Command Reference
Commands D to L]

* [Cisco 10S Security Command Reference
Commands M to R/

* [Cisco I0S Security Command Reference
Commands S to Z

USB h— 7 12X % RSA AU« Wi o B B&
D USB h—7 2B 5 RSA F—Dffi

[PKI DFEB ER GO E |

USB h—7 2 &% RSAWLFE : USB h—72
TS AU v b

[PKI 7 VT v % )V DIRAT )

AEAEY— X7 T4 7 v NEAEOSSK, HE)
ek, BLOE#SIR— A —R—

[PKI DFEBR EX R DR E

USB b —27 v OFEBLUSB h—7 »~D
==

[PKI 7 VT v o % )V DIRAT )

Web A4l U 72 FEB 6 6k

[ Setting Up Secure Device Provisioning (SDP) for
Enrollment in a PKI |

PEM £ 7 7 1 /LN D RSA F—

[PKIPNT® RSA F—D ]

RIERA R0 A T = K L DIEIR

[PKI TOFEAEDOFF AT L ORB O E |

HERERG B T v 3 ) A A

['Next Generation Encryption,]

DRAF—A VISRV FYRBETSAF


http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mcl/allreleasemcl/all-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
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Cisco 10S XE PKI (O#E%E PKI DIEfE & 5E |

MIB MB®D' VY

BN L7-77 > 74+ —2X, CiscolOS V7 |k
JxT7 V=2, BLOXT74—F % &Y D
MIBZ R L TCH Uy a— RT 5551, RO
URL (23 % Cisco MIB Locator Zf# il L £,

http://www.cisco.com/go/mibs

* PKI MIB

SRADTHYZAIL YER—+

BLL] o

EDOURLIZTZ7EALT, Y2adF 7 =3 |http://www.cisco.com/cisco/web/support/index.html
NP R—= 2 RRBICEALTZSn, Zh
DY Y=, VYT V=T A A=V
LTRELZY, YRAaDofG7 7 /nd—
(ZBE D EINHIRIE A AR L 72 0 35 12 I ff
ALTLEZ Y, 20O Web A h Eo>—)1
W27 78 AT 5B, Cisco.com D1 27 A 1D
BEOARRAT — RPMETT,

CDP : GEFAESG AR A > b (CDP) , T VX AGEHEND 7 ¢ —/L R T, FEAEO CRLOEY H
L HEEFLR LI ERAE ENTWET, kb M7 CDP & L CTIL HTTP X° LDAP @ URL 7°
HY ET, CDPITiX., MOFEED URL £721Z LDAP OF 4 L7 FUIRENEENTWAHEAEDL
HYFET, ENENDOCDPIZIE, URL F72137 4 L7 FUDIREN 1 DG ENTWET,

SEBAE . = — VA EEIT A AL EZARFT—IZA U RT5EF Fxa A b, GEAEE, —
ENS T P A NEBL MR T DD S ET,

CRL : Certificate Revocation List (FIFBAZELRZHU X k) , KR LIZFEHAEZEDO Y 2R R EENHE

R =2 A2 b TY, CRLIZ, GEFAEZRBITLIZ CAICK > TR &, TUXNLELSINET,
CRL (ZI%, FEMIEORITH E AN EEN TV ET, BITD CRL K@+ 5 &, #H LW CRL
DIRITINET,

CA : Certification Authority GRAER) FERIEFZROEI L | BIfRT 5 IPSec X b —7 T34
ANOFERBEDOFATEE L TCNE P —E A, ZOF—E AL, BT A A% —ThICEELL
FT, FLINLOV—ERICL o TREHFIL, WRNIEEL T AT T 47 1 ZfEd L,
TIUHNGEHEERER TE ET,

E7RAE : U7 MR T 2iHEDOZ & T, ETOARF—RNEENTBY, M T A MR
N CANELLET,


http://www.cisco.com/go/mibs
http://www.cisco.com/cisco/web/support/index.html

Cisco 10S XE PKI (DH#EZE PKI (DIRAE & &t

[=E3 B

PKI : Public Key Infrastructure (AP — A 7T AT 7 F %) , BFaTICERESNT-EE]
FRHENTWDE Ry hT—7 aviR—3r O SX—L IDFREEHETH VAT LATT,

RA : B#JR RA) . CAOTnx b LTHRET LV — T, CARNFTTZ I DLETH CA
OBREZkRETE 57, RAIZCAY— N LICRET 2 O2N0% T3, BT 7Y r—varvel
T, BEODORT AN, 220 BEETHH50H0 7,

RSA ¥— : AfHF—ME{ks 25 AT, RonRivest (2 /L K« U~_Z ) | AdiShamir (75 o -+
% X 7) . Leonard Adleman (LA /L K+ =—F)L<>) O3 AL THBEEINE L
JL— 2 OIFAELZRET HI21E,. RSA F—0OX7 (AfF—EMEx—) DU ETT,
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PKI A T® RSA +— E

ZOETIEH, ABFEF—A 7T AT 7 F % (PKI) WTRivest, Shamir, Adelman (RSA) F—
Zi ﬁz%i@%%ﬁ@*éﬁ/i& WZOWTHALET, A—F OFEHELTFFT HAMZ, RSA F—
7 (ABF—EEX ) PERSNET, DFEV, = FARAMIRSAF—ORT ZAERK L,
AL (CA) L ABAF—Z2 M L CREHEZ IS L, PKLICEERT 20BN H Y 7,

A

() X2 VT OBEE. TIUCKHIIT 272D OB BALEAINITE B L TWET, Y220k
HOBEEALICBI T 2 HELEHEIHIZ DUV TlE,  [NextGeneration Encryption (NGE) J| "D A bk ~<_—
N—=%ZHRLTIZEN,

© BERETHHMOMER, 13 N—v

* PKI TO RSA F—DFREIZHT DRSS, 14 ~—
* RSA F—OREICHT HIE®R, 14 ~—¥

* PKINCRSA ¥—Zg&EL LOEHT 5 5L, 16 X—
* RSA F— TR TORER], 32 ~—

© WOEE, 37 =V

* ZOMOBEEE, 37 X—V

* PKI N RSA F—IZBd DHERENG ), 38 ~—

HEEIF IR D MR

THROY 7 rr 2T VU —ZA T, ZOEY2— /LTSN TR TOMIENFR— K Sh

TWD EIERY FH8 A, RETOMRER R L OEE IOV TIE, Bug Search Tool 38 L ONZHEH D

T N7+ —LbBIRNY T 2T V) —Z2DY ) —R )= EERLTLLEEN, Z0OF

‘/“z%lleii\ﬁ@?éﬂéﬁi%!* BT 21EH., BLOKEESYFR—FEnb ) ) —2D—EIZoN
. et RoORESR L T Z3 0,

ABF— A VTSR SO F v HRAA B
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http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
https://tools.cisco.com/bugsearch/search

PKI I TO RSA ¥—DER |
B PRCTORSAX—OBEICET HAREH

TT Y N7 A =D R— PRIV R YT v =T A A=V OV R— MIET D IEREHER
9% 21X, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 23 5121,
www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 MILEDH YD FH A,

PKI TD RSA *— D& FEICEHT 48RS HE

*PKI ® RSA ¥ — %R ER LB T 5aI1IC,  [Cisco I0S PKI Overview: Understanding and
Planning a PKI] OWAEZHEL TWDHLERH D £77,

RSA X — DR EIZCEHT 515K

RSA F— D&

RSA F— 7%, AT — LB — TRk SN ET, PKI Z&ET 256, FEIEREERIC
NHF—Z2FZOLLERD Y £3, GEAENFE SN, ET7RARF—ZFEH LT, v—X
WCEESINDT— X ZHE b TE 5 X912, AR —2GEHEICHAAEZNE T, BT —IFTL—
ZIRFF S, ETICL o TEESINT—2DEF (L, 7 ExTvz—2a 352 &0D,
NV T a DT VA NVBLIERENE T,

RSAF—_XT7IE, F—DEFV 2T AMEPBEENTNET, TV =T AMEIKS LT, RSAF—D
YA ZPREDES, V2T AENRKIVIFL, RSA F—OLEMNEEY £, 2L, £
VaFd AMENKEL LD E, F—DEMIZPDDLREMPELS D, =DV A ANKEL DL
5 S LALEE S K OME BALALERIC 230 B FE N R K 72 0 £,

Fli& RSA F— LA BRI RSA ¥ —

RSA F— X7 ITITHBEF—LIHBBXF—D 220X 4 703H 0 . ZH ST B ICHEHA) T,
RSA % — X7 Z4ET % & & (crypto key generatersa =~ > R&fH) | HEF—F 7 130H
HiX — 28R 572007 v 7 MRFRENET,

FAi& RSA +—

FiEF—1X 2 LD RSA F— X7 THAINET, 2055 10D RSA F— T I SLHIC,
9 1HDORSA F— T IEBAHICENENER S, ERHENET, Hgx—2FEHT5 &,
FEX—IIAMBIZRBEINRL 20 ET (HABF—2FH LAWVIEE. 1 DOX—2l 5O
FEEREND 120, TOXF—NEFEINLHEBEEREL 2D ) |

NRABR RSA ¥—

PLHEAIF =X, 1 DD RSAF— T 72 THEK S, ZOF— T IRk & B4 Om7 I
ManEd, WHBROx— <73, figd— <7 L0 bHBIER S ET,

BEF—A VTSR RTIFolAAAF
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http://www.cisco.com/go/cfn

PKI A T® RSA +— D EH

L—a o RA ¥—5RET22m [

RSAF— RT7ERSR MRS FEDESEFE

RZARMKRA U b GRRER (CA) L LTHHLILD) 1T, AEAZEREZEHL, ZNxy hU—
T TNRAAGERAEEZRITLEST, 2oV —E R, ST A A& —ciICEH#H LT,
FEINODOY—E R L > TREHIT. WRHIEHELCTA Ty T4 T 4 2B L, T4
JVREEAER CE 9, PKI OEWEZ BT HR1IC, CA IZME DAY — X7 2Lk L, H
CE4 CAGEEAFER LT, £0%, CAIL, FEBIEZERIZEA L, PKLICK L TE T BEk%
Bt CX £,

IL—R[ZEHDORSA XT—FRET HEF

I RAKR—

A

BHEOD RSA ¥ — T EZRETHZ LT, CiscolOS V7 b7 =7k, &I T 5 CA ZLICEAR D
F— RTEHETEEST, ZOLOICLT, 20OV 7 by =Tld, U CA TEEOX—XTE
FOGEHEE M CEEY, LN -o T, CiscolOS V7 b7 =T 1E, F—DEEX, ¥—0DT747
AL, WHEHHF—FRITHBRX 7L, MOCATHRESNIEHEZER S Z 72, %£CA
DRY o —FIZAEBELET,

£ HifT & DX — T (labelkey-label 7> 2 > & L CTHRET D) 2 H LT, #%kd RSA
X— XTEHETDHE, CiscolOS Y7 MU =T BT AT T 4T 4 DFEHEZT L ICRR D F—
RTZHEFRFTEDL LI 7,

FREIBEZZ RSA F—D A 1 v k

TE

T AR— FAJBE/RRSAF— 2T H L, F—NEBBINLLEHRENDH DT, =7 AKR—
N AHEZ: RSA F— (., HARNCEEICITHM T 2 48R H Y £9°, BEFO RSA F—(37XT=x
J AR—FRETT, HrLWVF—E, T 74/ Ts AR—bREEE LCTAEKESNET, BE
FOTT AR— b REOF—T, 7 AKR— FARERF— BB TEE A,

T, 1T, V—F OB RSA F— T B RAZ UL L—F LIFTEET, LEN->T, Xv
N =% TR AW TEXF2 VT 4 I VT ooy VERIETEET, F— T2 2E5D/L—
ZMTHETEE, —HOAL—EN, b —HDOL—F OEEZHENDO h T AT L MT
SIS EMTEET, A VINV—EDRHE LGS, AX A —F R Fy NT— 7T
AZh, F—OHAE, CA~DOFEEE, FIETFHTOXF—OFHEAMZIT) 2, A —
AEEEMRZET,

F7/-, BX 2T =z (SSH) Z2FEATEITRCOBEAT— 9% 1 DO RSA ¥ —TH
ETEDLIC. RSRAF—XTEZ2 7 AR—FBLRA AR — b5 L, 2—F LR U RSA F—
T BEGEON—FIIHETHZEHTEET,

PEMX 7 7 4 LTI Y RA7R— hATEEZE RSA F—

TIA N =N AN A= (PEM) 7 7 A V&M L7Z RSA F—DA R — hEiz
lZ 7 ZR— FiE, CiscolOS Y7 b7 =7 U U —2 23AT LIBEE2EITTH2REHEB LD, &

BRF—AVISRSIIFYHEBAIF I
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PKIRTORSA ¥—DEE |
FEFUVIYRR—FED/R T L—XRE

X7 Yy b LAY (SSL) £/23®x=27 =/ (SSH) 77U r—va &L T,
RSA ¥ — X7 & FECTERL, ¥—%2PKIT 7V r— 9 ZHA VR — N TA5BRFIELD
£9, PEMIBERO 7 7 A VEHERTHE, HTLOF—Z24R L2R< TH, BEfFD RSA F— X7
% Cisco 10S )\ — % CHEEH T 7,

RSAX—DA VR— B EUVITHYRKR— FED/INR T L—X{RE

T AR— T HPKCSI2 7 7 A VETIZPEM 7 7 A V&S T 5121, SR T L—X %50
HVENRHY £9, £72. PKCSI2 £/2IZPEM 7V 7 A L&A ViR— b9 5 & &%, R SRT
L= AN L TEBILT 20ENSH Y £9, PKCSI2 £721XPEM 7 7 A L& T 7 AR— k., Hl
bR, F/23A VAR — R TABRICINO DT 7 A NEREGILT D L 77 A NDOIRED HITINS
TNA ANOREERN, 77 ANVERERT V7 ABIOMHNGHAELET,

RATZ L =R, 8 LFEULDEED T L—AE/ETEET, AT L —XZIAI—2B
ITORFREAEEDDHZ ENTEXE T, CiscolOS N—V 2B ERZEORME 2) Ik
F7,

T AR— FATRE7E RSA F— RT7 Z T Y AR— FFBEE RSA F+— RT7([CEHT 5 5%

RAT L—XEHIZ LD | SMHDOPKCSI2 £721EPEM 7 7 A VN RIERT 7 B AB L O S
RSN ET, RSA:Vr—/\Tﬁ)iﬁz‘l‘ FENRNEDIZT HITIE.  Tnonexportable] & T
NEMTHMERHY £9, =7 AR — NA[EEZR RSA ¥ — X7 &=/ AR — MARA[REZF—

TIWCEWT D121, F— 7 &7 AR — kL, lexportable] £\V9F—TU— RKEHETELRWNT
HOA VAR —= T H0ERHY £T,

PKINTRSA F—2RELS I VERT SFE

RSA F+— R7 DERK

FIEDHEE

W ARF— (VISR SO FolmBAAF

RSA F— N7 ZFE)TERT D121, ROEEZFITLET,

1. enable
2. configureterminal

3. cryptokeygeneratersa [general-keys | usage-keys | signature | encryption] [labelkey-label] [exportable]
[modulusmodulus-size] [storagedevicename:] [ondevicename: ]

4. exit

5. showcryptokeymypubkeyrsa



| PKINTORSA *—DEE

RsA x— <704

FIE D
aAv U RFERETIVa Y B#)
ATwv71 |enable ¥t EXEC E— R& A X —7 /LT LET,
i *RNAU—KREANLET FERENTHE)
Router> enable
ZFwF2 |configureterminal sua—s L ar7 4 Xal—vary T—RERBELET,
i -
Router# configure terminal
ATw 73 |cryptokeygeneratersa (fEE) FEAEY — DO RSA ¥— X7 2K LE T,
[general-keys | usage-keys | B
signature | encryption] *storage ¥ — U — N&fiH+ 2L, F—OREGHMAFRETEE
[labelkey-label] [exportable] D
modulusmodulus-si
etoragomreonoc] *key-label SR ARTET 5 = £1C 4TI A EHIET 54,
[ondevicename:] cryptopkiservercs-label =~ > N2 K > CREHEFE Y — NI 5
TV ERICARIZMEAT 2 0ERNH Y £3, key-label 5150 % 6
Bl - ELTWRWES, v—2 DE2EM A A 4% (FQDN) T&
L7 74N MEBER SNET,
Router (config) # crypto key
generate rsa general-keys
modulus 2048 noshutdown =1~ > RZFITT 50T, CAFEMAENERIND LT
FFo Thbx s AR— MA[EEZR RSA ¥ — <7 & FHI CART 255
cryptocaexportpkes12 =~ > RZ2fE ] LT, FEAEY— FEIEL X
O F— % &1 PKCS12 7 7 A Va2 T 7 AR— P TEET,
*TTANETHE, CAF—DETY 2T A B A XL1024 8y I T
T, HEREIND CAX—DEY 2T 2112048 £ R TF, CA
F—DEY 2T A YA XOHFPHIL 360 ~ 4096 £ FTT,
*on ¥ —VU— N, & L722EE ETRSA ¥ — X7 BMER S D
ZLEEBELET, ZOEEIT= AT LT Y TIANRA
(USB) h—2 ., m—HN T4 227 BLU'NVRAM 72 £
b EY, EEOAFIOZIZIZan () 2T ET,
GE) USB h—7 v E TRk S LA F—Id, 2048 B> RLLFTh
HLENRHY £,
ATv T4 | exit sa—r b ar7 4 Xal—varyET—ReETLET,
i

Router (config) # exit

BRF—AVISRSIIFYHEBAIF I



B RsAF—RTFERSR KA FOEFHEDNEE

PKI A T® RSA F+— D R

AU RFERETIVa Y B
AT w75 |showcryptokeymypubkeyrsa (EE) V—XDRSA AT —%2FRLET,
ZDAT w7 TlE, RSAF— T MNIEFICAER SN Z & 2B TX
11
£
Router# show crypto key
mypubkey rsa
RDEZE

ERIZRSA F— XTE2AER LS, ZOEOWTIOBIEEICER, RSA F— X725 L
TEBMORSAF — X7 24K TH, RSRAF—XTDTI AR— " BLRAS VR— N2 FETT 5,
FHFENMOEX2 )T 4 RXRTA—F (EX—DOEE{LERITe vy 7)) ZRELET,

RSAF— RT7ERSRMRA Y FDEAZEDEE

BEED RSA F— RXT ZARBIORE L. P T A MRA » MTFR— T 2EE T, P T A b
RA Y M H—F OFEHEEZ BT 5 L )V —F 2R ET DX, ROEEEZFATLET,

FIEDHEE

W ARF— (VISR SO FolmBAAF

[T L& BHIIC

[RSA ¥ — X7 DA OEEEFBVICRSA F— T ZEMRL TS MLERH Y £9°,

enable

configureterminal

exit

© e NS REwwDh =

. exit

cryptopkitrustpointname

enrollmentselfsigned

subject-alt-namename

cyptopkienrollname

rsakeypairkey-label [key-size [encryption-key-size]]

10. showcryptokeymypubkeyrsa



| PKINTORSA *—DEE

RSAx— ~7 & +SR hRS v roiEREOEE

FIE D
AU RFERETIVa Y B#J
ATy enable ¥iME EXEC E— F& A R—7 ML E T,
1 : * RAT—REANLET (FREINEHR) .
Router> enable
ATFw T2 configureterminal JTa—r ) ar7 4 Xal—ary T— REGLET,
i -
Router# configure terminal
Z5wF3 | cryptopkitrustpointname RS A REA Y FEMERL, CARTFRARES L har 7 (%o
L—yar E—RERBLET,
11 :
Router (config) # crypto pki
trustpoint TESTCA
ATvT4 rsakeypairkey-label [key-size (EE) key-label 51EU0T1%, BEIFIZAR S 472 RSA F— 7
[encryption-key-size]] DAFTERRE L (EEFELRWGS. £203
auto-enrollregenerate =~ > R REINTWHEHE) . hT A
K RARA v REEBE S RIS LR, T 740 TR, e
Router (ca-trustpoint) # rsakeypair ﬂ%ﬁﬁi RFAA ‘/% (FQDN) %%%{ﬁﬁiﬁﬁ LjfTo
fancy-keys
* (ER) key-size 510X, RSA F¥— X7 O A X&fEE
LET, #EESNDF— A X1$2048 £ hTT,
* ({EE) encryption-key-size 51U 2 FDHDF—DH A X
ERELET, 28DOFT—1L, RO, B4 F—.
BLOGEAEZZRT G EITEH S NET,
ATv 75 enrollmentselfsigned (EE) FTZARMKRAY FOHCBABSERELET,
1 :
Router (ca-trustpoint) # enrollment
selfsigned
ATvT6 subject-alt-namename (EE) name 5130121%, M7 A NARA » FOFEHEICE END

51 -

Router (ca-trustpoint) #
subject-alt-name TESTCA

X.509 FEBHEOFT A E B4 (subjectAltName) 7 4 —/L KD hF

A RNKRA LV FNOL4RETEZRELE T, T 740 F Tk, FEAEIC

ATEENL 74—V RITEEN TV ER A,

Gx) X509 FEFED Z D7 ¢ —/L RiZ. REC2511 IZEF#H S
NTWET,

BRF—AVISRSIIFYHEBAIF I



B RsAF—RTFERSR KA FOEFHEDNEE

PKIKRTORSA ¥—DEE |

AT RFEREETOVa Y

=)

ZOF T aE, A& N4 (subjectAltName) 7 o —/L RiZ
N7 A RKRA v NOLARTIZELLV—2DACESL N T A MRA
v NEAEAER T G A A L ES, rEENAIE. M
A RKRA R R Y —0H B4 EFKIC enrollmentselfsigned =
YV RPN RESNIZSEIZOMEMTE £,

25y ST exit CANIAIRA Va7 4 X2l —varEF—FRE2KTL
ESC RN
11 :
Router
(ca-trustpoint) #
exit
ATvT8 cyptopkienrollname FTARRA Y IDLON—F OFEAELZER L £,
Bl name SIBUTIL N T A NARA » NOARIZRRELEST, Z0a~v
' YREANDLEL, a7 MUK LET,
Rout fig)# t ki 11 . . . NS —1 1
TE‘QTEi(C"“ 19)F eypto pid enro GE) cryptopkitrustpoint =~ > R CANL7ZED LR U b
TARRA L MAEHERLET,
11 :
% Include the router serial number
in the subject name? [yes/no]: no
i
% Include an IP address in the
subject name? [no]:
1 :
Generate Self Signed Router
Certificate? [yes/no]: yes
151 :
Router Self Signed Certificate
successfully created
ATv79 exit Ja—)ar7 4 Xal—yary EB—REKTLET,
1 :

Router (config) # exit

W ARF— (VISR SO FolmBAAF



| PKINTORSA *—DEE

RSA ¥— _7 & +SR RS v roiERE0EE )

AT REREETOVa Y

=)

ATy 710

showcryptokeymypubkeyrsa

&1 -

Router# show crypto key mypubkey
rsa

(=) L—F D RSA ABHF—Z2FRLET,
ZDAT v TIE, RSA F— RTBEFICTAERINT-Z & 2
ATEET,

1

WIZ, FTEERI4  (subjectAltName) 7 ¢ —/L KIZ T A hARA > FOLARIZE T —X OHCE
% b T A NRA  FAEAEZAERT 5 HEOH 2R L ET,

Router> enable

Router# configure terminal

Router (config) #crypto pki trustpoint TESTCA

Router (ca-trustpoint) #hash sha256

Router (ca-trustpoint) #rsakeypair testca-rsa-key 2048

Router (ca-trustpoint) ffexit

Router (config) #crypto pki enroll TESTCA

% Include the router serial number in the subject name? [yes/no]:no
% Include an IP address in the subject name? [no]: no

Generate Self Signed Router Certificate? [yes/no]l: yes

Router Self Signed Certificate successfully created

Router (config) #
Router (config) #exit
Router#

ROFEREDER S ET,

Router#show crypto pki certificate verbose Router Self-Signed Certificate
Status: Available
Version: 3

Certificate Serial Number (hex): 01
Certificate Usage: General Purpose
Issuer:

hostname=Router.cisco.com
Subject:

Name: Router.cisco.com
hostname=Router.cisco.com
Validity Date:
start date: 11:41:50 EST Aug 13 2012
end date: 19:00:00 EST Dec 31 2019
Subject Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: CA92D937 593BF19A 5B7F8466 F554D631
Fingerprint SHAl: 57A9D411 2DDFAC81 68260F2F C6C8D7CF 4833F3E9
X509v3 extensions:
X509v3 Subject Key ID: 44340F76 A6B8DC37 80724650 0672875F 741D518C
X509v3 Basic Constraints:
CA: TRUE
X509v3 Authority Key ID: 44340F76 A6B8DC37 80724650 0672875F 741D518C
Authority Info Access:
Associated Trustpoints: TESTCA

MIIBszCCAV2gAwIBAgIBAJANBgkghkiGO9wOBAQQFADAUMQO8wWDQYDVQODEWZURVNU

DRAF—A VISRV FYRBETSAF



PKIRTORSA ¥—DEE |

B rsAx—TorRKE—rEIVAVR—F

QO0ExGzAZBgkghkiGIw0BCQIWDHIxXLmNpc2NvLmNvbTAe Fw0xMDAZzM IyMDI2MjBa
Fw0yMDAXMDEWMDAWMDBaMC4xDzANBgNVBAMTB1IRFUIRDQTEbMBkGCSgGSIb3DQEJT
AhYMcjEuY21zY28uY29tMFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBAIlxLjvroulz
RNm8gYWI9KmIyX/wafXndY8A804+L8pexQhD1Yyiagq700K6CYWH/ToyPidFW2DUO
t5WTGnIDcfsCAWEAAaNMMGQwDwYDVROTAQH/BAUWAWEB/ zARBgNVHREECJAIggZU
RVNUQOEwHwWYDVROjBBgwFoAU+aSVhl+kynll+r44IFUY+Uxs1fMwHQYDVROOBBYE
FPmk1lYdfpMp9Z£fg+OCBVGP1MbNXzMAOGCSgGSIb3DQEBBAUAAOEADLZLNgKUaWu8T
WAIbeReTQTfJILZ8a0/U6cwXNOQKEQ37ghAdGVE1FWVG6JUhv20ENNUQHXBYXNUWZ
40BuU+Uldg==

————— END CERTIFICATE-----

RSAF—D T AR—rELVA Vik—k

ZIZTE RSAF—DT 7 ZR— FB LA VR— M TE 2ROMEEICHOW T L £,
T AR— FNA[REZR RSA ¥ — %2 HT D &, A4 L—2NE LSS, H7 7 A4 40
PKCSI12 7 7 A VN PEM 7 7 A LD B, HTLWRSAF—% KL 72 < TH, CiscolOS
N—H DEEFED RSA F—Z2HHTE £,

PKCS12 7 7 A ILDRSAX—DIHRF—FBLUVA FR— b

A

RSAF—XT 2T AR— " BLIOAS Vo FR—= 1 F52LICkY, =2—PF, X274 7LF
VX NETFNAL A TEHEETEET, F— T 2268074 AMTEETHE, —FHFOFA
A AR, B I —FDTNA ZAOEREETE DD F T U AT L MBI &< R TEET,

[T L& BHIIC

[RSA F— X7 OAR] THELI/EED L FBVIZRSA F— <7 %24 LT lexportable] &
~— 7 ETAMERH Y 7,

GE)

W ARF— (VISR SO FolmBAAF

* AT L% Cisco 10S Release 12.2(15)T LAREIZT v 77 L— R 5 £ Tk, V—F LITfF
f£9 2% RSA ¥—% T/ AR —hFT&FEHA, CiscolOS Y7 b7 =T DT v 77 L—FK
. HILWRSAF—%AAERK L, ZOF—I|Z lexportable] DT ~/LZfHTHMENRDH Y F
D

Y — R R—F BT TV r— g U TERENTZPKCSI2 77 A Va2 A R— T 5
YA, PKCS12 7 7 A MTIZ CAFEHENES TN TWAXLENH Y £,

*RSA F— X7 % T TIZZI AR—hrL, F—F v b —F|ZA KR —FL7ZH%TRSA
F— RTEHA AR TDH8E, RSA F— X7 %A R — 9% L X|Z, exportable
F—U— RREBEETAHILENLY £7,

CL—HANA IR — FTE D RSA F—DHF KV A X, 2048 £ hTI,




| PKINTORSA *—DEE

FIEDHEE

cryptopkitrustpointname
rsakeypairkey-label [key-size [encryption-key-size]]
exit

exit

No o RN =

showcryptokeymypubkeyrsa

FIEDFH

RSAF—nTy 2K—rs&Urok—+ [l

crypto pki exporttrustpointnamepkesl12destination-urlpasswordpassword-phrase

crypto pki importtrustpointnamepkesl2source-urlpasswordpassword-phrase

ARV RFERFTIVaY

EL:)

ATy cryptopkitrustpointname RSA ¥ — RT7IZEEAITF D T A FFEA
71 VR EER L, CA R ARKRA 2 b 2
i - Y74 Xalb—varET—RERBLE
Router (config) # crypto pki trustpoint my-ca 7f0
ATy rsakeypairkey-label [key-size [encryption-key-size]] KA NRA Y MUEATAIF— T 2
72 ELET,
{51
Router (ca-trustpoint) # rsakeypair my-keys
ATy | exit CARNIARRA N a7 4Xal—
73 varyE—REKTLET,
{5
Router (ca-trustpoint)# exit
ATw |crypto pki NI A BRA L M ZMH LT RSA F—
-4 exportirustpointnamepkes2destination-urlpasswordpassword-phrase | 7+ 7 z 78— ~ £,

1 -

Router (config) # crypto pki export my-ca pkcsl2
tftp://tftpserver/my-keys password mypasswordl23

* trustpointname BB, 2 —F N>
AR—= M FEOFEAELFITTDH T
A RNKRA L NOA4RTEZEATI LET,
PKCSI2 7 7 A VT s 2F— F 5
e, b TR RARA v MAITRSAF—
4T,

* destination-url 515%1%, = — 23 RSA
F— T & A R — FT 5 PKCSI2
T7ANDT 7 AV VAT L vay—
varEANLET, FHEMIZONT
X, lerypto pki export pkes12

BRF—AVISRSIIFYHEBAIF I


http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/crypto_pki_authenticate_through_cts_sxp_retry.html

B rsAx—TorRKE—rEIVAVR—F

PKIRTORSA ¥—DEE |

A RFERIEFT7IIY

S

password| ¥ R _X—TZHRH LT
<TEEN,

* password -phrase 51 8%, =27 AR —
NHIZPKCS12 7 7 A V&2 ST %
DICATTTHVERH Y 7,

ATy  |erypto pki B —%y b L= RSA F—% A LK —
75 importtrustpointnamepkes12source-uripasswordpassword-phrase NLET,
Bl - * trustpointname 5| EUE, 2 —¥ R
AR— NETIEZA B — N T EDREHNA
Router (config) # to pki i t my- kcs12 P - o > S
t?tp?]/f/E?Epsgrveifﬁi—ieis pazzigrdm%y;zszwgidl23 %%%{T—Té h 7 A KA b 0)% Al
EANNILET, AR —bFFDHE, b
Z A MRA L FHIRSA F—41272 0
\i?—o
* source-url B1 %, = —HH RSA ¥ —
7 HxT ) AR— KT %5PKCSI2 7 7
ANDT 7 AN VAT L alr—3g
YEBELET, FEMICOWTIE,
lcrypto pki import pkes12 password | =
TR R=UEBRLTIZIN,
* password -phrase X, RSA F—73A
N—hrEns%6. BebztllmZY
TeDIZ AT HHENH Y £77,
ATy | exit Ja—_) a4 Xal— gy ET—
76 RafTLES,
i -
Router (config) # exit
AT showcryptokeymypubkeyrsa (EE) —H D RSARBPAF—ZFE L
71 E3ean

11 -

Router# show crypto key mypubkey rsa

PEMEX 774 ILORSAZT—DITHVRAFR—FBLUVA VR—F
PEM 7 7 A LD RSA F¥— X7 2T 7 AR — FE7IIA VAR — b 2120. ROVEELZFETLE

D

W ARF— (VISR SO FolmBAAF
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| PKINTORSA *—DEE

[T L& BHIIC

RSAF—nTy 2K—rs&Urok—+ [l

[RSA F— X7 D4R THELI/EED L FBVIZRSA F— X7 %4 LT lexportable] &
= BT HVNERDY T,

Y

G¥) * AT L% Cisco 10S Release 12.3 ()T LAED U Y —RIZ7 v 77 L— KT HHIIC, =7
AR— NARED 7 T J A HT FICAER S IZ RSA F—F, =7 AR —FBLUA VKR—
FC&EEHA, CiscolOSY 7 by =T %7 v 77 L—RL7EZL, #HLWRSA X —%45K
TOMENRDHY T,

CL—HANA IR — FTE D RSA F—DH KV A X, 2048 £ FTI,

N

GE)  E¥2VUT 4 OBEE. TNISHHT 50 Ol BLEMHITE I L T ET, v Aa0R
BrowESAGICBT 2 HEREHEIAIC DUV TiE, [NextGeneration Encryption (NGE) [ ARV Ak ~X—
W% B LTSN,

1. crypto key generate rsa {usage-keys | general-keys} labelkey-label [exportable]

2. crypto pki exportrrustpointpem {terminal | urldestination-url} {3des | des} passwordpassword-phrase

3. crypto pki importsrustpointpem [check | exportable | usage-keys] {terminal | urlsource-url}

FIEDHE
passwordpassword-phrase
4. exit
5. showcryptokeymypubkeyrsa
F g &4

ARV RFERRTI VY

Sl

ATy crypto key generate rsa RSA ¥ — X7 ZAE/K LET,
1 {usage-keys | general-keys} _ . ., PO
labelkey-label [exportable] PEM 774 11/7%1%%'3‘6 2L, RSA F— X7 I AR — FA[HED T X
WP T WD RERH Y £7,
i
Router (config)# crypto key
generate rsa general-keys
label mykey exportable
AT crypto pKi exportirusipointpem | PEMIE 7 7 A LD kT A hiRA > b & BREAHT S 7-FE#E R L O'RSA
-2 {terminal | urldestination-url} ¥—hT U AR—FLET,

{3des | des}
passwordpassword-phrase

* T AR— b L7FEBEB L OYRSA F— X7ICHEEMT 57
trustpoint % ANJJLET, FT A RAKRA > M4lL, erypto pki

BRF—AVISRSIIFYHEBAIF I


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html

RSAX—DIT Y RAKR— rHLUA VR—+

PKI A T® RSA F+— D R

aAv U RFEEET7TI 3y

S]]

1

Router (config)# crypto pki
export mycs pem url nvram:
3des password mypasswordl23

trustpoint =~ o N2 ] L THE SN ZART L —8T 2 0E )R H Y
i‘j‘o

*terminal ¥ — 7V — R&ZEH L, 22 Y —/LiRIZ PEM JER THRR &
NHFFHEL L ORSA ¥ — X7 &2 ELET,

curl &F— U — B X Wdestination -url 5152 L. V—Z NFERAE
BELOPRSA F— XTIV AR— K TDH7 74/ A7 50D URL
EHETLET,

* (fEE) 3des &— U — KX, Triple Data Encryption Standard (3DES)
B b7 v T ALEFEH L TR IV ARA N/ AR — L
Er

* (fEE) des¥—7U— NiX, DESH;EALT7 VT Y XL &FHLTHRT
VARA U NI AR— T LET,

* password-phrase 5| 5x &R L. 4 >R — NHDOPEM 7 7 A L OK; =
BITHE B 5 b S A T — R 7 L— X% ELET,
Exb  PEM 7 7 AL, MTERERGITICRE L TIEIWN, 7tEx
. BIORY 7T v T =R IEETDH L L TEET,

2Ty
73

crypto pki importsrustpointpem
[check | exportable | usage-keys]
{terminal | urlsource-url}
passwordpassword-phrase

1 -

Router (config) # crypto pki
import mycs2 pem url nvram:
password mypasswordl23

PEMEX T 7 A VI BIZ T A FRA V MCIEHE B L ORSA X —% A
VIR— K LET,

* A VAR — N LTZREAE R KL ONRSA - — T BT trustpoint
£ AN LET, BT A RFRA > F4IE, erypto pkKi trustpoint = <
VREMHLTHRESNEANTE —BT O MERH D T,

* (fEE) check¥—U—RFafH L, HWFEHELZFFAILRNEL DI
BELXT,

* (fEE) exportable ¥ —7U — RZfEfH L, A > 7"— b L7 RSA ¥—
RPN —RIp OO 23 Ff ZIZHRT 7 AR— N TXx 5
EOIHELET,

* (X7 a ) usage-keys S| EAMBH L, 1 DONHBERIF— T D
RboVIZ, 220 RSA FFERHE X — X7 (K obX7 1L/ =
Fx XT12) BAVE—FEINDHLIITHELET,

* source-url 51 AFEH L., NV—F BFEHEB L VRSA ¥ — X7 % A
VR— P TBT AN VAT LD URL HFEELET,

* password-phrase 5|15 FH L. A AR — FHDPEM 7 7 A /L DK
IR A8 B b RAY— R 7L —X%&HELET,

BEF—A VTSR RTIFolAAAF
| 2% | I



| PKINTORSA *—DEE

L—anwEr—oEetsstvtovs I}

A RERIFT7ZIIa Y H#

GE) SNAT— K 7 L—X 2, § LFLUEDEEDT L— f%
RETEET, $AT L —XTIEAN—AB L OVHHA
BHDHENTEETA, CiscolOS 73— %%ﬁﬁ%%‘:
BB () 13BE £,

GE) F—% CANDHIT Y AR— MA[RRIZ LW EIL, 20X —%
T AR— FREOF—XT L LT/ AR —KLToE, CA
WCHEAVAR—FLTLEZY, ZOF—THIRTE <72
iTO

ATY exit sua—s ) ar7 4 Xal—varyT—FREeKTLET,
74

) :

Router (config) # exit
ATV showcryptokeymypubkeyrsa (EE) V—X DO RSAAF—2FKRLET,
75

i) :

Router# show crypto key

mypubkey rsa

¥ =3

IW—2DMWEXT—DESEELIUTO YD

TUBNELIZL. DT A ALPNDT A 2K L TRAET DDl S nE T, 7V
BLEMERT 21213 74— MR BWEX—) % %A%%FTLT%%?‘/V’ZL:T%%*J‘
HDMERDY ET, RESNIETTA = MEHRIZ, BEF—2G50 N — NV =T EELFE -
5 ETLRBEEIKNESDZ LD 3, & 2T, WBEHFIL, Kool —Z &ML,

N—ZIRE STV D RSARE X — 2 LT, MOV A b~Dv a7 ke 2 e+ 25 7l
MR H Y £7,

G¥)

RSA ¥ — (32U — ROFELEERIC Kb E T, AT — b%ﬁ%btﬁm IRAT — KD
B EZFITT 5 L. RSAF—ITHIBRENET (Z DHRE D WEEERSZAT— RDE
TEFITLCEF—%2EAT 205 ET)

BBEZNOWERSAT —ZR#ET H72DIC, 2 —FiE, A7 L —X%H L TNVRAM IZRE
SINTWEX—Z IS LTEET, BRAZRHADIHUBEIZL > TOLV—FRFosMbLNTHE, =—
FiEL, ExX—% vy 2] 2L TEET, ZHITKY, BEPL—200 08 Lk
DORTHRTr Yy 7 S, L —FADF—PREINET,

NVRAM IZREESNTMEBE X —2 5k L v 742121, ROEEEZFEITLET,

DRAF—A VISRV FYRBETSAF



PKI A T® RSA F+— D R

L—E2DREXF—ORSEELUAYY

A

G¥)

CA DBEEPIL, RSAX—D 1 v 7 ZERTAMENDH VY £9°, /L—F OFE T —IXRGERFIC
FHRENRNZD, CATL—ZZIIFLTWHRE]., ZOMExT—%2ny 7 TEET,

FZC& BRI

WE X — 2 b i m v 7 T 20012, ROEEEFETTLMLERDHY £,
*RSA & — X7 &ZRSA F— X7 DA, (16 ~—) OFIEELIZERLET,
CEZE U T, BN — X EFEIEL, CA F— NICBEETE ET,

FIRDHE

GE)

THREMEICEY SHHER

Cisco I0S Release 12.3(7)T &V HETOA A—E, BEEXF—%2FFR—FLEHA, BEEF—N0
w~&m;of¢&f%%én@w;5r\QWMOMMmmnsmTu%®4% U )
THANT, B L ENTORNF =72 NVRAM ICEZIAEFNTWD Z AR LT
0,

Cisco I0S Release 12.3(N)T LARIDA A —T %X 7 oa— R T H0ENOLIGEIT, ¥ Urr—
RENTA A—VILL S TEREDR EEZINBRNEIIC, F—%2EHELL, EELICETEER
FELTLIEEN,

TF)r—a v EDHEEER

N—H OEEN, ¥ —% TE)T (erypto key unlockrsa =~ > RZ{HHLT) 7ouv/rd5
ET, X —I3ADIRY EREAL, B ESNTNDEF— XTI L - TiE, ZOHEEIC X
@\mﬁ#1)74(mwd\S&LS&&k@??)5%Va/k%%§@&§ﬂ%ﬁﬁ%
DET, DEVMERF— XTRT7ory 7 SNHET, X227 Fr xR Tcor—%
FENTERWEERHY £,

>

crypto key encrypt [write] rsa [name key-name] passphrase passphrase
exit

showcryptokeymypubkeyrsa

cryptokeylockrsanamekey-name] passphrase passphrase
showcryptokeymypubkeyrsa

cryptokeyunlockrsa [name key-name] passphrase passphrase

configureterminal

O NS REWN =

cryptokeydecrypt [write] rsa [namekey-name | passphrase passphrase

W ARF— (VISR SO FolmBAAF



| PKINTORSA *—DEE

L—anwEr—oEetsstvtovs I}

FEDEFHA
ARV EEEEFET7Ia Y =]:g]
ATy T crypto key encrypt [write] rsa [name RSA ¥ —%R =L LET,
key-name] passphrase passphrase e .
oAy RRFITEND E, V—ZEF—% g &EEFEHT
B - X, F—lEZTvr vyl INTEEFILRD ET,
. GE) write ¥ — U — RZRITLARWES, REEXFET
Router (config) # crypto key encrypt . N . N L
write rsa name pki.example.com NVRAM @:%% ADVENDLY £, Z @{/E%%TT%)
passphrase password fcil/\& . 7}/_(57-/1/“—§ %f U o— ]\_a‘%) L é'f Kﬂﬁ%%‘—ﬁ§
HEINET,
ATvT2 | exit Ju—)L ar7 4 Xal—ary BT— REKRTLET,
{1
Router (config) # exit
ATvT3 showcryptokeymypubkeyrsa (EE) MEX—2NE (RE) S, 7ray 7 ST
HT EEMERTEET,
: (B Coavy REEHLT, $—0REg, 12y —
Router# show crypto key mypubkey rsa v b F—xH (IKE) BLXOSSHAR T 7Y Ar—
a U NEUNHSRE L TV A Z LR ERTHI LB T
TFET
ATvT4 cryptokeylockrsanamekey-name] (LR ekl wEsx—2B#ror—4% Ftey s L
passphrase passphrase £,
51 GF) F—%nv s LEIE, FOF—Z2MHLTET T3
' ARIN—F ERFETEEE AL, ZOEEITLD,
Eift:izmggngmk;gsigﬁi‘asr:ap;:;“‘ford 2y ENTWDHFX—% 79 5 IPSec F 7213 SSL #
‘ ‘ BET_TTF =7 MY 4, vy s Shi-
F—ITEEDWTHERR SN2 BEFF @ TPSec b > /LA
ConET, T XTORSAF—%2nr v/ $%5L, SSH
EHEBICZT 4+ B—T e £7,
ATvT5 showcryptokeymypubkeyrsa (EE) MEX—DRESN, Yy 7 SN TND I L E2MERT
S I
b Zoav FOWATA, IKE, SSH, SSL 74207 7 br—
Router# show crypto key mypubkey rsa| >/ g NI Lo CEfTINEFEOERK LR EINE T,
ATvT6 cryptokeyunlockrsa [name key-name] (EE) wEx—2T7T ey 7 LET,

passphrase passphrase

I -

Router# crypto key unlock rsa name

6= Zoawry FaeRiTT 58, IKE bz g EhiE

ML TE £

BRF—AVISRSIIFYHEBAIF I



PKIKRTORSA ¥—DEE |
B rsax— <7HEOHIK

OV RFERETIYaY =]:g]
pki.example.com passphrase password
2Ty TT configureterminal sua— L ar7 4 Xalb—varyE®—RERBLET,
i
Router# configure terminal
AT w78 | cryptokeydecrypt [write] rsa (EE) HafbInizd—2HRL, B3 Tuniany—
[namekey-name ]| passphrase passphrase| 1=+ 5% | %4,
il - GE) write ¥ — U — F&2EH4 25 & b Tunan
' X —X7272HIC NVRAM ITIRFEES L E T, write F—
RoTteT conTioNt SIYETe RSy decxyet U— RZFAT LRV, REL TE TNVRAMIZE
passphrase passwon:i ’ TIADMENRH Y £9, TOEEEITDORVE, KIZ
N—HF o —RL7ZEZIZF—0NKE b LIzE FIZ
70 ET,

RSA X+— R 7 REDHIFF
WKDONWTNDOFANIZ LD . RSA F— X7 OHIRBMLEIZ R ABERH 0 £3,

* FHEITO PKIREB LA LT F U ZOBIZ, IHWORSA F—FHIFREL T, HILnF—E %3
HCcxFET,

CHEIED CA ZiEXHZ 28, HT LW CA Tit, F-llx—2ARTH506ENHY £, 7=
EZE, MR =DV A AP L - TERRDZLERHDI-0, HV 1024 By b F—
ZHIBRL., FTLWV 2048 B b F—%AERT D5 ENMBIZRDIGENDY £7,

*IKEvl B3 L OV'IKEV2 COBLEROMBEE T Ny 7 TEBH L5110, BT NA—F DA —%
HIFRCE 9, T 74V FTIE, 1T T X MRS > MIBEERMA T SN ZFEHELD Y X
F (CRL) DI ATHALICL>THxFY vy adNET,

FT_RTORSA F—F /1IN —H X o TAERSNTZIEED RSA F— X7 2 HIRT 2121, RO
EEZFITLET,

BEF—A VTSR RTIFolAAAF
E I
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RsA x— ~x7Eosk

FIEDOE
1. enable
2. configureterminal
3. crypto key zeroize rsa [key-pair-label]
4. cryptokeyzeroizepubkey-chain [index]
5. exit
6. showcryptokeymypubkeyrsa
FlED M
AU RFEREFET7TIV3 Y B
ATy enable ¥iHE EXEC E— R& A R—7 VI LE T,
5l - *RRAT—REANLET (FERSNTEHE)
Router> enable
ATFv T2 configureterminal Jsa—r)L a7 4 Xal—aryEe— REBEEBELEST,
fA
Router# configure terminal
ATv73 crypto key zeroize rsa [key-pair-label] =25 RSA F— X7 ZHIBR L £7,
B - * key-pair-label 513 FEE L TORWEA, L—FIZ k-
' TR S RSA F—3 T _RCHIBR S E T,
Router (config) # crypto key zeroize
rsa fancy-keys
XTw T4 cryptokeyzeroizepubkey-chain [index] | v v 2B U E—F 7O —EHIBRLET,
. (ERE) BEOBMT—0A 7 v 7 A= 1) ZHIRT 5
' WZIE, index BB AR LET, AT v 7 A MY DR
Router (config) # crypto key zeroize EINTWARWNWES, T _XTo= MY BHIBRENET, 1
pupkeyTenain LTy A m N U ICHEETE AIEOFPIL 1 ~ 65535 T
j—o
ZAFvT5 exit Ju—sbar7 4 ¥al—vary T—RERKRTLET,
fAi

Router (config)# exit

BRF—AVISRSIIFYHEBAIF I



B rRsAx—R7TEBTOREH

PKIRTORSA ¥—DEE |

aAvY RFERIEFT7II Y

=)

ATvT6

showcryptokeymypubkeyrsa

11 -

Router# show crypto key mypubkey
rsa

(=) L—F D RSA AHF—2FRLET,
ZDOAT T TiE, RSRAF— T BREFIZERIN-ZZ %
MR T ET,

RSA &+ — X7 RETODREH!

RSA F—MAEME & UHEEH

WOFIE, RSA F— X7 [lexampleCAkeys| #4Apk L., f8ET 2 HEEZRTH T LD T A |
WA FRETT,

crypto key generate rsa general-purpose exampleCAkeys
crypto ca trustpoint exampleCAkeys

enroll url http://exampleCAkeys/certsrv/mscep/mscep.dll
rsakeypair exampleCAkeys 1024 1024

RSAX—DIT Y AR—rEIUA R— Kl

PKCS12 77 A ILDRSA F—DIT Y AR— b E XU A iR— Fl

W ARF— (VISR SO FolmBAAF

WOHITIE, RSAF— 7 Imynewkp] M/ —% ATHERIN, T A MKA 2 b Tmynewtp)

PERLEN T, 2O RSA F— _T7IZHEMIT ONTHET, F TR MRS Y M=% BIZA

VIR—=FTEDLLIICTFTP — N2/ AR — FESNET, 2—FRL—F BIZ N7V AKRA
> b Tmynewtp)] %A > AR—FT25&, L—%BIZRSA F— 7 mynewkp] 24 > F—hIi
£7,

IL—% A

crypto key generate rsa general label mykeys exportable

! The name for the keys will be:mynewkp
Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.
How many bits in the modulus [512]: 2048

% Generating 2048 bit RSA keys ... [OK]

|

crypto pki trustpoint mynewtp

rsakeypair mykeys

exit

crypto pki export mytp pkcsl2 flash:myexport password mypasswordl23



| PKINTORSA *—DEE
RSA x— Lo RK— b LU vR— [

Destination filename [myexport]?

Writing pkcsl2 file to tftp:/mytftpserver/myexport
CRYPTO PKI:Exported PKCS12 file successfully.
Verifying checksum... OK (0x3307)

|

July 8 17:30:09 GMT:%CRYPTO-6-PKCS12EXPORT SUCCESS:PKCS #12 Successfully Exported.

IL—%5 B

crypto pki import mynewtp pkcsl2 flash:myexport password mypasswordl23
Source filename [myexport]?

CRYPTO PKI:Imported PKCS12 file successfully.

|

July 8 18:07:50 GMT:%CRYPTO-6-PKCS12IMPORT SUCCESS:PKCS #12 Successfully Imported.

PEM 774 JILORSAFT—DI Y RAR—bELUVA R— Ll

WROFTIE, RSAF—T Imytp] OERK, =7 AFR—hF, £ F—haRL, TORT—H A
T LE T,

! Generate the key pair
!

Router (config) # crypto key generate rsa general-purpose label mytp exportable

The name for the keys will be: mytp

Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take a few minutes.
How many bits in the modulus [512]: 2048

% Generating 2048 bit RSA keys ...[OK]

|

|

!

Archive the key pair to a remote location, and use a good password.

Router (config) # crypto pki export mytp pem url nvram:mytp 3des password mypasswordl23
% Key name:mytp

Usage:General Purpose Key

Exporting public key...

Destination filename [mytp.pub]?
Writing file to nvram:mytp.pub
Exporting private key...

Destination filename [mytp.prv]?
Writing file to nvram:mytp.prv

!

! Import the key as a different name.
|

Router (config) # crypto pki import mytp2 pem url nvram:mytp2 password mypasswordl23

% Importing public key or certificate PEM file...
Source filename [mytp2.pub]?

Reading file from nvram:mytp2.pub

% Importing private key PEM file...

Source filename [mytp2.prv]?

Reading file from nvram:mytp2.prv$ Key pair import succeeded.
!

! After the key has been imported, it is no longer exportable.
|

! Verify the status of the key.

|

Router# show crypto key mypubkey rsa

% Key pair was generated at:18:04:56 GMT Jun 6 2011

Key name:mycs

Usage:General Purpose Key

Key 1s exportable.

Key Data:

30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00E65253
9C30C12E 295AB73F B1DFOFAD 86F88192 7D4FA4D2 8BATEFB49 9045BABY9 373A31CB

ABF— A VTSRS HF v HEAA K
| -“



B RsAF—OTHRK— FBEUA UK— Ml

A6B1B8F4 329F2E7E 8A50997E AADBCFAA 23C29E19 C45F4F05
A1095115 759D6BC3 5DFB5D7F BCF655BF 6317DB12 A8287795
C9C96D2C 2F70B50D 3B4CDDAE F661041A 445AE11D O02EEFO08

)

Key name:mycs2
Usage:General Purpose Key
Key is not exportable.

Key Data:
30819F30
9C30C12E
A6B1B8F4
A1095115
Ccoc9eD2C

0D06092A 864886F7
295AB73F B1DFI9FAD
329F2E7E 8A50997E
759D6BC3 S5DEBS5D7F
2F70B50D 3B4CDDAE

% Key pair was generated at:18:17:25 GMT Jun 6 2011

0D010101 05000381 8D003081
86F88192 7D4FA4D2 8BATFB49
AADBCFAA 23C29E19 C45F4F05
BCF655BF 6317DB12 A8287795
F661041A 445AE11D 002EEF08

DBB2FAS1
7D8DC6A3
F2A627A0

89028181
9045BABY
DBB2FA51
7D8DC6A3
F2A627A0

PKI A T® RSA F+— D R

4BTE9F79
D31B2486
5B020301 0001

00E65253
373A31CB
4BTE9F79
D31B2486
5B020301 0001

PEM 77 A4 ILDV5DIL—A RSA F— R7E L VEIBAZED T H X FKR—

WOBITIE, T ARKRA b Tmyes] &BESIT H4072 PEM 7 7 A JLIZRSA F— X7 [aaa)

L—ZDFFHEEZARB LT 2R — B3 HECOVWTORLET, £72. ZOHFITIE,
Base64 454t F — &% ORi#% D PEM BER G PEMIER 7 7 A VbR LET, 2D 7 7 A /LT
DSSL &L SSHT 7Y r— g CERHENET,

Router (config) # crypto key generate rsa general-keys label aaa exportable

The name for the keys will be:aaa
Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose
Keys. Choosing a key modulus greater than 512 may take a few minutes.

|

How many bits in the modulus [512]:
% Generating 512 bit RSA keys ...[OK]

Router (config) # crypto pki trustpoint mycs

Router (ca-trustpoint) # enrollment url http://mycs

Router (ca-trustpoint) #
rsakeypair aaa

Router (ca-trustpoint) # exit

Router (config) # crypto pki authenticate mycs

Certificate has the following attributes:
Fingerprint:C21514AC 12815946 09F635ED FBB6CF31

)

% Do you accept this certificate? [yes/no]l: y

Trustpoint CA certificate accepted.

Router (config) # crypto pki enroll mycs

o0 o oo

Start certificate enrollment
Create a challenge password. You will need to verbally provide this password to the CA

Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

Re-enter password:

o o e o

Request certificate from CA? [yes/nol: y

o o o

Certificate request sent to Certificate Authority
The certificate request fingerprint will be displayed.
The 'show crypto ca certificate’
Router (config) # Fingerprint:8DA777BC 08477073 A5BE2403 812DD157

The fully-qualified domain name in the certificate will be: Router
The subject name in the certificate will be:host.example.com

Include the router serial number in the subject name?
Include an IP address in the subject name? [nol: n

[yes/nol: n

command will also show the fingerprint.

00:29:11:%CRYPTO-6-CERTRET:Certificate received from Certificate Authority

Router (config) # crypto ca export aaa pem terminal 3des password

W ARF— (VISR SO FolmBAAF
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L—anEr—oEetssvoyss |

% CA certificate:

MIICAzCCAa2gAwIBAgIBATANBgkghkiGO9wOBAQUFADBOMQsSwCQYDVQQGEwWJVUZES
<snip>

waDeNOSI3W1DaOAWg5DkVBkxwgnO0TgqIJXJOCttjHNWHK1LMcMVGn

————— END CERTIFICATE-----

% Key name:aaa

Usage:General Purpose Key

————— BEGIN RSA PRIVATE KEY-----

Proc-Type:4, ENCRYPTED

DEK-Info:DES-EDE3-CBC,ED6B210B626BC81A
Urguv0jnjwOgowWVUQ2XR5nbzzYHI2vGLunpH/IxIsJuNjRVIbAAUPpGk7VNPCT87
<snip>

kLCOtxzEv7JHc72gMku9uUlrLSnFH5s1zAtoC0czfU4=

————— END RSA PRIVATE KEY-----

% Certificate:

MIICTjCCAfigAwWIBAgICIQUWDQYJKoZIhvcNAQEFBQAWTJELMAKGALIUEBhMCVVMx
<snip>
6x1BalsuMxnHmr89KkKkY1U6

PEM 77/ ILDV5DIL—3 RSA F— RT7E X VEEAZED 1 > 7R— Fl

\3

WOFITIL, TFTP 2 LT, PEM 7 7 A /75 RSA ¥ — X7 LA ELE T 2 MR A > K
lggg) \TA v R— T2 HEERLET,

Router (config) # crypto pki import ggg pem url tftp://10.1.1.2/username/msca password

% Importing CA certificate...

Address or name of remote host [10.1.1.2]7?

Destination filename [username/msca.cal?

Reading file from tftp://10.1.1.2/username/msca.ca
Loading username/msca.ca from 10.1.1.2 (via Ethernet0) :!
[OK - 1082 bytes]

% Importing private key PEM file...

Address or name of remote host [10.1.1.2]7?

Destination filename [username/msca.prv]?

Reading file from tftp://10.1.1.2/username/msca.prv
Loading username/msca.prv from 10.1.1.2 (via EthernetO):!
[OK - 573 bytes]

% Importing certificate PEM file...

Address or name of remote host [10.1.1.2]7?

Destination filename [username/msca.crt]?

Reading file from tftp://10.1.1.2/username/msca.crt
Loading username/msca.crt from 10.1.1.2 (via EthernetO):!
[OK - 1289 bytes]

% PEM files import succeeded.
Router (config) #

IL—E2 DMEF—DESEES Iy 4l

EEF—0

RE B K UHRELHI
ROBNZ, RSAF— [pki-123.example.com] Z M55t d D HHEIZHOWNTRLET, £D72D, show

crypto key mypubkey rsa =~ > K% %17 L C, RSA ¥—72355{b (fRi) Foidm v 7RI
TV EiERLET,

Router (config) # crypto key encrypt rsa name pki-123.example.com passphrase password

DRAF—A VISRV FYRBETSAF
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L—E2DREXF—ORSEEIUR Y Y6

Router (config) # exit
Router# show crypto key mypubkey rsa

% Key pair was generated at:00:15:32 GMT Jun 25 2003

Key name:pki-123.example.com

Usage:General Purpose Key

*** The key is protected and UNLOCKED.***

Key is not exportable.

Key Data:

305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00EOCC9A 1D23B52C
CD00910C ABD392AE BA6DOE3F FC47A0EF SAFEE340 0OEC1E62B D40E7DCC
23C4D09E

03018B98 EOC07B42 3CFD1A32 2A3A13C0 1FF919CS 8DE9565F 1F020301 0001

% Key pair was generated at:00:15:33 GMT Jun 25 2003

Key name:pki-123.example.com.server

Usage:Encryption Key

Key is exportable.

Key Data:

307C300D 06092A86 4886F70D 01010105 00036B00 30680261 00D3491E 2A21D383
854D7DAS S8AFBDAC 4E11A7DD E6C40AC6 66473 A9F 0C845120 7COC6ECS 1FFF5757
3A41CE04 FDCB40A4 B9C68B4F BC7D624B 470339A3 DE739D3E F7DDB549 91CD4DA4
DF190D26 7033958C 8A61787B D40D28B8 29BCDOED 4E6275C0 6D020301 0001

Router#

Ay Y ESn=-F—DHREE & UHEEHI

WORFNT, F— Ipki-123.example.com] %2 v 7§ 5 HEIZONVTRLET, £D7®H, show
crypto key mypubkey rsa =~ > R&Z%1T L C, F—0Mki# (B5fb) Emidve vy 7 ShTndn
THERLET,

Router# crypto key lock rsa name pki-123.example.com passphrase password
|
Router# show crypto key mypubkey rsa

% Key pair was generated at:20:29:41 GMT Jun 20 2003

Key name:pki-123.example.com

Usage:General Purpose Key

*** The key is protected and LOCKED. ***

Key is exportable.

Key Data:

305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00D7808D CS5FF14AC
0D2B55AC 5D199F2F 7CB4B355 C555E07B 6DODECBE 4519B1FO 75B12D6F 902D6EOF
B6FDAD8D 654EF851 5701D5D7 EDAO47ED 9A2A619D 5639DF18 EB020301 0001

BEF—A VTSR RTIFolAAAF
BE I
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RDIEXE

RSAF— T ZHEK LD
VRERELTWAEAIT

FIARRA Y FERETDRHENRDHY ¥, TTIZ

ROEE

T A MFRA

\W~&%M£L PKI (Z8ET D MENDH Y 97, ”ﬁ BE9~ 2% 1

HIZOWTIL, TPKI OFERAERRORE ) 2R LTS,
> NI
ZTDMDSEEN
EEE N
&R E YZaTF7ILEA RV
PKI OHEZE (RSA F—., FEFIERER, BIO [Cisco I0S PKI Overview: Understanding and
CA & &1e) Planning a PKI |
PKI 2= K : @i a~<y RORL, aa~< 2| [Cisco IOS Security Command Referencel
%%~P\77ww%\ﬁ%L®&%$@\m
HERIE SL T LY XA ['Next Generation Encryption]]
MIB
MIB MB®D!'Y) >y
L BWIRL7=T7T Y b7+ —2A, CiscolOS U U —
A, BEOT74—=F ¥ £y MIBET L MIB %
LA U rr— 5213, RO URL (ZH
% Cisco MIB Locator Zf# ] L £,
http://www.cisco.com/go/mibs
RFC
RFC 24 b
RFC 2409 [ The Internet Key Exchange (IKE) ]
RFC 2511 ['Internet X.509 Certificate Request Message
Format ]

BRF—AVISRSIIFYHEBAIF I


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/go/mibs

PKIRNTOHRSA ¥—DEM |
B PKIADRSA (BT Bi%EEES

SRADTY ZHI YR—F

& EAR 9

EDOURLIZT Z7EALT, YA2am5 7 =3} | http://www.cisco.com/cisco/web/support/index.html
WY R—FERKPIIEM LT ZE, Zh
LD Y=L, VYT NI =T A A=)
LCHELEZY, YA/ R{T 7 ) ay—
(ZBAT D EARAIRIBE A R L 72 0 T D 7o DIl
HLTLZEIV, ZO Web¥A F EDY—)1
W7 7 B AT HERIL, Cisco.com D17 A 1D
BILUOANRY — RRMLETT,

PKI N RSA +—I(Z B89 B HEEEIEER

ROFIZ, ZOFY 2—/L Tl LIoBRRICET 2 ) U —RE#®E R LET, ZOoRIF, Y7 b
U7 VU= FA U THEEROV R — FNEASNEEDY T hy =T V) =T %
ALTWET, TOKREIZ, FHTED B320VIRY . ThUEO—#HDY 7 by =7 V) —ZTH
PR— SN ET,

TI7 Y 7 d— LDV R=FBLIORA YT MY 2T A A=V OYR— MY D HHREHRE
9 %121, Cisco Feature Navigator % ffi ] L £3°, Cisco Feature Navigator (27 7 & 29 5 1Z1%,
www.cisco.com/go/ctn IZE) L £ 3, Cisco.com DT I 7 MILEDH Y FH A,

= 1: PKITNOD RSA —(ZBH3 A #aEIER

HEEES Y72k ))—R BEBED IR TE1HER
Cisco 10S 4096 v ~/\Bf =2 — | Cisco IOS XE Release 2.4 Z DEBEIZ XV | CiscoIOS
DY R—k 4096 £ ~ BT AR F— 2

R—hShEd,

BEF—A VTSR RTIFolAAAF
B I
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PKI A T® RSA +— D EH

PKIo RSA ¥—(-a s igaetsss I}

HeEA

Y2k T7 J)—R

HREDREER

RSA F—Dx= 7 ZAR—FEB X
QA R— b

Cisco IOS XE Release 2.1

ZOMRETIX, RSA ¥ —% =
JAR—=RFL, A VR—=1FF5%
Zlizky, T RETER
X2 VT4 LT LE
ECEET, ¥— X7 %2
BOT A A TEET D L
— DT NRA AN, b H—FHD
T A ADHREE RO T
VART L MBI EHS T L
NTEET,
WD~ RPN Z ORERETEA
FIFEEINE LT,
cryptocaexportpkes12,

cryptocaimportpkes12,
cryptokeygeneratersa(IKE)

RSA ¥ — X7 8 L PEM JE=
SEBAED A R —

Cisco IOS XE Release 2.1

ZOMREEEZHMT S L& PEM
ER7 7 AV EEH LT, RSA
F— T EA R — MEIT
T AR—HFTEET, PEM
WRDT 7 A NVEERT D &
BrinF—z/Ak L Th,
BEF D RSA ¥ — X7 % Cisco
10S /b— & CHEEM A TE %
B

WD A~ BT OERETEA
SHE LT,
cryptocaexportpem,
cryptocaimportpem,

cryptokeyexportpem,
cryptokeyimportpem

DRAF—A VISRV FYRBETSAF



PKIRNTOHRSA ¥—DEM |
B PKIADRSA (BT Bi%EEES

R VI2bkoxz7 J)—X HREDER EHR
D RSA F— ~27 OH:— | Cisco I0S XE Release 2.1 Z DFERETIX, #%D RSA
N F—T 2T L L0 —

FERETEET, Lieho
T, CiscolOS V7 b7 =7 I&
TAT T 4T 4REAEIT LI
oD% — XT MR CE E
R
WD~ KPR Z OMBETEHA
FloIEFEINE L,
cryptokeygeneratersa,
cryptokeyzeroizersa, rsakeypair

P S — 58 DRk Cisco IOS XE Release 2.1 ZORREIC L . —HT,
Cisco IOS V—# TEH %
RSA fibf ¥ —z i 5k L O
By TEEY, ZHhICLD,
g — DO RIEfE 2Pk T
£

RO A~ RN OHERETHA
FlIEREINE LT,
cryptokeydecryptrsa,
cryptokeyencryptrsa,
cryptokeylockrsa,

cryptokeyunlockrsa,
showcryptokeymypubkeyrsa

BEF—A VTSRS U FoBEHEAA K
[ 40 |
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DI, ETIC Lo THEEENLT =—r OFERHFEL T T, BHEITGENETF = — > 20 %
BRELT, ET7OMAET = — 2V DOFEAERS IOV —FDEHETX 5EHEEZ, HELZARA v
MIxF L THEBICTE X,

SAEF I — 2 DREDMEE
EHFIIFEHET = — VB AR E LT, BRIEHF D CiscolOS kT A MARA 7 NEEJEIZREN &
LA, BTk CGEESNIZEHELMH L GEHEOY v A TE £,

A

GE) BUREE ERT DL T A MRS U IRRESIN, T NREEREEAET = — 28R L
WS REEMTE CTERVWIZOIEAETF = — IHEGT SN, B2 97,

BEF—A VTSR RTIFolAAAF
| 50 | I



| PRI TOEBREOHTE L UEHOBRE
nat7reseyFso9k—+ [

~

GE) A ERTALIICR T A MRSV ERRESNTWT, REBFADBFT A MKRA b
MR WNEEIE, BRELT —TCT1, BATAIHAEF =2 — 0 OREEMFHTEZTET, FH.CAZEH
EE2EHENNITEXETA, ZOMHAEF = — TS T,

NA FRALSE) T4 DYR— b
S — A~ TAA T EY T O E— bk, ROFETERLET,
TTO L a vy RO RS /A GEIES —/ 3 & DR
c SEAEOH I TREO L) T E T a~ L ROXE
AB LS RERES— T 2T 4 T\ B L RERE L CRLAFATT 5 FROWHNET LE

D
A TRAZFEYT A DY R—F 2SI HICEmODITIE, AX A EDORDEIZITVET,

* REAE Y —SERE
* REE P OER
* awy NOFF LR

CHEDRIMINYR—FENRNR Y T AV =Ry 7 ADNA T_ATFTEYT 4 DI=DITIL,
FEARFRE DR A B = X LN TUEMEEE ECTEMEL £,

* N7 A MARA  PBOERBIOY AR — b
PKI [Cxf L TEEBRZE DRI B L VR ZHRET 275 %

AAA H—/\ & D PKI#EE DERE

BTN L - TIRIEEINTZGEAEN S AAA 22— L 2 ER L, fSEHENTAAA T —F X— R 22—
YL OVERIEAT D7 4 —/v RERET DI, ROEXEE2FITLET,

ABF— A UTIFR LSO F v HBRAA F
| -“



PKI COEREDHAS S UEHOBRE |
B  rmav—RtopPasanssE

A

GE) authorizationusername =~ > R CETAHEA & L Call ¥— U — FEME AT 2B, ROFIKE
HEBETHLENRDHD £,

D AAAY — TR, 2—FLORIDBHIRSNET (L riT, 4XFET) . £
DGR, FEHEOEREROFTAELIT, F—OHKEXFELY RS TEEEA,

D AAA Y —NTE, 2= PAHIENTE 2XF Y FAGIRSNET (& 2T,
AR—=Z () BLUES (=5 2EATERVWEERHVET) . ZOXHRFE Y b
DHIRN DD AAA H—3TlE, all F—V — FEHTE A,

N7 A RARA > FEEED subject-name 2~ > KX, &7 L HHEED AAAFTEEA &1
D E A, FEPIEZRICERERM A A 4 (FQDN) | U 7 A&, £7idL—4
DIPT FLARZENTWDLEAIT, BITSNAERHEORAEEL 7 4 — /L FIZb I
LOaVR—F 2 "N EGENET, I UR—F 2 FEATITTHITIE, fqdn,
serial-number, 5 X Nip-address 72~ > NiZ none ¥ — VU — RZHEH L 7,

CCAV—NNFEAEEZRITTD E, CAV— NE, BERLEFIHEEL T 4 —/V REEHEY
HZENBHYET, L ZIE. —HONRF—D CAY—SNEKR LT B4 OF xR
B4 (RDN) Z CN, OU, O, L, ST, BIXOCIzUI» x4, 7=72L. Bl CAH—
Nt RELZLDAPT 4 L7 b Y sb— 1 (O=cisco.com 72 &) &R L= E 4 D
BB TD2HERH Y £7,

FAFHEORRAIGEIR T 5 Y — i L > TiE, FTA#E4 O RDN OHIRIEF N B2 5 = &
D&Y E7, CiscolOS Y 7 b =7 Tldk, HEEDHEIKORDN % JeiHIZRKR LE TN,
Open Source Secure Socket Layer (OpenSSL) 72 E D, o>V 7 MU =7 Tlk, HEEN i
O RDN ZHHICER R LET, Lo T, EaRii4 (DN) (Frads4) &F-o
AAA = NEHfIET H2—V 4 L L TRET H5A 1L, CiscolOS V7 "y =7 A& A
v (DFE D, BEENKIKO RDN 2 EIHICERR) BMEHINTWDHZ 2B LT
&,

E

radius-serverhostiostname [Kkeystring|

W ARF— (VISR SO FolmBAAF



| PRI TOEBREOHTE L UEHOBRE

AAA H—/\ & D PKI & DERE

FIROWE
1. enable
2. configureterminal
3. aaanew-model
4. aaaauthorizationnetworklistname [method]
5. cryptopkitrustpointname
6. enrollment [mode] [retry periodminutes] [retry countnumber] urlur/ [pem]
1. revocation-check method
8. exit
9. authorizationusernamesubjectnamesubjectname
10. authorizationlist/istname
11. tacacs-serverhost hostname [key string]
FIED
OV bFEREETOVa Y B#Y
AXTw 71 |enable ¥ EXEC E— R& A X — 7 MICLE T,
- PRAT—REANLET @ERSNEHE) .
Router> enable
ZFw F2 |configureterminal Jua— ) arZ 4 Xal—varyET— RERBLET,
i -
Router# configure terminal
ATw 73 |aaanew-model AAAT VB R arba—)L BTV %A X—TMZLE
j—O
£ :
Router (config) # aaa new-model
A TFw 74 |aaaauthorizationnetworklistname [method] Fy NI =T ~Da—F T 7 v RAZHIETHNNT A —F
ZxE LET,
i .
* method : groupradius, grouptacacs+, F72|T
Router (config)# aaa authorization network groupgroup-name %?EHKET% i_a—o
maxaaa group tacacs+
AT w75 |cryptopKitrustpointname FIZARRA L PBIORESNARAZES LT, CA

&1 -

Route (config)# crypto pki trustpoint msca

FTARRA L h a7 4 Xalb— gy T— Falh
Li‘a—‘o

BRF—AVISRSIIFYHEBAIF I
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B  rmav—RtopPasanssE
ARV RFEEETIVa Y B
AFw 76 |enrollment [mode] [retry periodminutes] [retry |CA OR DA/ TG A — X EHEELE T,
countnumber] urlur/ [pem]
* (LE) CA VAT AMREEE (RA) %325
Bl - A, mode ¥—U— & LTHRER (RA) £— %
HELET, 7740 M T, RAE—RNET 1 &—
Router —-trustpoint)# enrollment url N <
hgl‘ép?//c(zzervgi .i(;exar)nplz . cgm © - TNTY,
EQSES * ({EE) retry period X — 7 — R X U minutes 51%%
Router (ca-trustpoint)# enrollment url ﬁl\ CA L:}DJIJ@%T:%%E*%J%{%?% 35 VC“/I/“*’/Z? 7531#
http!// [2001:DB8:1:1::1]:80 %j‘éﬂ;ﬁﬁﬁﬁ%%%’fﬁf*ﬁﬁ;bijﬁo ﬁé‘jﬂlﬁﬂi 1 ~ 60
TT, T 74N NI TT,
* ({EE) retry count ¥ — 7 — NI L number 51 %%
L ERTOESRISH T D I8 2 — 2 H3fE Lign
Y. N—Z DSREHEER 2 BIAE T DRI R E
LEd. A%h7efEiX, 1 ~100 T, 774/ M
10 T,
Curl GIBUE, V—Z PREAEEREZEETDH CAD
URL T,
G¥) Cisco I0S Release 15.2()T ZE AT 5 & |
IPv6 7 R L A % http: B&k U BINTX
¥, 72& xiE. http/[ipv6-address]:80 T
3. URL D IPv6 7 N L A FEYLCHHTe
VERH Y F9, M TE D2 Do
FRUITEET B EEMIC DUV TR, enrollment
url (ca-trustpoint) 2~ > K X—T 2R L
TLZE,
* (fEE) pem F—U — N, FEIFZKIC Privacy
Enhanced Mail (PEM) O#ERZBEML FET,
R w 7 |revocation-check method UEE) iFEORGIAT—H 22 F v 7 LET,
i
Router (ca-trustpoint)# revocation-check
crl
ATy 78 |exit CAFIAMEA a7 4 X2l —var E— %
“rTL, ZFe—Sbar7 4 Fal—rvary E—RIRE
i D ET,
Router (ca-trustpoint)# exit

“. BRAF—AVIIARTIF RS K


enrollment url (ca-trustpoint)
enrollment url (ca-trustpoint)

| PKICOEHEDHA & & VEHDEE

AAA H—/\ & D PKI & DERE

AU FFEREETOVa Y

=)

ATvT9

authorizationusernamesubjectnamesubjectname

&1

Router (config)# authorization username
subjectname serialnumber

AAA =P OWMEIMEN T 5 RRLFEHET 4 —/L B

DINTA—=H ZRELET,

subjectname B1EUTIE, WOWTNNERHRETEET,

call - GEAE ORI (FTAEA) 2K
* commonname : AP E O E 4

* country : FEFHEDE

*email : GEAED E A —/L

* ipaddress : FGEHIED IP 7 KL &

* locality : I35 oD Hils

* organization : FiEW]E DOHHAE

* organizationalunit : FERAE O AL
* postalcode : FIEH]ZE DO EERE 75

* serialnumber : FEFEFEDO Y TILE S
* state : AEHIEDOIMN 7 4 —/L K

* streetaddress : L] O FTTEH

* title : GEIAED X 1 FL

* unstructuredname : F;FBHEDIEAXL

ATy 710

authorizationlist/istname

Bl :

Route (config)# authorization list maxaaa

AAAFRA U A M EFEELET,

ATy

tacacs-serverhost hostname [key string]

Bl :

Router (config) # tacacs-server host
192.0.2.2 key a secret key

&1

radius-server host hostname [key string]

TACACS+ R A FEIEE L F T,
F7-0%
RADIUS 7R A h &$8E L £9,

BRF—AVISRSIIFYHEBAIF I



PKI TOMBEOH AL L V0BT |
B PREBERT SR FIvIDEMA N RLOEE

ARV RFERERTOVa Y ]3]

Bl :

Router (config) # radius-server host
192.0.2.1 key another secret key

FSTWNa—TFaTDEV
CAEN—BHDAE T arDbb—R (Ayb—=Y A7) ZHTLT Ny T Ayk—
THFRT DL, debug crypto pki transactions =~ REMFHLET (o7 V2B
TLEEY, ZITHE, AAA =" E DRE LT PKIFLE . BETAAA =K L Dk
fe L7z PRI 2R LET)

BT L =32 #R

Router# debug crypto pki transactions

Apr 22 23:15:03.695: CRYPTO PKI: Found a issuer match

Apr 22 23:15:03.955: CRYPTO_PKI: cert revocation status unknown.

Apr 22 23:15:03.955: CRYPTO PKI: Certificate validated without revocation check

[CRYPTO PKI AAA| LF/RENTWVAHEATIX, AAARAF = v 7 OIRBEEZ R L ET, FAAA
AV T DIREN, BT = v 7 ORERNFREINET,

Apr 22 23:15:04.019: CRYPTO PKI AAA: checking AAA authorization (ipsecca script aaalist,
PKIAAA-L, <all>)

Apr 22 23:15:04.503: CRYPTO PKI AAA: reply attribute ("cert-application"™ = "all")
Apr 22 23:15:04.503: CRYPTO PKI AAA: reply attribute ("cert-trustpoint" = "CAl")
Apr 22 23:15:04.503: CRYPTO_ PKI AAA: reply attribute ("cert-serial" = "15DE")

Apr 22 23:15:04.503: CRYPTO PKI_AAA: authorization passed
Apr 22 23:12:30.327: CRYPTO PKI: Found a issuer match

LERL =34

Router# debug crypto pki transactions
Apr 22 23:11:13.703: CRYPTO PKI_AAA: checking AAA authorization =

Apr 22 23:11:14.203: CRYPTO PKI AAA: reply attribute ("cert-application" = “all”)
Apr 22 23:11:14.203: CRYPTO PKI AAA: reply attribute ("cert-trustpoint"= “CAl")
Apr 22 23:11:14.203: CRYPTO PKI AAA: reply attribute ("cert-serial" = “233D”)

Apr 22 23:11:14.203: CRYPTO PKI AAA: parsed cert-lifetime-end as: 21:30:00
Apr 22 23:11:14.203: CRYPTO PKI AAA: timezone specific extended

Apr 22 23:11:14.203: CRYPTO PKI AAA: cert-lifetime-end is expired

Apr 22 23:11:14.203: CRYPTO_PKI_AAA: cert-lifetime-end check failed.

Apr 22 23:11:14.203: CRYPTO PKI AAA: authorization failed

EREOR L7223 ClE, RERAENEZ L CWET,
PKISEBAZ A T— 3R FIVIDKMAD=ZXLDHTF

AFAEL A 1= X 2 (CRL 7213 OCSP) & L C CRL Zi%/E L. PKI DFEHED AT —F A%
Fx v 7T 5L, ROEEEZFEITLET,

BDEF—AVIZTRAMSIFYBRAA R




PKI TOEAZDHTH & UEHORE

PKIGIAZERT—4 R Frvonsrh=xXs0%zE W

revocation-check A< > K

revocation-check 2~ > K& L, E7 OFEAENEHIZINTWRNWI & 2HRT D200k
X (OCSP, CRL, F723KT = v 7 DAFX 7)) %72 EH1I2BELET, O
BET LA, FREABEATAEFE L, 2oavwy RTHRELEIEFRICRY 3,

J—ZEATEEZ: CRL 2872 . WD CRL b EUSGTE WA, DUV OCSP #— 3%
TT—HIRTFE, REICnone ¥ —U — REGORVWNED | L—FIET OFEHAEZES L E
T, none X —U— REFRTELZEE, KT = v 71 3FTENT., iEAERFICZITANLLNE
7,

OCSP H—/N\EDF U RABLXUVETRIE

OCSP Zff 3 5 & . OCSP #— "L DT HERZ, OCSP ERIZET 5 A (EAFRAIE
W BT T7HNNTEEEINET, FUREFEHTAZ LI, BT EOCSPY— iz 2
T CIEFEMEDEVEBET v RV SVE T,

OCSP — "N F v 2% HHR— KL TWRWERIEL, TV ADKEET 4 B—7 M TEET,
2L, OCSP — D<= =2 T L E BB LTI,

L& BRI

* I TAT 2 MEAFEEZFTT OIS, P AN THEURRE (CDPORERE) %17 9 LEHR
&) D iﬁ—o

*OCSP W — 3005 CAV— DKM AT —H AT L HICRET H L &1L, CAYP— 0835
1T L7 OCSP A B4 FEIAES OCSP Y — IR ET H2HENH Y £, BLHAEAENIEL
WT7 4=y hTHDHIIEEMERLTLLEIN, BAMHAED 7 r—~ v FRIELL W
B, —HIE, OCSP LEZZH L FH A, FEHIIZONTIE, OCSP D~ == 7 LV EZZM L
TLIEE,

G¥)

*OCSP %, HTTP L CTA v — U HERmET 2D T, OCSP — N2 T 7 & A4 B
WCEIEN AT DHANH Y 9,

*OCSPY— "N, KW AT —HX ZADF = v 7 Zi@E O CRLALHEIZEKFE L TWDH4E. CRL
DIEFEIF OCSP IZ b S NE T,

DRAF—A VISRV FYRBETSAF



B PKEREEXTF— 42X FI v/ OEMA D XLOETE

PKI COIEBRBDHAE & UKHOBRE

FIROWE
1. enable
2. configureterminal
3. crypto pki trustpoint name
4. ocspurlur!
5. revocation-checkmethodl [method2method3]]
6. ocspdisable-nonce
1. exit
8. exit
9. showcryptopkicertificates
10. showcryptopkitrustpoints [status | label [status]]
FIED
ATV RERETOIVaY BH#Y
ATv 71 enable FiHE EXEC £ — R& A 2—7 /LT LET,
Bl *XAU—RE AN LET (EREINTEHE)
Router> enable
RTFvY T2 configureterminal Ja— ) a7 4 Xalb—rarET— NeEBELET,
il -
Router# configure terminal
ATvT3 crypto pki trustpoint name FNTARKRA U FBLORESNT-ARIEZES LT, CA b
FARKRA Vb ar74¥alb—var T— FE2BALE
1 4,
Router (config) # crypto pki trustpoint
hazel
ATvT4 ocspurlurl url BIUE. P T A MKRA U SDBFEHEAT —H AT =
7 T&EHEHIZ0CSP #— 3D URL #45E L £7,
I : URL /3, FEMIE D AIA JEBRESICHRE STV % OCSP ¥ —

Router (ca-trustpoint) # ocsp url
http://ocsp-server

F70x

Router (ca-trustpoint)# ocsp url
http://10.10.10.1:80

Fx

Router (ca-trustpoint)# ocsp url
http://[2001DB8:1:1::2]:80

B2

NOURL ((FHAET 256) 2 hEELET, RELEZ LT

A FIRA  MZEET 5T _RTOFEHZEIL, OCSPH—/3Z

Ko THERESNE T, FEMHEZ URL 1X, FA M,
7 RUVA, £2FIPv6 7 FLATY,

IPv4

W ARF— (VISR SO FolmBAAF
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PKIGIAZERT—4 R Frvonsrh=xXs0%zE W

ARV RFERRTI VY

E]:)

ATy TS5 revocation-checkmethod|l AERAEORNAT —F A% F =7 LET,
[method2method3]] ) )
*erl : CRLICK > CREIF AT = v 7 LET, 2T
5 - T AN NDF T 3 TT,
Router (ca-trustpoint) # ° none : %E@%%O)ﬁ’-: v 7 %ﬁ?ﬁ Liﬁ“o
revocation-check ocsp none B
*ocsp : OCSPH— NI K> CGGEHEEA T = v 7 LE T,
2FB EIBHOFELEE LIZS6., &FIEXZOBEMTO
FETT I —=NRSNE (=30 LTV D 5E
BRE) R EET,
ATvT6 ocspdisable-nonce (fEE) OCSP — L T7nmEd+ s L xic, o2&
(OCSP #ERIZBT D [EAMNIEHR) 2EfEShmnd Hic
11 : BELET,
Router (ca-trustpoint)# ocsp
disable-nonce
ATvIT1 exit Ja—N)ar7 4 Xal—vary E—RIEDET,
i
Router (ca-trustpoint) # exit
ATvT8 exit F¥HE EXEC £ — RIZRE Y £7,
i
Router (config) # exit
ATvT9 showcryptopkicertificates (EE) FEFEICHET 2 HREFR T L ET,
1
Router# show crypto pki certificates
25w T10 showeryptopkitrustpoints [status | label | L— 4 |23 iE ST S kT A MEA o MCBT B 158 % %

[status]]

1 -

Router# show crypto pki trustpoints

A~LET,

BRF—AVISRSIIFYHEBAIF I



PKI TOSIRZDHFAL L VEDOBRE |
B s zo#TsLUsn0RE

SEFAZ DB K UVERMDEERTE

SEBAEN—Z ACLOIEE., K TF = v 7 FI3E L EAEBOEE, FEICL ST 7 4L D
CDP OFETD FEX, FENCZEL D OCSP H— "RED EX, CRLF v v U7 OKRE, HDHW
WTFEAE LY TR K S By v a VOSBRSS OREZIT O 12E, LEIZS U THROEE

EIITLET,

KNF v EEBETSHKESICEIAER—X ACL 258 7TE
FEEAN—ZACLZMEH LT, KT = v 7 BLXOKRDGEAZFEZER T2 L O IV —F ZRET
DI2E, ROFINEEZETLET,
CBEFD T A RRA 2 ORI ETITIET OFEHEFOBGEIMEN S8 LV BT R RRA
VIREERLET, FTABRRA L PR ELERIES L TORWIGEIE, BIEL T ZE W,
VEIZGET T, v—F %220 N7 A MRA Y MIEEETE £9, match certificate 2~ > N &
skip revocation-check ¥ — 7 — FZ T 25515, M7 A MARA » MIA T2 2 D CRL
ERELRNTLEEN,
*FEAEEIRDOCRLE T = v 7 T 5 MERRVGEHEOEAG OFEL | T2 0ERH DK
ZhRERAE O A ORI L7,

CHIDAT v 7 CHERB LR L — BT it E~ v 72 ER L ET,

* BAIOFNETHERL E 721335 L7z b 7 2 hARA » MZ, match certificate =~ > K & skip
revocation-check & — 7 — K. match certificate 1< > K & allow expired-certificate % — 17 —

RZBITE £,

GE) AEHE~ Y 73, ETOREAF=AXr v a2 SN TWLEETUERESNET, L& 2,
ETICE > TARF—BF vy v adnTEY, dEHEY Y TR N7 X FRA & MaBinsh
TREHENEIE SN D & GEWE~ y 7R AEDCRY £9, ZhiC kY BEIC—EER S
. BRI SN TWDIEAEZ RS 747 AR T 52 L2 EET,

SEBAZERN D CDP DFEI- L H EEE

o—L, FETHRE L7 CDP T ENO CDP % FEX TX F4, FEBED CDP OFHE)IC &
5 EEEIL, BFEOV— DRRIEFIH TER2WEEIZHER T, JTOCDP 2 & i ED T
THEERTLRLS T, GFHEOCDP Z URL £720137 4 L7 NVIREICEEZHZ 52 LN TE
7,

FHIZKHFBAED OCSP H—/N\BED LEE

FELEIX, ocspurl 2~ REFITL T, 7 74 7 FAEB#E O Authority Information Access (AIA)
74—V FICHRE STV 5 OCSP Y — Ok iE i % F#F & £72I135%E TE £ 7, match certificate

BEF—A VTSRS U FoBEHEAA K
| 60 | |
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Y

anzoxTsLvxp0EE I

override ocsp =~ REMiH3 25 & HED OCSP r— %2 T4 7 MEAEZ LT, £20X
74T v NEAEDO I N—T T LICFHMTIEECEET, KT =y V7RI 747 FEEH
ERFEHE~ v FICEFICBRA SN7-54A . match certificate override ocsp 2~ KA RITT 5
L. VATV REHIE AIA 7 ¢ — /v RE T oespurl 2+ 2 REREN EEEZINET,

G¥)

12D 47T FaFBAEIZIX, OCSP — 1% 1 D5ITHRETE £1,

CRLF¥vwvSaayhkrO—)LDETE

FT7HN T, BEX Y v 23N T0D CRLAKZTSHE, HILWCRLAX Vv r— KX
NWET, EFHFEIL. erl cache delete-after 2~ FE3ITL T, CRLAF ¥ v ¥ =2 IZRFFIND &K
KEER (yBfL) ZFRET S, crlcachenone 2~ RERITLTCCRL¥ v v o247 4 &—
TINZTEET, FEETE B5DI. crl-cache delete-after =~ > N ¥ 7213 crl-cache none =~ > N
7T, RTZARRA U MW FDa~y REANLELGEE, RICFITINTa~vy RBA
T2, A v =V NFRENET,

crl-cache none =~ > K £ 72 (% crl-cache delete-after =~ > ROWTNEZFEITL TCHLHAEF vy v 2
ENTWS CRLIZEEITH Y £ A, crl-cachenone =~ RERELZGEE, Z0a<vwr Ka
BITTHE, Xy —REN7=T_XTOCRLIZF v v 2 &N FEH A, crl-cache delete-after
av U RERELESSE. 20avy ROBITRICRESNTZTA 7 XA LETNRF T n—R
EN7- CRLICHEL 7,

ZOREREIX. CA DRI H ZHEEETIZ CRL 2 RITT 556, HOWITRLH R % E2I3K
HREZIZE> T DEEICELL £ T,

AEEAZED VY TIILESEY I OV FA—ILDERE

FERAERGEERA v a DR T A MRSV MZEoTZIFANLLND, FdEGIND X
INCGEHE ) TAR S EHRETEET, SEHEO VI T AESEy vay aryha— il Lo
TIX, iFAENETEARITH-ThH, By a v BNESSNIBEENH Y 3, GFHEDL U T
NEEE Y gy 3 ha—/UX, serial-number 7 ¢ —/L R&EEOIFHE~ v £ 7713
cert-serial-not =~ > RZ T 25 AAA BHEOWT N EZMHEH L TRETEET,

tyvararie—WWGEERAEYy PE2FEHTH L, FEEE | DOHEV Y T AEEE
FBETEET, A AMABMZEHTL &, BEEL. By varary ba— L liFHEY Y 7%
FEEETXET,

[T L& BHIIC

CREAE~ Y T T A RRA  MCBEEA T DRI, FTA MRS P EER L, BBRET D
BERH Y £,

*CDP A —\T A Nk %E A X —T M T 5, F7-Idserial-number =< > N & 3{T3 HHIZ.
AEAES Yy TERETOILERDD 7,

DRAF—A VISRV FYRBETSAF
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B a0 Ts8LU0EB0RE

FIEDHEE

FIEDFH

Noa s wdh=

10.

1.
12.
13.
14.
15.
16.
17.

*PKI & AAA — L DAL, TEEHEZRT—Z 207D O PKIL & AAA — DS O
B LB DIZ AAA BHEEHEH L CEFICE T TA2LERH Y £,

enable

configureterminal

crypto pki certificate map label sequence-number
field-namematch-criteriamatch-value

exit

cryptopkitrustpointname

WONTNNEFEITLET,

¢ crl-cachenone

« crl-cachedelete-aftertime

matchcertificatecertificate-map-label [allowexpired-certificate | skiprevocation-check |
skipauthorization-check

matchcertificatecertificate-map-labeloverridecdp {url | directory} string

matchcertificatecertificate-map-labeloverrideocsp[trustpointsrustpoint-label)
sequence-numberurlocsp-ur!

exit

aaanew-model
aaaattributelist/ist-name
attributetype {name} {value}
exit

exit

showcryptopkicertificates

ARV RFERFTIVaY S0

X |enable

71
{1 -

Router> enable

FEEXECE— & A R2—7 /M LE
ﬁ—o

CNAT—REANLET (TR
nN=HE) .

Z T | configureterminal Ja—X)ary 74Xl — g

72
1 -

Router# configure terminal

T— FZBmLET,

BEF—A VTSR RTIFolAAAF
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anzoxTsLvxp0EE I

aAv Y RFERET7II Y

E[:b)

X T |crypto pki certificate map label sequence-number SEAEICBWT, —HTALERH S

73 I FE T BT 2 BERRVMEE E
i - L. CAfEE~y 7 a7 ¥
Router (config)# crypto pki certificate map Group 10 b—=y= 9/43_—}¢%Eﬁﬁﬁﬁl/357ro

R T v | field-namematch-criteriamatch-value 1 S>FITEROIERET ¢ —L R

74 L. INHDT 4 —/L RO—BIEHER

{1 -

Router (ca-certificate-map)# subject-name co MyExample

FOMET DEEEELET,

field-name \21%, IROWT DD
LT (KT E/NCFEXB LA
W) EFREFBEMEREELET,

* alt-subject-name

* expires-on

* issuer-name

* name

* serial-number

* subject-name

* unstructured-subject-name

« valid-start

GE) Aff7 4=V RD7 5 —

~ v M, dd mm yyyy
hh:mm:ss & 72 1% mmm dd
yyyy hh:mm:ss T9°,

match-criteria \Z1%. IR OFPRESA 1D
WINPERRELET,

cco: Bir (BATBXOT U TE
BT 44— RTOLER)

ceq: FLW (HHT, U TAE
. BEXOBRMN 74—V FTH
)

cge: UUE (A7 44—/ R TDOH
FH%h)

It K (Aff7 4 —/L RTOH
H%h)

*nc: EERV @GEIBLVIT

NTeR-T 4 —)L RTOLAL)

BRF—AVISRSIIFYHEBAIF I
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PKI TOSIRZDHFAL L VEDOBRE |

aAv Y RFERET7II Y

B8

L (BRI, U TV
HE, BIOHAM 74—V KTH
%)

match-value 1'X. match-criteria CTE| Y 4
ToHONImEEE 2R LT A b
T HLEIEZILEAMNTT,

GG¥) ZDaw KX, fEBAER—
A ACL %3 iﬁiéﬁ“\ el
TERHL, KhF oy 7 &z
RS LT R 2 I3 5
X O ITREHE—Z ACL %
RETHHEAITIIER Ly
TLIEEWY,

ATy
75

exit

11 -

Router (ca-certificate-map) # exit

Ja—N) a4 Xl —T g
- RIZREY £7°

2Ty
76

cryptopkitrustpointname

{1 -

Router (config)# crypto pki trustpoint Access?2

FTARKRA L FBLOBRESNTZL
AiZEZS LT, CA T A MKRA b
a7 4 Fa2l—ar ET—REH
HBLET,

2Ty
71

RONWTIINZEETLET,

¢ crl-cachenone

« crl-cachedelete-aftertime

Bl :

Router (ca-trustpoint)# crl-cache none

Bl :

Router (ca-trustpoint)# crl-cache delete-after 20

W ARF— (VISR SO FolmBAAF

(FEE) bT A MRA v MCEHERT
%ﬂt#«f@m&@m@%%//
VI RERILT 4 —T NI LET,

crl-cachenone =~ > REFEITLTH,
BUEX ¥ v 2 & T CRLIZE
BIbHn AL, ZOawr RRRE
IR E— RENDHTRT
D CRLIE, F¥viadhEti,

(EE) FT7 A MKRA > NMBERT
AL _TO CRL IZBIL T, CRL
DX ¥ \TERFE S D i KIREfE] &2
BELET,

* time : CRL2NHIBR X415 F TOHRF
] (G HAL)

crl-cachedelete-after =~ > R % E{T L
b, BER Y v 2 ENTW5SCRL
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anzoxTsLvxp0EE I

aAv Y RFERET7II Y

E[:b)

IZEBITH Y A, RESNTZTA
THALT, ZOavwy RRRESN
f:?‘ﬁ WX T vm— K& CRL 721
WL ET,

ATy
78

matchcertificatecertificate-map-label [allowexpired-certificate |
skiprevocation-check | skipauthorization-check

&1

Router (ca-trustpoint) # match certificate Group skip revocation-check

(EF) FEHE~N—Z ACL

(eryptopkicertificatemap =~ > R|Z
Lo TERINTWD) T AR
A ¥ MZBEET 9,

* certificate-map-label :
cryptopkicertificatemap =~ > N
A U CHRE LTz label 513 L
—HTLOMERDHY FT,

* allowexpired-certificate : 25%h L
ToREE LA L £,

* skiprevocation-check : [ 7 X b
A > B FEEOREFE 2[R <
CRLZIENTE DL DICLET,

* skipauthorization-check : AAA
Y=L D PKIMEERET D
L. REHEDAAA T = v 7 B A
v 7LET,

ATy
79

matchcertificatecertificate-map-labeloverridecdp {url | directory} string

11 -

Router (ca-trustpoint)# match certificate Groupl override cdp url
http://server.cisco.com

(EE) URL £¥72ix5 427 FUMN
BESNIZERHED, BEfFO CDP —
VRNV EFEFITEEXLET,

* certificate-map-label : = — V{5 E
DTN, FHIZER ST
cryptopkicertificatemap =~ > N
ZHRIE L7 label 51 E —8T %
VR H Y £7,

*url : ;FAHE® CDP 28 HTTP £ 7=
IZ LDAPURL CLEEXZ XN &
I ELET,

* directory : FEBH D CDP 7% LDAP
T4 L7 FPUERETEEESND
INCHELET,

*string : URL £721x7 4 L7 MU
fRIE,

BRF—AVISRSIIFYHEBAIF I



B a0 Ts8LU0EB0RE

PKI TOSIRZDHFAL L VEDOBRE |

aAv Y RFERET7II Y

B8

GE) —HROT IV r—a VIR,
J_T D CDP BNkfTEN 5
BIZZ A LT 7 M5B &N
HY, TT— AvE—TT
WMELEST, =7 — Ay
TV — IR T
LFEHA, £7-. CiscolOS
V7 Fu=TiE, TRTO
CDP 23f&1T &5 % T CRL
DOHEFFERAT L ET,

T | matchcertificatecertificate-map-labeloverrideocsp[trustpointtrustpoint-label)
—10 |sequence-numberurlocsp-url

&1

Router (ca-trustpoint) # match certificate mycertmapname override
ocsp trustpoint mytp 15 url http://192.0.2.2

W ARF— (VISR SO FolmBAAF

(L&) OCSPH— %7 747k
FERE LT, ERIX7 T4 T ME
HEOZ NV—7Z L ZRE L, A
FITLC, BIOOCSPH— "B LW
7747 v MEAEORE ((RED
PKI A 5de) AETEET,

* certificate-map-label : BEAT DFEW]
F~ v T4,

* trustpoint : OCSP — < FEHE %
MRRET D &SI ESND F T A
FARA R,

* sequence-number :
matchcertificateoverrideocsp =~
v N3 Z BRRE G ORE F 28
T HIE, BENERD—5
ARENSERED—r v A
TSN ET, ALy—Frr R
FETHEBOa~ Y RERITT
&, HID OCSP H—/ N F—1F
A FRED FEEZINET,

*url : OCSP #—,30 URL,

AEAENRE SNIZEAE~ v 7L —
B+DL, 7T7A47 2 MEHED AIA
74—V RB X OLARNZ BT S
ocspurl =~ NEREEIL, fRESH
72 OCSP #— T LEEXINET,

< TR AD—HNEAE LW
B BERERD2ODIr —ANT T
ATV MEEICE S ET,
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aAv Y RFERET7II Y

E[:b)

*OCSP Z K47k e LTHRET %
ELAIAT 4=V RIERNY TAT
v MEEAEIC S S E A S E
D

* ocspurl X ENFIET H5E X,
ocspurl FREMNGIEHE 7 T4 T
v NEAFICEA S ET,

2Ty
71

exit

{1 -

Router (ca-trustpoint) # exit

Ja— ) a7 4 F¥al—g
E—FIZRY £7,

ATy | aaanew-model (EE) AAAT7 78R 2 ba—b
712 ETNEAF—T M LET,
i
Router (config) # aaa new-model
Z T v | aaaattributelist/ist-name (fEE) V—ZIZu—J/TAAAJE
713 U A M&EFK L, config-attr-list =2 >
B - T4 X¥al—varE— RERAL
Router (config) # aaa attribute list crl 337%0
X T | attributetype {name} {value} (L) L—2 O AAA MY X MIZ
714 7—J VB S D AAA B A

&1

Router (config-attr-1list)# attribute type cert-serial-not 6C4A

TeERLET,
HHEOC Y TAERE Yy gy o
v hr— LV ERET LD, BEE
WX, value 7 14—V KOFFEDFEAE
% . name 7 cert-serial-not |2 5% i X 1L
TV TNEFICESETZIT AN
L0, EETLEETCEET, G
FEOVVTNEZINEMES A TRET
BESINEY I T NVEEE B L=E
A, AEAEITET SN E T,
fEFHFIREZ: AAA BYEX A 7D Y X K
& FoT 5HITIE. showaaaattributes =
VU REFATLTLIE SN,

BRF—AVISRSIIFYHEBAIF I
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B8

A Ty | exit
715
i -

Router (ca-trustpoint) # exit

&1

Router (config-attr-list)# exit

Ja—\) a7 4 Fal—a
ET— NIZREY £7,

X T | exit
716
&1

Router (config) # exit

e EXEC £ — FIZEY £,

A T |showeryptopkicertificates
71
i

Router# show crypto pki certificates

(EE) CAGEAENTEIEEINZH,
=R A VA M=V ENTZFEHED
avR—F U M EFRLET,

1

iz, Yo7 EERREZ R LE9, OCSP BhEOYLIEF-IZ

Certificate:
Data:
Version: v3
Serial Number:0x14

B % LCOR S E T,

Signature Algorithm:SHAwithRSA - 1.2.840.113549.1.1.4
Issuer:CN=CA server,OU=PKI,O=Cisco Systems
Validity:
Not Before:Thursday, August 8, 2002 4:38:05 PM PST
Not After:Tuesday, August 7, 2003 4:38:05 PM PST
Subject:CN=0OCSP server,OU=PKI,O=Cisco Systems
Subject Public Key Info:
Algorithm:RSA - 1.2.840.113549.1.1.1
Public Key:
Exponent:65537
Public Key Modulus: (2048 bits)
<snip>
Extensions:
Identifier:Subject Key Identifier - 2.5.29.14
Critical:no
Key Identifier:
<snip>
Identifier:Authority Key Identifier - 2.5.29.35
Critical:no
Key Identifier:
<snip>
! Identifier:0CSP NoCheck:- 1.3.6.1.5.5.7.48.1.5
Critical:no
Identifier:Extended Key Usage:- 2.5.29.37
Critical:no

BEF—A VTSR RTIFolAAAF
| 68 | I



PKI COIEBREOH A5 & URHDBRE
angrz—oxt M

Extended Key Usage:
OCSPSigning

Identifier:CRL Distribution Points - 2.5.29.31
Critical:no
Number of Points:1
Point O
Distribution Point:
[URIName:ldap://CA-server/CN=CA server,OU=PKI,O0=Cisco Systems]
Signature:
Algorithm:SHAwithRSA - 1.2.840.113549.1.1.4
Signature:
<snip>

WOFNE, BEfFD > —7 o A DHEEAIT match certificate override ocsp =~ > KA B L7 & D3
Tarz4Xalb—va r MhodkBERLET,

match certificate map3 override ocsp 5 url http://192.0.2.3/
show running-configuration

match certificate map3 override ocsp 5 url http://192.0.2.3/
match certificate mapl override ocsp 10 url http://192.0.2.1/
match certificate map2 override ocsp 15 url http://192.0.2.2/

OB, BEFF D match certificate overrideocsp =~ > R E X2 Hiv, 7 A MARA > bR
BOPKIFEEZEHT L L) ICHRESNIZSED, RITar 74X ab—a VI OH#ER
LET,

match certificate map4 override ocsp trustpoint tp4 10 url http://192.0.2.4/newvalue
show running-configuration

match certificate map3 override ocsp trustpoint tp3 5 url http://192.0.2.3/
match certificate mapl override ocsp trustpoint tpl 10 url http://192.0.2.1/
match certificate map4 override ocsp trustpoint tp4 10 url

http://192.0.2.4/newvalue
match certificate map2 override ocsp trustpoint tp2 15 url http://192.0.2.2/

ST a—TFT4209DEV R
KhTF = v 7 F7013 K530 LT-REEZ A L7255 L EEICREAHERTALNERD Y £9,
ﬂ%%?yﬁﬁ\%&@ﬁ%%itcﬁT?éﬂ%E\%éwixéy7ﬁémm§¢y&@w
fh#&ﬁ@’*ﬁb(“é:&%%ﬁbf<ﬁéwo%@éhkﬁﬁf\ﬁﬁévyf%ﬁﬁ
THEELCBYICHEEL TS ZH B LET,

SERAEF T — U DERTE

BT AEEOEET = — > SRR LNV ERET HITE, ROEELFETLET,

([FC&HBHEIIC
* 73 A% PKI BB RS D LENH Y 9,
S — T ZREAEICEEMN T D LERH Y ET,

ABF— A VTSRS HF v HEAA K
| -“
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A
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G¥)

*L— FCAICRHEFIT DN F T A RRA VMM, ROL-JLIZHTLTHERCR D L HIC

RETE EHA,

chain-validation =~ > FiZ, /b— b CA(ZEHEfTIT Sz 87 A haARA > MIZkE LT continue
F—U—RLLBICHRELET, =T — Ao b—UREREIN, Fa—UBiHTIT 7 40 b

S

@ chain-validation =~ > &% /E

WZRY £9,

FIEDBE
1. enable
2. configureterminal
3. crypto pki trustpoint name
4. chain-validation [ {stop | continue} [parent-trustpoint]]
5. exit
FEDEFHA
ARV REEET7IVa Y B
ATy 1 enable FEHE EXEC E— R& A R— 7 LIC L E T,
5l - *NATU—REANLET (FERINEHHR) .
Router> enable
ATy T2 configureterminal sa— b ar7 4 Xal—vary T—RERBLET,
fA
Router# configure terminal
ATvT3 crypto pki trustpoint name FNTZARNKRA Y FBIORESNTZ4AZES LT, CA N7
ARRA LV ar74X¥al—yary EB— ReBBLES,
{5
Router (config)# crypto pki
trustpoint ca-subl
27y T4 chain-validation [{stop | continue} | ZEMI#F = — > 78, T _TOAEME (FA CAFEHEL L)
[parent-trusipoint]] TREIND LVERE LET
) - *stop ¥ — VU — RZMH LT, GEAENT CTIEHTELZ
EEHRLET, INBT T4 REETT,
Router (ca-trustpoint) #
chain-validation continue ca-subl * continue % — 7 — ]\é‘,{iﬁﬁ LT\ }\ 5 2 }\ Z]—f,( N2 ]\ Iz Eg@
T o7 P CAREEZ AN T HAMER DL L &
HRLET,

W ARF— (VISR SO FolmBAAF




| PRI TOEBREOHTE L UEHOBRE
SIREH—/NDNS FRLSEY T4 DBRE .

ARV RFERERTIVa Y ]3]
* parent-trustpoint 5| %%, FAEAEZLZBAET20ENH 5 E
FTARRA Y MR ELET,

2T T5 exit Ja—R) a7 4 F¥alb—aryEF—RNIED £,

{51

Router (ca-trustpoint) # exit

= N > —_— > - =L =

EFBAEYH —/\D/INAf FRALSEYY T 14 DHRTE
BOELa~vy REREESE, TLWIFAEZRITT DL L EICV I TIAESFa~ REERETS
I OCEERAEY —REZHREL. T T 4 7o BEICEAEL CRLZ BT XS L9, A
B UNA G B — R T 5 2 LN TR E T

AR &
FEAEY — RO N, TRA T E YT 4 ZHERT A2, ROFHEMTZTHERDH D 7,
*Psec (RHESNTZSCTP 1L, TV T AT N—F L AZ LA JL—F DMl THRET DMLEN
HYFET,
cFHI A MEEE S ¥ A 1T1E. SCTP 2R E LI-%IC, fFAEY—ROEME— %
ACTIVE/STANDBY IZHET HLERH Y F7,

ZIZTIE, RORNEBIZHOW T L ET,

A Y —/ DK MEE— FD ACTIVE/STANDBY D% E
ZOFEEE, FEHEY — O EME— F4& ACTIVE/STANBY [ZRET 5 2 & T, [WfiZ 1 x—
TINCT DI DIT 7T 47T —F TRITLET,
1 configureterminal
2 redundancyinter-device
schemestandbystandby-group-name
exit
interfaceinterface-name

ipaddressip-addressmask

N SN AW

noiproute-cachecef

BNEF—A VISR FAHEHAA R
I
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8 noiproute-cache
9 standbyipip-address
10 standbyprioritypriority

11 standbynamegroup-name

PKI COIEBRBDHAE & UKHOBRE

12 standbydelayminimum [min-seconds] reload [reload-seconds

B 220X —=Z I L TAT v T I~ REBOVRL, 72T 47 V—FDIPT KL AL
WTEARDZIPT FLAZERALTA VA —T oA AERELET (AT v76) .

14 exit
15 exit

16 showcryptokeymypubkeyrsa

FIRDHE

configureterminal
redundancyinter-device
schemestandbystandby-group-name
exit

interface interface-name
ipaddressip-addressmask
noiproute-cachecef

noiproute-cache

© e NS REwWN =

standby ip ip-address

—
(=]

. standby priority priority

-—
—

. standby name group-name

[ —
w N

. standby delay minimum [ min-seconds | reload [reload-seconds)

CAF N = HIIKLTCAT T I~ REBVIEL, 77T AT N—FDA X —T A

ADIPT RLA (AT 97 6) CIXBERDIPT RLAZMBEHLT, A F—T 21 AEHRIE

LET,
14. exit
15. exit

16. showredundancystates

FIEDFH

AR RFEREEFT7TIVa Y

E:g)

ATy 71 configureterminal

1 -

Router# configure terminal

Ja— L ary 7 4 Xal—ay B— NEBGLE
7

W ARF— (VISR SO FolmBAAF
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SEBAZEH — /DN, FRALASEYT A DEFE .

ARV REREEFTIVa Y

B

ATFv T2 redundancyinter-device TEMEZZREL, XA AN T 4 Fal— g F—
NZBRtE L £,
11 :
Router (config) # redundancy inter-device
ZFvT3 schemestandbystandby-group-name R+ 2 TREMEA X — A% ER LET,
- *HAR— FITVD AF— AT [standby) 7217 T
' ‘a‘o
Router (config-red-interdevice) # scheme
standby SB * standby-group-name : standby name { > % — 7 = A
Aary74F¥al—varavy RCHRELEAHX
UL —HEEDLMERHY T, £o, R
URABIEE T ON—F TRICTHLHMLERH Y £
R
x7—_‘yj4 exit ?/i/fXP(‘]:l:/7/|’3f‘:L]/“—“.\/5:/JE‘”—]\‘%T/%%TL/\ 7
g—)L a7 4 Fal—arET—RIRED FET,
£ :
Router (config-red-interdevice) # exit
ATYTH interface interface-name N—B DA B =T 2 A AFATHHEL, £ F—T <
AA AT 4 F¥alb—varyET—RFelBLET,
I -
Router (confiqg)
# interface gigabitethernet0/1
ATvT6 ipaddressip-addressmask A B =Tz A0 —BVIPT RLAEZRELET,
11 :
Router (config-if) ip address 10.0.0.1
255.255.255.0
ATFvT7T noiproute-cachecef A HE—T 2 A ATV AALZ I AT VAT T —F 4
TOMEET 4 =7 VT LET,
1 :
Router (config-if)# no ip route cache
cef
ATvT8 noiproute-cache AV E—T 2 ATEEAL v F v T %T =TI

1 :

Router (config-if) # no ip route cache

Li‘a—o

BDRF—AVISALTIFoERAAE
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PKI COEAEDH T H & UEHORE

ARV REEEFTIVa Y

B

2Ty T standby ip ip-address By NAZ AL —2 T ha (HSRP) #7277 4
T LET,
Bl : B TITAT A= EBLEORAR LA BT
Router (config-if)# standby ip 10.0.0.3 FIL7 FLAZERELET,
ATy 710 standby priority priority HSRP D77 A4 4V T 1% 50 ICRELET,
il - HETE D744 T 1 OFEIIL 1 ~255 T, 113
' —RIENT TAA VT 1, 2551F—F@mNTTA AV T ¢
Router (config-if) # standby priority 50 %%’% L ¥9, HSRP ﬁ/k»—-j"[ji]@%%@jc’?/]’ TV T4
ERREESNIZNV—E BT 7T 47 V—H |20 £7,
ATvINn standby name group-name AR N, P N—T DA ELET,
il *HETCIE. S TWD HSRP 7L — 7 & 487 L
' 7, HSRP V'V —T 4 EZDONL—H TEThD
Router (config-if) # standby name SB %\gﬁ)% D iﬁ—
RATFvw 712 standby delay minimum [ min-seconds ] reload | HSRP 2/ /L — 7 DI OFEIEZRZ R D L HITHTE L E T,
[reload-seconds) )
A E—T 2 A ANT v 7 LIZ%IZ HSRP 7 v —7
B - ZYPHUET 2 E TORIED I/ MEIE 30 BT
Router (config-if)# standby delay CL—Z B B— Ik OEEIX 60 BT,
minimum 30 reload 60
ATv713 AN = BIZK L TAT v 7 1~ |-
REMOIRL, 77T 4T N—FDA
B—TzAADIPT KLVA (AT v/
6) LIxELDIPT FLAEMBHLT,
A B —T 2 AEBRELET,
2Ty 714 exit Jaua—"ary7 4 FXal— g E—RNIREY £9,
i -
Router (config-if) # exit
ATvT15 exit ¥5HE EXEC E— RIZED £,
1 -

Router (config) # exit

W AWE—AYTSRTHF oA R
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AV RKFEEEF7TI IV B#
AT v 716 showredundancystates (EE) TTRMEDWRE (RZ L F2IIT 7T 4 7)
ERERLET,
1 :

Router# show redundancy states

TOT4TEEUVRE NS

EEBRZEH—/\T® SCTP DL TE

ZOEEZ. TI7T 4 TBIORX AN O OFEFAEY—/NTSCTP 2R ET D720 T 7

TAT N—FTIITLET,

FIRDOHE
1. configureterminal
2. ipczonedefault
3. associationassociation-1D
4. noshutdown
5. protocolsctp
6. local-portlocal-port-number
1. local-ip device-real-ip-address [device-real-ip-address2]
8. exit
9. remote-portremote-port-number
10. remote-ippeer-real-ip-address
N 2AZ AN, N—=ZIZX L TAT T I~ 10 &VIRL, AT v 7T ERXT v 710 THE L
ANV ETBIOVE—RN ETOIPT RLAEZHIZLET,
FIED
ARV KRFERETI VY B#Y
2Ty 1 configureterminal Jua—N)ary7 4 Xalb—aryET—ReBBLET,
i -
Router# configure terminal
ATvT2 ipczonedefault TN ANBEZ 2 b2/ TH B, Inter-Process Communication
(IPC) Z#EEL, IPCY—r a7 4 FXal—arE— K&
il BRtE L £

Router (config) # ipc zone default

BRF—AVISRSIIFYHEBAIF I
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PKI TOSIRZDHFAL L VEDOBRE |

AR REREERTOVa Y

E:g)

Coavw U RNEFERALC, 72747 V=R ERX LN, JL—
ZEDBOBEY v BB LE T,

ATv73 associationassociation-1D 2ODT A AMTBITF LT Vv 2—varyEREL, IPCT Y
vr—ygrarZ 4 Xal—aryE—REEBLET,
1 -
Router (config-ipczone) #
association 1
ATvT4 noshutdown Y= T m—a N T T 4L NOIRRE (f X —T L) T
bHZ LEHERLET,
151 -
Router (config-ipczone-assoc) # no
shutdown
ATv 75 protocolsctp SCTP# h I AR—F P hajt LTHREL, SCTP a2 h
al a4 X¥alb—vgyT— RERBLET,
151
Router (config-ipczone-assoc) #
protocol sctp
ATy 76 local-portiocal-port-number TTEET EomFIEA NS e — /L SCTP A — &% EHR
LT, IPCF I AKR—=FSCTPE—H)L a7 4 Fa2lb—T3
1 : v E— RERBLET,
Rig;iif;g?iigaégc_pmtOCOl_SCtp) ¢ * local-port-number : 7 7 A/ MEIIFEL EHA, T34 A
NOTLEMNEZ A X —T MZT HITE, 20518k >Tr—
HNVR— NOEEEATHLERHY £, ARh7eAR— Mi :
1~65535, =— AV AKR— b EEFIL 7 V—% LOYE—
F A= EESERECICTHLENRHD 9,
ATv 71 local-ip device-real-ip-address TLEXT LEEZITHITOIMERH SN 2 —AIVIP T R A%
[device-real-ip-address2] AR 1 SEELET,
i - *u—HNIPT RLVAZ, BT —% EDUE—FIPT K
o VAL =B LTVHOBERDHY T, 1 2ET2 20 1P
Houter (config-iperlocal-scte) ! 7 RLAZIEETEET, SOT FUREZ 0—/ UL VPN
N—T 4 TEBIWRE (VRF) OLOTHLILERS D
F9, RAEIP 7 FLRIIMEHTE LA
ATvT8 exit IPC F7 2 AR—=hK-SCTPE—H)L a7 4 Fal— g
E—FEKTLET,
151

Router (config-ipc-local-sctp) #
exit

W ARF— (VISR SO FolmBAAF
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SIREH—/NDNS FRLSEY T4 DBRE .

ATV RKFEEET7TII Y B#
ATvT9 remote-portremote-port-number HEEYT EOBEIEASND Y E— FSCTP A — M5 % EF%
LT, IPC I AR—=KSCTPUE—F a7 4 Fal— 3
1 - v E—FEBBLET,

Rig;ii;f;’giqgégg‘PmtOCOl‘SCtp) #| GE) remote-port-number : T 7 zL/lf MEIZTFELERA, T
A ARNDITLEMNEZ A X —T7 V2T DI, ZO51%
WZEoTVE—F R —FOREEITOLENDHD F
I, AR — ME 11 ~65535, UEt— bk HR—FF
B, BT —Z Eoua—h )V R— &S LR CICT

LMERH D £,
2Tv 710 remote-ippeer-real-ip-address B—H) TN RAEEOBEIHEHINATEETDOY E— K~ IP
T RVAZERLET,
" FTRTCOVE—FIPT FLARIZE S TRILT S, ABRBRE N

Router (config-ipc-remote-sctp) # AUENH Y F9,
remote-ip 10.0.0.2
RARIP 7 FL A I CTE £ A

ATv7TN AL NA N—ZZRLTAT v 7 RABIP T R LA (10.0.03) 1%, W AHFONA—Z TRICIZZRY £,
I~10ZVIRL, AT v 7 TEX
Ty 710 CHRELTe—1 BT
BIOUVE—-FETDOIPT KL A
iz LET,

TOT 4 TEAEY—NERE VNS FIAEY — /DR
SO, TIT AT P NE AL S SRR BB EITLET,

FIRDOHE

configure terminal

crypto key generate rsa general-keys redundancy labelkey-labemodulusmodulus-size
exit

show crypto key mypubkey rsa

configure terminal

ip http server

crypto pki servercs-label

redundancy

© e NS RwDh =

no shutdown

ABF— A VTSR SO F v HRAA B
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FIEDFH
AR RFEREEFT7TIVa Y B8
ATv 71 configure terminal Ja—s L ar7 4 Xal—yalr - ReltLE
j—o
i -
Router# configure terminal
ATFw T2 crypto key generate rsa general-keys SERAEY— XD HA &\ 9 L BITD RSA — X7 &4k
redundancy L9,
labelkey-labemodulusmodulus-size
G¥) redundancy ¥ —7 — REZfEETH L, F—IX
5l Ty AF— MREHE TS = L AR LET,
Router (config)# crypto key generate
rsa general-keys redundancy label HA
modulus 2048
ATvT3 exit FifE EXEC £ — RIZRY £,
i -
Router (config) # exit
ATvT4 show crypto key mypubkey rsa TEMENRARX—T VL ThDLZ L ZHERLET,
i -
Router# show crypto key mypubkey rsa
ATv 75 configure terminal JTa—r ) ar7 4 Xal—ay T— RERLE
TO
i :
Router# configure terminal
ATvT6 ip http server ROV AT LD HTTP H— "\ A X—T T L E
j—o
i
Router (config)# ip http server
2FyTT crypto pki servercs-label 2F 7 2 TR LTZ RSA % — ~7 % EB HH— 30>

51 -

Router (config) # crypto pki server HA

TJNHREL, iEAEY—ROa 7 s X2l — 3
v E— RNERBLET,

W ARF— (VISR SO FolmBAAF
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iameorassvepozzEs [

IV REREFTIVa Y By
ATvT78 redundancy P NN ZAZ A = REE SN TWNDE T L a2k
BLET,
£ :
Router (cs-server)# redundancy
ATvT9 no shutdown FEAEY —NE A R—T ML ET,
. GE) SCRP 7 7 o v 7 HMET Ho/N—42 A L F—
Bl - 72 A ABREHEERTORVEE, oA T
Router (cs-server) # no shutdown ATV T 4 TNRAZABDOSCTP T 7 4 v
B3 IPsec ZEH L TR#EINTWD Z L % hk
WBLET,

REBAZE DFFAI 55 & U RN DERTEH

PKI AAA 5%

IL—5D

B DERTE & & CARELEH!

Z ZTlE. PKIAAA BAIOFRER R L ET,

R EHI

X showrunning-config =~ > NI, AAA — BB & @ PKI#A 2 H LT, VPN £
AT ALY ICERESNI A= OBEREE R LET,

Router# show running-config
Building configuration...
|

version 12.3

|

hostname router7200router7200
|

aaa new-model
|

|
aaa authentication login default group tacacs+
aaa authentication login no_tacacs enable
aaa authentication ppp default group tacacs+
aaa authorization exec ACSLab group tacacs+
aaa authorization network ACSLab group tacacs+
aaa accounting exec ACSLab start-stop group tacacs+
aaa accounting network default start-stop group ACSLab
aaa session-id common
|
ip domain name example.com
|

crypto pki trustpoint EM-CERT-SERV
enrollment url http://192.0.2.33:80

BRF—AVISRSIIFYHEBAIF I
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serial-number
crl optional
rsakeypair STOREVPN 2048
auto-enroll
authorization list ACSLab
|
crypto pki certificate chain EM-CERT-SERV
certificate 04
30820214 3082017D A0030201 02020104 300D0609 2A864886 F70D0101 04050030
17311530 13060355 0403130C 454D2D43 4552542D 53455256 301E170D 30343031
31393232 30323535 5A170D30 35303131 38323230 3235355A 3030312E 300E0603
55040513 07314437 45424434 301C0609 2A864886 F70D0109 02160F37 3230302D
312E6772 696C2E63 6F6D3081 9F300D06 092A8648 86F70D0O1 01010500 03818D00
30818902 818100BD F3B837AA D925F391 2B64DA14 9C2EA031 5A7203C4 92F8D6AS
7D2357A6 BCC8596F A38A9B10 47435626 D59A8F2A 123195BB BESALE74 BL1AASAEOD
S5CAl62FF 8C3ACA4F B3EE9F27 8B031642 B618AE1B 40F2E3B4 F996BEFE 382C7283
3792A369 236F8561 8748AA3F BC41F012 B859BDIOC DBAF75EE 3CEE2829 704BD68F
FD904043 0F555702 03010001 A3573055 30250603 551D1F04 1E301C30 1AAO018A0
16861468 7474703A 2F2F3633 2E323437 2E313037 2E393330 0B060355 1DOF0404
030205A0 301F0603 551D2304 18301680 1420FC4B CFOB1C56 F5BD4C06 OAFD4E6G7
341AE612 D1300D06 092A8648 86F70D0O1 01040500 03818100 79E97018 FB955108
12F42A56 2A6384BC AC8E22FE F1D6187F DA5D6737 COE241AC AAAECT75D 3C743F59
08DEEFF2 0OE813A73 D79EOFA9 D62DC20D 8E2798CD 2C1DC3EC 3B2505A1 3897330C
15A60D5A 8A13F06D 51043D37 E56E45DF A65F43D7 4E836093 9689784D C45FD61D
EC1F160C 1ABC8D03 49FB11B1 DAOBED6C 463E1090 F34C59E4
quit
certificate ca 01
30820207 30820170 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
17311530 13060355 0403130C 454D2D43 4552542D 53455256 301E170D 30333132
31363231 34373432 5A170D30 36313231 35323134 3734325A 30173115 30130603
55040313 0C454D2D 43455254 2D534552 5630819F 300D0609 2A864886 F70D0101
01050003 818D0030 81890281 8100C14D 833641CF D784F516 DA6B50CO 7B3CB3C9
589223AB 99A7DC14 04F74EF2 AAEEES8F5 E3BFAE97 F2F980F7 D889EGAL 2C726C69
54A29870 7E7363FF 3CD1F991 F5A37CFF 3FFDD3D0 9E486C44 A2E34595 C2D078BB
E9DE981E B733B868 AA8916C0O A8048607 D34B83CO 64BDC101 161FC103 13C06500
22D6EE75 7D6CF133 7F1B515F 32830203 010001A3 63306130 0F060355 1D130101
FF040530 030101FF 300E0603 551DOFO1 OlFF0404 03020186 301D0603 551DOE04
16041420 FC4BCFOB 1C56F5BD 4CO060AFD 4E67341A E612D130 1F060355 1D230418
30168014 20FC4BCF 0B1C56F5 BD4C060A FD4E6734 1AE612D1 300D0609 2A864886
F70D0101 04050003 81810085 D2E386F5 4107116B AD3AC990 CBE84063 S5FB2A6B5S
BD572026 528E92ED 02F3A0AE 1803F2AE AA4COED2 OF59F18D 7B50264F 30442C41
0OAF19C4E 70BD3CB5 0ADD8DE8 8EF636BD 24410DF4 DB62DAFC 67DAGE58 3879AA3E
12AFB1C3 2E27CB27 EC74E1FC AEE2FS5CF AA80B439 615AA8D5 6D6DEDC3 7F9C2C79
3963E363 F2989FB9 795BAS
quit
|
!
crypto isakmp policy 10
encr aes
group 14
|

!
crypto ipsec transform-set ISC_TS 1 esp-aes esp-sha-hmac
|

crypto ipsec profile ISC IPSEC PROFILE 2

set security-association lifetime kilobytes 530000000
set security-association lifetime seconds 14400
set transform-set ISC_TS 1

|

!

controller ISA 1/1

|

!

interface TunnelO

description MGRE Interface provisioned by ISC
bandwidth 10000

ip address 192.0.2.172 255.255.255.0

no ip redirects

ip mtu 1408

ip nhrp map multicast dynamic

ip nhrp network-id 101

ip nhrp holdtime 500

ip nhrp server-only

BEF—A VTSRS U FoBEHEAA K
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no ip split-horizon eigrp 101
tunnel source FastEthernet2/1
tunnel mode gre multipoint

tunnel key 101

tunnel protection ipsec profile ISC IPSEC PROFILE 2

interface FastEthernet2/0

ip address 192.0.2.

duplex auto
speed auto
|

1 255.255.255.0

interface FastEthernet2/1

ip address 192.0.2.

duplex auto
speed auto
!
!

2 255.255.255.0

tacacs-server host 192.0.2.55 single-connection
tacacs-server directed-request
tacacs-server key company lab

|
ntp master 1
I

end

FZh L 1= PKIAAA ZERI DT 7\ 4 45l
R @ show debugging =~ > N /)X, AAA H— 8RB & @ PKI G A LT, ) L7=7Fmr

ZRLET,

Router# show debugging

General OS:

TACACS access control debugging is on
AAA Authentication debugging is on

AAA Authorization

debugging is on

Cryptographic Subsystem:
Crypto PKI Trans debugging is on

Router#

May 28 19:36:11.117:
May 28 19:36:12.789:
May 28 19:36:12.805:
May 28 19:36:12.805:
May 28 19:36:12.813:

<all>)

May 28 19:36:12.813:
May 28 19:36:12.813:
May 28 19:36:12.813:
May 28 19:36:12.813:
May 28 19:36:12.813:
May 28 19:36:12.813:
May 28 19:36:12.813:
May 28 19:36:12.813:
May 28 19:36:12.813:
May 28 19:36:12.813:
May 28 19:36:12.813:
May 28 19:36:12.817:
May 28 19:36:12.817:
May 28 19:36:12.817:
May 28 19:36:12.817:
May 28 19:36:12.817:
May 28 19:36:12.817:
May 28 19:36:12.817:

Router#
Router#

May 28 19:36:18.681:

up: new adjacency
Router#
Router# show crypto

CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

CRYPTO PKI: Found a issuer match

CRYPTO PKI: cert revocation status unknown.

CRYPTO PKI: Certificate validated without revocation check
CRYPTO PKI AAA: checking AAA authorization (ACSLab, PODS5.example.com,

AAA/BIND(00000042): Bind i/f

AAA/AUTHOR (0x42): Pick method list 'ACSLab'

TPLUS: Queuing AAA Authorization request 66 for processing
TPLUS: processing authorization request id 66

TPLUS: Protocol set to None ..... Skipping

TPLUS: Sending AV service=pki

TPLUS: Authorization request created for 66 (POD5.example.com)
TPLUS: Using server 192.0.2.55

TPLUS (00000042) /0/NB_WAIT/203RA4628: Started 5 sec timeout
TPLUS (00000042) /0/NB_WAIT: wrote entire 46 bytes request
TPLUS: Would block while reading pak header

TPLUS (00000042) /0/READ: read entire 12 header bytes (expect 27 bytes)
TPLUS (00000042) /0/READ: read entire 39 bytes response

TPLUS (00000042) /0/203A4628: Processing the reply packet
TPLUS: Processed AV cert-application=all

TPLUS: received authorization response for 66: PASS
CRYPTO PKI AAA: reply attribute ("cert-application" = "all")
CRYPTO PKI AAA: authorization passed

%DUAL-5-NBRCHANGE: IP-EIGRP(0) 101: Neighbor 192.0.2.171 (TunnelO) is

isakmp sa
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dst
192.0.2.22

src

PKI COEAEDH T H & UEHORE

state conn-id slot

192.0.2.102 OM IDLE 84 0

B2 L 1= PKI AAA SRR DT/

R show debugging =1~ > N /ji%, A—2 723 VPN 2 L ToO#R il S nTunianz &
ZRLET, TOA v =, ZOX I BRRWTERRIN DM A v —TT,
ZOBNZBNTE T —H 4L, CiscoSecure ACS @ VPN Router Disabled & ’:/E£41 % Cisco Secure
ACS ZN—T BT 52 LI2LD, FFIshTtunanbol LTRESHE L, v—H
(router7200.example.com) 1%, {EE D Y72 VPN 8t 2 MeSL 3 D HIIZ, Cisco Secure ACS AAA
Y= NICHERT D L ) ICRESNTVET,

SRR

Router# show debugging
General 0OS:
TACACS access control debugging is on
AAA Authentication debugging is on
AAA Authorization debugging is on
Cryptographic Subsystem:
Crypto PKI Trans debugging is on

Router#

May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:

<all>)

May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:

48:

31

.837:
.509:
.525:
.525:
.533:

.533:
.533:
.533:
.533:
.533:
.533:
.533:
.533:
.533:
.533:
.533:
.537:
.537:
.537:
.537:

537:

May 28 19:48:31.537:
May 28 19:48:31.537:
May 28 19:48:31.537:

'POD5.example.com’

CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

CRYPTO PKI: Found a issuer match

CRYPTO PKI: cert revocation status unknown.

CRYPTO PKI: Certificate validated without revocation check
CRYPTO_PKI_AAA: checking AAA authorization (ACSLab, PODS5.example.com,

AAA/BIND (00000044): Bind i/f

AAA/AUTHOR (0x44): Pick method list 'ACSLab'

TPLUS: Queuing AAA Authorization request 68 for processing

TPLUS: processing authorization request id 68

TPLUS: Protocol set to None ..... Skipping

TPLUS: Sending AV service=pki

TPLUS: Authorization request created for 68 (POD5.example.com)

TPLUS: Using server 192.0.2.55

TPLUS (00000044) /0/NB_WAIT/203A4C50: Started 5 sec timeout

TPLUS (00000044) /0/NB_WAIT: wrote entire 46 bytes request

TPLUS: Would block while reading pak header

TPLUS (00000044) /0/READ: read entire 12 header bytes (expect 6 bytes)
TPLUS (00000044) /0/READ: read entire 18 bytes response

TPLUS (00000044) /0/203A4C50: Processing the reply packet

TPLUS: received authorization response for 68: FAIL

CRYPTO PKI_ AAA: authorization declined by AAA, or AAA server not found.
CRYPTO_PKI_AAA: No cert-application attribute found. Failing.
CRYPTO PKI AAA: authorization failed

CRYPTO PKI: AAA authorization for list 'ACSLab', and user

failed.

May 28 19:48:31.537: %CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.162 is
bad: certificate invalid

May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
<all>)
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:

.821:
.481:
.501:
.501:
.505:

.505:
.505:
.505:
.505:
.505:
.505:
.505:
.505:
.509:
.509:
.509:

CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

CRYPTO PKI: Found a issuer match

CRYPTO PKI: cert revocation status unknown.

CRYPTO_PKI: Certificate validated without revocation check
CRYPTO PKI AAA: checking AAA authorization (ACSLab, PODS5.example.com,

AAA/BIND(00000045): Bind i/f

AAA/AUTHOR (0x45): Pick method list 'ACSLab'

TPLUS: Queuing AAA Authorization request 69 for processing
TPLUS: processing authorization request id 69

TPLUS: Protocol set to None ..... Skipping

TPLUS: Sending AV service=pki

TPLUS: Authorization request created for 69 (POD5.example.com)
TPLUS: Using server 198.168.244.55

TPLUS (00000045) /0/IDLE/63B22834: got immediate connect on new 0
TPLUS (00000045) /0/WRITE/63B22834: Started 5 sec timeout
TPLUS (00000045) /0/WRITE: wrote entire 46 bytes request
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sprn=xsngEs

May 28 19:48:41.509: TPLUS(00000045)/0/READ: read entire 12 header bytes (expect 6 bytes)
May 28 19:48:41.509: TPLUS(00000045) /0/READ: read entire 18 bytes response

May 28 19:48:41.509: TPLUS(00000045)/0/63B22834: Processing the reply packet

May 28 19:48:41.509: TPLUS: received authorization response for 69: FAIL

May 28 19:48:41.509: CRYPTO_PKI AAA: authorization declined by AAA, or AAA server not found.
May 28 19:48:41.509: CRYPTO PKI AAA: No cert-application attribute found. Failing.

May 28 19:48:41.509: CRYPTO PKI_AAA: authorization failed

May 28 19:48:41.509: CRYPTO PKI: AAA authorization for list 'ACSLab', and user
'POD5.example.com' failed.

May 28 19:48:41.509: $CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.162 is
bad: certificate invalid

Router#

Router# show crypto iskmp sa

dst src state conn-id slot
192.0.2.2 192.0.2.102 MM KEY EXCH 95 0

KA N =X LDEETEH

ZIZTIE, PKIDRIMA D= XL ERET HBICHHTE 3R ENEZ R LET,

OCSP H—/\D % TEH

OB TIL, FEBHED AIA JLEE CTHEE Sz OCSP v — &I 5 L H T/ —F ZRET D
JiEE R LUET,

Router (config) # crypto pki trustpoint mytp
Router (ca-trustpoint) # revocation-check ocsp

CRL & & U OCSP H— /D5 E Hl

WOHITIE, CRLZCDP 06X a— RT3 L0 —252RETDHHiEEZ R LET, CRL
ERIHTCE 2 0WEAIT, GEAED AIA JEIRECTHRE S5 OCSP h— "R EHINET, WO
F 7 a UK LTSS, GEEORGES KL £ 97,

Router (config) # crypto pki trustpoint mytp
Router (ca-trustpoint) # revocation-check crl ocsp

OCSP H—/\D % TEH

LU, HTTP URL Thttp://myocspserver:81] (Zd» % OCSP H— ~"ZfEHT 2 L 512V —F Z5%0E
THF2RLET, ZOF—"RBNX T L TWDLEEIE, KT =y 713 ThbivER A,

Router (config)# crypto pki trustpoint mytp
Router (ca-trustpoint) # ocsp url http://myocspserver:81l
Router (ca-trustpoint) # revocation-check ocsp none

OCSP H—/N\ELDBETDFT UV ADT 42— T ILFI

WOFNEL, OCSPERIZEAT BT & (EAFRDIIEHR) 7. OCSPY— L DEETT 4 B—T L
72> TWAEEDEEEZRLET,

Router (config) # crypto pki trustpoint mytp

BRF—AVISRSIIFYHEBAIF I
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Router (ca-trustpoint) # oecsp url http://myocspserver:81l
Router (ca-trustpoint) # revocation-check ocsp none
Router (ca-trustpoint) # ocsp disable-nonce

O RIILHA MNMIHBNT IIL—FFRELSTF = v I BIZETE
ERAY

ROBITIEX, BROT T F A7 4 AT b TP A b~OEFHIERIEL TnotEr F TV
YA MCHDINT N—RETRLET,

TIUF AT 4 AHIBMDIPSec b RNV EHEH LT, 77 0F 47 4 AR CEVEMEAISEET
E7,

CAlIZ. BV I P A MZHDLHTIP Y —"OCRLEABLET, B FI L34 I, &£
7 L IPSec N RNERETHLE. TOETOCRLET =7 LET,

wOFITIL, IPSec REZRLEF A, PKIBHEORES T2 R LET,

R—LFA T4 RDINTEHE

crypto pki trustpoint VPN-GW

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none

subject-name o=Home Office Inc,cn=Central VPN Gateway
revocation-check crl

ORI YA FDONT L—4

Router# show crypto ca certificate
Certificate
Status: Available
Certificate Serial Number: 2F62BE14000000000CAO
Certificate Usage: General Purpose
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
Name: Central VPN Gateway
cn=Central VPN Gateway
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 00:43:26 GMT Sep 26 2003
end date: 00:53:26 GMT Sep 26 2004
renew date: 00:00:00 GMT Jan 1 1970
Associated Trustpoints: VPN-GW
CA Certificate
Status: Available
Certificate Serial Number: 1244325DE0369880465F977A18F61CAS8
Certificate Usage: Signature
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
cn=Central Certificate Authority
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl

BEF—A VTSR RTIFolAAAF
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Validity Date:
start date: 22:19:29 GMT Oct 31 2002
end date: 22:27:27 GMT Oct 31 2017
Associated Trustpoints: VPN-GW

TSUFFT4RIL—EFDESRA RS2+

crypto pki trustpoint home-office

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none
subject-name o=Home Office Inc,cn=Branch 1
revocation-check crl

SEHE~ Y TN T T F T 4 A —HIZ AN ENE T,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
branchl (config) # crypto pki certificate map central-site 10
branchl (ca-certificate-map) #

v TN A FDOANT —HF ETIHIT I NT= show certificate =~ > KO F) Tt FEAEMNLL
TlokoTRITENTZZ L ERLTCVET,

cn=Central Certificate Authority
o=Home Office Inc

D27, TERYLTODO I~ () AL TIITICHE SN, 20 21708 &0O—BH
#rLcaEmEhTnhET,

Router (ca-certificate-map)# issuer-name co cn=Central Certificate Authority, ou=Home Office
Inc
!The above line wrapped but should be shown on one line with the line above it.

B b I YA N A= OFEEOTAEEAIZOVTE, FAILL S ICHAGDENTHET

( Name:] THEDITIX. FIEELO—MBTIERL, ERAEF~ v THEELERT D BRICERT S
VENRHLZLIZERELTLEEY) , AN E~Y y 7 THERN SN DITAEAL TT,
cn=Central VPN Gateway

o=Home Office Inc

Router (ca-certificate-map)# subject-name eq cn=central vpn gateway, o=home office inc

ZHT, UENCRE SNTEAE~ v 70 b7 XA MARA » MBS ET,

Router (ca-certificate-map)# crypto pki trustpoint home-office

Router (ca-trustpoint)# match certificate central-site skip revocation-check
Router (ca-trustpoint)# exit

Router (config)# exit

RENT =y 7 ENFET (REDOREITRESNTHOEEA)

Router# write term
'Many lines left out

crypto pki trustpoint home-office

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none

subject-name o=Home Office Inc,cn=Branch 1

DRAF—A VISRV FYRBETSAF
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TURILYA MIHBNT IL—EERAERIT v I BICHRET 56

revocation-check crl

match certificate central-site skip revocation-check

|

!

crypto pki certificate map central-site 10

issuer-name co cn = Central Certificate Authority, ou = Home Office Inc
subject-name eq cn = central vpn gateway, o = home office inc

'many lines left out

ASBOET OFHEL ODBEDT=HIZ., FBITEL DITEFTAELOITRFIELRNE IICH T +—
<y FENTWABZ EIZEELTLIEE N,

TIUFFTTALANAAA 2 F = v 7T 5581, T AMRAL L MTFKRO L S R i703H0 £
7,

crypto pki trustpoint home-office
auth list allow list
auth user subj commonname

SFE Y IR EHOLIICERESINDLE, ROZ KRR T A MRA » MBS, B
RILHABNATDAAA F =y IR AF Yy TENET,

match certificate central-site skip authorization-check

WD —=AZBNTT T F A Fb—=FIE, CRLOF = v 7 £72IE AAA — N Lid@E T 5
7eDlZ, B T A MTIPSec b FNVEAMESLT D20 Y £7°, 7272 L. match certificate
z1 > K & central-site skip authorization-check (5|3i&¥—7J—FK) ZfFEH L&, 7705
A7 4 A CRL £721L AAA P — TR T HE T, PRV AT HZ LT TEEEA,

(match certificate =~ >~ R & central-site skip authorization-check 5|33 L % — U — RZfEf L
RONED . FURIVITHENLSNVEREA)

T F VA MCHDHN—FDOFEHERRH L TNT, ZOFEHEZEFH T L7018 FTL
PA MRV EHLT DMENH D56, £ T4 34 kT match certificate =~ > R &
allow expired-certificate ¥ — 7 — RZ i L £ 7,

UL A R L=ED SR RSB

crypto pki trustpoint VPN-GW

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none

subject-name o=Home Office Inc,cn=Central VPN Gateway
revocation-check crl

T53U0F1HA P L—E2D LSRRI K

Router# show crypto ca certificate
Certificate
Status: Available
Certificate Serial Number: 2F62BE14000000000CAO
Certificate Usage: General Purpose
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
Name: Branch 1 Site
cn=Branch 1 Site
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:

BEF—A VTSR RTIFolAAAF
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start date: 00:43:26 GMT Sep 26 2003
end date: 00:53:26 GMT Oct 3 2003
renew date: 00:00:00 GMT Jan 1 1970
Associated Trustpoints: home-office
CA Certificate
Status: Available
Certificate Serial Number: 1244325DE0369880465F977A18F61CAS8
Certificate Usage: Signature
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
cn=Central Certificate Authority
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 22:19:29 GMT Oct 31 2002
end date: 22:27:27 GMT Oct 31 2017
Associated Trustpoints: home-office

SEAE IR R T YA —FIZ A ERE T,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# crypto pki certificate map branchl 10

Router (ca-certificate-map)# issuer-name co cn=Central Certificate Authority, ou=Home Office
Inc

!The above line wrapped but should be part of the line above it.

Router (ca-certificate-map)# subject-name eq cn=Brahcn 1 Site,o=home office inc

SEAE~ Y BN T A RRA V MIBMENNET,

Router (ca-certificate-map)# crypto pki trustpoint VPN-GW

Router (ca-trustpoint)# match certificate branchl allow expired-certificate
Router (ca-trustpoint)# exit

Router (config) #exit

RENTF =7 SNET REOKIMIRINTVEEAL) |

Router# write term
'many lines left out
crypto pki trustpoint VPN-GW
enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none
fgdn none
ip-address none
subject-name o=Home Office Inc,cn=Central VPN Gateway
revocation-check crl
match certificate branchl allow expired-certificate
|
1
crypto pki certificate map central-site 10
issuer-name co cn = Central Certificate Authority, ou = Home Office Inc
subject-name eq cn = central vpn gateway, o = home office inc
! many lines left out

match certificate =~ > K, branchl allow expired-certificate (5/5i& ¥—7U— ) L UGEHE
~y L T T =R LOREEEZ BTG L% T SICHIBRT 2 08X H D £,

SEBAEDEFRI B K VR DEREH!

ZOWHTIX, CRL¥ vy v = ay br— VOREELITEREOV Y T LEFEYyary a b
=LV ERETHIHAIERATIRENEZRLET,

ABIF— A VISR SO F o EEAA K
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CRL¥ ¥ vy hbO—)LDEFE

WOHITIE, CAl b T A MKRA» MIEEMT BT RTOCRLOCRLF vy v v T &7 4
=TT B HEERLET,

crypto pki trustpoint CAl
enrollment url http://CA1:80
ip-address FastEthernet0/0
crl query ldap://ldap CAl
revocation-check crl
crl-cache none

FELOFI O EE FAT LI EZIT, FEBTEDO CRLBAF ¥ v ¥ a SPLTHVET,
Router# show crypto pki crls

CRL Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 18:57:42 GMT Nov 26 2005
NextUpdate: 22:57:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:
ldap://ldap.example.com/CN=name Cert Manager,O=example.com

BI/ED CRLIWNKRNT 5 &L IROEFEFITH LWCRLA L —Z|ZHF 7o m— RENET, crl-cache
none 2~ RBFENZAD, FTFARFA L MO CRLIFTRTH v v¥aInzeh E7,

Flo, ¥ v aldT 4 B—T7 N7 9, show erypto pkierls =~ > K% 34T LT, CRL 2
Fr v aInNTWRENWI EEHRAETEET, Fv v 2SN TS CRLAZRWD, HikFE

RENFEH AL
WOHITIE, CAl hT A MR A ¥ MIEEEMIT ONTZTXTOCRLIZ2HDRRTA 744 Lk
BRETHHEEZRLET,

crypto pki trustpoint CAl
enrollment url http://CA1:80
ip-address FastEthernet0/0
crl query ldap://ldap CAl
revocation-check crl
crl-cache delete-after 2

CRLOEBKRTA 7 HA LERETHEOIC ERFIORTEEFEITLIZEELTYH, KATAEDCRLA
FrviaINET,

Router# show crypto pki crls

CRL Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 18:57:42 GMT Nov 26 2005
NextUpdate: 22:57:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:
ldap://ldap.example.com/CN=name Cert Manager,O=example.com
When the current CRL expires, a new CRL is downloaded to the router at the next update and
the crl-cache delete-after
command takes effect. This newly cached CRL and all subsequent CRLs will be deleted after
a maximum lifetime of 2 minutes.
You can verify that the CRL will be cached for 2 minutes by executing the show crypto pki
crls
command. Note that the NextUpdate time is 2 minutes after the LastUpdate time.

Router# show crypto pki crls

CRL Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 22:57:42 GMT Nov 26 2005

NEF—AVTSRARSHFABRAA LR
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NextUpdate: 22:59:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:

Idap://1dap.example.com/CN=name Cert Manager,O=example.com

AEBAZED VY TIILESEY Y I OV FO—ILDERE

KOBITIL, CAL kT2 MRA > R OFERE~ » 7 % LIGEEO Y ) T AR S v e v
o her—LOFRTEERLET,

crypto pki trustpoint CAL
enrollment url http://CAl
chain-validation stop

crl query ldap://ldap server
revocation-check crl

match certificate crl

|

crypto pki certificate map crl 10
serial-number co 279d

GE)

match-criteria fE)S co (ETp) Tid/e< eq ELWY) ITHESNTWDHEE, VU TLE ST
AR—=2EED T, GEAE~Y Y 7OV Y TVESICIEHIC T H20LERH Y £7,

OB TIX, AAABMEEHEH LG EHEO ) TSy aryary ba—LORELZ R LE
T, ZOGEA. FEAEICT Y TAES T4ACA] i, ARV EHEII TR TR AL
F7,

crypto pki trustpoint CAl

enrollment url http://CAl

ip-address FastEthernet0/0

crl query ldap://ldap CAl
revocation-check crl

aaa new-model

|

aaa attribute list crl

attribute-type aaa-cert-serial-not 4ACA

= u ZiE, YU TNES T4ACA] ZFOEMENEG SN Z L 2R LTV ET, FEHFE
DAL, R TR SN ET,

Dec

3 04:24:39.051: CRYPTO PKI: Trust-Point CAl picked up
Dec 3 04:24:39.051: CRYPTO PKI: locked trustpoint CAl, refcount is 1
Dec 3 04:24:39.051: CRYPTO PKI: unlocked trustpoint CAl, refcount is 0
Dec 3 04:24:39.051: CRYPTO PKI: locked trustpoint CAl, refcount is 1
Dec 3 04:24:39.135: CRYPTO PKI: validation path has 1 certs
Dec 3 04:24:39.135: CRYPTO PKI: Found a issuer match
Dec 3 04:24:39.135: CRYPTO PKI: Using CAl to validate certificate
Dec 3 04:24:39.135: CRYPTO PKI: Certificate validated without revocation check
Dec 3 04:24:39.135: CRYPTO PKI: Selected AAA username: 'PKIAAA'
Dec 3 04:24:39.135: CRYPTO PKI: Anticipate checking AAA list:'CRL'
Dec 3 04:24:39.135: CRYPTO PKI_AAA: checking AAA authorization (CRL, PKIAAA-L1, <all>)
Dec 3 04:24:39.135: CRYPTO PKI AAA: pre-authorization chain validation status (0x4)
Dec 3 04:24:39.135: AAA/BIND(00000021): Bind i/f
Dec 3 04:24:39.135: AAA/AUTHOR (0x21): Pick method list 'CRL'
Dec 3 04:24:39.175: CRYPTO PKI AAA: reply attribute ("cert-application" = "all")
Dec 3 04:24:39.175: CRYPTO PKI_AAA: reply attribute ("cert-trustpoint" = "CAl")
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Dec 3 04:24:39.175: CRYPTO PKI_AAA: reply attribute ("cert-serial-not" = "4ACA")

Dec 3 04:24:39.175: CRYPTO PKI AAA: cert-serial doesn't match ("4ACA"™ != "4ACA")

!

Dec 3 04:24:39.175: CRYPTO PKI_AAA: post-authorization chain validation status (0x7)

|

Dec 3 04:24:39.175: CRYPTO PKI: AAA authorization for list 'CRL', and user 'PKIAAA' failed.

Dec 3 04:24:39.175: CRYPTO PKI: chain cert was anchored to trustpoint CAl, and chain

validation result was: CRYPTO PKI_CERT NOT_ AUTHORIZED

!

Dec 3 04:24:39.175: %CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.43 is bad:
certificate invalid

Dec 3 04:24:39.175: %CRYPTO-6-IKMP MODE FAILURE: Processing of Main mode failed with peer

at 192.0.2.43

AEBAEF 1 — VIR DR EHI
ZOHETIX, T AERHEDTEHET = — VR LNV AR ET 25 E IR 2 RER 2R
Li—g«o

E7M™5IL—F CANDIERAEF = — UREEDRE
WOFRERFTIE, BT, SubCAll, SubCAl. I LU RootCA DT X TOFEHENKGEINE T,

crypto pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none
rsakeypair RootCA
crypto pki trustpoint SubCAl
enrollment terminal
chain-validation continue RootCA
revocation-check none
rsakeypair SubCAl
crypto pki trustpoint SubCAll
enrollment terminal
chain-validation continue SubCAl
revocation-check none
rsakeypair SubCAll

E7 M5 TG CANDEIBAEF = — VRN ERTE
WOREFITIL. BT IEHER L SubCAL FFFHENEZIC SN E T,

crypto pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none

rsakeypair RootCA
crypto pki trustpoint SubCAl
enrollment terminal
chain-validation continue RootCA
revocation-check none

rsakeypair SubCAl

crypto pki trustpoint SubCAll
enrollment terminal
chain-validation continue SubCAl
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revocation-check none
rsakeypair SubCAll

RS F T — U DRFEHEEDIRTE

WOFEFITIE. SubCAl 23, RIEFHFHD Cisco [0S BEBIZ 1TV, AN irAEF - —
TETIZE o TIRRENZEHEELTWET,

v, SN EF = — 2 T SubCAl FEHAEZ IR LZHE. B 7. SubCAll, B LW
SubCA1 OAFEBAENF N/ F7°,

BT, RSN ET = — 2 T SubCAl FEHEEZ IR LRAWEA, F = — 2 ORI LR
L/iﬁ‘o

crypto pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none

rsakeypair RootCA
crypto pki trustpoint SubCAll
enrollment terminal
chain-validation continue RootCA
revocation-check none

rsakeypair SubCAll

SEBRAEY— /DN TRASE YT 1 DERTEH

WOEITIL., SCTPORTE. 77T 4 TBLRAZ AL EEAES—ROTEMEOHRTE. BLURZ
oY —REoORYOT 7T 4 TbE R LET,

TOT14T L—4

ipc zone default
association 1
no shutdown
protocol sctp
local-port 5000
local-ip 10.0.0.1
exit
remote-port 5000
remote-ip 10.0.0.2

AR NS JL—4B

ipc zone default
association 1
no shutdown
protocol sctp
local-port 5000
local-ip 10.0.0.2
exit
remote-port 5000
remote-ip 10.0.0.1

TOT14TL—4

redundancy inter-device
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scheme standby SB

interface GigabitEthernet0/1

ip address 10.0.0.1 255.255.255.0
no ip route-cache cef

no ip route-cache

standby 0 ip 10.0.0.3

standby 0 priority 50

standby 0 name SB

standby delay min 30 reload 60

RB N JL—73

redundancy inter-device

scheme standby SB

interface GigabitEthernet0/1

ip address 10.0.0.2 255.255.255.0
no ip route-cache cef

no ip route-cache

standby 0 ip 10.0.0.3

standby 0 priority 50

standby 0 name SB

standby delay min 30 reload 60

TO9T47 IL—4

crypto pki server mycertsaver
crypto pki server mycertsaver redundancy
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crl-cachedelete-after,
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cryptopkicertificatemap
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enable

configure terminal

crypto pki trustpointname

enrollment [mode | retry periodminutes | retry countnumber] urlurl [pem]
eckeypairlabel

subject-name [x.500-name]

vrivrf-name

ip-address {ip-address | interface | none}

© oo NS REwWDN =

serial-number [none]

—
(=]

. auto-enroll [percent] [regenerate]
. usagemethodl [method?2 [method3]]

. passwordstring

- o
W N =

. rsakeypairkey-labelkey-sizeencryption-key-size]]

-—
=

. fingerprintca-fingerprint

—
(2]

. ondevicename:

—
(=1]

. exit

=Y
~J

. cryptopkiauthenticatename

—
(=]

. exit

—
(1]

. copysystem:running-confignvram:startup-config

N
o

. showcryptopkicertificates

FIEDFH

aAv Y REERFT7IYaY B&Y
X w71 |enable ¥#E EXEC £ — R& A 2 —7 /W LET,
*NRATU—KREADLET (FEREINTEHA) &

51

Router> enable

X 72 |configure terminal ra—)ary7 4 Xal—aryE— REEEBLET,

51 -

Router# configure terminal

AT 73 |crypto pki trustpointname A RKRA LV FPBLORREEINTZ4HIZES LT, CA
FRSARRA v h a7 4 F¥alb—rgy T— RE2Bth
) - LE7,

Router (config) # crypto pki trustpoint mytp
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enrollment [mode | retry periodminutes | retry
countnumber] urlurl [pem]

51 -

Router (ca-trustpoint) # enrollment url
http://cat.example.com

J— S NEERAEER A XETHCAOURL 2 ELE7,

*mode : CA T AT LN RA T 2HA1E. RAT—
KERTELET,

* retryperiodminutes : ;EBEZ R ZHRITT 2 £ TORF
BRI Z 8 E LE T, 7 740 NOFRATRIRIZ 145
<9,

* retrycountnumber : [ELATDERIZHKT 5 IGE & V—H
AT LI WA, b— 2 DNGEEELR & X E 55
m¥AERELET (1~ 100 [FOFFECTHRETE £
+) .

Curlurl : V—F PFEAEERZX(ETDH T 7 AL VA
7 5D URL, URLN®D IPv6 7 K L A [THESNCHHT e 44
ERH Y E7, =& 2, http:/[2001:DB8:1:1::1]:80
T, BEHNA T a VOOV T,

lenrollment url (ca-trustpoint) | 2~ > K X—T %5

LTLIEENY,

* pem : GEAFETRI|Z Privacy Enhanced Mail (PEM) O
BEStaBimL 9,

GE) HE & ek % VR — F3 2121k, TFTP £ 72138
TOH v N7 v R—2 NS OBEEF R A RE
TAHVERHY 97,

ATvTH

eckeypairlabel

51 -

Router (ca-trustpoint) # eckeypair
Router_ 1 Key

(f£&) ECDSA OEA4 Z i U CREBFEZRZ AERT 5
Elliptic Curve (EC) F¥—ZfEHT 2L 912, M TR MARA
Y INERELET, label 5IE0L, Jm—r a7 4K
L — 3 » &— KT cryptokeygeneratersa ¥ 72 |3
cryptokeygenerateeckeysize =~ > K& L CREIND
EC ¥— 7~V EELET, FEMICOWTIE,

[ Configuring Internet Key Exchange for IPsec VPNs] 7 ¢ —
F¥ B2 E2ZRL TSI,

GE) NZ A NRA Y FOFREZEFEHETIZECDSA D
B OHEL A R— T AEE. UL
\Z1X7 7 4L T FQDN OfEMEH &vE 7,

ATy T6

subject-name [x.500-name]

51

Router (ca-trustpoint) # subject-name cat

W ARF— (VISR SO FolmBAAF

(EE) fEAEFERCTHEA S A 2R EL £,

* x.500-name : Z DLBINTEE SN TWVWRWEE, B4
Effi N A A 4 (FQDN) 2M#EH &4#vE9, FQDN i
77 F v O TT,
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AT 71 |vrfvif-name (EE) BEk, GEELRSY 2~ (CRL) 0%, BLW
Online Certificate Status Protocol (OCSP) A7 — & |24
i - SNBINHFX— A T7TARNTIF ¥ (PKD) FT A KR
Router (ca-trustpoint) # vrf myvrf /]) g ]\ C VRF /r ~ A & ~ A %:J:Eﬁz Liﬁ_o
ATy 78 |ip-address {ip-address | interface | none} (FE) fHESNTA v 2 —T A ADIPT N A& i
EIORICE D E T,
151 - .
*IPVv4 E7-1XIPv6 7 R L ADWEFNEHEET 51T,
Router (ca-trustpoint) # i dd . ¥ 4=
Loyttt i daress ip-addvess 815 17 L 57,
=B DA BT oA ARIEET DHITIL, interface
S ERITUET,
*IP 7 RLRAZEHRWVIGATL, none ¥ — U — &%
ITLET,
G¥) ZDaAwy RIRA F—=T Mo T DA, &
DKTARNKAY NOBEEFFIZIP T RLADT
07 MNIRRENERE A,
AT 79 |serial-number [none] (fEE) none ¥ —U — REFITLARWGAIL, FEPIEZK
TA—2DV VT NEFERELET,
151 - B
CREEZRIZV Y TR G EEOROEATL. none
Router (ca-trustpoint) # serial-number ﬁ?*‘t7“‘f:%f§§?fl/§Eﬁf
ATY auto-enroll [percent] [regenerate] (EE) BEWEEE A x—7 M LET, Zhickv, 7
710 TA T NI CALHEIMIZ O — /LA — N—FEE A

51 -

Router (ca-trustpoint) # auto-enroll
regenerate

RTEET,

* HEVRERA R — T L TRWGE . FEHEO IR
TAT M aFETPKLICHBERT Z2MNENH Y £
R
CTFTITHINENTIE, V—H DALY F =L VAT A
(DNS) 472 AFERFEICEO bNET,
* BUTOFEAEZEOG N ED S— T — VI
L7z Xz, BTLVAEERER SN D L) ICHEET
DHITIE, percent G AR LET,
CHRTEOF—RTTICHFET %A TH, iEHED
FLWF—Z4T 521X, regenerate ¥ — 7 — K%
EHLET,
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REZREi G, HILWVF— X7 b/ AR — | Alfg
T, WODAAV IR NTARNKRA L har7 g
Xal—ra IR RIN, F—XT NI X
R— NATEEDNE D SR E&dvE T, T RSA key
pair associated with trustpoint is exportable. |
GE) FLWF— 7L, X2V 7 4 EoORIEICK
WA BT OITAERT 2 2 & ZHERE L £ 97,
ATY usagemethodl [method2 [method3]] (EE) GEAEFEORMOMEZREE L ET,
71
i - *FREWRE/ A7 > a T ike, ssl-client, 35 LN
' ssl-server T9, 7 7 # /L~ ike T,
Router (ca-trustpoint) # usage ssl-client
ATY passwordstring (EE) FEHEOR) ATV — RERELET,
712 .
Bl - C DAYy RPRA F—T NIl >TWDHEE, ZO b
' T A MRA 2 R OB SAT — IR bhvE
Router (ca-trustpoint) # password stringl /Vo
GE) SCEPMEM SN TWDHE, ZONAY— %
MU L CREBIBER 2R TEET (£< 0
B TUHA L RAT = RETIEO A T =
ALK >TTONET) &
2Ty rsakeypairkey-labelkey-sizeencryption-key-size]] | ({£&) FERHEICE#ENTIT 5% — T ZIEEL£T,
713 .
Bl - * key-label -} & DX — XTINEZFE L2V, HDHWT
' auto-enrollregenerate =~ > RS FAT S5 1.
Rggizrégjétrustpoint) # rsakeypair key-label yﬂ\zﬁﬁﬂﬂgcc F— ?/\/I/ﬁf’% DF— 27 ﬁ)iﬁ XhE -aAo
X —% AT DTOD key-size 5IEEETE L.
encryption-key-size 5|3z 5 E L T, R OB 51k, &
¥ —, BIOGEHELER L 7, key-size &
encryption-key-size [L[7] U HA XA TR TIUTR Y £
Poo 2088 RIiDR S ZIEET L Z LIRS EE
Ao
G¥) ZDawy RPA =TI TRWEEIZ, FQDN
F— T BEHSNET,
ATY fingerprintca-fingerprint (LE) BAERFZ CAREED 7 4 v =7V v b ERE
714 TLT74 =TV b EREELET,

151 -

Router (ca-trustpoint)# fingerprint 12EF53FA
355CD23E 12EF53FA 355CD23E

W ARF— (VISR SO FolmBAAF

GE) T4 =TV FBEESNTE LT, CAGE
EORBRENA X2 T 7T 4 TIRGE. 74
=7V MIMGERICERRSNET,



| PaostBREEROSE

amesgsr-ranzzoze [

IRV REREFTIVa Y By
ATy ondevicename: (LE) HEEGROWM S — KK Z, RSAF—RNMEE S
715 N EEICR U TER SN D Ko ELET,
i - .
*FREFRE/REEEIZIZ, NVRAM, 2 — /LT A7
Router (ca-trustpoint) # on usbtokenO: jﬁJ:(ﬁll:i/i“—ff/b/i/LJ77/L//§;< ([JSB) k“—57;/
NHYES, USB h—27 0, ARL—Y T34 R
DSz, B fbdEE & LCfETEE$, USB h—7
vENEGEEE LTENT L, P—2 TR 4
B, B4, FREE/R & RSA BEA EITTE £7,
ATY exit CANTZAMKRA VP ar7 4 F¥al—rart—Rak
716 TL, Zu—Lary74Xal— gy F—RICRED
11 - *7,
Router (ca-trustpoint) # exit
ZFw  |cryptopkiauthenticatename CAGEMIE 2 TS LT, RAELET,
711 - . . -
5l - CHEAET 4 =TV U NETF oy I THEIRDD
' nrha, iFREZ 4 H—F I  EF oy s LE
Router (config) # crypto pki authenticate mytp 7fo
GE) CAFFHAEN a7 4 F 2 b —3 g ITTIZ
n— RENTWBHAE, Zoavy NIt 7y s
NS
25y exit Ja—n_nary 74 X¥al—aryET—REKRTLET,
718
151 -
Router (config) # exit
ATy copysystem:running-confignvram:startup-config| ({L-&) {72 7 4 ¥ =21 —3 3 % NVRAM A X — |k
519 Tyl ar7 Xal—yala—LET,
Bl - G¥) FITar 74X alb—varNEREERTWHTH
Router# on . . NVRAM I IZEZIAEFN TWARWEAIT, BHEIRE
nvram:stactup-config - 12 & > C NVRAM B EH S E A,
ATy showcryptopkicertificates (EE) a—A—_"—3FHEX Yo, GFHEICET A1
720 WmEFRTRILET,

51 -

Router# show crypto pki certificates

DRAF—A VISRV FYRBETSAF



PKI DSIFAEEREOZE |
B scoamszions

FETOASTEHZDRTE

FECTOFEAERGKIX, TFTP 72X TFETON v F T RRX—X F Rk > TRETE £ T,
INHLOFRIEHE T E S, CANSCEP #% KR —F LAWEAEIFL—F2E CAMDOFR Yy NT—
IR AR RER AT TE £9, FETOMPAERRERET HI21E. KOWTADIE
ErFITLET,

SIEAEZXBRERFAOPEMEEX 774U

FEEZSRA O PEM G 7 7 A Wi, SR ELIET a7 7 A _R— 2 DX FH LT CA ¥ —
NInDREHEZERT 25K B E T, PEMERT 7 A Va2 & V—F TRAFDRE
HEZEEENTE £,

FHTORASEHICHT SHNEE

SCEP DO HfIE1E

SCEP BMEHENTWAEAS., URL AV B2 52 LR LERA, DF D, Bk URL 2
Thttp://mycal T 584, CAFEFHEZ TG L7-#% LA EZ 5T HR1 T, BERURLEZZEH L
RNTL7EE, 22— E, TFTP L FETOH v TV RRX—RA YD E2 52 LR TEE
—é—O

F—BEICET IHHNEE

crypto key generate =~ > RZHH L T, ¥—Z2FHTHAELZWVWTLLEIV, F—DOFAEIL,
regenerate % — U — R Z 87 L T crypto pkienroll =~ > RZF1T L 7,

HYy 72U RR—=X MK BIEAEEFZDRT
ZOEEIF. By T RR—X MNMCEAFEAEREERET H-DICFEITLET, PKIICZEM
LTCWAETIZH LTIy b7 v F—2 h FRUC L 2 FECTOFERE R ERET D11, K
DIEEETFATLE T,

BEF—A VTSR RTIFolAAAF
| 112 | I



| PaostBREEROSE

FIEDHEE

FIED

enable
configureterminal
cryptopkitrustpointname
enrollmentterminalpem

fingerprintca-fingerprint

exit

crypto pki enroll name

© PO NGO e wWN =

10. exit

11. showceryptopkicertificates

cryptopkiauthenticatename

sycoiapzziost I

. crypto pki import name certificate

ARV RFERRTI VY

Sl

ATy T

enable

1 -

Router> enable

KitE EXEC E— R& A 2 —7 /WM LET,
*NRATU—REANLET (EEREn=HE) ,

ATvT2

configureterminal

1 -

Router# configure terminal

Ja—r\)Lary7 4 Fal—aryE— REBBLET,

ATvT3

cryptopkitrustpointname

1 -

Router (config) # crypto pki
trustpoint mytp

FIARRA L PBLORESNTZA4RIZES LT, CA MR b
RAVEF a7 X2l —ay B—REHBLET,

ATvT4

enrollmentterminalpem

1 -

Router (ca-trustpoint) #
enrollment terminal

By hT o RR—X MK D TFECTOEAERRFXNE2HBELE
‘a‘o

REAEZERIL, FEITaE— (FFUIVERY) TEH L)
W2, Y =R BICER RS nE T,
pem : PEM B OGEHFE R A 2 2V — Wl RITx L CARL
TH5ELIONTAMRA U MERELET,

BRF—AVISRSIIFYHEBAIF I
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PKI DSIFAEEREOZE |

ARV RFERRTI Y

Sl

ATvT5 fingerprintca-fingerprint (&) FERERFIC CARERAED Y 4 =7V FERET L7 4
PH—=TV U hERELET,
b B TV A—T U MRS TORNEAE, T
Router (ca-trustpoint) # =71V v MIBGEHICERINET,
fingerprint 12EF53FA 355CD23E
12EF53FA 355CD23E
ATvT6 exit CANTARKRAV bar7 4 Fal—varyE—ReKTL, 7
0—/N)L a7 4 Xal—vary ET—RIEDET,
11
Router (ca-trustpoint) # exit
ATFvIT1 cryptopkiauthenticatename CAGEHEZIS LT, FEELE T,
11
Router (config) # crypto pki
authenticate mytp
ATv78 crypto pki enroll name REEECR A AR L, GEE—ANCa bt —B IO —2 57
WICERZRRLET,
i B
CRFHEERIZL—ZDFQDNBLWIP T RLAZEDHNE
Saroll mgep | P 5 17 ¥ OBEKIERA KD HIET, 32— VRICH L
TAEAEEREZ R R T IHINIOWNTHBBINTX T,
* MELZJS UC, Base 64 75 5ALREIE % PEM ~ v ¥ — & 1)
T, FEMHTFFICRRLES,
ATv79 crypto pki import name certificate | =2 — Ui R CREIEZ FEI T A — M LET QE0 AT F

1

Router (config) # crypto pki
import mytp certificate

W ARF— (VISR SO FolmBAAF

)

* Base 64 5 BAVEEAE T 2 oV — VR BT B, NE
SEAET — 2 _R— 2 A S E T,

GE) Aigd—, BALF—, BIOWEX—%2EHT 254813,
Zoavwry RE2EANTIZVLENLYET, Z0aw
YRBIDTATI SN E &, FEAED 1 OB L—FIT
R—=Z2 hEnNFET, Zoa~vwr FR2EEICAL SN
X L) 1 OOREAENR L —HIZAN—A FENET,
EH5OEFAENEICR—Z RSN THEH Y ¥ A,

GE) —ERD CA X, FFAZERO AR —FREEHL L, AL
HAEMOFEAEEZRITLUET, THEHAORIERN Z I
T LT, WHBROEHEL A R R— L TL
W0, =L, ERESND250F— XTDONTH
HAEA L EE A,
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sycoiapzziost I

ARV RFEREETO3 Y B#
ATv710 exit Jua—sLar7 4 Xal—varyT—RERKRTLET,
£
Router (config) # exit
ATvIT 1 showcryptopkicertificates (EE) FEHE. CA OFEE, B XU RAGEHFICHT L 1EHE
FRLET,
1
Router# show crypto pki
certificates

TFTP IZ K 5EBAZEE DK TE

ZOE¥EIL, TFTPIZ L A5 ERBRARTET A OICETLET, ZOEX£42FETTH &, TFTP

P— B L CFE CIFHERG AR ETE £,

[T L& BHIIC
* TFTP IZ & » CiEAERE AR T T 2L 6%, HHT 28 U)7 URL N> TWAHHLERH
D iﬂ‘o
* L—% X, cryptopkienroll 2~ R CTFTP #— N7 7 A L EEZIATLZ LN TE HMHE
N0 £9,
* 77 A NVARE L T enrollment =~ > REHHAT B E. 77 A ML, XA F U T x—
~ v hE721% Base 64 755D CA FEHEN G TN TV AXLERH D £,
* THEAD CA BFEHEZRNO X —0HREREZEH L, WHEOOEREL T Z2RITT 5
MNEIMEH> TEBMLERHY 77,

>

FE HOTFTP H— Tl V=R EFEZIALARRICRDEN, 77 AP — N EITFEL T
WORENHY T, IZFEAEDTFTP Yy — 1T, 77 A V% FEXTEXLERHD F
T, EEON—Z FIIMOIEEIZ L - TIEAZEERN/EZIAEINTY, EEBEXINDHIEN
HHTD, ZOBIEZ K> TERPECHAREENH Y £5, 2070, GEPEEREZF T
HEMNZ, FTRBEER T 4o =TV v b eTF 2w 7 THNENH D CAEIRE I ATHGE £
FOREEH L EEA,

ABF— A VTSRS HF v HEAA K
| .HIEII



B scoamszions

FIEDHEE

FIED

enable
configureterminal

cryptopkitrustpointname

fingerprintca-fingerprint
exit
cryptopkiauthenticatename

crypto pki enroll name

© e NS RN =

10. exit
11. showceryptopkicertificates

PKI DFEBAE H DR E

enrollment [mode] [retry period minutes] [retry count number] url url [pem]

. crypto pki import name certificate

ARV RFERRTIVa Y

E:g)

ATy T

enable

1 -

Router> enable

M EXEC T— F& A 2 —T7 M LFET,
c NRRAU—KREZADLET (FERENTZHA) &

ATvT2

configureterminal

1 -

Router# configure terminal

Ju—r) a7 4 Fal—aryE— REBLET,

ATvT3

cryptopkitrustpointname

1 -

Router (config)# crypto pki
trustpoint mytp

NZARNRA LV RBIORESNTARIZES LT, CANT A
FRA Y F a7 4 Xalb—ary T—FaBLET,

ATvT4

enrollment [mode] [retry period minutes]
[retry count number] url url [pem]

1 -

Router (ca-trustpoint)# enrollment
url
tftp://certserver/file specification

W ARF— (VISR SO FolmBAAF

BERERZEE LT, CAFEAZE L V—# I ER L MEEDO A
T a ORI A=EZERET 50O E LT TFTP
FRELET,
(GE) TFTP %k D34 . URL 1% TFTP URL
(tftp://example_tftp url) & L CEHETHMLENH D £
7,
*TFTP URL (Zi%, [EED 7 7 A NEET 7 A WA EFEHT

EET, T ANMEENEENTWRWEGEIL. FQDN 28
FHEINET, 77 A VEEREENL TV DEAIEL. L—



PKI DFEBRE B DR E

sycoiapzziost I

ARV RFERRETIVa Y

=)

IR EENTZT 7 A NI Teal EWIHEFZAINL
*9,

AT7w 75  |fingerprintca-fingerprint (FE) CABHENLT U hAT N FHRUIC L > TRITIS
CAGEHED 7 4 v W=7V FEEELET,
A GE) T4V H—T U MEESATORVESE. 7 4
Router (ca-trustpoint)# fingerprint V=7V v MIKEERICERINE T,
12EF53FA 355CD23E 12EF53FA 355CD23E
ATFwvT6 |exit CARTAIRA L har7 4 F¥Fal—rarET—RE&TL,
Ju—r )L ar 7 4 Fal—aryET—RIEY FT,
il -
Router (ca-trustpoint) # exit
ATvI1 cryptopkiauthenticatename FRE SN TFTP H— 305 CAGEBEZ IS L CRAEL £,
i -
Router (config)# crypto pki
authenticate mytp
AT wF8 |cryptopkienroll name AERAEELR 2 AR L, ZOERE TFTP h— N CEE AL T T,
Bl - CFFHEERICL—ZDFQDN B L ONIP 7 RLAEE D5
' ME D INR EDRGIEFRE RO ONET, 3V — R
Router (config)# crypto pki enroll ﬂlﬁﬁﬁ)%%%*%i«%ﬂ?ﬁ‘éﬁ)& 5 ﬁ)ilob\fﬁm%ﬂiﬁ‘o
mytp
cEBXIAEND T 7 ANKITIT Treq) &0 D HEIE TN
SNFET, Higdx—, BAX—, BLOKEZX—0854E,
2ODERPAER SN THEEEINET, HikF—DERT 7
A NVAITIE, YEIR T T-signreq) 38X TN T-encrreq) ME4L
ZifmsnEd,
ATFvT9 crypto pki import name certificate A XNTFEHAELZ RS T A2 Y — LR T, TFTPIC L - T

1 -

Router (config)# crypto pki import
mytp certificate

AEEAE A UAR— M LET

C—2UE, JREETA Treq) 206 Tert) ICEBEINZ &
ZERWT, BEROEBIHEHLZRC 7 7 A VA AL
T, A SN #ES TFTP IZ X » THEG L L 5 LikA
F9, HiEx—itHEOLE ., ILikF [-signert) BLT
l-encrert) 2MEHIIVET,

—F T, ZE LT 7 A NVE N U CEEEAREE L.
REEZ L — X ONEREAET — # X— XA L £ 7,

DRAF—A VISRV FYRBETSAF



PKI DR EZROFZE |
B =vcounzzpon:

ARy RFEEEFT7IVa Y B
GE) —¥D CAVE, AEHEIEROHR S —E A2 EIE L.,
A BHBOEAEEZEITLET, JHEHO CAPEFHA
EFORO B —EREIERT 2548, WHBBRO
SERAESS TR A VAR— LT EFEW, —F %, £
BHEND2O00F— XTONTHHEHLETA,
RFvT10  exit Ja—s\yar7 4 Fal—varyET—REKTLET,
1
Router (config) # exit
A7 w711 |showcryptopkicertificates (EE) FEAE, CAOREHE, BLORAGEHEICET 2 EH
FFERRFLET,
1

Router# show crypto pki certificates

Trend Micro H—/\& X 2 7HBIEXITO-HODURL Y > T DEFREE
Z DOYEEIE, Trend Micro r— "¢ X o TILHETED X OICTHURL 74 A H U v 7T
INDBY T ERIETHTDICFATLET,

A

G EXal7 1 OBEE, THAUSHHIT 2D ORFBLEINITHICE L L TOES, Y A0k
FORESALICBI T 2 HELEFEHIZ OV CiE,  [Next Generation Encryption (NGE) J R 7 A k ~—
N—=ZRLTIZEN,

W ARF— (VISR SO FolmBAAF


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
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FHTORAEREDRE

FIROWE
1. enable
2. clocksethh:mm:ssdatemonthyear
3. configureterminal
4. clocktimezonezone hours-offset [minutes-offset |
5. iphttpserver
6. hostnamename
1. ipdomain-namename
8. cryptokeygeneratersageneral-keysmodulusmodulus-size
9. cryptopkitrustpointname
10. enrollmentterminal
11. cryptocaauthenticatename
12. Base 64 f5 (LD CAGEHENEEFN TN DHROTFA M E a2t —L, 7rr 7 MIt—
A MLET,
B.yes EAT L, ZOREAEEZZIFANET,
14. serial-number
15. revocation-checknone
16. end
17. trmregister
FIEDFEHE
ARV RFEREEFT7TIVa Y ]3]
X |enable ¥t EXEC E— F& A X —7 MICLE T,
T . . .
e AT —REANLET @ERSINEHE) .
Router> enable
= clocksetih:mm:ssdatemonthyear N—BDr a7 EH/ELET,
T
72 |l
Router# clock set 23:22:00 22 Dec 2009
Z configureterminal Jua— ) ar7 4 Xal—yarET—RERBLET,
TV
73 |l

Router# configure terminal

BRF—AVISRSIIFYHEBAIF I



PKI DSEBAEZBEOHRE |
B scoamszions

ARV KRFERETIVaY B
x clocktimezonezone hours-offset [minutes-offset ] e A2RELET,
;: Bl - * zone 51EUT. FFEAF OA4RITT CAFEIIARMEIREE) o hours-offset
' SlEGE, LR 2 RERIE S W E AR (UTC) 2B 572 H IR
Router (config) # clock timezone PST -08 %{T'@‘O minutes—oﬁ%et ‘§|§ﬁﬂi\ 1ﬁﬂﬂﬁéﬁéj‘=?ﬁ'ﬁ%ﬁ§ UTC f)lEﬁ:ch
G¥) clocktimezone =1~ > R D minutes-offset 51 4%1%, v —h /LE;
f# O UTC £7213 7Y = v DIEHER; (GMT) 2D D 7N
LR ORSG TRRLGEITEATE 3, 2Ll
T RTUT 4y 7 AT EO—EHORIBOREEA  OKPEHEE
#eIE (AST) ) X UTC-3.5 T4, ZoOHsE, HEiha~vy
KX clocktimezoneAST-330 & 72 V) £ 9,
z iphttpserver HTTP $h— "% A R—T7 ML ET,
TY
75 |6l
Router (config)# ip http server
2 hostnamename JL—BZDIRA NG ERTELET,
TY
76 |fl:
Router (config) # hostname hostnamel
2 ipdomain-namename IW—BDRAAL 5 TERLET,
TY
71 |6
Router (config) # ip domain-name example.com
x cryptokeygeneratersageneral-keysmodulusmodulus-size | 52— %2 A&k L ¥ 7,
;; Bl - * general-keys ¥ — 7 — N{X, WHDOF— <7 B4k s Z &
' ERELET, ZABT 74 FTT
Router (config) # crypto key generate rsa §
general-keys modulus general * modulus ¥ — 7V — R & modulus-size 5| 8%, ¥—DFET 2T AD
PHARERELET, 774V T, CAF—DEY 2T A
P A X31024 €y FTT, RSAF—ZAMT 556, V=27
ADEIEANTLHEIIRESNET, EVa2TADORINE
WEELEENEED ET08, AR EERICH LR b &<
720 FET, 2048 KiiOR I AfET L Z LRI EE A,
GE) AR EN LR F—D4HNT, FIET7 THRELE FAL
ZNZESEET, e xR F—D4ENL lexample.com)
2720 E9,

BEF—A VTSR RTIFolAAAF
| 120 | I
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sycoiapzziost I

AU REREETO V3 Y

E:g)

x cryptopkitrustpointname N—BPMERTLCAZES L, CANTFARRA L h a7 4%
TV L—yay E—ReftbLET,
79 |#: GE) Cisco I0S Release 12.3(8)T THZITT, cryptocatrustpoi
Router (config) # crypto pki trustpoint mytp =< RN eryptopkitrustpoint =~ > FIZE X #iz Hi
L7z,
X | enrollmentterminal Ay b7V RR=Z MZ LD FE COFENERSA XL BT L ET
T _ \ . .
2w el CHEIEILRIL, FEITaE— (EEW0HD) TXBHLHL
' oy — R EICERENET,
Router (ca-trustpoint)# enrollment terminal
z cryptocaauthenticatename CA DA ZFIFEE L TEEL, ZhEFIELET,
TV . e N
j11 {5“ . /5(0):7/ b@mﬁﬁ)%méhij—o

Router (ca-trustpoint) # crypto ca authenticate mytp

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself.

BRF—AVISRSIIFYHEBAIF I



FHTORAEREDRE

PKI DSIFAEEREOZE |

AR RFEREETO V3 Y

E:g)

Ty

712

Base 64 75 5L D CAFEFAEREEN TV DBRDOT X

AMISEIE—L, TRYT M= PLET,

MIIDIDCCAomgAwWIBAgIENdA70zzANBgkghkiGOwOBAQUFADBOMQswCQYDVQQGEWJV
UzEQMA4GA1UEChMHRXF1aWZheDEtMCsGALUECxMkRXF1aWzZheCBTZWN1cmUgQ2Vy
dG1lmaWNhdGUgQXV0aG9yaXR5MB4XDTk4MDgyMjE2NDE1MVoXDTE4MDgyMjE2NDE L
MVowTjELMAKGA1UEBhMCVVMxEDAOBgNVBAOTBOVXAW1mYXgxLTArBgNVBASTJEVX
dWlmYXggU2VjdXJ1IENlcnRpZmljYXR1ITIEF1dGhveml0eTCBnzANBgkghkiGOw0OB
AQEFAAOBIQAWGYKCGYEAWV2xWGCIYubgmiOfCG2RFG1YCh7+2gRVE4RiICPREM6E
BeC4AfBONOziipUEZKzxalNfBbPLZ4C/QgKO/t0BCezhABRP/PvwDN1Dulsr4R+A
cJKVV5MW8Q+XarfCaCMczE1ZMKxRHIuvK9buY0V7xd1lfUNLJUA8610e/FP3gx7kC
AWEAAaOCAQkwggEFMHAGA1UdHWRpMGCcwZaBjoGGkXzBAMQswCQYDVQQGEwWJVUZEQ
MA4GA1UEChMHRXF1aWZheDEtMCsGALlUECxMkRXF1aWzZheCBTZWN1cmUgQ2VydGlm
aWNhdGUgQXV0aG9yaXR5MQOwCwYDVQQODEWRDUkwxMBOGA1UJEAQTMBGBDz IwMTgw
ODIyMTYOMTUxXWJjALBgNVHQS8EBAMCAQYWHwWYDVROJBBgwFOAUSOZ0o+SvSspXXRIg]j
IBBPM5iQn9QwHQYDVROOBBYEFE jmaPkrOrKV10fYIyAQTzOYkJ/UMAWGA1UdEWQF
MAMBAf8wGgYJKoZIhvZ9BOEABAOWCxSFVIMuMGMDAgbAMAOGCSgGSIb3DQEBBQUA
A4GBAFjOKer89961zgK5F7WFObnj4JXMITENAKaSbn+2kmOeUJXRmm/kEA5ThWeY
793 /WsjTVbImcVEewCHrPSqnIOkBBIZCe/zuf6IWUrvVnZ9NA2zsmWLIodz2uFHdh

lvogZiegDfgnclzgcPGUIWVEX/r87ylogaKHee9570+sB3c4

WD~y ROMAONERINET,

Certificate has the following attributes:

Fingerprint MD5: 67CBS9DCO 13248A82 9BB2171E DI11BECD4

Fingerprint SHAl: D23209AD 23D31423 2174E40D 7F9D6213

9786633A

TV

713

yes E AL, ZOFEHEEZITANET,

W 2RAF—A2ISAMSIFBEAAE

)

% Do you accept this certificate? [yes/no]: yes

WD <y ROWMAONRERSNET,

Trustpoint CA certificate accepted.

)

% Certificate successfully imported
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sgRA0ksnacEaiaREossLizs2%E [

AU REREETO V3 Y

E:g)

G SN
2 ¢

serial-number

151 -

hostnamel (ca-trustpoint)# serial-number

N—F D) TNESEZIFAEERTIEELET,

(AR I
T RY

revocation-checknone

151 -

hostnamel (ca-trustpoint)# revocation-check none

FERAEOMBRNEHEIND Z L2 RELET,

i -
2 end CAFIARRA U P a7 4 F¥al—arB—FREKTL, !
Fw ¥E EXEC E— RIZEE D £,
716 |5 :
hostnamel (ca-trustpoint) # end
z trmregister Trend Micro ¥ — &gk 7 0t 2 & FH) TR L E7,
TV
717 |6l :

hostnamel# trm register

BHEADKBEHNBECES

REBAEZE D SSLIC &K 557

ZIZTIE, IROAATIZHOWTHHALET,

MY

G¥) NS DOIEEITLEETT, 2L, HTTPS — % A X —T /LI LIZBE . 2O —RR1F
74V MEZER L CHEBIMICH CBAGEAEL KT D05 T,

Kt HCELAZOHE

SSL 7’1 b 2vid, HTTPS —"E 27 T4 T F (Web 77 U) OB TES o 7 7B 2 M
TEHEDIHERENET, SSLAY Ry = 7D, 79472 M, T TICFAE L TWAEEH

LA LT SSL — "OFEHEN

FERRETH D LAELET,

CiscolOS V' 7 b U = 7 INHTTP B — R CHEH TE 2FFAEZ R L T 2 WGE, — N E, PKI
TV =gy FalII v A0 —T7 42 (APD) ZMEOH L THCZ4 A E 2 4Rk

BRF—AVISRSIIFYHEBAIF I



PKI DSIFAEEREOZE |

B 25A0XSHECELIRSOSSLICLZBE

HE Re IR

Y

LET, 2947 FRZOHCEAMAFEZZ TR 72200 b 6T, MEETE R2WVEE,
A—WPICLDMADBRETY, 77472 NI, SEAELZTAND D, HETHMAT L7201
TN E I aeBRET, EAELZTAND L, SSLAY Ry =A 73T ET,

TRLE, RC 27 FA4 7 &P =D SSL N> Rz A 7 Tk, A CAEHENMEH S E

9, 2L, v—F&EVun—RT5E, BOCBAENEIIRDNVES, 054, HTTPS h—
H LW E OB EZERT 20 ERH Y £7, ZOH LWV A CEAGEEIIRIOGEE &
—HLR2WH, ZOHCELMIEEZZTANDLINE ) DEERERINET,

=B RNY) a— RT LN —FDFEHEEZZITANDNE S DR IND & ZORERHIZ,
YWBBH AR ERGEAELZ AT OS2 52T LEI ZE0NHY £9, KFNHE B4 IEHET
. V= FDAZ— T w7 ar7 4 Xalb—g JCEHAERRGFTLIZLICEY, Zhbo
HilR 2 TR L TV E T,

1 DOXKFEH H CBAFEAFIZIZ. FTA MRS FE 1 DETRETEET,

GE)

HEBLAEAEOIEREZIZ, W—FDIP KAA VA ETIIHRA ML EEE LN TL 720,
WL DARTIEZER T 5L BLBAEHEDOHEN N -3 T, REFHD FT A b
RA IR EEEEINET, WebVPN X, SSL F 7 & hiRA > b4 % WebVPN 77— F 7 = o
WEICHEELET, FILLWHCBAGEHEN NI A—ENb &, HILWET A RRA VRN
WebVPN &% iE & —H L7222 <720, WebVPN #feiL L £,

SR RRA Y FORESSVBECERABASZ/NI A -2 DIEE

Y

G¥)

TX 2 VT4 OBBE . FRUCKTT D72 OB SLEMITHICEL L TOET, v A DR
FORESALICB T 2 HESEFETEIZ DWW CiE,  [Next Generation Encryption (NGE) J| "D A bk ~_—
NR—%BZR LT EEN,

FIAPRA L PEREL, HOLBAGATANT A—Z ZHET L1213, ROEEEZFEITLET,

BDEF—AVIZTRAMSIFYBRAA R


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
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sgRA0ksnacEaiaREossLizs2%E [

FIROWE
1. enable
2. configureterminal
3. cryptopkitrustpointname
4. enrollmentselfsigned
5. subject-name [x.500-name]
6. rsakeypairkey-label [key-size [encryption-key-size]]
1. cryptopkienrollname
8. end
9. showcryptopkicertificates|trustpoint-name[verbose]]
10. showcryptopkitrustpoints[status | label [status]]
FlED M
ARV RFERERETY a3y B#
ATvI1 enable M EXEC E— R& A R—7 /ML ET,
Bl - 2T —=REANLET (FERIWESHH) .
Router> enable
RATFwS2 configureterminal Jua—nR)ar7 4 FXal—arE— RE2BBL
ESC AN
i -
Router# configure terminal
ATv73 cryptopkitrustpointname N—BPMERTLCAZES L, CAFT A RRA
harvr7s4Fal—var®—RERBLET,
i| .
Bl : GE) Cisco I0S Release 12.3(8)T THZhTT,
Router (config) # crypto pki trustpoint local cryptocatrustpoint o< N
cryptopkitrustpoint =~ > N{ZE X #12 5
NnWE LT,
ZF w74 | enrollmentselfsigned OB A BRI E LT,
il
Router (ca-trustpoint) # enrollment selfsigned
ATvT5 subject-name [x.500-name] (&) FEAFZSRICHEMN T 2 2Rk 4 24 E L E

1 -

Router (ca-trustpoint) # subject-name

R

* x-500-name 5|1 EELRWES. T 74/ b
4, Td % FQDN Ml S £,

BRF—AVISRSIIFYHEBAIF I
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AU RFEEET7I 3y

E[:)

ATvT6 rsakeypairkey-label [key-size [encryption-key-size]] | (L) ZFBHEICBETITAF— T ZEELE T,
1 * key-label SIEDEN EIZHFAE L 720, HDH VT
' auto-enrollregenerate =~ > N3 RIT S iz G
igzger(ca—trustpoint)# rsakeypair examplekey 5i\ %ﬁ%%ﬂ#ﬁiZ:0>§I§i0>ﬁiﬁ§ﬁzﬁiz§%L§E7fo
* X —H AT DTOD key-size I EHETE L.
encryption-key-size B 3z 5 L C, EROK 5
b, BAX—, BLUGEHAZEZZERLE T,
key-size & encryption-key-size |Z[F] U A X T7p
JAUER D A, 2048 RIEORE S EEET S
ZEEIHEREE N EEA,
GE) ZDAT Y RHRAR—=T N TRWGEIT,
FQDN F— X7 MEH S ET,
ATvT1 cryptopkienrollname Kie B CBAGEAEAE AR T 5 X 9 —HITHR
L/ i j—o
fi
Router (ca-trustpoint) # crypto pki enroll local
ATv78 |end L&) CARNTFARKRA L Far 74 F¥al— s
VE—FRERKTLET,
Bl cJu— a4 F¥al—igrE— NEK
Router (ca-trustpoint) # end THA7H. —oavwr ReEbLH—FEANLE
ﬁ‘o
Z5wF9 | showeryptopkicertificates[trustpoint-namelverbose]] | EI E, FBALRAENIE . 35 L OHEE O BRI ALY
FIZHATEHRER R LET,
fi)
Router# show crypto pki certificates local
verbose
ATFv 710 showcryptopkitrustpoints[status | label [status]] IW—BIZHEESNTWVWA NI ARNRAL Y FERRL

1 -

Router# show crypto pki trustpoints status

£,

HTTPS H—/\D A =*—J)L{t
HTTPS Y — "% A 2 —7 M T HIT1F, ROVEEEFEITLET,

W AWE—AYTSRTHF oA R
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sgRA0ksnacEaiaREossLizs2%E [

NI A—HERETDHIZIE, PTAMRA YV bEERL, RETHDLENRHVET, 77411
EEFERAT I, T_XRTCOMFOHCEL F T A MRS F2HIBRLET, BEEBL T A b
WAV T _RTHIBRT D &, HTTPS =B A X —T MR B L2 2blc, =37 7 41
ME 26 L TR A O B4R EE AR L ET,

FIEDOHME
1. enable
2. configureterminal
3. iphttpsecure-server
4. end
5. copysystem:running-confignvram:startup-config
F gD 48
ARV REREETIVa Y =Lz
ATvT1 enable Rt EXEC £— R& A 31— 7 LIZLET,
. P RAT—REANLET ERINZHE) .
Router> enable
ATFv T2 configureterminal Ja—N)L a7 4 X2l — gy F— REBG
L/ i To
11
Router# configure terminal
ATvT3 iphttpsecure-server HTTPS Web H— "% A X —T7 /LI L ET,
bl GE)  F— 7 (Modulus 1024) X OHCEH
' AREAEN HERICAER SN ET,
Router (config)# ip http secure-server
2Ty T4 end Jua—sb ar7 4 FXalb—ary T FEgT
LET,
i
Router (config) # end
&AL copysystem:running-confignvram:startup-config|  r— 7 /)L |27 > T\ B E— N THCOELGFAER

&1 -

Router# copy system:running-config nvram:
startup-config

JOVHTTPS — & RIFL 7,

BRF—AVISRSIIFYHEBAIF I
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B 255 -EERR0IREER 0T 7/ LOBRE

ERFEFIIBEZRADOIBAEZR IO I 7M1 IILDERTE

Y

ZOVEET, BEFIFITEREAOFAERG T 7 s A N ERETDHT-DIZETLET, 20
TEZI1L, Y R 8—F ¢ RXUF—H CA T TR I LTV DFERE F 7213/ — ¥ % Cisco I0S
CAICBBEIIHEBRET A DOREET a7 7 A NV ERET LKL HET,

BERESRD HBBEIPICFF A SN D L DI, = RR—=F ¢ XU —BICAIZHEFEINTNDL—H
% CiscoIOS FEFAE Y — NIZBERT D ICI1E, ZDON—H A F—T NI LT, TOBFOEHESL
ERALET, ZOMWIELE A 2—7 /2T 5IT1E, enrollmentcredential == < > K% RT3 5 ME)
b ET, o, FEIC L HEAEBRGHIIHE T EH A,

[T L& BHIIC

WOIEZEIL, — R —F 4 RUF—BUCAIZT TIZBEINTWD Y T4 T 2 b b—% DFEH
BB SO T A NERETHENC, VI9A T N NA—FTEITLET, 2Lk, FOL—
4 % Cisco I0S FEFAE S — NIZHERETE £7,

*H—RR=T o RUF—RCAZRA L PTDFTARFA U OER
*Y—KNRN=T f NUF=BRCATDI TAT > b )b—H DFEFER & U %

G¥)

CFEAET R T s A NEFEHATHICIE, Xy NT—7IZ, CA~DOHTTP A V' #—T =4 A
NERESNTVDHLERDH D F7,

CEBT O T A NAPEEINTWVBEAE., b7 A MKRA v MEREIES URL W EE S
TWRWIERBVET, MFDa~<wy AP R—-FS T ThH, FTARMKRA LB
I Tc& da~y RiZ—EIC 1 27510 T,

* & CATHEAENS HTTP 22~ RIZITRBEN 2 W2, 22— 3EH L T\ 5 CA I
Lica~ry REANTHHERS Y £7,

BEF—A VTSR RTIFolAAAF
| 128 | I
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apEr-rEsgA0IRzER 07y L0EE I

FlEDHE
1. enable
2. configureterminal
3. cryptopkitrustpointname
4. enrollment profile label
5. exit
6. cryptopkiprofileenrollment/abel
1. kOWTFNNEFEITLET,
 authenticationurlur/
« authenticationterminal
8. authenticationcommand
9. kOWTNNEEITLET,
 enrollmenturlur/
* enrollmentterminal
10. enrollmentcredentiallabel
11. enrollmentcommand
12. parameternumber {valuevalue | promptstring}
13. exit
14. showcryptopkicertificates
FIED M
ARV EEREET7IVa Y =]:g]
ATy 1 enable FiHE EXEC E— R&E A X —7 I L E T,
Bl *RNAU—FREANLET (FERINEHEE) .
Router> enable
ATFv T2 configureterminal Jau—n)ary7 4 FXal—arET— RERBLET,
41 -

Router# configure terminal

BRF—AVISRSIIFYHEBAIF I
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OV RFEREETIVaY =]:g]
ATvT3 cryptopkitrustpointname FIZARRA L FBIUORESNIZARZES LT, CA
FGARRA L har 74 Xal— gy T— RaeBlh
i LET,
Router (config) # crypto pki trustpoint
Entrust
X574 | enrollment profile label BT B 7 7 A LB BRI K ORI S0
EolRELET,
1 :
Router (ca-trustpoint) # enrollment
profile E
ATy 75 exit CANIAPMRA YV Far7 4 ¥alb—ralrt— ek
TLET,
11 :
Router (ca-trustpoint) # exit
257y T6 cryptopkiprofileenrollment/abel BEk7 w7 7 A )& EFK L. caprofile-enroll =27 ¢ ¥ =
L—ya v E— REBLET,
{1 : . . .
* label : g7 07 7 A VDAL, BEET 0T 7 A N
Router (config) # crypto pki profile IZ. enrollmentprofile =~ > N THE I 74 Hi & [A]
enrollment E . N N
CTHLULERDHY £7,
ATvI1 WONWTNNEEITLET, FERERRRE R DIX(E e & 72 D CA H— 3D URL & f5iE
 authenticationurlur/ LETS
« authenticationterminal *url s o— S NRAEER & E T D CA Y —/SD URL,
HTTP % fl4 5854, URL % Thttp://CA name] &
WHOTBRIZT HHENHY £9, ZZ T, CA name
- [TCADRAFDNSA E721FIPT KL ATY, TFTP
Router . o ALY 256, 2O URLIE
outer (Ca—-prorile—enro - "1
authentical‘;ion url http://entrust:81 rtftpI//C6rtServer/ﬁle_SpeciﬁcationJ v ﬂ‘ﬁf‘w—?é
VR HD FF, (URLIZTZ 7 A B EDNEG Eh7
Bl WIS, L—Z DO FQDN MEF S Ed, )
Router (ca-profile-enroll) # By b K= 2 Mk B FBCON BRI 2 E L
authentication terminal
£7
ATv78 authenticationcommand (EE) FREDTZOIZ CAIZEEFE SN D HTTP 2~ R
BELET,
I -
Router (ca-profile-enroll) #
authentication command

W ARF— (VISR SO FolmBAAF
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apEr-rEsgA0IRzER 07y L0EE I

ARV RFERRTI VY

B

ATYT9 WONWT NN EFITLET, AERAE G ER A HTTP £ 721X TFTP IZ X » TEfFET 5
— =P
* enrollmenturlur/ CAY— 3D URL &fRiE L £ T
) By hT YRR ML B FETOMNERRAIEE L
* enrollmentterminal ERE
11 :
Router (ca-profile-enroll)# enrollment
1
Eitp://entrust:81/cda—cgi/clientcgi.exe
i :
151 :
Router (ca-profile-enroll)# enrollment
terminal
2Tv 710 enrollmentcredentiallabel (£&) CiscoIOS CA 1B I N DY — R —F ¢ X
H—8LCA NTARMKA LV NEEELET,
1| - = N
Bl (D FETOMHERENMEIN SN TOBEA, -
Router (ca-profile-enroll)# enrollment Da<w NiIRITTCEET A,
credential Entrust
ATvIN enrollmentcommand (EE) BEROT=OIZ CAIZEFE I D HTTP =2+ %
fRELET,
11 :
Router (ca-profile-enroll)# enrollment
command
ATFvT12 parameternumber {valuevalue | (EE) BT 77 ANDNRTA—2EEELET,
promptstring}
CIDavy REMVIRLUCHERT S &, ERofixis
15“ : H/IE’VC‘% jz—g—o
Router (ca-profile-enroll) # parameter 1
value aaaa-bbbb-cccc
ATv 713 exit ({EE) caprofile-enroll 2> 7 4 ¥ 2 L — 3 v E— K&
BTLET,
{1 :

Router (ca-profile-enroll) # exit

crma—N\ar7 4 Xal—iary ET— REKTT
Lz, Zoa<vwr s ReELH)>»—EANLET,

DRAF—A VISRV FYRBETSAF
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B raaszzsskonss

AV RFERETI3 Y B
25y T 14 showceryptopkicertificates (EE) FFBHE. CA OFFHE, B X U'RA FFHEICEET
LiEMEL R LET,
i -
Router# show crypto pki certificates

RDEXE

Cisco 10S CA I[THRERT D KON —F ZRE LG Al ZOBRELZENT 21003, fEE3n
P RR—=F f RUF—HLCA N T ARBA Y MIBERSNTZT AT > EL T BRERER%E
ZAFAID K 91T Cisco 10S GEMFE Y —NERET HHENH Y £3, FEMIZ OV T,

[ Configuring and Managing a Cisco I0S Certificate Server for PKI Deployment] % 2 L T< 72 &\,

PKI ZEBAE & £ Z K D X TE

SERAZE E G E - IL BB E XD EREH

WROBITIL, mytp-A] FEAEN—SBLOBEEMTONTZ N T A MRS FOREEZRLET,
ZOHITIE, FTAMKRA U FOPIHIOBEVRERIZ K > TAER S 4172 RSA ¥—723USB h—7
lusbtoken0| (& SN ET,

crypto pki server mytp-A
database level complete
issuer-name CN=company, L=city, C=country
grant auto
! Specifies that certificate requests will be granted automatically.
!
crypto pki trustpoint mytp-A
revocation-check none
rsakeypair myTP-A
storage usbtokenO:
! Specifies that keys will be stored on usbtokenO:.
on usbtoken0:

! Specifies that keys generated on initial auto enroll will be generated on and stored on ! usbtoken0:

BE) & XD EH

TKOFITIE, BRI — LA —R—% A 2 —T NI LT, —Z BNEIFFICHEIRIC CA 1T S
NDEINHETDHHIE, BLUOMERT R TORBEREREIHET D HEEZRLET,

crypto pki trustpoint trustptl
enrollment url http://trustptl.example.com//
subject-name OU=Spiral Dept., O=example.com

BDEF—AVIZTRAMSIFYBRAA R
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ip-address ethernet-0
serial-number none
usage ike

auto-enroll regenerate
password passwordl

rsa-key trustptl 2048
!

crypto pki certificate chain trustptl

certificate pki OB
30820293 3082023D A0030201
79310B30 09060355 04061302
0355040A 130C4369 73636F20
6F726420 746F206B 6168756C
6E692D75 31302043 65727469
30373134 32303536 32355A17
06035504 O0A130543 6973636F
2D343562 2E636973 636F2E63
4B003048 024100B3 0512A201
15E947F6 70997393 70CF34D6
6C136AEB 3C6C3902 03010001
1C060355 1D110415 30138211
03551D0E 04160414 247D9558
551D2304 18301680 14BD742C
0603551D 1F047E30 7C307AA0
73636F31 24302206 03550403
65204D61 6E616765 72A23AA4
24302206 03550403 131B796E
6E616765 72300D06 092A8648
E887007F 7A8DA24F 1ED5S5A785
0A25550A 25910E27 8B8B428E
quit

Y

0202010B
5553310B
53797374
75692049
66696361
0D303130
3120301E
6F6D305C
3B4243E1
63A86BIC
A381F630
706B692D
169B9A21
E892E819
3CAO3AA4
131B796E
38303631
692D7531
86F70D01
C5C60452
32F8D948

300D0609
30090603
656D3120
50495355
7465204D
37313430
06092786
300D0609
378A9703
4347A81A
81F3300B
3435622E
23D289CC
1D551D91
38303631
692D7531
0E300C06
30204365
01040500
47860061
3DD1784F

22864886
55040813
301E0603
31243022
616E6167
31323834
4886F70D
2A864886
8ACSE3CE
0551FC02
0603551D
63697363
2DDA2ASA
683F6DB2
0E300C06
30204365
0355040A
72746966
03410015
0C18093D
954C70

SEREBBERE T —BEDORES

F70D0101
02434131
55040B13
06035504
6572301E
335A3032
01090216
F70D0101
F77AF987
ABA62360
0F040403
6F2E636F
4F77C616
D8847A6C
0355040A
72746966
13054369
69636174
BC7CECF9
08958A77

04050030
15301306
17737562
03131B79
170D3030
310E300C
11706B69
01050003
B5A422C4
01EF7DD2
02052030
6D301D06
301F0603
73308185
13054369
69636174
73636F31
65204D61
696697DF
5737246B

G¥) ZOHITHEH, F—IFFEELE— LA —N"—HL INFE A,

AEAEREERET—BED

NFET, BEFR—t o T —IUB0ICRESNTNATZD,

‘@‘O

s E B

WOFHTIL, —Z PNEEIFIZ Ttrustmel ] &V 9 CAICHERIZE &I, BEin—L A4 — 33—
DA R—=T MWD X OIWTRET D HE%H R LE T, regenerate X — 7 — RIRFITINDHT20D,

HE)m— LA — "= Tt Z0MIND & HLWF—2GEAEICR L TAER S, BIIT

A EOFNM NS 1 FEOSHAT,
WEEBIER LT 5 36.5 HATICH LWVAEENER SN ET, EfFar 7 Fal—2a &k
FLTH, NVRAM [ZEZIA L2V E D BEVERGKIZ &> TNVRAM 3 EH SR\ ow, FE4T
AT 4 X2l —va YOEFFINVRAMAY — T v 7 a7 4 Falb—va VREFESNE

crypto pki trustpoint trustmel
enrollment url http://trustmel.example.com/

subject-name OU=Spiral Dept.,

ip-address ethernet0
serial-number none
auto-enroll 90 regenerate
password passwordl
rsakeypair trustmel 2048
exit

crypto pki authenticate trustmel
copy system:running-config nvram:startup-config

O=example.com

DRAF—A VISRV FYRBETSAF



Ay bT7 U ER—=Z MK HEEAEEZDHREH

AY b7 ER=R ML LEAAEZZDHETEH

ROBITIZ, By b7 RR=ZA ML FETOREST AL LT, IEAFERREHRET D

THEERLET,

Router (confiqg) #

crypto pki trustpoint TP

Router (ca-trustpoint) #

enrollment terminal

Router (ca-trustpoint) #

crypto pki authenticate TP

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
————— BEGIN CERTIFICATE-----

MIICNDCCAd6gAWIBAGIQOsCmXpVHWodKr yRoqULV7jANBgkghkiGIwOBAQUFADAS
MQOswCQYDVQQGEWJVUzZEWMBQGALUEChMNQ21zY28gU31zdGVtczESMBAGAIUEAXMT
bXNJjYS1yb290MB4XDTAYyMDIXNDAWNDYWMVOXDTA3MDIXNDAWNTQOOFowOTELMAKG
A1UEBhMCVVMxFjAUBgNVBAOTDUNpc2NVIFNS5c3R1bXMxEjAQBgNVBAMTCW1zY2EL
cm9vdDBcMAOGCSgGSTh3DQEBAQUAAOSAMEGCQQC x8nTIGFg+wvy3BjFbVi25wYoG
K2NOHWWHpgxFuFhqyBnIC00shIn9CtrdN3JvUNHrONIKocEWNKUGYmPWWGT fAGMB
AAGIgcEwgb4wCwYDVROPBAQDAGHGMA8GAIUJEWER/wQFMAMBAf8wHQYDVROOBBYE
FKIacsl6dKAfuNDVQymlSp7esf8iMGOGAIUAHWRMMGQWL6AtoCuGKWhOdHAGLY 9t
c2NhLXJvb3QvQ2VydEVucm9sbC9tc2NhLXJvb3QuY3JsMDGgL6AthitmaWx10i8v
XFxtc2NhLXJvb3RcQ2VydEVucm9sbFxtc2NhLXJvb3QuY3JsMBAGCSsGAQQBgjcV
AQQODAgEAMAOGCSOGSIb3DQEBBQUAAOEAeUZkZMX9gkoLHEETYTpVW] ZPQbBmwNRA
0JDSAYdtL3BcI/uLL5gq7EmODyGEfLyMGxuhQYx5r/40aSQgLCaBg+yg==

————— END CERTIFICATE-----

Certificate has the following attributes:

Fingerprint: D6C12961 CD78808A 4E02193C 0790082A

% Do you accept this certificate? [yes/no]:

y

Trustpoint CA certificate accepted.

% Certificate successfully imported

Router (confiqg) #

crypto pki enroll TP

Start certificate enrollment..

The subject name in the certificate will be:
Router.example.com

o e

% Include the router serial number in the subject name? [yes/no]:

-]

Include an IP address in the subject name? [no]:

=]

Display Certificate Request to terminal? [yes/no]:

y

Signature key certificate request -

Certificate Request follows:
MIIBhTCB7wIBADAIMSMwIQYJK0ZIhvcNAQkCFhRTYWS5kOmFnZ2VyLmNpc2NvLmNv
bTCBnzANBgkghkiGIwOBAQEFAAOB)QAWgYKCgYEAXdhXFDiWAN/hIZs9zfOtssKA
daoWYuOms9Fe/Pew01ldhl4vXdxgacstOs2Pr5wk6jLOPxpvxOJPWYyQOM61ipLmyVxy
0jhyLTrVohrh6Dngcvk+G/50hss909RxvONwx042pQchFnx 9EkMuZC7evwRxIJEQR
mMBHXBZ8GmMP3jYQsjS8MCAWEAAaAhMB8GCSgGSIb3DQEJIJDJESMBAWDgYDVROPAQH/
BAQDAgeAMAOGCSgGSIb3DQEBBAUAA4GBAMT 6WtyFwI5POY7ULtF+YIYHiVRUE4SCq
hRIAGrl1jUePLo9iTqgyPUlPnt8JnIZ5P5BHU3MEgP8sgodaWub6mubkzaohd1gD06
087fnLCNid5Tov5jKogFHIki2EGGZxBosUw91J1enQdNdDPbJc5LIWdfDvciA6]0
N18rOtKnt8Q+

!

|

!

Redisplay enrollment request? [yes/no]:

Encryption key certificate request -

Certificate Request follows:
MIIBhTCB7wIBADAIMSMwIQYJK0ZIhvcNAQkCFhRTYWS5kOmFnZ2VyLmNpc2NvLmNv
bTCBnzANBgkghkiGOwOBAQEFAAOB)QAWgYkCgYEAWG60QojpDbzbKnyj8FyTiOcv
THkDP7XD4vLT1XaJ409209SIoGnIcdFtXhV1BWtpg3/09zYFXr1tH+BMCRQi3Lts
0IpxYa3D9iFPgev7SPXpsAIsY8a6FMg7TiwLObgiQjLKL4cbuVOFrj1l0Yuv5Sa/z+
kgMOm7c+pWNWFdLe 91 sCAWEAAaAhMB8GCSgGSIb3DQEJDIESMBAWDgYDVROPAQH/
BAQDAQUgMAOGCSgGSIb3DQEBBAUAA4GBACEF7feUR)/£JMoJPB1R6fa9Br1MIx+2F
HI91YM/CIiz2n4mHTeWTWKhLoT8wUfa9NGOk7yi+nF/F7035twLfg6n2bSCTW4aem

W 2RAF—A2ISAMSIFBEAAE
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PKI DFEBRE B DR E
HY TV ER—=Z MK HEAEEHFDRES

8jLMMaeFxwkrV/ceQKrucmNCluVx+fBy9rhnKx83j60XE25tnplU08r6om/pBQABU
eNPFhozcaQ/2

|

!

!

Redisplay enrollment request? [yes/no]:

n

Router (config) #

crypto pki import TP certificate

Enter the base 64 encoded certificate.

End with a blank line or the word "quit"™ on a line by itself
MIIDajCCAxSgAWIBAgIKEN7C6QAAAAAMRZANBgkghkiGI9wOBAQUFADASMOsWCQYD
VOQOGEwWJVUzZEWMBQGALUEChMNQ212zY28gU31zdGVtczESMBAGALIUEAXMJIbXNIYS1ly
b290MB4XDTAYMDYWODAXMTYOM10oXDTAZMDYWODAXM)YOM1owJTEJMCEGCSgGSIb3
DQEJAhMUU2FuZEJhZ2d1ci5jaXNjby5jb20wgZ8wDQYJKoZIhveNAQEBBQADGYOA
MIGJAOGBAMXYVxQ41gJ/4SGbPc3zrbLCgHWgFmLt JrPRXvz3sNNXYdeL13cYGnLL
TrNj6+cJOoyzj8ab8TiTlskDOogSbslcb6I4cil6laladeg56nL5Phv+albLPaPU
cbzjcMdONqUHIRZ8fRIDLMQu3r8EcSRKkZgR1wWEBpj 942ELI0vDAgMBAAG]) ggHM
MIIByDALBgNVHQ8EBAMCB4AwWHQYDVROOBBYEFL8Quz8dyz4EGIeKx9A8UMNHLE4 s
MHAGA1UdIwRpMGeAFKIacsl6dKAfuNDVQymlSp7esf8joT2k0zA5MQswCQYDVQQG
EwJVUzZEWMBQGAIUEChMNQ212zY28gU31zdGVtczESMBAGALIUEAXMIDLXNIYS1yb290
ghA6wKZelUfCh0gvIGipQtXuMCIGA1UdEQER/wQYMBaCFFNhbmRCYWdAnZXIuY21z
Y28uY29tMGOGALUdHWRMMGQWL6AtoCUGKWhOdHAGLY 9t c2NhLXJIvb3QvQ2VydEVu
cm9sbCI9tc2NhLXJIvb3QuY3JIsMDGgL6AthitmaWx101i8vXFxtc2NhLXJvb3RcQ2Vy
dEVucm9sbFxtc2NhLXJvb3QuY3JIsMIGUBggrBgEFBQCcBAQSBhzCBhDA/BggrBgEF
BQOcwA0YzaHROcDovL21zY2Etcm9vdCIDZXIORWOyb2xsL21zY2Etcm9vdF9tc2Nh
LXJvb3QuY3JOMEEGCCsGAQUFBZzAChjVmaWx1018vXFxtc2NhLXJIJvb3RcQ2VydEVU
cm9sbFxtc2NhLXJvb3REbXNJYS1yb290LmNydDANBgkqhkiGI9wOBAQUFAANBAJO2
r6sHPGBATQX2EDoJpR/A2UHXxRYQVSHKFKZw0z31r5JzUM00PNUETV7/mnZ1YNVRZ
CSEX/G8bo13W0jz9wZo=

% Router Certificate successfully imported

Router (confiqg) #

crypto pki import TP cert

Enter the base 64 encoded certificate.

End with a blank line or the word "quit" on a line by itself
MIIDajCCAxSgAwIBAgIKFN70OBQAAAAAMSDANBgkghkiGI9wOBAQUFADASMQswCQYD
VOOGEWJVUzEWMBQGALIUEChMNQ212zY28gU31zdGVtczESMBAGALUEAXMIbXN]YS1ly
290MB4XDTAYMDYWODAXMTYONVOXDTAZMDYWODAXM]YONVowIJTEJMCEGCSgGSIb3
DQEJAhMUU2FuZEJhZ2d1lci5jaxNiby53b20wgz8wDQYJKoZIhveNAQEBBQADGY 0A
MIGJAOGBAMBUtEKI6Q282yp80/Bck4jnLOx5Az+1w+Ly09V2ieNPcIIEiKBpyHHR
bV4vVZQVraat/zvc2BV69bR/gTAKUIty7bNCKcWGtw/YhT6nr+0316bACLGPGUhTK
u04sCzm6okIyyi+HG71dBa45dGLr+QP2fpKjDpu3PqViVhXS3vZbAgMBAAG])ggHM
MIIByDALBgNVHQS8EBAMCBSAwWHQYDVROOBBYEFPDO290RA1IEUSGBMg6) ZR+YFRW1 ]
MHAGA1UdIWRpMGeAFKIacs1l6dKAfuNDVQymlSp7esf8joT2k0zA5MQOswCQYDVQOG
EwJVUzEWMBQGA1UEChMNQ21zY28gU31zdGVtczESMBAGALIUEAXMJIbXNjYS1yb290
ghA6wKZelUfCh0gvIGipQtXuMCIGA1UdEQEB/wQYMBaCFFNhbmRCYWdAnzZXIuY21z
Y28uY29tMGOGALUdHWRMMGOWL6AtoCuGKWhOdHAGLY9tc2NhLXJIvb3QvQ2VydEVu
cm9sbC9tc2NhLXJvb3QuY3JsMDGgL6AthitmaWx10i8vXFxtc2NhLXJvb3RcQ2Vy
dEVucm9sbFxtc2NhLXJvb3QuY3JsMIGUBggrBgEFBQCcBAQSBhzCBhDA/BggrBgEF
BOcwAoYzaHROcDovL21zY2Etcm9vdCIODZXIORWOyb2xsL21zY2Etcm9vdF9tc2Nh
LXJvb3QuY3JOMEEGCCsGAQUEFBzACh]jVmaWx101i8vXFxtc2NhLXJvb3RcQ2VydEVu
cmIsbFxtc2NhLXJvb3REfbXNjYS1yb290LmNydDANBgkghkiGOwOBAQUFAANBAHaU
hyCwLirUghNxCmLzXRG7C3W1j0kSX7a4£fX90xKR/Z2S0oMjdMNPPyApuh8SoT2zBP
ZKjZU2WjcZG/nZF4W5k=

% Router Certificate successfully imported

FERENIETICA VAR — N &N E ) M EMEZRT 5121, show erypto pki certificates =~ >

ERATLET

Router# show crypto pki certificates
Certificate
Status: Available
Certificate Serial Number: 14DECE05000000000C48
Certificate Usage: Encryption
Issuer:
CN = TPCA-root
O = Company
Cc = US
Subject:
Name: Router.example.com
0ID.1.2.840.113549.1.9.2 = Router.example.com

DRAF—A VISRV FYRBETSAF
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CRL Distribution Point:

PKI DFEBAE H DR E

http://tpca-root/CertEnroll/tpca-root.crl

Validity Date:

start date: 18:16:45 PDT Jun 7 2002
end date: 18:26:45 PDT Jun 7 2003
renew date: 16:00:00 PST Dec 31 1969
Associated Trustpoints: TP
Certificate
Status: Available
Certificate Serial Number: 14DEC2E9000000000C47
Certificate Usage: Signature
Issuer:
CN = tpca-root
O = company
C = US
Subject:
Name: Router.example.com
0ID.1.2.840.113549.1.9.2 = Router.example.com

CRL Distribution Point:

http://tpca-root/CertEnroll/tpca-root.crl

Validity Date:

start date: 18:16:42
end date: 18:26:42
renew date: 16:00:00

Associated Trustpoints:

CA Certificate
Status: Available

Certificate Serial Number:
Signature

Certificate Usage:
Issuer:
CN = tpca-root
O = Company
c = Us
Subject:
CN = tpca-root
O = company
Cc =Us

CRL Distribution Point:

PDT
PDT
PST

TP

Jun 7 2002
Jun 7 2003
Dec 31 1969

3ACOA65E9547C2874AAF2468A942D5EE

http://tpca-root/CertEnroll/tpca-root.crl

Validity Date:
start date:
end date:

16:46:01
16:54:48

Associated Trustpoints:

PST Feb 13 2002
PST Feb 13 2007
TP

F—BAEZEALE-FETOHAESEZHROEIREN

W’ DHITIL,
FHiEE R LET,

crypto pki trustpoint trustme?2
enrollment url http://trustme2.example.com/

subject-name OU=Spiral Dept.,

ip-address ethernetO
serial-number none
regenerate

password passwordl

rsakeypair trustme2 2048

exit

O=example.com

crypto pki authenticate trustme?2
crypto pki enroll trustme2

W ARF— (VISR SO FolmBAAF
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KRB CER DERAEDFERE & CRELH]

wOFEITIE, Tocal] EWHLBID M T A MKRA U FEESLTEEL, IPT7 FLAZETHD
BAREAEE AR T S HEE R LET,

crypto pki trustpoint local

enrollment selfsigned

end

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

crypto pki enroll local

Nov 29 20:51:13.067: %$SSH-5-ENABLED: SSH 1.99 has been enabled

Nov 29 20:51:13.267: $CRYPTO-6-AUTOGEN: Generated new 512 bit key pair
% Include the router serial number in the subject name? [yes/no]: yes
% Include an IP address in the subject name? [no]: yes

Enter Interface name or IP Address[]: ethernet 0

Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

S

GE) N —HXIIHRETEDHACELMIEIL L ST T, HOBAEHAENT CTILEFEET 254
(2 BIOBHCEBAGERAERCHES NI T A PRA  FaBEkL LD &5 L, BRAER
SiL, HEBAGEAEZBESHBA D20 E) hanbhET, BESHRA 25813 FILLACE
LREAENER S, BIFOH BN ELBEEMA LN ET,

HTTPS H—/ D 1 =*— T )LILDHI

HOFITIE, BIHIC HTTPS H— SR E ST o 772, HTTPS H— 3% A F—F T
L. 574/ K FTAMKASV "EERT D HTEEZRLET,

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ip http secure-server
% Generating 1024 bit RSA keys ...[OK]

*Dec 21 19:14:15.421:%PKI-4-NOAUTOSAVE:Configuration was modified. Issue "write memory"
to save new certificate
Router (confiqg) #

Y

G¥) HEBL4MHES R L, KLV —F%2 ) n— KL &I HTTPS — % A F—T /LT
HEARIT. 2T 4 F 2l — 3 % NVRAM IZIRET ALERH Y £9°,

RDOA =V bERFIINET,

*Dec 21 19:14:10.441:%SSH-5-ENABLED:SSH 1.99 has been enabled

MY

GH) HOBAREAETHEM SN F— <7 2B % & Secure Shell (SSH) H—/375EHE) L %
7+, ZOEEFMEcEEYA, THHAOT /A ar be—L Y 2 (ACL) #EEL T,
o= ~D SSH T 7 B AZFFa] £ 7213455 TX £7°, ip ssh rsa keypair-name
unexisting-key-pair-name 2~ > R&EH L, SSH ¥V — %7 4 £ —7 /I TE LT,

BEF—A VTSRS UFBRAA K
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B 2 Z R EAERE DIRLA

WOBITIE, AERR L7 B D BAREAEICET O FR e F R L ET,

Router# show crypto pki certificates
Router Self-Signed Certificate
Status: Available
Certificate Serial Number: 01
Certificate Usage: General Purpose
Issuer:

cn=I0S-Self-Signed-Certificate-3326000105

Subject:

Name: IOS-Self-Signed-Certificate-

3326000105

cn=I0S-Self-Signed-Certificate-3326000105

Validity Date:

start date: 19:14:14 GMT Dec 21 2004
end date: 00:00:00 GMT Jan 1 2020
Associated Trustpoints: TP-self-signed-3326000105

Y

PKI DFEBAE H DR E

GE) EERD 3326000105 E WO E(EIZINL—Z DT ) TALE ST, ZHINLV—FDOEEOT ) 7 LE

%‘L:J:")VC/EE%&T D jz?—o

ROFITIE, BHEBAERAFIHICT 2% — XTICETLHEHREFR R LET,

Router# show crypto key mypubkey rsa
% Key pair was generated at: 19:14:10
Key name: TP-self-signed-3326000105
Usage: General Purpose Key
Key is not exportable.
Key Data:
30819F30 0D06092A 864886F7 0D010101
6BC78B6D 67D6CFF3 135C1D91 8F360292
BED1C2B7 E64A3804 9BBD7326 207BD456
6DECB8BO 6672FB3A 5CDAEE92 9D4C4F71
2B941BCA 550999A7 2EFE12A5 6B7B669A
% Key pair was generated at: 19:14:13

GMT Dec 21 2004

05000381 8D003081
CA44A032 5AC1A8FD
19BAB78B DO75E78E
F3BCB269 214F6293
2D88AR77 39B38EOE
GMT Dec 21 2004

Key name: TP-self-signed-3326000105.server

Usage: Encryption Key

Key is not exportable.

Key Data:
307C300D 06092A86 4886F70D 01010105
463E5783 FE96EASE F446DC7B 70499AF3
8A46E12F 3FBAC2F3 046EDI9DD C5F27C20
34E30FOE B4921BC5 DACY9EBBA 50C54AA0

00036B00 30680261
EA266651 56EE29F4
1BBA6BI9B 08F16E45
BEF551BDD 88453F50

89028181
095E4865
00D2560C
4BASFABF
AA23CB8C

00C5680E
5B003D93
C34D6337
61020301

00B88F70
F8C95A2B
BO9289AE
9486BCFC
B7020301 0001

89777B42
2FCO9F81D
F863D605
0001

GE) TP-self-signed-3326000105.server &9 2 &EH D F— X7 (X, SSH ¥— X7 TY, L—F T
BOX— X7 MER ST SSH M EEN T2 &, AkanE T,

ROFITIE, MNocall L5 FTAFKRA Y MIETLIEFREFRLET,

Router# show crypto pki trustpoints
Trustpoint local:
Subject Name:

serialNumber=C63EBBE9+ipaddress=10.3.0.18+hostname=test.example.com

Serial Number: 01

Persistent self-signed certificate trust point

W 2RAF—A2ISAMSIFBEAAE
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HTTP [C & S E#EZERDKREH

WOHITIE, HITPIZ L D CAYV — N"~DOHEBEREZOOBEGET 0 7 7 A VEFRTET D HIEEZRL

£,

crypto pki trustpoint Entrust

enrollment profile E

serial

crypto pki profile enrollment E
authentication url http://entrust:81
authentication command GET /certs/cacert.der

HTe Ick 2EziRozEs |

enrollment url http://entrust:81/cda-cgi/clientcgi.exe
enrollment command POST reference number=$P2&authcode=$P1
&retrievedAs=rawDER&action=getServerCert&pkcslORequest=$REQ

parameter 1 value aaaa-bbbb-cccc
parameter 2 value 5001

ZTDMDSEEH

EEEH

ESPERENS

I=-_aTF7ILBZA L

USB h—2 2k % RSAMLHE : USB h—2
EERATLAY » b

[Cisco 108 Security Configuration Guide: Secure
Connectivityl] @ [Storing PKI Credentials| &
T a—)

USB h— 727 12X % RSA WU : ZFRAEH—
DFRE

['Cisco 10S Security Configuration Guide: Secure
Connectivityl] @ [Configuring and Managing a
Cisco IOS Certificate Server for PKI Deployment |
H

[Generating a Certificate Server RSA Key Pair |
I8, TConfiguring a Certificate Server Trustpoint |
H, BLUEET LHZZR LT ZIN,

PKI OH#EZE (RSA F—., FFBAERH, BLO
CA &5 Tr)

[Cisco 10S Security Configuration Guide: Secure
Connectivityl] @ [Cisco I0S PKI Overview:
Understanding and Planning a PKI| & = —/L

Ziééfi?‘/*‘/f ATnEYa=r7 R E R
ORETESE

[Cisco 10S Security Configuration Guide: Secure
Connectivity] @ [Setting Up Secure Device
Provisioning (SDP) for Enrollment in a PKI| IH

RSA F— DAL L OVERH

[Cisco 10S Security Configuration Guide: Secure
Connectivityl] @ [Deploying RSA Keys Within a
PKI] EY=2—/b

BRF—AVISRSIIFYHEBAIF I
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ESPEBEY=]

XZaFILEA ML

Cisco 108 FEHAE Y — RO gk L O E1EE

[Cisco 108 Security Configuration Guide: Secure
Connectivityl] @ [Configuring and Managing a
Cisco IOS Certificate Server for PKI Deployment |
TV a—/b

USB h—7 v OFRIER L OMEH

[Cisco 108 Security Configuration Guide: Secure
Connectivityl]] @ [Storing PKI Credentials| &
Y a—J

CiscolOS X =2 UF 4 a< K

[ Cisco 10S Security Command Reference]

Suite-B D ESP 7 A7 4 — A

['Configuring Security for VPNs with IPsec.]
TA4—F ¥ EVa2—/b

Suite-B SHA-2 7 7 2 U (HMAC XU T b)
¥ L UM Elliptic Curve (EC) F— X7 DR IE,

[ Configuring Internet Key Exchange for IPsec
VPNs] 7 4 —F % EVa—/L

Suite-B AWM T LT XAH XA TD T A
T —LDFE

['Configuring Internet Key Exchange Version 2
(IKEv2)] 7 4 —F % TP 2—/L

IKEv2 H @ Suite-B @ Elliptic Curve Digital
Signature Algorithm (ECDSA) signature
(ECDSA-sig) #8alE DR E

['Configuring Internet Key Exchange Version 2
(IKEv2)] 7 4 —F % TP a2—/L

IPsec SA % = v —3 3 > T Suite-B @ Elliptic
Curve Diffie-Hellman (ECDH) ®¥7R— b

['Configuring Internet Key Exchange for IPsec
VPNsJl 35 X" [Configuring Internet Key Exchange
Version 2 (IKEv2)] 7 4 —F ¥ ET a2 —/b

HELTIRE AL T L= Y R L

[Next Generation Encryption,]

MIB
MIB MB®DY s
L, BINL7-77 >y b7 x—2A, CiscolOS U VJ —

A, BXOT7 4—F % vy MBI 5 MIB %
BWLTH Y a— T 512l RO URL IZH
% Cisco MIB Locator Z{# ] L £,

http://www.cisco.com/go/mibs

W 2RAF—A2ISAMSIFBEAAE


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/go/mibs

PKI DFEBRE B DR E

SRADTY ZHIL YR—F

TESEEr DY T |

Bl

)

FEDOURLIZTZ7EALT, YRAadT =%
WY R— R ERKBIEALTLZEN, i
LDYY—RiL, VT RNT =T HEA A=
LCRELEZY, vAZOHESLT 7 Jany—
BT D BRI RIRE A Rk L7205~ 5 72 DIl
HALTLLEEY, ZOWeb¥ A F EDY—)1
W27 7 A4 BB, Cisco.com D1 7 A 1D
BILUOANRY — RRMLETT,

http://www.cisco.com/cisco/web/support/index.html

PKI SEBAE S SR D EEFER

WORIZ, ZOFY2— /LTl LIEEREICET 2D ) — A FHE R LET, ZoRIE, Y7 b
727 YU —A P AV TEHBEOTR—FREAINZLEDOY 7 T V) —R7ETF%
RLTWET, TOMEEIL. FRIED BRWRY . TnBEO—EHDOY 7 vy =7 VI —ATH

PR—FENET,

TI7Y N7 —AOY R BIORAY T MU =T A A=V OV R— MIET DR E MR
9" %121, Cisco Feature Navigator % ffi ] L £3°, Cisco Feature Navigator (27 7 & 29 521X,
www.cisco.com/go/ctn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £H A,

& 4 PKIGEBAE B SR DHAEIER

HRER J1)—=2 HRETEER
AEITE O B B 5k Cisco I0S XE Release 2.1 Z OFERETIE, FEMIE O BB

BAEAINTWET, Zhi
LY. —=FF RENDNT
AL T CADHE)
HICREAEZ ZRTE £,
RO A= R ZOFERETEA
SjLE L7z, auto-enroll,
rsakeypair,
showcryptocatimers,
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http://www.cisco.com/cisco/web/support/index.html
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PKI SEBIE S R D REIER

PKI DFEBAE H DR E

HeEA

1) ==X

AR

AR B R OB R

Cisco IOS XE Release 2.1

ZOBEBETIX. 5 oDF LW
cryptocatrustpoint =~ > K 7)ViE
ASINTWET, oot
a~ RO, REEESR I
FrlLngdr v a Uit En T
WHDOT, 2—FEIFe 7k
Ttk E CHEDLEITR L, B
ETT7 4 —/VFEEETE X
R
Z OBEREIZ X 0 | ip-address
(CA FZARKRAL ) |
password (CA KT A fRRA >
k) . serial-number,
subject-name, usage D41~

R EAShE L,

HTTP IZ L % CA — _"~DH

Cisco IOS XE Release 2.1

2—H@D CA $—/378 SCEP %
PAR—FLTELT, £7RA
E—FCS ZEMLA2WGEE,
COREERZENT D L. BT
R 7 ANVERETCEET, B
a7 ALY, HTTP
FoRk%A RA E— R CS TIE7A<
CA VP —NICHEERFETE X
D

WD a3~ RINZ ORETEA
SNFE L,
authenticationcommand,
authenticationterminal
authenticationurl,
cryptocaprofileenrollment,
enrollmentcommand,
enrollmentprofile,
enrollmentterminal
enrollmenturl, parameter,

W ARF— (VISR SO FolmBAAF
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TESEEr DY T |

HeEA

1)) —2x

AR

RSA F— X7 8B L OPEM B
FEHED A R— k

Cisco IOS XE Release 2.1

ZOWREEFHT 5 &, FEHE
PR AERIT L2V, PEM
77 ANVTCHEITEINTZFEAE S
ZITEA Z ENTEET,

Z OREEEIZ L Y . enrollment 35

J N enrollmentterminal =~

RAEESE LI,

FEAEEHAOX — 7 —L A —

IN\+—

Cisco IOS XE Release 2.1

Z ORBETIE, RERIES RN
% BN FERAE O FH R 21T
VN, B LWOGEREME A ATRRIC
725 F TV — L IEHEA R
e Ed,

ZOMRBIZEY, ROa~v R
PEANFELITEEINE LT,

auto-enroll 3 L UF regenerate

FEITOFEAESE (TFTP I
KBy "T v RR_R—Z )

Cisco IOS XE Release 2.1

Z OERETIX, TFTP $— %
TIEFENTOD Y F T RR—
A MREIC XY | REAEER E
AL, CAREEL L OL—
ZDFEEZZ TS Z LR T
=FET
ZOMREIC LY kDA~ R
DEAFELIIELEINE LT,
cryptocaimport, enrollment, I3
J X enrollmentterminal

JKAER E B4 RER 2

Cisco IOS XE Release 2.1

ZOEEEEIZ L D HTTPS H— 3
FHCEAEAEE AR L.
N—=BDAZ—=R T v av
T4 X2 b—va SNIRGFTE
F9, 20D, TRUBKED Y
ZA 7 k& HTTPS H— 3
DSSLNY Ry oA 7T, 22—
PR ALRS THRILACE
AREAENERH S ET,
COMREIC LY kDA~ K
PEAEIIEEINE L,
enrollmentselfsigned.
showcryptopkicertificates.
showcryptopkitrustpoints,

DRAF—A VISRV FYRBETSAF
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sz J1y—x HRETEIR
PKI 25— % % Cisco IOS XE Release 2.1 Z OPEIETIL,

showcryptopkitrustpoints = < >~

R1Z status ¥ — 7 — RGBS
NELEZ, ZhiZky, FF7R
RRA 2 N DBUED AT — 5 A
HFRRTEET,

GE) N Ve S eV A A
TY, ~ A —dnk
I%. 17 Feature
Navigator |Z 5 S 41
FH A,

BEAF DREAE 20 L 7o Pk

Cisco IOS XE Release 2.1

ZOERETIZ, BEFOREAEE
fEHLT, »—F %P — K/ —
T g NRF—HD CAND
Cisco IOS CA ICH&FETE £
R

ZOBEREIZ LY .
enrollmentcredential 33 X 8
grantautotrustpoint =~ > N3

BAINE LR,
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HEEESR J1y—= B EETEER

[0S SW D 54T Suite-B | Cisco IOS XE Release 3.7S Suite-B I k. - T, PKIDIFHE

DOV HR— b BERIZIROY AR — R 2NBINE
*7,

* X.509 FERA E N O EL R
C. Elliptic Curve Digital
Signature Algorithm

(ECDSA) (256 E'» b &
K384 £y L OhiER) A3
SN ET,

* ECDSA OE4 i L7z
X.509 FERAE ORfERE T PKI
MY HR— b SRET,

*ECDSA OEAZMEH LT
FAERAEELR D4R, B O
FAT SNTZREHE D 10S ~
DA AR — FT, PKIXH
R—hEnEd,

Suite B D ZEfRIE, IKE B LW

IPSec THEH T % 72 DR 51k
TTY RADESDL— A
VH—T A AAA— THERY
X4, RFC4869 |2tk 41T\
F7T, FAA— NI, W57
NTY RN TOXNVELT IV
TY XL, F—FET LAY X
Ly Ny VaFERITAyE—Y
H ATz A T )NT Y XLTHE
B EALTWET, CiscolOS TD
Suite-B Y AR — MBI 5 FHMIC
DWTCIL, [ Configuring Security
for VPNs with IPsec] 7 4 —F %
EVa2— L EZRLTIES

U,

FZ A RARA > b CLI Cisco 10S XE Release 2.1 = OFERETIL.
cryptopkitrustpoint =~ > R73
BASHTWET, Tk
D, FFARKRALL FCAZLY
R—FTEDLEIITRDEL
7
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PKI 7 L7 v VRENT T — MERREZ N T 2 & CAGEERRDMTIC/R2 L7 77— M
MO TEE X =X LR RS E T,
© HERETG SR OMERY, 147 ~—v
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Tz kD, R RSA ¥ — X7 EZHEETZET (rsakeypair =2~ R&fEH)

con 2< 2 REMALT, REFLDOFNHAEEZ2 USB h—7 L 72 EDRFEDT /XA A _EIZH]
WMo EEEGES— AT RNERENRS L) IciEELET,

G¥)

HEMWIZAER SN2 b7 A MARA > B L OREAEY — NGEAE T, GEAZE— N F31 2
DTATT 4T AIIIERTEERFA, LB ->T, CA T A MKRA » MEIEEL CHEA
EEAFLTERLTNDZ 747 NOGEAEEZTIET 5729 Kﬁﬂﬂ Shda~vwr R4 v
A% —7xAA (CLI) (ip http secure-trustpoint =~ > K72 ) [X, FEBEY—/ N T30
A RIZEESNZEBNO T A NKRA  bERA LV NTHHERHY £,

P—= P — FREHE — DA ZOH—/NIRSAF— T B LOZOMW < DD g%
AL CHOBAEHELZAR L ET, BT 55 CAFEHAEICIX, TYXLVEL, FEHE
BABLIOCRLEBAL L W o ES—HENH 0 £9°,

CA FEWIED LS O BIEEFIL, GEHE — BN AICRY TEET,

G¥)

auto-enroll =~ > R&fiH LT, FEBAEY—/N 7 A hARA > & BEIFICEE L2 TL
7EEV, REEY — " OfHPREE FEVCRMT LR H Y £9, F72. auto-rollover 2~
YREMHLT, BIThoRE e — A F— " — e R E T ET, BHEIr— A ——RE
DOFFZHONWTIEL, BHEI CAGEHER L OF— o —L 4 —— (162 =) OHEESHRL
TL &,

sERAE L% X ~ (CRL)

7 74V b TliE, CRLIZ168F[H (1) (21 ERITENET, CRLEFEITTDHDIZ, T 7+
v MEDA O 2 FeET 51213, lifetimeer]l =~ > RE2EIT L4, CRLIZEITESND &,
ca-labelcrl & U CTHRE SNTZT —F RXR—ADGPANCEZIAENE T, T Dca-label 1L, FEBAEY—
ANOLHTTT,
CRL L, &EHH CHIHAREZSE . SCEP (77 44 F ) E7/IXCRLEMA A A >~ (CDP)
ZALCHATTEET, CDP 2R ET H%HA 1L, edp-url 2~ R&fEH LT, CDP O+ 5
ELET, cdp-url 2~ 2 RBEE SN TORWEGS, FEHET — NI K-> TRITSNDAEFIC
I% CDP GEHEILE F 03 F N EF A, CDP OBEFIBEE STV R WEETE, Cisco I0S PKI 7
Z A7 > MESCEPGetCRL A vt — 2l L CREIEY— 006 HEIIZ CRL 2 Bk L £ 4,
CA X, SCEP CertRep A v E—Y CCRL %27 74 7 > MIIBRLET, §X3THSCEP A vtE—
X, = _Xa =L &N EBLFTE PKCSHT 7 — % Th D720, EEY— 305 CRL @ SCEP
EEAATDE. AR D D 2, EEEEIHFVELS B THA, EFITRBER R Y b
‘7 27 ClX, HTTPCDP O 5 MERMEN B L3 25720, CRLEZF = v 7T HET T84 ANLWN
AlX, HTTPCDP Z#E3E L £4, 7= & 201E, RO X D ICfHE/Z2 HTTPURL A MU > 72k - T
CDP DG fEETEET,

DRAF—A VISRV FYRBETSAF
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SEREY—/N\DIT S5 —iKEE

A

cdp-url http://my-cdp.company.com/filename.crl

SEBHEY— X, CDP % 1 DA — b LET, LEBR- T, BITINDEHEIZIL, 33T
U CDP WNE&ENET,

CiscolOS ¥ 7 b7 = 7 %34T 9, SCEP GetCRL E:RAZ VR — K LARWPKI 7 74 7 v 2D

LIRHET CDP 2T 256, SMBY— %2 E L TCRL Zlfi L, ZDOH— &R A L hT
HEOICCDPERETCEET, F/2iE, KROBAXD URL Tedp-url 2~ REFFETDH L, Gl
HH— 5 CRL BT 272 90I2FE SCEP BRAFTETE £, T D cs-addr ITREHF Y —N
DGFTTT,

cdp-url http://cs-addr/cgi-bin/pkiclient.exe?operation=GetCRL

G¥)

F 72, CiscoI0S XE CA 78 HTTP CDP #—/ 3¢ L CHEESIN TV DA, edp-url
http://cs-addr/cgi-bin/pkiclient.exe?operation=GetCRL =~ > N LA L C CDP ##5& L C<
ZEW,

cdp-url 2~ > FIZ & o> THRESNEZSEFTN D CRL ZFIHTE 20893, Ry PV —7FH
FHRHERB LTSS,

FRE SN NI OIA E N BT 2 R FFT 5 K 5 /3 — W —Z8&H] 35 121, BT ORiIc
Cul+V¥x—% AN LET, ZOMHEEET LRV E, HTTPIZK A CRLESGTE=T — A v —
NIRENET,

CDP O, FEEF — AR FITENTH D, edpurl 2~ RIZE > TEETE L9, HLW
FERAEICIE, FHT S CDP OBFNEG N TV ET8, BEEFEOEAE, Hir-icfEesns
CDPT & & £ 72 WIRREECTHIITINE T, FTLWCRLAFEITEIND &, FEAEY— N, v v
Vo SNIEHAED CRL 2 L TH LW CRL 24 L £+ GEHEY — A "ANFHESH IS &
T—=HRXR=ZANLBIEO CRLZY m— RLET) . BFED CRL KT HE T, #H LW CRLIE
FAITTEX EHA, BED CRL KT 2L, CLIDGIFHEAENIC Lz & X2, HrLiwn
CRL 21T SN E T

SEBAZE Y —/ DT 5 —IKEE

W ARF— (VISR SO FolmBAAF

RERAE S — TR EBR, GEAEARITT AANCBEOREL T = v 7 LET, aEAF T — N,
show cryptopkiserver =~ > RO )T, HFZRICHEMS N T —REBELWE LET, =& 2E
7 —REIZIZROLORH Y £7,

ARELFTICT 7 B A TE RN
*HTTP Y — %2 FEd 5
 RERIRR E &2 R T 2
FERAEY— T, CRL OABICHKIT 572 EOBEKRFEENEE LZEE., EAES— NIZHE#)

PN TRIEIC 2 0 £9, Z0BE, Xy V=2 EFBRE R T —RKELECTE X, =
T —&fET 5 & REAEY — NITERTOEE ZREBICR Y £,



|  PKIEBITO Cisco 10S XE SEAEY — OB ESH L UEE
amney—nemEAL-aREEER I

sEBAE Y —/\ZEA L -GIERE %
BRI, Kok 5 e L £,
CRERTA — BT F D BREREZ RS &, KOS T LE T,

CERT L NUD, FIHNREE CBRERERT — X RN— R IE SN T GEAEBREEOER
RED U X MZOWTIL, ROKRESRLTLIEZEW)

AERAEY— N1T, CLIRE (RTA—ZBRREINTORWEAIEL. 7 7 4 /v NEIE)
ZHRLT, BREZHFATIEINEIDRELET, TO%, BEREROREEITRGRER
F=HAR—=ATEHFEINET,

*SCEP 7/ =V —Z LIZSET D=0, AFAEY— NFHEDOERZ T, IROWT DAL
BAEFEITLET,

sy R a—PiC MR £/ HES) IRETRELET,

c WU RFERAEAZ AR L CTEA L, iEAEEZBEERT — 4 X=X RE L ET,

AT NOESRDBET T 5L GEAEY— L, 7747 MROGEHELZERTHET
Rt L E7,

TRTOBGERIL, WORICERT DA ERERBICBITLE T, BIEOBRERERE R RT
%IZIX. cryptopkiserverrequestpkesl0 =~ > R&ffiH L £,

x 8 AIAEEFHRERKEDGHA

SEBAEZ R DIKEE SR BA

E) RERAEY — NIT SR ZFE W L E LTz,

EiERD SEAEY— T, RY v— FOEB TER AR
HLELE,

£+ 5 CA =71, FEFIEZRITK L bl 22 iE ] &
AR LE L,

I SCEP H— |2 K-> THERDBERSINE LT,

FE 2L SERREY— 1T, BB b EoBAICZ LY, HER
NETHD M LE LT,

PREE X b U — 7 EHEE PRI R A TEICZITA
NAELERHY £,

ABF— A VTSRS HF v HEAA K
| -m
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B cAv—10517 TaBLUEER (RA)

SCEP & £%

$ T D SCEP ERITH LW EEHEDRGFER & L CUHE S E$, SCEP R THiDFEHE TR
CHEETATHEEL ETITAROX— T REEINTEA LIRETT,

CAH—/\DE AT : T LVEHER (RA)

CAY— N, FAEOEFAEY — NF 7 |IRA T — NEFBHEY— L L CHRETE A L 95 Il
2 TWET,

THICA ZXEYT 2EHE (T

TOLREREY — N E, b— REES— N E R URE 220t L 77, /L— b RSA F— X713,
PKI BEEEIEIC BV T E DD TEHEET, DA, 20X — X7 24774 2L TELI M,
T—=NATLTELLZENERTT, ZOEFEFAR— 57012, PKIMEEIC, /L— MER
TEL SN TAL CA ZFAIADET, ZDO XL DI, W OMIERHZIX, Vv— MEREZAF 7 T4
LT (F73l7e CRL B 253174 256 %R<) . T CA ZEHTEET,

RA E— FEEFAZEY—/N\£RTET HEA L (L

Cisco I0S XE GEME Y — N E, RAE— R TEITTEDLLOICHRETEET, RAIX, CADGFRE
EB LR EEA A 70— RFLE9, RANSCEP £/-IXFH CTORBEREZZETH &, BH
FEr—H NV AR =T EICEREAES T CEE T, ERPFFAISND &, ZOERIT
FEATIC CAIZHADE S 4L, CAIXHEBNIICFEAELZ AR L CRAIWCKRLET, 7747 v M, 7FAf
Sh7-ZFHEL RA NS BR TRETE £7,

RA &iE, CADGEAEZRITT A1 DICHERT — X O—H £ 7213 T X CTELED D \VITRGET
HEEN OB TT, £< DA, CAIZRA OHREHKZ T XTHITAWET, CA MNLE
PHOHBEH) Y 7 TEHIN TS, BT CAR R Y NU—7 T/ R RAICEHES LIRS &
WoEXa2 U740 LOBER S LGS, BEEFELVOIX, EED0—H % RAICEELT, CA
DEAEETHHAPEB LN CRL DBLICETTXLLHCT52 & T,

CA H—/\DE#E

CA P —R_OHEEMEIZ L 5T, RAE— RFDIOS CA V—NTEBDZ A 7D CA P — LA E
AT T, Fc-oWVWTIE, [FEAEY—Z R4 ET— R TEITTDLLICEKT] 2BRLT
<TZEV,

HEICASIRAZ S & U — A— LA —/3—

CA (b— 1k CA, FHLCA, BEURAE—RCA) &, 7747 bRk ARBIRME OFE
HEL X — N7 2o TRV, ZROORMIFEL X — <713, BUEDEWE & % — 7 98 K%)
T oL EIHETTHLER DY £, /b— b CA OREIIFEL — <7 RKT 5 L. CA LA
CELNE B — A — NGB L F— T 2 AERT HLERSH Y £, FACAEZIIRAE—
R CA DFEEL L UF— T NET L L. CAIE, £DOEMLCANLm— /LA ——FEHE L

BEF—A VTSR RTIFolAAAF
| 162 | I
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gEcAsiREsLUF— o—Lt—n— [}

F— T HFERT D LR ELCAOHT LWACEA M E v — A — N—GEAELZRSG L7,
CAlX, TOTRTOETIZH LWCAR — /LA —N—FFREL X —Z2RATILERH Y £,
CABLOEDI FAT » "BRNTDH CAFEHEL X — T 00 H LWV CAGEHFEL F— X7
WYX TWARIZ, v— A== Ens 7 at A2k, Xy NU—7 [ ZHEETIC
E;MELET,

0—/LA— =%, PKIA > 7T A KT 7 F ¥ OEHBERO T otU‘FJB;W SN rvvric
KIFLET, PKIOEFEBFRIZEY ., (1) HLWV CAFEHEORIENFREIZZRY ., (2) %=
UT o BME7rbnd 2 e, a— A —R"—%HBICETTEET, RPHLEhZr7 ey
W&, va—nF— =%y NT =7 IR THRFETEET,

BHE CAFERAE A — /LA —/N\—DENMERIE

CAV—NIZE, B— A —N"—RREINTVWEILERHY ET, TXTOLLDOCAXHE)
PICEER L, BEIR—ILA—N—%2 A X —TMZTHRMERHV ET, CAZ 747 M, BE)
MICEERIND &, BEMICn— A —N—%HY K- L ET, 7I7A4 7 FBLXOE#Hz—L
A== DFEAMC DN TIL,  [PKI OFEAZERERORRE ] OFEICH D [HEREHER 25
LTL7EEN,

CABE— LA —r— e =T LT, 202 T4 T FMRABMICBRE NI, 3 Bk
OBHE) CAFHED — L4 —_— a2 n3b Y 1,

188 : 7O T4 TR CASEAZES K UVUF— R7DH
1BBECIE, 77T 4 7R CAFEFHEB L O — XTI 0nd 0 £,

250 : CASERAZED O— LA —N\—B X UF— RT7DER EER

QERMECIE, v— A== CAFFAEB LS — XT3k S, EfmEnEd, BLCAIX
2= LA — N—FEE L X — XT AR LET, CARERIIT 7T 4 T RBREERGTT D &
CAlTu— A —N—FEHEBS IO — T D7 747 > NERISET HUEMNE T T, E
NMCAMTZ TA TV EDLH LW CAGEAE L X — XTIk 28R EZETH L, CAIL, #iL
W VA= N — CAGEAE L X — RXTEERTI TA TV MIEELURELET, 2947

Y ME, B A —N— CAGEHEL F— T 2 RELET,

GE)

CAlE, m— A —N"—FEE L F— 7 ZEEEE Lt LEIZ, EDT VT 4 TIRRELRFET
EORENDHY £, BUEOREVNET SN2 He. n— A — " —itFE L F— T 13A
FICIIRF SN EE A, ZOHA, BEHE| i%’:@J’C REZRATFT DMENRH Y £9, RIFL
RWGrE. B A= —FRIIEDILET,

3ERME  O— LA —/N—CAFIBRE L X — RPN T VT4 THCAIRAZ L X — R7IZH B
3R TCIE, v— A — "= CAGFEHELF— XTNT 7T 4 77 CAGFIAEL X — XTI
4, A u— A — "= CAFHFHEZHFEE L WA TRTOTF A A E, m—)b A ——3
BHEEZT 7T 4 7R EOLFNCERE L, TNETT 7T 4 TIEo-iERE L — T 13HIkR
ENFET,

DRAF—A VISRV FYRBETSAF
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B Bty BsEEET 5009 K—

CAFEHZEO o — /LA — "—% WEEOEHED T A 72 A4 2B X OTEHEE & ORICRD X 5 72
BRI OEWRH D Z RN HERH Y 7,

0 — LA NR—HCRITENTZAEO T A 7 XA LT, HOEPUDRESNTEL D HIK
< EF,

CRFEDSRMET T, HHIRHENPERDO T A 744 LOREFE LD bR D561 H D F
T REAFED T A 7 XA LD 1 RHAREOLEIHER SN DENE, 20% £ TIZ/RD Z L3
%Diﬁ—o

DX IIENRHDHDOITEF OIRETH Y | GEHES— R EOT LTV XA TIHAT S jitter
(7/&Aﬁﬁﬁ®ﬁ%)lié%01¢ ZOVEHEIL, PKLIZBINT R A NS A T OB ERH
A~—CRIILAVWESIICTDHDICETLET, RMT DL, GEAEY— NTIEENBRET D
BANHY £,

G¥)

RETDHTA T2 A LOEIME, HIZTA 7 FA LBELRD IR AEL, GEHFICK LT
RIESNTmKRT A 7 XA DN E D78, PRKIOGEE Z2EIEICELEEL G52 Li3dH Y
FHEA

FEIENY VAR ERET 2HDYR—

tXaT Ny TAIY XA (SHA) ZEHT5 L. =—1% Cisco I0S XE RERAE Y —
KX T4 T OB S b Ny V2B E R ETE £, FRETE AR b Ny o BT, A >
= A A2 AR TAAY XL 5 (MD5) . SHA-1. SHA-256. SHA-384, £7-1% SHA-512 T
7,

GE)

HA H7R—

W ARF— (VISR SO FolmBAAF

A AIMDS DM ZHEE L £ A, ZORDYIZSHA256 2T 2 4B RH Y T4, &
A A DEFTOKEFALICBIT D HELEFIEIC OV T, [Next Generation Encryption (NGE) [ 7~
TA F R="—=ZZRL T,

Z OFERE D FZAE 2 X412 hash (ca-trustpoint) 33 L UF hash (cs-server) =~ > KOREIZE T 55
HZOWTIR, TFAGERAE Y —ORE] OFEEZZRL TIES0,

NA TRAZEYT 4 (HA) X, CiscoASR1000 >V —RX 77 U —va v —ERX L—HD
FEAEFEY— TR — SN ET, HAZENT 2L, 72747 Trnky b AZ S TFn
Ty HHORE, CRL7 7 AV, BIRVITNVE ST 7 A NVET A ATRYITEET,

PKI %— 3[A)1F @D Cisco ASR 1000 > — X 77 ) F—v g —E R L—X |, L— 7=
tv¥ (RP) ®PKITUEMOHZEVHR—FLET, RP MO PKIIIHI/RIRAETH Y . Rl
TEITMLEH Y FH A, CiscolOSXE UV U —Z 3158 LIED Y UV —Z2 Tk, PKIL— DA T
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|  PKIEBITO Cisco 10S XE SEAEY — OB ESH L UEE
Cisco I0S XE sIBAEH — B ESLVEEAZE I}

~_A TV T 4 (HA) aka JUEMZfEH L T, CiscoASR1000 >V —X 7 /'Y F— g #—b
A N—HF % PKI Y — "D L ITHEEESEDLZ ENTEET,

Cisco I0S XE sFFAZEH —/\DETEPF L VERAE

AEAAE Y —/ D RSA F— RT7 DA

AEAAEY — XD RSA F— X7 & FEICART HI121E, ROEEEZFETLET, iEHES— D
RSAF—RT EFETERT DL, AR LE D ETHXF—XTOXA TORE, v/ 7 v7H
DT 7 AR — FARER ¥ — X7 OIERK, F— X7 OREGITOHBE, EoixXF—AEG o
ENTEET,

GE) NPT o TERXT — DA TE T AR — FA[RRARFEHEY — N — X7 2 1EkT 5
ELET, ZOEELZFMTLAWVWGA, EHEV—NFTHEBNICF— T2 ER L., Z0F—
NTNNET 7 AR — FA[ED~— 7 BT b ET,

TNAATUSB h—27 VU &FHEL, TNUHAFHAERYEA, USB h—27 %, AL —Y TN
ARELTET TR, B b7 NA AL LTHEATEET, USB h—7 v &R s{biEE & L
THHATHE, USBh—27 v TO LT o vy LOX Ak, B4, Rl EORSAEIEE FEITT
TET, BEF IR LTUSB h—2 ol nE oIl >TEY, =7 AKR— M TEFEH
ho DBF—IZT 7 AR — FARETY, USB h—7 VOB ER LW 53EE & L CofifIcid
BRI~ =2 T VD E A VI ONTIE, TB#EEE 2B LTSN,

)

GE) BEX—E2LEREICRE L. EENICGGERAEY— AN TR 2T =AM T T H L
AR L ET,

GE) X274 OFEE, THUCKHT 5720 ORFHEEITTH I LT ET, YA a0k
HORESALICB T 2 HELEFETHIC OV T, [Next Generation Encryption (NGE) | 787 A k ~X—
R—ZBRL T &,

BRF—AVISRSIIFYHEBAIF I


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
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B 5E5—\ORAX— RTDER
FIEDHEE
1. enable
2. configureterminal
3. cryptokeygeneratersa [general-keys | usage-keys | signature | encryption] [labelkey-label] [exportable]
[modulusmodulus-size] [storagedevicename:] [ondevicename: ]
4. cryptokeyexportrsakey-labelpem {terminal | urlur/} {3des | des} passphrase
5. cryptokeyimportrsakey-labelpem [usage-keys | signature | encryption] {terminal | urlur/} [exportable]
[ondevicename:] passphrase
6. exit
1. showcryptokeymypubkeyrsa
F g o> 48
ARV REEETIVa Y B#
ATw 71 |enable ¥t EXEC E— R& A R—7 /ML ET,
Bl - AT —=REANLET ERSNEHE) .
Device> enable
27w F2 |configureterminal SN my T 4 Fal—ta s B REBALET
i -
Device# configure terminal
AT w73 |cryptokeygeneratersa [general-keys | |ZEHEH—/ 3D RSA ¥ — X7 4R L7,

usage-Kkeys | signature | encryption]
[labelkey-label] [exportable]
[modulusmodulus-size]
[storagedevicename:] [ondevicename:|

1 -

Device (config) # crypto key generate
rsa label mycs exportable modulus
2048

W ARF— (VISR SO FolmBAAF

*storage ¥ — U — RZEfAT5L, F—DORELTEZHETE
Er RN

* key-label 1B A HRETHZ LIC L - TTNLERET D
& . cryptopkiservercs-label 2= > KIZ X » CREBAE Y —Z
EHT 27 VLR CAREZERT 2 0ERH Y £7,
key-label 513457 E L CWRWGH, V—F OERER B A
A >4 (FQDN) ThoH7 74+ /V MEBEHSNET,

noshutdown =~ > F&A (T DANZ, CAREHAENER IS F
TR T bx 7 AR — FA[HE7R RSA F— X7 & FE)TART
%354 . eryptocaexportpkesl2 =~ > RafifH LT, FEBHEDS—
FGEMELS L O X — & &1 PKCS12 7 7 A L& T 7 AR — h
TEET,

*F 74/ FTIE, CARSA F—DEFV 2T A Y1 XL 1024
By FTY, HEREIN D CARSA F—DF T 27 A% 2048
By FT9, CARSA F—DF T 2T A YA XOHFHIZ 350
~ 4096 £ kT,
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ey — 1 ORAX—~7oER I}

AU FFEREETO VI Y

B

*on ¥ —U— N, f8E L722EE L TRSA F— X7 MERK S

NAZEERELET, ZOEEIITZ="—F LU T L

XA (USB) b—27r, u—hF 4 A7, BIXONVRAM

RENHY FI, BEOAFIO®RIZIZaey () 2T F

T
GE) USB h—7 v ECERREN D F—1F, 2048 B RLLF
THLHIVENHY F7,

AT w74 |cryptokeyexportrsakey-labelpem (EE) ERSNTERSA ¥— X7 %=/ AFR—MLET,
{terminal | urlur/} {3des | des} . 3 X
passphrase RSN F—E T A= FTEET,
151 -
Device (config)# crypto key export
rsa mycs pem url nvram: 3des
PASSWORD
AT S5 |cryptokeyimportrsakey-labe/pem (fEE) RSA ¥ — X7 %A Vi R— L% T,
[usage-keys | signature | encryption] R . _
{terminal | urlurl} [exportable] USB }‘ *‘7 /ﬂ\_/l)“//—\k%‘ T“'Té ﬂ?*%fﬁﬁk’?ﬁé L—&i\ 'fﬁﬁﬁ—gﬂé on
exportable ¥ — 7 — RZ il L CTRSA ¥—%2 7 AKR— K L,
Bl s ) RSA ¥ — X7 & T/ AR— M RA[CEE T 5HA1E. exportable
Devi nfi rypt import N Sy o = . °
Deyiee oot it STIPTe kev IO kg R RPN E S — NS % — R A LR R L
PASSHORD ET, F—EFETS AF— FTEEEA,
2FvT6 exit Ja—s)b a7 4 X2l —varE KT LET,
i
Device (config)# exit
AT w1 |showeryptokeymypubkeyrsa JL—% D RSA AHF—2RRLET,

B :
Device# show crypto key mypubkey
rsa

151
OB TIL,

ms2) &9 FLDUSB h—7 T 1024 B b RSA F— <7 2 AR L,

INELEBILRREINDEFZ VDT RNy X T Ay —VERLET,

Device (config) # crypto key generate rsa on usbtoken0 label ms2 modulus 2048
The name for the keys will be: ms2

[

% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys,

keys will be on-token, non-exportable...

Jan 7 02:41:40.895: crypto _engine: Generate public/private keypair [OK]
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Jan 7 02:44:09.623: crypto engine: Create signature

Jan 7 02:44:10.467: crypto_engine: Verify signature

Jan 7 02:44:10.467: CryptoEngineO: CRYPTO ISA RSA CREATE PUBKEY (hw) (ipsec)
Jan 7 02:44:10.467: CryptoEngine0O: CRYPTO ISA RSA PUB DECRYPT (hw) (ipsec)

T, ms2) W) TULRMFITF o, h—2 v EOF—2BGIFEHTE £,
WOHFITIE, BREFLFOFIAFFEZR USB b—27 VIZIEFHIZA VR — IS SF—%2 R L E
—gﬂo

Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # crypto key import rsa encryption on usbtoken0 url nvram:e password

% Importing public Encryption key or certificate PEM file...
filename [e-encr.pub]?

Reading file from nvram:e-encr.pub

% Importing private Encryption key PEM file...

Source filename [e-encr.prv]?

Reading file from nvram:e-encr.prv

% Key pair import succeeded.

REBAE Y —/\DERTE

BE CAGEAZE O — LA —/N\—IZB T HaliREH

FEAEY —NZBRET HHE . BB CAGEHE 0 — A — =R EWIZFATT 572012, CAY—
ANIZROHHREMENEH S E T,

CCAY— NE, A X—TNZEN, [FHETE D), FIAARERY — X7, $F— X7 |
fHF o8B EeB4 & OFR 7 CAGERRE, CRL, 77 B RAA[BERA R L — T /31 &,
BXOT 77 4 772 HTTP/SCEP — L L HICRBIZRESNTWALENH Y 77,

*CAZTAT Y FTIE, HERENIERIZTE T LTEY . [ CREAEY —3~0 B8
A X—T 72> TV DRERD Y £,

BE CAGEAZE O — LA —/N\—IZBT S HIHIFIE

FEEY —NERET DG, BB CAGENE T — LA — N—Z EWICFEITT 57012, IROH|
FFEHEAEH SN ET,

*SCEPZfEH L Cr—/LA— =% Y R— T DHLENH Y F9, SCEP DO 0 IZFEHEE
B haVvEIFA D=L (BET 07 7 A0, FEITORE, F721L TFTP IZ X 5%
Bk7e &) A LT, PKIICHERT 5360 Tk, SCEP Tt STV % m—/b A4 — " —ik
BEEFIATE EH A,

Ry NT—JIZHBT — A TEFRELTWTH T — A THRKT D5E, GEAEY—AN
7j§ = *‘/Vﬁ‘*‘/i*‘%ﬁéc: fot E\’—g*\ s %/yz]—%/\%éftﬂ)ﬂ%ﬁiU*r%&T 7j§ g @jé/‘ja:{%ﬁ éﬂ
RN, B— LA — N 3R A L EHE A

BEF—A VTSR RTIFolAAAF
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SEBHEY—/\DERTE
Cisco IOS XE FFAEY —RZREL, HEin — LA —R_—% A4 X —T T DL, ROVEES

amzy—nozE I

FEITLET,
FIEDHE
1. enable
2. configureterminal
3. iphttpserver
4. cryptopkiservercs-label
5. noshutdown
6. auto-rollover [time-period]
FlD M
AU RFERETIVaY B#Y
ATy enable FiHE EXEC E— R& A X—7 LI LE T,
5l *NRAT—REANLET (FERENTEHH)
Device> enable
ATy T2 configureterminal Jua—N) a7 4 FXalb—aryET— RRE2BLET,
{1
Device# configure terminal
ATvT3 iphttpserver RO AT AOHTTP h— "% A F—T I LET,
{51
Device (config)# ip http server
ATy T4 cryptopkiservercs-label SFREY— RO T LA ERL, FAEY—XR a7 X2
L—yary = RERBLET,
il - . ‘ . S A »
Device (config)# crypto pki server GE) ?@j"( RSA ¥ — ~7 %éﬁk Lf“%{:'\‘ cs-label %Iii
server-pki IIF%— XT D4R E BT LHILERH Y 7,
25y 5 noshutdown (B R ES— %A F—T M LET,
bl CE) T 74N MEREEHEAT 2561 ZORATIES

Device (cs—-server) # no shutdown

Davy REFEHEHALET, 2F0, 77411
REDOWT N E TREHEY— SHEREORE] OFE
RIS TERT LA, ERZ0a~vy REFRELT
L72nTL7EE W,

BRF—AVISRSIIFYHEBAIF I
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B assEy—ozx

ARV NFERERETIVa Yy EL:y
ATYT6 auto-rollover [fime-period] (EE) BEICAGEHIE o — A — "—HREL A X —7 LT L
i‘g‘o
i - , _ _
Device (cs-server) # auto-rollover .t”nejneWOd 7 74V MME30 BHTY,
90

1

WOFHITIE, FEAEY— Ims2)] ZFRTET D HFECHOWTORLET, ms2 132048 ' k RSA
F— X7 DOTYLTT,

Device (config) # crypto pki server ms2
Device (cs-server) # no shutdown

% Once you start the server, you can no longer change some of
the configuration.

Are you sure you want to do this? [yes/no]:

yes

% Certificate Server enabled.
Device (cs-server) # end
|

o

Device# show crypto pki server ms2
Certificate Server ms2:
Status: enabled, configured
CA cert fingerprint: 5A856122 4051347F 55E8C246 866DOAC3
Granting mode is: manual
Last certificate issued serial number: 0Oxl
CA certificate expiration timer: 19:44:57 GMT Oct 14 2006

CRL NextUpdate timer: 19:45:25 GMT Oct 22 2003
Current storage dir: nvram:
Database Level: Complete - all issued certs written as <serialnum>.cer

ROFITIL, auto-rollover =~ > FZEH L T, —Sms2 ®HE) CAFEHEFE R — LA — 1 —%
A F—T T B HEERLET, showeryptopkiserver 1~ R&23F(74 5L, HEjn—/L4—
IN=IN 25 HOA =T o TR TH— S mycs IZERE SN2 EWNREINET,

Device (config) # crypto pki server ms2
Device (cs-server) # auto-rollover 25
Device (cs-server) # no shutdown
%$Some server settings cannot be changed after CA certificate generation.
% Exporting Certificate Server signing certificate and keys...
% Certificate Server enabled.
Device (cs-server) #
Device# show crypto pki server ms2
Certificate Server ms2:
Status:enabled
Server's configuration is locked (enter "shut" to unlock it)
Issuer name:CN=mycs
CA cert fingerprint:70AFECA9 211CDDCC 6AA9DT7FF 3ADBO3AE
Granting mode is:manual
Last certificate issued serial number:0xl
CA certificate expiration timer:00:49:26 PDT Jun 20 2008
CRL NextUpdate timer:00:49:29 PDT Jun 28 2005
Current storage dir:nvram:
Database Level:Minimum - no cert data written to storage
Auto-Rollover configured, overlap period 25 days
Autorollover timer:00:49:26 PDT May 26 2008

BEF—A VTSR RTIFolAAAF
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amzy—nozE I

TREERAE Y —/\DERTE

A

FRT, ETIIFED SCEP AEHIEE R H 5 WL F B OFEAFE R A FF 7142 7o DI PR #
P—NEHJEL., HEIo— L d—N—% A 32— T T DI, ROVEEEFEITLET,

FIRDOHE

FIED

GE)

X2 VT OBEE. TIUCKHIT 2 72D ORF BALEIRNITEICE L TWET, v A2k
OB EALICBI T 2 HELEFEIHIZ DUV TlE,  [Next Generation Encryption (NGE) J| "D A K ~<_—
N—=%ZRLTIZEN,

[ C®HBHIIZ

o Jb— REFBHEY — %1%, Cisco [0S XE ZFRAEY — X THALERH Y 77,

s FrDFREEF (CA) OBE. W—FCAFHITT v 7 A MU —LA CA ~DEELL SCEP 247
LT@#%%TTO7y72FU~ACAﬁ\7y71%U~ACAA®§ﬁﬁ%TTéi
T IA L THIVNENRHDET, ' bFCAFERIETT v 7T AR) —ACAIZTN.CA %
FENCTEGRT A EITTEET A,

enable

configureterminal

cryptopkitrustpoint name

enrollment [mode] [retry periodminutes] [retry countnumber] urlur/ [pem]
hash {md5 | shal | sha256 | sha384 | sha512}

exit

cryptopkiservercs-label

issuernameDN-string

© e NSO G RwDh =

mode sub-cs

—
Q

. auto-rollover [time-period]

-—
—

. grantautorollover {ca-cert | ra-cert}
. hash {md5 | shal | sha256 | sha384 | sha512}

. noshutdown

[ —
w N

AU RFEEET7I 3y B#

ATy T

41 -

enable

Device> enable

¥#E EXEC £ — R& A 2 —7 /W LET,
cNRRATU—KREANLET (FERENEHE)

BRF—AVISRSIIFYHEBAIF I


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
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B avEv—oxE
ARV NFERERETIVa Yy =LY
AFwF2 |configureterminal sua—s ) ary7 4 Xal—varyT—FElBLET,
i -
Device# configure terminal
ATy 73  cryptopkitrustpoint name TALOGERES—SNERT L M7 A MRS FEESL, CAFF R
FRA YR arv74Xalb—vay — REBEBLET,
il -
Device (config)# crypto pki
trustpoint sub
ATy T4 enrollment [mode] [retry CA DIRDIER/RT A— 2 EEELET,
periodminutes] [retry )
countnumber] urlurl [pem] * (EE) CA VAT L% ER (RA) T 555, mode F—
U—RE LT RA) E— REHEELET, 774/ M T,
Bl - RA E— RiE7 4 =7 T,
Device (ca-trustpoint) # . w
enrollment url * (fEE) retry period ¥ — U — 35 X O minutes 5%, CA IZHID
Ritpsfcaserver meaple con| SRR A (TS % T AT S BN S A CHTE L
Devzce (ca-trustpoint) # ij‘o ﬁé{jﬂﬁci 1~ 60 fﬁ‘o 5§7j_/1/ ]\ ‘j: 1 ’C‘?‘O
enrollment url . w . .
http://[2001:DB8:1:1::1]:80 * ({£E) retry count ¥ — 7V — RIS X O number 518013, EATOE R
(CRET DISE TN —Z PG LW — 2 DREAEZR 2
KR E LY, AT, 1~100 T, 774/
~ME 10 TY,
Curl ST, V=2 DEEHE R 2 %1545 CA © URL T,
GE) IPv6 7 R L AT http: B AITBINTE X, 2Lz
&, http:/[ipv6-address]:80 T3, URL N®D IPv6 7 K1 &
FFENCTHTDLERH Y £, HHTE 22 O o5
FHRUTBHT 25 DU TIL, enrollment url (ca-trustpoint)
aAv U R R=UEZRL TSN,
* (fEE) pem ¥—U— N, FEBIFEZKIZ Privacy Enhanced Mail
(PEM) DOEEIRZEML £
A7 w75 |hash {md5|shal |sha256 | (A7v 3 ) CiscolOSXE 7 74 7 v M H B EDEA T

sha384 | sha512}

{51
Device (ca-trustpoint)# hash
sha384

W ARF— (VISR SO FolmBAAF

AT 2Z40 Ny 2842 EELES, 7 7+ hTiL, Cisco IOS
XEZ 747 2 MEIMDS b Ny v o Ba B B4R EICHEA L
iﬁ—o

NTZARNKA L NOT 74V MiE EEEXTDHEHIC, ROa~ KT
NIAYZAAF—U—=RRA T a  ONTIUNERETCEET, T0%,
ZOREN, AEBLEHEDOT 7 4V Oy 2 T AT Y X
LREEIZ 720 9,
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amzy—nozE I

AU RFEEET7I 3y

=)

*md5: 7T 7 AN Oy Vo BEMDS AMERH SIS KO ICEEL
F9 HERELEEA)

*shal : SHA-1 ™y 3 2B RSA X —DF 7 /L hD Ny 2 T
NITYXLELTHERAENDLIIHEELET HERLETA)

* sha256 : SHA-256 7~ ¥ = B%473 Elliptic Curve (EC) 256 £ > b
F—DNy 2T AIYZLELTHEASND X IICIEELET,

* sha384 : SHA-384 v ¥ 2 BIMIANEC384 By F F—D vy a7
WY ZXLE LTHERSRD K OITHELET,

*sha512 : SHA-S12 Ny V=2 BN ECSI2 By b F—D oy a2 T
NIV ZARELTHERHEND LOCHRELET,

ATy T6 | exit CANIAIRA v a7 4 X2l —rary ET—RE2KTLET,
1 -
Device (ca-trustpoint)# exit
AT wF71 |cryptopkiservercs-label Cisco I0S XE fFEY — &2 4 2 —T LI L, CSH—RN a7 1 Fa
L—y gy B— REBLET,
I : . - — o . — °
1fe]v.ice(confiq) # crypto pki GE) TALDOY— NZiE, ERRAT v 73 TR S F T X bR
server sub A MERICARTIZMTA2MERH D 77,
AT w8 |issuernameDN-string (EE) FEFEY— 3D CA #1T7#H 4 & LTDN ZfEELET,
1 -
Device (cs—-server) #
issuer—-name CN=sub CA,
O0=Cisco, C=us
ATw 79 | modesub-cs PKI % — %% 7EEES — N T— NI LE T,
1 * TZCA & CA LDBRIEZ, Ry NT—27 EOFTRTDOT /A AN
Device (cs-server) # mode Cisco [0S XE 7/31 A A TIZEENDLLH DA AR — FILE
sub-cs 4, ZD7-®, CiscolOS XE O FAL CA %, #— K /8—F 1 ® CA
PF— NI EERT D EIXTEERA,
X7 v 710 |auto-rollover [time-period] (FE) BE CAZFHED — LA — _R—fe2 A x—7 Vi LET,

11 -

Device (cs-server) #
auto-rollover 90

* time-period : 7 7 4 /L NE 30 H T,

DRAF—A VISRV FYRBETSAF
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A RFERIFTZIIa Y B#

A7 w711 |grantautorollover {ca-cert | (EE) AL —2 RN AETIC, FHEO CABLIVPRAE—RCAD
ra-cert} PG ER 2 B BIRICFFAT LE T,
B - *ca-cert : NN CA v — /LA — N—FEREN BB 5 s X
Device (cs-server)# grant auto 5&:?Eﬁ§L/§5jAo

rollover ca-cert
*ra-cert : RA E— K CA v — /LA — —ZEREN BB 5 3
HEIIHELET,

6= D, IO T FLOFEAES — 2 A 2 —7 VI L, Bk
T5EEThONE, FEHEEREZFETHFATOILENDH Y

jz—g—o
AT w712 |hash {mdS|shal|sha256 | (fE7) CiscolOSXERBFER (CA) [ZH— b RAT SN2 T~ TORE
sha384 | sha512} HEDOBLIHEHATIELD Ny > 2 BMERELET,
B - *md5 77 AV ROy Y BEMDS BME SN LD IHREL
Device (cs-server) # hash ij— (:J:E'Ij:é L/i'@:/u) °
sha384
*shal : SHA-1 y V=2 BEBMERA SN D Lo ICiEE L E T (HEEL
FHA) .
* sha256 : SHA-256 /~v v = BHMEH S NS Lo ICEELET,
*sha384 : SHA-384 ™y V= BABMBEHINS L O ICBELET,
*sha512 : SHA-512 Ny v a B ERH S NS KO ICEELET,
X7 v 713 |noshutdown SERREY — R A R — TNV E T ITEHA R —T B L ET,
- NN TFADFEAE Y —REDTA X —T T 5 L & ThHE, FF
B eorvonr s 1o BIE— IE % — R AR L, b NEERE— S 5 B A X A
shutdown E&’/f%‘ L/ i To

15
REAE — DA X =T TR B0 B D WITREAF Y — S03EROE S 7o BR 2 U 5 BRI
kT 7D A L2854 X, debugeryptopkiserver =~ > K& 425 & wIZrRT Lo ([
By JIRRE] BEO TRIFA MRS U EPRRRE] ) REEZ N T TNV a—T 47 TEE
T ZIZTIE. Tms2) 122048 By RO RSA F— X7 DT ~LERLET,
Router# debug crypto pki server

20 BNREE

Router (config) # crypto pki server ms2

BEF—A VTSR RTIFolAAAF
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amzy—nozE I

Router (cs-server) # mode sub-cs

Router (cs-server) # no shutdown

%Some server settings cannot be changed after CA certificate generation.

% Please enter a passphrase to protect the private key % or type Return to exit
Password:

*Jan 6 20:57:37.667: CRYPTO CS: enter FSM: input state initial, input signal no shut
Re-enter password:

*Jan 6 20:57:45.303: CRYPTO CS: starting enabling checks

*Jan 6 20:57:45.303: CRYPTO CS: key 'sub' does not exist; generated automatically[OK]

[

% Time has not been set. Cannot start the Certificate server

FSR RRA D FOREE

Router (config) # crypto pki server ms2

Router (cs-server) # mode sub-cs

Router (cs-server) # no shutdown

%$Some server settings cannot be changed after CA certificate generation.
% Please enter a passphrase to protect the private key or type Return to exit
Password:

Jan 6 21:00:15.961: CRYPTO CS: enter FSM: input state initial, input signal no shut.
Jan 6 21:03:34.309: CRYPTO_CS: enter FSM: input state initial, input signal time set.
Jan 6 21:03:34.313: CRYPTO CS: exit FSM: new state initial.

Jan 6 21:03:34.313: CRYPTO CS: cs config has been unlocked

Re-enter password:

Jan 6 21:03:44.413: CRYPTO CS: starting enabling checks

Jan 6 21:03:44.413: CRYPTO CS: associated trust point 'sub' does not exist; generated
automatically

Jan 6 21:03:44.417: CRYPTO _CS: key 'sub' does not exist; generated automatically[OK]
Jan 6 21:04:03.993: CRYPTO CS: nvram filesystem

Jan 6 21:04:04.077: CRYPTO CS: serial number Oxl written.

You must specify an enrollment URL for this CA before you can authenticate it.

o

% Failed to authenticate the Certificate Authority
REE Y — DN EAGEAEZ L — FEHEF— SO RG TERWGAIE. ROFINTRT L 91T,
debugcryptopkitransactions 2~ > REZfiH L TREL N7 7NV a—T 4 7 TEET,

Router# debug crypto pki transactions

Jan 6 21:07:00.311: CRYPTO CS: enter FSM: input state initial, input signal time set
Jan 6 21:07:00.311: CRYPTO CS: exit FSM: new state initial

Jan 6 21:07:00.311: CRYPTO CS: cs config has been unlocked no sh

%Some server settings cannot be changed after CA certificate generation.

% Please enter a passphrase to protect the private key % or type Return to exit
Password:

Jan 6 21:07:03.535: CRYPTO CS: enter FSM: input state initial, input signal no shut
Re-enter password:

Jan 6 21:07:10.619: CRYPTO CS: starting enabling checks

Jan 21:07:10.619: CRYPTO CS: key 'sub' does not exist; generated automatically[OK]
Jan 21:07:20.535: $SSH-5-ENABLED: SSH 1.99 has been enabled

6
6
Jan 6 21:07:25.883: CRYPTO CS: nvram filesystem
Jan 6 21:07:25.991: CRYPTO CS: serial number Oxl written.
Jan 6 21:07:27.863: CRYPTO CS: created a new serial file.
Jan 6 21:07:27.863: CRYPTO CS: authenticating the CA 'sub'
Jan 6 21:07:27.867: CRYPTO PKI: Sending CA Certificate Request:
GET /cgi-bin/pkiclient.exe?operation=GetCACert&message=sub HTTP/1.0
User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI)
Jan 6 21:07:27.867: CRYPTO PKI: can not resolve server name/IP address
Jan 6 21:07:27.871: CRYPTO PKI: Using unresolved IP Address 192.0.2.6 Certificate has the
following attributes:
Fingerprint MD5: 328ACC02 52B25DB8 22F8F104 B6055B5B
Fingerprint SHAl: 02FD799D DD40C7A8 61DC53AB 1E89A3EA 2A729EE2

Do you accept this certificate? [yes/no]:
Jan 6 21:07:30.879: CRYPTO PKI: http connection opened
Jan 6 21:07:30.903: CRYPTO PKI: HTTP response header:

HTTP/1.1 200 OK
Date: Thu, 06 Jan 2005 21:07:30 GMT
Server: server-I0S
Content-Type: application/x-x509-ca-cert
Expires: Thu, 06 Jan 2005 21:07:30 GMT
Last-Modified: Thu, 06 Jan 2005 21:07:30 GMT
Cache-Control: no-store, no-cache, must-revalidate

o

DRAF—A VISRV FYRBETSAF
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Pragma:

Accept-Ranges:
Content-Type

Jan
Jan
Jan
Jan
Jan
Jan

6
6
6
6
6
6

21:
21:
21:
21:
21:
21:

no-cache

none

PKI FEBH T Cisco I0S XE SEFAZE Y —/\DRES L UVEE

indicates we have received a CA certificate.
Received 507 bytes from server as CA certificate:

.903:
.907:
.907:
.907:
.927:
.927:
certificate accepted.%
% Certificate request sent to

CRYPTO_ PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_ PKI:
CRYPTO_PKI:

)

% Enrollment in progress...
(cs-server) #

Router

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

6

) O) O) O) O O O

6

EC188F65
Jan 6 21:
0C7BE187
6 21:
6 21:
6 21:
6 21:
6 21:
HTTP/1.1 200

Jan
Jan
Jan
Jan
Jan

Date:

Server:
Content-Type: application/x-pki-message
06 Jan 2005 21:07:57 GMT

Expires:

:07:

55

L7172
772
.460:
.348:
.352:
.352:
.356:
.356:

016:

64356C80
07:55.016:
0DFC884D D32CAA75

07:
07:
07:
07:
07:

Thu,
server-I0S

06

Thu,

.508:
.508:
.516:
.136:
.136:

OK
Jan

CRYPTO CA:
CRYPTO CA:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO PKI:
CRYPTO PKI:
CRYPTO PKI:

CRYPTO PKI:

CRYPTO_ PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_ PKI:
CRYPTO_PKI:

2005 21:07:

Last-Modified: Thu, 06 Jan 20

Certificate Authority

certificate not found
certificate not found
Publishing 213 bytes to crl file nvram:sub.crl
enrolling the server's trustpoint 'sub'
exit FSM: new state check failed

cs config has been locked

transaction GetCACert completed
CA certificate received.
CA certificate received.
crypto_pki_authenticate tp cert()

trustpoint sub authentication status

transaction PKCSReqg completed

status:

Certificate Request Fingerprint MD5:

Certificate Request Fingerprint SHALl:

can not resolve server name/IP address
Using unresolved IP Address 192.0.2.6
http connection opened
received msg of 776 bytes
HTTP response header:

57 GMT

05 21:07:57 GMT

HTTP/1.1 200 OK

= 0 y Trustpoint CA

1BAO27DB 1C7860C7

840DB52C E17614CB

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Accept-Ranges: none
Jan 6 21:07:59.324: The PKCS #7 message has 1 verified signers.
Jan 6 21:07:59.324: signing cert: issuer=cn=rootl
Jan 6 21:07:59.324: Signed Attributes:
Jan 6 21:07:59.328: CRYPTO PKI: status = 102: certificate request pending
Jan 6 21:08:00.788: CRYPTO PKI: can not resolve server name/IP address
Jan 6 21:08:00.788: CRYPTO PKI: Using unresolved IP Address 192.0.2.6
Jan 6 21:08:00.796: CRYPTO PKI: http connection opened
Jan 6 21:08:11.804: CRYPTO PKI: received msg of 776 bytes
Jan 6 21:08:11.804: CRYPTO PKI: HTTP response header:

Date: Thu, 06 Jan 2005 21:08:01 GMT

Server:
Content-Type: application/x-pki-message
06 Jan 2005 21:08:01 GMT

Expires:

server-I10S

Thu,

Last-Modified: Thu, 06 Jan 20

Cache-Control: no-store, no-cache,
Pragma: no-cache
Accept-Ranges: none
Jan 6 21:08:11.992:
Jan 6 21:08:11.992: signing ce
Jan 6 21:08:11.996:
Jan 6 21:08:11.996: CRYPTO PKI:
Jan 6 21:08:21.996: CRYPTO PKI:
Jan 6 21:08:31.996: CRYPTO_ PKI:
Jan 6 21:08:41.996: CRYPTO PKI:
Jan 6 21:08:51.996: CRYPTO PKI:
Jan 6 21:09:01.996: CRYPTO PKI:
Jan 6 21:09:11.996: CRYPTO PKI:
Jan 6 21:09:11.996: CRYPTO PKI:
Jan 6 21:09:11.996: CRYPTO PKI:
Jan 6 21:09:11.996: CRYPTO PKI:
Jan 6 21:09:11.996: CRYPTO PKI:
Jan 6 21:09:12.024: CRYPTO_ PKI:

05 21:08:01 GMT

must-revalidate

The PKCS #7 message has 1 verified signers.
rt: issuer=cn=rootl
Signed Attributes:

certificate and keys...

Jan

6 21:09:14.784:

CRYPTO PKI:

W 2RAF—A2ISAMSIFBEAAE

All sockets are
All sockets are
All sockets are
All sockets are
All sockets are

All sockets are

closed
closed
closed
closed
closed

resend GetCertInitial,

closed

for
for
for
for
for
1

for

trustpoint
trustpoint
trustpoint
trustpoint
trustpoint

trustpoint

resend GetCertInitial for session: 0
can not resolve server name/IP address
Using unresolved IP Address 192.0.2.6

status = 102: certificate request pending

sub.
sub.
sub.
sub.
sub.

sub.

http connection opened% Exporting Certificate Server signing

received msg of 1611 bytes
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Jan

6 21:09:14.

SERAEY —/\DHRTE

784: CRYPTO_PKI: HTTP response header:

HTTP/1.1 200 OK

Date: Thu, 06
Server:
Content-Type:

Expires: Thu,

Last-Modified: Thu,
Cache-Control:
no-cache

Pragma:

Accept-Ranges:
Jan 6 21:09:14
Jan 6 21:09:14
Jan 6 21:09:14
Jan 6 21:09:14
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
configured
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:15
Jan 6 21:09:18
Jan 6 21:09:18
Jan 6 21:09:18
Jan 6 21:09:18
Jan 6 21:09:18
Jan 6 21:09:18
Jan 6 21:09:18
Jan 6 21:09:18

Jan 2005 21:09:13 GMT

server-I0S

application/x-pki-message

06 Jan 2005 21:09:13 GMT

06 Jan 2005 21:09:13 GMT
no-store, no-cache, must-revalidate

none

.972: The PKCS #7 message has 1 verified signers.

.972: signing cert: issuer=cn=rootl

.972: Signed Attributes:

.976: CRYPTO PKI: status = 100: certificate is granted

.668: The PKCS #7 message contains 1 certs and 0 crls.

.688: Newly-issued Router Cert: issuer=cn=root serial=2

.688: start date: 21:08:03 GMT Jan 6 2005

.688: end date: 21:08:03 GMT Jan 6 2006

.688: Router date: 21:09:15 GMT Jan 6 2005

.692: Received router cert from CA

.740: CRYPTO CA: certificate not found

.744: CRYPTO PKI: All enrollment requests completed for trustpoint sub.
.744: $PKI-6-CERTRET: Certificate received from Certificate Authority
.744: CRYPTO PKI: All enrollment requests completed for trustpoint sub.
.744: CRYPTO PKI: All enrollment requests completed for trustpoint sub.
.748: CRYPTO CS: enter FSM: input state check failed, input signal cert
.748: CRYPTO CS: starting enabling checks

.748: CRYPTO CS: nvram filesystem

.796: CRYPTO CS: found existing serial file.

.820: CRYPTO CS: old router cert flag 0x4

.820: CRYPTO CS: new router cert flag 0x44

.432: CRYPTO CS: DB version 1

.432: CRYPTO CS: last issued serial number is 0x1

.480: CRYPTO CS: CRL file sub.crl exists.

.480: CRYPTO CS: Read 213 bytes from crl file sub.crl.

.532: CRYPTO CS: SCEP server started

.532: CRYPTO CS: exit FSM: new state enabled

.536: CRYPTO CS: cs config has been locked

.536: CRYPTO PKI: All enrollment requests completed for trustpoint sub.

FEAES — 03 R =T TR B B D WITRERAE Y — SNERE ST ER 2 AL D BRI

RIEMRFAE L7254 1%, debugeryptopkiserver =1~ > K2 L T, BEOETIRNE N T 7L

Va—T 4 TEET, ZO0awr RiE, —FCAEZT ARy I TAREASICHHEATEET (2
Da<wr RNiE, V—FCATHICLTLEEWN) |

EFEAZEYH—/\% RA E—

FTRITT DK IITHE

Cisco I0S XE FERAE Y — 3%, CiscolOS XE CA F721FBIDH— K /3—F 1+ D CA D RA & L TH
BBTHAZENTEET, — R X—=7 12D CA ZEHT 5851L. transparent X— 7 — K 47
Ta BT A FIES OFFMA MR L T3V,

DRAF—A VISRV FYRBETSAF



B avsEy—onE

PKI FEB T Cisco I0S XE SEFAZE Y —/\DHREL L UEE

FIEDOE
1. enable
2. configureterminal
3. cryptopkitrustpoint name
4. enrollmenturlur/
5. subject-namex.500-name
6. exit
1. cryptopkiservercs-label
8. modera [transparent]
9. auto-rollover [time-period]
10. grantautorollover {ca-cert | ra-cert}
11. noshutdown
12. noshutdown
FlED
OV FFEREETOVI Y B
ATy enable Rt EXEC E— R& A X—7 /LI LET,
151 : *NATU—REANLET (FERn75GH) .
Device> enable
ATy T2 configureterminal sua—r L ar7 4 Xalb—varyE®—RERBLET,
11 :
Device# configure terminal
ATvT3 cryptopkitrustpoint name RA E— RFEEY—"DBMEHT L5 N7 A MRS U FEES L,
CANTARMKRA LV Far7 4 Xal—rar®— NelbLE
B : T
Device (config)# crypto pki
trustpoint ra-server
25y T4 enrollmenturlur/ FATIC CA FEFI B — /8 (b— REEBIEH—) %4k URL %
HRELET,
1 -
Device (ca-trustpoint) # enrollment
url http://ca-server.company.com
25y 75 subject-namex. 500-name RA T 5S4 2188 L E T,

151 :
Device (ca-trustpoint) #
subject-name cn=ioscs RA

GE) AT T CAFEHEY — "R RAZHRBTx B L o1, A
HHE AT Ten=ioscs RA| F72iL Tou=ioscs RA] Z &

x5 (AT v 7 T7TEER) .

W ARF— (VISR SO FolmBAAF
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amzy—nozE I

AR RFEREETO VI Y

B

ATv 76 exit CANTZAMRA LV Far74X¥al—varyET—Ra&TLE
‘g‘O
i -
Device (ca-trustpoint) # exit
ATvI1 cryptopKiservercs-label CiscoIOS XE GEFHE Y — % A X—T /L, CSH— a7 4
Fal—aryE— FE2HBLET,
fgv:ice(config)# crypto pki server ('i) gEEﬁ%’H-%/W?Ji‘ J:%EX';: y7° 3 T{/Eﬁkéﬂf: }\ ?
ra-server ANKRA R EFRCARIZMTDLERH D £,
2778 modera [transparent] PKI 4 — /3% RA FEHI 4 — % B— iz LET,
Bl - RA E— RO CA Y —"BEHD S A 7D CA Y — S LA AE
Dgev-ice (cs-server)# mode ra TELEOET D (BN transparent F—U—FEMA Li‘é—o
transparent % — U — N2l f]4 25 & | JudD PKCSH#10 Bk A
T—VIIBEEA ST, BEETICEEINET, ZOBEA v
T — N2 L - T, I0S RA FEBE Y — NI Microsoft CA H—/37¢
EDCAV—NEHEELET,
ATv79 auto-rollover [time-period] (£E) HEICAGEHEr — LA — _R—REE2 A x— 7 LIC L F
7
51 - ) ) R
Device (cs-server) # auto-rollover * time-period : 774/ ME 30 HTT,
90
XTFvT10 grantautorollover {ca-cert|ra-cert} | ({17) AL —FZ BN AETIZ. THMV.OCABIRRAE—F
CA OFRGRER A2 HEIIZFF T L E T,
B - .- .
gevice (cs-server)# grant auto * ca-cert : NN7D CA a— /LA — R—IFRHE R HEIICfT 5 X
rollover ra-cert ﬂé J: 5 a:;};gﬁiﬂbiﬁ—o
* ra-cert : RA &— K CA 1o —/ /LA — —ZFRAEN B ®BAICfF
ExndEHiclEELET,
I, IO TTILOFEES — "2 A R—T ML, BT 5
L EThIUL, EAEERZ FETHATHL4ERH D £,
ATv7IN noshutdown SEREY— B A 2 — T T L ET,
bl GE) Zoavwy RTINS L, RAITNV— FNEAEY—

Device (cs-server) # no shutdown

NIZHBIOEE SN E T, RAGEFENERFICZES
7= 5. noshutdown =1~ > K% FEIITT 50N H
DET, ZHITEY, FEHES—ARHA X—T7 1L
SNnET,

BRF—AVISRSIIFYHEBAIF I



B avsEy—onE

PKI FEB T Cisco I0S XE SEFAZE Y —/\DHREL L UEE

ATV REREETIVa Y

B

ATvT12

noshutdown

151 -

Device (cs-server) # no shutdown

AEAEY — T H A R—T ML E T,

RA E— FAEAE Y —NICERERZZET OO0 — FMEAZEY —/\DRE

Y

P E—

FATTAEEY — N Z T L TN NL—F T, RORAT v 7 #FTUET, BRI, BE8iE
¥% RA E— RiEAEY— B ET H 00— MEREY—R"EZHZELET,

GE)

RA DBERERZFTFAIT 2 Z L1, AERINCY T4 T 0 N T AOBEEREF T 57 1
A LE LT, RA OEERERD cryptopkiserverinfo-requests =~ > KDz~ N 1D
IRA certificate requests] &7 > a VNZRRIND E WD HRERLRY 7,

FIEDHE
1. enable
2. cryptopkiservercs-labelinforequests
3. cryptopkiservercs-labelgrantreq-id
4. configureterminal
5. cryptopkiservercs-label
6. grantra-auto
F IR D 48
ARV RFEREET7TIVa Y B8
ATv 71 enable FitE EXEC £ — F& A R—7 /LT LET,
bl CRAT—REANLET ERSHEHD) .
Device> enable
ATFv T2 cryptopkiservercs-/abelinforequests FRALFED RA FFHHEE R 2 F R LU F 1,

i
Device# crypto pki server
root-server info requests

GE) Zoa~y N, BITIGEHEY—AEZIT LT
H—H ETCRITENET,

W ARF— (VISR SO FolmBAAF
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HLCES A T e |

OV RFERETIVaY B
ATFv T3 cryptopkiservercs-labelgrantreq-id B8 D RA SFREER AR LE 5,
. (D) TR — 0 RA ISR O B &
Dev.ice# crypto pki server i{ij—é @v@\ Mgﬁ%%g*%§$ﬂﬁ_éﬁﬁﬁl\ RA
root-server grant 9 SFHEESRIC T SEELZH > TL &,
ATv T4 configureterminal Jua—nN) a7 4 FXalb—aryEF— RR2lBLET,
1 -
Device# configure terminal
ATFwTH cryptopkiservercs-label Cisco IOS XE ZFRAEY —RNE2 A4 x—7 2 L., CS — N o
Y74 FXal—varE®—RFERBLET,
51
Device (config)# crypto pki server
root-server
ATvT6 grantra-auto (fEE) RA DD DT X TORERE RN BB SND
IO ELET,
g!v:ice (cs-server) # grant ra-auto GI) grant ra-auto =¥/ ]\%%%ﬁﬁ éﬁé L:Li\ RA %IEEH
EDOFTAELIC Ten=ioscs RA] F721% lou=ioscs
RA| ZEHOLHMENHY T (EFRORXT v 72
=M
RDEZE

SEEAE 5 —/\BERE

AEHEY —ANZRE LD, 7740 MEZHEAT 570, GEHEY— SOBKREM O CLI 241 L

THEAZEETE LT, 774/ MELS DL ET D56 13,

HEZRLTZEN,

=L

ax A
FEREY —ANE A RX—T I L,

[RERIEY — SHEREORRE ] O

HEAEY—NRar 7 4 X2l —T g F— NIhob, RO

EEONWTNNDAT v T2 LT, EATREY — MEEEDMH (777 4+ /v MELSY) Z830E

LET,

SIBAEY—/\DT 74 I MEB K UHELEIE
SEHHEY — XOT 7 3L MEIL, R/ EEO Ry b U —27 (10 BRRE DT /SA R) ([ZxPiLd
HZEHEBERLTWET, e 2iE, T—FR_R—=AREWENPEFR/NNRE SN TV DA (database
level minimal =~ K2 X ->T) | FEHEY— NZ SCEP #{#H L T3 XT? CRL ERZ WL L
T, KRRy NU—7 T, E20NDDEBRB I ORGSO DIIT —F RXR—AHRTE

BRF—AVISRSIIFYHEBAIF I



PKI EBBAT D Cisco 10S XE SIBEH — DB ES L UEE |
B avEy—seoE

Mmames| F721% lcomplete] (databaselevel 2~ R T/RIND X HID) ZHHT D Z & &2 HELE
LET, SHICKHMEZRR Y hT—2 TiX, CRLIERAY U —IZE LT, SMBCDP &3 5 &%
ERHY ET,

SIBHZEH— N D74 ILDRES L UVARSER
T AN EA T EISEIERRERATNICRE L. SEIERABHT CARMTE 2 Z#MEN i

HoTHET,
FIEDHE
1. databaseurlroot-url
2. databaseurl{cnm | crl| crt| pl12 | pem | ser} root-url
3. databaseurl {cnm | crl| crt} publishroot-ur!
4. databaselevel {minimal | names | complete}
5. databaseusernameusername [password [encr-type] password]
6. databasearchive {pkcs12 | pem}[passwordencr-type] password ]
1. issuer-nameDN-string
8. lifetime {ca-certificate | certificate} time
9. lifetimecrltime
10. lifetimeenrollment-requesttime
11. cdp-urlur!
12. noshutdown
F gD E 48
ARV RFEREFT7TIVa Y B8
X Fw 71 |databaseurlroot-url SEEY—ROF —HZRX—2 = NUNREBEXHEINEZ ST
A~ ar—varsEEELET,
i : - L b ~ . e .
Device (cs-server) # database url Nt ]\ 75)?5/]3 é ﬂfb \fcﬁl/ \i}’%{j\\ ‘é‘/\“(@*f»-&/\»—
tftp://cert-svr-db.company.com A2 T FP U NVRAM ICEXIAENE T,
27w 72 | databaseurl{cnm | crl | ert | p12 | pem [ser} | FEHITH— AOEE/R T 7 A LOREGFE T 7 A A 2 A
root-url FRNZEEE LES,
i - GE) Zoavwy RBEESNTWARNE §XTOH
Device (cs-server) # database url ser nvram: £774}/l/ei\ (*Eﬁéh(b\éj}%/ﬁ\) 703/])'7

Vuer—va il sngEd, 774~ v
=g URERESNTARAWEAIT., TXToHE
BT 7 A /L NVRAM IR & SNE T,

BEF—A VTSR RTIFolAAAF
| 182 | I
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SERAE Y —/\HBEDERTE

AT REREETOVa Y

E]:b)

X w 73 |databaseurl {cnm | crl| crt} publishroot-url SEBHEY— RONBIETE 7 7 ANV XA RN E LE T,
- GH  Zoavy FBMEESATORNE, TATOR
Dgejv.ice(cs—server)# database url crl publish Faﬁ77’/])/1/ﬂi\ (*Efliﬂéﬂfb‘é%é\) 705/])7
tftp://csdb_specific crl files.company.com Varlr—33 ‘/&:117%%&: ShE @—o A e d) =
r—va YPEESNTRWEGAIL, TXTOA
Bl 7 7 A LA NVRAM [ZE S ET,
X 74 |databaselevel {minimal | names | complete} SERAER T — X RXR— AR E I NAT—Z DX A T A HH
Li‘j‘o
£ : - . - -
Device (cs-server) # database level complete * minimal : 7 L/I/\EEE)EJ%%\ AkfE L CRIEZR S ITTE
LEEOHEHRDREINET, 0BT 74V MET
ﬁ—o
* names : minimal L~ TRAES LD EHUSMNT . ARE
HEOVY T NVEFBIOITEELERTLET,
* complete : minimal L~/ XU names L ~/L T X
NDERMLSMNT . FITHESRDOKFEENRT —HF ~—2
WICEESIAENET,
GE) complete ¥ — U — RZIEET 5 L. KEOTHFHRMN
ERENET, ZOF—TU—RERITT 546,
databaseurl =~ > R&fEH LT, 77— % ZRET
DM TFTP H— b IEET DM ENH VD £7,
X T v 75 |databaseusernameusername [password EE) 774 < ViFHERET — 2 X— 2AOFELEFTICT
[encr-type] password] U AT BUENRDHEE, PR ERAT— REREL
EJ AN
1 -
Device (cs-server) # database username user
password PASSWORD
AT w 76 |databasearchive {pkes12 | (EE) 77 ANVERFLT D7D CAF—& CAGEHE

pem}[passwordencr-type] password |

51 -

Device (cs-server) # database archive pem

DT —=HA THABIORRT - FERELET,

7 7 4V ML pkes12 T, L7z ->T, ZO¥Tavwr
RRRE SN TR T, BETT — A 75| &fie & F17
S, PKCSI2 JEADME S E T,

* RAT — ROBREIHMEETT, NAT— RRREIN

TWARWEE, = "ZHOTREEILZ L &iC, /X2

TJ—ROANERDALATa 7P WRFRENET,
GE) T—HATHRET LD, RENHNNAT— K%
YT 52 L AR LET,

DRAF—A VISRV FYRBETSAF



PKI EBBAT D Cisco 10S XE SIBEH — DB ES L UEE |

B sy mEonE
AU RFERIETIYa Y B#
AT 71 |issuer-nameDN-string (L) 85 L7i#hl 4 (DN-string) 2 CARATHE 4 &% E
LEJ, 7 74/ MAIZL issuer-namecn={cs-label } T3,
1 :
Device (cs-server)# issuer-name my-server
X w 7 8 |lifetime {ca-certificate | certificate} zime (EE) CAGFAEFE~IFiHED T A 72 45 (B %
BELET,
I : - an = —
‘]{Dgiv-ice (cs—-server)# lifetime certificate ﬁyﬁf:ﬁfﬁ@ﬁgli\ 1~1825 H -@j—o CA EEEE%O)T 7 AN
888 FNDTATHANIIE, GEAFEOT 74NV DT A 75 A
LI 1ETT, FEAEORKDT A 7 %A L%, CAGEHE
DIATEALEY 1 BABENEETT,
AT 79 |lifetimecrlime (ER) FERAFY—A"BEHT 25 CRLO T A 72 A & (FF
MHAD) ZERLET,
1ng!v:ice (cs—-server)# lifetime crl 333 ﬁzlij(?/r K 5/]) A,ﬂﬁéi 336 H%‘:FEH (2 j@FEﬁ) VC\‘j—O ‘7:77‘1_/1/ ]\
fEIE 168 e (1 ) T,
ATy lifetimeenrollment-requesttime (5B BEEERDHIREINADFE T, BT — & _X— AR
710 BEINOWMARRELET,
I - —
fiv-ice (cs-server)# lifetime %j(74’ 7 Z A A 1000 H%EF'Eﬁ“C“ﬁ“O
enrollment-request 888
ATy cdp-urlurl (EE) FEREY— D337 L7iEE T S v CDP
71 DG ERLET,
I -

Device (cs-server) # cdp-url
http://my-cdp.company.com

*URL i%. HTTPURL 2T 5L ENH Y £9°,

CiscolOS Y 7 b U =7 % FITH 9, F 7= SCEP GetCRL FERk
ZYR—FLRWPKIZ 47 > FOEAIL. kD URL B
RKEFHLET,

http://server.company.com/certEnroll/filename.crl

F72. CiscolOS FEEH— 73 CDP & L THBRES T
L83, WD URL B ZEH L ET,
http://cs-addr/cgi-bin/pkiclient.exe?operation=GetCRL

Z D cs-addr IFFEWEY — S OEET T,

FBE SN LTSI OIA E N BRI 2 R 5 &L 53—
P —Z58H T 5 12iE, BT ORI Cul+V F—%2 A L E
T, ZOMEAEITLZRWE, HTTP I L5 CRL BUfSCT=
T— A=V NRENET,
G¥) Zoavwy NMHMEETTN, IXTOREBETTY
FTHEHTHZ EATOHERL 97,

W AWE—AYTSRTHF oA R
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agcaitEn—Lt—n—coz W

AT REREETOVa Y B

ATV
712

noshutdown SEREY— NE2 A X —T I LET,

Zoa~wy N, GEAEY— SORENT T L7k THAT

Device (cs-server)# no shutdown 5%\%7%3?) @ ij—o

1

OB TiL, PKI 7 747 >+ SCEP GetCRL EsRZ 78— b L72\\ CDP O¥ia R ET 5 )7
EERLUET,

Device (config) # crypto pki server aaa

Device (cs-server) # database level minimum

Device (cs-server) # database url tftp://10.1.1.1/usernamel/

Device (cs-server) # issuer-name CN=aaa

Device (cs-server) # cdp-url http://server.company.com/certEnroll/aaa.crl

AERAEY— D —H ETA 2 —T W72 > TH D, showeryptopkiserver 2~ > K& {745
L. RO RFRRSNET,

Device# show crypto pki server

Certificate Server status:enabled, configured

Granting mode is:manual

Last certificate issued serial number:0x1

CA certificate expiration timer:19:31:15 PST Nov 17 2006
CRL NextUpdate timer:19:31:15 PST Nov 25 2003

Current storage dir:nvram:

Database Level:Minimum - no cert data written to storage

BEE CAGERAZE O — /LA —/\—T DX

EE)CA

FIEDHEE

EEBAZEO0— LA —/N\—F-1-bIZERT S

Jb—F CA YV — " ETHHE CAGFHAED — LA —_— Fov 2 %2772 HICHET 51203, RO/E
EErFITLET,

1. enable
2. configureterminal

3. cryptopkiservercs-labelrollover [cancel]

BRF—AVISRSIIFYHEBAIF I



| BE CAFIBAZE O — /LA —/\—TOE%E

PKI EBBAT D Cisco 10S XE SIBEH — DB ES L UEE |

FIEDFH
ARV KRFERETI VA Y B#Y

ATy enable ¥t EXEC E— R& A X —7/WIZLE T,
bl PRAV—REANLET ERSKEHS) .
Device> enable

ATFv T2 configureterminal Jao—r)ary7 4 Xal—yarET— RREHBLET,
£
Device# configure terminal

ATFw T3 cryptopkiservercs-labelrollover [cancel] | > % N CAZEBAEA AL L T, CAFFHE D — L4 — —

51 -
Device (config)# crypto pki server
mycs rollover

Tav A BB LET,

CAGEHER — VA — R—FEHEB L O —Z2HIBRT 512
1%, cancel ¥— 7V — FA&fH L £9,

EIBEH—N IS4 TF7o FOO— LA —/NN—EIBHEDEKR
HHES—N 5L T h OB — A — S —FEE R TERT B0, KOS T UET,

FIEDHE
1. enable
2. configureterminal
3. cryptopkiservercs-labelrolloverrequestpkesl0terminal
F gD 8
ARV KRNFEREETIYVaY =]
ATy T enable FitE EXEC E— F& A Rx—7 /L LT,
bl CRRT—REANLET (BRSNS
Device> enable é?) o
RATFwS2 configureterminal Jo—nN)ary7 4 Fal—aryEF—RKE
Bfa L E 7,
i -

Device# configure terminal

W ARF— (VISR SO FolmBAAF
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agcaitEn—Lt—n—coz W

AT RFEREETO VI Y =]

ATvT3

51 -

Device (config) # crypto pki server mycs rollover

cryptopkiservercs-labelrolloverrequestpkes10terminal | -— 705 7 5 4 7o ks @ — L A4 —/X—3FH

FrERLET,

request pkcsl0 terminal

1
wix, —NZAD SN D a— A — N—FEHEZEROF T,

Device# crypto pki server mycs rollover request pkcsl0 terminal

nter Base64 encoded or PEM formatted PKCS10 enrollment request.
nd with a blank line or "quit" on a line by itself.

————— BEGIN CERTIFICATE REQUEST-----
MITIBUTCBuwIBADASMRAWDgYDVQQODEWdAOZXdSb290MIGEMAOGCSgGSIb3DQEBAQUA
A4GNADCBiQKBgQDMHeev1ERSs320zbLQQk+31hV/R2HpYQ/iM6uT1jkJIJ£51y0UPR
wF/X16yUNmG+ObiGiW9fsASFOnxZw+£07d2X2yh1PakfvF2wbP27C/sgIJNOwOuPt
sBxEc40Xe0d5FMhOYKOSAShfZYKOf1nyQR2Drmm2x/33Q0Go15QyRvjkeWQIDAQAB
0AAWDQYJK0oZIhvcNAQEEBQADGYEALMI0r4d79X6vxhD0qiuYJXEfBCOVVAFNyFsir
aBS/y6CnNVYySF8UBUOhXYTIGTWf4T4+57618gYfoFUW1 /1.82djS18TLrUr6wpCOs
RgfAfps7HWledcizOfjJAUU+C71NcobCAhwF1lo6g2nIEjpQ/2yfK907sb3SCIZBfe
eW3tyCo=

————— END CERTIFICATE REQUEST-----

oo oo
[l

CAO—)LA—N—FERAEDIT Y RR— b

CAr— LA —NR—3fAELT 7 ZAR— 51012, ROEELTETLET,

FIEDHE
1. enable
2. configureterminal
3. cryptopkiexporttrustpointpem {terminal | urlurl} [rollover]
FIEDEFH
AU RFERETIYa Y B#
ATv 1 enable FiHE EXEC E— R& A X—7 LI LE T,
Bl - *NATU—REANLET (FERSh-H
Device> enable é?) o
ATFv T2 configureterminal ya—\)ary74Xal— gy F— REH
BLUET,
11
Device# configure terminal

BRF—AVISRSIIFYHEBAIF I



PKI EBBAT D Cisco 10S XE SIBEH — DB ES L UEE |
B sy GEHE CADRT. B BLUFSI TN a—TF oY

AU FFEREETOVa Y =]

ATFv T3 cryptopkiexporttrustpointpem {terminal | urlurl} |CA 3 v RV ZEZA =7 AR — s LET,
[rollover]

11 :
Device (config)# crypto pki export mycs pem
terminal rollover

SEBREY —/N\, FSIBRE. CADRSF. BREE. BELUV ST a—T4
g

ERFERT—IR—ANDEE
SCEP X, 2207 T AT v "BFEA D = AL (FENZ L DB & Fridth —2 M HIT 588
EYHAR—MLET, FENCL DT, FHEIL. CAYV— NTEAEMICEREERZZE T 54
ENBHY E9, FAHEAE R —2 AT 8ETIT. BHEEL. V¥ A L RATU—F (OTP) %
AERT 2 EICE D, BEEREFINCHFAI T 9,
WOVEEDH L, WTEND AT v P& LT, SCEP T & 2 BT X —F DiF
. BIOETRFENEE 72 IXREE — Ol 72 & OBREAZ F1TT 5 &, BERERT —F X—
ANEELLT L 20 T,

FIRDHE

enable

cryptopkiservercs-labelgrant {all | req-id}
cryptopkiservercs-labelreject {all | req-id}
cryptopkiservercs-labelpasswordgenerateminutes
cryptopkiservercs-labelrevokecertificate-serial-number
cryptopkiservercs-labelrequestpkes10 {ur/ | terminal} [base64| pem

cryptopkiservercs-labelinfocrl

® NS G R wh =

cryptopkiservercs-/abelinforequests

BDEF—AVIZTRAMSIFYBRAA R
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EHEY—/5,

FEBAE. CADRSF, &iE. 8LV LS TNV a—Ta Y

FEDEFHA
AV RFEREEFETIa Y B
AT 1 |enable F5HE EXEC E— R& A X —7/LIC LET,
1 - CNAT—REANLET (FERIhTEHE) .
Device> enable
AT wF2 |cryptopkiservercs-labelgrant {all | req-id} F_T D SCEP R & 72 1345 E O SCEP R & 7 ]
L/ i j‘o
i -
Device# crypto pki server mycs grant all
ATFw T3 cryptopkiservercs-labelreject {all | req-id} F T SCEP Exk F 77134 E D SCEP ExRk A S
LET,
i -
Device# crypto pki server mycs reject all
AT w74 |cryptopkiservercs-labelpasswordgenerateminutes SCEP ER|ZxF LT OTP 24k LF 1,
Bl - * minutes : /NAYU — ROFEEH (43) o A7
Device# crypto pki server mycs password generate 1ﬁ@%ﬁ{i\ 1 ~ 1440 ﬁj\‘(j—o 7:7ﬁ‘/1/ ]\ &i
7 60 43 T,
GE) ANZ72 % OTPIE, —EIZ 1272 TT,
WD OTP BMERK NS &, 18 HD OTP
TSN FT,
A5 w75 |cryptopkiservercs-labelrevokecertificate-serial-number| FERR # 4 ZERH ED L ) 7 L E B Z SO TESNC L
\i j—O
| .
gi‘;ice# crypto pki server mycs revoke 3 * certificate-serial-number--One of the following
options:
COX THAED A MU 7, Zhud16tEME L
LTI NnET
*0Lnox CTHREAA NI 7, Zid8it
e LTI nET
CEDOMITRTOANI T, ZhBIT 10
WL LB s ET
27w 76 | cryptopkiservercs-labelrequestpkes10 {ur| terminal} | Base 64 75 /L JE 3 % /= 13 PEM JE3to> PKCS10 ZiE W)

[base64| pem

i -
Device# crypto pki server mycs request pkcslO
terminal pem

EHRGERAZTERT — X _XR—ACFFHEMLE
7,

RERAENMT 5 &5 & AERAEIT Base 64 15 5L %
FHLCay Y —AmRICERENET,

DRAF—A VISRV FYRBETSAF
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AT FEREETOVa Y

E:g)

*pem : ZLRIZ PEM ~ v X —MEH ShvenE
MDD BT, GEAEE MG Sk,
PEM ~ v ¥ —Z B#)JIZIEI0 L 72 GE 4 K
FTEOIRELET,

* base64 : ZRIZ PEM ~ v X — M H 7z
EOMTrb b, GEAEEZ PEM ~y ¥ —
7ML TIRT L OICHEELET,

AT w71 |ceryptopkiservercs-labelinfoerl

1 -

Device# crypto pki server mycs info crl

BIAED CRL D AT — X A ZBET A SRR LE
ﬁ—o

AT w8 |cryptopkiservercs-labelinforequests

1 -

Device# crypto pki server mycs info requests

RALPEDFE FRR IR 2 T X TERIR L £,

BRERKT —F X=X o DERDHIR

AEAE Y — N, BREREZZ TS & BRERDREOEEIZT D, HGT0, HDHWIT

FFRfCEET, BERIZ, 7947 PREROERAZ RO CGGEAES— 2R -V 7 4T5FET,
BERERT — 2 _R— R ABRESNE T, 77472 BT L, iEAE— A E s ioR—
Vo7 L7aWEANE, Hlx DBSREFITTRTCOERE T — X RXR—ZAMHHIRTE 9,

ROEFEZFEITLT, T—FRXR=ANLERZHIRL, F—BLUO 7% 27 a VIDIZBELT

Y= )= RBICREET, E,

ZOEHEEEITLC, EUNZEMEL 22\ SCEP 7 &

ATV MO NT TN a—F 4V ITHRTXET,

FIEDHEE

1. enable
2. cryptopkiservercs-labelremove{all | req-id}

W ARF— (VISR SO FolmBAAF
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SIBIEY—/N, AEBRE. CADES. B, LU LS TILYa—F1257 |}

F IR D8
AR RFERETOVa Y =)

ATvT1 enable FikE EXEC £ — R& A 2 —7 /T LET,
Bl *NAV—FRE AN LET (ERSNHA) .
Device> enable

XTFw T2 cryptopkiservercs-labelremove{all | req-id} BRERER A B ERE R T — X _R— 20 BB L E T,

11 -

Device# crypto pki server mycs remove 15

ESEBAZEY —/\DHIBR
FERAEY — % PKI iR EICFE LT 2 WEE, FEFAEY — % PKIRENHHIBRCTE £7, @
. FALOGEHES — NFEZIT RATHIBREINE T, 72720, RIFSI7Z RSA F—%fH LT
JL— FEFFAEY — RER DT A RZBE LTZ3mE1E. V— FEAES— 2R T £,

PKI B2 E D A E Y — N2 HIBRT 51213,

ROMEEEFATLET,

GE) FEAES —ZHIRT D & BEMAITONTWD T A MRS Y PBLRF— bR NE
B
FIRDOHE
1. enable
2. configureterminal
3. nocryptopkiservercs-label
FIEDFEHE
ARV RFEEEFTIVa Y EL:Y
ATy T enable M EXEC E— F& A R—7 ML ET,
Bl - *NRNATU—REANLET (FERESNTEHS)

Device> enable

DRAF—A VISRV FYRBETSAF
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ARV REEETIVa Y E):Y
2Ty T2 configureterminal Jua—syLar7 4 Xal—ar T— RERFBL
i‘a‘o
i -
Device# configure terminal
ZATFvT3 nocryptopkiservercs-label LB — 3 L OBHAT T S b T A R EA v R

1 -

mycs

Device (config) # no crypto pki server

Ex—ZHIRLET,

SIBAZEY —N\ECART—RADKRIAP LUV NS TV a—TF 149
SFAEY — RNETZIL CA D AT —H A MIET HI21E,. ROFNEONT N EFEHALET,

FIEOHME
1. enable
2. debugcryptopkiserver
3. dirfilesystem:
F gD FH
avYUrFERIETOVaY | BW
ATvT1 enable FiHE EXEC E— R& A 32— 7 M LET,
- PSR REANLET (ERSNZHE) .
Device> enable
ATFv T2 debugcryptopkiserver B2 PKI ZEHHE Y — _ROF RNy F 2 A4 X — T N2 LET,
) - *REFEY — ASRIRELRWIGE. 2O WITREAEF — \DHRE S
Dev.ice# debug crypto pki AT BRZ T D BN AE LT HEIE, Zoavyr Re
server R L CREOEATRINDE=F Y LV TBIO RN T TNy a—T ¢
VIR TEET,
ATvT3 dirfilesystem: Tr AN VATFLEADT AN YA NEFRLET,
1 *u—HN T AN AT NERA L T HT7HIT databaseur]l =

W ARF— (VISR SO FolmBAAF

Device# dir slotO:

U REANLEBEAIZ, 2oa~vy REfEHA LT, SEEY—
NEENT —HA T 77 ANERFECEET, Dl LT —&_—
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avVRKFEEIEIF7ZI3Y (BH

AWND Tes-label ser] ¥ XL les-label .ctl] 7 7 A NVE SRR TE 5
M‘gﬁg% @ i‘a—o

CA GEBREHFH DR
CA GEHIFEICBIE T 215 GEIEY — m—d— = Tot A, m—d— " —GEH#E, B
KOS A ~—128) ZAFT LI, ROa~y FOWFADEHERLET,
S

GE) Inboawy Rk, vy RUGEAZEERICHT LTI TIZd v T8 A, v v RUFEAEN
TFELRWGA, ROa~xy REEITTHE, 777 4 77 EREERZ I RFREINET,

FIEDOHME
1. cryptopkicertificatechain
2. cryptopkiserverinforequests
3. showcryptopkicertificates
4. showcryptopkiserver
5. showcryptopkitrustpoints
F D 48

AT w71 cryptopkicertificatechain

1 -

Device (config) # crypto pki certificate chain mica

certificate 06

certificate ca 01

! This is the peer’s shadow PKI certificate.
certificate rollover OB

! This is the CA shadow PKI certificate
certificate rollover ca OA

SEHEF = —  OFEMEFR R L, BUEDT 77 4 7 /iEHE L GFHEF = — 2 O n — LA — R—3FHE L
XKAILET, OB TIL, 7277 4772 CAFEHEEZFOIEAET = — v BIX OV vy FUIEHE, £721X
— LA — N—FFHEEZ R L E T,

RFw F2 cryptopkiserverinforequests

&1 -

Device# crypto pki server myca info requests

ABF— A VTSR SO F v HRAA B
| .hﬂﬂl



ATvT3

ATy T4

W 2RAF—A2ISAMSIFBEAAE
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FEBAEY—/N, BEBAE. CADRSF. M. BLUV I ITLva—TFT12Y

Enrollment Request Database:
RA certificate requests:

RegID State Fingerprint SubjectName
RA rollover certificate requests:

RegID State Fingerprint SubjectName

Router certificates requests:

RegID State Fingerprint SubjectName
1 pending A426AF07FE3A4BB69062E0E47198E5BEF hostname=client
Router rollover certificates requests:
RegID State Fingerprint SubjectName
2 pending B69062EOE47198E5BFA426AF07FE3A4R hostname=client

RABEOFERAFERERE R 2 T X THRRLET, RIS, ¥y FUPKIGEAEFHREROH OB 2R L £,

showcryptopkicertificates

51 -

Device# show crypto pki certificates

Certificate
Subject Name
Name: myrouter.example.com
IP Address: 192.0.2.1
Serial Number: 04806682
Status: Pending
Key Usage: General Purpose
Fingerprint: 428125BD A3419600 3F6C7831 6CD8FA95 00000000
CA Certificate
Status: Available
Certificate Serial Number: 3051DF7123BEE31B8341DFE4B3A338ESLF
Key Usage: Not Set

AERE, GERGEIE, Vv FUGEHE, BLIOMEEORGRREAEICET A EREF R LET, KD
BIClE, V—H OFEHEL L ONCA DFEHEEZFRLET, FIHATRER Y ¥ RUGEHEZEILH Y $HA, H
— DI HMIRSA F— XT BLRNZER SN TOE LR, ZOF— XTZO0 L, GEBENER X
NTWVDLHDOD, ZESNTWERA, V—FDFEHED AT —Z X735 [Pending] THDHZ LIZHEELT
CTEEWN, W—F N CAMNPLEDIMNELZET S L. show 1D [Status] 7 4 —/L K23 [Available] Z
EbyET,

showcryptopkiserver

&1 -

Device# show crypto pki server

Certificate Server routercs:
Status: enabled, configured
Issuer name: CN=walnutcs
CA cert fingerprint: 800F5944 74337E5B C2DF6C52 9A7B1BDB
Granting mode is: auto
Last certificate issued serial number: 0x7
CA certificate expiration timer: 22:10:29 GMT Jan 29 2007
CRL NextUpdate timer: 21:50:56 GMT Mar 5 2004
Current storage dir: nvram:
Database Level: Minimum - no cert data written to storage
Rollover status: available for rollover
Rollover CA cert fingerprint: 6AAF5944 74227A5B 23DF3E52 9AT7F1FEF
Rollover CA certificate expiration timer: 22:10:29 GMT Jan 29 2017
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ATy TH

sy —nzaEATa-00%es I}

FEAEY — ROBEORELS L O EL R R LET, ROFITIE, aEFEY— 3 Troutercs| (21 —/LA—
N=NEEINTWNDLZLERLET, CAHEIE— /LA — =P EEL, e— VA —R_—F T r
RN REHE, PKIGERAZESFIATRECY, AT —HX ATiF, v — A —N—FEHET -7V v b B
L r— A== CAGEHED R Z A ~—IFRP RSN TVET,

showcryptopkitrustpoints

151 -

Device# show crypto pki trustpoints

Trustpoint vpn:
Subject Name:
cn=Cisco SSL CA
o=Cisco Systems
Serial Number: OFFEBBDC1B6F6D9DOEA7875875E4C695
Certificate configured.
Rollover certificate configured.
Enrollment Protocol:
SCEPv1l, PKI Rollover

THRAZCRESNTND b T A MRS b 2FRLET, ROWNIFE, > v BT CAREWED A oThE
ThDH I LaRL, KR OBFBAFPICHE 72 SCEP BEZ 1~ L £

AEBAZE Y —N\ZERAT 5 -6HDEHRTEH!

Bl BREDRE L LU LHGFTDRE

WOBITIE, FEBES — SRR ZRERAZERIGE TE D L o2, ®IEKBRoOa—h1r 77 A v
VAT ADREERLET, serBERerl 77 ANME, ZRLT IV EBARATEXALSIZu—HLD
CiscolOSXE v A7 LD EITRE S, RREOB X 7 TiE, et 7 7 A L OFTXTO I —RN
VE— FOBGATICARINET,

crypto pki server myserver

!'Pick your database level.

database level minimum

!Specify a location for the .crt files that is different than the default local
!Cisco IOS file system.

database url crt publish http://url username userl password secret

GE) el 7 7 ANVDBIEFICRELS RDGEIHA T, A=V T 7 AN VAT LADEEREYE=
AV T THLERHY £,

WOBITIX, BEZ 7 ANDT T4~ VIREGF, BEET 7 ANVDOL Y TIVEST 7 AI/VEHRD
BT, A A VEHEY—AROTF =X _X—A 77 4 )L BIOCRL 7 7 A /LD/RAT — Nigi#
INTZT 7 ANVABEGITOREE R LET,

Device (config) # crypto pki server mycs

BRF—AVISRSIIFYHEBAIF I
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BHRERT—IR—Z05DEFERDHIR

Device (cs-server) # database url ftp://cs-db.company.com

Server database url was changed. You need to move the
existing database to the new location.

= G0 00 —

Device (cs-server)# database url ser nvram:

Device (cs-server) # database url crl publish ftp://crl.company.com username myname password
mypassword

Device (cs-server)# end

WROMIE, FHESNTET T4~ VIRESHB L RESNEHEY 7 A VORELFT 2R~ L%
B

Device# show

Sep 3 20:19:34.216: %SYS-5-CONFIG I: Configured from console by user on console
Device# show crypto pki server

Certificate Server mycs:

Status: disabled

Server's configuration is unlocked (enter "no shut" to lock it)

Issuer name: CN=mycs

CA cert fingerprint: -Not found-

Granting mode is: manual

Last certificate issued serial number: 0x0

CA certificate expiration timer: 00:00:00 GMT Jan 1 1970

CRL not present.

Current primary storage dir: ftp://cs-db.company.com

Current storage dir for .ser files: nvram:

Database Level: Minimum - no cert data written to storage The following output displays
all storage and publication locations. The serial number file (.ser) is stored in NVRAM.
The CRL file will be published to ftp://crl.company.com with a username and password. All
other critical files will be stored to the primary location, ftp://cs-db.company.com.

Device# show running-config

section crypto pki server
crypto pki server mycs shutdown database url ftp://cs-db.company.com
database url crl publish ftp://crl.company.com username myname password 7
12141C0713181F13253920
database url ser nvram:
Device#

Bl . FFRERT—F X=X 5 DEFZERDHIFR

ROBITIE, BURRGKER T — 2 X—2AWNIZH D M7 ORISR E . 2 S DREKERD H H 1
DINT = FR=ANLHIRSNI R E R LET,

il MEBRERT —IN—IANICHLHEHEK

ROFITIE, BUAEBRERERT —F X—2ANICH D BEFRERER R T HDIT,
cryptopkiserverinforequests =~ > R2MEH SN2 LA/ RLET,

Device# crypto pki server myserver info requests

Enrollment Request Database:
RA certificate requests:

RegID State Fingerprint SubjectName

Router certificates requests:

RegID State Fingerprint SubjectName

2 pending 1BO7F3021DAABOF19F35DA25D01D8567 hostname=hostl.company.com
1 denied 5322459D2DC70B3F8EF3D03A795CF636 hostname=host2.company.com

BEF—A VTSR RTIFolAAAF
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- mAEy—noL—+ x—oanr—ns7tt

{5l : crypto pki serverremove 17> FZEA L T1 DOEHRERZHIBRT S

ROBFITIL, cryptopkiserverremove =~ o R[] L T, BEREK 1 BHIBRS NI Z L AR L E
ﬁ—o

Device# crypto pki server myserver remove 1

Bl - BEREREZ1DHRLE-BOEHEERT —FA—2X
WROFITIE, BERERT —F N— 2D BERER 1 ZHIBR LR Z R LET,

Device# crypto pki server mycs info requests

Enrollment Request Database:

RA certificate requests:

ReqgID State Fingerprint SubjectName
Router certificates requests:

ReqgID State Fingerprint SubjectName

2 pending 1BO7F3021DAABOF19F35DA25D01D8567 hostname=hostl.company.com

%l : FEBAZEY—/\DIL— bk F—DEFHT7T—HA Tk

WO HER L OFI T, databasearchive =~ RZRELTWARW (DFEVF 730 MEA
EHLTHRELR) BA. "ATU— R&ERTIC databasearchive =~ > R &3 E L T CA FEA
EBLOCAX— T — A T EZPEMIZT 256, BLUOVIA T — RZFE L T databasearchive
avy REREL, CAFEHERL IO CA ¥ — 77— A 7HX% PKCSI12 12T A/ DFRNE

R LET, wEOFIL, PEMIEROT =047 77 A NOH T VRNETT, IROFIO ms2)

1£2048 B b F— T DTV ERLET,

{5l - database archive 1< > Kk%FE

GE)

57 4L ME PKCS12 T, noshutdown =< R&EFRITTHL, XRAU—RKDOANERD D
T ERFERINET,

Device (config) # crypto pki server ms2
Device (cs-server) # no shutdown

% Ready to generate the CA certificate.

%Some server settings cannot be changed after CA certificate generation.
Are you sure you want to do this? [yes/nol: y

% Exporting Certificate Server signing certificate and keys...

! Note the next two lines, which are asking for a password.

% Please enter a passphrase to protect the private key.

Password:

% Certificate Server enabled.
Device (cs-server) # end

Device# dir nvram:

Directory of nvram:/

125 -rw- 1693 <no date> startup-config
126 --—- 5 <no date> private-config
1 -rw- 32 <no date> myserver.ser
2 -rw- 214 <no date> myserver.crl

BRF—AVISRSIIFYHEBAIF I
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! Note the next line, which indicates PKCS12 format.
3 -rw- 1499 <no date> myserver.pl2

{5 : database archive 1< > FHE LU pem F—7— KZKE

A

GE) noshutdown =~ RZFIT9T 5L, XRAU—ROANEZRDDL T o7 "dFRINET,

Device (config) # crypto pki server ms2
Device (cs-server) # database archive pem
Device (cs-server)# no shutdown

% Ready to generate the CA certificate.

%Some server settings cannot be changed after CA certificate generation.
Are you sure you want to do this? [yes/nol: y

% Exporting Certificate Server signing certificate and keys...

!Note the next two lines, which are asking for a password.

% Please enter a passphrase to protect the private key.

Password:

% Certificate Server enabled.
Device (cs-server)# end

Device# dir nvram

Directory of nvram:/

125 -rw- 1693 <no date> startup-config
126 ---- 5 <no date> private-config
1 -rw- 32 <no date> myserver.ser
2 -rw- 214 <no date> myserver.crl
! Note the next line showing that the format is PEM.
3 -rw- 1705 <no date> myserver.pem

{5 : database archive 1< > FH KU pkes12 F—T—F (BLKUNRT—F) ZHRE

G¥) NAT—=FiZ, ANEn eofbanEd, 2L T—IATNRET LI, RENLA
AU — REHIRT S Z L zElE L x4,

Device (config)# crypto pki server ms2
Device (cs-server) # database archive pkcsl2 password ciscol23
Device (cs-server) # no shutdown

Ready to generate the CA certificate.

Some server settings cannot be changed after CA certificate generation.
Are you sure you want to do this? [yes/nol: y

% Exporting Certificate Server signing certificate and keys...

! Note that you are not being prompted for a password.

% Certificate Server enabled.

Device (cs-server) # end

Device# dir nvram:

o oo

Directory of nvram:/

125 -Trw- 1693 <no date> startup-config
126 —-———= 5 <no date> private-config
1 -rw- 32 <no date> myserver.ser
2 -rw- 214 <no date> myserver.crl
! Note that the next line indicates that the format is PKCS12.
3 -rw- 1499 <no date> myserver.pl2

BEF—A VTSR RTIFolAAAF
[ 198 | I
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Bl : BEAEY— NNV I Ty T T7 4D S DIERAEY—/\DET

5l PEM 74— FDT—HhA4 T

WOV IAHNE, HEIT — DA TMPEM 7 7 A MERTRHREINTZZ 2R LET, T—F
A 71X, CAFEAE L CARMEX—0 LY 9, Nv 7 v 7P %EH L CGEHEY— 20T

521X, PEMERD CAFEHE L CA X+ —%2 52124 Vi FR— M T DX ERH D 7,

G¥)

CAIHHEB I RCAX— T —HA T 77 ANUSNCH, VU TAEET 741 (ser) BEL
NCRL 77 AV (crl) ZEWANC A 77 v 7T HRENHY £9, FFEHEY—Z2E0T
AUERHBEAS. CAEAIZBWNTY YT 77 A VB LWNCRL 7 7 A MIETEHETT,

Device# more nvram:mycs.pem

MIIB9zCCAWCgAWIBAGIBATANBgkghkiGOwOBAQQFADAPMQOWCWYDVQQODEWRteWNzZ
MB4XDTAOMDgyNzAyMzION1oXDTA3MDgyNzAyMzION1owDzENMASGALUEAXMEDLX] ]
czCBnzANBgkghkiGI9wOBAQEFAAOB]QAwWgYkCgYEA11ZpKP4nGDJHgPkpYSkix71D
nr23aM1Z9Kz500/qTBxeZ8mujpjYcZ0T8AZvoOiCubnYM1796ZwpkMgjzlaZZbL+
BtuVv11lsEOfhC+u/01/vx£fGG5xpshoz/F5J3xdg5ZZuWWulDAUYu9+QbI5feuG04
7Z/BiPIb4AmMGTP4B2MMOCAWEAAANIMGEwWDwYDVROTAQH/BAUWAWEB/ zZAOBgNVHQ8B
Af8EBAMCAYYwHwYDVROJBBgwFOAUK1L /cuK6wkz+ZswVtb06vUJboEeEWHQYDVROO
BBYEFCov3LiusJIM/mbMFbWO0r1CW6BHhMAOGCSGGSIb3DQERBBAUAAAGBAKLOMOE?2
4+NeOKEXMCXG1jcohK702HrkFf1l/vpK0+g92PTnMUFhxLOgI8pWIg5CCgC7heace
OrTv2zcUAoH4rzx3Rc2USIxkDokWWQOMLujsMm/SLIeHit0G5uj//GCcbgK20MAWG
ymf7+Tmbl1SF1jWzstoUXC2hLnsJIMg/KEffaD

————— END CERTIFICATE-----

!The private key is protected by the password that is
configured in “database archive pem password pwd” or that
is entered when you are prompted for the password.

————— BEGIN RSA PRIVATE KEY-----

Proc-Type: 4,ENCRYPTED

DEK-Info: DES-EDE3-CBC, 106CE91FFDOAO75E

zy1lFC8rKv8Cs+IKsQG2QpsVpvDBHqZgBSM4D528bvzv7jzr6WuHj8E620+6G8R/A
zjsfTALo+e+ZDg7KMzbryHARV])skbgFdOML1VIYBhCeSE1KsskWB6chOuyPHIINW
JwC5YzZdZwOgeyLBP/x0YXcvyzzNfPAXZzN12VR8VWDNG/kHT+3Lplc8hY++ABMI
M+C9FB3dpNZzu501BZCJg4 6bgbkulaCCmScIDavVt0zDFZwWTSufiemmNxZBG4xS8
t5t+FEhmSfv8DAmwg4 £ /KVRFTm1 0phUArcLxQO38A10W5YHHORAAChuzVUvVHgco7
VT4XUTjO7gMhmIgENWylpu4 9fbdS2NnOn5IoiyAg51k1KUPrz /WABWiCvLMy1lGnZ
kyMCWoaMtgS/vdx74BBCj09yRZINLMLT1i6SDofjCNTDHFfMFEVg4LsSWCd41P90PS
OMghP1D5VIX6PbMNwkWW121pBbCCdesFRGHIZD2dOu96kHD7ItErx34CC8W04aG4
b7DLktUu6WNV6M8g3CAqTiCOVEAT1p+kvdHZVkXovgND5IUOOTpsj0HhGZKAGPOY
KTGTUekUboISjVVkI6efplvO6temVL3Txg3KGhzWMJIGrgqlsnghEOKnV8tkddv /9N
d/tll+we9mrccTg50WNDnkEi/cwHI/0PKXg+NDNH3k3QGpAprsgGOmMPdgc5ut 0P
8614cF90780QwiWg4Tpay3ugNH1Zz6UNOtcarVVNmDupFESUxYwl0qJrrEYVRadu74
rKAU4Ey4xkAftB2kugvr21Av/L+jnedkkGIoZzYdB+p/MI8pQRgkYyg==

————— END RSA PRIVATE KEY-----

Bl FEAE Y — NNV I Ty T T7A4ILHLDERAEY—/\DET

OB, PKCS12 77— A TN bETX I, T—%X—ZXURL2ZANVRAM (F7#/ k) TH

L EERLET,

Device# copy tftp://192.0.2.71/backup.ser nvram:mycs.ser

Destination filename [mycs.ser]?
32 bytes copied in 1.320 secs (24 bytes/sec)

Device# copy tftp://192.0.2.71/backup.crl nvram:mycs.crl

DRAF—A VISRV FYRBETSAF
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Destination filename [mycs.crl]?
214 bytes copied in 1.324 secs (162 bytes/sec)

Device# configure terminal
Device (config) # crypto pki import mycs pkcsl2 tftp://192.0.2.71/backup.pl2 ciscol23

Source filename [backup.pl2]?
CRYPTO PKI: Imported PKCS12 file successfully.

Device (config) # crypto pki server mycs
! £fi1l in any certificate server configuration here

Device (cs-server) # no shutdown

[

% Certificate Server enabled.

Device (cs-server)# end
Device# show crypto pki server

Certificate Server mycs:
Status: enabled
Server's current state: enabled
Issuer name: CN=mycs
CA cert fingerprint: 34885330 B13EAD45 196DA461 B43E813F
Granting mode is: manual
Last certificate issued serial number: 0Oxl
CA certificate expiration timer: 01:49:13 GMT Aug 28 2007
CRL NextUpdate timer: 01:49:16 GMT Sep 4 2004
Current storage dir: nvram:
Database Level: Minimum - no cert data written to storage

WOHIE, PEM 7 —h A 7nbEcE&N, T —%X—AURL /N flash THDHZ L E R LET,

Device# copy tftp://192.0.2.71/backup.ser flash:mycs.ser

Destination filename [mycs.ser]?

32 bytes copied in 1.320 secs (24 bytes/sec)

Router# copy tftp://192.0.2.71/backup.crl flash:mycs.crl
Destination filename [mycs.crl]?

214 bytes copied in 1.324 secs (162 bytes/sec)

Device# configure terminal

! Because CA cert has Digital Signature usage, you need to import using the "usage-keys"
keyword

Device (config) # crypto ca import mycs pem usage-keys terminal ciscol23
Enter PEM-formatted CA certificate.

End with a blank line or "quit" on a line by itself.

Paste the CA cert from .pem archive.

————— BEGIN CERTIFICATE-----
MIIB9zCCAWCgAwWIBAgIBATANBgkghkiGO9wOBAQQFADAPMQOwWCWYDVQQDEWRteWNz
MB4XDTAOMDkwMJj IxMDI1IN1oXDTA3MDkwM)IxXxMDI1INl1owDzENMASGALIUEAXMEDX1]
czCBnzANBgkghkiGOwOBAQEFAAOB)QAWgYkCgYEAUGNNDXJIJbpDDOQWCUKGs5Zg2rc
K7ZJauSUotTmWYQVNx+ZmWrUs5/j9Ee5FV2YonirGBQI9mc6ul 63kN1rIPFck062L
GpahBhNmKDgodl1o2PHTnR1ZpEZNDIQU2D3hACgByxPjrY4vUnccV36ewLnOnYpp8
szEu7PYTJr5dU51tAekCAWEAAANJMGEwWDwYDVROTAQH/BAUWAWEB/ zZAOBgNVHQ8B
Af8EBAMCAYYwHwYDVROJjBBgwFOAUaEEQWYKCQ1dm9+wLYBKRT1zxaDIwHQYDVROO
BBYEFGhBEMGCgkNXZvEsC2ASkU5c8WgyMAOGCSgGSIb3DOEBBAUAA4AGBAHyhiv2C
mH+vswkBjRA1Fzzk8ttu9s5kwgG0dXp25QRUWsGlrInsKPNAVKt3P7p0A/KochHe
eNiygiv+hDQ3FVnzsNv9831e605jvAPxcl7RO1BbfNhgvEWMsXdnjHOcUy7XerCo
+bdPcUf/eCizZueH/BEy/SZhD7yovzn2cdzBN

————— END CERTIFICATE-----

% Enter PEM-formatted encrypted private SIGNATURE key.

% End with "quit" on a line by itself.

! Paste the CA private key from .pem archive.

————— BEGIN RSA PRIVATE KEY-----

Proc-Type: 4,ENCRYPTED

DEK-Info: DES-EDE3-CBC,5053DC842B04612A

‘= o o

1CnlF5Pqvd0zp2NLZ7iosxzTy6nDeXPpNyJpxB5g+V29IuY8Apb6T1JCU7YrsEB/
nBTK7K76DCeGP1LpcuyEI1710mkQJI2gA0QhCOLrRo09WrINVH+b4So/yTnffZkVb
P2yDpZwgoJd8cmRHI94Tie0YmzBtEh6ayOudllz53gbrsCnfSEwszt1xrWIMKrFZrk
/£Ty610HzGFz13BDj4r5gBecExwcPp741dHO+Ld4Nc9egG8BYkeBCsZZOQNVhXLN
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I0tODOs6hP9152b60rZFYvONK6grTBO9D8hjNZ3U79jJzsSP7UNZIYHNTzZRI1Ayu
1560y/iHvkCSNUIK6zeIJQOnW4bSoM1BgrbVPwHU6QaXUglNzZ8SDtw7ZRZ/rHuiD
RTIMPbKquAzeuBss11320aAUJRSt I PXgyZTUbc+cWb6zATNws2yijPDTR6SRHOQL
47wHMr2Yj80VZGgkCSLAkKL88ACzZITEfUiVFhtf16xMC2yuF1+WRk1XfF5VtWebZer
3Fnl1DcBmlF7086XUkiSHP4EVOCI6Nn5ZMzVLX0XAUtLdAL11gD94y1V+6p9PCcQHLYQA
PGRMJ5I1SFw90alafgCTbRbmCOChIgHYy91UFalub0130+yu7LsLGR1IPMIINEG6LIR
bIRhIUXItRYWY7C4M3m/ 0wz 6 fmVONSUmIMO8RHG61UB3012zIgGIZ1ZkoaESrLGOp
gqg2AENFemCPFOuhyVS2humMHjWuRr+jedfc/IM17sLEgAdgCVCEV3RZVEaNXBudl
40jkuTrwaTcRXVFbtrVioT/puyVUlpA7+k7w+F5TZwUV08mwvUEgDw==

————— END RSA PRIVATE KEY-----

% Enter PEM-formatted SIGNATURE certificate.

% End with a blank line or "quit" on a line by itself.

! Paste the CA cert from .pem archive again.

————— BEGIN CERTIFICATE-----
MIIB9zCCAWCgAwWIBAgIBATANBgkghkiGO9wOBAQQFADAPMOOwWCWYDVQQODEWRteWNz
MB4XDTAOMDkwMJj IxMDI1IN1oXDTA3MDkwM)IXMDIINl1owDzENMASGALIUEAXMEDX1]
czCBnzANBgkghkiGOwOBAQEFAAOB)QAWgYkCgYEAUGNNDXJIbpDDOQWCUKGs5Zg2rc
K7ZJauSUotTmWYQVNx+ZmWrUs5/j9Ee5FV2YonirGBQI9mc6ul 63kN1rIPFck062L
GpahBhNmKDgodlo2PHTnR1ZpEZNDIqU2D3hACgByxPjrY4vUnccV36ewLnQnYpp8
szEu7PYTJr5dU51tAekCAWEAAANIMGEWDwYDVROTAQH/BAUWAWERB/ zZAOBgNVHQ8B
Af8EBAMCAYYwHWYDVROJjBBgwFOAUaAEEQwYKCQ1dm9+wLYBKRT1zxaDIwHQYDVROO
BBYEFGhBEMGCgkNXZvfsC2ASkUS5c8WgyMAOGCSgGSIb3DQEBBAUAAAGBAHYhiv2C
mH+vswkBjRA1Fzzk8ttu9s5kwgG0dXp250RUNSGlrInsKPNAVKt3P7p0A/KochHe
eNiygiv+hDQ3FVnzsNv9831e605jvAPxcl7RO1BbfNhgvEWMsXdnjHOcUy7XerCo
+bdPcUf/eCizZueH/BEy/SZhD7yovzn2cdzBN

————— END CERTIFICATE-----

Enter PEM-formatted encrypted private ENCRYPTION key.

End with "quit" on a line by itself.

Because the CA cert only has Digital Signature usage, skip the encryption part.
quit

% PEM files import succeeded.

Device (config) # crypto pki server mycs

Device (cs-server) # database url flash:

! Fill in any certificate server configuration here.
Device (cs-server) # no shutdown

% Certificate Server enabled.
Device (cs-server) # end

Device# show crypto pki server

Certificate Server mycs:
Status: enabled
Server's current state: enabled
Issuer name: CN=mycs
CA cert fingerprint: F04C2B75 E0243FBC 19806219 B1D77412
Granting mode is: manual
Last certificate issued serial number: 0x2
CA certificate expiration timer: 21:02:55 GMT Sep 2 2007
CRL NextUpdate timer: 21:02:58 GMT Sep 9 2004
Current storage dir: flash:
Database Level: Minimum - no cert data written to storage

Bl . THREERAZE Y —/N

WOFEL IO I, THNOEHAEY —REZHREL-E T, BEEREINDIHEDTT, ms2)
WIRTROFNETERK LT~ 2048 B F RSA F—2F L 7,

Device (config)# crypto pki trustpoint sub

Device (ca-trustpoint) # enrollment url http://192.0.2.6
Device (ca-trustpoint)# rsa keypair ms2 2048

Device (ca-trustpoint) # exit

Device (config) # crypto pki server sub

Device (cs-server) # mode sub-cs

Device (ca-server) # no shutdown

ABF— A VTSRS HF v HEAA K
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Some server settings cannot be changed after CA certificate generation.
Please enter a passphrase to protect the private key
or type Return to exit
Password:
Jan 6 22:32:22.698: CRYPTO_CS: enter FSM: input state initial, input signal no shut
Re-enter password:
Jan 6 22:32:30.302: CRYPTO CS: starting enabling checks
Jan 6 22:32:30.306: CRYPTO_CS: key 'sub' does not exist; generated automatically [OK]
Jan 6 22:32:39.810: %SSH-5-ENABLED: SSH 1.99 has been enabled
Certificate has the following attributes:

Fingerprint MD5: 328ACC02 52B25DB8 22F8F104 B6055B5B

Fingerprint SHAl: 02FD799D DD40C7A8 61DC53AB 1E89A3EA 2A729EE2
% Do you accept this certificate? [yes/no]:
Jan 6 22:32:44.830: CRYPTO _CS: nvram filesystem
Jan 6 22:32:44.922: CRYPTO CS: serial number Ox1l written.
Jan 6 22:32:46.798: CRYPTO CS: created a new serial file.
Jan 6 22:32:46.798: CRYPTO_CS: authenticating the CA 'sub'y
Trustpoint CA certificate accepted.$%
% Certificate request sent to Certificate Authority
% Enrollment in progress...
Router (cs-server)#
Jan 6 22:33:30.562: CRYPTO CS: Publishing 213 bytes to crl file nvram:sub.crl
Jan 6 22:33:32.450: CRYPTO CS: enrolling the server's trustpoint 'sub'
Jan 6 22:33:32.454: CRYPTO CS: exit FSM: new state check failed
Jan 6 22:33:32.454: CRYPTO CS: cs config has been locked
Jan 6 22:33:33.118: CRYPTO PKI: Certificate Request Fingerprint MD5: CED89ESF 53B9C60E
> AA123413 CDDAD964
Jan 6 22:33:33.118: CRYPTO PKI: Certificate Request Fingerprint SHAl: 70787C76 ACDTE6TF
7D2C8B23 98CB10E7 718E84B1
% Exporting Certificate Server signing certificate and keys...
Jan 6 22:34:53.839: S$PKI-6-CERTRET: Certificate received from Certificate Authority
Jan 6 22:34:53.843: CRYPTO _CS: enter FSM: input state check failed, input signal cert
configured
Jan 6 22:34:53.843: CRYPTO CS: starting enabling checks

o de o

Jan 6 22:34:53.843: CRYPTO CS: nvram filesystem

Jan 6 22:34:53.883: CRYPTO CS: found existing serial file.

Jan 6 22:34:53.907: CRYPTO CS: old router cert flag 0x4

Jan 6 22:34:53.907: CRYPTO_CS: new router cert flag 0x44

Jan 6 22:34:56.511: CRYPTO CS: DB version

Jan 6 22:34:56.511: CRYPTO CS: last issued serial number is 0xl

Jan 6 22:34:56.551: CRYPTO CS: CRL file sub.crl exists.

Jan 6 22:34:56.551: CRYPTO CS: Read 213 bytes from crl file sub.crl.
Jan 6 22:34:56.603: CRYPTO CS: SCEP server started

Jan 6 22:34:56.603: CRYPTO_CS: exit FSM: new state enabled

Jan 6 22:34:56.603: CRYPTO CS: cs config has been locked

Jan 6 22:35:02.359: CRYPTO CS: enter FSM: input state enabled, input signal time set
Jan 6 22:35:02.359: CRYPTO_CS: exit FSM: new state enabled

Jan 6 22:35:02.359: CRYPTO CS: cs config has been locked

RERAE Y —/ DX 7
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Device# crypto pki server serverl info req

Enrollment Request Database:
RA certificate requests:

RegID State Fingerprint SubjectName
Subordinate CS certificate requests:

RegID State Fingerprint SubjectName

1 pending CB9977AD8A73B146D3221749999B0F66 hostname=host-subcs.company.com
RA certificate requests:

ReqID State Fingerprint SubjectName

Router certificate requests:

W 2RAF—A2ISAMSIFBEAAE
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ReqgID State Fingerprint SubjectName

Bl : THREEBASE Y —/\DH hER=
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Device# show crypto pki server

Certificate Server sub:
Status: enabled
Server's configuration is locked (enter "shut" to unlock it)
Issuer name: CN=sub
CA cert fingerprint: 11B586EE 3B354F33 14A25DDD 7BD39187
Server configured in subordinate server mode
Upper CA cert fingerprint: 328ACCO02 52B25DB8 22F8F104 B6055B5B
Granting mode is: manual
Last certificate issued serial number: O0x1
CA certificate expiration timer: 22:33:44 GMT Jan 6 2006
CRL NextUpdate timer: 22:33:29 GMT Jan 13 2005
Current storage dir: nvram:
Database Level: Minimum - no cert data written to storage

Bl : RA E— FEERAE Y —/\
KOWINE, RAE— RIEHES — SORERIC, BHFRSNDOIARTT,

Device-ra(config)# crypto pki trustpoint myra

Device-ra (ca-trustpoint)# enrollment url http://192.0.2.17

! Include "cn=ioscs RA" or "ou=ioscs RA" in the subject-name.

Device-ra (ca-trustpoint) # subject-name cn=myra, ou=ioscs RA, o=company, c=us
Device-ra (ca-trustpoint) # exit

Device-ra(config) # crypto pki server myra

Device-ra (cs-server)# mode ra

Device-ra (cs-server)# no shutdown

% Generating 1024 bit RSA keys ... [OK]

Certificate has the following attributes:

Fingerprint MD5: 32661452 ODDA3CES5 8723B469 09AB9ES8S

Fingerprint SHAl: 9785BBCD 6C67D27C C950E8D0 718C7A14 COFE9C38

% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Ready to request the CA certificate.

%$Some server settings cannot be changed after the CA certificate has been requested.

Are you sure you want to do this? [yes/no]: yes

Start certificate enrollment
Create a challenge password. You will need to verbally provide this
password to the CA administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password:
Re-enter password:
The subject name in the certificate will include: cn=myra, ou=ioscs RA, o=company, c=us
The subject name in the certificate will include: Router-ra.company.com
Include the router serial number in the subject name? [yes/no]: no
Include an IP address in the subject name? [no]: no
Request certificate from CA? [yes/no]: yes
Certificate request sent to Certificate Authority
The certificate request fingerprint will be displayed.
The 'show crypto pki certificate' command will also show the fingerprint.
Enrollment in progress...
Device-ra (cs-server)#

o o o

o0 oo oo

o
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Sep 15 22:32:40.197: CRYPTO PKI: Certificate Request Fingerprint MD5: 82B41A76 AF4EC87D
AAF093CD 07747D3A

Sep 15 22:32:40.201: CRYPTO PKI: Certificate Request Fingerprint SHAl: 897CDF40 C6563EAA
OFEDO5F7 0115FD3A 4FFC5231

Sep 15 22:34:00.366: %PKI-6-CERTRET: Certificate received from Certificate Authority

Device-ra(cs-server) # end
Device-ra# show crypto pki server

Certificate Server myra:
Status: enabled
Issuer name: CN=myra
CA cert fingerprint: 32661452 ODDA3CES 8723B469 09ABY9ESS
! Note that the certificate server is running in RA mode
Server configured in RA mode
RA cert fingerprint: C65F5724 OE63B3CC BE7AE(016 BEOD34FE
Granting mode is: manual
Current storage dir: nvram:
Database Level: Minimum - no cert data written to storage

WROHTE, RADA R—=T W2 o T2 D, FATICAEHE Y — N OBREKER T — 2 N— 2 2R L
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Device-ca# crypto pki server mycs info request

Enrollment Request Database:

Subordinate CA certificate requests:

RegID State Fingerprint SubjectName
! The request is identified as RA certificate request.

RA certificate requests:

ReqgID State Fingerprint SubjectName
12 pending 88F547A407FAO0C90F97CDE8900A30CBO
hostname=Router-ra.company.com, cn=myra,ou=ioscs RA,o=company, c=us
Router certificates requests:

ReqgID State Fingerprint SubjectName
! Issue the RA certificate.

Device-ca# crypto pki server mycs grant 12

WROHINE, ERHP RA MO HSNTGEIT, BT E Y — D HBIICREAEZ#ITT 5
EOITHRESN TS ZEE2RLET,

Device-ca (config) # crypto pki server mycs
Device-ca(cs-server)# grant ra-auto

% This will cause all certificate requests already authorized by known RAs to be automatically
granted.

Are you sure you want to do this? [yes/no]l: yes

Router-ca (cs-server)# end

Device-ca# show crypto pki server

Certificate Server mycs:
Status: enabled
Server's current state: enabled
Issuer name: CN=mycs
CA cert fingerprint: 32661452 ODDA3CE5 8723B469 09ABY9ES8S
! Note that the certificate server will issue certificate for requests from the RA.
Granting mode is: auto for RA-authorized requests, manual otherwise
Last certificate issued serial number: 0x2
CA certificate expiration timer: 22:29:37 GMT Sep 15 2007
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CRL NextUpdate timer: 22:29:39 GMT Sep 22 2004
Current storage dir: nvram:
Database Level: Minimum - no cert data written to storage

\{k@@;’” rmyraj 0)%&7:1? ( “j‘“‘/i‘) 7})§§§jj]j»4/]/j—%/\¥«2& rmycaj (CA) ﬁ)%ﬂ‘ﬂ_\g*‘]\
FTHLOITHESN TS ZEERLET, RAV—"DPRESND &, AEAERREERO B #)
HFARA 2 —T N7 £,

crypto pki trustpoint myra
enrollment url
http://myca
subject-name ou=iosca RA
rsakeypair myra
crypto pki server myra
mode ra
auto-rollover
crypto pki server mycs
grant auto rollover ra-cert
auto-rollover 25
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Device (config) # crypto pki server mycs rollover

Jun 20 23:51:21.211:%$PKI-4-NOSHADOWAUTOSAVE:Configuration was

modified. Issue "write memory" to save new IOS CA certificate

! The config has not been automatically saved because the config has been changed.
Device# show crypto pki server

Certificate Server mycs:
Status:enabled
Server's configuration is locked (enter "shut" to unlock it)
Issuer name:CN=mycs
CA cert fingerprint:E7AS5FABA 5D7AA26C F2A9F7B3 03CE229A
Granting mode is:manual
Last certificate issued serial number:0x2
CA certificate expiration timer:00:49:26 PDT Jun 20 2008
CRL NextUpdate timer:00:49:29 PDT Jun 28 2005
Current storage dir:nvram:
Database Level:Minimum - no cert data written to storage
Rollover status:available for rollover
! Rollover certificate is available for rollover.
Rollover CA certificate fingerprint:9BD7A443 00A6DD74 E4DY9EDSF B7931BEO
Rollover CA certificate expiration time:00:49:26 PDT Jun 20 2011
Auto-Rollover configured, overlap period 25 days
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[Cisco IOS Master Commands List, All Releases.]
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* [Cisco I0S Security Command Reference
Commands A to CJ

* [Cisco 10S Security Command Reference
Commands D to L]

* [Cisco I0S Security Command Reference
Commands M to R

* [Cisco I0S Security Command Reference
Commands S to Z
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[ Setting Up Secure Device Provisioning (SDP) for
Enrollment in a PKI |
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[Next Generation Encryption,]
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SE L7, auto-rollover,
cryptokeygeneratersa,
cryptopkicertificatechain,
cryptopkiexportpem,
cryptopkiserverinforequest,
cryptopkiserver,
databasearchive, databaseurl,
enrollment url (ca-trustpoint),
grantautorollover,
grantra-auto,
lifetimeenrollment-requests,
modera,
showcryptopkicertificates,

showcryptopkiserver,
showcryptopkitrustpoint
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PKI VLTV ILDRTE

Rivest, Shamir, Adelman (RSA) F— ¢ iFHER O — AV 77 A M7 7 F % (PKID)

IZ. NNGRAM X7 T v a AEY R ED/N—%F7-13 USB eTtoken 64 KB A~v— K 71— R LD
K EDGANRGFECE E9, USBh—2 U &fAT5 L. X 7R ElRfAie. h—2 kD
X—/ERR, B4, REER E D RSALHE, BEOT-DDNA—F v )L FI5A4 X—K xy hT—7
(VPN) Z LT v v L& USB h—27 DA b L—U RS E4,

* HERETHE SR OMERR, 209 X—¥

* PKI 7 VT v vy VERGFET DO ORHESRML, 210 ~X—¥

* PKI 7 L7 v ¥ v VORFICEET A0 EEE, 210 ~—

* PKIZ LT V¥ ¥ VDBRIEIZONWT, 211 R_—

* PKI T — ¥ OREGATORE T E, 214 _X—¥

* PKI 7 —# ORAFICBET DR ERF], 229 ~—

* FOMOEEEE, 231 RX—V

* PKI 7 LT v ¥ )VORIFIZEET HERETE ), 232 ~_—

AR OR

THEAOY 7 2T VU —ATHE, TOEVa— LT INDTRCOMER AR —FEh

TS EIFRY A, EFTOBRETE R X OEIZ- DV TIE, Bug Search Tool 38 K ONZHEH D

T 74BNV T 2T V=ADDY== rEZRLTIEZN, Z0OF

Va— /L TH SN DOERBICET 2 H. BLXOFHEENL Y R— b ) —20—&ElZon
TiE, BREFROREZZR LTI EE N,

Ty N7 —ADOVR—FBIR A YT 2T A A=V OV R— MIET HIERERR
F %121, Cisco Feature Navigator i /] L £, Cisco Feature Navigator (27 7 & 23 % |Z1%
www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 NMILEDH Y FH A,

ABIF— A VTSR RSO F O HEAA K
| -m


https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

PKIYLFY o v LDRE |
B o LTo v LERET B-0ORREY

PKIV LT o v ILZRET HH-ODEIHREN

A—AILEAEDREBRZEE T 5 -ODEHREH
B — W VGEREORERFTZARET D720I12iE, ZHHO Y AT ABRO A Z G- LT %4
ERHY ET,
* Cisco IOS Release 12.4(2)T PKI xtfis A A — Y E72IEZ LD A A —
*PKIZ LT oy X VEEBOTZ7 7 A VE LTRIFECED STy h 74 —LTHDHI L,
CRENCTERAER D2 LB 1 OHENTND &,
CT U RARREOA =TI T 7 AN VAT LEANHDH I L,

PKIO LTI vIILDREIBFTELTUSB F—9 U EIETET B - DRHESEH
USB h—7 V& MHHATA7=01201%, THHDOY 2T ABROBEHAZTHE- L TWAMERH D 97,

* Cisco 871 /L—# . Cisco 1800 > U — X JL—4  Cisco 2800 >V — X JL— % _ Cisco 3800 >/
J—X )L—H_ F721% Cisco 7200VXRNPE-G2 7F v F 7 — AL ZfEHL TWAEZ &,

CHR—FENTWDENTNPDOT T v b7+ —5 T, 172< &% CiscolOS Release 12.3(14)T
AA—UDRBE L TNDH T L,
* v AadDYHR— FxfLR USB h—2 o (Safenet/Aladdin eToken PRO 32 KB % 7213 64 KB)

KO A—TVEMBHLTNDZ L,

PKIZ LTy IILDOBREFEICET 5HIF9FEIE

A—QIILAEDREGTZHEES 2HEDHIKEIR
AEAE 2 v — D VIR ST T 2 5 AR, RO XD REIRFEHRRH Y £,

HERATELZDIZe =N T AN AT AIENTTE, VE—b 7740 VAT LAEEIRT
HE, TT— Ay —UNEREN, avr FIZEDNRY £,

=N T AN VAT LATHR—-FEINTWIUE, V7T 4L P ERETEET,
NVRAM T, 3754 L7 PV R—FSNTOEREA,

REBMELTUSB h—5 U ZIEET HBADHIKNEE
USB F—7 V& LCTPKI 77— & ZR1FT HHEITIE, RO XD 2HlFEELH D 7,

*USB h—27 VU AR — FENDHTDITIE, 77 ANV EEXF 2T IR GFTZ53DES (k9) Cisco
I0S V7 "7 =7 A A= NNKIETT,

BEF—A VTSR RTIFolAAAF
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| PROILFU v LOERE
LT v ngEz>nT I

A A—=VIZUSB F—7 UhbidEEs TxE8A (2770, REIXUSB h—27 b ThHild
gTxEd) ,

CUSBATIFEE, PAR—FENTWERFA, TDED, VR—FENBET A AT, £
STHHHTE S USBAR— FOHETTT,

PKIV LT vILDORFIZDONT

O—DILGREG~DILAZDRF

T 7 4V FCTliE, REFAEIENVRAM IZEMESNET, 72720, V—ZIZkoCTid, iEAELZIER
WCARET A7 DI E Y 4 XD NVRAM BEH I N TWARWNWZ ER3H Y 7,

ARAADT Ty R T —AFT T, NNRAMBILO 7T v vama—h) A L—U%2YR—F
LCWET, THEAOT Ty 74—l LoTE, V—h7 T 9o, Aay b, TH4AT,
USB7 T vva, UBIF—27 Y, FR—FSNTWEZDOMDO—H)L AL —U 2 FHT
xFET,

FATHRHZIE, REAEEZRIFT D7 77 4 7u—H NV A ML=V T, AR ETEET,

PKIZVLT>2vI)LEUSB h—4 >

THEHON—Z ETEX 2T R USB h—7 U EFEHT D712, RIZCHAT S FRIZOW T+
SSRGS BT,

USB h—V U DEMED L K &

A —hKB—=RIZT T AT 4 v 78O/ — RT, T—FDORGFONBEEITH) TmOD~A /1
Tuae P RATYNEHINTWET, USBA »F—T =4 A& T-A~— s — K23 USB
h—2 2 T9, USB b—72 U TiX, fEHKOAERE 32KB) NTHIULX, FOLH>RF A TD7 7
ANTHLEF2TIRETEET, USBh—2 VIR GFESNZa Ly 74 X2l —vary 77 AL
R DAL B LT 7 A F, 22— PINENLTCETITAET, XM RZary7 4 F=
L—sary 774k —RTAI203, TAMADA L T4 F2l—aryTrA kX T
BT T 5 X 9372 PIN S E SN TWAMERDH Y 7,

USB F—7 VBT NA RZEFELZS, TOUSB h—7 4 u A4 T HMLERHY FI, v s
A 1T, 2= PIN (5 7 4/ ML 1234567890) <°, 0 7 A UIMERSIND L )27 5 F TH
BEENsa A U ITORKEE (F7 40 MII5E) ol SEIERT 74V MREEZET
TZxET, USB h—2 D7 78 AFEBLOREFECZOWTIE, [USB h—2r~Du s A
YL USB h—7 v ORE] #SHRLTITEE0,

USB h—7 U ~EFIZu 7 A LIEEAE, copy 2~ REMEH LT, T3 2025 USB b—
JoNT 7 AN Eat’ —CTExEd, USB h—72 @D RSA F—F L OB#T 5 [Psec k> /LI,
FNRAZNYI = RENLETHATEET, F—2NHIRESNIPsec b RANYIKT SN D ETD

BRF—AVISRSIIFYHEBAIF I



PKIV LT UL vIILORE
B rasLFoovLEUsBR—4 Y

R 2R E 3 55814, cryptopkitokenremovaltimeout =~ > RZRITLE T, T 74/ XA
AT U MIEaD=D, eToken 37 /34 AP HHIBRS LD & RSAF—NHBEIMICHIBRS LD K 9
W22V ET, 7740 MEZL, FTPFOI T 4 Fab—2a TROE I IZFRRSNET,

crypto pki token default removal timeout 0

WDFIZ, USB b—27 OREZ R L £,

F=10: USB b—H D EL A

Hae USB r—¥ >

TIEVEUT ¢ FTUANGERZE, Faida -, BIOT A
AREZ USB h—27 U InDHTF A, ZA~tF 2
TIRELTZVERELTZ D T57200 DT
KR

ARNL—=VDHA X 32KB 7213 64 KB

7 )L 2 AT . e .
7 A A * B . IPsec VPN HOF VX LEFAE . =

AIEA F—, BIOT NS AR EERET
HEBITNE. T AN EA T ERELE
7,

*USB h—7 /121, CiscolOS A A —1%
BRIFCTEEEA,

-
X274 * T AMIRT BB LT 7 & 2

X, =2—HPIN 2N LTETFITAET,

Ty ANME, X aT R T r—<v b
THIRFETEET,

*FNRA ATIET 7 — hHIZ, USB h—72
WCRTFSNTWAREREHTEET,

* T RA ATIET— MRFIZ, USB h—72
IRFEENTWD BN X U REEMEHAT
EFET (BH X IVREEHEATH L&,
Z—PIIKHED IPsec REAZ T — R T& %
T) .

W AWE—AYTSRTHF oA R



PKIZ LT UL v ILORTE

PsLFrveneuse t—2> I

USB h—V U DICAEDFIR

Cisco/L—# FTUSB b—7 UMY R—hrENTWBHZ LTk, Wl ERD XS BRFEIEF
nEJ,

BETRELERE BETDHOWNI LT OO YLENBT NS RICRETEET,

USB h—27 > Tk, A~— bt I—KT7 27 /v Y—2XkV, IPsec VPN OEANIZME/2T 2 X IVHE
AESREZRFATEET, ZHICED, —ZIZBWTRSABHF—2AE/K L, < ib 1
DD IPsec b FNERIETEH LI F L Ob—F TIXEHD IPsec b v RV EPAIRTE
L7z, USB b—727 /Zid, HBIS U THEEOENEFELZRETE L LI >TVET) .

VPN 7 LT o X )V ENGRT S ARIET D &, BT — 2 DNIRIRT D ERMEITELS e £
K

T77ANEELXATICERET 51=-HD PIN %E

USB h—7 2%, 2—VRRELZPIN 20 L TA—XIIBIT I E A =T T BB
IERTE a7 4Fal—yary 77 ANVERETEET (0FV, TUXVGERAZE, S|
FHF—, BIXOVPNIIFEHEINFEA) .

BRENGFLETEICLLIFHTORENEE

USB h—7 v &R+ HE, VE—F Y7 MY =7 ORERLTO Y g =0 7O, FEITITH
EEMTZEALE (HDWTREID) HERLI RV T, ZREFHH VoA L LTERSNET,
BARHCIZ, V—ZZHEE LT USB h—2 T — AN T v FREXRGFELTELL L, 20
T— R AT TREICEIDV—EZBEBLES, SHICZOL—ZF, 77— A NI v T RE
WZE S TTFTP I — "~ &, £ O TFTPH— NRFE STV DR EICE SN T, 3TO
N—HRENMTONET,

RSA 4032

USB F—7 iF, A ML —U T80 AN, BB biEE s L CTEACTE ¥4, USBh—7 v %
B biEE s LCTEAT 2 L, b—2 T —4Rk, B4, WBE7 D RSA B EZEITTE F
‘3‘0

THERAON—7 L AL =T NRA A LEIRHEINTWDZ LTy binblid, Y27 AN
2048 ¥ FELTFOUPLA RSA F— X7 K5k RSA & — X7, Bf5{L RSA $— X7, £33 7
=F Y RSAF— T AR TEET, WEBEX—IL, T 740V b TIEEMA ST, b—27 v RICiE
HFEINTEEETT, 2L, EBEX—ORSETE2RET D2 LITARETT,

USB h—7 v EIZHEET B —1t, AR SNTZEBE T F—7 v OKERZR B SIICREINE
T, F—OHIRBIEEZITO) &, F—2 VIRGFESN TV D F—I%, KENRREGFNOT725
WHIBRENET (b—27 v BIZEEEL TR0 —E, writememory & 7213 F T D 2~
RRFITIND &, b—7 VUNDOREGET CRIECHIBRD TV ET) |

EXaT TAA AT REYa =7 (SDP) BECEIT ST F T/ ADREBLOT R E
Ja=

DRAF—A VISRV FYRBETSAF



PKIYLFY o v LDRE |
B raF—soRESFoRESE

SDP (X USB h—7 VOB EIHEHEINIDLENH Y £§, HEINT USB h—7 U &25EMT 1
Z. VE—h abr—3 g iibb s A AT utya =/ TExFET, 2F0D, bH Ry k

T—0 TNAZANBHOY T— K Ry NT—27 TN ZANRESAL SN EREEDHBRIZUSB h—
U ERMHTDHZ LT, USB h—7 U 2B E CE 7,

SDP TUSB h—7 v & HT 2 FIEICOWTIE, [ZOMOBEER IS TW b3 e
EHIL TSN,

PKI 7 — % DIRESFT DR E L

SfBAZOO—AIL R FL—UBATDIEE

FIRDHE

enable

configureterminal
cryptopkicertificatestoragelocation-name
exit

copysource-urldestination-url

A o o

showcryptopkicertificatesstorage

FIED

ARy RFEEEFT7Ia Y E]:3]
& A enable ¥¥#HE EXEC £— K& A 2 —7 I LFET,
*NRRAT—REANLET (EERINEZHE) .

&1

Device> enable

AT F2 configureterminal Ju—sbarZ 4 Xalb—varyE—FefnlE
ba‘o
L

Device# configure terminal

ATvT3 cryptopkicertificatestoragelocation-name | ZERHE D 10— B L AREE BT A TS E L £,

&1

Device (config) # crypto pki certificate
storage flash:/certs

BEF—A VTSR RTIFolAAAF
| 214 | I



| PROILFU v LOERE

Cisco 731 RI=&175UsB b—o voBEsER

aAvY RFEREF7TII Y

B

2Tw T4 exit Ja—\) a7 4 Xal—ralryE—RFaETLE
‘gﬁo
i
Device (config) # exit
ATvTh copysource-urldestination-url EE) FfTar 74 Xal—a 2 AKX —1"T v
T arZ4Xalb—va IR FELET,
I - - — . o
Bl GE) BEE, ST 74 Falb—va VRAS —
Device# . . . cNTr o7 ar7aoXalb—ra NURESN
co system:running-confi N "
nv?gm:gtartup—conf?g 7 GBI T A0 £,
ATvT6 showceryptopkicertificatesstorage ((EE) PKIGEHEOREGITNCBET 2 BUEORE LK
~LET,
i
Device# show crypto pki certificates
storage
!l
KIZ. showeryptopkicertificatesstorage =~ > KO 2 R LET, = 2Tk, sEAED disk0
Dcerts 77 4 L7 FUIHRFSNTOET,
Device# show crypto pki certificates storage
Certificates will be stored in diskO:/certs/
H -, —_ ~ =JL
Cisco T/Nf RIZHIFHUSB F—2 U DERTE L FEA

USB h—¥ VIZL B EDRTF

FIRDHE

1. enable
2. configureterminal
3. boot configusbtoken[0-9] . filename

BRF—AVISRSIIFYHEBAIF I
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B cCisco T RIZEITBUSB F—H L OBELER

FlED M
AU RFERETIVaY B#)
ATy T enable FiME EXEC E— R& A R—7 ML ET,
- *RAT—REANLET (ERINTEHE) .
Device> enable
ATy T2 configureterminal sa— b ar7 4 Xal—vary - RERBLE
TO
fAi
Device# configure terminal
257w T3 boot configusbtoken[0-9] :filename AR — K T v a7 o Xal—ary 774NNt
Fa2772USB h—7 VIRFEND L OFEL LT,
fi
Device (config)# boot config
usbtokenO:file

USB k—o o~ADBaS A& USB b—49 U DERTE

RSAX—& USB —0 VDA AE
*RSA F¥—i%, USB h—27 VNI —F ~NIEFIZn A4 v LT2#%iIZe— REnET,
*F 7 3V hOEE ., FHICAR S RSA F—I%, HBICHSE SN7- USB F— 7 IR TF

SNFET, FERISNZFT—IE, JTORSA T —0ERK SN0 L R UBFTICARET 5 MLER
HFEF,

FEFOTA RO TINA RDERTE
HEig 74 i3y, FEns/ A 02T 2556813, 2—BEEOUSB h—7 » PIN%
HIRELTWAKRERD D 7,

A

6= FEIn A CERIZABR A OWT AT ALERH Y £,

FEr A %, PIN 2T 34 2 BIZRGET 2000 L CWRWEAICEHNTcEE3, £/, 4
AR/ N— R = TR, T, A2 BMOEENLTZELZY, VE—F A bE
RLEVTAEAICEL, FEIR AUl L TWET, FEIn V1 d, HROFEIZ) DD
TEITTEET, £/, FEIRIA V2T THLE, USBh—2 2 LD 7 7 A4 LE L URSA F—

BEF—A VTSR RTIFolAAAF
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M. CiscolOS ¥ 7 ~ 7 = 7 T n[HE

Cisco 731 RI=&175UsB b—o voBEsER

W0 ET, XY ar 4 Xal—vary 7y A

NEBRETDHHEEL, v /A 23T T 52—V OHERN S HGEI27E T FEin /4 2T T
TFET, TOED, MLENOEMNT, FEIn /A %2FTL, USBh—2 v izt ZY av
T4 F¥alb—rary 77ANVERETHHER. HREEZAX—T VT HLERHY £77,

FEIn I A 0E, KbNTT A ARED Y AN ZITHOGAICHLEHTE £, 8% VPN &2
FALTa7? 2y hU—7 ~8 LT D Y T—h Y1 FEET DRI TIE, HEBLURSA
F—REDNHE, USB b—2 U MEZTNDT Y hAT Ay R —EARBEL 20 £,

USB h—7 iZi%, 7— FRE.
T&EFET,

v h XY ERE.

B L OB A2 TR 5 72D D RSA F— Z A7

FIROME
1. enable
2. crypto pki tokentoken-name [admin] login [pin]
3. show usbtoken0-9:filename
FlED
ARV RFEREETO3 Y B#
ATvI1 enable M EXEC E— F& A R—7 /ML ET,
Bl *RAT—REANLET (ERSNTEHE) .
Device> enable
RATFw T2 crypto pki tokenzoken-name [admin] login |USB ~— 7 \ZF@Tu /(4 LET,
in
i admin % — 7 — R BANCHE L COARVESAEL, 0
1 : X —U— K A7 3 > T erypto pkitoken =~ > K& HW
Dev-ice# crypto pki token usbtoken0 ANJjTx i‘d‘o
admin login 5678
ATFwT3 show usbtoken0-9:filename (JEE) USB h—27 v BT RS Rlca A LTWDHD
EIOMEfEd LET,
i -
Device# show usbtokenO:usbfile
RDIEE

USB h—2 o ~DuaZ A UBETTHE, ROLE D RIEEMTAET,

*USB b—7 U ZFHNIRTET D,

[USB h—7 v OFRIE] OHEAEZSRBL T IEE N,

BRF—AVISRSIIFYHEBAIF I
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B cCisco T RIZEITBUSB F—H L OBELER

c 2 — Y PINDEE, L—EZ)E USB h—7 VTR ESINTEF—DREBET~D 7 7 A4 LD
o —, USB h—27 v DEFE/RE, USB b—7 v OEBWEE%ZTT5, [USB bh—7 i2H
T AEHMSEEDORE] OHEAEBHRL T ZE N,

USB F—4U > DERE
USB h—7 iZxf L Tid, HEIR 7 A L OREKR., SHICRO X I BRBEEITAET,

PINB XU/ R27L—X
HEia 7 A VBT APINOE X2 U T 4 2 & 6105 b9 2720, NVRAMIZIRFEE N TV 5 PIN
ZREEAL L, USB h—7 VIZRAT L —XEHRETEET, "ATV—XERETHE HO2—
PFIZIEPINFDO LD TIERL . FONAT L—XZFMTIUE L W=D, PIN DZEMEEHERFT
=FET,

ZDRAT L —RL, USB b—7 &5 /34 R|ZHE LT-%., PIN 28 LT AR HEEL 720
¥4, PINBER{LENE L, TALATFDOPINEZHEHLTUSB h—2 vicue 74 LET,

Y

GE) =R A G HITITRE L UL 1 BT,

USB r—o >Ry /By ) fEk
USB b—2 v BkZm v 7 (BEfk) £idm v 7R (B5) T,

USB h—7 X, vy 73D EMHTES L0127 £9, vy 7R L7=8%H4E. CiscolOS
V7 U7 TiE, FOUSB b—7 ViZE#EHe /A En-bo L/ sh, €D USB h—7
YEREIZHBIWTNOOXF—Br—REhET, £ BV arv 4 Fal—varIrA
AN =27 v BFIZHFEETAEAIE. el A0 Liea—FOER L~V &I L7z 7L 2 — P
FR (BERRL~L15) LT, 208 XY ar74Xalb—Tary 77 A ARETEN
3

=&y 7 LIZGAIE. =2 rhonal 7y N TAGELITRERD, b= rvhba—
REN7Z RSA F—DNFT_RTCHIRSI., B F) TorarZoFal—ralr 774008 (b
LBFEINTWIUL) EfTEnFEzT,

thoF) A I4XalL—arv IT7AILERAVEY) FoavIaFxal—ar IrAIL

USB h—7 v FICFET a7 4 Falb—yary 77 AF, B X)) a7 X2 b—
vary ZrANEMENET, BH XY ar T 4 Fab—Tary Ty A VEERB I ORE
TEHmE, BV F Y ar7 o F¥ab—var 7y AVOFET NVRAM IZRFF S 7z Cisco
IOSRENDEH L FY) a7 4 Falb—ar 774V FFoa  OFEICL > THRESNE
T, =R =T EROVHN LB EIZ =2 a7y N LRI, XA ~—T
RESNWBARET 2 L. JIBHESh W A ) Trar7 s Fal—vary 7y
ANVBFATEN, EHF) ar 74 Falb—vaOFXTOERN, E7ar7 1 Fal—

BEF—A VTSR RTIFolAAAF
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Cisco 731 RI=&175UsB b—o voBEsER

TarmnbilEEnET, XY ar v 4 Fal—Tary 7rAABLOEI LAY T
AT 4 FXal—ary TrANE, al A LIma—FORERL UL E TR, HERLX

V15 TEITSNET,

FIaDHE
1. enable
2. cryptopkitokentoken-nameunlock [pin]
3. configureterminal
4. cryptopkitokentoken-nameencrypted-user-pin [write]
5. cryptopkitokentoken-namesecondaryunconfigfile
6. exit
1. cryptopkitokentoken-namelock [pin]
FlED
ARV KRFERETY Y B#)
ATvT1 enable FitE EXEC £ — R& A 32— 7 /M LET,
bl - CSAT—REANLET ERENEHA) .
Device> enable
2Ty T2 cryptopkitokentoken-nameunlock [pin] () B v/ STHD USB h—2 VA CX
HEITLET,
W 2y 7 fEER L7234, CiscolOS Y 7 N7 = 7 T,
Device# crypto pki token mytoken unlock ZFDOUSB h—7 iZHEEIR A v EN-H0 L B
e Sh, ZOUSB b—2 v 220 FRmnoF—7
n—RanFEd, £, B FY ar7 X2l —
vary 7y ANPEETDHEE. 07 7 A MEFET
SNET,
ATFvT3 configureterminal Ja—nN)ar7 4 FX¥al—aryET— REFEEBL
i ﬁ—o
i -
Device# configure terminal
ATvTa cryptopkitokentoken-nameencrypted-user-pin | ({L:&) NVRAM IZERF STV 5 PIN ZHF 5k L &

[write]

11 -

Device (config)# crypto pki token mytoken
encrypted-user-pin write

D

BRF—AVISRSIIFYHEBAIF I



B cCisco T RIZEITBUSB F—H L OBELER

PKIV LT UL v ILORTE

aAvY RFERET7IIY

Sl

ATvT5

cryptopkitokentoken-namesecondaryunconfigfile

{1 -

Device (config)# crypto pki token mytoken
secondary unconfig
configs/myunconfigfile.cfg

EE) Eh o) a4 Fal—ary 774
NV EFEDREGITTERE LET,

ATvT6

exit

11 -

Device (config)# exit

et EXEC E— RA G L £,

ATy IT1

cryptopkitokentoken-namelock [pin]

11 -

Device# crypto pki token mytoken lock mypin

EE) b—Z7v»bra— RENTZRSA F—%9
THIBREL, B v ¥ 7orarvydZ 4 Fal—yg
T ANVBGFETDHHEER. ENEFEITLET,

il

WOFENL, =— PIN D% E. =—% PIN O E{b, T34 2DV e—F, BLR=Z—HF PIN D
oy JEEOA T et AERIEIR LTS O TT,

! Configuring the user PIN

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # crypto pki token usbtoken0O: userpin

Enter password: mypassword

! Encrypt the user PIN

Device (config) # crypto pki token usbtoken0O: encrypted-user-pin

Enter passphrase: mypassphrase
Device (config) # exit

Device#

Sep 20 21:51:38.076: %SYS-5-CONFIG _I: Configured from console by console

Device# show running config

crypto pki token usbtoken0 user-pin *encrypted*

! Reloading the router.
Device> enable
Password:

! Decrypting the user pin.
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ROEE

USB ~—%

Cisco 731 RI=&175UsB b—o voBEsER

Device# crypto pki token usbtokenO: unlock

Token eToken is usbtokenO

Enter passphrase: mypassphrase

Token login to usbtokenO (eToken) successful

Device#

Sep 20 22:31:13.128: SCRYPTO-6-TOKENLOGIN: Cryptographic Token eToken

Login Successful

RITRT O, FEMTar74Falb—arhbbhrF) ar7 Falb—va X OEFELH|
BRI DB SN o8 F Y T rar7 o XFal—va T A VOREF T, B
Yar74F¥al—vary7r7ANVEMBHLTPKI 7 A MRA V EBEESNLTWDEAZ 5
2Bl FRICHIGT DT a7 4 X ab—3 3 7 7 A /b mysecondaryunconfigfile.cfg (&
I RO XS pa~vr F I U BRRESNET,

no crypto pki trustpoint token-tp

F—=2 RO AENTHT, RO~ RIRFATEND L, T ADFATa T 4 F a2 b—
arnb, FT7A MRS U MBI OEIVUTEERMT D REREIHIBR SV E T,

Device# configure terminal
Device (config) # no crypto pki token mytoken secondary unconfig mysecondaryunconfigfile.cfg

USB h—27 v ~Du A BLONUSB h—27 LV DORENFETTHE, ROX I BRIEENMTZF
T, =P PINDEE, L—HNHUSB h—27 ANIEEENTZF—DREBFT~D 7 7 A /LD
B'—., USB h—2 v DEF 2L, USB b —7 v OEHEEAZ4T5, [USB h—727 o BIT 5 &R
BEREDRRE | OHAZR L T E 30,

VITE T L EEEEDRTE

ZZ T, =—PIN, USB b—7 T D0 7 A UBITORNWEED ER, 7 LT vib
DIREGFTR Y, SEZFERT 74NV MREEELET D TFIEICHOWTHA L 97,

BRF—AVISRSIIFYHEBAIF I



Cisco T/31 RIZHITHUSB b—H U DERE EF A

PKIZ LTV Y v LORE |

FIEDHEE
1. enable
2. crypto pki tokenfoken-nameadmin] change-pin [pin]
3. crypto pki tokentoken-namedevice-name:labeltoken-label
4. configure terminal
5. crypto key storagedevice-name:
6. crypto key generate rsa [general-keys | usage-keys | signature | encryption] [labelkey-label] [exportable]
[modulusmodulus-size] [storagedevice-name:] [redundancy]| [ondevice-name]:
1. crypto key move rsakeylabel [non-exportable | [on | storage]] location
8. crypto pki token {token-name | default} removal timeout [seconds]
9. crypto pki token {token-name | default} max-retries [number]
10. exit
11. copy usbflash[0-9]:filenamedestination-url
12. show usbtoken[0-9]:filename
13. crypto pki tokentoken-namelogout
F g 48
ARV REREETIVa Y B#
AT w71 |enable FikE EXEC £ — R&A X —7 /W LET,
- S SRT—REANLET ERShEHA) |
Device> enable
AT 72 |crypto pki tokentoken-nameadmin] (fEE) USB h—7 > LD —F PIN B L AL HE L £,
change-pin [pin] )
*PIN WEH SN2V RIE, 77 4/ b PIN
il - (1234567890) 7MEH Sk,
De\éice# cr.ypto pki token usbtokenO admin GI) PIN @%E?& = 7/( y@%ﬂ&@é&% 0ty
change-pin S
N OMENH Y £9 (eryptopkitokenmax-retries
avy REf) . FRShD v 7 A v ORMER
D ERRIZ, 15 (F 740 ) ICREENLTVET,
ATy 73 cryptopki (fE&) USB h—7 ORI ZBE L IFEELET,

tokentoken-namedevice-name:labeltoken-label

151

Device# crypto pki token mytoken usbO:
label newlabel

W ARF— (VISR SO FolmBAAF

* token-label 5130121%, FF (X oy v aBLOT ¥ —XA
a7 EEGL) o531 XTFUTOXTFIEEE T E
R

Ev bk Zoawry RNiE, BEu A oY av
T AKX 2l =gy T ANRED N—7 LEAD
HREMALE LTHEEDUSB h—7 V&R ET DHHAIC
HHTT,
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Cisco 731 RI=&175UsB b—o voBEsER

ARV RFEREETO VI Y

B

Z 5w 74 |configure terminal Jua—s ) ary7 4 Xalb—vary T— REBLET,
&1
Device# configure terminal
AT 75 |erypto key storagedevice-name: (LE) HBER L7z RSA F—IZx3 57 7 4V b OLRE S
FraikE LET,
Bl G5 BREONEICINDLT, BEOF—E, m— Kt
Device (config) # crypto key storage DT INA AR FE SN FE T,
usbtoken0:

X w76 |crypto key generate rsa [general-Kkeys | (E=) FEAEY— RO RSA T — X7 24K LT,
usage-keys | signature | encryption] B
[labelkey-label] [exportable] *storage X — U — R 5 L. X—OREGFHEZHEE
[modulusmodulus-size] [storagedevice-name:] TEET,

redundancy] [ondevice-name]:
[ il . + key-label BECEHRTET 5 = b 10 k5T T~ A B ARET
i - 58545, cryptopkiservercs-label 2= RiZ X - CREAE

Device (config) # crypto key generate rsa
label tokenkeyl storage usbtokenO:

P NIZEAT 5 TV LR CART 2 # AT 2 08N S
0 ET, key-label 51 EFEE L TWRWES, T/34 X
DERMERM R A A 4 (FQDN) TH DT 7 4 /L MEDME
AEnEd,

noshutdown =~ > R&FEITT HR1IC, CAFEBENER S
5 FE T Tb T 7 AR — FA[REZR RSA F— X7 Z FH) T
T 5 8A . cryptocaexportpkesl2 =~ &M L C, FE
W& — GEERS K OME X — 25 PKCS12 7 7 A /L& =
7 AR—FTEET,

*F 74N FTIE, CAF—DEY 2T A+ A X(F 1024
By FTY, HEREIND CAXF—DFY 2T A1%2048
By FTYT, CAF—DFEY 2T A YA XOFPHIL 350
~ 4096 £ hTT,

*on ¥—U— RNiZ, ¥HELEEE ETRSA F— X7 2ME
RENDZ EEREELET, ZOEEICIT= "~
YUTNNRA (USB) bh—2 v, a—hLVT 4 A7, B
FOYNVRAM 72 ER B0 97, EEOAFIOKIZIZa R
o) BATET,

G¥) USB h—7 » ECER &N D ¥ —IF, 2048 E > UL
TTHLHRENRDD £7,

DRAF—A VISRV FYRBETSAF
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PKIZ LTV Y v LORE |

ARV RFEREETO VI Y

B

ATvT1

crypto key move rsakeylabel [non-exportable

| [on | storage]] location

Bl :

Device (config)# crypto key move rsa
keypairname non-exportable on token

(fEE) BEfFED CiscoIOS 7 VT v ¥ V&, BAEDIRE ST
MHIRE LTRESGIT~BE L E7,

F 7 3 F DA RSA F— XTITHIEDT A A FITIRAE
INTFFITRY F9,

TN A ETH—ZERLENE b —7 BEIT 5 £ TORY
SRFIIE 1 R T, b—72 v ETx—Z2 4T 2E8C on
F—U— RFEMHTSH L. USB h—72 o ECEMATEEZRN—
R =7 F—/EL—F TR U T, 5~ 10 20 FEE OB 23
DI FET,

Cisco [0S TR X 7-BEfFD RSA F— X7 R USB h—7 >~
IZRRAFS AL, BEICEH SN 23581, N HEEFDORSA ¥ —
AT RGNS BE) L COKBNCIRGFET 20 E R H D £,
Zoa<y RiE, USBh—27 o ESDPEEHL T/ LT vy
NERET DA ICHEH T,

ATvT8

crypto pki token {token-name | default}
removal timeout [seconds]

&1

Device (config)# crypto pki token
usbtoken0 removal timeout 60

(fFE) USB h—7 VBT A AN I IS THh6, USB
F—27 VIZREEN TS RSA F—0HIBRENn 2T, T
A AT DR 2 B TRRE L E T,

GE) Zoawy RBNEITENRWEAIL, USB h—7
DT NA ANBE IS - ERIZ, TXTDORSA
F—DHIFREINDI1EH, USB b—7 AZBEfHT 5
NTWa IPsec b FAHT_CHWTENET,

AT 79 |erypto pki token {foken-name | default} ({EE) USB h—27 o ~D7 7 B ANHELE SN D ETICHR
max-retries [number] SN % R J A RITO BRI D LRERE LT,
Bl * 70 MEE 15 T,
Device (config) # crypto pki token
usbtoken0 max-retries 20
ATY exit Jua—sLar7 4 Xal—varyT—FeERKTLET,
710
1 -
Device (config) # exit
ATy copy usbflash[0-9]:filenamedestination-url |USB ~—27 BT NRA A~NT 7 AV E 2 —LET,
71

&1

Device# copy usbflashO:filel nvram:

* destination-url : AR —FINTNWDEA T ar DU AR
IZOWTIE, copy 2~ RIZETHEZ v a v zHRL
TLTEEY,

W ARF— (VISR SO FolmBAAF
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USB F—5 vicBT 3 5 TLva—TF125 IR

ARV RFERET7TIVa Y B&
ATY show usbtoken[0-9]:filename (f£E) USB h—7 VAT AEHMER S LET, Z0aw
712 Y REHEHTAHE, USB h—2 T A Rza A4 LT
B - WABEMNE D INERERTEET,
Device# show usbtoken:usbfile
ATy crypto pki tokentoken-namelogout USB F—27 v BT A 25a /77T NLET,
713

- GE) USD h— 7 i D F — Z ZARAET B4
o B h— 2 o I A o BB RS O £

Device# crypto pki token usbtokenO
logout

USB r—Y VICBET S S TILoa—Ta09

Z 2 TIX, IROE CiscolOS < RIZOWCEALET, Zhooa~<wy FiE, USB h—7 ~
OFERFICREAEL 9 ABEICOWTD NI TNy a—T 4V ZIERTE £,

USBR— FEHBD ST a—TFa 25

show file systems =~ > RZfEHT 5L, USBEY 22—/ USBAR— MIELIAEFN TSI L
N —ERIELTWDENEIDEHETEET, ZLAENTVWHUSBEY 2 —/LE, 771
WY ATADOY AR BIZFRENET, INOHDOFEY 22— LR Y A b RIZEREINRWGEIE,
ROWTIORIENFAE L TWDAEEERH Y £7,

*USBEV=2—/L L OEFICREND 5,

s L—F FTE# LT3 CiscolOS 4 A—JI2 LD P HR— K XN TUVWRWUSB FY =2 —/Ln
»5b,

*USBEV 22— NFDLDIIN— K77 FORERS 5,

RIZRT DX, show file systems =~ > RIZ X HHNHITT, ZOFIZIXUSB h—7 U HERRS
NTWET, USBEV2—LANBNDDIFY A b@%?ﬁfa‘o

Device# show file systems
File Systems:

Size (b) Free (b) Type Flags Prefixes
- - opaque rw archive:
- - opaque rw system:
- - opaque rw null:
- - network rw tftp:

* 129880064 69414912 disk rw flash:#

491512 486395 nvram rw nvram:
- - opaque WO syslog:
- - opaque rw xmodem:
- - opaque rw ymodem:
- - network rw rcp:

BRF—AVISRSIIFYHEBAIF I
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PKIYLFY o v LDRE |

USB h—o UIZET B ST a—Ta05

- - network rw pram:
- - network rw ftp:
- - network rw http:
- - network rw scp:
- - network rw https:
- - opaque ro cns:
63158272 33037312 wusbflash rw usbflashO:
32768 858 usbtoken rw usbtokenl:

DRINTEKYBR—FENTLVSUSB h—0 VDHE

show usb device =~ FEfFHTH L, USB h—27 UM ALV P FE—FEINTWHENED
MEHETEET, Z0a<r FOROENFITIE, KFETRENTWAEON, TV 2a—A3
R—=FENTWENE I DERTEH T,

Router# show usb device
Host Controller:1
Address:0x11
Device Configured:YES
Device Supported:YES
Description:eToken Pro 4254
Manufacturer:AKS
Version:1.0
Serial Number:
Device Handle:0x1010000
USB Version Compliance:1.0
Class Code:0xFF
Subclass Code:0x0
Protocol:0x0
Vendor ID:0x529
Product ID:0x514
Max. Packet Size of Endpoint Zero:8
Number of Configurations:1
Speed:Low
Selected Configuration:1
Selected Interface:0
Configuration:
Number:1
Number of Interfaces:1
Description:
Attributes:None
Max Power:60 mA
Interface:
Number:0
Description:
Class Code:255
Subclass:0
Protocol:0
Number of Endpoints:0

DT INA AEREDHEE

showusbcontrollers =~ > N&HH4T 5L, USB7 T v a TV a—/LIn— Ry =7 O
B DHME DD EHBITE £J, showusbeontrollers =~ KO IFERIZT T —NFERENT-H
BlE, USBEY a—liin— Ko =7 LOBBERS L B2 bR ET,

USB7 7 v ¥ a Y a—/WIxT 5 a bt —#ENEFITTONTND 2 & 2R T 558106,
Z @ showusbeontrollers =~ > REFEHTEXET, 77 A VO a b —%2FfT L% T,
showusbcontrollers =~ > R&WITT 5 & 7 —HXEENEFITITONT Z L 2R THNENE RS
ET,

BEF—A VTSR RTIFolAAAF
|26 I
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USB F—5 vicBT 3 5 TLva—TF125 IR

WIZFET O, FHFOUSB 75 v = ¥ = —/LD showusbeontrollers =~ > N2 X % H 4
<7,

Router# show usb controllers
Name:1362HCD
Controller ID:1
Controller Specific Information:
Revision:0x11
Control:0x80
Command Status:0x0
Hardware Interrupt Status:0x24
Hardware Interrupt Enable:0x80000040
Hardware Interrupt Disable:0x80000040
Frame Interval:0x27782EDF
Frame Remaining:0x13C1
Frame Number:0xDA4C
LSThreshold:0x628
RhDescriptorA:0x19000202
RhDescriptorB:0x0
RhStatus:0x0
RhPortlStatus:0x100103
RhPort2Status:0x100303
Hardware Configuration:0x3029
DMA Configuration:0x0
Transfer Counter:0xl
Interrupt:0x9
Interrupt Enable:0x196
Chip ID:0x3630
Buffer Status:0x0
Direct Address Length:0x80A00
ATL Buffer Size:0x600
ATL Buffer Port:0x0
ATL Block Size:0x100
ATL PTD Skip Map:0xFFFFFFFF
ATL PTD Last:0x20
ATL Current Active PTD:0x0
ATL Threshold Count:0x1l
ATL Threshold Timeout:0xFF
Int Level:l
Transfer Completion Codes:

Success :920 CRC 0
Bit Stuff :0 Stall :0
No Response :0 Overrun :0
Underrun :0 Other :0
Buffer Overrun :0 Buffer Underrun :0

Transfer Errors:

Canceled Transfers :2 Control Timeout :0
Transfer Failures:

Interrupt Transfer :0 Bulk Transfer :0

Isochronous Transfer :0 Control Transfer:0
Transfer Successes:

Interrupt Transfer :0 Bulk Transfer :26

Isochronous Transfer :0 Control Transfer:894
USBD Failures:

Enumeration Failures :0 No Class Driver Found:0

Power Budget Exceeded:0
USB MSCD SCSI Class Driver Counters:

Good Status Failures :3 Command Fail :0
Good Status Timed out:0 Device not Found:0
Device Never Opened :0 Drive Init Fail :0
Illegal App Handle :0 Bad API Command :0
Invalid Unit Number :0 Invalid Argument:O0
Application Overflow :0 Device in use :0
Control Pipe Stall :0 Malloc Error :0
Device Stalled :0 Bad Command Code:0
Device Detached :0 Unknown Error :0
Invalid Logic Unit Num:0

USB Aladdin Token Driver Counters:
Token Inserted :1 Token Removed :0
Send Insert Msg Fail :0 Response Txns 434
Dev Entry Add Fail :0 Request Txns :434

ABF— A VTSRS HF v HEAA K
| -m
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USB h—o UIZET B ST a—Ta05

USB ~—7%

Dev Entry Remove Fail:0

Response Txn Fai

1

:0

Txn Invalid Dev Handle:O0
USB Flash File System Counters:

Flash Disconnect
Flash Device Fai

Flash startstop Fail

ed
1

:0
:0

:0

USB Secure Token File System Counters:

Token Inserted
Token FS success
Token Max Insert
Token Event

ed

:1

:1
:0
:0

Watched Boolean Create Failures:O0

VRO R

dir =< K & filesystem % — 7 — K 473 3  usbtoken0-9: #fifi5 25 &, USB h—7 > EIZ

Request Txn Fail:
Command Txn Fail:

Flash
Flash
Flash

Token
Token

Connected
Ok
FS Fail

Detached
FS Fail

:0
:0

PKIV LT UL v ILORTE

Create Talker Failures:0
Destroy Talker Failures:0

HDHTRTOT7AN, T4L7 ), BEXOZENLOWHERCTINEFRTEET,
WO IHNL, USB h—27 VT EMEFR T LI DO TT,

Device# dir usbtokenl:

Directory of usbtokenl:/

d--- 64 Dec
d--- 4096 Dec
d--- 0 Dec
d--- 512 Dec
d--- 0 Dec
d--- 0 Dec
d--- 0 Dec
- 940 Jun
—-——— 1423 Jun

(858 bytes

32768 bytes total

WOHAFITIE, T ANEHEL TWBTRTOT AL ADT 4 L7 NIEREFERLET,

Device# dir all-filesystems
Directory of archive:/
No files in directory
No space information available
Directory of system:/

2
115
144

1
114

drwx 0
dr-x 0
dr-x 0
-rw- 1906
dr-x 0

fre

No space information available
Directory of flash:/

1

—-rw-—

30125020
129880064 bytes total

Directory of nvram:/

476

477

478

1

2

3
491512

Directory of usbflash0:/
30125020
(33033216 bytes

1

63158272 bytes total
Directory of usbtokenl:/

2
5
8
10
12
13

-rw- 1947
—-———- 46
-rw- 1947
-rw- 0
-——= 4
=== 14

bytes total

—rw-—

2032
2032
2032
2032
2032
2032
2032
1992
1992
e)

<no
<no
<no
<no
<no

+00:00
+00:00
+00:00
+00:00
+00:00
+00:00
+00:00
+00:00
+00:00

date>
date>
date>
date>
date>

Dec 22 2032 03:06:04 +00:00

(486395 bytes free)

d--- 64
d--- 4096
d--- 0
d--- 512
d--- 0
d--- 0

Dec 22 2032

Dec
Dec
Dec
Dec
Dec
Dec

2032
2032
2032
2032
2032
2032

05:31:

(99753984 bytes free)

free)

<no
<no
<no
<no
<no
<no

32

date>
date>
date>
date>
date>
date>

+00:00

+00:00
+00:00
+00:00
+00:00
+00:00
+00:00

1000
1001
1002
1003
5000
6000
7000
mystartup-config
myrunning-config

its

lib

memory
running-config
viiles

c3825-entservicesk9-mz.123-14.T

startup-config
private-config
underlying-config
ifIndex-table

rf cold starts
persistent-data

c3825-entservicesk9-mz.123-14.T

1000
1001
1002
1003
5000
6000
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14 d--- 0 Dec 22 2032 05:23:42 +00:00 7000
15 ---- 940 Jun 27 1992 12:50:42 +00:00 mystartup-config
16 ---- 1423 Jun 27 1992 12:51:14 +00:00 myrunning-config

32768 bytes total (858 bytes free)

PKI 7— %2 D{RTFIZEET S 5% E

Bl BFEDO—NILGREGFHN DRSS DR

WISRT DU, certs 77 1 L7 b VICGENEERLET HHAORERTT, =2 TH, certs ¥
TT4 V7 FUITFEE LWz, BBIICER STV ET,

Router# dir nvram:

114 -rw- 4687 <no date> startup-config
115 ---- 5545 <no date> private-config
116 -rw- 4687 <no date> wunderlying-config
1 -—- 34 <no date> persistent-data
3 -rw- 707 <no date> ioscaroot#7401CA.cer
9 -rw- 863 <no date> msca-root#826E.cer
10 -rw- 759 <no date> msca-root#1BA8CA.cer
11 -rw- 863 <no date> msca-root#75B8.cer
24  -rw- 1149 <no date> storagename#6500CA.cer
26 -rw- 863 <no date> msca-root#83EE.cer

129016 bytes total (92108 bytes free)

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # crypto pki certificate storage disk0:/certs
Requested directory does not exist -- created

Certificates will be stored in diskO:/certs/

Router (config) # end

Router# write

*May 27 02:09:00:%SYS-5-CONFIG I:Configured from console by consolemem
Building configuration... B

[OK]

Router# directory disk0O:/certs

Directory of diskO:/certs/

14 -rw- 707 May 27 2005 02:09:02 +00:00 ioscaroot#7401CA.cer
15 -rw- 863 May 27 2005 02:09:02 +00:00 msca-root#826E.cer

16 -rw- 759 May 27 2005 02:09:02 +00:00 msca-root#1BA8SCA.cer
17 -rw- 863 May 27 2005 02:09:02 +00:00 msca-root#75B8.cer

18 -rw- 1149 May 27 2005 02:09:02 +00:00 storagename#6500CA.cer
19 -rw- 863 May 27 2005 02:09:02 +00:00 msca-root#83EE.cer

47894528 bytes total (20934656 bytes free)
! The certificate files are now on diskO/certs:

5l : USB k—Z o~ADO4S 4L USB b—4 o ~®D RSA F—DRTE

WITRT DML, USB h—2 ica /A4 L TRSA ¥ —%4EpEL, #DORSAF—% USB h—2
R TFT 256 O ER T,

! Configure the router to automatically log into the eToken
configure terminal

crypto pki token default user-pin 0 1234567890

! Generate RSA keys and enroll certificates with the CA.
crypto pki trustpoint IOSCA

enrollment url http://10.23.2.2

exit

crypto ca authenticate IOSCA
Certificate has the following attributes:

ABF— A VTSR SO F v HRAA B
| -IEI
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f5l . USB b—H o~ADOST A& USB b—% »~AD RSA F—DR7E

Fingerprint MD5:23272BD4 37E3D9A4 236F7E1A F534444EF
Fingerprint SHA1:D1B4D9F8 D603249A 793B3CAF 8342ELFE 3934EB7A
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.
crypto pki enroll
crypto pki enroll IOSCA

Start certificate enrollment
Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password:
Re-enter password:
The subject name in the certificate will include:c2851-27.cisco.com
Include the router serial number in the subject name? [yes/no]:no
Include an IP address in the subject name? [no]:no
Request certificate from CA? [yes/no]:yes
% Certificate request sent to Certificate Authority
% The 'show crypto ca certificate IOSCA verbose' command will show the fingerprint.
*Jan 13 06:47:19.413:CRYPTO PKI: Certificate Request Fingerprint MD5:E6DDAB1B
OE30EFE6 54529D8A DA787DBA
*Jan 13 06:47:19.413:CRYPTO_PKI: Certificate Request Fingerprint SHA1:3BOF33B
7 57C02A10 3935042B C4B6CD3D 61039251
*Jan 13 06:47:21.021:%PKI-6-CERTRET:Certificate received from Certificate Authority
! Issue the write memory command, which will automatically save the RSA keys to the eToken
! instead of private NVRAM.
Router# write memory
Building configuration...
[OK]
*Jan 13 06:47:29.481:%CRYPTO-6-TOKENSTOREKEY :Key c2851-27.cisco.com stored on
Cryptographic Token eToken Successfully

WITRT DX, USB h—27 U BIEFIZe — RENREFE R LT ¥ X LD
showcryptokeymypubkeyrsa =~ > NiZ L 5 )6 CF, USB h—72 > RIZRfFEShTWnb 7 L
T Uy X, REFEISNICHFEELE T, USB b—2 v BIZZ LT U vy VERGET 256, €
NHD7 7 A Wid keystore EWVHT 4 L7 BUIRIFSNET, 7272L, F— T 7 A 00F, av
YRIA U A B —T x4 A (CLI) TEHERINETEA,

o o oo

o o e

Router#
show crypto key mypubkey rsa
% Key pair was generated at:06:37:26 UTC Jan 13 2005
Key name:c2851-27.cisco.com
Usage:General Purpose Key
Key is not exportable.
Key Data:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 0O0E3C644 43AA7DDD
732E0F4E 3CAOCDAB 387ABFO05 EB8F22F2 2431F1AE S5D51FEE3 FCDEA934 7FBD3603
7C977854 B8E999BF 7FC93021 7F46ABF8 A4BA2ED6 172D3D09 B5020301 0001
% Key pailr was generated at:06:37:27 UTC Jan 13 2005
Key name:c2851-27.cisco.com.server
Usage:Encryption Key
Key is not exportable.
Key Data:
307C300D 06092A86 4886F70D 01010105 00036B00 30680261 O0DD96AE 4BF912EB
2C261922 4784EF98 2E70E837 774B3778 T7F7AEB2D 87F5669B BF5DDFBC FOD521A5
56AB8FDC 9911968E DE347FBO A514A856 B30EAFF4 D1F453E1 003CFE65 0CCC6DC7
21FBE3AC 2F8DEAl6 126754BC 1433DEF9 53266D33 E7338C95 BB020301 0001

BEF—A VTSRS U FoBEHEAA K
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ZTDMDSEERH

zonszas W

ESPERE=]

I=—a7ILAA LI

N—& ~D USB E 3 2 — LDk

[Cisco Access Router USB Flash Module and USB
eToken Hardware Installation Guide.]

eToken 8L USB 77 v adF—H ¥— bk

['USB eToken and USB Flash Features Support]

RSA ¥—

PKI AT RSA F—D &R

TrANVER (A rDOE— R, at—. B
KO E))

[ Cisco Configuration Fundamentals Configuration
Guide] (Cisco.com)

USB h—7 12k % RSA WLFR ; FEHHE S — N
DFRE

[PKI H T Cisco [0S FEAE Y — RORE
BLOER OMEICE T 2&F

[Generating a Certificate Server RSA Key Pair |
15, [Configuring a Certificate Server Trustpoint |

H, BLUOBETLHZZRLTIEE0,

USB h—72 > RSA LB : )i B BB R
BIF5USB F—7 & {#f L7- RSA AL

[ Configuring Certificate Enrollment for a PKIJ @
[Configuring Certificate Enrollment or
Autoenrollment] HZZH L T 7ZE 0y,

SDP Dt N7 v BE. BLWRUSB F—
7 & O
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W AWE—AYTSRTHF oA R
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PKI kSR T—LoEH I}

PKI FS R FT—ILOEH

A

PKI k7 A N7 —Uid, IROFHNFEALTEGAICE R TOMLEOH LB~ T 47 1L LT
M XN FET,

*PKI T A N7 — L OFEAENHROUIN E1ZIEHRITIN TV D,

CABRENTZ CAFEHED AN FUIZ, BREDT 7V r—3 3 o TULEZRIBIMOEHETE 53E
HENEGENL TS,

CBUEDHHR L TV D,

GE)

A

PKI b T A b 7= VI AIAENT-AEAE I ENICE SR I D LR TEERA, 72720,
HLIA FE LT FEHE D X509 AT &4 JBEDs CA FFBHE S RIVNOFFHE & —E3 254
FHAIAEN T EEAEI IS & TR ENF T,

PKI N7 A M= VIZHBN E I FEICHEAF CXET, PKI N T A NS — NV E2FEHT LT 7Y r—
TalikoTE, PKI T A R A DREERGETCHEA SN G0H Y £9, FEMIZON
TiX PKI F 7 A M7=V INOGEEOFEER ] & PKI hT A NS — /L R o— T A—%
DORE] OHEZML T TEEN,

G¥)

HEVEH T, ¥V m— NLERFEOTXTO R I A N =LA ORtAEZHIRT 2 0LE R H Y
£

PKI F 7 A =)L A ~—IL, AR T D CAGENIFL —BLEd, ZA4~—0MEEIL T
b AN Prour—va URRESNTE LT, WRIICEDIZ 2> THRWEEE ., syslog &
HERFEH S, PKI F T A NT =R =47 a URRE S TNRN D &3 F I 8
ENET,

PKI h 7 A N7 — VO BENEH CIIRERA URL A LE1,

PKI h 7 A NS —=ABRHTHE, RY —0GHrAEN, N RAupr— RIS, PKI h7 &
N REEHZ HIVET, PKI N T A b7 — v BB EHT O BRI B AE L5 A1,
Ao — KRR TEHET, WOAT P a— )L THEHNBENET, 200, 150, 10H. 5
H.4H,3H, 2H, 1 H, &RBIZ1KRH LTI,

PKI FSAFT—ILE RS R FRA 2 FOREATO CA LI

PKI k7 A NS =Ll hT A NKRA Y FOWHIZCADBEMHSINTODIEERHY T, &4
X, PTARKRA L P TCAZBEHAL, CANXRY RAMNREIL CANTEMNSB X T n— RENZY
LEd, 2O FUATHE, PKI T2 M7 — VEBHBEREN L —Z ICEESHTYH, BEOEME
NEBEINRNE T HED, FTAMRA U FADCAEZDRTARRA L FDORY 2—
N, PKI F 7 AR —/LEILPKI b T A T =L R —DCA LV bEREINET,

DRAF—A VISRV FYRBETSAF



PKI FSR FT—LEm |
B P52 T omiEEE

PKI kS5 X b T—ILDYiLiEHEEE

Cisco I0S XE Denali 16.3 L VIOV U —ATiE, NFZA RS —LE, §XTOVRAa HFy 7 AT
JEBR SN EBAEEE L | A SN A RANS X 7 o m— R LT CA fFAE TR SN T
WET, Fryra— RLUEAEE, 774/ FTIENVRAM IR FEET, Fvrr—KRL
7o b A NT = N ROVOFEREITHE S, R TE OFERE RT3 727«
Foal—Ta MARFEINTVE L,

Cisco I0S XE Denali 16.3 AR, PKI h 7 A b 7 — VOILEMHEETIZ, ZHETOV U —2D L)
7efEROFEREOR DV I, BRESGHT (7 74/ ETIENVRAM) IZH57 7 A NVERILE D
0— R L7 RAERTNRY RABMREESNET, 2070, 77 A ABNEHEEROSEEIT.
A ML= AR YPEHKINET, £/, AEAZREFAT2 7 0 F 2 b—r a3 U TIEEBNICETR
SINFEHA, BEEIT LT, Ny RUIRFST D D Ht AR S i, R OFERERT — & X —
AN VA R—EINET,

COREIR, EITar T4 X a b= a VipbIBEDY v n— N LICEREZHIRLET, =
U OFEEIT IV NVRAM B X O LA A — L BHUWEN 72728 erypto pKi certificate
pool (ZIE DER I DGEAEZIFECEX £ A, 777 L— K, DEREXD N7 A h 7 —1
REEN KD D, Ny RVEREGITIICEA VA M= AT 5 0ERH Y £, ) NVRAM
77 A NDOEE . ZIULFEEIREZ syslog IZFE S 4L E T, show erypto pki trustpool =~ > R,
FiTar7 X ab—ra UPHIRESNIZZEEZRLET, T v 77 L— NHIZ, show crypto pki
trustpool =~ > RZfEH L, GEBAEDLFIHATRENE O N a B LET,

Cisco I0S XE Denali 16.3 ~D7 v 77 L — KRNI, ROFIEEZFEITTHLERDH Y £,

* crypto pki trustpool clean =~ > FZfiH L T, ¥ m—RL7 b7 A M — LG ELH
BRLET

* write memory =~ R&fiH L £4
C TN AEFEBLET

* crypto pki trustpool importurl =~ > FZfEH LT, NFA NS =V RN RALEX T m—
FLET,

SSH ~Dua 7' A NI T AR T—=LEHEHLTOWDEE, BINMOFIEEZF(TL T, BEDOFFHE
BNV KNG R T A RRA v MIEETHIMLENH Y £3, s WX, . 7y 77
L— R SSH B PKI T A R — L& 28R LT EEN,

PKI FS XA M T—ILEENDRTEAHE

PKI kSR FT—ILDFIEREDFENEFH

PKI k7 A b7 — VEBEEEIXT 7 4+ F THEZIT, PKI k7 A R 7 — LI AIA F 17 CARE
ERURVEFEAL, AP HEIESZZELET, PKI R 7 A N7 — VINOGEIEN T

BEF— A VTSR FoBRAL K
[ 218 | |
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PRI FS5 R T—oiizoFnES ]

DLOTIEZRW, BHRL T\, F72i38 €D FHERZ T2 0ERH 2581, ROEE%

FATLTFHTHERH L E T,
FIEDHE
1. enable
2. configure terminal
3. crypto pKki trustpool import clean [terminal | urlur/]
4. crypto pKki trustpool import {terminal} {urlur/ | ca-bundle} {vrfvrf-name | source
interfaceinterface-name}
5. exit
6. show crypto pki trustpool
1. show crypto pki trustpool built-in
8. show crypto pki trustpool policy
F g o %48
AU RFEREETOVa Y S
ATw 71 |enable Fite EXEC E— R& A X —7 /LT LET,
Bl - cRATU—FREANLET (FERINESEE) .
Device> enable
ATFv T2 configure terminal Joao—nN)ar7 4 FXal—raryE—R2HEEBELE
—a_o
i -
Device# configure terminal
AT w3 |crypto pkitrustpool import clean [terminal | urlurl]| ({17%) v o— FL7ET_XTOPKICAIFHELYF

BCHIRL £
i N . R
*clean X — VU — NI, HrLWGEIEDOX 7o — R
Device (config) # crypto pki trustpool import @ﬁﬂz: &.7 Lo — f\{ﬁjf@ PKI }\ 5 2 }\ —“—)L
clean N

RERAEOHIBREZRRE L E T,
* terminal = — U — Ri%, BEfFD CA GFFAEANV R
JVIRREREZHIFR L £,

curl ¥ — VU — FB X Owisl X, BEfFOURL 7 7
AN VAT ARELZHIBRL T,

BRF—AVISRSIIFYHEBAIF I



B SR T LOSHEOFHES

PKI FSR FT—LEm |

ATV RFERET7TIIY

Sl

ATFw 4 |crypto pki trustpool import {terminal} {urlur/| |CAZFBHE N> NV EPKI T A N7 —)LIZFH)TA v
ca-bundle} {vrfvrf-name | source R—F (Fvro—7F) L0, BEFED CA FEHEAN
interfaceinterface-name} VRAERHLTY LET
i - *terminal ¥ —UV— FZ4aET L&, Wk (U b
pevioe (contiay 8 Co ki trustoool imoore Ty R—2 ) ZALTCAGEHE NS AR
uixlzlce config crypto pki trustpool impor PEM ﬁgftf/]) o K éﬂi‘é—o
http://www.cisco.com/security/pki/trs/ios.p7b

curl ¥—U— RNl wils| ¥z ET 5 &, URL 24
LT CAFEHEARY FANRA UR— RSN ET,
ZO®OURLIE, HTTP 2 DI FZE7/2 URL 7 7
ANV AT DEFRRTEET, MOV T,
[PKI N A M=/ O®F| OHEASHRL TS
723, CA /N2 RJLT, crypto pki trustpool
import =~ F&fiH4 25L&, /v —/3L VRF
ENMLCRI 74w 7 A TEET, 7. VRF
EIRETA U F—T 2 A AEFRET D erypto pki
trustpoolpolicy =~ > RARET DL, FT77 1w
JWVRF I L THRESND Z EEh D /A,
7w S5 |exit sTa—rar7 4 Xal—aryE —REKRTLE
TO
1 -
Device (config) # exit
AXFw 76 | show crypto pki trustpool TLEHAXTL—H D PKI 7 A 7 — LG EE R R
LET,
1 -
Device (config)# show crypto pki trustpool
A7wJ1 |show crypto pki trustpool built-in TLREXN TN —ZITHAAENT PKI 87 A N7 —1
AEAELEZ R R LET,
1 -
Device (config) # show crypto pki trustpool
built-in
X5 w78 |show crypto pki trustpool policy

i
Device (config)# show crypto pki trustpool
policy

W AWE—AYTSRTHF oA R
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AT avpPl kSR TRy —i$52—408F I

T3 PKl FSRRT—ILHRYS—INSA—ZDHRTE

match certificatecertificate-map-name [allow expired-certificate | override {cdp directoryldap-location

| oesp {numberurlurl | trustpoolname numberurlurl} | sianumber url} | skip [revocation-check |

FIROWME
1. enable
2. configure terminal
3. crypto pki trustpool policy
4. cabundle url {ur/| none}
5. chain-validation
6. crl {cache {delete-after {minutes | none} | queryurl}
1. defaultcommand-name
8.
authorization-check]]
9. ocsp {disable-nonce | urlur/}
10. revocation-checkmethodl [method2 [method3]]
11. source interfacename number
12. storagelocation
13. vrfvrf-name
14. show
F g 8

ARV RFERRTI VY

B

AT |enable ¥#HE EXEC E— K& A X2 —7 ML ET,
71 .
5l *NATU—REANLET (FERINT5HE) .
Device> enable
AT Y configure terminal Ja—) a7 4 X2l —TarE— RERIGL
72 £7
1 -
Device# configure terminal
AT |erypto pKi trustpool policy CAPKI h T A N — ViR 2= RT A —F i ET
73 Ha< RIZT 7 BATE S, ca-trustpool 227 4

1 -

Device (config) # crypto pki trustpool policy
Device (ca-trustpool) #

Xal—varyrE—ReANLET, FTAT—
R —Terl BB RCOLEEL, TR
FF— AR —F Fut RT3 LERA,

BRF—AVISRSIIFYHEBAIF I



ATLaVPK SR RT=ILRY O— RS A—2DEE

PKI FSR FT—LEm |

ARV RFERRTI VA Y

B8

A7y |cabundle url {url|none} PKI b T A N — VIR D CAFERAEANRY KD F
74 vrnu— Rk d URL #HEE L ET,
£ " - .
*url 51¥0E CAGEBE N KL URL T,
Device (ca-trustpool) # cabundle url
http://www.cisco.com/security/pki/crl/crca2048.crl *none | A ETHE, PKI N7 A N7 —/LCA
OBHEBEH BT INERE A,
AT v | chain-validation Y7 OFEAFENS PRI F 7 A b7 — L1 — b CAFE
75 HEETT = — U BEEE AN LET, T 74V D
i - MRFEILE T SEEORITE TIEIL L E T,
Device (ca-trustpool) # chain-validation
Z T |crl {cache {delete-after {minutes | none} | queryuri} PKI b 7 A k7 — )L DFFHELRNY X b (CRL) 7=
76 UBXWRCRLF v v va AT va v almELET,
i .
*cache ¥ —U— RNIZICRL ¥y v o 7V a
Devi (ca-t t 1)# 1 =y
hiZ};l):c/e/viSw. g;.lsscg?gom/seccfuriq;;/zyki/crl/crca2048 .crl EHREL % R
* delete-after *— 7V — Ni%, ¥4 LT U MEIZ
Xv v ahhb CRLZHIBRLET,
* minutes 31850 %. ¥ ¥ v =25 CRLAHIFRE
D F TR 0% (1~ 43,2000 T,
*none ¥ — VUV — R&Z{EETHE, CRLEF v v
TafbEhE T,
*url 513D query ¥ —7 — NiX, CRLZH=92%
7202 CA — N2 X > TAB &N D URL % §5
t’ ]\/\ij—o
ATy | defaultcommand-name ca-trustpool 27 4 ¥ a b — g T aw KD
71 Bz7T 74V MEZUEY NLET,
i : o . "
* command-name 5|351%. F O REER X — T —
Device (ca-trustpool)# default crl S A N . 2
hi\tlgzc/e/viva;w. gfsscg.ocoom/seceu:;ty/Pckri/c?:ule/rc%rca2048 .crl Fa R L ca-trustpool = 777 Fal—va
v E— R avwy T,
Z T |match certificatecertificate-map-name [allow PKI F 7 A N =Dt E~ v T2l TE 5 X9
~8 expired-certificate | override {cdp directoryldap-location | |~ | <-4

| ocsp {numberurlurl | trustpoolname numberurlurl} |
sianumber url} | skip [revocation-check |
authorization-check]]

W ARF— (VISR SO FolmBAAF

* certifcate-map-name 51 BUTFEA F~ v 74 L —K
l./ \i j—o
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AT avpPl kSR TRy —i$52—408F I

ARV RFERRTI VA Y

B8

1 -

match certificate mycert override ocsp 1 url
http://ocspts.identrust.com

* 47" =2 @ allow expired-certificate ¥ — 7 —
. KRB UTREAE G L £,
GE) ZOF—U—=FRERELRNE, L—
IR UTREAFE LA L A,

* override ¥ —7 — N{X, PKI h 7 X F 7" —/L NI
® B AEBAE D Online Certificate Status Protocol
(OCSP) F7-1% SubjectinfoAccess (SIA) J&ME:
T 4=V REEEXLET,

*edp ¥ — U — Nid, FEFAEOGEHESBAA
(CDP) % bEEXLFET,

* directory — U — NI L O ldap-location 13, FE
#EN T E#E &9 % http: £ 7213 1dap: URL ®
CDP. »HWMNILDAP 74 L7 MU Z$EE L &
j—o

*ocsp ¥ — 7 — R & number 5158 L W url F—
U— R e url 5150%, GEENT EEE 3% OCSP
vl A% E (0~ 10000) ¥ X OVURL Z48
ELET,

* trustpool & — 7 — N & name X° number 515% X
Qurl ¥—U— R & w51 80%, PKI T A M7 —
WA, = U AFE, URLZHEET 5 2 & T,
OCSPREHIEZ MR T H72ODPKI T A F7'—
N bEXZLET,

*sia ¥ — U — N & number <2 wrl 51%%1%. SIA > —
AT FE URL Z#H6ET 5 2 & T GEBEN
® SIAURL # EEX LE,

* 47 a @ skip revocation-check ¥ — 7 — K%
MAEDED & PKI M T A 7 — L NRFE DFE
FEZFROTRE SRS Y A~ (CRL) Z@E T
TET,

GE) ZOF—U— FOMBEDOEEREL
e PKI h T A T — I g T
DOFEEIZ CRL ##H L £,

* 47" = @ skip authorization-check ¥ — 7 —
NEfliabeyd e, AfF— A T7T7 AT
7 F v (PKD) & AAA H— L DOREEZRIE L
I Eis, REEOBRE, FFR, T AV T A
7 (AAA) DHERZAX v T LET,

DRAF—A VISRV FYRBETSAF
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PKI FSR FT—LEm |

ARV RFERRTI VA Y

B8

GE) ZDOF—U— ROMAEOEEZHREY
FUZ, PKI & AAA B — L DA%
BRIETH &, FEHED AAA OFEZRD

T Ed,

ATy
79

ocsp {disable-nonce | urlur/}

1 -

Device (ca-trustpool) # ocsp url
http://ocspts.identrust.com

PKI F5 &2 h7—)L®D OCSP REZXFET L E T,

* disable-nonce ¥ — 7 — K| OCSP 7 > ZLIEED
FECLET,

‘url ¥—U— F&ourl 51803, GEAED Authority

Info Access (AIA) JLEMSC EEET 2 (GFHET
2%%) OCSP %— 30D URL Z45E L £ T, &
ELZPKI b T A R — LT 59 _TD
AEFEIX, F8E L7 HTTP URL @ OCSP #—/3
IZE o TR S vET, A AIREZ2 URL (X, &
A N4 IPVAT RV A, E721EIPv6 7 RL AT
R

ATy
710

revocation-checkmethodl [method?2 [method3]]

1 -

Device (ca-trustpool) # revocation-check ocsp crl
none

PKI b T A N7 —)L R U o —{F RO KGR % H5)
\ZLET, method 51EUE., /V—F NAEED KN A
T RAEERTHOICEREINE T, FEHEER
F—U—RNIKRDOLEFY TT,
cerl ¥—7U— N, GEBIELZY 2 b (CRL) T
A EOHREITVET, ZHUET 74V FD
#ETT,

none ¥ — YU — KT,
FH A

AEAE OB L E D 1

ocsp ¥ — U — K&, Online Certificate Status
Protocol (OCSP) H—/ N2 Xk o CREBEOMER %

2B E3FAOTIELETE LIcE, 5T
ERIOFETE T =R ENIZGE (=B F T
LTWaHERE) ICETHEHINET,

2Ty
71

source interfacename number

1 -

Device (ca-trustpool) # source interface tunnel 1

W ARF— (VISR SO FolmBAAF

CRL OHf&, OCSP AT —X# A, £721ZPKI F T & k
F— )LD CAGFHENR S RO X Y a— RIZfEHAT
DIEEFETLA B —T oA AEEELET,

* name B L PN number 51350L. PKI 7 A h 7 —)1

DEFEILT FLAE LTSNS A V4 —T =
A AZADEA T LB T,
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P F5 2 TF—gEnRes ]

ARV RFERRTI VA Y

B8

ATy |storagelocation PKI k7 A M 7= L GEHENL—F ETREFES DS
712 BDOT AN VAT A ar—varERELET,
1]Z?Iejvlice (ca-trustpool) # storage storage * location 1%, PKI k7 A N 7 — LiEFEDRES
diskO:crca2048.crl A7 7 A AT A Dbﬁ_f/az/w@j‘o 75
AN VAT A ar—va DA 7,
disk0:, diskl:, nvram:, unix:, F72/3AFITE
T7AN VAT EARHY ET,
ATy |vrivifname ek, CRL OHUfF, 35X TVTOCSP 27— & A M
713 SN% VPN L—T 4 » 7B KOsk (VRF) A > &
i : S AEREELET,
Device (ca-trustpool) # vrf myvrf
ATy |show N—ZDPKI F T A M=K =% FKRLET,
714
151 -

Device (ca-trustpool) # show

Chain validation will stop at the first CA
certificate in the pool
Trustpool CA certificates will expire 12:58:31
PST Apr 5 2012
Trustpool policy revocation order:
Certficate matching is disabled
Policy Overrides:

crl

PKI

SR ET—ILEED

Bl :-PKI FSA M T—ILEEDETE

R @D show crypto pki trustpool =~ > FH X, PKI N 7 A M7 — L OFEAELRRLET,

Y

&% i€ 151

GE)

ZoBIOa~y RHIE, TRy Z OO TEHE SV TWET,

Device# show crypto pki trustpool

CA Certificate
Status: Available
Version: 3
Certificate Serial Number
Certificate Usage:
Issuer:
cn=DST Root CA X3

(hex) :
Signature

00D01E474000000111C38A964400000002

BRF—AVISRSIIFYHEBAIF I
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o=Digital Signature Trust Co.
Subject:
cn=Cisco SSCA
o=Cisco Systems
CRL Distribution Points:
http://crl.identrust.com/DSTROOTCAX3.crl
Validity Date:
start date: 12:58:31 PST Apr 5 2007
end date: 12:58:31 PST Apr 5 2012

CA Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 6A6967B3000000000003
Certificate Usage: Signature
Issuer:
cn=Cisco Root CA 2048
o=Cisco Systems
Subject:
cn=Cisco Manufacturing CA
o=Cisco Systems
CRL Distribution Points:
http://www.cisco.com/security/pki/crl/crca2048.crl
Validity Date:
start date: 14:16:01 PST Jun 10 2005
end date: 12:25:42 PST May 14 2029

X show crypto pki trustpool verbose =~ > N /)i, PKI b7 A M /" — LV OGEEZ R R L F
D

pevice# show crypto pki trustpool verbose

CA Certificate
Status: Available
Version: 3

Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:

cn=Licensing Root - DEV

o=Cisco
Subject:

cn=Licensing Root - DEV

o=Cisco

Validity Date:
start date: 03:25:43 IST Apr 25 2013
end date: 03:25:43 IST Apr 25 2033
Subject Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: 432CBFAQ0 32D2983A 8A56A319 FD28C6F9
Fingerprint SHAl: 6341FCAF 19CE9FEE 961D92A5 D47390B5 2DD6D94D
X509v3 extensions:
X509v3 Key Usage: 6000000
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: 43214521 B5FB217A 1A4D1BB7 0236E664 CBEC8B65
X509v3 Basic Constraints:
CA: TRUE
Authority Info Access:
Associated Trustpoints: Trustpool
Trustpool: Built-In

K @ show crypto pKi trustpool built-in =~ > KH JiX, PKI k7 & N 7 — LR AIA F AT GiER
FErRRLET,

W 2RAF—A2ISAMSIFBEAAE
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A

CGE) Zofloa<wy FHEAOE, TR TOEDROTERKREINTWET,

Device# show crypto pki trustpool built-in

CA Certificate
Status: Available
Version: 3

Certificate Serial Number (hex): 02
Certificate Usage: Signature
Issuer:
cn=Cisco Root CA M2
o=Cisco
Subject:
cn=Cisco Manufacturing CA SHA2
o=Cisco

CRL Distribution Points:

http://www.cisco.com/security/pki/crl/crcam2.crl
Validity Date:

start date: 19:20:58 IST Nov 12 2012

end date: 12:02:01 IST Oct 7 1901
Subject Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: AC14F08F C3780F8F DI9EEE6CY9 39111280
Fingerprint SHAl: 90B2EO6B 7ADSDAFF CFD43187 2909F381 37471BF8

X509v3 Key Usage: 6000000

Key Cert Sign
CRL Signature
X509v3 Subject Key ID: 7AD77995 CABB482B B85514FD A3CO0FBC A70F9619
X509v3 Basic Constraints:
CA: TRUE

X509v3 Authority Key ID: C900F91F 8AlFC266 BDA5D26D 650E222E 34C305A0

Authority Info Access:

X509v3 CertificatePolicies:

Policy: 1.3.6.1.4.1.9.21.1.18.0
Qualifier ID: 1.3.6.1.5.5.7.2.1
Qualifier Info: http://www.cisco.com/security/pki/policies/index.html

Associated Trustpoints: Trustpool
Trustpool: Built-In

X O show crypto pki trustpool policy =~ > N /)i%, PKI b 7 X F 7=V OFEEFEA R R LET,

pevice# show crypto pki trustpool policy
Trustpool Policy

Chain validation will stop at the first CA certificate in the pool
Trustpool CA certificates will expire 05:29:59 IST Aug 3 2028
Trustpool policy revocation order: crl

Certficate matching is disabled

Policy Overrides:

X O show crypto pki certificates pool =~ > RKHi/ji%, PKI b 7 X F 7 — LV OFEHEEZF R L E T,

pevice# show crypto pki certificate pool

! ('certificate ca' cmd has been deprecated. Downloaded
! Trustpool certificates should be re-downloaded

! using 'crypro pki trustpool import url')

cabundle nvram:ios_core.p7b

DRAF—A VISRV FYRBETSAF
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PKI FS R b T—)LEE

Bl : 7T L—Fh® SSHEHHEIZPKI FS R M T—I)LE{ER

Cisco I0S XE Denali 16.3 ~7 v 7 7 L — KODHIIZ,

WREEFEZ A —LET,

Device # show run |
crypto pki trustpool policy
revocation-check none

source interface GigabitEthernet0/0/0

sec pool

crypto pki certificate pool
certificate ca 01

308204FA
0E310C30
170D3136
82022230
C78AAL144
33327D93
ED779180
904EE49F
217652FF
F2376994
8F1F82F2
855CF974
B7B1898C
0C574197
E2269290
E2E8CB4C
CD2FBC4D
TD6FAF9B
41A1639F
4ACODS577
02030100
OF0101FF
71342CA8
342CA836
FB77A348
CD570939
ED205587
797CCAEF
AB97B4A7
434F5CF3
BEFB97745
B50A4071
90EEF5C7
35557FCC
74D951DD
AG69A98A8
CEFF580B
5391A5BA
8F5CF569
EAF4751B
3B

308202E2
0A060355
30373035
0D06092A
8EC1D18A
E1F6CED7
D6C75E1B
40820640
AFC30EBF
AQAO40C1
C91A9479
DFA21665
272E089A
C5E94D8C
F1AFB29A
91BD574D
46BE1B7A
3F7F8994
352F4F01
7T784FACFE
01A36330
04040302
36DDABAY9
DDABA963
C4447C40
BCC116EO0
5DE04654
1502492D
6F838E75
6EB71957
83E1A214
AC4D2234
AE61CODS8
50405056
9D23997E
5AA2B9B3
F7826DD1
80B7E981
5D90C1FB
290A1CAC

quit

BLWFT A RARA MEERCL,

A0030201
04031303
30353535
864886F7
4EECC3ES
32BB4FCF
FBE97D42
C6EOB072
593CB19C
7BClE88F
692B6456
8ADSAOES
3392A2C4
E6736271
D28CFB3A
57B5E18A
6EFD8F05
F39B9B5D
1994300A
A6877D68
61300F06
0186301F
63A93130
A931300D
BEB2DDFD
33CFF471
AQ51CC14
17627CD1
A8908566
E65EC5D2
461BOE49
4E55C5D4
13FB493D
D9790AF0
1134611E
B7446883
1D1D07DB
B41AAEB9
F5679221
C3E7978B

02020101
61626330
35335A30
0D010101
81450CC7
693F60E0
E2A7B35D
510BC40E
56C0E793
CF80F218
C53CF937
81ED8068
22RA22625
CEOBA9AB
SABADE4A
78F9CE75
6FD84E9L
0C7CD5BC
A4B85B75
5D73DD04
03551D13
0603551D
1D060355
06092786
63C82441
E91EE308
CA8D2A6E
E39E295B
AD9E6687
7685B05B
OFFDEF21
0FD9C308
OE1C8F9B
EAC21646
837137E6
94A7230D
17CA3298
CE4A5236
B7B922CO
760FBOSA

Device (config) #cry pki trust abc
Device (ca-trustpoint) #cry pki cert chain abc
Device (config-cert-chain) #certificate ca 01

16 L CREAEA AT LET

REE— KT

300D0609
1E170D31
0E310C30
05000382
A85A4C57
37000225
DDC18C4D
AQ0883F6C
2814D504
9C48B4D9
777D0OC31
81688997
2BClE16F
ACB380E3
21A59728
624C4A2E
51215E9B
40738877
01486CA0
DC8D942B
0101FF04
23041830
1DOEO416
4886F70D
3CBDC198
8B29B5BD
81F924DA
44C55884
35B150DE
A9D8COD3
ATCA5364
63F2A8D4
1D2D6DEA
2D9AF88D
C40C694E
EE3C6EDA
8C510826
20E30AE7
5F11C379
185991FE

NFZARNT—=NMDEH LW NT A RRA B

2A864886
36303730
0A060355
020F0030
AF59E584
40F6F9C5
4CCDE401
E8DF5128
0E079E0C
F84ED5CO
1B8ALF5E
FF05118C
95B2FC15
A8084243
7174E7A3
1AGEFCC3
ESE952A4
5D9985AC
4C4B3175
DE3FCOFE
05300301
168014CA
0414CA19
01010C05
B5D5B1AB
11DFACF9
001BB1C4
8E6DFF68
0C8C1B37
2DB8FI97E
44416002
24D34613
458CDE18
59C05434
TAB4AQSFE
4A348351
D2712E04
01D5FDB3
9EBA283C
4884FA1A

F70D0101
35303435
04031303
82020A02
5C1EA888
0462C4AD
68F67A6D
EFF3B5F4
8E9E856A
79827BD1
24B33553
93A59CA0
207CCA49
4E038DD1
2FF59C90
7D1BB20B
6E2D1388
5AB6363D
82038B26
4C1FF715
01FF300E
195EDBF1
S5EDBF151
00038202
DF17C4E2
A3AC3135
TE85F177
2129B222
6F17FDAC
E6B37EL1l
03A01F0C
B73EAALB
8753FF14
45F21248
E8470E87
FC40C16D
EB669909
604C5505
45A209F7
D3EEDD7C

0C050030
3935335A
61626330
82020100
6EF70DA8
899E5BDD
E40FD744
B31E5C16
BCADB19C
32448478
047C2448
TFD594F6
378AD3A6
8E86E206
E6100C6E
1CC79024
10075706
811BA440
BEFE1D2A
A2ET7A5AB
0603551D
51753A92
753A9271
0100553B
98AEAF2F
8BES81B22
4E75D8EA
18E3187D
TATC53A4
CIO9E26F4F
2BC098D3
B407D56F
F8C75213
0BB72191
EOF6D924
6FDCI1EC
3D8106EB
0F8C96DC
132B8DA2
63

AEEZ ALY T ET

Device (config-pki-hexmode)# 308204FA 308202E2 A0030201 02020101 300D0609 2A864886 F70D0101

W 2RAF—A2ISAMSIFBEAAE
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0C050030

Device (config-pki-hexmode) #
3935335A

Device (config-pki-hexmode) #
61626330

Device (config-pki-hexmode) #
82020100

Device (config-pki-hexmode) #
6EF70DA8

Device (config-pki-hexmode) #
899E5BDD

Device (config-pki-hexmode) #
E40FD744

Device (config-pki-hexmode) #
B31E5C16

Device (config-pki-hexmode) #
BCADB19C

Device (config-pki-hexmode) #
32448478

Device (config-pki-hexmode) #
047C2448

Device (config-pki-hexmode) #
7FD594F6

Device (config-pki-hexmode) #
378AD3A6

Device (config-pki-hexmode) #
8E86E206

Device (config-pki-hexmode) #
E6100C6E

Device (config-pki-hexmode) #
1CC79024

Device (config-pki-hexmode) #
10075706

Device (config-pki-hexmode) #
811BA440

Device (config-pki-hexmode) #
BEFE1D2A

Device (config-pki-hexmode) #
A2ET7A5AB

Device (config-pki-hexmode) #
0603551D

Device (config-pki-hexmode) #
51753A92

Device (config-pki-hexmode) #
753A9271

Device (config-pki-hexmode) #
0100553B

Device (config-pki-hexmode) #
98AEAF2F

Device (config-pki-hexmode) #
8BE81B22

Device (config-pki-hexmode) #
4E75D8EA

Device (config-pki-hexmode) #
18E3187D

Device (config-pki-hexmode) #
TATC53A4

Device (config-pki-hexmode) #
CO9E26F4F

Device (config-pki-hexmode) #
2BC098D3

Device (config-pki-hexmode) #
B407D56F

Device (config-pki-hexmode) #
F8C75213

Device (config-pki-hexmode) #
0BB72191

Device (config-pki-hexmode) #
EOF6D924

Device (config-pki-hexmode) #
6FDCY91EC

Device (config-pki-hexmode) #
3D8106EB

0E310C30

170D3136

82022230

C78AA144

33327D93

ED779180

904EE49F

217652FF

F2376994

8F1F82F2

855CF974

B7B1898C

0C574197

E2269290

E2E8CB4C

CD2FBC4D

TD6FAF9B

41A1639F

4ACOD577

02030100

OF0101FF

71342CA8

342CA836

FB77A348

CD570939

ED205587

797CCAEF

AB97B4A7

434F5CF3

BEFB97745

B50A4071

90EEF5C7

35557FCC

74D951DD

A69A98AS8

CEFF580B

Bl 7y FoL—rohnssHiE&EIZPK FSZ T—LEER

0A060355

30373035

0D06092A

8EC1D18A

E1F6CED7

D6C75E1B

40820640

AFC30EBF

AOAO40C1

C91A9479

DFA21665

272E089A

C5E94D8C

F1AFB29A

91BD574D

46BE1B7A

3F7F8994

352F4F01

T784FACF

01A36330

04040302

36DDABAY9

DDABA963

C4447C40

BCC116E0

5DE04654

1502492D

6F838E75

6EB71957

83E1A214

AC4D2234

AE61CODS8

50405056

9D23997E

5AA2B9B3

F7826DD1

04031303

30353535

864886F7

4EECC3ES8

32BB4FCF

FBE97D42

C6E0OB072

593CB19C

7BClE88F

692B6456

8ADSAOES

3392A2C4

E6736271

D28CFB3A

57B5E18A

6EFD8F05

F39B9B5D

1994300A

A6877D68

61300F06

0186301F

63A93130

A931300D

BEB2DDFD

33CFF471

AQ51CC14

17627CD1

A8908566

E65EC5D2

461BOE49

4E55C5D4

13FB493D

D9790AF0

1134611E

B7446883

1D1D07DB

61626330

35335A30

0D010101

81450CC7

693F60E0

E2A7B35D

510BC40E

56C0E793

CF80F218

C53CF937

81ED8068

22A22625

CEOBAYAB

S5ABADE4A

78F9CET75

6FD84E91

0C7CD5BC

A4B85B75

5D73DD04

03551D13

0603551D

1D060355

06092A86

63C82441

E91EE308

CABD2AG6E

E39E295B

ADI9E6687

7685B05B

OFFDEF21

0FD9C308

OE1C8F9B

EAC21646

837137E6

94A7230D

17CA3298

1E170D31

0E310C30

05000382

AB85A4C57

37000225

DDC18C4D

A0883F6C

2814D504

9C48B4D9

777D0OC31

81688997

2BClEl6F

ACB380E3

21A59728

624C4A2E

51215E9B

40738877

01486CA0

DC8D942B

0101FF04

23041830

1DOE0416

4886F70D

3CBDC198

8B29B5BD

81F924DA

44C55884

35B150DE

A9D8COD3

AT7CA5364

63F2A8D4

1D2D6DEA

2D9AF88D

C40C694E

EE3C6EDA

8C510826

36303730

0A060355

020F0030

AF59E584

40F6F9C5

4CCDE401

E8DF5128

OE079E0C

F84EDS5CO

1B8AL1F5E

FF05118C

95B2FC15

A8084243

7174E7A3

1AGEFCC3

ESE952A4

5D9985AC

4C4B3175

DE3FCIOFE

05300301

168014CA

0414CA19

01010C05

B5D5B1AB

11DFACF9

001BB1C4

8E6DFF68

0C8C1B37

2DB8FI97E

44416002

24D34613

458CDE18

59C05434

TAB4AOSF

4A348351

D2712E04

35303435

04031303

82020A02

5C1EA888

0462C4AD

68F67A6D

EFF3B5F4

8E9E856A

79827BD1

24B33553

93A59CA0

207CCA49

4E038DD1

2FF59C90

7D1BB20B

6E2D1388

5AB6363D

82038B26

4ClFF715

01FF300E

195EDBF1

SEDBF151

00038202

DF17C4E2

A3AC3135

TE85F177

2129B222

6F17FDAC

E6B37EL1l

03A01FOC

B73EAALB

8753FF14

45F21248

E8470E87

FC40C16D

EB669909

DRAF—A VISRV FYRBETSAF
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Device (config-pki-hexmode)# 5391A5BA 80B7E981 B41AAEB9 CE4A5236 20E30AE7 01D5FDB3 604C5505
Dnggz?zgnfig—pki—hexmode)# 8F5CEF569 5D90C1FB F5679221 B7B922C0O 5F11C379 9EBA283C 45A209F7
Diiiii?iinfig—pki—hexmode)# EAF4751B 290A1CAC C3E7978B 760FBO5A 185991FE 4884FA1A D3EEDD7C
Dgiice(config—pki—hexmode)# 3B

Device (config-pki-hexmode) # quit

ZHM T CiscolOS XE Denali 163 127 v 77 L —RTEAL9VFELE, P T A NS —I/LDFE
AZIIWEZ TOETN, FPTA MRSV MR EERE SRR TWES, Ty 77 L —REICRT
AN —=VICFEAEEZ A A h—L LET,

PKI kSR FT—I)LEEDEMESF

FAEIEE I=aTILEA R
CiscoIOS =< K [Cisco I0S Master Command

List, All Releases]

X2V 7 0 av R
=7 * [Cisco 10S Security

Command Reference:
Commands A to CJl

* [Cisco 10S Security
Command Reference:

Commands D to L

* [Cisco IOS Security
Command Reference:

Commands M to R

* [Cisco I0S Security
Command Reference:

Commands S to ZJ

BEF—A VTSR RTIFolAAAF
| 260 | I


http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mcl/allreleasemcl/all-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mcl/allreleasemcl/all-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html

PKI FS R b T—)LEE

SRADTY ZHIL YR—F

PKI k52 FT—remomseEn I

Bl

)

FDOURLIZT Z7EALT, YAaDT 7 =H
VY R— MR RRIIEH LT Z3n, Zh
BDOY Y=L, VT N =T A A=)
LCHELEZY, YRAapfhoTr 7 /ay—
BT D BRI RIRE A Rk L7205~ 5 72 DIl
HLTLLEIV, ZO Web¥A FEDY—)L
W7 7B AT HERIL, Cisco.com D17 A 1D
BILUOANRY — RRMLETT,

http://www.cisco.com/cisco/web/support/index.html

PKI FS5 R b T— )L EEDHERETEER

WORIZ, ZOFY2— /LTl LIEEREICET 2D ) — A FHE R LET, ZoRIE, Y7 b
727 YU —A P AV TEHBEOTR—FREAINZLEDOY 7 T V) —R7ETF%
RLTWET, ZOMREIL. 5FICH 0 B2 RY . ZHLEO—#HDO Y 7 vy =7 U Y —ZATH

PR—FENET,

T N T F =LY R—FBLR A2V T =T A A=V OYR— MCETHFRERE

9% 121%, Cisco Feature Navigator #ff ] L 97,

Cisco Feature Navigator |27 7 £ A3 521X,

www.cisco.com/go/ctn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £H A,

BRF—AVISRSIIFYHEBAIF I


http://www.cisco.com/support
http://www.cisco.com/go/cfn

B PSR T LEBEOBEEESR

£R13: PKI F SR FT—I)LEEOMEEHR

PKI FS R b T—)LEE

HRE

Iy

1)) —x

HAEEHR

PKI kT A 7 — L&

PKI k7 A | 7" — LA BB RE &
45 L. AR (CA) &
RIS — AR S LT3
FCEHT—V v FEHAHL
T, T, A THRAET D
HTTPS 72 D& v v a &3
AECEXET, T 74N NTHR
ICRRE STV D Z OHRE A ff
HI3sE, BEyvarokxa
UT A REDTZDIZT T 7PN
feftd 59— tx&ﬁuﬁ%
T, BEFEO CA DFEAED 7 —
noTvaeva=rr, RE,
EHEIT ) AF—~ ZERTE
=7,
WO~y RPEANFEITER
I E L7z, cabundle url,
chain-validation (ca-trustpool).
crypto pki trustpool import,
crypto pki trustpool policy.
crl, default (ca-trustpool).
match certificate (ca-trustpool).
ocsp. show (ca-trustpool). show
crypto pki trustpool, source
interface (ca-trustpool).

storage, vrf (ca-trustpool),
show crypto pki trustpool

built-in, crypto pki trustpool
import clean ca-bundle,

PKI b T 2 k7 — /L DYLIEHERE

Cisco IOS XE Denali 16.3.1

PKI F 7 A h 7 — /L OyLikRE
(3, = THE S WIZHTTPS
Rt DFBREIZEH SV ET,
WD~y RPHANFEIIER
EjLE L7z, show crypto pki
trustpool built-in, crypto pki
trustpool import clean
ca-bundle,

W ARF— (VISR SO FolmBAAF



11.

SR bARA 2 D PKI 53El VRF

~T A BAA > O PKIyE VREMEEEZ BT % & GEFIERER L K TVPNIL—T 4 7%
X OMERE (VRF) Z#RETEET,
* PRRETE M OMERY, 263 N—Y
* FTABMKRA L hDPKISE VRF ICEAT 51, 264 _X—
* FTABMRA L hD PKLSE VRF ORRESIE, 264 ~—
* N T A BARA L hD PKI3E| VRF OFRER], 266 ~—
* FFARKA Y RO PKI53E VRF OBMNEEE, 266 ~—
* N T A BMARA L hD PKLSE VRF OFEREE R, 267 ~—

N K -_—
MRS RO R
THAOY 7 b =T VU —ATE, ZOEV2— LTSN T_RTORESTFR— &
TND LIEIRY A, BHOBIEN S L U512V T, Bug Search Tool 35 L ' 0
Ty RTA—ABLOY T b YT VY —ADY Y =R /= bEBRL TSN, Z0F
Vo VTR SO MIEICET 2, B L OBHERY R— FEhD U U — A0~ EIZon
T, BERROKZ SR LT ZE,

TT v "7 — LD R— PRIV AV T vy =T A A=V OV KR— MIMET D IERE HRFE
9 %121, Cisco Feature Navigator % f#i il L £3°, Cisco Feature Navigator (27 7 & 29 521X
www.cisco.com/go/ctn (ZFEHEN L F9°, Cisco.com DT AV > MILEH Y FHA,

ABF— A UTIFR LSO F v HBRAA F
| .Hﬂﬂl


https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

RS R RS O PKISEIVRE |

B 35X EHS D O PKISE VRF BT B 1EER

kSR R4 2 LD PKI 5 E| VRF (ZBH9 A 15

FSR RRA Y

kD PKI 7 E| VRF D=

]\7X FRA > RO PKIZHI VRFHEREZ T 5 & GERIEREL L GEIELZY 2 b (CRL) @

P CVPNLL—T 4 7B X MEE (VRF) Z8ETE£7, VRFIX, cryptopkiprofile enrollment
a~ v DIz enrollmenturl =~ & RAMEH L TBET B 7 7 A VICREL, ZOBE T 07 7
ANE NTARNRA Y MM LET, BRI IOCRLICF U VRF 3% E L7V, 5725 VRF
ERELTED TEET, E BEEIXRD) 1SN T, xfET 5 VRE A EIR S 41, Simple
Certificate Enrollment Protocol (SCEP) ZK7234- VRF # /1 L CiEE S E 7,

SFEISERN—T 4T /\X%ji\b’(%ﬁkiUCRL% %XET HIZIL, crypto pki profile enrollment
axy FEfH L TRk wl 2~ RERETDHILERH Y £9, T 2 TRIE L VRF 38
VRF & LTEMEL, BEEKRITZ fDVRF L THMESNET, 72720, CRLIZFT A FARA
Y FCRE L=/ 12—V VRF 2 L E7,

enrollment url =~ > K TEXE L7 VRF 372 W GAE 1L, B8k crypto pKi trustpoint =< > N Ta¢
EEND 7B = VRRICEDY) £,

FS R RRA 2 D PKI 73E| VRF DEETE A%

58I VRF

FIEDHEE

FIED M

=1 =

axX A&

enable

configure terminal

crypto pki profile enrollmentl/abel
enrollment urlur! [vrfvrf-name)
exit

show crypto pki profile

No o R wDh=

show crypto pki trustpoint

ARV RFERETIVa Yy =)

ATy T

B AFR+x—

enable ¥i#E EXEC E— R& A 2 —T7 /MIZ LET,

i CNAT—=READLET (FERSNIZHE) .

Device> enable

AVITSRAMTOFoBEAAE



| 3R EAA D 0 PKISE VRE

s»zveFozE [l

aAv U RFEEET7TI 3y

=)

ATv T2 configure terminal Ja—nR) a7 40X al—aryET— R2HBLE
-jAO
i -
Device# configure terminal
ATFwT3 crypto pki profile enrollment/abel Bek7'a 7 7 A VEEFR L, caprofile-enroll 2> 7 o ¥ =
L—Yay E— REfhLET,
i - , o .
Device (config) # crypto pki profile * label : B8k 07 7 A VDAL, BEkT 0T 7 A )L
enrollment pki_profile 41X, enrollmentprofile =~ > R THE I NT=4Hi
LRICTHLIERH Y £,
2Ty T4 enrollment urlur! [vrfvrf-name] SERHEE R SR A2 HTTP £ 721X TFTP IC L > THET 2
CA#—3D URL 8L VPN L—F 1 78 L OMEE
Bl (VRF) Z#fEEL £,
Device (ca-profile-enroll) # enrollment
url
http://entrust:81/cda-cgi/clientcgi.exe
vrf vrfl
ATy 75 exit ca-profile-enroll 27 4 F= L — a3 ET— K&K TL
e 8
1 . . . . .. S
Device (ca-profile-enroll) # exit cJu— L aryZ 4 Fal—varyE—RKEKT
THH, Zoavr ReEb I —EANLET,
ATYT6 show crypto pki profile (ER) PKI7n 7 7 A LOFERERRLET,
{51
Device# show crypto pki profile
ATvI1 show crypto pki trustpoint (fEE) PKI F 7 X FARA » FOBHRERRLET,

1 -

Device# show crypto pki trustpoint

BRF—AVISRSIIFYHEBAIF I



kSR RARA > O PKI 58] VRF
B SRR O PKISE VRE DR ES

kSR kR4 2 LD PKI 5E] VRF )% E 45

Bl FS R MRS D PKI E VRF DR E

B— VRF Z/ L=BEREFAAELRH Y X b
WOBITIE, [F— VRF 2 L7 B Gk EREHEFERZN Y A b (CRL) OFREHFIEIZ OV TRLET,

crypto pki trustpoint trustpointl
enrollment url http://10.10.10.10:80
vrf vrfl

revocation-check crl

ERHVRFEN LI-BHFLAASTEDI R

WOBITIE, 725 VRF 2 U728k EGEBAELRZ Y 2 b (CRL) OREHIEIZOWVWTORLE
j«O

crypto pki profile enrollment pki profile
enrollment url http://10.10.10.10:80 vrf vrf2

crypto pki trustpoint trustpointl
enrollment profile pki profile
vrf vrfl

revocation-check crl

f S X FARA 2 D PKI 53E]| VRF DEMNE

EE
BEIEE I=aT7ILEA L
CiscoIOS =z~ [Cisco IOS Master Command List, All Releases.]

X2V 7 4 a2 K . .
. g ['Cisco 10S Security Command Reference

Commands A to CJ

['Cisco 10S Security Command Reference
Commands D to L]

['Cisco 10S Security Command Reference
Commands M to RJ

['Cisco 10S Security Command Reference
Commands S to ZJ
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SRADTY ZHIL YR—F
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FDOURLIZT Z7EALT, YAaDT 7 =H

VY R— MR RRIIEH LT Z3n, Zh
BDOY Y=L, VT N =T A A=)
LCHELEZY, YRAapfhoTr 7 /ay—
BT D BRI RIRE A Rk L7205~ 5 72 DIl
HLTLLEIV, ZO Web¥A FEDY—)L

W7 7B AT HERIL, Cisco.com D17 A 1D
BILUOANRY — RRMLETT,

http://www.cisco.com/cisco/web/support/index.html

kSR FRA 2 D PKI 5 E| VRF O HEBETF R

WORIZ, ZOFY2— /LTl LIEEREICET 2D ) — A FHE R LET, ZoRIE, Y7 b
727 YU —A P AV TEHBEOTR—FREAINZLEDOY 7 T V) —R7ETF%
RLTWET, ZOMREIL. 5FICH 0 B2 RY . ZHLEO—#HDO Y 7 vy =7 U Y —ZATH

PR—FENET,

T N T F =LY R—FBLR A2V T =T A A=V OYR— MCETHFRERE

9% 121%, Cisco Feature Navigator #ff ] L 97,

Cisco Feature Navigator |27 7 £ A3 521X,

www.cisco.com/go/ctn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £H A,

F14: SR MRS D PRI E] VRF D4RETEER

Hee4 1)) —x

HAEEHR

R A kA > b o PKI 4y | Cisco I0S XE 3.118

VRF

kZ A RARA >~ @ PKI 5%l
VRF #2425 &, G
TGk & RZN T VPN L—T o
YR X OMEE (VRF) Z80E
TEET,

RO A~ RPEAEIITEE
SN FE L7, enrollment url
(ca-profile-enroll).
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ESTOSA4 72 b HiR—Fk

EST 7 74 7 > b $R— MERELZ AT 5 & SSL £721% TLS 2] L TRk D2 M4 h#
LR L, T_XTORTF A MKRA L D EST (Enrollment Over Secure Transport) % BN T& %

R

© PRREFH O, 269 ~—

* ESTZ 74 7> b ¥AR— bORHESM:, 270 X—
* ESTZ 74 7> b ¥AR— FORIFIFEE, 270 X—
* EST 7 74 7 b ¥R— FDIFW, 270 ~L—
*ESTZ 947> b AR—bOKEFHIE, 270 X—
* ESTZ A 7> b HiR— hOREH], 272 ~—
*BESTZ A4 7>~ HAR— hoOBIEE, 272 _—
* EST 27 74 7> b %A — hOREE#H, 274 X—

A Y = =3

PEEIFER D MERR
THEHOY 7 27 VU —RATiL, 2OFY 22— TitAENET X TOEENRTHR— &N
TS EIFRY A, ORI #E X OEEIZ- DV TIE, Bug Search Tool 38 L ONZTHEH O
Ty b7 —2BLRNY T T V)—=ADV Y —R J— ESZHLTLLEIVN, ZOF
Va— /LTI SN AEERICET AW, BLOFEENTR— sV ) —20—EITHoN
Tl #EfFRoRESR L TZ3 N,
TT v "7 A= LD R— FBIOV R YT vy =T A A=V OV KR— MIBET D IERE BB
9 2%121%. Cisco Feature Navigator Zf# /] L &9, Cisco Feature Navigator (27 2 & 29 5 {Zi3,
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT AT MIMLESHY FHA,

ABF— A UTIFR LSO F v HBRAA F
| .iﬂﬂ.
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ESTOSA47> b y—+ |
B ssToS570 k- roRHRES

ESTO 547> b YiR— FDRNHREH

* ip http authentication fore-close =~ RZH NI T HMLENH D 7,
* TLS RBREIZAE T 2 DI RSA GEED AT,

ESTO 547> b YiR— FDO#HIHNEIE

*ESTZ 747 v FTHAR—=FINDHDILTLS 1.0 DA T,
CAEEBRMEERII AR PSR TV ERA,

*CAFEAFEDO T — LA —N"— TR — N THEE A,
*FERAE D72 TLS FFEIT A — R STV ER A,

ESTO 5472 b HR— FDIEHR
ESTOSA 7>k HR— FOBE

ESTZ 747 b %R — MERBREZFEHTL L, GEEL B Y a =0 735700 OGEEEH
~'v k@)Lt L Enrollment over Secure Transport (EST) Z#fff T& £4, PKI a2 HR—x> ¢
WA S AV BEAF D SCEP B8k Tld, EST #8019 % &, #nikz &7 5 SSL £ 721X TLS A H
TLHH LW R = RPREAINET, PKICIET X TOIEAENEHINET,

EST %R — R &2 HNZT 521, EST 7 7 A 7> bH. TLS 8 DML I — 58T D 4
FRHD ET, ZOWFETIEH, TLS Y —BT FA T "DOI LT U Uy LV EBRTHEENRD
nEF,

ESTO 5472 b HiR— FDREFHE

ESTZERAT 50D 53X M RA Y FDERE

YRR T AN EHHTED L9129 5H T & T, EST (Enrolment Over Secure Transport)
AT DRI AR P ERET DI, ZOMEEEZFEITLET,

BEAF—AVTFRARTHF o BRAA R
|20 I



| ESTOS47>roK—+

ESTERT 5100 +5Z bR roBE I

FIROWE
1. enable
2. configure terminal
3. crypto pki profile enrollment label
4. method-est
5. enrollment url ur! [vrf name]
6. enrollment credential /abel
1. exit
8. show crypto pki profile
9. show crypto pki trustpoint
FIED 54
ARV RFERRETI a3 Y B#Y
ATv 1 enable it EXEC E— R& A 1—7 /MW LET,
ol CRAT—REANLET (ERENEHA) .
Device> enable
RXTw T2 configure terminal ra—nN) ary7 4 FXal—ary T— NEREEGBL
£,
i -
Device# configure terminal
25y T3 crypto pki profile enrollment label BEk7 0T 7 A L% L. caprofile-enroll = 7 ¢
¥al—varE—RFZBBLET,
i : . o .
Device (config) # crypto pki profile * label : BT 07 7 A VDL, BEkT 0T 7 A
enrollment pki profile V4403, enrollment profile =~ > K THiE S L7z
AHTERICTHLMENH Y £7,
ATvT4 method-est Bek7 a7 7 AV TESTOMHAZRIRTESH L HITL
EJEaN
i
Device (ca-profile-enroll) # method-est
ATvT5 enrollment url url [vrf name] BT 1 7 7 A VDS GERERRESS & OB eI &

11 -

Device (ca-profile-enroll)# enrollment

url

http://entrust:81/cda-cgi/clientcgi.exe

vrf vrfl

NHEITHEELET,
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B 155070 K- rOBES

ESTOS4 7> b yf—k |

A RFERIEFT7II Y

S]]

RFYvT6 enrollment credential /abel TLS 7 A4 7 v FaddElZ 7 a 7 7 A )L CHIER H v HE
Y=/ FTARMRA U MRt LET,
fA
Device (ca-profile-enroll) # enrollment
credential test_ label
ATvIT1 exit ca-profile-enroll 7> 7 4 X2 L —3 3 F— R&H T
LET,
fi
Device (ca-profile-enroll) # exit
ATvT8 show crypto pki profile (EE) PKI Ve 7 7 A LVOEREFR R LET,
i
Device# show crypto pki profile
ATvT9 show crypto pki trustpoint ({E#E) PKI b7 A MARA v FOEREFRRLET,

11 -

Device# show crypto pki trustpoint

ESTO SA 72 b HiR— FDERTEH
EST#{ERTH5=60D FS X FiRA > FDEREH

R OBITIE, Enrollment over Secure Transport (EST) # T H7-9HIC b7 A MR A > MEFRET

D TEZOWTORLET,

crypto pki profile enrollment pki profile

method-est

enrollment url http://www.example.com/BigCA/est/simpleenroll.dll

enrollment credential test label

ESTO 5472 b HiR— FDEMER

HEIEE

X=aT7ILAR3A LI

CiscoIOS a~v > K
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ESTY 5472k HR—k

BT 547>k yk—troenas [l

ESPEBE=]

XZaFILEA ML

X274 a2 R

* [Cisco I0S Security Command Reference
Commands A to CJ

* [Cisco I0S Security Command Reference
Commands D to L]

* [Cisco I0S Security Command Reference
Commands M to R

* [Cisco I0S Security Command Reference
Commands S to ZJ

BRES LU RFC
S 4E/RFC 24 ML

RFC 7030 T Enrollment over Secure Ti mnsport.ﬂ

RFC 2818 [HTTP Over TLS)

RFC 6125 [ Representation and Verification of Domain-Based
Application Service Identity within Internet Public
Key Infrastructure Using X.509 (PKIX) Certificates
in the Context of Transport Layer Security (TLS)J

RFC 2510 [ Internet X.509 Public Key Infrastructure
Certificate Management Protocols ]

RFC 4210 [ Internet X.509 Public Key Infrastructure

Certificate Management Protocol (CMP)]
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HDURLIZT Z7EALT, YAaDT I =%
N R— hERERBIEALTLESY, 2
O =X, V7 MU TEA LA R—)L
LCHELEY, PRAapBBeTrry ) ad—
BT 2 HATP B Z R L7 0 35 72 DI fE
ALTL7ZE, 20O Web ¥ A F EDYy—/1
27 7 AT BERIL, Cisco.com D a7 A > ID
BLUORAY — FRANETT,

http://www.cisco.com/cisco/web/support/index.html
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B ssToS5070 bk R— F ORISR

ESTV 5472k HR— DR

WDOFIZ, ZOFY 22—V T LIEREICET Y U —AERE2RLET, ZOFF, Y7 b
TxT7 YUY —A FLA U TEEEOTR—FPREAINZLEEZOY 7 FyT VY —RAET%
RLUTWET, ZOEREIL. FFICH 0 72 0RY . ZHLEO—#DOY 7 vy =27 VY —ZATH

PH— b SRET,

ESTOS4 7> b yf—k |

TT 9 N7 =D R— PRIV R YT v =T A A=V OV R— MIMET D IERE HE
9% 21X, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 24 5121,
www.cisco.com/go/ctn [ZFHE) L 9, Cisco.com DT H 7 v MIKLESH Y FHA,

FR15: ESTOSA4 72 b HiR— FDHEEETER

HRES

IJ I)—Z

HEETR R

ESTZ 747k HAR—h

Cisco IOSXE U U —2X 3.14S

EST 7 747k HiR— M
ReEfifT 5 &, SSL £71%
TLS # [ L TRk DL 2%
R L2 L, $TXTDORT A
FARA > +® EST (Enrollment
Over Secure Transport) % I
TEET,

method-est =~ > K2V E A I
F L7,
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13.

OCSP [EBERT—T Y2y

OCSP J&EAT—7 1 o 7 ¥4BE Tl Online Certificate Status Protocol (OCSP) ZfEH L CF ¥ #
NAEAFEICEENDIET D= EIIT A A 7 LT Uy VORI Z R TE £,
* HRRETE M OMERY, 275 N—¥
* OCSPJLEAT—7V 7O, 275 ~—v
* OCSP ILEAT—T7V T ORETE, 276 _X—V
* OCSPISEAT—7 U 7 OBINEE, 281 ~<—
* OCSPIGEAT—T7 U 7 O M, 282 ~<—V

4ok £ =3

WEEIFER D MERR
THERHOY 7 27 V) —RATiL, 2OFY 22—V TitBAENE T XTOEENRTFR— &
TWD EIERY A, EETOMRET G X OEEIZ- OV TIE, Bug Search Tool 38 L ONZTHEH O
T M7 —LBIRNY T 2T VIV —ZADY U —R )= EZRLTLIEIN, ZOF
Va— /LTl SN OERRICET 2B H. B OSHEENRYR— &bV U —2D—FElZo0

TiX, #efFRoRLSR L TZ3N,

TT7y N7 —LDOYR—FBIRRa YT N =T A A=W R— MCET HERERK
9 %121, Cisco Feature Navigator % f#i il L £3°, Cisco Feature Navigator (27 7 & 29 521X
www.cisco.com/go/ctn (ZFEHEN L F9°, Cisco.com DT AV > MILEH Y FHA,

OCSP EBERT—T ) V7 DiEHk

OCSP IGERT—TY) ‘/7‘0)1@%%

T NREREISE L., ZOHRERIEL CGEFAERDO AT — X A &R T 58%4A . Online
Certificate Status Protocol (OCSP) IFEFAER N 2R T 270z £, 2o TIE

ABF— A UTIFR LSO F v HBRAA F
| .iﬁﬂl
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OCSPIEERT—F 1) v 4
B ocsPERT—TYLITOBRERE

AEAERSI D AT — X ZX, 7T 7 R&EJr LT OCSP INEH ICRIET H BT DRES). F-ILiEH
ERNERZRRT DEROMAEREHE ORI L > THIR S v E T,

OCSP JGEAT =7V U 7%, T3 A HE OFEAE T OCSP JG& 2S48 L &3
R—hrLET, ZOBRE#EMT DL, OCSP F— NTHEfE L, ZORERE T O EL LTI
EREEE LT, ZTOMB OEAERDEREZ AT TEET, TOME, T2 OCSP INEH T
fe I HMLEIH D FH A,

OCSP B RT—TY VT DHRTEAE
EKUBHMZERTE-=-ODDOPKI IS4 7 FDEKTE

WROVEEAFEIT L. OCSP (Online Certificate Status Protocol) AT —7 VU 7&K EL £,

FIRDHE

enable

configure terminal

crypto pki trustpoint name

ocsp url ur/

eku request attribute

match eku attribute

revocation-check methodl [method?2 [method3]]

exit

© e NS RwDh =

exit

10. show cry pki counters

FIED M

AU RFEREEFT7TIVa Y E]:g]

2Ty enable ¥i#E EXEC £— K& A Rr—7 MIZ LET,

Bl 1 RRU—FKEZADLET @FEREINZHS) .

Device> enable

ATvT2 configure terminal sa—)Lar 7 4 X¥al—yay T— REEELET,

1 -

Device# configure terminal

W ARF— (VISR SO FolmBAAF



| ocspErT—TyLYy

EKUBHZERT2-00PK 25472 rokE [

AT REREETOVa Y

B

ATV7T3 crypto pKi trustpoint name FTARKRA L PBRIORESNIZAHZES LT, CA FT A
FRA D a7 4 FXalb—vary T—NEBLET,
1 :
Device (config) # crypto pki
trustpoint msca
ATvTAa ocsp url url url BIEUE. T A RRA » SPFEAEAT —F A% F = 7T
X5 L HI20CSPH— "D URL Z48E L EF, ZOURL X, FE
Al : B AIA JEBRERICHRE STV D OCSP #—/30 URL (174
Device (ca-trustpoint)# ocsp url ﬁ—é%é\) %L%% Liﬁ—@ EQELf: 7 A b TJ_\Q/], vk L:E‘g@ﬁ—
http://ocsp-server DT X TOFEREX, OCSP h— N2 X > TR SN E T, A
A[REZR URL X, ARA M4, IPvd T RL A, 721X IPv6 7 KL A
i G
Device (ca-trustpoint)# ocsp url
http://10.10.10.1:80
151 :
Device (ca-trustpoint)# ocsp url
http://[2001DB8:1:1::2]:80
ATw 75 eku request artribute AEERICHEE L7 eku attribute 5 % KO IZERLET, 20

11 -

Device (ca-trustpoint) # eku
request ssh-client

BORIZ PRI Z 747 2 M CRGE L7 e, BERiFIC CA T3
(XS ET,
attribute ST ONT NN EFRETE E7,
« client-auth
* code-signing
* email-protection
* ipsec-end-system
* ipsec-tunnel
* ipsec-user
* ocsp-signing
* server-auth
* time-stamping
* ssh-server

* ssh-client

DRAF—A VISRV FYRBETSAF



EKU B ZERT H-DDPKI I 547> FDERE

OCSP IEERT—TY VY

AU RFERIETIVaY =]:g]
RFy76  |match eku arribute FEE L7 PSR BNICAE(E L, OBAED I L= 500
Z PKLIFETREAEZMRIECE £9,
- attribute 3BT IXR O VTR EARETE T,
Device (ca-trustpoint)# match eku .
client-auth e client-auth
* code-signing
* email-protection
* ipsec-end-system
* ipsec-tunnel
* ipsec-user
* ocsp-signing
* server-auth
* time-stamping
* ssh-server
* ssh-client
2Ty T revocation-check methodl [method? | ({£i&) FFHEDEMAT —Z 2% F v 7 LET,
[method3]] )
ccrl : CRLICE S CREAER T =7 LET, T T 7+
B - N ENOF T a v TT,
Device (ca-trustpoint) # *none : AEAEDTF = v 7 WAL £7,
revocation-check ocsp none B
*ocsp : OCSP H— 2L > CitHEEZ T = v 7 LET,
2FKBEIFBOHEERE LA, &FIEXZOERIOLE
T T —PNRINTZGE (F—S\R3F 7 LTWAEERE) IZ
I ER S ET,
ATvT78 exit CARIAIRA s bar7sFal—varet—FekTL,
Jau—rLar 74Xl —ar BT—RIEYE7,
I
Device (ca-trustpoint) # exit
ATv79 exit HHE EXEC £— RIZED £,
I -
Device (config)# exit
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EKU B ZEEMT 5700 PKH—1oBE I

AT REREETOVa Y

B

ATy 710

show cry pki counters

51 -

Device# show cry pki counters

EE) A ADPKI A Y X BFRLET,

EKU B ZEMNT 5= PKI —/\DERE

W DOVEZE%A EST L, OCSP (Online Certificate Status Protocol) J&E AT —7 ) V7R ELET,

FIEDHEE

FIEDFH

enable

configure terminal

ip http server

crypto pki server cs-label
eku request attribute

exit

exit

O NS RN =

show crypto pki counters

ARV RFERETI VY

E:)

ATy T

enable

1 -

Device> enable

¥t EXEC T— F& A 2—7 WM LET,
1 R2RT—FKE2AHNLFET (EREINTEZHE) .

ATvT2

configure terminal

1 -

Device# configure terminal

Ja—r b ar 74Xz l—v gy T— RERBLET,

ATvT3

ip http server

1 -

Device (config)# ip http server

THEROY AT LD HTTP —% A4 2—T VI LET,

BRF—AVISRSIIFYHEBAIF I



B euEEZEMT 3200 PKIY— I ORE

OCSP IEERT—TY VY

ARV RFERRETIVa Y

S]]

ATFvT4 crypto pki server cs-label SEHEY— RO TNV EEFE L, SFAEY— a7 X
V=g B— REBBLET,
I G¥)  FEITRSA *— T 2L LIZEA . cs-label 5
pevice (contia)§ erypto pii server Bl — T DAL BT B BERD D E T
server—pki
ATvT5 eku request artribute AERAEICHE € L7z ekuattribute % &8 5 & 5 IZHER L E T,
Bl attribute 51 EUIIRONT N EHETE £7,
Device (cs-server)# eku request * client-auth
ssh-server « code-signing
* email-protection
* ipsec-end-system
* ipsec-tunnel
* ipsec-user
* ocsp-signing
* server-auth
* time-stamping
» ssh-server
* ssh-client
ATy 76 exit cs-server 17 4 ¥ al—ar ET—REKTL, /un—
SV a7 4 Xalb—var B RIRED ET,
i
Device (cs-server) # exit
ATvI1 exit FrbE EXEC £— RIZRY £,
U
Device (config) # exit
RATFv S8 show crypto pki counters UEE) A ZADOPKI I ZEFERLET,

1 -

Device# show crypto pki counters

&IZ. show crypto pki counters O H /15~ L ¥ 7,

Device# show crypto pki counters

PKI Sessions Started: 0
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| ocspErT—TyLYy
ocsPpissxF—Fuvsnensgs I

PKI Sessions Ended: 0

PKI Sessions Active: 0O
Successful Validations: 0
Failed Validations: 0
Bypassed Validations: 0
Pending Validations: O

CRLs checked: 0

CRL - fetch attempts: 0

CRL - failed attempts: O

CRL - rejected busy fetching: 0
OCSP - fetch requests: 0
OCSP - received responses: 0
OCSP - failed attempts: O
OCSP - staple requests: 0
AAA authorizations: 0

OCSP I ERT—T Y VT MEMES

BEIEE I=aT7ILEA ML
CiscolOS 2~v > K [Master Command List, All Releases.]

X2V T7 0 a~vF . .
. g * [Cisco 10S Security Command Reference

Commands A to CJ

* [Cisco 10S Security Command Reference
Commands D to L]

* [Cisco I0S Security Command Reference
Commands M to RJ

* [Cisco I10S Security Command Reference
Commands S to ZJ

BES S URFC
Z#4/RFC 24 ~IL
RFC 2560 [X.509 Internet Public Key Infrastructure Online
Certificate Status Protocol - OCSP]
RFC 4806 [ Online Certificate Status Protocol (OCSP)
Extensions to IKEv2]
RFC 5280 [ Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile]
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OCSP [E&ERT— ) U7 DH#EEER

OCSP IEERT—TY VY

S4E/RFC 24 b
RFC 6187 [X.509v3 Certificates for Secure Shell
Authentication]
RFC 6066 [ Transport Layer Security (TLS) Extensions:
Extension Definitions]
MIB
MIB MB®D Y

BIRL7ZTT >y h 74—, CiscolOS U U —
A, BEOT7 4 —=F v v MBI S5 MIB &
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