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AR T D% BT, ZOFEV 2= LORKRICH HMEFRORESRL T 2SN,
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J % IZI%, Cisco Feature Navigator Zffi /] L &7, Cisco Feature Navigator |7 7 & 29 % 1Z]
www.cisco.com/go/cfn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £H A,

IP Security VPN E=42 ') > J DHIREH
* [PSec & BEEALIZ DOV T DRSS T,

s DN —Z TIPSec WY HR—FENTWDILENHY £94, £7- IPsec VPN E=X U
THERERE T BRI, V—& ETIPSec R E L THLMLENRH Y 7,

IP Security VPN E=42 1) > DHIEEIE

*JL—X& T CiscolOS XEk8 £/ KO B A A —V 2 E(TTHLENHY £97,

IPsec VPN E=42 ') U J 29 5 1H#H

EetEY a3 v OFRME

ikt v >ra U, 2 OO ET Y RARA > MEIZE T 5 —#0 IPSec #ft (7mr—) TI, 2
ODORFFT Y RIRA LV F T, IKEZF—A 7 7u bardt LTHEHALTWLES, Thb DR
BEY RBRA LV MIAEWZH LTIKEETIZ2 0 £9, —&%IC, Kbty v a i, 12DIKE
X274 T7VvZ—vary N7y ) L A< EB2ODIPSectF 2 Y T o
TYvE—vay (F—% 774y, FHENT1 D) THEESNTWET, F—FHAER
L YA R B RIEHCEREER M T2 Lick vy, Rtk y v a »OIKESA & IPSec
SANEM L=, IKESA £721Z IPSec SA WEBE L= T 5 a[REMNH W £97,

Per-IKE E 7 M EiBH

Per-IKE Peer Description #HE % Fi4-4UiE, IKE &7 OB T 202 A TE £§, —&EAR
7 OB (RK80XT) 1T, HEDIKELY T 22 W+ 25 A8IEHT LN TEEd, ©F
DO Z BN 5121%, description =~ > R&2fEH L £,

Y

GE) Fy NT—27 7 RLAEE (NAT) T34 20 %IC TR S7- IKE B 73— EICEkR
TAHZENTERWEZS, FIUETOHRAZEETANERH D £,
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| 1PsecvPNE=%1 2%
gttty av x7—42z20<U— Uzt I}

ZOHHT 4=V FOFEALFHBMITE=ZY 7 TT (J=& x1F, show=a~> REHEHT5
xR, BX Y (Syslog A vtE—2) 72 EDRHTT) , 7 ¢ —/ Rz ER AT
(72212, 7V TN~y TH2EHTIEOET 7 RL AR FQDN OE# L L CIHMEATE £

TA) .

gttty a AT—FADYT)—1)JX +
TRTCDT 7T 4772 VPN Y3 O—HAERT 5IZIE, show crypto session =~ > K& A
HLEST, —HITTKOHEAREENET,
CAF =T AR
*IKE B 7 OfH ((FIEL TV D56
* IPSec SA Z 1ERR L7 &7 12 B#f 1 & 4172 IKE SA
kv varova—llh—ERAZEMT 5 [PSec SA
RLCE7” (FUCEyar) 12 LTHEEDIKE £7213 IPSec SA ML SN D HENRH Y £7,

ZOHA, IKEEY T OB, ET7ICEEMT SN TWAKIKESAICX LT, £72, By av
D7 a—|ZHY—ERAERMET A% PSec SA IZxF LT, BARHETHRIVRENET,

Z @3~ RO show crypto session detail /XU 7> hAfFEH LT, By a A LTEYEELY
HwzRETo2 b TEET,

ety a DTy TERIEIF DY R T—42 X2 % Syslog:@
p3l
ety arDT v 7 EIEE T AT —H AD Syslog il & EITT HHERETIE, Bt
arnT vy TBIOEY T 5T Syslog BEIZITVET,
W2, Bisty a7 v 7 LicZ & %R Syslog lBAIOHZ R LET,

$CRYPTO-5-SESSION_STATUS: Crypto session is UP. Peer 10.6.6.1:500 fvrf=namelO ivrf=name20
Description: SJC24-2-VPN-Gateway Id: 10.5.5.2

WIZ, Koty arBnNF U LicZ & %R Syslog BAIOHIZ R LET,

$CRYPTO-5-SESSION_STATUS: Crypto session is DOWN. Peer 10.6.6.1:500 fvrf=namelO ivrf=name20
Description: SJC24-2-VPN-Gateway Id: 10.5.5.2

IKEE XU IPsec X T4XXBOHV )7 AR

clear crypto session 2~ > R&flifl9 5 &, 1 DOa~> RTIKE & IPSec Diti %7 V7 T&x %
T, FEOHFbtyva e, $_XCoeyyarodrr7ey b (FExiE, 2V E— K
A F~OE—~D N FV) B7VTTHICE, a—hA iRV E— NPT FLA, v—hL%
IV E—RAR—h, 7Yk RTVPNL—T 4 7B L O (FVRF) 4. WEFVRE (IVRF)
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IPsecVPN E=4 14 |
B PSecuity VPN E=% 1 LS DBESE

Henolo, By aVEAEDONRTA—ZERETLILERDHY £7, HIFRT2H—D F v
HIRETHHE, VE—NIPT RLRZBHT 2008 TT,

clear crypto session =~ > RAZ AT HLE, NFA—FZLLTr—UNIPT RLAZIEET D
L. EDIPT RLAZO—A LDk RARA b IKEu—A/L7 KL R) & LTHAET
5T _RCOEvyay (BLXOKEYy T a U OIKESA & IPsec SA) 27 U7 SiLET, clear
crypto session =~ > REEHT HERIC, N"TA—FEZHELRPoT2GE, V—FHNDOTXTOD
IPsec SA 35 L OV IKE SA 23HIBR S v E 7,

IP Security VPN €E=42 1) VT DERTEH %

IKE E 7 DERBADEM

IKE ©°7 @B % IPsec VPN & v 3 3 BT AI121%. ROFIEEFEITLET,

FIEDBE
1. enable
2. configureterminal
3. cryptoisakmppeer {ip-address ip-address}
4. description
FlED M
IV REREFETIVa Y By
ATy T enable FiME EXEC E— R& A 2 —7 M LET,
1 AT —REANLET (FEREINEHE) .
Router> enable
ATFv T2 configureterminal Jua—r~ ) ary7 4 F¥al— gy E— REEGBLE
j‘o
i -
Router# configure terminal
2Fv T3 cryptoisakmppeer {ip-address ip-address} |1PSec T I\Z LB T7 7L v 7 EF— D kU @M
B9 2RGE, #Frl, THhvrT 107 (AAA) @ IKE
il JxY) —F A 3x—T7 ML, ISAKMPET 2> 7 4 ¥ =
Router (config)# crypto isakmp peer == }/45*~}5535ﬁﬁﬁ1,32?r0
address 10.2.2.9

IPsec MRS A K
[ 6 | [



| 1PsecvPNE=%1 2%
eroidnkz I}

ARV RFERET7TII 3y BH#Y
25wy T4 description IKE 7 O 28U 7,
i -

Router (config-isakmp-peer)# description
connection from site A

E7 D&k DR

v O & R 511X, showeryptoisakmppeer =~ > K&/ L 7,

FIEDHEE

1. enable
2. showcryptoisakmppeer

F IR D8

ARV RERIFTIaY BH
ATy T enable ¥ EXEC E— K& A F2—7 ML £ T,
c RAT—=RFE AN LEST (ERENEZHR) .

&1

Router> enable

2Ty T2 showeryptoisakmppeer T OB FR LET,

Bl :

Router# show crypto isakmp peer

1

Wiz, FHBAOEZ R LET, IKE E7 10.2.2.9 OB & LT lconnection from site A| 2%:BHSH
TWDZENHERTEET,

Router# show crypto isakmp peer
Peer: 10.2.2.9 Port: 500
Description: connection from site A
flags: PEER POLICY

IPsec EEHER T A K
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IPsecVPN €E=% 1) >4

B ==ttvrarosyr

T RULA10229 ODET BRI, By a BT v 7T/ b &, Syslog DAT —H ANRRD
EoltFRrEnE7,

$CRYPTO-5-SESSION STATUS: Crypto tunnel is UP. Peer 10.2.2.9:500 Description: connection
from site A Id: ezvpn

Wiz, A Z R LFE T, IKE BT 10.2.2.9 ®FHH L LT lconnection from site A] 2NBAI X4
TWDHZENHERTEET,

Router# show crypto isakmp peer
Peer: 10.2.2.9 Port: 500
Description: connection from site A
flags: PEER POLICY
T RLA 10229 DT RSV, By a BT v 72/ b &, Syslog DAT — X ADNRD

IoicFErRENnNET,

$CRYPTO-5-SESSION STATUS: Crypto tunnel is UP. Peer 10.2.2.9:500 Description: connection
from site A Id: ezvpn

Sty a Do Y7

ety ararZ VT T5I0% V—FDa~v K A5 clear crypto session 2~ > R %
EALES, ZOavr FEHEAT2942T, av7s¥al—vary 77/ ARAOa 7 ¢
ﬂ'rv:h I/‘—‘:/El Vj(@iz:gvcj—o

FIRDHE
1. enable
2. clearcryptosession
FIED
ARV EFERERETOVa Y B &
ATv 71 enable FitE EXEC E— F& A 2 —7 /T LET,
Bl - *XAU—RE AN LET (ERENTEZHE)
Router> enable
2Ty T2 clearcryptosession W5t v a v (IPSec 38 X VIKE SA) #HIFRL %
S
il -

Router# clear crypto session

i 'Psec EE#ER A1 K
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IPSecuriy VPN E=42 1y 7 0B Es [

IP Security VPN E=4% 1) > 5 D& EHI

show crypto session 2 < > KD H A4l
WIZ, detail ¥ — 7 — RZHEE L TV /20> show erypto session O H /)6l 2 7~ L E 9,

Router# show crypto session
Crypto session current status
Interface: FastEthernet0/1
Session status: UP-ACTIVE
Peer: 172.0.0.2/500
IKE SA: local 172.0.0.1/500 remote 172.0.0.2/500 Active
IPSEC FLOW: permit ip 10.10.10.0/255.255.255.0 10.30.30.0/255.255.255.0
Active SAs: 2, origin: crypto map

RIZ, show crypto session A< > FHE & W detail ¥— 7 — FEE/H LB EZRLET,

Router# show crypto session detail
Interface: TunnelO
Session status: UP-ACTIVE
Peer: 10.1.1.3 port 500 fvrf: (none) ivrf: (none)
Desc: this is my peer at 10.1.1.3:500 Green
Phasel id: 10.1.1.3
IKE SA: local 10.1.1.4/500 remote 10.1.1.3/500 Active
Capabilities: (none) connid:3 lifetime:22:03:24
IPSEC FLOW: permit 47 host 10.1.1.4 host 10.1.1.3
Active SAs: 0, origin: crypto map
Inbound: #pkts dec'ed 0 drop 0 life (KB/Sec) 0/0
Outbound: #pkts enc'ed 0 drop 0 life (KB/Sec) 0/0
IPSEC FLOW: permit ip host 10.1.1.4 host 10.1.1.3
Active SAs: 4, origin: crypto map
Inbound: #pkts dec'ed 4 drop 0 life (KB/Sec) 4605665/2949
Outbound: #pkts enc'ed 4 drop 1 life (KB/Sec) 4605665/2949

ZTDMDSEER

Z 2T, IPsec VPN =% U o 7 OREEBHI W TEB L,

BEEIER Y=Za7ILEARIL
IPEX=UT 4, Kb, BLWIKE

* [Configuring Internet Key Exchange for IPsec
VPNs |

*Psec L7 VPNOEX = VT 1 D

==

E

tX=2U7 4 a~v R [ Cisco I0S Security Command Reference ]
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RFC

IPsecVPN €E=% 1) >4

b 24 R
ZOBRETY R — P SN ERITLGT SN | -
TREMEHIM I H D £H A, £0. ZOMREIC L

HEEAFE ORI R — FOLEFIZH Y £H

Moo

MIB MB®D!') >

Z ORI L > THR— &N 58 L MIB
FRFEFEINTZMIBIZHY ¥, Fi22
DOIEREIZ L D BEE MIB OH R — MMIAE L H
D EHA,

BINL/-7T v b7 4+—2, CiscolOSXE Y 7
o7 VU —A, BIOT74—Fx kv
DOMIB DT & RFE LA 7 v a— KT 5120,
@ URL (Z& % Cisco MIB Locator Z{# f L &
e

http://www.cisco.com/go/mibs

RFC

24 FIL

ZDOEREIZ X W YR — N SN HTHE RFC £7-
IXET RFCIZH Y A, F7-Z OEREIC X
HEEFE RFC DY R — MIEEIIH Y £ A,

i 'Psec EE#ER A1 K


http://www.cisco.com/go/mibs

IPsecVPN €E=% 1) >4

SRADTI=ZhILYR—F

szanFo=arsr—+ ||

BLL

>y

VAaDYR— K Web A N TIE, AID
LT 7 /Y —IllT5 87T a—
T AT BELTWERETL L9, v==
TARY—=NLVEIILO LT HEERAF T
UV =2z L TnET,
BHENOREOEFX 2 U7 ¢ HFROEIN S # A
AFTT5H72HIZ, CiscoNotification Service (Field
Notice 7> 7 7 2 &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 = FREDFKEY —ERTMATEET,
TAADYR— K Web A FDY—LIZT I
t 29 5B, Cisco.com D —H ID ¥ LU
AU — RBLETT,

http://www.cisco.com/en/US/support/index.html

IP Security VPN E=42 1) > DHEEEFEE

ORI, ZOFY2— VTR LIMIEICHT 2 ) U —Afile R LET, o, Y7 |
Vx7 YU—=A FA CCEBREOY R - FBEAShI L EDY T by =T VU —RAT%
RLTWET, ZOREREIL. FRIZHr 0 2372V R Y %huﬁé@#@@y7 K7 JU—2Th

PR—bSNET,

TT RN T =DV R—=FBIRZAa YT b =27 A A=Y R— MIBETDIHREBR

9% |21, Cisco Feature Navigator Zf# il L £,

Cisco Feature Navigator {27 7 & 23 51214,
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B PSecuity VPN E=%5 1 5 DigEEBE

%= 1: IP Security VPN €E =% ') > 5 DHREE R

IPsecVPN €E=% 1) >4

HRE

Iy

yy—2

HAETEHR

IPsec VPN E=% 1 ./

Cisco IOS XE Release 2.1

IP Security VPN £ =% U > /'
BETIZ. VPN kv ar =
2V THLRIEREIC K- T

VPNOD T TNy a—T 4
THEITVD, =y Ra—W o4 v
H—=T 2 A=K ) JT
EFEI, ByvarE=4Y
YOPERIZIE, RO B DONEE
nEJ,

a7 4 Fal—T gy
77 A ILNDIKE BT D
FLEA & 5 TE T D HRRE,
‘EEEyay AT —X%
AD—5

ety aroTrT v
FHIFF T AT —H A
@ Syslog 1HH!

CLI #f# L TIKE & IPsec SA
D5 & HIFRT 2 ¥ 6E

CRD I R HTI
HAFLIEAESNEL
7. clearcryptosession,
description(isakmppeer).
showcryptoisakmppeer,
showcryptosession,
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MIB H7R—

N=F XY VT FTARX=F Ry NT—T D)—T 4 7 LHak (VRF) i IPsecurity (IPsec) £
REZfEH9 % & MIB T VRF % IPsec #FHICX £9, ULV, VRF Z &IZ IPsec #EatE
WMENRT =~ A AN w7 OFMPERINET,

© HERETEHROMERY, 13 ~—v

* Cisco VRF-Aware IPsec O IPsec 33 L OV IKE MIB AR — M4 5 ARG, 14 ~S—

* Cisco VRF-Aware IPsec O IPsec 35 X OV IKE MIB VAR — MMZB$ B 1EH, 14 ~—

* Cisco VRF-Aware IPSec @ IPSec 3 L OVIKE MIB 7R — N O EF L, 15 =
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* EOMDBEEE, 27 X—U
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HEETRH DR

CHHOY 7 Ry 27 YUY —ZATlE, ZOFEY 2 — AT ENLTRCTOBRENRYFR— NEh
TV LR £8 A, EHTORERER #F L OVEEIZ DWW TIX, Bug Search Tool 35 X OV H D
Ty NI F—LBIRNY T =T V=20V Y —2Z ) —  E2BRLTLLEEN, Z0F

Va— VIR SN TV AEREDOF M Z MR L, SRERYFR—FEIN T2V ) —2D U A |
R T DHEIE. ZOEY 2 —VOREZICH DEBEIEHROXRELZRL TIZEV,

TITY b7 A—LOYR— P BIPV AT YT MY =T A A=V OV R— M 2R E R
9 %121, Cisco Feature Navigator % ffi ] L £, Cisco Feature Navigator (27 7 & 24 5|
www.cisco.com/go/ctn [ZFE) L £ 9, Cisco.com D7 72 MIMLEDH D £/ A,
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I cCisco VRF-Aware IPsec O IPsec # & U IKE MIB 7K — k(2B S B BiiR 5

Cisco VRF-Aware IPsec @ IPsec £ & U IKEMIB 78— kIZ
B9 HRIRE Y

SRy NU— VB a f 3L (SNMP) OZEIEES VBT,

Cisco VRF-Aware IPsec O IPsec & & U IKEMIB H7/R— K2
B9 B 1FER

Cisco VRF % /i IPsec @) IPsec & & U IKE MIB H-7R— g THR—
=h 5 MIB

* CISCO-IPSEC-FLOW-MONITOR-MIB I%, b R/VERE & EEFFEHR Z & 12 IKE % X OV IPSEC
AYR—FLET, ZOBRELEEFRORSITRET DI LR TE, VRF Z LITHERFT 5
VERHYET, T—T NP A XL, Fe—L a7 4Fal— a3 EF— KTerypto
mib ipsec flowmib history tunnel size number 33 J U* crypto mib ipsec flowmib history failure

size I~ R&EH L CHlE L F9,
¢ CISCO-IPSEC-MIB

* CISCO-IPSEC-POLICY-MAP-MIB [¥H AR — F S TWEF, oL, 2O MIBIL, FFED
VPN VRF A > 2% 21Zx LT TR < —F 2IRICHEH S5O T, VRF XS TIEH Y
FHA, TDED, ZTOMIBIZFTET A4 7Y =27 FID (OID) 1X, 72 —/3L VRF 22
TXAMIBEHELTEITEINET,

Cisco VRF-Aware IPSec @ IPSec £ & U IKEMIB H7R— FEEIZ & - T
HR—FENBSNMP S5 v T

RO IKE BL O IPsec b RADBREEET M7 v 713, 57T 5 VRF & —ET20ERH Y %
R

« IPSEC_TUNNEL_STOP

« IKE_ TUNNEL_STOP

« IPSEC_TUNNEL_START

« IKE_ TUNNEL_START

WD kT v 7%, Cisco VRF-Aware IPsec fFEIC B TETE I N7 a— L v T v 7 TF,
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[ 14| [
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Cisco VRF-Aware IPSec O IPSec &5 & U IKEMIB 4 R— F 0B ES%= I}

« TOO MANY_SAS CREATED
« CRYPTOMAP ADDED

« CRYPTOMAPSET ATTACHED
« CRYPTOMAP_DELETED

« CRYPTOMAPSET DELETED
« ISAKMP_POLICY_ADDED

« ISAKMP_POLICY DELETED

Cisco VRF-Aware IPSec @ IPSec £ &K U IKEMIB 7 R— D
RTEAIE
COMRER T DI Yo T, BRIARREEIVNELY FHA, SNMP 7 L—AU—7 L

T, MIB Zf# fl L 7= VRF xf)ix IPsec ZHHCT& £9, MoV TIL, [Cisco VRF-Aware IPSec
® IPSec B L NIKE MIB ¥R — s DFREF ] OEEZSHL T IFE,

COMEED N T TN a—T 4 7T AERIT, IROEICFHEH SN TWET,

Cisco VRF-Aware IPSec @ IPSec £ & U IKEMIB H-7R— FEEED 5 T
Woa—T420ThE

X debug crypto mib 2~ > RB X% —U— RZ&fiH L T, Cisco VRF-aware IPsec (2B L T
W5 IPsec BE A »HF—F v b F—4i (IKE) MIBIZBT {FHEZ KR TEET,

FIEDHE
1. enable
2. debugcryptomibdetail
3. debugcryptomiberror
F gD 8
ARV RNFEREETIVaY EL:3)
AT 71 enable Fit EXEC E— F& A R —7 /MZLET,

- c RATU—KRKEAALET (ERENZEHS)

Router> enable

IPsec EEEHER S A K
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Cisco VRF-Aware IPsec @ IPsec # & () IKE MIB H-7K—

ARV RFEEEFTIa Y Be
ATv T2 debugcryptomibdetail IPsec MIB %7 v A7 LA CTRAET LKA X MeFnRLE
j‘o
1 : . .
* detail ¥ — U — FOHNTIHFEFICELS 2D AT8EMENH 5
Router# debug crypto mib detail D C, debug crypto mib detail % 1 F*— 7 /T 5 Z &
ITEEICRFTILERS Y 7,
ATFvT3 debugcryptomiberror MIBT—>Y = FMNOTZT— AR hEERRLET,
B -

Router# debug crypto mib error

Cisco VRF-Aware IPSec @) IPSec 5 & ' IKEMIB H-7/R— + D)

&% 7 151

2 DO VRF Z D5 E D HI

WIZ, 25D VRF ZEFONTREOMAMM I B2 R LET, ZOHIIE, IPsectx=V T«
TYvxE—vay (SA) WXL TER=Y 7 2FE 7T 55501 TY, /L—# 3745b |X VRF

St — % T9,

2 DM VRF 2% F

WOHFSE, 25D VRF (vifl BEX O vif2) RRESNTWAZ EERLTHET,

Router3745b# show running-config

Building configuration...

Current configuration : 6567 bytes

|
version 12.4

service timestamps debug datetime msec localtime

service timestamps log uptime
no service password-encryption
|

hostname ipsecf-3745b
|

boot-start-marker
boot-end-marker

|

no logging console
enable password lab
|

no aaa new-model
|

resource policy

i 'Psec EE#ER A1 K
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!
memory-size iomem 5
clock timezone PST -8
clock summer-time PDT recurring
ip subnet-zero
ip cef
!
!
ip vrf vrfl
rd 1:101
context vrf-vrfl-context
route-target export 1:101
route-target import 1:101
|
ip vrf vrf2
rd 2:101
context vrf-vrf2-context
route-target export 2:101
route-target import 2:101
|
no ip domain lookup
!

crypto keyring vrfl-1 vrf vrfl

pre-shared-key address 10.1.1.1 255.255.255.0 key vrfl-1
crypto keyring vrf2-1 vrf vrf2

pre-shared-key address 10.1.2.1 255.255.255.0 key vrf2-1
|
i
crypto isakmp policy 1
authentication pre-share
|
crypto isakmp policy 50
authentication pre-share
crypto isakmp key globall-1 address 10.1.151.1
crypto isakmp key global2-1 address 10.1.152.1
crypto isakmp profile vrfl-1

keyring vrfl-1

match identity address 10.1.1.1 255.255.255.255 vrfl
crypto isakmp profile vrf2-1

keyring vrf2-1

match identity address 10.1.2.1 255.255.255.255 vrf2
|
crypto ipsec security-association lifetime kilobytes 99000
crypto ipsec security-association lifetime seconds 5000
|

crypto ipsec transform-set tset ah-sha-hmac esp-des esp-sha-hmac
|

crypto map globall-1 10 ipsec-isakmp
set peer 10.1.151.1

set transform-set tset

match address 151

|

crypto map global2-1 10 ipsec-isakmp
set peer 10.1.152.1

set transform-set tset

match address 152

|

crypto map vrfl-1 10 ipsec-isakmp
set peer 10.1.1.1

set transform-set tset

set isakmp-profile vrfl-1

match address 101

!
crypto map vrf2-1 10 ipsec-isakmp
set peer 10.1.2.1

set transform-set tset

set isakmp-profile vrf2-1

match address 102

!

!

interface FastEthernet0/0

ip address 10.1.38.25 255.255.255.0

IPsec ERBERHAAF
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no ip mroute-cache
duplex auto

speed auto

|
interface Serial0/0
no ip address
shutdown

clock rate 2000000
|

interface FastEthernet0/1
no ip address

no ip mroute-cache
shutdown

duplex auto

speed auto

|

interface Serial0/1
no ip address
shutdown

clock rate 2000000
|

interface Seriall/0

no ip address

encapsulation frame-relay

no ip route-cache cef

no ip route-cache

no ip mroute-cache

no keepalive

serial restart-delay O

clock rate 128000

no frame-relay inverse-arp

|
interface Seriall/0.1 point-to-point
ip vrf forwarding vrfl

ip address 10.3.1.1 255.255.255.0
no ip route-cache

frame-relay interface-dlci 21

|
interface Seriall/0.2 point-to-point
ip vrf forwarding vrf2

ip address 10.3.2.1 255.255.255.0
no ip route-cache

frame-relay interface-dlci 22

|
interface Seriall/0.151 point-to-point
ip address 10.7.151.1 255.255.255.0
no ip route-cache

frame-relay interface-dlci 151

|

interface Seriall/0.152 point-to-point
ip address 10.7.152.1 255.255.255.0
no ip route-cache

frame-relay interface-dlci 152

|

interface Seriall/l

no ip address

no ip mroute-cache

shutdown

serial restart-delay O

|

interface Seriall/2

no ip address

encapsulation frame-relay

no ip route-cache cef

no ip route-cache

no ip mroute-cache

no keepalive

serial restart-delay O

no frame-relay inverse-arp

|

interface Seriall/2.1 point-to-point
ip vrf forwarding vrfl

ip address 10.1.1.2 255.255.255.0

i 'Psec EE#ER A1 K
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no ip route-cache

frame-relay interface-dlci 21
crypto map vrfl-1

!

interface Seriall/2.2 point-to-point
ip vrf forwarding vrf2

ip address 10.1.2.2 255.255.255.0
no ip route-cache

frame-relay interface-dlci 22
crypto map vrf2-1

|
interface Seriall/2.151 point-to-point
ip address 10.5.151.2 255.255.255.0
no ip route-cache

frame-relay interface-dlci 151
crypto map globall-1

|

interface Seriall/2.152 point-to-point
ip address 10.5.152.2 255.255.255.0
no ip route-cache

frame-relay interface-dlci 152

crypto map global2-1

|

interface Seriall/3

no ip address

no ip mroute-cache
shutdown

serial restart-delay O
|
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
|

|

ip

default-gateway 10.1.38.1
classless

route 10.1.1.6 255.255.255.255
route 10.2.1.6 255.255.255.255
route 10.6.2.1 255.255.255.255 10.7.151.
route 10.6.2.2 255.255.255.255 10.7.152.2

route 172.19.216.110 255.255.255.255 FastEthernet0/0
route vrf vrfl 10.20.1.1 255.255.255.255 10.1.1.1
route vrf vrfl 10.22.1.1 255.255.255.255 10.30.1.1
route vrf vrf2 10.20.2.1 255.255.255.255 10.1.2.1
route vrf vrf2 10.22.2.1 255.255.255.255 10.30.1.2

10.1.151.
10.1.152.

N -

http server
no ip http secure-server
|
ip access-list standard vrf-vrfl-context
ip access-list standard vrf-vrf2-context
|
access-1list 101 permit ip host 10.22.1.1 host 10.20.1.1
access-list 102 permit ip host 10.22.2.1 host 10.20.2.1
access-list 151 permit ip host 10.6.2.1 host 10.1.1.6
access-list 152 permit ip host 10.6.2.2 host 10.2.1.6
snmp-server group abcl v2c context vrf-vrfl-context read view vrfl notify

*tv.FFFFFFFF.FFFFFFFF.FFFFFFFF.F access vrf-vrfl-context
snmp-server group abc2 v2c context vrf-vrf2-context read view vrf2 notify

*tv.FFFFFFFF.FFFFFFFF.FFFFFFFF.F access vrf-vrf2-context
view view vrfl iso included

view view vrf2 iso included

community abcl RW
community globall RW
community abc2 RW
community global2 RW
enable traps tty

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
|

enable traps config

host 172.19.216.110
host 172.19.216.110
host 172.19.216.110
host 172.19.216.110
context vrf-vrfl-context
context vrf-vrf2-context

snmp mib community-map

version 2c abcl
vrf vrfl version 2c abcl udp-port 2001
version 2c abc2
vrf vrf2 version 2c abc2 udp-port 2002

abcl context vrf-vrfl-context

IPsec ERBERHAAF

ipsec isakmp

ipsec isakmp



Cisco VRF-Aware IPsec O IPsec 3 & U IKE MIB H-7R— ~
B 2-o0wFEE-ZEOH

snmp mib community-map abc2 context vrf-vrf2-context
|

!

control-plane

|

line con 0

exec-timeout 0 0O

line aux O

line vty 0 4

login

|

1

webvpn context Default context
ssl authenticate verify all
!

no inservice

|

1

end

WMADVRFZ )7

woOH ) (abel B X Wabe2 DH ) 1%, M5O VRE B, TXTOH 7 Z NPT EEROEICH)
WbEnsL251C 1707 ENTWVWDHZ EERLTVET,

WOHFIE, VRFabel N7 VT ENTWBHZ EARLTWET,

orcas:2> setenv SR_MGR _CONF /users/greenl

orcas:3> setenv SR UTIL SNMP VERSION v2c

orcas:5> setenv SR _UTIL_COMMUNITY abcl

orcas:6> setenv SR_MGR _CONF DIR /users/greenl

orcas:7> /auto/sw/packages/snmpr/10.14.2.0/solaris2bin/getmany -v2c 10.1.38.25
cipSecMIBObjects
cipSecMiblLevel.O = 1
cikeGlobalActiveTunnels.0 =
cikeGlobalPreviousTunnels.0
cikeGlobalInOctets.0 = 0
cikeGlobalInPkts.0 = 0
cikeGlobalInDropPkts.0 = 0
cikeGlobalInNotifys.0 = 0
cikeGlobalInP2Exchgs.0 = 0
cikeGlobalInP2ExchgInvalids.0 = 0
cikeGlobalInP2ExchgRejects.0 = 0
cikeGlobalInP2SaDelRequests.0 = 0
cikeGlobalOutOctets.0 = 0
cikeGlobalOutPkts.0 = 0
cikeGlobalOutDropPkts.0 = 0
cikeGlobalOutNotifys.0 = 0
cikeGlobalOutP2Exchgs.0 = 0
cikeGlobalOutP2ExchgInvalids.0 = 0
cikeGlobalOutP2ExchgRejects.0 = 0
cikeGlobalOutP2SabDelRequests.0 = 0
cikeGlobalInitTunnels.0 = 0
cikeGlobalInitTunnelFails.0 =
cikeGlobalRespTunnelFails.0 =
cikeGlobalSysCapFails.0 = 0
cikeGlobalAuthFails.0 = 0
cikeGlobalDecryptFails.0 =
cikeGlobalHashValidFails.0
cikeGlobalNoSaFails.0 = 0
cipSecGlobalActiveTunnels.0 =
cipSecGlobalPreviousTunnels.0
cipSecGlobalInOctets.0 = 0
cipSecGlobalHcInOctets.0 = 0x00
cipSecGlobalInOctWraps.0 = 0
cipSecGlobalInDecompOctets.0 =
cipSecGlobalHcInDecompOctets. 0
cipSecGlobalInDecompOctWraps.0
cipSecGlobalInPkts.0 = 0

0
=0

Il
o o

0

=0
0
=0

o

0x00

Il
o
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cipSecGlobalInDrops.0 = 0
cipSecGlobalInReplayDrops.0 = 0
cipSecGlobalInAuths.0 = 0
cipSecGlobalInAuthFails.0 = 0
cipSecGlobalInDecrypts.0 = 0
cipSecGlobalInDecryptFails.0 = 0
cipSecGlobalOutOctets.0 = 0
cipSecGlobalHcOutOctets.0 =
cipSecGlobalOutOctWraps.0 =
cipSecGlobalOutUncompOctets.0 = 0
cipSecGlobalHcOutUncompOctets. O
cipSecGlobalOutUncompOctWraps.0 =
cipSecGlobalOutPkts.0 = 0
cipSecGlobalOutDrops.0 = 0
cipSecGlobalOutAuths.0 = 0
cipSecGlobalOutAuthFails.0 = 0
cipSecGlobalOutEncrypts.0 = 0
cipSecGlobalOutEncryptFails.0 = 0
cipSecGlobalProtocolUseFails.0 = 0
cipSecGlobalNoSaFails.0 = 0
cipSecGlobalSysCapFails.0 = 0
cipSecHistTableSize.0 = 200
cipSecHistCheckPoint.0 = ready(l)
cipSecFailTableSize.0 = 200
cipSecTrapCntlIkeTunnelStart.0 = enabled(l)
cipSecTrapCntlIkeTunnelStop.0 = enabled(l)
cipSecTrapCntlIkeSysFailure.0 = disabled(2)
cipSecTrapCntlIkeCertCrlFailure.0 = disabled(2)
cipSecTrapCntlIkeProtocolFail.0 = disabled(2)
cipSecTrapCntlIkeNoSa.0 = disabled(2)
cipSecTrapCntlIpSecTunnelStart.0 = enabled(1l)
cipSecTrapCntlIpSecTunnelStop.0 = enabled(1l)
cipSecTrapCntlIpSecSysFailure.0 = disabled(2)
cipSecTrapCntlIpSecSetUpFailure.0 = disabled(2)
cipSecTrapCntlIpSecEarlyTunTerm.0 = disabled(2)
cipSecTrapCntlIpSecProtocolFail.0 = disabled(2)
cipSecTrapCntlIpSecNoSa.0 = disabled(2)

WO AL, VRFabe2 X7 V7T ENTWNWAHZ L ERLTWET,

0x00
0

0x00

|
o

orcas:8> setenv SR UTIL COMMUNITY abc?2

2 DM VRF Z DR E D

orcas:9> /auto/sw/packages/snmpr/14.2.0.0/solaris2bin/getmany -v2c 10.1.38.25 cipSecMIBObjects

cipSecMibLevel.0 = 1
cikeGlobalActiveTunnels.0 =
cikeGlobalPreviousTunnels.O
cikeGlobalInOctets.0 = 0
cikeGlobalInPkts.0 = 0
cikeGlobalInDropPkts.0 = 0
cikeGlobalInNotifys.0 = 0
cikeGlobalInP2Exchgs.0 = 0
cikeGlobalInP2ExchgInvalids.0 = 0
cikeGlobalInP2ExchgRejects.0 = 0
cikeGlobalInP2SaDelRequests.0 = 0
cikeGlobalOutOctets.0 = 0
cikeGlobalOutPkts.0 = 0
cikeGlobalOutDropPkts.0 = 0
cikeGlobalOutNotifys.0 = 0
cikeGlobalOutP2Exchgs.0 = 0
cikeGlobalOutP2ExchgInvalids.0 = 0
cikeGlobalOutP2ExchgRejects.0 = 0
cikeGlobalOutP2SaDelRequests.0 = 0
cikeGlobalInitTunnels.0 = 0
cikeGlobalInitTunnelFails.0 = 0
cikeGlobalRespTunnelFails.0 = 0
cikeGlobalSysCapFails.0 = 0
cikeGlobalAuthFails.0 = 0
cikeGlobalDecryptFails.0 =
cikeGlobalHashValidFails.O
cikeGlobalNoSaFails.0 = 0
cipSecGlobalActiveTunnels.0 =
cipSecGlobalPreviousTunnels.0
cipSecGlobalInOctets.0 = 0
cipSecGlobalHcInOctets.0 = 0x00

0
=0

0
=0

0
=0

IPsec ERBERHAAF



2 DM VRF Z D& E D

cipSecGlobalInOctWraps.0 = 0O
cipSecGlobalInDecompOctets.0
cipSecGlobalHcInDecompOctets.
cipSecGlobalInDecompOctWraps.
cipSecGlobalInPkts.0 = 0
cipSecGlobalInDrops.0 = 0
cipSecGlobalInReplayDrops.0 = 0
cipSecGlobalInAuths.0 = 0
cipSecGlobalInAuthFails.0 = 0
cipSecGlobalInDecrypts.0 = 0
cipSecGlobalInDecryptFails.0 = 0
cipSecGlobalOutOctets.0 = 0
cipSecGlobalHcOutOctets.0 = 0x00
cipSecGlobalOutOctWraps.0 = 0
cipSecGlobalOutUncompOctets.0 = 0
cipSecGlobalHcOutUncompOctets. 0
cipSecGlobalOutUncompOctWraps.0 =
cipSecGlobalOutPkts.0 = 0
cipSecGlobalOutDrops.0 = 0
cipSecGlobalOutAuths.0 = 0
cipSecGlobalOutAuthFails.0 = 0
cipSecGlobalOutEncrypts.0 = 0
cipSecGlobalOutEncryptFails.0 = 0
cipSecGlobalProtocolUseFails.0 = 0
cipSecGlobalNoSaFails.0 = 0
cipSecGlobalSysCapFails.0 = 0
cipSecHistTableSize.0 = 200
cipSecHistCheckPoint.0 = ready(1l)
cipSecFailTableSize.0 = 200
cipSecTrapCntlIkeTunnelStart.0 = enabled(l)
cipSecTrapCntlIkeTunnelStop.0 = enabled (1)
cipSecTrapCntlIkeSysFailure.0 = disabled(2)
cipSecTrapCntlIkeCertCrlFailure.0 = disabled(2)
cipSecTrapCntlIkeProtocolFail.0 = disabled(2)
cipSecTrapCntlIkeNoSa.0 = disabled(2)
cipSecTrapCntlIpSecTunnelStart.0 = enabled(l)
cipSecTrapCntlIpSecTunnelStop.0 = enabled(1l)
cipSecTrapCntlIpSecSysFailure.0 = disabled(2)
cipSecTrapCntlIpSecSetUpFailure.0 = disabled(2)
cipSecTrapCntlIpSecEarlyTunTerm.0 = disabled(2)
cipSecTrapCntlIpSecProtocolFail.0 = disabled(2)
cipSecTrapCntlIpSecNoSa.0 = disabled(2)
orcas:10>

orcas:10>

orcas:10>

oo |
o

= 0x00

0x00

|
o

VRF abe1 [Zx39 % ping DELT

Cisco VRF-Aware IPsec @ IPsec # & () IKE MIB H-7K—

WO IIIE, VRF abel (2% LT ping WEITINTNDH I LE/RLTHET,

Router3745a# ping

Protocol [ip]:

Target IP address: 10.22.1.1
Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:
Extended commands [n]: y
Source address or interface: 10.20.1.1
Type of service [0]:

Set DF bit in IP header? [no]:
Validate reply data? [no]:
Data pattern [OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.22.1.1, timeout is 2 seconds:

Packet sent with a source address of 10.20.1.1

i 'Psec EE#ER A1 K
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220 VRFEE-ZEOH I}

VRF abcl (239 B7R— 1) VO DET
VRF abcl IZxF L CHR—V T HEITTHEROETINITONET,

G¥)

ping EfT%., B U XX a O S0OMBRFERSNET,

orcas:10>

orcas:12> setenv SR UTIL COMMUNITY abcl

orcas:13> /auto/sw/packages/snmpr/10.14.2.0/solaris?2bin/getmany -v2c 10.1.38.25
cipSecMIBObjects
cipSecMibLevel.0 = 1
cikeGlobalActiveTunnels.0 =
cikeGlobalPreviousTunnels.0
cikeGlobalInOctets.0 = 336
cikeGlobalInPkts.0 = 2
cikeGlobalInDropPkts.0 = 0
cikeGlobalInNotifys.0 = 1
cikeGlobalInP2Exchgs.0 = 2
cikeGlobalInP2ExchgInvalids.0 = 0
cikeGlobalInP2ExchgRejects.0 = 0
cikeGlobalInP2SaDelRequests.0 = 0

1
=0

cikeGlobalOutOctets.0 = 344
cikeGlobalOutPkts.0 = 2
cikeGlobalOutDropPkts.0 = 0

cikeGlobalOutNotifys.0 = 0
cikeGlobalOutP2Exchgs.0 = 1
cikeGlobalOutP2ExchgInvalids.0 = 0
cikeGlobalOutP2ExchgRejects.0 = 0
cikeGlobalOutP2SaDelRequests.0 = 0
cikeGlobalInitTunnels.0 = 0
cikeGlobalInitTunnelFails.0 =
cikeGlobalRespTunnelFails.0 = 0
cikeGlobalSysCapFails.0 = 0
cikeGlobalAuthFails.0 = 0
cikeGlobalDecryptFails.0 =
cikeGlobalHashValidFails.O
cikeGlobalNoSaFails.0 = 0
cikePeerlocalAddr.1.15.48.49.48.46.48.48.49.46.48.48.49.46.48.48.50.1.15.48.49.48.46.48.48.49.46.48.48.49.46.48.48.49.1
= 0a 01 01 02
cikePeerRemoterddr.1.15.48.49.48.46.48.48.49.46.48.48.49.46.48.48.50.1.15.48.49.48.46.48.48.49.46.48.48.49.46.48.48.49.1
= 0a 01 01 01
cikePeerActiveTime.1.15.48.49.48.46.48.48.49.46.48.48.49.46.48.48.50.1.15.48.49.48.46.48.48.49.46.48.48.49.46.48.48.49.1
= 13743

cikePeerActiveTunmnel Tndex. 1.15.48.49.48.46.48.48.49.46.48.48.49.46.48.48.50.1.15.48.49.48.46.48.48.49.46.48.48.49.46.48.48.49.1
=1

cikeTunLocalType.l = ipAddrPeer (1)

cikeTunLocalValue.l = 010.001.001.002

cikeTunLocalAddr.1 0a 01 01 02

cikeTunLocalName.l = ipsecf-3745b

cikeTunRemoteType.l = ipAddrPeer (1)

cikeTunRemoteValue.l = 010.001.001.001

cikeTunRemoteAddr.1l = 0a 01 01 01

cikeTunRemoteName.l =

cikeTunNegoMode.l = main (1)

cikeTunDiffHellmanGrp.l = dhGroupl (2)

cikeTunEncryptAlgo.l = des(2)

cikeTunHashAlgo.l = sha(3)

cikeTunAuthMethod.l = preSharedKey (2)
cikeTunLifeTime.l = 86400
cikeTunActiveTime.l = 13752
cikeTunSaRefreshThreshold.1l = 0
cikeTunTotalRefreshes.l = 0

|
o

0
=0

cikeTunInOctets.l = 336
cikeTunInPkts.l = 2
cikeTunInDropPkts.l = 0

cikeTunInNotifys.1l = 1
cikeTunInP2Exchgs.l = 2
cikeTunInP2ExchgInvalids.l = 0

IPsec ERBERHAAF



B o0 VRFEESBEOH

cikeTunInP2ExchgRejects. 1
cikeTunInP2SaDelRequests.1
cikeTunOutOctets.l = 344
cikeTunOutPkts.1l = 2
cikeTunOutDropPkts.l = 0
cikeTunOutNotifys.1 = 0
cikeTunOutP2Exchgs.l = 1

0
0

cikeTunOutP2ExchgInvalids.l = 0

cikeTunOutP2ExchgRejects.1
cikeTunOutP2SaDelRequests.
cikeTunStatus.l = active (1l

1
)

0
0

Cisco VRF-Aware IPsec @ IPsec # & () IKE MIB H-7K—

cikePeerCorrIpSecTunIndex.1.15.48.49.48.46.48.48.49.46.48.48.49.46.48.48.50.1.15.48.49.48.46.48.48.49.46.48.48.49.46.48.48.49.1.1
=1

cipSecGlobalActiveTunnels.
cipSecGlobalPreviousTunnel

0
s

.0

cipSecGlobalInOctets.0 = 400
cipSecGlobalHcInOctets.0 = 0x0190
cipSecGlobalInOctWraps.0 = 0
cipSecGlobalInDecompOctets.O
cipSecGlobalHcInDecompOctets. 0
cipSecGlobalInDecompOctWraps.0

cipSecGlobalInPkts.0 = 4
cipSecGlobalInDrops.0 = 0
cipSecGlobalInReplayDrops.
cipSecGlobalInAuths.0 = 4
cipSecGlobalInAuthFails.0
cipSecGlobalInDecrypts.0 =

0

0
4

cipSecGlobalInDecryptFails.0

cipSecGlobalOutOctets.0 =
cipSecGlobalHcOutOctets.O
cipSecGlobalOutOctWraps.O0

7

04

1

0

4

0

0

0

0
0x0190
0

0x02c0

0

cipSecGlobalOutUncompOctets.O0
cipSecGlobalHcOutUncompOctets.0
cipSecGlobalOutUncompOctWraps.0

cipSecGlobalOutPkts.0 = 4
cipSecGlobalOutDrops.0 = 0
cipSecGlobalOutAuths.0 = 4

cipSecGlobalOutAuthFails.0 = 0

cipSecGlobalOutEncrypts.0

4

cipSecGlobalOutEncryptFails.0
cipSecGlobalProtocolUseFails.0

cipSecGlobalNoSaFails.0 =
cipSecGlobalSysCapFails.0
cipSecTunIkeTunnelIndex.1
cipSecTunIlkeTunnelAlive.l

0

0
1

7

04
0x02c0
0

0

true (1)
01 02

cipSecTunLocalAddr.l = 0a 01
cipSecTunRemoteAddr.1l = 0Oa 01

cipSecTunKeyType.l = ike (1

)

01 01

cipSecTunEncapMode.l = tunnel (1)

cipSecTunLifeSize.l = 9900
cipSecTunLifeTime.1l = 5000

0

cipSecTunActiveTime.1l = 13749
cipSecTunSalLifeSizeThreshold.1l
cipSecTunSalLifeTimeThreshold.1l

cipSecTunTotalRefreshes.1

0

cipSecTunExpiredSaInstances.1l
cipSecTunCurrentSalnstances.1l
cipSecTunInSaDiffHellmanGrp.1l

cipSecTunInSaEncryptAlgo.1l
cipSecTunInSaAhAuthAlgo.1l
cipSecTunInSaEspAuthAlgo.1l
cipSecTunInSaDecompAlgo.1l

cipSecTunOutSaEncryptAlgo.
cipSecTunOutSaAhAuthAlgo.1
cipSecTunOutSaEspAuthAlgo.
cipSecTunOutSaCompAlgo.1l =
cipSecTunInOctets.l = 400

1

1

d

hGroupl (2)

des (2)
hmacSha (3)
hmacSha (3)
none (1)
cipSecTunOutSaDiffHellmanGrp.1l

dhGroupl (2)

des (2)
hmacSha (3)

hmacSha (3)
none (1)

cipSecTunHcInOctets.1l = 0x0190

cipSecTunInOctWraps.l = 0
cipSecTunInDecompOctets.1
cipSecTunHcInDecompOctets.
cipSecTunInDecompOctWraps.

i 'Psec EE#ER A1 K
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cipSecTunInPkts.l = 4
cipSecTunInDropPkts.l = 0
cipSecTunInReplayDropPkts.l = 0
cipSecTunInAuths.l = 4
cipSecTunInAuthFails.1 = 0
cipSecTunInDecrypts.l = 4
cipSecTunInDecryptFails.l = 0
cipSecTunOutOctets.l = 704
cipSecTunHcOutOctets.1l = 0x02c0
cipSecTunOutOctWraps.l = 0
cipSecTunOutUncompOctets.l =
cipSecTunHcOutUncompOctets.1
cipSecTunOutUncompOctWraps.1l
cipSecTunOutPkts.l = 4
cipSecTunOutDropPkts.1l = 0
cipSecTunOutAuths.l = 4
cipSecTunOutAuthFails.l = 0
cipSecTunOutEncrypts.l = 4
cipSecTunOutEncryptFails.l = 0
cipSecTunStatus.l = active (1)
cipSecEndPtLocalName.l.1l =
cipSecEndPtLocalType.l.1l = singleIpAddr (1)
cipSecEndPtLocalAddrl.1.1 = 16 01 01 01
cipSecEndPtLocalAddr2.1.1 = 16 01 01 01
cipSecEndPtLocalProtocol.1.1 = 0
cipSecEndPtLocalPort.1.1 =
cipSecEndPtRemoteName.1l.1l =
cipSecEndPtRemoteType.l.l = singleIpAddr (1)
cipSecEndPtRemoteAddrl.1.1 = 14 01 01 01
cipSecEndPtRemoteAddr2.1.1 = 14 01 01 01
cipSecEndPtRemoteProtocol.1.1 = 0
cipSecEndPtRemotePort.1.1 = 0

04
0x02c0
0

[[I]

1
0

cipSecSpiDirection.1.1 = in(1)
cipSecSpiDirection.1.2 = out(2)
cipSecSpiDirection.1.3 = in(1l)
cipSecSpiDirection.1.4 = out(2)
cipSecSpivalue.l.1l = 3891970674
cipSecSpivValue.1l.2 = 1963217493
cipSecSpivalue.1l.3 = 3691920464
cipSecSpivValue.1l.4 = 3458912974
cipSecSpiProtocol.1.1 = ah(1l)
cipSecSpiProtocol.1.2 = ah(1l)
cipSecSpiProtocol.1.3 = esp(2)
cipSecSpiProtocol.1.4 = esp(2)
cipSecSpiStatus.l.1l = active(l)
cipSecSpiStatus.1.2 = active (1)
cipSecSpiStatus.l.3 = active (1)
cipSecSpiStatus.1l.4 = active(l)

cipSecHistTableSize.0 = 200
cipSecHistCheckPoint.0 = ready(l)
cipSecFailTableSize.0 = 200
cipSecTrapCntlIkeTunnelStart.0 = enabled(1l)
cipSecTrapCntlIkeTunnelStop.0 = enabled(l)
cipSecTrapCntlIkeSysFailure.0 = disabled(2)
cipSecTrapCntlIkeCertCrlFailure.0 = disabled(2)
cipSecTrapCntlIkeProtocolFail.0 = disabled(2)
cipSecTrapCntlIkeNoSa.0 = disabled(2)
cipSecTrapCntlIpSecTunnelStart.0 = enabled(1l)
cipSecTrapCntlIpSecTunnelStop.0 = enabled(1l)

cipSecTrapCntlIpSecSysFailure.0 = disabled(2)

cipSecTrapCntlIpSecSetUpFailure.0 = disabled(2)
cipSecTrapCntlIpSecEarlyTunTerm.0 = disabled(2)
cipSecTrapCntlIpSecProtocolFail.0 = disabled(2)

cipSecTrapCntlIpSecNoSa.0 = disabled(2)
orcas:14>
orcas:14>
orcas:14>

VRFabe2 (23T B7R— 1) V5 DET
VRF abe2 IZxF L CAR—V T & EITT D EROETINITOIET,

IPsec EEHER T A K
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GE)  ping (X VRFabcl IZB L THETE T LTWET, D7, VRFabe2 D 7 Z i341Hb E

[CAT—FDEETT,

setenv SR UTIL COMMUNITY abc2

orcas:15>

orcas:15> /auto/sw/packages/snmpr/10.14.2.0/solaris2bin/getmany -v2c 10.1.38.25

cipSecMIBObjects
cipSecMiblLevel.O0 = 1
cikeGlobalActiveTunnels.0
cikeGlobalPreviousTunnels.
cikeGlobalInOctets.0 = 0
cikeGlobalInPkts.0 = 0
cikeGlobalInDropPkts.0 = 0
cikeGlobalInNotifys.0 = 0
cikeGlobalInP2Exchgs.0 = 0

0

0

cikeGlobalInP2ExchgInvalids.O

cikeGlobalInP2ExchgRejects.O

cikeGlobalInP2SaDelRequests.0

cikeGlobalOutOctets.0 = 0
cikeGlobalOutPkts.0 = 0

cikeGlobalOutDropPkts.0
cikeGlobalOutNotifys.0 = 0

cikeGlobalOutP2Exchgs.0 =

cikeGlobalOutP2ExchgInvalids.0 = 0

0

0

cikeGlobalOutP2ExchgRejects.0

cikeGlobalOutP2SabDelRequests.0

cikeGlobalInitTunnels.0 =
cikeGlobalInitTunnelFails.
cikeGlobalRespTunnelFails.
cikeGlobalSysCapFails.0 =
cikeGlobalAuthFails.0 = 0
cikeGlobalDecryptFails.0 =
cikeGlobalHashValidFails.O
cikeGlobalNoSaFails.0 = 0
cipSecGlobalActiveTunnels.

cipSecGlobalPreviousTunnels.

cipSecGlobalInOctets.0 = 0
cipSecGlobalHcInOctets.0 =
cipSecGlobalInOctWraps.0 =

0
0
0
0

0

cipSecGlobalInDecompOctets.

cipSecGlobalHcInDecompOctets.0 =
cipSecGlobalInDecompOctWraps.0

cipSecGlobalInPkts.0 = 0

cipSecGlobalInDrops.0 = 0
cipSecGlobalInReplayDrops.
cipSecGlobalInAuths.0 = 0

0

0

cipSecGlobalInAuthFails.0 = 0

cipSecGlobalInDecrypts.0 =
cipSecGlobalInDecryptFails
cipSecGlobalOutOctets.0 =
cipSecGlobalHcOutOctets. O
cipSecGlobalOutOctWraps.O
cipSecGlobalOutUncompOctet

0

S

0x00

0

.0

0

0

0x00

0

cipSecGlobalHcOutUncompOctets. 0
cipSecGlobalOutUncompOctWraps. 0

cipSecGlobalOutPkts.0 = 0
cipSecGlobalOutDrops.0 = 0
cipSecGlobalOutAuths.0 = 0
cipSecGlobalOutAuthFails.0

cipSecGlobalOutEncrypts.0 = 0
cipSecGlobalOutEncryptFails.0

cipSecGlobalProtocolUseFails.0

cipSecGlobalNoSaFails.0 =
cipSecGlobalSysCapFails.O
cipSecHistTableSize.0 = 20

0

0

0

(=]

0

0

I o

cipSecHistCheckPoint.0 = ready (1)

cipSecFailTableSize.0 = 20

i 'Psec EE#ER A1 K
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cipSecTrapCntlIkeTunnelStart.0 = enabled(1l)
cipSecTrapCntlIkeTunnelStop.0 = enabled(l)
cipSecTrapCntlIkeSysFailure.0 = disabled(2)

zonszas W

cipSecTrapCntlIkeCertCrlFailure.0 = disabled(2)

cipSecTrapCntlIkeProtocolFail.0 = disabled(2)

cipSecTrapCntlIkeNoSa.0 = disabled(2)

cipSecTrapCntlIpSecTunnelStart.0 = enabled(1l)
enabled (1)
disabled (2)

cipSecTrapCntlIpSecTunnelStop.0
cipSecTrapCntlIpSecSysFailure.0

cipSecTrapCntlIpSecSetUpFailure.0 = disabled(2)

cipSecTrapCntlIpSecEarlyTunTerm.0

disabled(2)

cipSecTrapCntlIpSecProtocolFail.0 = disabled(2)

cipSecTrapCntlIpSecNoSa.0 = disabled(2)
orcas:16>

ZDMDSEEH

HEEE

XZaT7ILEA ML

T )aY—T4,®0 CiscolOS 2= K

[Cisco I0S Release Command References

CiscolOS v A — a~<v K JAX |

[Master Command ListJ

SNMP DFTE

[ Cisco I0OS Network Management Configuration
Guide] @ TConfiguring SNMP Support] D

VRF-Aware IPsec D% E

['VRF-Aware IPSec

R
RAE 54 b
7L, -

MIB
MIB MB®') >y

* CISCO-IPSEC-FLOW-MONITOR-MIB
* CISCO-IPSEC-MIB
* CISCO-IPSEC-POLICY-MAP-MIB

BRL7=77 v b7 4—2A, CiscolOS V7 bk
=7 V=2 BIO®74—F v &y D
MIBZMZE L THF U ra— RT5881F, kD
URL (24 % Cisco MIB Locator Z{# /L £,

http://www.cisco.com/go/mibs
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RFC

RFC 24 kL
2L, --
SRADTY ZHI YR—F

SRBA )y

VAaDYR— bk Web VA FTIE, vAad
AT 7 /Y —IClT L R T T a—
T A TICEBRL TR TA L9112, w==
TNARY—=NVEIZLO LT HEERAT T
UY—=2%&#MEL TWET,
BHENORGOEF 2 U 7 1 fHFRCEIN G R E
AFT57-HIZ. Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFE—ERITMATE ET,

VAaADYR— bk Web A FDOY— )T s
T 294 BEL. Cisco.com D—H ID B L U/R
X ]7‘—— }‘\‘75\“%\%“670

http://www.cisco.com/cisco/web/support/index.html

Cisco VRF-Aware IPSec O IPsec £ & U IKEMIB H-7R— k(2
BE9 S HEREB R

WROFIZ, ZOFY 22—V T LERICET Y U —AERE2RLET, ZOFF, Y7 b
7 YY—A LA U TEEEOYR—FPREAINZLEEZO Y7 2T VY —RAET%
IRLTWET, TOMEBEIL. FRHIED BRWERD . ZnEO—#HDO Y 7 vy =7 VI —ATH

PR—-FENFET,

TT7 9 R =D R— MBIV R YT T =T A A=V DY R— MIEAT HIEREHRE

9% |21, Cisco Feature Navigator Zffi fl L £,

Cisco Feature Navigator |27 7 & A4 5(Z1%,

www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 MILEDH Y £+ A,
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http://www.cisco.com/cisco/web/support/index.html
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|  cisco VRF-Aware IPsec O IPsec &5 & U IKE MIB 7K —
Cisco VRF-Aware IPSec O IPsec 35 & UF IKEMIB 4K — ~1=B8 ¢ 2setss [

3 2: Cisco VRF-Aware IPSec O IPsec £ & U IKE MIB H-7R— (2B 3 A #RETE R

Heae 4 1)1)—= BEBETR IR
Cisco VRE-Aware IPSec @ IPSec | IOS XE 3.1S N—F X)L T _N— | R
B ELOIKE MIB 78— k N — DON—T 4 T LRk

(VRF) %}t~ IP security
(IPsec) HEREZfEHIT 2 &,
MIB T VRF %fJi; IPsec % & B
T&EEJ, Z4UTLY ., VRF

T LT IPsec EEHEH & X

T —< A AN v T DFf
ANFRRINET,

Z DOFEHEIX. Cisco IOS Release
124(4H)T TEAINE LT,

Z OF%REIX. Cisco I0S Release
XE3.IS TG S E LT,
MDA~ BRI BB ANE
FIEERINE LT,
debugcryptomib
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IPsec SNMP - 7~K— k

IPt=U7 4 (IPsec) SNMP V" — MEREIZIZ, ERIEHED IPsec MIB 35 L O Cisco I0S XE
V7 hY =T EAD IPsec MIB 238 A KL TWET,

ZOMEED o~ REFEHTIE. IPsec MIBRSBRED XR—2 g U 2R L7200, SNMP 7 v

ETA4E—TMILTEY, ZOMEICESTHERASINEI RNy 7709 A4 X224 ) L TBIW
HIELzZ Tx £,

GE) ZDO~==T7 /L TIL. CiscoIPsec MIB @ Cisco I0OS XE CLI #7R— FZ DM LE9, F
7. ZO=a T VTIEEAYR—FENTWA MIBOEELRLET, Z2O¥==27 /LT
X, CiscolPsecMIB®D (%> hU—JEBERAT— 3 M5B D) SNMP R EICOWTIEELA L
FH A,

© BERETHIROMER, 31 N—¥

* IPsec SNMP ¥R — h DllfRFHIE, 32 ~_—
* IPsec SNMP # 7R — K DIF#H, 32 _X—

* IPsec SNMP ¥ 7R— kD% E 5k, 33 _—
* IPsec SNMP ¥R — kDR ER], 38 ~—
¢ ZOMDOSEER, 38 N—V

* IPsec SNMP 7R — k DREREIGE R, 39 ~=X—
© FREE, 40 X—T

4ok £ =3

WEEIFER D MERR
RO 7 27 VU —RATiE, 2OFYa2a— LV TitBAENE T X TOENRTFR— &N
TWD EIERY /A, EETOMRET G X OEEIZ- OV TIE, Bug Search Tool 38 L ONZHEH O
Ty NI —LBEIRNY T =27 V=20V U —2 ) — FEBRLTLEIN, Z0OF
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http://www.cisco.com/cisco/psn/bssprt/bss

IPsec SNMP 4 7K— |

IPsec SNMP H-7K— + D HIREIE

Va— /IR EN TV HMEEOHMERE L, SEEP YA — b THWD )V —ADY X K
ZHERT DL EIE. TOEV 2 —VOREICHDWBEFROELLSZRL TIEEN,

TI7Y N7 —AOY R I BIORAY T MU =T A A=V OV R— MIET DR E MR
9" %121, Cisco Feature Navigator % ffi l| L £3°, Cisco Feature Navigator (27 7 & 29 521X,
www.cisco.com/go/cfn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £H A,

IPsec SNMP 4 7R— F D HIPREIE

* [Psec--SNMP V"R — MERETYR—FEND b RIHRET T — 1 ZIRO L DOET T,
« NOTIFY _MIB_IPSEC_PROPOSAL_INVALID

* TA tunnel could not be established because the peer did not supply an acceptable proposal. |

« NOTIFY_MIB_IPSEC_ENCRYPT FAILURE

* TA tunnel could not be established because it failed to encrypt a packet to be sent to a peer. |

* NOTIFY_MIB_IPSEC SYSCAP FAILURE

* TA tunnel could not be established because the system ran out of resources. |

* NOTIFY_MIB_IPSEC LOCAL FAILURE

* TA tunnel could not be established because of an internal error. |

INHOZT—@MIe T — T NMCESEINE T, SNMPEMS (T > ) & LTIHEHA
TERWI EIZHEBLTLLEE N,

* ROFEREIE, IPsec MIB #KRETII VR — b Sh TWEH A,
Tz IRA T 4T
* CISCO-IPSEC-MIB ® Dynamic Cryptomap 7 — 7 /L

* CISCO-IPSEC-POLICY-MAP-MIB (ciscolpSecPolMap) TEFH SN TV HEBANLIH Y THA
( TIPSec Policy Map Notifications Group| %25 T9) .

IPsec SNMP H7R— F DIEER

i 'Psec EE#ER A1 K

IPEZX=U7 ¢ (IPsec) SNMP V73— MEREIZIT, EFUEUED IPsec MIB 5 X U Cisco I0S XE
7 F =T EAD IPsec MIB V& A S TUVWET,

IPsec MIB Z {3 4L, SNMP #fEH L7 IPsec REDET=ZVJ 7B LN IPsec AT —H AD
F=HX ) TN ARETT, £72, IPsecMIB 2 &K fiNN—F v )L 7T A _X— K xv hT—2 (VPN)
V) a— g iimeTtEEd,

7~ 213, TR FEH T, CiscolOSXECLI A LT, VBT —7 1 kv
FNET =T =T NDOV A Xefin{fgETEET, BRET—7IZiE. brrRx T3 EME
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IPsec SNMP + 7~x—

mEessvrs/oo— I}

BIOKEHERNT — AT EINET, =T7—T—7/2E, b RO T —DFRKNE LT —
DRELTRANT — A 73nET, =7 —RBET—7 /UL, PO THRETEDOSH D)
BERLODERBTHEOOMERTEE L EHATEES, 20, M FAVEBET—T L
WO Ry NVICEET T — La— RRRWEE, P RVFIEFRICK T L2 &
R0 ET, HEL, TRTOZT =R R RXAOHEDEFRSR2NDO T, F o RVEET—T L
NI RTCOTT— T —TNEEIDITTELY EHA, TOLD, PHR— MIBROBREET —IZ
TT— T TSRS NVE T, BET S BT — 7 uiE, P UORAARRE SN TNRNOD
T, I ERA,

COMEETIEH., Xy NV EB VAT ATHEAIND Psec ity NU—J7EH T o
(SNMP) bRt S E 9,

EEHEES L UVTI/AY—

IPsec--SNMP 7~ — NM#BEIZX., VPN Device Manager (VDM) %% 7AR— F 325 X 2ICE&HEINEL
72o VDMIZL > T, Fv hU—ZEHEIL, Web 77 VML H—FT /XA 2 LDOH A ME VPN
ZEHBIORETE, 2, VT NI L TEEONREZMHR TS ET, VDM Tid, IPsec 7
o haaE LA R VPN ORE S vt 22 HEICT 572010, T4 F— K XR—20 7
T7 4N 2= A X —T A A (GUD) PEEINET, VDM Y 7 7 = 7| Cisco VPN
N—HIZHEA VA = ENET, /2, VDM Y 7 b =7, &I Device Manager f
O TE, BHMEZ RO X D ITRFF SN TVET,

IPsec SNMP 4 7R— FDERTEHE

IPsec SNMP &£ 1 ~— T /L1t

FIEDHEE

IPsec SNMP i@ %% A 12— 7 /W BITiE, ROFIEEZFETLET,

enable

configureterminal

snmp-serverenabletrapsipseccryptomap [add | delete | attach | detach]
snmp-serverenabletrapsisakmp [policy {add | delete} | tunnel {start | stop}]

RN =

snmp-serverhosthost-addresstrapscommunity-stringipsec
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IPsec SNMP 4 7K— |

FIEDFH
ARV RFEREET7TIVa Y B8
ATvT1 enable FiE EXEC £ — R& A X —7 VIZLET,
_ e NRAT—KREANLET FERINH
i PN
&) o
Router> enable
ATFv T2 configureterminal Jau—)ary7 4 Xal—yarE— RN
BALE L 7
il
Router# configure terminal
ATvT3 snmp-serverenabletrapsipseccryptomap [add | delete | | )L — % % IPsec SNMPi@ &% 255725 L 9 12
attach | detach] =R e F—T T L ET,
i
Router (config)# snmp-server enable traps ipsec
cryptomap add
257y 74 snmp-serverenabletrapsisakmp [policy {add | delete} | | )L — % % IPsec ISAKMP SNMP i1 % 1153
tunnel {start | stop}] B EITN—F T F—T T LET,
i
Router (config)# snmp-server enable traps isakmp
policy add
WA snmp-serverhosthost-addresstrapscommunity-stringipsec | [Psec SNMP B HEED S EFZE A IEE L E 3,

{1

Router (config)# snmp-server host my.example.com
traps version2c

ROER

SNMP DR TE DFEANZSWTIE, [ Cisco 10S XE Configuration Fundamentals Configuration Guide
@ [Configuring SNMP Support] FEAZML T 7Z30,

IPsec TS—EBET—JILDOY A XDETE

FIFN NOTT—BET—T DY A X1L200 T, =T —BET—T LDV A4 XEEES S

Wi, ROFNEEZFATLET,

i 'Psec EE#ER A1 K
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FIEDOE
1. enable
2. configureterminal
3. cryptomibipsecflowmibhistoryfailuresizenumber
FIEDEFH
OV RFERIETIVa Y B
ATv 1 enable ¥FHE EXEC E— R& A R—7 /LI LE T,
_ *SAT—REAHLET (BRSNS
1 - PN
E
Router> enable
ATvT2 configureterminal Ja—ar7 4 F¥al—varE— Neth
LET,
151 -
Router# configure terminal
ATFwT3 cryptomibipsecflowmibhistoryfailuresizenumber | [Psec — 7 — BT — 7 NV DY A4 XHEE L7,
i -
Router (config)# crypto mib ipsec flowmib
history failure size 220

IPsec FRILVERT—TILOY A XDEKRTE

FIFI D N RVBRET—T OV A XL 200 T, FoRNVBRET—TNAOY A XEEE
T 5120, ROFNEEZFEITLET,

FIEDHEE

1. enable
2. configureterminal

3. cryptomibipsecflowmibhistorytunnelsizenumber

IPsec EEEHER S A K
I -“



IPsec SNMP 4 7K— |
B PsecMB EZEDRR

FIE
ARV RFERETI 3y B#Y
ATy enable ¥iME EXEC E— R& A R—7 ML ET,
. CRXRT—FRE AN LET (FERshi-
i : N
a) .
Router> enable
ATvT2 configureterminal sua—sLar 7 4 X ab—ya e — Nath
L/ \35 ﬁ_O
i
Router# configure terminal
ATv73 cryptomibipsecflowmibhistorytunnelsizenumber | [Psec | > XV BRET —T L OH A4 X2 EF L E
j—o
£ :
Router (config)# crypto mib ipsec flowmib
history tunnel size

= £
IPsec MIB 3% 7 D g2
IPsec MIB #4HENIE LS BRE SN TWAMNE I DEMERT HI2E, ROX AT #FZITLET,

* show crypto mib ipsec flowmib history failure size 574 EXEC =~ > RZ A LT, =7 —J&
BT —=TNDY A XeRRLET,

Router# show crypto mib ipsec flowmib history failure size
IPSec Failure Window Size: 140

* show crypto mib ipsec flowmib history tunnel size 574 EXEC =~ > RZ A/ LT, Mo 3L
BIET — 7 NDY A XeRKmT LET,

Router# show crypto mib ipsec flowmib history tunnel size
IPSec History Window Size: 130

* show crypto mib ipsec flowmib version 57/ EXEC =~ > RZ A/ LT, BEHT 7 r—i 9
AN THAEN D MIB A=Y a v 2&R LT, 74 —F % By il LEd,

Router# show crypto mib ipsec flowmib version
IPSec Flow MIB version: 1

IPsec MRS A K
B [




| IPsec SNMP 47K—

IPsecMBDE=45&U*>7+rv2

* debug crypto mib =~ > R& AJJ LT, IPsecMIB 7 /3 7 A vt —TilMEFor L ET,

Router# debug crypto mib
Crypto IPSec Mgmt Entity debugging is on

IPsecMIBODE=2E XUV AVTFIUR

IPsec MIB 58 DR T — X A FT=X ) 745

Wi, Roa<r FondFnunzfi L4,

FIRDOHME
1. enable
2. showcryptomibipsecflowmibhistoryfailuresize
3. showcryptomibipsecflowmibhistorytunnelsize
4. showcryptomibipsecflowmibversion
FIEDFEH
AU RFEREETIVaY B#Y
ATy enable F#HE EXEC E— R& A X—7 /M LET,
_ *RNAU—KEANLET FERENH
- A
a) .
Router> enable
RTFw T2 showcryptomibipsecflowmibhistoryfailuresize IPsec =5 — BT —TNDOY A4 XEFrLE
¥
i -
Router# show crypto mib ipsec flowmib history
failure size
ATFvT3 showcryptomibipsecflowmibhistorytunnelsize IPsec b RNVBRETF—T VDOV A4 X5 F R 1LE
R
151 -
Router# show crypto mib ipsec flowmib history
tunnel size
ATvT4 showcryptomibipsecflowmibversion J—HZ X > T &4 % IPsec Flow MIB D /3 —

1 -

Router# show crypto mib ipsec flowmib version

ValrzeRRLET,

IPsec ERBERHAAF



IPsec SNMP 4 7K— |
B Psec SNMP 4 K— FDEEESI

IPsec SNMP H7K— b+ D% 5 5l

IPsec IBENID A ~— T )LAE DI
IZ. IPsec BHINA R — T MZENTWBHEIZ R LET,

snmp-server enable traps ipsec isakmp

WIZ, /L—& D, A bk nmsl.example.com {Z IPsec I ZBET 25 L ) IZREIN TV D4 E 7R
L\i‘a_(]

snmp-server host nmsl.example.com public ipsec isakmp
Translating "nmsl.example.com"...domain server (172.00.0.01) [OK]

BET—ILOY A XDIEEH
Wiz, $iE LI 5 —BEET — 7 LY A X5 140 1275 TV BBl AR LET,

crypto mib ipsec flowmib history failure size 140

WIT, FBELE P RVBEET — T LOH A AN 1301272 > T D FlZ - LET,

crypto mib ipsec flowmib history tunnel size 130

ZTDDSEER

ESPER=
BEEIER T=aTFILRAL ML

AAAT YT 4 > T DRGE
v 4 X E * TConfiguring Accounting |

IPsec VPN 71 7 T 4 7 DFRGE
Se¢ v g PRxE * [Configuring Security for VPNs with IPsec

FEAR AAA RADIUS D% E
* e * Cisco.com (\Z& % [Cisco IOS Security

Configuration Guide: User Servicesl] @
[ Configuring RADIUS| D&

ISAKMP 7’1 7 7 A )L DFRE ['VRF Aware IPsec

i 'Psec EE#ER A1 K



IPsec SNMP -7 R— ~

IPsec SNMP 5K — FoigaeiEs [

ESPEBE=]

XZaFILEA ML

TACACS+ 35 L U RADIUS TOHERR L~ L

* [Configuring TACACS+]

* Cisco.com |Z& % [ Cisco IOS Security
Configuration Guide: User Servicesl] ™
[Configuring RADIUS| D

IPEF%x=U7 ¢, RADIUS. BLX N AAA o~
R

[ Cisco I0S Security Command Reference]

HELERE AL T LY X

Next Generation Encryption

MiIB
MIB MB®D!')>s
L BIRLEZT7T7y 7 x+—2A, CiscolOS UV U —

A, BLOYT7 4 —F ¥ v bMZEHT 25 MIB &
WLTH v or— RT5HI2iE, O URL IZH
% Cisco MIB Locator 2 A L %7,

http://www.cisco.com/go/mibs

SRADTHYZAIL YR—+

BLL

Vo

FHDOURLIZT 7 EBALT, YAIDT I =W
B R— M RKRBIIEH LT ZSN, 2
LDV Y—RAF, YT R =T EA VA=
LCHELEY, YRAapBBerry )ad—
(BT D AR 2 R U720 35 7o DI
ALTLZE, 2O Web A kY —1
W27 7B AT HERIL, Cisco.com D& 7 A > ID
BIORRAY— RRMETT,

http://www.cisco.com/cisco/web/support/index.html

IPsec SNMP H-7R— + D BEFER

WOFRIZ, TOFY 22— /LTl LIHEICET 2V ) —XFHRERLET, ZOFKIT, Y7 b
Tx7 VU —RX FA U TEHEEOR— NPEAINTZLEEOY 7 =T V) —RE T %

IPsec ERBERHAAF


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/go/mibs
http://www.cisco.com/cisco/web/support/index.html

i

on

h

IPsec SNMP 4 7K— |

rbfwiﬁ T OKREIL, FRICET D DR WVIRD . T UBEO—#EDY 7 by =7 U U —XThH
PR— SN ET,

TI7Y N7 —AOY R I BIORAY T MU =T A A=V OV R— MIET DR E MR
F % IZI%, Cisco Feature Navigator Zffi /] L &7, Cisco Feature Navigator |27 7 & 29 % |Z1%
www.cisco.com/go/cfn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £H A,

R 3: IPsec SNMP Y 7R—  D#EEELR

HRER )= HRETEER

IPsec SNMP 7R — h Cisco I0S XE Release 2.1 IPt¥=V7 ¢ (IPsec) SNMP
AR — MR, ERUEHED
IPsec MIB ¥ X X Cisco 10S XE
Y7 N =T [EAH O IPsec MIB
PEAZNTOVET,

&@37/ VBB E
ﬁ%éﬂibto
biosecflowmibhistoryEilures
ibinsecllowmibhi N

debugcryptomib,

i dicsecowmibhison BRaes

; el .
showcryptomibipsecflowmibversion,

snmp-serverenabletrapsipsec,
snmp-serverenabletrapsisakmp.
snmp-serverhost,

CA : FEFR (CA) . AR (CA) 13, A v EB—UmEEbHAOEX 2 U F 1 ZEERL LT O
%*‘QW%S%%%@%ﬁ)%%?ki@%@?5\*7F7%7W®Iy?4?4T¢;CA
I, BBAF— A 7T AT 7T ¥ (PKD) O—fHE LT, 7 VX NGEHFEOERMFEEE L 72
rﬁ&ﬁ%; T2 72D RA) ICHWAEDEE T, RAIZE > TERAIOFEHR S MRS NLD
L. CAIFFEAEEZRITTE 9, —&%iZ, FEAEICIZ. A—TF—DOARX—, FEHAEOLKZA,
BILOZEARF—DA—F— Jé@ﬁ“é%@@@fa%&?ﬁxaiﬂfu\ifh

IPEXa)T a4 :IPsec LT,

IPsec: f X —F v b 7 hartXx=U7 1 (IPsec) ., ZIMETRITOT —F OFEFEME, ¥

AtE. BLOSREE T 24 —T7 v A X U H— ROPSEA T, IPsec Tk, ZnHDEF =Y
T4 P—EANIP LA VY TEBEINET, IPsec TIE, A ¥ —F v b F—xH (IKE) ([ZX-
T, B—HN R =l 7 e halBlO7 3 XAORIT o — g UHRNLELX
U, IPsec I K-> THEH I N DR —B L OGRGEXF — AR I E T, IPsecid, 1 OB A

IPsec MRS A K
[ a0 | [


http://www.cisco.com/go/cfn

IPsec SNMP -7 R— ~

CET I

M., 1o 74 F—boxAM, FEEX2T7 40 F— b0z ERARETI DL
roF—4% Tuo— 2 {R#ET LD TEET,

SHEERAR—R : MIB # 2R LT X0,

MIB : EHIERN— R, Ry N — 7 EBREROT —FZX—2TT, ZNOOHERIL, B
U — 7T e ha)l (SNMP) CH@EHGH 7 e a1 (CMIP) 72 EDFy U — 7 EH
Za haVick O EHBLOMEEINET, MIBA 7Y =7 FOfElX. SNMP 22w > RE721%
CMIP 2=y REFH L TARERSIOREGETCEET, Zhbpa<wy NZ@BE, /7774 v 2—
AL F—=TxA42 (GUD) OFy hU—JEHZT A (NMS) HIATLET, MIB A7
Tl MIVI—EETHY, VI =ZINT Y v (BRE) T FE T T4 _X— | (GhH)
T TFEERET,

BHry FO—HEE ORI SNMP 2B L TL &,

SNMP : flig %y NU—ZEB T va), 77V r—varvE7a harthy, SNMP~1R—
V¥ ESNMP =—xr b EDOBEICFEHAIND A vV ERELET,

Sy T HERANR FZHALEDLZODA v =T, F5ESNI-ERZRRNFEA LT
D, LEVMEZBBE LSS, SNMP2—Y 2y b, Xy NT— 28I AT A, 3y J—
b, FITHEEREA~NEE I NET,

IPsec ERBERHAAF



IPsec SNMP 4 7K— |

B ==

IPsec MRS A K
[ a2 | [



%5%

IPsecVPN 7 ho> T4 25

IPsec VPN 7 H 7 T ¢ ' 7HREZ M TR, By a VBB ENIERE LK T T 225K
THZLIWCE-T, B a v a2 T horT 407 TEET,

VPNtvvar&ld, A2 —3y F =M (IKE) EX=2U7 1 7YV v>=—v a3 (SA)
BLO IKESAICE > TIEREN D 1 DU EDSAXT L LTERESNET, By a i,
BUIOIP X =2V T ¢ (IPsec) T NERSID EBIA L, T7XTD IPsec SA IR I D &
EIELES,

v va VlBERE X O v v a VAR IUE SR IE, FEYE RADIUS B &~ 7 —[EH R
%4 L C. Remote Authentication Dial-In User Service (RADIUS) Y — N ZiEILE T,

* HERETE R OMERE, 43 X—

* IPsec VPN 7 H 7 T (7 DRIHRSA:, 44 2—V

* IPsec VPN 7 H 7 T ¢ U BT HIEHR, 44 ~=—3

* IPsec VPN 7 H 7 T 4 T DORETE, 49 ~~—

* IPsec VPN 7 1 U 7 4 » T OFEERH], 56 ~=—

* ZOMDOBEEE, 59 N—

o BEEERN, 59 X—

* IPsec VPN 7 7 T 4 v 7 OSRETE R, 61 ~=—

* FHFEHE, 62 X—V

A K 4
PERETR R D TR
THHOY 7 b 2T V) —ATiE, ZOFT 22—V CiBAIN AT X TCOMENTR— M
TS LR £8 A, FHOERER #F L OVEEIZ DWW TIX, Bug Search Tool 35 X OV EH D
T RN TZH—ABIRNY T 2T V=20V Y —R J—  E2BRLTLLEEN, Z0OF
Va— /VICRHHE SN TV DO A MR L, SHENYR—rSh T2 ) —20 Y R |
iR T DHEIE. ZOEY 2 —VOREICH DEBEIFEHROXRELSZRL TIZEN,

IPsec EEEHER S A K
I -“


http://www.cisco.com/cisco/psn/bssprt/bss

IPsec VPN 7 ho o T4 24 |
B PsecVPNTHYUT o LT ORIRES

TT Y N7 A =D R— PRIV R YT v =T A A=V OV R— MIET D IEREHER
9% 1Z1%. Cisco Feature Navigator Zf# ] L &9, Cisco Feature Navigator (27 2 & 29 5T}
www.cisco.com/go/cfn (ZFEEN L £97, Cisco.com DT AT > MILEH Y FHA,

IPsecVPN 7 h O 2T« > DEIHREH
*RADIUS E38FE, FFA], THOU T 47 (AAA) THOU LT 4 T ORTEHIEZHMF L £
7,
*WPsec THI VT 4V T OREFEZHMEL £,

IPsecVPN 7 ho T« V7129 515

FRADIUS Accounting.
%< DRBWMEF v FT—2 TIE, BEDEDIL, 2—F T 7T 4 ©F 4 kT 5 BERH Y %
T, ZLMEHENS AL, RADIUS T AV VT 4 7T,

RADIUS 7AWV T 4 » 7 & MMTHIE, By a PSS N R LTI o2 iErRT 5 2
LICkoT, By a a7 AU T 4 TEET, T2, by va VBIERBL Oy v g
E RIS H S . RADIUS J@ 3 LTV VSA 241 LT RADIUS H— N ZES N ET,

RADIUS BESA 7 o v T 1 v

RADIUS B#h/ N7 » MZiZ, —#RICIZ, yY—ERAZERTIHIE, BLOYV—ERADT a7 ¢
DIERZFFET 5 %< @Em S CnWET, RoFIZ, BGICHEREEEZRLET,

£ 4: RADIUS 7 Ho o T « VBRI v FEH

RADIUS Ei% JEH BLL]
B

1 user-name PEERFRGE (XAUTH) T X
N5 —H4, XAUTH A3
INBWIGE, 2—FAN

NULLZ72 55800 0 £,

4 nas-ip-address =PI — R ERMT D
Iy NT—7 TR HP—
(NAS) D IP 7 KL ADi#%
B, RADIUS #—/ D& 21—
WO NAS IZXILT—ETH D

WENH Y FT,

i 'Psec EE#ER A1 K


http://www.cisco.com/go/cfn

IPsecVPN 7 h oo T 4 5

FRADIUS Accounting B

RADIUS E1E
[}

Bt

BLL

5

nas-port

Z—PF|Z P —E R eSS
NAS O FLR— FF 5,

framed-ip-address

IPsec &> a3 U HIZEID BT
b TTAX—FT LA,

40

acct-status-type

AT —HALALT, ZOREME
TIE, ZOT BT 4T HE
WRin<w—F L TFT 500N, &y
va OB (start) . KT

(stop) . FZITEHFHOWNTN
MIRDPERLET,

41

acct-delay-time

7 IAT 2 NRFED L A— R
DIEfE 27T LT

44

acct-session-id

0 s 7y ANVNORGL a—
N TLva—RovyFrr
AR H—BOT T
T4 7 1D,

26

vrf-id

Virtual Route Forwarder (VRF)
DL I EFKT LT,

26

isakmp-initiator-ip

Y £— b IKE OFEM (V4)
DT RiIRA MIPT FL
A,

26

isakmp-group-id

TATT 4 o TIERENS
VPN J V—7 a7 7 A )vD
Z‘ﬁ-ﬁo

26

isakmp-phase1-id

v va CORER ORI & ]
BEICT D, IKEIZ X » TR &
b7z —X1ihEH (D)
(& 21X, FAAL U4

(DN) | E2&f&fi KA A 4
(FQDN) . IP 7 RL 27
E) .

IPsec ERBERHAAF



B [RADIUS Accountingl

RADUS ¥ TF7ho T4

IPsecVPN 7 hovT 425

RADIUS #7377 MZIX, By v a VORI ZFENT 22 < ORESEMHI L TOET,
#2102, RADIUS #1737 v MIMEZBMEMEEZ R LET, Bth/ 7y bR L TR T 37 v b
POERETDHIZEE, ZOLOICERETIULARETT, KT 7y MMETEXEETUZ, 2
WZED, AAA Y —RNIZEEIND L a— FOBEMHEISHOEE T,

K5 BADIUS T Hho VT4 V08T FEH

RADIUS EtE
B

Bt

5t EA

42

acct-input-octets

e 2RI TV S I
Unity 7 74 7> b2 B2 X
Nz 7 v ML

43

acct-output-octets

Z DY —EADEAEHIZ Unity
I I7AT v MTEE SN AT
T v M,

46

acct-session-time

Unity 7 7 A4 7> F3h—E R
fE LEERHOR S (BH

{1‘[_“) o

47

acct-input-packets

= O — & ZOEMEPIZ Unity
T4 T 2 MINEEZE LT
7y N,

48

acct-output-packets

Z O —E AOEMEHIZ Unity
I SAT v MCEE LIS

i,

49

acct-terminate-cause

ARAEH

52

acct-input-gigawords

ZOV—EZRDMIZ
Acct-Input-Octets 77 7 > % DfH
73232 QD323 EHZZM
.,

52

acct-output-gigawords

Z OV —ERADMEIC
Acct-Input-Octets 77 7 > % DA
73232 (2D 323F) AT
.,

i 'Psec EE#ER A1 K



| IPsecVPN7HYUF10s
KE s &UIPsec 5 T2 7 L0EERR [

RADUS B 7 hovT4 2T

RADIUS Ei7 v T 4 o IR R—FENTWET, Xy hBLXOA 7Ty N o b
FHRNICERESNET,

IKE & & U IPsec 4 T L R T LDOHEEEMA

Accounting Start
IPsec 7 I T 4V ITREESNTVWDEEE, IKEZ 2 —ANKTTHE, ThorT 40 7
Bl a— Rty g CRICAERSIVES, F—BAERTIE FILnwWoT AT 07 ba—R
ARSI ER A,
WIZ, V=4 ETARSNTEY, EESNTND AAA F—NIEEFEEND T T v ML
a—RFERLET,

*Aug 23 04:06:20.131: RADIUS(00000002): sending
*Aug 23 04:06:20.131: RADIUS(00000002): Send Accounting-Request to 10.1.1.4:1646 id 4, len

220

*Aug 23 04:06:20.131: RADIUS: authenticator 38 F5 EB 46 4D BE 4A 6F - 45 EB EF 7D B7 19
FB 3F

*Aug 23 04:06:20.135: RADIUS: Acct-Session-Id [44] 10 "00000OOOL™

*Aug 23 04:06:20.135: RADIUS: Vendor, Cisco [26] 31

*Aug 23 04:06:20.135: RADIUS: Cisco AVpair [1] 25 "isakmp-group-id=cclient"
*Aug 23 04:06:20.135: RADIUS: Framed-IP-Address [8] 6 10.13.13.1

*Aug 23 04:06:20.135: RADIUS: Vendor, Cisco [26] 20

*Aug 23 04:06:20.135: RADIUS: Cisco AVpair [1] 14 "vrf-id=cisco"

*Aug 23 04:06:20.135: RADIUS: Vendor, Cisco [26] 35

*Aug 23 04:06:20.135: RADIUS: Cisco AVpair [1] 29 "isakmp-initator-ip=10.1.2.2"
*Aug 23 04:06:20.135: RADIUS: Vendor, Cisco [26] 36

*Aug 23 04:06:20.135: RADIUS: Cisco AVpair [1] 30 "connect-progress=No Progress"
*Aug 23 04:06:20.135: RADIUS: User-Name [1] 13 "usernamel"

*Aug 23 04:06:20.135: RADIUS: Acct-Status-Type [40] 6 Start [1]
*Aug 23 04:06:20.135: RADIUS: Vendor, Cisco [26] 25

*Aug 23 04:06:20.135: RADIUS: cisco-nas-port [2] 19 "FastEthernet0/0.1"

*Aug 23 04:06:20.135: RADIUS: NAS-Port [5] 6 0

*Aug 23 04:06:20.135: RADIUS: NAS-IP-Address [4] 6 10.1.1.147

*Aug 23 04:06:20.135: RADIUS: Acct-Delay-Time [41] 6 0

*Aug 23 04:06:20.139: RADIUS: Received from id 21645/4 10.1.1.4:1646, Accounting-response,
len 20

*Aug 23 04:06:20.139: RADIUS: authenticator B7 E3 DO F5 61 9A 89 D8 - 99 A6 8A 8A 98 79
9D 5D

TFhoOUoT4 08T

VE—F ET7TOT7a— (IPsecSAXT) MpL b &, THUUT 4 T T v MBAERR
EhEd,

TAUT 4 ZHT b a— FIIROERPEM S E T,
Ty M
Ty FAT
AT b

IPsec EEHER T A K
I -“



IKEE KU IPsec 4 T AT LDHEEER

CEHT— AT
CEH T R

IPsec VPN 7 H o7 124 |

Wi, —H ECERISNET Y AL a— RERLET, 7 h 7y MEtAL 22— R,
EFENTVD AAA F—NIZEEESNET,

*Aug 23 04:20:16.519: RADIUS
*Aug 23 04:20:16.519: RADIUS
*Aug 23 04:20:16.519: RADIUS
*Aug 23 04:20:16.519: RADIUS
len 238

00000003) :
00000003) :
00000003) :
00000003) :

Using existing nas port O
Config NAS IP: N
sending

Send Accounting-Request to 100.1.1.4:1646 id 19,

100.1.1.147

*Aug 23 04:20:16.519: RADIUS: authenticator 82 65 5B 42 FO 3F 17 C3 - 23 F3 4C 35 A2 8A
3E E6

*Aug 23 04:20:16.519: RADIUS: Acct-Session-Id [44] 10 "00000002"™

*Aug 23 04:20:16.519: RADIUS: Vendor, Cisco [26] 20

*Aug 23 04:20:16.519: RADIUS: Cisco AVpair [1] 14 "vrf-id=cisco"

*Aug 23 04:20:16.519: RADIUS: Vendor, Cisco [26] 35

*Aug 23 04:20:16.519: RADIUS: Cisco AVpair [1] 29 "isakmp-initator-ip=10.1.1.2"
*Aug 23 04:20:16.519: RADIUS: Vendor, Cisco [26] 36

*Aug 23 04:20:16.519: RADIUS: Cisco AVpair [1] 30 "connect-progress=No Progress"
*Aug 23 04:20:16.519: RADIUS: Acct-Session-Time [46] 6 709

*Aug 23 04:20:16.519: RADIUS: Acct-Input-Octets [421 6 152608

*Aug 23 04:20:16.519: RADIUS: Acct-Output-Octets [43] 6 152608

*Aug 23 04:20:16.519: RADIUS: Acct-Input-Packets [47] 6 1004

*Aug 23 04:20:16.519: RADIUS: Acct-Output-Packets [48] 6 1004

*Apr 23 04:20:16.519: RADIUS: Acct-Input-Giga-Word[52] 6 0

*Apr 23 04:20:16.519: RADIUS: Acct-Output-Giga-Wor[53] 6 0

*Aug 23 04:20:16.519: RADIUS: Acct-Terminate-Cause[49] 6 none [0]
*Aug 23 04:20:16.519: RADIUS: Vendor, Cisco [26] 32

*Aug 23 04:20:16.519: RADIUS: Cisco AVpair [1] 26 "disc-cause-ext=No Reason"
*Aug 23 04:20:16.519: RADIUS: Acct-Status-Type [40] 6 Stop [2]
*Aug 23 04:20:16.519: RADIUS: Vendor, Cisco [26] 25

*Aug 23 04:20:16.519: RADIUS: cisco-nas-port [2] 19 "FastEthernet0/0.1"

*Aug 23 04:20:16.519: RADIUS: NAS-Port [5] 6 0

*Aug 23 04:20:16.519: RADIUS: NAS-IP-Address [4] 6 100.1.1.147

*Aug 23 04:20:16.519: RADIUS: Acct-Delay-Time [41] 6 0

*Aug 23 04:20:16.523: RADIUS:

len 20

*Aug 23 04:20:16.523: RADIUS:

22 A0

ThorvT4 T8H

Received from id 21645/19 100.1.1.4:1646, Accounting-response,

authenticator F1 CA Cl 28 CE A0 26 C9 - 3E 22 C9 DA EA BS

TAVT 4 Y TEINAR—TNRGE, By varB 17y 7| TOHWIT o T 407
BHREESNET, FEHHBIIRERETT, 7T 4 THE A X —7 M DI,
aaa accounting update =~ > &2 H L £,

WIZ, V=B NOEEEINET T 4 v T EHERLET,

Using existing nas_port 0
Config NAS IP: 100.1.1.147

Send Accounting-Request to 100.1.1.4:1646 id 22,

authenticator 30 FA 48 86 8E 43 8E 4B - F9 09 71 04 4A F1

Router#

*Aug 23 21:46:05.263: RADIUS(00000004) :

*Aug 23 21:46:05.263: RADIUS(00000004) :

*Aug 23 21:46:05.263: RADIUS(00000004): sending
*Aug 23 21:46:05.263: RADIUS(00000004) :

len 200

*Aug 23 21:46:05.263: RADIUS:

52 25

*Aug 23 21:46:05.263: RADIUS:
*Aug 23 21:46:05.263: RADIUS:
*Aug 23 21:46:05.263: RADIUS:
*Aug 23 21:46:05.263: RADIUS:
*Aug 23 21:46:05.263: RADIUS:
*Aug 23 21:46:05.263: RADIUS:

i 'Psec EE#ER A1 K

Acct-Session-Id
Vendor, Cisco
Cisco AVpair
Vendor, Cisco
Cisco AVpair
Vendor, Cisco

[44] 10 "00000003™

[26] 20

[1] 14 "vrf-id=cisco"

[26] 35

[1] 29 "isakmp-initator-ip=10.1.1.2"
[26] 36
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IPsec VPN 7

*Aug 23 21:46:05.
*Aug 23 21:46:05.
*Aug 23 21:46:05.
*Aug 23 21:46:05.
*Aug 23 21:46:05.
*Aug 23 21:46:05.
*Aug 23 21:46:05.
*Aug 23 21:46:05.
*Aug 23 21:46:05.
*Aug 23 21:46:05.
*Aug 23 21:46:05.
*Aug 23 21:46:05. :
.267:

*Aug 23 21:46:05
len 20

*Aug 23 21:46:05
1C

ThooT420M

NOUTA2TD

[F L& BRI

.267:

: RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:

IPsecVPN 7 o o7« o nEEsE I

NAS-IP-Address [4] 100.1.1.147
Acct-Delay-Time [41] 0
Received from id 21645/22 100.1.1.4:1646, Accounting-response,

Cisco AVpair [1] 30 "connect-progress=No Progress"
Acct-Session-Time [46] 6 109
Acct-Input-Octets [42] 6 608
Acct-Output-Octets [43] 6 608
Acct-Input-Packets [47] 6 4
Acct-Output-Packets [48] 6 4
Acct-Status-Type [40] 6 Watchdog [3]
Vendor, Cisco [26] 25
cisco-nas-port [2] 19 "FastEthernet0/0.1"
NAS-Port [5] 6 0
6
6

authenticator 51 6B BB 27 A4 F5 D7 61 - A7 03 73 D3 OA AC

XETT

N

ul]

IPsec X, IPsec VPN T AT T 4 VT HBRETDH LD BICHRETHHLENH Y F7,

IPsec ERBERHAAF
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B PsecVPNTHYUT AU OBRE

FIEDHEE
1. enable
2. configureterminal
3. aaanew-model
4. aaaauthenticationlogin/ist-namemethod
5. aaaauthorizationnetworklist-namemethod
6. aaaaccountingnetworklist-namestart-stop[broadcast] group group-name
1. aaasession-idcommon
8. cryptoisakmpprofileprofile-name
9. vrfivrf
10. matchidentitygroupgroup-name
11. clientauthenticationlist/ist-name
12. isakmpauthorizationlist/ist-name
13. clientconfigurationaddress[initiate | respond]
14. accounting/ist-name
15. exit
16. cryptodynamic-mapdynamic-map-name dynamic-seq-num
17. settransform-settransform-set-name
18. setisakmp-profileprofile-name
19. reverse-route[remote-peer|
20. exit
21. cryptomapmap-nameipsec-isakmpdynamicdynamic-template-name
22. radius-serverhostip-address [auth-port port-number] [acct-port port-number]
23. radius-serverkeystring
24. radius-servervsasendaccounting
25. interfacetypeslot/port
26. cryptomapmap-name
FIBDEHE
ARV NEERTI V3 Y BeY
ATw71 |enable ¥t EXEC £ — F& A X —7 VT L%
R
*AAV—REASILET (ERSh
Router> enable 7’:",}57{5\) .

IPsec MRS A K
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AT RFEREETOVa Y

E:)

AFw 72 |configureterminal sa—rLary 7 4 Xalb—y gy ET—
RN%BHie L £,
£ :
Router# configure terminal
ATw 73 |aaanew-model T T 47— RNTRESNDE
W7 Ao T4 7 va—Red
11 R—=T W LET,
Router (config)# aaa new-model
ATvT4 aaaauthenticationlogin/ist-namemethod RADIUS F 7213 v — A )V HE T, ir,
FFAlL B L OMEIRRE ] (XAUTH) ©7 %
K TUT 47 (AAA) FREEEFATLE
Router (config)# aaa authentication login cisco-client jfo
group radius
A5 w5 |aaaauthorizationnetwork/ist-namemethod RADIUS ¥£7zidm—H b, UE— |
74T b ED AAA R NT A —F
i ERELET,
Router (config)# aaa authorization network cisco-client
group radius
ATvT6 aaaaccountingnetworklist-namestart-stop[broadcast] group RADIUS F 7213 TACACS+ {4+ A3
group-name BOMEEITEX 2V T 0 DTEDIT,
BRENTZT—EADAAAT BT T ¢
1 - VI A R—T I LET,
Router (config)# aaa accounting network acc start-stop
broadcast group radius
ATFwT] aaasession-idcommon I— LNOEEAAA T H T TF 4
P—bER H A7, ALty aID
i - AT 20E S X, 70
Router (config)# aaa session-id common 7 A 7 v]j-% =P &/‘) 70&1% L/-/C/E‘:f‘i
Ly arIDEEIDETLINE S
ZIRELET,
RFw 78 | cryptoisakmpprofileprofile-name IPsec =— v a v HEAL,

51 -

Route (config)# crypto isakmp profile cisco

isakmp-profile ¥ 7€ — R Z B L £ 77,

IPsec ERBERHAAF
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IPsec VPN 7 ho o T4 24 |

AT RFEREETO VI Y

E:)

2Ty F9 |vrfivef FoTw U R T RLVR =k N—
FxNTITAXN—F Ry NT—7
i - (VPN) Routing and Forwarding (VRF)
Router (conf-isa-prof)# vrf cisco /]) YARA \/7\% e F%@’fﬂ’cj-ij_c
AT w710 |matchidentitygroupgroup-name ISAKMP 711 7 7 A LD ET D ID % —
11 :
Router (conf-isa-prof)# match identity group cisco
X w711 |clientauthenticationlist/ist-name Internet Security Association and Key
Management Protocol (ISAKMP) ~'& 7 7
i - A VN D IKE YLIRFRGE (XAUTH) Z5%
Router (conf-isa-prof)# client authentication list cisco KElJEEij
AT w712 |isakmpauthorizationlist/ist-name ISAKMP & 7 7 A LIND AAA H—
Zffi ] LT, IKE A RE I JOZ Ol
i DINT A= EHmELET, —Miz, 3
Router (conf-isa-prof)# isakmp authorization list %?ﬁ%%ﬁ%ﬁJ:(ﬁ%fg)ﬂﬁa)/gfaf”'"7li\
cisco-client *— F%E (MODECFG) #4L7T., VU
EF—RETAT v vaInET,
AT w713 |clientconfigurationaddress[initiate | respond] ISAKMP & 7 7 A LN T IKE &— N#%
& (MODECFG) #a%E L £7,
i -
Router (conf-isa-prof)# client configuration address respond
AT 714 |accountinglist-name ZDISAKMP 7' 11 7 7 A )L %41 L CHEfi
LTWATRTOETDAAA T H T
il T4 = REA F—T M LE
Router (conf-isa-prof) # accounting acc 7?0
AT 715 | exit isakmp-profile 7 — R &K T L ¥ 7,
1 :
Router (conf-isa-prof) # exit
AT w716 |cryptodynamic-mapdynamic-map-name dynamic-seq-num EAFIv I 7V v~y T L—

51 -

Router (config) # crypto dynamic-map mymap 10 ipsec-isakmp

FafERE L, 2V R~y ar Ty
Xal—iaravry FE—R2liGL
7,

i 'Psec EE#ER A1 K
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IPsecVPN 7 h o VT 4 VT DERE

AT RFEREETOVa Y

E:)

X v 717 |settransform-settransform-set-name IV v~y T T — Nl RE
MET AT x—b kY FEtEELE
15“ . _aAO
Router (config-crypto-map) # set transform-set aswan
T v 718 |setisakmp-profileprofile-name ISAKMP 7u 7 7 A VA4 EZRELET,
i -
Router (config-crypto-map) # set isakmp-profile cisco
Z w519 |reverse-route[remote-peer] N—hk (IP7 RV A) Z, VPNUE— |
ho L=y RARA Vb OFEH% ORI
i : KLTHEATEDL LT LET, £,
Router (config-crypto-map) # reverse-route R ‘/Z‘\/I/AI‘/ }\/—ﬁ/l’ b ﬁ ﬁﬂlﬂﬁ“é
N—h ERETHIEHAMRETT (7Y
7"k <~ v 7 ® remote-peer ¥ — 7V — K%
EHLET)
RATwvT20 | exit EAFIv 7 7V T h~wyT arry
¥al—varyE®E—FeKTLET,
11 :
Router (config-crypto-map) # exit
R w721 |cryptomapmap-nameipsec-isakmpdynamicdynamic-template-name| 7 J N <X a7 4 XalL—3 g
T—FzfmL£7,
151 :
Router (config) # crypto map mymap ipsec-isakmp dynamic dmap
R T w 22 |radius-serverhostip-address [auth-port port-number] [acct-port |RADIUS H— N =& FEHEELET,
port-number|
151 :
Router (config) # radius-server host 172.16.1.4
AT w723 |radius-serverkeystring JL—# 1 L O'RADIUS 7 —E VD F
TORADIUS 2 X = =/ — 3 > DOFEGE
i - F—BIUOHEX—2HELET,
Router (config)# radius-server key nsite
AT w724 |radius-servervsasendaccounting R —EHEBEERE UERT A0

51 -

Router (config) # radius-server vsa send accounting

2. Ry NT—2 7R E R
Liﬁ—o

IPsec ERBERHAAF
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AT RFEREETO VI Y

E:)

ATy T2

interfacetypeslot/port

51 -

Router (config) # interface FastEthernet 1/0

A H—T 2 AfA AZATEHREL, AV
R—T A AL T4 Fal— g
T— FEBBLET,

ATvT26

cryptomapmap-name

&1 -

Router (config-if) # crypto map mymap

A B —T x4 AZK LU TCURNZER S
N7V =y ey FEBALE
T

THAIVT 4 VT EHDHRE

Yyary lup) T YT 4 TEFEZFET DT, ROEBEOIEEZFEITLET,

FIEDHEE

F IR D48

[T L& BHIIC

IPSec VPN 7 H T 4 I, THI VT 4 T EFORERNCHRET ILENH Y £9, 3
FNZDOWTIL, IPsec VPN T H T 0T 4 T DORIE, (49 2—) ZHBLTLIEE,

1. enable
2. configureterminal

3. aaaaccountingupdateperiodicnumber

ARV KRNEREETOVaY

=)

ATv I

enable

151 -

Router> enable

¥iHE EXEC E— R& A 3 —7 M LFET,
cRATV—KREANLET (ERENEZHS) .

ATy T2

configureterminal

1 -

Router# configure terminal

Ja—rar 7 4 Fal—iaryE— REBLE
7

i 'Psec EE#ER A1 K
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IPsecWPN 7 h oo F 125D r5TLva—F425 I}

AT FEREETOVa Y

E:g)

ATvT3

aaaaccountingupdateperiodicnumber

&1 -

Router (config)# aaa accounting update

periodic 1-2147483647

UEE) THhHU T 47 P —NITEE SN D EWI
7T 4 La—ReEA4 32— LE
ﬁ‘o

IPsecVPN 7 H O T4 V9D TN a—Ta09

IPsec7 T T 4T AR MIETDIA v E—VE2FRT DT, ROEEOEEEZIATLE

FIRDEE

FIEDFH

B

1. enable

2. debugcryptoisakmpaaa

ARV RFEEETIa Y

EL:)

ATy T

enable

51 -

Router> enable

¥ EXEC £ — R& A x—7 /W LET,
*NRNATU—REANLET FEREInHE) ,

ATvT2

debugcryptoisakmpaaa

1 -

Router# debug crypto isakmp aaa

IKEWCETAZRA v =% FRm LET,

taaaX— U — RNICE-T, TATT 4T AU B
DIEESIET,

IPsec ERBERHAAF
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B PsecVPNTHY LT 1 S DRER

IPsecVPN 7 hO > T4 20 DEETEH

THOoOUoT4 ULV ISAKMP 707 7 A LI

WIS, THY VT 4 v PBEISAKMP 707 7 A VO B— N T /XA I I T M
YR N BB ORET HHEELET,

version 2.1

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname sheep
|

aaa new-model
|

|
aaa accounting network ipsecaaa start-stop group radius
aaa accounting update periodic 1
aaa session-id common

ip subnet-zero

ip cef

|

!
no ip domain lookup

ip domain name cisco.com

ip name-server 172.29.2.133

ip name-server 172.29.11.48

|

!

crypto isakmp policy 1
authentication pre-share

group 2

|

crypto isakmp policy 10
hash md5
authentication pre-share
lifetime 200
crypto isakmp key cisco address 172.31.100.2
crypto iakmp client configuration group cclient
key jegjegjhrg
pool addressA

crypto-isakmp profile groupA

vrf cisco

match identity group cclient

client authentication list cisco-client
isakmp authorization list cisco-client
client configuration address respond
accounting acc

|

1

crypto ipsec transform-set esp-des-md5 esp-des esp-md5-hmac
|

crypto dynamic-map remotes 1

set peer 172.31.100.2

set security-association lifetime seconds 120
set transform-set esp-des-mdb

reverse-route

|

crypto map test 10 ipsec-isakmp dynamic remotes
|

voice call carrier capacity active
|

IPsec MRS A K
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7hooT4aoT8ECISAKMP 7o 740 |

interface Loopback0

ip address 10.20.20.20 255.255.255.0
no ip route-cache

no ip mroute-cache

|

interface FastEthernet0/0

ip address 10.2.80.203 255.255.255.0
no ip mroute-cache

load-interval 30

duplex full

|

interface FastEthernetl/0

ip address 192.168.219.2 255.255.255.0
no ip mroute-cache

duplex auto

speed auto

|

interface FastEthernetl/1

ip address 172.28.100.1 255.255.255.0
no ip mroute-cache

duplex auto

speed auto

crypto map test

|

no fair-queue

ip default-gateway 10.2.80.1

ip classless

ip route 10.0.0.0 0.0.0.0 10.2.80.1

ip route 10.20.0.0 255.0.0.0 10.2.80.56

ip route 10.10.10.0 255.255.255.0 172.31.100.2
ip route 10.0.0.2 255.255.255.255 10.2.80.73
ip local pool addressA 192.168.1.1 192.168.1.253
no ip http server

ip pim bidir-enable

|

|
ip access-list extended encrypt
permit ip host 10.0.0.1 host 10.5.0.1
|

access-1list 101 permit ip host 10.20.20.20 host 10.10.10.10
|

|
radius-server host 172.27.162.206 auth-port 1645 acct-port 1646 key ciscol23
radius-server retransmit 3
radius-server authorization permit missing Service-Type
radius-server vsa send accounting
call rsvp-sync
|
1
mgcp profile default
|

dial-peer cor custom
|

|
gatekeeper
shutdown
|
!
line con 0
exec-timeout 0 O
exec prompt timestamp
line aux 0
line vty 5 15
ntp server 172.31.150.52
end

IPsec ERBERHAAF



IPsec VPN 7 ho o T4 24 |
B SAKMP o T7 A LBELOT AT 1 5

ISAKMP 0 7 A VG LDTFT hoT 4 2Tl

WIZ, ISAKMP 7’ 7 7y A VIMERH SN TWAR W T Ao T 4 v 7 VE— K 778 A BT
ZHAR— 1% Cisco I0S XE EELEDOHE 277 LET,

version 2.1

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname sheep
!

aaa new-model

|

!

aaa accounting network ipsecaaa start-stop group radius
aaa accounting update periodic 1
aaa session-id common

ip subnet-zero

ip cef

|

1

no ip domain lookup

ip domain name cisco.com

ip name-server 172.29.2.133

ip name-server 172.29.11.48

|

1

crypto isakmp policy 1
authentication pre-share

group 2

|

crypto isakmp policy 10

hash md5

authentication pre-share

lifetime 200

crypto isakmp key cisco address 172.31.100.2
|

!
crypto ipsec transform-set esp-des-md5 esp-des esp-md5-hmac
|

crypto map test client accounting list ipsecaaa
crypto map test 10 ipsec-isakmp

set peer 172.31.100.2

set security-association lifetime seconds 120
set transform-set esp-des-mdb

match address 101

|

voice call carrier capacity active
|
interface Loopback0
ip address 10.20.20.20 255.255.255.0
no ip route-cache
no ip mroute-cache
|
interface FastEthernet0/0
ip address 10.2.80.203 255.255.255.0
no ip mroute-cache
load-interval 30
duplex full
|

interface FastEthernetl/0

ip address 192.168.219.2 255.255.255.0
no ip mroute-cache

duplex auto

speed auto

|

interface FastEthernetl/1

IPsec MRS A K
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ip address 172.28.100.1 255.255.255.0

no ip mroute-cache

duplex auto

speed auto

crypto map test

|
no fair-queue

ip default-gateway 10.2.80.1

ip classless

ip route 10.0.0.0 0.0.0.0 10.2.80.1

ip route 10.30.0.0 255.0.0.0 10.2.80.56

ip route 10.10.10.0 255.255.255.0 172.31.100.2
ip route 10.0.0.2 255.255.255.255 10.2.80.73
no ip http server

ip pim bidir-enable

|

!

ip access-list extended encrypt

permit ip host 10.0.0.1 host 10.5.0.1

|

access-1list 101 permit ip host 10.20.20.20 host 10.10.10.10
!

|
radius-server host 172.27.162.206 auth-port 1645 acct-port 1646 key ciscol23
radius-server retransmit 3
radius-server authorization permit missing Service-Type
radius-server vsa send accounting
call rsvp-sync
|
!
mgcp profile default
|

dial-peer cor custom
!
!
gatekeeper
shutdown
|
!
line con O
exec-timeout 0 0O
exec prompt timestamp
line aux O
line vty 5 15
|

exception core-file ioscrypto/core/sheep-core
exception dump 172.25.1.129

ntp clock-period 17208229

ntp server 172.71.150.52

|

end

ZTDDSEER

EEEH

ESPERLYS! YXZaTFIL B4 ML
AAAT BT T 4 VT DFRE [ Cisco I0S XE Security Configuration Guide:

Securing User Services] @ TConfiguring
Accounting] E ¥ = —/L
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ESPEBEY=]

XZaFILEA ML

[Psec VPN 7 H 7 T 4 v T DHRIE

[ Cisco I0S XE Security Configuration Guide:
Secure Connectivity] @ TConfiguring Security for
VPNs with [Psec| €& =—/L

JEAR AAA RADIUS O E

[ Cisco I0S XE Security Configuration Guide:
Securing User Services] @ [Configuring
RADIUS] €Y =2—/b

ISAKMP 7’12 7 7 A L DB TE

[ Cisco I0S XE Security Configuration Guide:
Secure Connectivity] @ T[VRF-Aware IPsec]
Y a—)b

TACACS+ 3 X X RADIUS TOHE[R L ~)L

* [Cisco 10S XE Security Configuration Guide:
Securing User Services] @ TConfiguring
TACACS+] EY =2—/L

* [Cisco 10S XE Security Configuration Guide:
Securing User Services] @™ TConfiguring
RADIUS] € =—/b

IPEXx=UT ¢, RADIUS, BLNAAA =~
NN

[ Cisco 10S Security Command Reference]

TH 24~

2L, -

MIB MB®D!Y Y

2L, BINL7-77 Y 74 —2A4, Cisco Y7 hU =

7T IVY)—X BIXOYT74—F ¥ &y FDOMIB
ERBELTH U e— KT 58581, RO URL
123 % Cisco MIB Locator Zf# i L £,

http://www.cisco.com/go/mibs

i 'Psec EE#ER A1 K
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RFC

ric

DRADTY ZHILHER—F

RFC 24 b
2L,
A >y

VAaADYR— b Web VA FTIE, vAaID
LT 7 /=BT T Ty a—
T4 TR ESTWERETDH LI, ~v==
TR —NEIZLOETIEERAF L TA
VY —2%RME L TWET,

BHENOHEOEFX 2 U7 ¢ FROHEINE R A
ANFT 572912, Cisco Notification Service (Field
Notice 7> 7 7 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOKFES—ERITMATE T,
TAADYR— K Web A FDY— T I
t 24 BE. Cisco.com D —HID ¥ LU
AT — RINETT,

http://www.cisco.com/cisco/web/support/index.html

IPsecVPN 7 hO T 4 >0 OMEBEIFHR

ROFIZ, ZOFEY2— /LT L7eEEICET2 Y ) —AfFRE R LET, ZOoRT Y7 |
D=7 VY= bLA U TEBEDOT R— FRHEASNEEDY T Fy =T VI —R7Z1T %
ARLTWET, TOMEEIX, FFICHD BRWIRY . 2RO —#HDOY 7+ o =7 U U —ZThH

PR—bSNET,

Ty N7 —LbDYR—FBLOV AT YT MY =T A A=V OV R— MIET LIERE MR

951X, Cisco Feature Navigator Z i L =77,

Cisco Feature Navigator |27 7 £ A3 51214,

www.cisco.com/go/ctn IZBE) L £ 9, Cisco.com D7 7 2 MIMLEDH D £H A,
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HRE

Iy

yy—2

HAETEHR

IPsec VPN 7 7 > T 4 7

Cisco IOS XE Release 2.1

IPsec VPN 7 17 T 4 > 7 1%
REfEHITIUE, By arn
PR SN D LTI D& 45
RTBHZEIZELH-T, Byva
CETHO T 4T TEE
¥

VPN & vz 213, IKE SA
B IO IKE SA (2 X > TR
SNDH1OLEDSANTEL
TERINET, Byiar
1%, BWAID IPsec X7 DMERK &
o LB L, §XTO IPsec
SA BHIRS LD LfFIE L%
o

Ty ia iR L O
a AFFRBUE DS, AR
7% RADIUS J&t3H LUV VSA &
Jr LT, RADIUS #—N|ZJEX
ET,
WD~ RH, FIEAE
TIIERESNE LT,
clientauthenticationlist,
clientconfigurationaddress,
cryptoisakmpprofile,
cryptomap(globallPsec).
debugcryptoisakmp .,
isakmpauthorizationlist,
matchidentity,
setisakmp-profile, vrf,

IKE: { % —%v hF—x2 7 AF Y, IKEIZE->T, F—DMERY—EX (IPEF=V

74 (IPsec) 72L) O2bDIAEF 2T 4 AN —FBLUOFRREF — DL S E T, [Psec

NZ 7 4y 7 BRI EDEIT,

- AZHHLET,

i 'Psec EE#ER A1 K

H.

V=B T AT U=, KA RZRENTE T OID ik
THLERHY £, TR, FAEAX—EHA 2 MCFBTALT S, iR (CA)
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IPsec : IP %=V T ¢, IPsec|IA—7 L HKDOT7 L —LU—7THY, ZHICLY, BT
MICTT — 2B, 7 — XM, BIOT —¥FEENERMEINET, IPsec T, ZnbHot

X2 T4 P—ERANRIP LA VY THEIINET, IPsec TiX, 2—H NV R —IZE SN 7 1
FapL7 LI XLAOXITT— g 0 OUBEL, IPsec|ZfEH SN DR —O Gl —0/4&
A, IKEZ# U CirhbnEd, IPseclid. LHOKRA MH., HOEF=2V T 4 F— b= A R,

FrFtEX 2V T4 = T2 A EFRARMETLIOULEDT —% 70— 2 {R#ETH7=DIHEHT
TET,

ISAKMP : f ' Z—F v b ¥F 2T 4 7TV —2a BLOF—HH 70 k=L, ISAKMP
I, Ex2 V754 7Y vZ—varoxravm—ar, WY, BE. BIOHIBREITY A~
X —F v K IPsec 7’1 k=)L (RFC2408) T9, F/z, F— é&kiomﬁf—&<ﬁm®%~
HERAD =X ETMILCWET) | F—fr 7o b, BEE(b7 v XA, 13585
A= AL RIS IET,

L2TP vy ay: LAY 28mik7 o haj, L2TPIE, BE—DPPP D bR U » 73R —
rENF, RRIPT7 7k A arkr hb—4% (LAC) & 12TP %Ry hU—27 #—,3 (LNS) DI
BUDHEENT Y7 a 0TI, PPPEf, L2TP vy v a sy, BIOL2TP 2—/LORIZ 1 %f
1 OBMERH D £,

NAS: %y hU—2 77 EA P —s3 NASIE, X7y hOR (S —3%y M Y) CERR
OF (NREZFZAHN PSTN) ) EOMDA L Z—T oA RAERDBIZAaDT Ty N7 4—2A0
(FRFEHDOT T F T3 —LDHEFE Y, AccessPath VAT L7p E) T,

PFS : Perfect Forward Secrecy (5eE#nkf%) . PFSIE, HE H SN2 A MEEIZBE T 515
FETd, PFSZMEMT 5L, 1oDOF— W%ﬁbhf%\:ﬂﬁ%@%*ﬁﬁ@%*@@%ﬁ#
SEGE NN, ATBLOCLBEO X —IZITEEL 8 A,

QM:#1—7*~V¥OGmﬂﬂ@wﬂhm@%EQM)ﬁ\4V?U9IVFT\EN—X
O, =)V BIONLV—TFT 7 Y Ua2—3THY . CiscoIP Contact Center (PCC)
Ya—ardD—Ee LT, MhRa— VA7 g URNERIEENE T,

RADIUS : UV E— FEFEX A YA 22— P —E X, RADIUS IZ. TF LFE LU ISDN #kE D
Tk, BIUEEFRO N T v X T DD T — X _—ATd,

RSA : Rivest, Shamir, 33 J U Adelman, Rivest, Shamir, 35X O Adelman (%, H55E{bIs L OFERE
WA TR A — S S by AT L DFEWET-H T,

SA:tFa VT4 TYvE—Vvary, SAR, T 7r—llEflens a7 R —
BLOF—HERDOA A A TT,

TACACS+ : Terminal Access Controller Access Control System Plus, TACACS+ N :L~‘Tf ZEon—

HEFITFRY NT—7 T B AP —_~DT 7 & ZARFTOE R 72 fE R [ R =)
T4 TV = arTY,

VPN : XR—F %)L FIZ3A_X—h Ry hU—ZJVPN ZEHTH L. Xy NU—JBONT T 4 v
I HTRTEEbT 22810k, T U w7 TCPIP Xy hU—J#HETHIP T 74 v 7 %
THxRTICHRETEET, VPNIZ [ hox Uo7 2L T, IP L UL TTRTCOFREEE
(A3

VRF : VPN L —F > JJiizk (VRF) A > A XA, VRFIZ, IPV—TFT 4 7 T—T7 ), B
INEN—=T 4 T T—=TN, TON—TFT 4 T T—=TNEERTL—EDA L X —T =1 A,
N—TFT 4T T =T MR EINDLDERET D —HONL—ABLION—TFT 7 7 hajl
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B ==

THER SN TWET, —¥IZ. VRFIZIEX, PEL—ZIZFIMENB D A X <— VPN %A FREHR
SNTN—T 4 TR TOET,

VSA : N —[EARYE, VSAIL, FFEON X —IC K-> THRESNTEMTT, Vendor-Specific
BIESERH ST fER. AV T R e b EivE T, FEARMIZIX, Vendor-Specific= 7’1 k=
JL:Attribute = fE & 72 0 £97,

XAUTH : $53EZ8EF, XAUTHZ, IKE 7=— X1 ¢ IKE 7 =— X 2 ORICHBIT 2{EE DA T
9, XAUTH TiE, v—# 0, (ET7ORIETIER L) EEO2—FOIRZFERITICE VT, Bl
OFBIEEHRE ER L5,
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IPsec Usability Enhancements #§#E Tld, IPsec N—F ¥ /)L 7T A _X— K xv hTU—72 (VPN) D
REBIOE=ZY) U7 ZHRICT OMENEASNTWET, ZOEEEOFIE E LTI, IPsec
BLOAS v Z =2y b =% (IKE) OA 7YY= b7 744 b, X0 Psec VPN %
HICHERB IR NI TN a—TFT 4 7 TE LR ERH Y £7°,
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A Y = 5]

WEEIFER D MERR
THERHOY 7 27 VU —RATiE, 2OFY 22— L TitBAENE T XTOEENRTHR— &N
TS EIFRY A, EETOBRET R X OEEIZ- DV TIE, Bug Search Tool 38 L O'ZHEH D
Ty b7 —2BLRNY T 2T V) —=ADV Y —R /= EZHLTLLEIN, ZOF
Va— VIREEN TV OEEEDEMZ R L, SRESYR— s Tnd ) V=20 X b
EHERT DG A1E. ZOEY 22— VORKIZH OEREIHFROXREZZRL T ZI N,
TTy R A= LD R— PRIV R YT vy =T A A=V OV KR— MIMET D IERE HHR
9% 121, Cisco Feature Navigator % ffi il L £, Cisco Feature Navigator (27 7 & 29 521X,
www.cisco.com/go/ctn (ZFEHEN L F9°, Cisco.com DT AV > MILEH Y FHA,

IPsec EEEHER S A K
I -“


http://www.cisco.com/cisco/psn/bssprt/bss
http://www.cisco.com/go/cfn

IPsec Usability Enhancements |
[ | IPsec Usability Enhancements D RIT{Z 54

IPsec Usability Enhancements D RIIIE 514

*IPsec, IKE, 3 &GS LD ME TS,
*IPsec #iRE L., V—H ELDIKE ZA 3r—7 ML TBLSMLERH Y F7,
*JL—% ETCiscolOS XEK9 B A A—T B FATTHMENRH D F97,

IPsec Usability Enhancements (259 % &k

IPsec DHLE

IPsecid, A > ¥ —F v MEFFRIAEZEES (IETF) (XTI A—T7 VO 7 L —
LT =7 ThHO, X7V 7 X2y hT—7 20 L THEEEOEWEREZEETLEICEX2Y
T4 EER L E T, IPsecld Yy FU—ZJETHRE L. Cisco/l—Z 72 EOBNNL TV 5 [Psec 2
(E7) MDIP 37y MaR#ES LOREREL 97,

IPsec Tix, 2 2OETICKIT DX 2T b gt anE 4, EEOEW S ry b &
EFL, TONT Y FaINbDEXFa TR bR EN L TEREIND LIICERTEET,
Flo. FORNVOREZIEET HZ LICL T, ZOX I ITHEEEORW ATy MRS 57
DIHEHENDH/NRNT A—FHERTEET, Psec ETIZL ST O XD ITHEEDEV T b
DB ENES, TOETICE->T, WO Fa TR MU RARRESI, TD/7 v Fn
FoxAnBHUE— R ETICEFESNET,

IPsec D EhE

IPsec DENEIL 5 DOEARM L FIETHRE SN TWET, RERD T 7 427 Oikhl. IKE
Tx—X1, IKE7x—RX2, bR/ EIXIPsec B a Ot L THRHEIZ RO
B¢,

ATV TN H/RELD ST 190 DEF

VPN 731 22 L 2T, RRRDO T 7 4 v 7 DEVRREEO RSy F GRS L E
9, IPsec MEEMEDE Ny MZEHA SND 0, STy R AL RSN E0, £20E, Y
Ty NRBEESNET, T T4 v I DX A TITESE, IPsee NEAESNDE, IKE 72— X 1
MRS NET,

ATYv T2 IKEZ7xT—X1

IKEtXx=2UT7 4 R —DORIAT— 3 BTV, BXaTRF ¥ RVEMENT H-0IT,
VPN T /31 AT 3 BORZHNFEITSINE T,
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IPsec Usability Enhancements ;&R 7% [ |

BADZHEDE, VPN T A 22K > T, IKERWER#ET HT2DDIKE N T VAT r— Lty
O~y F o 7ORIT = a P TOIL, EORER, 7 % Internet Security Association and
Key Management Protocol (ISAKMP) 7R U > —23fEN, 4vE 3, ISAKMP R U > —%, KE{b7 v
FY AL, Ny Ta T NVITY XA BEET VI AL, T7 4 —~<r (DH) ZV—7 B
VT ATHA L IRTA—=FTHERENTHET,

8§TIHDT 7 4 /L N ISAKMP AR Y & =3 R — h S TWES, 774/ b ISAKMP R Y > —D
MOV TR, IKE 7 =— X 1ISAKMP 7 7 4 /L b R Y & —Dffg8, (67 X—2) &#ZMLT
<EEWN,

2 % H D22 #l 3 Diffie-Hellman 4244 T, ARE N ML SN E T,

3HFEHORTIZ, BT DT AT T 4T A BGESNET, ET7NRAEEND L, IKET =—X
2B SIET,

ATv T3 IKEJxT—X2

VPN 734 A2 LT, IPsec 77— % DRGEICHEHEIND IPsec X =2 U T 4 AU —DFRITY
T—3arBNTFbNET, IPsec hTFG v AT —L By FRAXRITT— FINFET,

NV AT =2y MI, Xy NT—F v I T7 407 08Fa )T 40 NI V—%HIETDHT
NITYXLBIOT 8w havOlAELETT, 77408 RV AT+ —0F Yy FOFEMIZD
WX, 74/ FIPsec FT U AT 3 —A Ty FOWER, (123—) ZBRBLTLEE N,
VPN R RAFESIOMENTEX F LT,

27w 7 4 : Tunnel--IPsec M FEL

VPN 7/ AZE T, BF =2V T 4 —E RN IPsec M7 7 1 v 72 S 4L, RIT, IPsec
F—ENEEEINET, EX2UT 4 TV —Tar (SA) BETRTKHEINET, IPsec
tovalrnNT T4 T, rIAvE—FENTEXF 2V T4V EAR IRV NT T 4
JIZH#EH S NET,

ATYTE: FURILDERT

IPsecSA A 7 XA LDEA LT T NBRETEZN, Ny N oo 2RBiEdseE, horxrn
DU X E 9, IPsec SA BHIFEEILE T,

IPsec Usability Enhancements ;& B A%

IKE7 x—X1ISAKMP 774 JL b 7R O —DHEER

IKE 22— a URBBEND L, ETICL o THBERY > —oHARIT S, BixY
EF— M ET ETHESINEZRELEWT TAT VT 4 2R oR ) =06 GSnET, —EBF
HETHET, ETICEST, RV —Fky boxavz—yvarMibhEd, Fericdmo
R — vy NPEBGET DHAE, ROBEWT T4 5V T 4 Z2ROFSMEHINET,

IPsec ERBERHAAF
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B KEDZ—X1ISAKMP T 4L b K S —DHER

IKEZ7 =— X1, ISAKMP, "YU > —D7 T4 4V T 4 OFFHAB L OEMEIC L > TERE SN
RV —D3ODTNV—TNHY E£9,

* 7 74/ M ISAKMP RV ¥ —, HEWIZA F—T MZSnET,
* 2 — ISAKMP % EHR VU 2 —, crypto isakmp policy =~ > F&fH L TRETEE 7,
* Easy VPN ISAKMP 7~ Y & —, Easy VPN g% &I A Al RIC S E T,

ZOWETIE., ISAKMP RY > —D 35D 7 A —FIZB LT, AVWOBZROF TOEMWE, FHF 0
RNY —%i@ 2 show 2~ REMH L CTRET B HE, BXO, 774/ FMISAKMP AR Y o —
T 4 —T MIT D HEICOW TR LT,

FIAILFIKEZz—X1KR1Y S —

SFEFHDT 7 4V FIKE 7 =— X 1, ISAKMP, ARV v —RHPR—FENTHET (F£E2S
) . BEWWIZA 2 —7 /2SN E T, cryptoisakmppolicy =~ > R&fEH L CIKE RV > —%
FEICRE L TWRWEA . £ 7213 nocryptoisakmpdefaultpolicy =~ > KZHH L TF 7 /1 b
IKERY =% L THRWES, E7 IKEX T — g HET 740 O IKE R Y
—0MEH &ivE 9, showeryptoisakmppolicy =~ > K & 72 |% showeryptoisakmpdefaultpolicy =
<~V ROWTNNEFITLT, T 74/ FOIKERY —BMEH SN TNWD Z & 2R TE ET,

B EXa VT OBBE., TSRS 50 OB SAEEINTHICE L L T ET, v Aa0k
HOREFALICEE 4 A HELEFIEIC O\ Tl [Next Generation Encryption (NGE) ] RD A bk ~—
NR—%ZR LTI,

FIFNFIKERY —ICkoT, RORY —ty h XRTRA—EZREHRXINET,

* T AFT VT 4, 65507 ~ 65514, 65507 BRI bLEWT T A A VT 4 T, 65514 g bRV
TAZFTVT 4,

* SWFF 7., Rivest. Shamir. 32 " Adelman (RSA) F7-13FwidAa¥x— (PSK) .

* 5552, Advanced Encryption Standard (AES) 721 Triple Data Encryption Standard
(3DES) .

* Ny v B Secure Hash Algorithm (SHA-1) & 72 1% Message-Digest algorithm 5 (MD5)
* DH 7 /L — 714k DH2 %721 DHS,

*DH2 Tl&, 768 £ b DH 7/ /L —7PEE SN ET,

*DHS Tif, 1536 E'> F DH /v —7BIFESET,

IPsec MRS A K
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IKE7z—X1ISAKMP 77+ L+ Ky o—o®ZE

A

()  3DES., MD5, BXU'DH Z/b—7" 1, 2, 5 OfEAITHERE L A, VA aDEHORSbIC
B9 A HEREIA|IZ DV Tid,  [Next Generation Encryption (NGE) | ARU A k ~X— —% R
LTL7EEW, IKEXEDFEMIZDOWTIL,  [Internet Key Exchange for IPsec VPNs Configuration
Guide] @ TConfiguring Internet Key Exchange for IPsec VPNs| OFEZZH L T 7Z 30y,

R7:TIAIEIKED =—X 1, ISAKMP, K') 2—

T3A4F ) T4 | FE5 51 Ny Diffie-Hellman
65507 RSA AES SHA DHS
65508 PSK AES SHA DHS
65509 RSA AES MD5 DHS
65510 PSK AES MDS5 DHS
65511 RSA 3DES SHA DH2
65512 PSK 3DES SHA DH2
65513 RSA 3DES MD5 DH2
65514 PSK 3DES MD5 DH2

I—HEHRFEIKER!) o —

crypto isakmp policy =~ F&ZHHAL T, IKERJ > —%2HETEET, 2—VPREIKERY
RIS, 1~10000 DFEEPFHDO T T A AV T 4 BENMEHEN TRESNET, 1M
BLEWT T A4 T T, 10000 13 BIERWT T A AU T 0TI,

1 ~10000 D754 F VT 4 2F>1 DU EDIKERY > —%FHELERITRDO EBY T,
*ETIKERXITvxz—arflca—FRER) o —nEHEINET,
LT IKERIT = — g HIZF 74V FIKERY —BEH I ET,

* show crypto isakmp policy =~ > FZ #7252 LICL>T, =2—FREFNV > —%FKRT
TET,

Easy VPN ISAKMP K1) & —

Easy VPN ( [Easy VPNISAKMP KU v —, (69 X—2) | 25M) Z2HELEA, AT
77 4/ b Easy VPN ISAKMP 7R U 2 —I%, 65515 ~ 65535 O#HDO T T A 4V T 4 FKHTEIT
R SAVET, 65515 IR b EWT TA A VT 4T, 65535 3R bBENT T4 A4V T 1 TH,
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ZL—73 Easy VPN Z 5% & L7/ Rk D L B0 TF,

* "7 Easy VPNISAKMP % 3 —3 g »HZ, 57 4 /L k EzZVPNISAKMP R U o —F L8
F7H NV KMIKERY —NMERH SN E T,

* showeryptoisakmppolicy =~ > K& %1795 Z £ 12X 5T, Easy VPNISAKMP 7R U v —3F &
U7 74/ FIKERY =2 FRTEET,

* 7 7 4/ h ISAKMP 7~ U > —I|%, nocryptoisakmpdefaultpolicy =~ > R & %1T L THHIZ L
72 R Y | showeryptoisakmpdefaultpolicy =~ > K& %174 % L FranEd,

FIEOBME
1. enable
2. showcryptoisakmpdefaultpolicy
3. configureterminal
4. nocryptoisakmpdefaultpolicy
FlED
ARV RFERET7TIV3 Y B#)
ATy enable ¥t EXEC E— R& A R—7 M LET,
i CNAU—REANLET (FERSNTEHE)
Router> enable
2Ty T2 showcryptoisakmpdefaultpolicy EE) 1~10000 D77 A4 F VT 4 ZEFORY —NR
BRESNTWRWES, 77 4/V K ISAKMP R U > —
i EFRRLET,
Router# show crypto isakmp default
policy
ATFvT3 configureterminal Jua—N) a7 4 Fal—aryET— NEEEBLE
R
11
Router# configure terminal
ATvT4 nocryptoisakmpdefaultpolicy (fEE) 65507 ~ 65514 DT T A4 AV T 4 BFFOT 7

1 -

Router (config) # no crypto isakmp
default policy

JL R ISAKMP R U & —Z A 712 LET,

i 'Psec EE#ER A1 K
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IKE7z—X1ISAKMP 77+ L+ Ky o—o®ZE

!l

KIZ. showeryptoisakmpdefaultpolicy =~ > ROV IV N ERLET, T 7408 KU o—
DT 4 B—=TMZENTWRVDT, T74/ kR —RNFERENTWET,

Router# show crypto isakmp default policy

Default IKE policy
Default protection suite of priority 65507

encryption algorithm: AES - Advanced Encryption Standard (128 bit key.

hash algorithm: Secure Hash Standard

authentication method: Rivest-Shamir-Adleman Signature

Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit
Default protection suite of priority 65508

encryption algorithm: AES - Advanced Encryption Standard (128 bit key.

hash algorithm: Secure Hash Standard

authentication method: Pre-Shared Key

Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit
Default protection suite of priority 65509

encryption algorithm: AES - Advanced Encryption Standard (128 bit key.

hash algorithm: Message Digest 5

authentication method: Rivest-Shamir-Adleman Signature

Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit
Default protection suite of priority 65510

encryption algorithm: AES - Advanced Encryption Standard (128 bit key.

hash algorithm: Message Digest 5

authentication method: Pre-Shared Key

Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit
Default protection suite of priority 65511

encryption algorithm: Three key triple DES

hash algorithm: Secure Hash Standard

authentication method: Rivest-Shamir-Adleman Signature

Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume limit
Default protection suite of priority 65512

encryption algorithm: Three key triple DES

hash algorithm: Secure Hash Standard

authentication method: Pre-Shared Key

Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume limit
Default protection suite of priority 65513

encryption algorithm: Three key triple DES

hash algorithm: Message Digest 5

authentication method: Rivest-Shamir-Adleman Signature

Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume limit
Default protection suite of priority 65514

encryption algorithm: Three key triple DES

hash algorithm: Message Digest 5

authentication method: Pre-Shared Key

Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume limit

WIZ, T 74/ KNIKERY =0T 4 B—T /IS THED, showeryptoisakmpdefaultpolicy
Ay FOMDFEROBIZRLET, T2 T MRIIEAICR > TOET,

Router# configure terminal

Router (config) # no crypto isakmp default policy

Router (config) # exit

Router# show crypto isakmp default policy

Router#

!There is no output since the default IKE policies have been disabled.
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B 7ot biPsec FSURTA—LEY FORER

Wz, T 7 44 N ISAKMP R U > —RMEAT ORI O THAERISNE VAT A BT A yt—
TOFERLET,

$CRYPTO-6-IKMP POLICY DEFAULT: Using ISAKMP Default policies

TIAI MIPsec kSR TH—L Y FOHESR

b AT d—nty M, BEOEF2 YT 4 70 bl e T AT Y RAEMBA DR b O
TH, IPsec SA DA TV T — g UHIZ, BT, FFED T AT — 5y ML T
EDOT—4% 7o —%R#T 5 LICEELET,

IKE & D IPsec SA DF I =— g L HIC, ETIEEFOET ECRIU NGV A7 4—A Yy b
EMBELET, A—D NI AT7xr—Lky MBS NTESGSE, FON T AT +—ALEy b
PR I, MAFDOET D IPsec SA D—EE LT, PRiET DT 74 v 7 @A INET,

FTIAILE FSURTH—L Y F

DRI AT =Ly ERRESNTELT, ROFMENEIZINTWDIEE, 1DOT 7+
WK NFUART—Lb Ty R TRTOIZ VT N~y T EITIIPsec 72 7 7 A4 WIZ K> THEHA
SNFET,

*T74/NK NTUAT 4 —2Ah v N3, nocryptoipsecdefaulttransform-set =~ > N2 L -
TT 4 =7 M STV,

EHT O S P T, BT AT XLARYR— STV D,

TRIRTEBY, 2200FT 74V 8T AT 5 —L%y hOZNENIZL - T, Encapsulation
Security Protocol (ESP) BBt b T A7 4 —h XA TBELOESPRRIAE N TV AT 4 —h XA T
MEZEINET,

RE: TIAIE FSURTH—Lty bEIUNRTA—4

TI4IWbE bSURTH—L ESPESIEFS VR T4 —LE ESPREIEEFS VR T4+ —LE &K
% & UEREA Ui EA
#$!default transform set 0 esp-3des esp-sha-hmac

(168 > ~ 3DES £7-1% ~V
7V DES Kf 5{b 7 /v 2 U X A

% F§> EDP)
#$!default transform set 1 esp-aes esp-sha-hmac
(128 B M AESKE BT /L= | (SHA-1, Ny va Ayk—v
U X% F§D ESP) FRE T — R [HMAC] N Y 7> b

SEET LT Y X A EEFOESP)

IPsec MRS A K
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FI+kIPsec bS5 RTA—Lty bORER ]

FIEDOE
1. enable
2. showcryptoipsecdefaulttransform-set
3. configureterminal
4. nocryptoipsecdefaulttransform-set
FlED
OV FERET7TIVI Y B
AT 1 enable Bt EXEC & — R& A X —7 LI LET,
- P RAT—REASLET EERINHE) .
Router> enable
RTFw T2 showcryptoipsecdefaulttransform-set (EE) IKEBIZ X » CTHEMERFOF 7 41 b IPsec
FNTUAT =y FERRLET,
&1
Router# show crypto ipsec default
transform-set
ATvT3 configureterminal sa—)ar7 4 Xal—varE— RE2RBL
£,
1 -
Router# configure terminal
RATFvT4 nocryptoipsecdefaulttransform-set UEE) 774/ F1IPsec N7 A7 4—2A &>y b

Bl :

Router (config)# no crypto ipsec default

transform-set

ZFRRLET,

1

The following example displays output from the show crypto ipsec default transform-set
command when the default transform sets are enabled, the default setting:
Router# show crypto ipsec default transform-set

Transform set #$!default transform set 1:

Transform set #$!default transform set O:

will negotiate = { Transport, },

will negotiate = { Transport, },

{ esp-aes esp-sha-hmac }

{ esp-3des esp-sha-hmac }

IPsec ERBERHAAF
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Bl PsecVPNEEZEE LU IPsec WPND RS TLoa—F 4 04

KIZ, nocryptoipsecdefaulttransform-set =~ > NAH L CTTF 74/~ hT U AT —A &y b
Z N L7855 D, showceryptoipsecdefaulttransform-set =~ > KD H /127~ LET,

Router (config) # no crypto ipsec default transform-set
Router (config) # exit

Router#

Router# show crypto ipsec default transform-set

! There is no output.

Router#

WIZ, TPsecSANT 74NV b hT VAT —hEy hTRIVT—2 a3 VEITHSLERHZNOTH
ERSND VAT L unr dybv—IflaRLET,

%CRYPTO-5-IPSEC_DEFAULT TRANSFORM: Using Default IPsec transform-set

IPsec VPN FE2E &L U IPsec VPN D RS TILSa—F 4 24
IKE7 = — X1 £721XIKE 7 = — R 2 Z MR L2\, F721XIPsec VPN D b T 70y 2 —F 4

YT EATVIZNDONIE T, ZOHEIZBT 5ROEBOIEEDONTNNEFATLET,

IKE 7 = —X 1ISAKMP D #E:R
ISAKMP b > R/LO#EHEME R T A%, ROA T ary a<wr ReERLET,

FIEDHE

1. showcryptomibisakmpflowmibfailure[vrfvrf-name]

2. showcryptomibisakmpflowmibglobal[vrfvrf-name]

3. showcryptomibisakmpflowmibhistory[vrfvrf-name]

4. showcryptomibisakmpflowmibpeer[indexpeer-mib-index|[vrfvrf-name]

5. showcryptomibisakmpflowmibtunnel[indextunnel-mib-index][vrfvrf-name]
F D 8

X w71 showcryptomibisakmpflowmibfailure[vrfvrf-name]
ISAKMP b > /U= T =3 584 LA, Zoa<vy R4y ME#RZ2FRTE T, Kic, Zo=
~ vy ROV TR R LET,

i -

Router# show crypto mib isakmp flowmib failure

vrf Global
Index: 1
Reason: peer lost
Failure time since reset: 00:07:27
Local type: ID IPV4 ADDR
Local value: 192.0.2.1
Remote type: ID IPV4 ADDR
Remote Value: 192.0.2.2
Local Address: 192.0.2.1

IPsec MRS A K
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ATy T2

ATvT3

Remote Address:

Index:

Reason:

Failure time since reset:
Local type:

Local value:

Remote type:

Remote Value:

Local Address:

Remote Address:

Index:

Reason:

Failure time since reset:
Local type:

Remote type:

Remote Value:

Local Address:

Remote Address:

151 -

Router# show crypto mib isakmp flowmib global
vrf Global

Active Tunnels:
Previous Tunnels:

In octets:

Out octets:

In packets:

Out packets:

In packets drop:

Out packets drop:

In notifys:

Out notifys:

In P2 exchg:

Out P2 exchg:

In P2 exchg invalids:
Out P2 exchg invalids:
In P2 exchg rejects:
Out P2 exchg rejects:
In IPSEC delete:

Out IPSEC delete:

SAs locally initiated:

SAs locally initiated failed:
SAs remotely initiated failed:

System capacity failures:
Authentication failures:
Decrypt failures:

Hash failures:

Invalid SPI:

192.0.2.2

2

peer lost

00:07:27

ID IPV4 ADDR
192.0.3.1

ID IPV4 ADDR

192.0.3.2

192.0.3.1

192.0.3.2

3

peer lost

00:07:32

ID IPV4 ADDR

ID IPV4 ADDR

192.0.2.2

192.0.2.1

192.0.2.2

showcryptomibisakmpflowmibglobal[vrfvrf-name]
ZOavy RERTTHZEICE ST, 77— ULISAKMP b > JOURGEHERAE R SN ET, w2, 2
Davy ROV FAHhERLUET,

O OO OO OOWOODODOOOONWIbxOO

showcryptomibisakmpflowmibhistory[vrfvrf-name]
T VT 4TI BV ISAKMP b RV DFERIZOWNWTIEL, Z0a~vy RIZk->T, FUrxARNKT L
FRZ G A X MERERRTEET, KIZ, ZOavr ROV Itz rLET,

1
Router# show crypto mib isakmp flowmib history
vrf Global
Reason: peer lost
Index: 2

IPsec VPN iR £ L U IPsec VPN D + S5 TLva—F1>5 ||
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Local type: ID IPV4 ADDR
Local address: 192.0.2.1
Remote type: ID IPV4 ADDR
Remote address: 192.0.2.2
Negotiation mode: Main Mode
Diffie Hellman Grp: 2
Encryption algo: des

Hash algo: sha

Auth method: psk
Lifetime: 86400
Active time: 00:06:30
Policy priority: 1

Keepalive enabled: Yes

In octets: 3024

In packets: 22

In drops: 0

In notifys: 18

In P2 exchanges: 1

In P2 exchg invalids: 0

In P2 exchg rejected: 0

In P2 SA delete regs: 0

Out octets: 4188

Out packets: 33

Out drops: 0

Out notifys: 28

Out P2 exchgs: 2

Out P2 exchg invalids: 0

Out P2 exchg rejects: 0

Out P2 Sa delete requests: 0

Reason: peer lost
Index: 3

Local type: ID IPV4 ADDR
Local address: 192.0.3.1
Remote type: ID IPV4 ADDR
Remote address: 192.0.3.2
Negotiation mode: Main Mode
Diffie Hellman Grp: 2
Encryption algo: des

Hash algo: sha

Auth method: psk
Lifetime: 86400
Active time: 00:06:25
Policy priority: 1
Keepalive enabled: Yes

In octets: 3140

In packets: 23

In drops: 0

In notifys: 19

In P2 exchanges: 1

In P2 exchg invalids: 0

In P2 exchg rejected: 0

In P2 SA delete regs: 0

Out octets: 4304

Out packets: 34

Out drops: 0

Out notifys: 29

Out P2 exchgs: 2

Out P2 exchg invalids: 0

Out P2 exchg rejects: 0

Out P2 Sa delete requests: 0

AT v 74 showcryptomibisakmpflowmibpeer[indexpeer-mib-index|[vrfvrf-name]
T I T A TIRISAKMP BT 7Y v m— g ZONWTIE, Z0a~vy RIZk->T, AT v 7 A,
ZAT BLOIPT FLRAZELEFEREFRTEET, RIZ, Z0oa~vr o7 haRLET,

51 -

Router# show crypto mib isakmp flowmib peer
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vrf Global
Index:
Local type:
Local address:
Remote type:

Remote address:

Index:

Local type:
Local address:
Remote type:

Remote address:

Index:

Local type:
Local address:
Remote type:

Remote address:

1

ID IPV4 ADDR
192.0.2.1

ID IPV4 ADDR
192.0.2.2

2

ID IPV4 ADDR
192.0.3.1

ID IPV4 ADDR
192.0.3.1

3

ID IPV4 ADDR
192.0.4.1

ID IPV4 ADDR
192.0.4.1

IPsec VPN iR £ L U IPsec VPN D + S5 TLva—F1>5 ||

showcryptomibisakmpflowmibtunnel[indextunnel-mib-index][vrfvrf-name]

T 7T 4 TIRISAKMP o R UCHOWTIE, ZDa<wy RickoT, MRV EREFRTXE
I, iz, Zoa<wr ROy I AvHERLET,

IKE7 = —X2 DR
IPsec 7 =— R 2 N RO EEREF LT AT, kKOLF T ay a<wr REFERLET,

i
Router# show crypto mib isakmp flowmib tunnel
vrf Global
Index: 1
Local type: ID IPV4 ADDR
Local address: 192.0.2.1
Remote type: ID IPV4 ADDR
Remote address: 192.0.2.2
Negotiation mode: Main Mode
Diffie Hellman Grp: 2
Encryption algo: des
Hash algo: sha
Auth method: psk
Lifetime: 86400
Active time: 00:03:08
Policy priority: 1
Keepalive enabled: Yes
In octets: 2148
In packets: 15
In drops: 0
In notifys: 11
In P2 exchanges: 1
In P2 exchg invalids: 0
In P2 exchg rejected: 0
In P2 SA delete regs: 0
Out octets: 2328
Out packets: 16
Out drops: 0
Out notifys: 12
Out P2 exchgs: 2
Out P2 exchg invalids: 0
Out P2 exchg rejects: 0
Out P2 Sa delete requests: 0
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FIEDHEE

showcryptomibipsecflowmibendpoint|[vrfvrf-name]
showcryptomibipsecflowmibfailure[vrfvrf-name]
showcryptomibipsecflowmibglobal|vrfvrf-name]
showcryptomibipsecflowmibhistory[vrfvrf-name]

showcryptomibipsecflowmibspi[vrfvrf-name]

o gk N =

showcryptomibipsecflowmibtunnel[indextunnel-mib-index|[vrfvrf-name]

F IR D

X7 w71 showcryptomibipsecflowmibendpoint[vrfvrf-name]
Zoavy REFITTHIEICE ST, IPsec 72— X2 by VBN T ONT, £T7 7747 =
RARA Y by Bm=ANEIZTY E— TS ZOERBFRENET, RIZ, Z0a~vr Fod 7l

NzERLET,
i -
Router# show crypto mib ipsec flowmib endpoint
vrf Global
Index: 1
Local type: Single IP address
Local address: 192.1.2.1
Protocol: 0
Local port: 0
Remote type: Single IP address
Remote address: 192.1.2.2
Remote port: 0
Index: 2
Local type: Subnet
Local address: 192.1.3.0 255.255.255.0
Protocol: 0
Local port: 0
Remote type: Subnet
Remote address: 192.1.3.0 255.255.255.0
Remote port: 0

X T 72 showcryptomibipsecflowmibfailure[vrfvrf-namel
ISAKMP k> FVICE T —BRAELIZSA, Z0a~vy RTA Ny MEREZFRTEET, KIC, Z0=
VY ROV TN ETRLET,

151 :

Router# show crypto mib ipsec flowmib failure

vrf Global
Index: 1
Reason: Operation request
Failure time since reset: 00:25:18
Src address: 192.1.2.1
Destination address: 192.1.2.2
SPI: 0

R+ 73 showeryptomibipsecflowmibglobal[vrfvrf-name]

IPsec MRS A K
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RTv74

IPsec VPN iR £ L U IPsec VPN D + S5 TLva—F1>5 ||

DAY RERITTAZLIZE ST, V78— LIKE 7 = — X2 M RIVOFEHERAF R INE T,
Wi, Zoa<wry ROy PVt hErLUET,

&1 -

Router# show crypto mib ipsec flowmib global

vrf Global

Active Tunnels:
Previous Tunnels:
In octets:

Out octets:

In packets:

Out packets:

Uncompressed encrypted bytes:

In packets drops:

Out packets drops:

In replay drops:

In authentications:

Out authentications:

In decrypts:

Out encrypts:

Compressed bytes:
Uncompressed bytes:

In uncompressed bytes:

Out uncompressed bytes:

In decrypt failures:

Out encrypt failures:

No SA failures:

Number of SA Failures.
Protocol use failures:
System capacity failures:
In authentication failures:
Out authentication failures:

2

0
800
1408

1408

o

OO OO ODOOWOOWOowOoN

OO oo

showcryptomibipsecflowmibhistory|[vrfvrf-name]
TIT 4 TIZIRBIRVIKE 7 == A2 b FADIFRIZONTIE, ZOa~vy FIZk-T, brrrsig
TLEFERZEDA N MElREZZRRTEET, KRIZ, Z0a~vr ROV I Viliz Rl £7,

i -
Router# show crypto mib ipsec flowmib history
vrf Global
Reason: Operation request
Index: 1

Local address:

Remote address:

IPSEC keying:
Encapsulation mode:
Lifetime (KB):

Lifetime (Sec):

Active time:

Lifetime threshold (KB):
Lifetime threshold (Sec):
Total number of refreshes:
Expired SA instances:
Current SA instances:

In SA DH group:

In sa encrypt algorithm
In SA auth algorithm:

In SA ESP auth algo:

In SA uncompress algorithm:
Out SA DH group:

Out SA encryption algorithm:

Out SA auth algorithm:

192.1.2.1
192.1.2.2
IKE

1

4608000

3600
00:24:32
423559168
3590000

0

4

4

14

aes

rsig
ESP_HMAC_SHA
None

14

aes

ESP_HMAC SHA

IPsec ERBERHAAF
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Out SA ESP auth algorithm:

Out SA uncompress algorithm:

BEELUIPsecVPND ST a—

T4y

ESP_HMAC_SHA
None

In octets:
Decompressed octets:
In packets:

In drops:

In replay drops:

In authentications:

In authentication failures:

In decrypts:
In decrypt failures:
Out octets:

Out uncompressed octets:

Out packets:
Out drops:
Out authentications:

Out authentication failures:

Out encryptions:

Out encryption failures:

Compressed octets:
Decompressed octets:

Out uncompressed octets:

ATy TH

400
400
4
0
0
4
0
4
0
704
704
4
1
4
0
4
0
0
0
704

showcryptomibipsecflowmibspi[vrfvrf-name]

IPsec Usability Enhancements |

security protection index (SPI) 7 —7/VZiX, 7277 4 7B X ORI OKEEF 2 7 4 IKE 7 = —X
2TV vE—varoxy U BEMENET, RIZ, ZOavr ROV TN ERLEY, SPIT —

TIVIREIRENTVET,

51 -

Router# show crypto mib
vrf Global
Tunnel Index:
SPI Index:
SPI Value:
SPI Direction:
SPI Protocol:
SPI Status:
SPI Index:
SPI Value:
SPI Direction:
SPI Protocol:
SPI Status:
SPI Index:
SPI Value:
SPI Direction:
SPI Protocol:
SPI Status:
SPI Index:
SPI Value:
SPI Direction:
SPI Protocol:
SPI Status:

ATvT6

ipsec flowmib spi

1
1
0xCC57D053
In
AH
Active

2
0x68612DF
Out

AH

Active

3
0x56947526
In

ESP

Active

4
0x8D7C2204
Out

ESP

Active

showcryptomibipsecflowmibtunnel[indextunnel-mib-index][vrfvrf-name]
TIT 4 TIRIKE T =—RX2 ROV TE, Z0a~vy RiZL->T,

TET, RIZ, Zoa~vr ROV IV ERLET,

51 -

Router# show crypto mib
vrf Global
Index:

i 'Psec EE#ER A1 K

ipsec flowmib tunnel

1
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Local address:

Remote address:

IPSEC keying:
Encapsulation mode:
Lifetime (KB):

Lifetime (Sec):

Active time:

Lifetime threshold (KB):
Lifetime threshold (Sec):
Total number of refreshes:
Expired SA instances:
Current SA instances:

In SA DH group:

In sa encrypt algorithm:
In SA auth algorithm:

In SA ESP auth algo:

In SA uncompress algorithm:
Out SA DH group:

Out SA encryption algorithm:

Out SA auth algorithm:
Out SA ESP auth algorithm:

Out SA uncompress algorithm:

In octets:

Decompressed octets:

In packets:

In drops:

In replay drops:

In authentications:

In authentication failures:
In decrypts:

In decrypt failures:

Out octets:

Out uncompressed octets:
Out packets:

Out drops:

Out authentications:

Out authentication failures:

Out encryptions:

Out encryption failures:
Compressed octets:
Decompressed octets:

Out uncompressed octets:

IPsec VPN iR £ L U IPsec VPN D + S5 TLva—F1>5 ||

192.0.2.1
192.0.2.2
IKE
1
4608000
3600
00:05:46
64
10
0
0
4
14
aes
rsig
ESP_HMAC_SHA
None
14
aes
ESP_HMAC SHA
ESP _HMAC SHA
None

400

400

N

B

O OO DO A JIJODODOO

IPsecVPN D FS TV a—F4 24

MIED N T TNy a—TF 4> 7 %17 584, showtech-supportipsec =~ > R Z i 794X, IPsec
BLEE M ONENFHIZ TE 7,

FIEDHEE

FIEDFH

1. showtech-supportipsec

showtech-supportipsec

show tech-support ipsec =~ > F|ZiX, 3 2OV =— 9 URH YD £,

» showtech-supportipsec

IPsec ERBERHAAF
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» showtech-supportipsecpeeripv4address
+ showtech-supportipsecvrfvrf-name
KN = 7 NTOWTIRIZRTE & O show =2~ > RIZEST 5 show tech-support ipsec =~ 2 R/ 5

DOHFTDOH T IVFRIZONTIE, [Psec VPN D b T TV a—F 4007, (81 X—=) | 2L T
<&V,

show tech-support ipsec < > FDH 5

F—U— R& T HFEE L7221V T show tech-supportipsec =~ R&ZAS+5 L, a~> ROHIIE, K
@ show 2~ > A DIRIZR RINET,

» showversion

* showrunning-config

* showcryptoisakmpsacount

* showcryptoipsecsacount

* showcryptosessionsummary

» showcryptosessiondetail

* showcryptoisakmpsadetail

» showcryptoipsecsadetail

* showcryptoisakmppeers

* showcryptorulesetdetail

* showprocessesmemory|includeCryptolIKMP
» showprocessescpu|includeCryptolIKMP
* showceryptoeli

» showcryptoengineacceleratorstatistic

show tech-support ipsec peer A< >~ FDH 7

peer ¥ — 7 — R & ipvdaddress 5145 % F5E L C show tech-supportipsec =~ > K& AJJ9 5 &, HIZKD
show =~ > F8, FEEL-ET OHAIEICFRENET,

» showversion

* showrunning-config

» showcryptosessionremoteipv4addressdetail
+ showcryptoisakmpsapeeripv4addressdetail
» showcryptoipsecsapeeripv4addressdetail

* showcryptoisakmppeersipv4address

* showcryptorulesetdetail

* showprocessesmemory|includeCryptolIKMP

IPsec MRS A K
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» showprocessescpu|includeCryptoIKMP
* showcryptoeli

» showcryptoengineacceleratorstatistic

show tech-support ipsec vif A< > FDH A

vrf % — U — K & vrfiname 5145 % 8 € L T show tech-supportipsec =~ > K& A 1925 & HI1IZKR D show
o~ K28, $87E L7z Virtual Routing and Forwarding (VRF) D HANEICFE RSN E T,

* showversion

* showrunning-config

» showcryptoisakmpsacountvrfvrf-name
* showcryptoipsecsacountvrfvrf-name

» showcryptosessionivrfivrf-namedetail

+ showcryptosessionfvr{fvrf-namedetail

* showcryptoisakmpsavrfvrf-namedetail
* showcryptoipsecsavrfvrf-namedetail

* showcryptorulesetdetail

* showprocessesmemory|includeCryptolIKMP
» showprocessescpu|includeCryptolIKMP
* showcryptoeli

» showcryptoengineacceleratorstatistic

&1 -

IPsec Usability Enhancements 0 % 7 {5

IKET 74Uk RS —DH

Wiz, 7V 7~ =75 RouterA B LU RouterB ECTHREENTHBY, T 74/ FIKERY —
PERAFIZR > T DHZRLET, M7 74 v 7IdPagent A /D Pagent BIZ/V—T 1 7 &7

IPsec EEEHER S A K
I -“
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IKE T2+ )L b R —n4F|

F79, PeerA B LV PeerBOV AT A ulbF v/ 35HE, T 74N FDOIKERY > —Nilik
DOET THHPTHDZ L2MERTEET (TRESH) |

B1:494bY—4AF bROS—DF

Pagent A FouterA RouterB PagentB

IP=ac Tunnel

! Configuring RouterA.

RouterA (config) # crypto isakmp key identity address 209.165.200.226

RouterA(config) # crypto map testmap 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured.

RouterA (config-crypto-map) # set peer 209.165.200.226

RouterA (config-crypto-map) # match address 101

RouterA (config-crypto-map) # exit

RouterA (config) # ip route 209.165.200.225 255.255.255.224 209.165.200.226

RouterA (config) # access-list 101 permit ip host 209.165.200.227 host 209.165.200.225
RouterA (config) # end

RouterA (config) # interface FastEthernetl/2

RouterA (config-if)# crypto map testmap

RouterA (config-if) # end

RouterA(config) # crypto ipsec transform test transf esp-aes esp-sha-hmac

RouterA (cfg-crypto-trans) # mode tunnel

RouterA (cfg-crypto-trans) # end

RouterA (config) # crypto map testmap 10

RouterA (config-crypto-map) # set transform-set test transf

RouterA (config-crypto-map) # end

! Configuring RouterB.

RouterB (config) # crypto isakmp key identity address 209.165.200.228

RouterB (config) # crypto dynamic-map dyn testmap 10

RouterB (config-crypto-map) # crypto map testmap 10 ipsec-isakmp dynamic dyn testmap
RouterB (config) # ip route 209.165.200.227 255.255.255.224 209.165.200.228

RouterB (config) # end

RouterB (config) # interface GigabitEthernet0/1

RouterB (config-if) # crypto map testmap

RouterB (config-if) # end

RouterB(config)# crypto ipsec transform test transf esp-aes esp-sha-hmac

RouterB (cfg-crypto-trans) # mode tunnel

RouterB (cfg-crypto-trans) # end

RouterB (config) # crypto dynamic-map dyn testmap 10

RouterB (config-crypto-map) # set transform-set test transf

RouterB (config-crypto-map) # end

! Routing traffic from PagentA to PagentB.

PagentA (config)# ip route 209.165.200.225 255.255.255.224 209.165.200.229

PagentA (config) # end

! Routing traffic from PagentB to PagentA.

PagentB (config)# ip route 209.165.200.227 255.255.255.224 209.165.200.230

PagentB (config) # end

! Checking the system log on RouterA confirms that the default IKE policies are in use.
RouterA# show log | include %CRYPTO-6-IKMP POLICY DEFAULT*

Jun 5 09:17:59.251 PDT: %CRYPTO—6—IKMP_POLICY_DEFAULT: Using ISAKMP Default policies
! Checking the system log on RouterB confirms that the default IKE policies are in use.
RouterB# show log | include %CRYPTO-6-IKMP POLICY DEFAULT*

Jun 5 09:17:59.979 PDT: %CRYPTO-6-IKMP POLICY DEFAULT : Using ISAKMP Default policies

IPsec MRS A K
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FIrLb r3oRTr—Lty rof ]

FIAILE FSURTA—L Y FOH

Wi, AET 4 w27 707~y 7 RouterA L TRESN, XA FIv7 Z7VTF~v TR
RouterB ECREINTWDHHIZRLET, N7 7 ¢ > 271k Pagent A >5 Pagent B (Z/L—T 1
TENET, PsecSAIXT 74/ b hTV AT —b By hexrITvm—T a3 &0, T
T4y 7B LS LET, W DOE T Tshoweryptomap =~ R&FEITT5HE, 7741 K
NIRRT =Ly RN THL I 2R TEET (T 74NV P T ATH—L kY
Fofl, (85 4—) BBM)

! Configuring RouterA.
RouterA (config) # crypto isakmp key identify address 209.165.200.225
RouterA (config) # crypto map testmap 10 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.
RouterA (config-crypto-map) # set peer 209.165.200.225
RouterA (config-crypto-map) # match address 101
RouterA (config-crypto-map) # exit
RouterA (config) # ip route 209.165.200.226 255.255.255.255 209.165.200.225
RouterA (config) # access-list 101 permit ip host 209.165.200.227 host 209.165.200.226
RouterA (config) # end
RouterA (config) # interface FastEthernetl/2
RouterA (config-if) # crypto map testmap
RouterA (config-if) # end
RouterA (config) # crypto isakmp policy 10
RouterA (config-isakmp) # encryption aes
RouterA (config-isakmp) # authentication pre-share
RouterA (config-isakmp) # hash sha
RouterA (config-isakmp) # group 5
RouterA (config-isakmp) # end
! Configuring RouterB.
RouterB (config) # crypto isakmp key identity address 209.165.200.229

RouterB (config) # crypto dynamic-map dyn testmap 10
RouterB (config-crypto-map)# crypto map testmap 10 ipsec-isakmp dynamic dyn testmap
RouterB (config)# ip route 209.165.200.227 255.255.255.255 209.165.200.229

RouterB
RouterB
RouterB
RouterB
RouterB
RouterB
RouterB

config)# end

config) # interface GigabitEthernet0/1

config-if) # crypto map testmap

config-if) # end

config)# crypto isakmp policy 10

config-isakmp) # encryption aes

config-isakmp) # authentication pre-share

RouterB (config-isakmp) # hash sha

RouterB (config-isakmp) # group 5

RouterB (config-isakmp) # end

! The SA is using the default transform set and traffic is encrypted on RouterA.
RouterA# show crypto isakmp sa detail | include 209.165.200.229.*209.165.200.225.*ACTIVE

13007 209.165.200.229 209.165.200.225 ACTIVE aes sha psk 5 23:59:56
13006 209.165.200.229 209.165.200.225 ACTIVE aes sha psk 5 O
13005 209.165.200.229 209.165.200.225 ACTIVE aes sha psk 5 0

! The SA is using the default transform set and traffic is encrypted on RouterB.
RouterB# show crypto isakmp sa detail | include 209.165.200.225.*209.165.200.229.*ACTIVE

7007 209.165.200.225 209.165.200.229 ACTIVE aes sha psk 5 23:59:55
7006 209.165.200.225 209.165.200.229 ACTIVE aes sha psk 5 O
7005 209.165.200.225 209.165.200.229 ACTIVE aes sha psk 5 0

! Verifying that the default transform sets are in use on RouterA.
RouterA# show crypto map

Crypto Map "testmap" 10 ipsec-isakmp

Peer = 209.165.200.225

Extended IP access list 101

access-1list 101 permit ip host 209.165.200.227 host 209.165.200.226

Current peer: 209.165.200.225

Security association lifetime: 4608000 kilobytes/3600 seconds

PFS (Y/N): N

Transform sets={

IPsec EEHER T A K
I -“



IPsec Usability Enhancements |

B omoszas

#$!default transform set 1: { esp-aes esp-sha-hmac } ,
#S!default transform set 0: { esp-3des esp-sha-hmac } ,
}
Interfaces using crypto map testmap:
FastEthernetl/2
! Verifying that the default transform sets are in use on RouterB.
RouterB# show crypto map
Crypto Map "testmap" 10 ipsec-isakmp
Dynamic map template tag: dyn testmap
Crypto Map "testmap" 65536 ipsec-isakmp
Peer = 209.165.200.229
Extended IP access list
access-list permit ip host 209.165.200.226 host 209.165.200.227
dynamic (created from dynamic map dyn testmap/10)
Current peer: 209.165.200.229
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={
#Sldefault transform set 1: { esp-aes esp-sha-hmac } ,
}
Interfaces using crypto map testmap:
GigabitEthernet0/1

ZDMDSEZEH

W OIATIL, IPsec Usability Enhancement H$8E O B # &£ 27k L E 77,

EEE N
BEEE R=aTFILBA L
IKE %7€ [ Cisco I0S XE Security Configuration Guide:
Secure Connectivity] @ TConfiguring Internet Key
Exchange for IPsec VPNs] £ = —/L
IPsec DX IE [ Cisco 10S XE Security Configuration Guide:
Secure Connectivity] @ TConfiguring Security for
VPNs with IPsec| £ =2 —/L
Easy VPN #—/3 [ Cisco 10S XE Security Configuration Guide:
Secure Connectivity]] @ [Easy VPN Server| &
¥ a—/)b
CiscolOSXEEX¥=U7 4 a~<w> R [ Cisco 10S Security Command Reference ]
R
T 24 b

ZOMRETYH R — N ENDFROEREF 72138 | -
HINEHEIHD FEA, /2. BEFOEL
DFR—MIEFEINLTHEEA,
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MIB MIB®D'Y 2D

COMBEIZE > TYHR—-FENDHLWMIB | ERL7=7F v b7 4+ —2A, Cisco I0S XE
FRIAFSN/-MIBIZHY FHA, £722 | Release, BLNT 4 —F ¥ v b MIB &
DOREIC X DBEF MIB OV R — MIER TS |RBLTH¥ U r— RRT521E, kD URL ITH
D EH A, % Cisco MIB Locator Zf#H L %4,

http://www.cisco.com/go/mibs
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RFC 24 IV
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IXET RFCIZH Y A, £ 2 OBEEIC L
HEELERFC DY R— MIEFIZH Y ¥ A,

SRADTY ZHI YR—F

Bdl] s
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