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XA L 2R L £,

* MD5 : MessageDigest5 (/v ¥ a2 X—Z2D A vyt —UFGEa— R (HMAC) ) NUT k) .
Ny BT =HORGEMERT 2y 2 T Y XL, HMACIHE, BNy 2o
Rt o0 7 T,

IPsec VPN A VA2 —F vy b T—HWOBEHA K
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IKE O F| =

IKED A A >

LT |

IKE [, X.500v3 GFRAE LM AGER SvE 3, X.509v3 1d, F8REICAR S — R MEE e 5512, IKE
Zu harilBo THERAEINET, ZOEAEYR—NEHEHATIE, £T A RZRAEOT Y
ANVID I — REfME5352 LT, RSz xy NU—2 ZJLETE £, 2 o0EENEEFET
LES. TUXNGEHEEZBET LI ETIDAEHALET (LY, KT TARX—% T
TRELIZY, EETCHEXF—2FETHEELLD THILERRLL LD ET) |

IKEIZHEI CIPsecEF 2T 4 TV — g2 (SA) 2RI x— 9075700, FEHO
PNBFEENOFEFEHREELZTA IR LICIPseciIZ X A X o T RMELEH X FE4, iz, IKE
WZIERD & D 2SR H Y F5,

*IPsec SA DT A 7 ¥ A LNHEIE AIHE,

*IPsec ¥ v ¥ 3 U HICHF 5% — DT AN A HE,

*IPsec TT v F U7 LA H—E XD ATHE,

WRER (CA) OYR—RMTEV | BHAGETA T —F 7173 Psec & FEBLATHE,
CETOXAT Iy RFENATRET T,

E—REFILYST E—F

IKE TlE, F—DORITL =237 x2—R1¢7x2—X2D2oD 7 =—ARNHY 7,
Txz—AX1TE, 220 IKEETHTEFXF2 VT TYvxZ—Taly (F—) ORI T=— 3
vELET, 7x—X 1 THF—DORIAL T —1 g &2 THIET, 7x2—X2 TIKE E 7 NEE
WCIEETE 2 L9100 FEY, 7=2—R20F T — g Tid, IKE M IPsec 72 St T
DF— (BXa VT4 TV —ay) ZRELET,

Tx—RX1 ORI Z—vaid, AV E—RELRFT IV 7 T—REEHLTEITIN
EFT, AAVE—FRTHE, 2Tz —2a VHRIZTRXTOFRBREIND T2, WEREEH
T 7 BATERISBRVES, AM U T—FEHHTH L. 2 DD IKE 7 O ID DI ERRITA
DET, ZOF— RTOERIFIEFICTEX 27 TTN, RI = —3 3 > OFRITIZ IR A3
PN FET, Ty T T—RTE, AR DR VERITETREOX—0 3T
T—y g EFITLET, 2L, AL EF— R TORIYZ— g U ClEEaEREX=2 U T«
N—HRbhET, 7L 2E, EF2V T4 TV — a2 LEH2E LTS 2008
BOID MEZFIZRZTLENET,

ZD2O0F— NIRRT HITHERL, TNENHNOBELH Y £9, AL F—NE, 7
Ty T = RICHRD LEKETTR, 77y 7 E—RIDBIKEETOEF 2T 4N
BV, X T TEREENHV ET, T Ly T T Rt E X2V T 0 DETY
DETH, LVEETT,

CiscolOS Y 7 b7 =7 Tlk, ZD2250F— RFOREFTEEH A, IKEFGE (rsa-sig, rsa-encr,
FRITFEAHR) TRET 74NV N TAAL = REREILET 2, FRREORENC ST DIFEHRD
<, BT OBRAMIIHEEST 5N TV D HEATHRA =038 5555, CiscolOS Y 7 b U =713

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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B KExT T—CavBKERYS—EFaUTa K54 —4

TV T B— REEEITEXET, CiscolOS V7 " =7 Tk, 77 by 7 £— &G
L7ZIKE BT, 77 by v 7 = RTELFET,

IKEXTLI—a3 HAKER) D— X)) T4 N5 HA—4

IKEARYU —%fF, IKE XTI vz—vaHIFEHT 222U T 4 NI A—FDAEDLE
EEHRLET, IKEZ I AT = IWIZBMTHEET CTIKER Y O —%1ERT H2LERH Y £,

IKERY =% 1 ObRELBWEE, V" —HIIT 74V ORI V—ZFHLET, T 741
FORY —iF, T TALT) T 4 BERIBICEESINTEY, £/3F7 A =X 3T 7+ /L MEIZ
BIE SN TWET,

IKE7R!) &—IZDWT

IKE x> x—ya SNIRETHINERD L0, £ IKE I xo—a 03, F (GE) o
IKERY U —Z oW Tl ETNREETDHZ ETHRIASINET, ZOKRY —IZiE, RO IKE * =
VE—Va v ERETDOOIHENT o EX 2 )T 4 NTA-F L ET ORBFESIEE LR L E
R

WHETHRRY —ICRETDHE, FETITHYL SN TS SAILE TR —DF2 U T 4
RIGA—=ZRHANEN, RAL 2 —2 3 NIBITLUBRTXTOIKE N7 4 v ZICHEAINE
ﬁ—o

KBTI, NI A—FEOMAEDLEEENENEZDLZETTIAFT VT 4 ZDTFTARY v—
EEEGRECTEET, 2L, %@9%®mﬁ<&%1o®TJ/— ik, UE—K ETOKRY
=W E FE oL FUREE L, Ny o, FEF, Diffie-Hellman /37 A — &% OFAEIHKE
ENTWARERSD F9, 1ERTHER) —IZ LT, —BDOT T4V T 4 Z2EH VY TE
7 (1 ~10,000 THREL., 1 B KOT T4 AV T 1) .

Evh PAR=—FENTWVERTA=HDENTI DO LN NWT AL ZAEERT 5581, b5 — DT
WA AZATHR=FINTWALEERET HLENHY £3, ZOFIRZNIZTIUL, BFx=2Y
FAENRT = ATEE N L— R 7 OBUERH Y . NFTA—ZEDELLIZITZD
L—RAIZR8H0VET, Fv bV —20txaUT 4 URZOLULE . ZOU AT
DHRE LTI 2 LERH D £,

—HISIKER)—TOIKEETDEE

IKERxFvo—ya URRthsiid e, IKEX, MGOETICHLRECIKERY O —ZRKELE
T, RAL =L g VEB LT N T RTORY > —2 U E—FETIZEEL, VE—FE
TOHFTIE—HT LR —2FES L LET, VE—NMETIX, BHOTIF7A4F VT 4 1ALD
RV —&, MEPOETHOZITM TR Y —% kgL, —HTH2RV > —%ELET, —F
THR)—NRONDET, VE—F ETIIELIBEMAEWVIBIZSERY) >—%2F =7 LE

RS
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IKE 3

RSA

)

kezs

=13
£
F=lily

—EDBELT DL, 22O T NEOMEORY —IZ, UKL, Ny =, T,

Diffie-Hellman /X7 X — X fENEEN TN D L X TT,

—H LA, IKERRIZ—2 g 02T L, IPsecEXa VT 4 7TV — 3 UIMERK
éﬂi?o*ﬁﬁéf)/~ﬁﬁ0#%@#ot AlE. IKEiZx Iy m—3 g V&G L, IPsec
WIS S ER A,

&

GE)

I:IIL;\ HE

ZDORT A—AfEIL, IKE SA O IKE x Ty —3 a @A anEd, RN —I2d
ET HRAESF R L o TE, BNMOREDLERGENRH Y £7 (IKEFRFE, (9X—) O
v arESR)  ETORY —IIHNERBEREN SN TV RN E *ﬁtﬂ“éd‘) -
ZUE—FNETTRETHEXIC, ETEHAV U —Z2XELETA,

IKE SBREIFIR DA T > a TR S, SR8k 7 AUSITIBE N O R E S A2 T,

RSA 5 =—F

RSA ¥ 7 =F % TlL, CADPLitAEZEIGET L2 L9 ICT7 2R ETCEET GEAEEZRITT D
L9, CARELLHEESNTWDOIRERHY £7) . CAZBEHTH L, IPSec *v hUV—27 D
EEVE L YLRMEA RIBICSGESILE T, /o, RSA V7 =F ¥ N—-x@%ﬁ%{tﬂ%ﬁﬁf%éﬁﬁﬂ
F—HEIL 2 D72 T, TS L. RSA BFEALTlX 4 DDA F—#EL2 M H L 923,
DT EEDONRT =< AR TR £, CAVER—F2ELLRET DT, %/:L~/1/
WmﬁﬂwnuA%—@%%J%£%Lf<ﬁémo

FEEII AR — 2 L2 RBmT 501K T THEHSNET (RSA V7 =F ¥ TiE, &7
W2, VE—RMETORRAT 7 =F v F—0NETT) , HFOETICAENREHEND D55
RSAV 7 =F v AT HIKE R TvT— 3 O—EE LT, ET7HTART—N AR
£,

ANRF—IIFH T I AF o2 PTHIELTEET, IOV TIEL, RSA B LT AD
RSA F—DOFHEHEE, (173—) OHEAZRL T &V,
MAVﬁifkliU\KE*ﬁVi~VaVTEE%EﬁﬁA’@@i?é%l\)%~%5
TEDIKE R TV T— g U EAEBICHFEITTHZ LT, B FICkT HiEHNAIREIC 2 D £,

EBiEFr X

RSAIEEAL T v 22T 5I21L. ST MO T ORAEF—Z2 L 5T A30ERH Y £
7,

RSAS 7/ =F v L13HEA D | RSAWESLT v 2 R TIE, SEAEL > TABF—2 M TE F
Hhe TORDY, HBETMUOET ORHF—ZESLIICLET, FRITITRDOFEDOWT
NLEFITLET,

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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[ T ES

*RSA K554 F > AD RSA F—DFHEFHE, (17X—) O®I v a  OHBPIEH-T, F
) CRSA ¥ — %% ET D,

CAFAEZMEAT S RSA V7 =F v &flio> CIKE KA E TR TEITSINTWD Z & 2R
472 GEWZEA2FEHTHLE. RSA Y/ =F v R—ZDIKE X2 T—3 3 VHIZET O
B — s nET) . IKERBENEITSIND L) IcT512id, RSAREB{LF > RI2L D
BT ITAF VT 4 DRI —L RSAVI=F X ZLDIEKTTA AV T A DKR) >—D2o
DRV =% ELET, RSAVI/=F v FIKEX T T — g URFETEIND L&D
THEHENET, 2T, ST T OARSF—RNE 2020 T, AF—0%
s &T, UBDIKE 22T —32 g LV CRSA I E{bF o A&HHTE L L )27k
DET, ZOHETIE, CAVFR— 2500 UOHREL T LERH Y 7,

RSAMEEALT v A TIZIKER TV —3 g VA HATEXET, 72770, RSAV T =F ¥ L T8
D, VE—FMETLIKERT VT —va 2RI LI L2 E=FIk L CGRERIE TE £ A,

%Aﬁ/\ﬁ#_

EAHEF—OBE

HELA X —IE, KB ARAEX27 Xy hU—2 Tl RET5% Y hT—2I12) <G TE
RN, L TCTWERA, 727U, RSA V=T vy DX HIZ CA ZHHATDHMENR N2,
10 / — RRBOBEDO/ N Wy NU—2 Tlidty b7 v 7"REETT, o, FpibaF—Ic
K DFEEITHEA | RSA ¥ 7 =F ¥ IZ X DFRAED F N L AT,

G¥) RSAWEALEZREL, ¥V =F % E— PRIy — a0, V7 =F % F— FITEEH
ERFEHIND &, TRV =F v R ER—2 TR LET, ERANICLV—FI1T, 27+
Fal—rvalryTHR—FINTNDETELRYZDOF—%2 TR LET, RSAFFSLDRE
ENTWARWESIT, V»—F Iyl =F v =P FE2ERLET,

EFEAFEF—0 ISAKMP ID DEEFE

IKERY o —CHEuLEF—2FEHT 57 ENENIZOWTISAKMPID 23R ET LR H 1
ij—o

2ODET N IKE Zfi5 T IPsec SA LT 2556, FETHRAZOID %6 9 —HOET (U
EF— b E7) ICEELET, HETIL, L—F D ISAKMP ID OFEITHE, RA ML E-ILIP
T RLAZEELET,

F 74V F T, ET7OISAKMPID (ZE T DIP 7 KL A |ZR->TWET, LEILUTID 2 E
TORANICEELET, —RUIC, TXTOETOIDIFRILERE (TXTOETTIP T R
VAZRET D0, TXTOET THRA M ERE) ICLET, BEWO@EHNIARAZ &5
ETEIPT RLRAZEIETHNRIEL TS E, UE— b ET7OID BB SR NGEIC KA
A2 F—2 AT 2 (DNS) lookup TID ZfFRTE <20 | IKE R A m—3 3 U KRS
LT ENHY ET,

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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kex—rE

YAV ERHAX—

v A7 EFEEX—2FEATLE, BAFLARFE LY E— F 2—F 0 7L —7F T, IKE FHaijdk
AXx—2LFTExFET, KERIEAZETTHI20E, VE— M ETOFR A —E, a—hH 1 v
T OFEREEF DL WA XLERH Y 7,

~ A HEHHE X —LEE., TV TN RORERT v X ARB TR SNET, UE—F
Bl =N BT REET LA, IKEFRHLAXF =2 RESNATWLIYE— M ET Er—7
L ET EDOMT, IKE SA #fENTE 97,

mask ¥ —7 — RNOIFE% crypto isakmp key =~ > R TITHO%E, 73y b 7 KL RA&EFEHT
HINEIMF—RRELET, FHTLE, IVEZOET LORTRILF—42AFTEE
T DED, FHEHAXF—R 2 Ao —FRIOMEHICHIES 20 E WS Z & TT,

GE) BT Fxy b T RLAELT00.0.0 DFEMAITHERELEREA, ZORETITINV—T THaidt
F—ZRETEAD (TRTCOETRERICIN—T F—2FHHoZ L A[fe) . 2 —YH;E
DX VT A BNMETFT 506 TT,

4 ED IPsec E 7 D Xauth D EH1E

1 IPsec 57 OYLIRFRAE (Xauth) Z 235 &, /—F T Xauth (F (=—HFH LR T—
R) BRERINRL 2D FET,

IKE €E— F&FE

Internet Engineering Task Force (IETF) [ZX > TER SN TWNDLIIZ, IKEE— R a7 ¥
L—ya T, F—hu=AICkD, IPT7T FLR (BLXOZEOMOR Y T —2 LLOFK
E) &, IKEXxIv=—aO—8]T, /7747 MIF 7 a—RTXET, 2O AF <
VUEREHTHZE T, IPT FLRIFF—FU = AIZL S5 TIKE 7 74 7 &~ MIJES ., IPsec
Th7efbEngs TRE) IPT L& LCERESNET, ZOFRTIE, PsecRY v—&—

T LT DHDL, V94T FNOBHDOIP T RLANESHET,

HAFIvIIPT RLAESHDF - oA BRREZINTZVE—RNT IR 7 TA4T7 2 M
IZIPsec VPN Z SBEET 2213, &7 T4 7> MORBRES Lo tk. JREERIBEZR IPsec R ) o —% 7 —
M2 THAFTI v 7 IEBRTHIVLERHY T, IKEE—Rary 7 4 Falb— 3280,
BT FGAT Y FOIPT RLRICERARL , EFITHBORE WY 54 7> MECK L THE A6
AR == T2 Ty N7 v TEET,

IKEE—R a7 4FXa2lb— g 203 KRD2ODF A TRHN £97,

= U AW =N ANTTAT U R TCary 7 4 X2l — g F— REBBT
Do VAT IMNIEETDHE, IKERNEEZEDIDEZER L, Ave—URN0UIh, 77
AT "R EEZELET,

CUTGATUNER) VFGAT U NS — N A TCa T 4 X2 — g E— NEBET
Do ZIAT Y MIEIVYTHEIP T RLATH =M oA B LET,

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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B \Psec VPN B IKE DR E S

IPsec VPN A IKE DX E A%

)

IPsec 4T IKE ZflH L 72 541X, no erypto isakmp =2~ > K% > T3 XTD IPsec &7 D
IKE ZE2hic L, ZOFEDFE Y IXFEITHTIZ, IPsec VPN ZBHAE L £9°,

IKEIZT 7 4/ ETA R—T Mo TWET, KA F—7 A AZDWTIKE ZEHBNCA F—
TN TBRETRL, V—=F DT RTCDA L H—T 2 A ATDONT T 0 — LA X —T VT
725> CUWVET,

IKE R1) & —

FIRDOHE

G¥)

X2 VT 4 ICKT 2B, EOBBHRET D70 DR S i s, HICE L T E
9, Cisco DR SALIZBEIT 2 BT OHERFIHOFEAMIZ OV TIE,  [Next Generation Encryption
(NGE) ]| mUA b X—= =B LTI EE,

IPsec °7 MFBEE. IPsec SA DR T m—3 3 2 IPsec ¥ —DIES. % E(TT BT, IROVEXS
FITLET,

D ERR

[T L& BHIIC
AESIKE R Y v —%FREL TWALE., ROGIFRFE EH I NET,
* FNA ANIPsec B LN X — (K9] T RAT L) 2R —FLTWALENRH D,

cTIEITV—rary I—REFEHLTWAEE, AESIZIPsec 8L WNIKE T 7 4 v 7 &
AL TE R,

A4 #2—T Lt

configure terminal

crypto isakmp policypriority

encryption{des | 3des | aes | aes192 | aes256}
hash {sha|sha256|sha384 | md5}
authentication {rsa-sig | rsa-encr | pre-share}
group {1|2|5]|14|15|16/19/20|24}

lifetimeseconds

© o NS REWN =

exit
10. exit
11. showcryptoisakmppolicy

12. (B9~ 2 R ) o —Z TN OV T ERROFIEEZ B KL £7,

IPsec VPN A VA2 —F vy b T—HWOBEHA K
[ 12| [
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KeRYS—ates Il

FlED M
AV RFEREEFETIa Y B
ATy I 1 =TIk ¥iHE EXEC E— R& A R—7 /VIZLET,
- AU —FREANLET (ERINEHE) .
Rodter> enable
ATv T2 configure terminal Jua—nR) a7 4 FX¥al—aryEF— RR2lBLET,
i -
Router# configure terminal
ATv73 crypto isakmp policypriority IKEZR Y > —%7EF L, config-isakmp 2> 7 f 2L —vaE— R
ML ET,
&1 - . ) . -
Router (config)# crypto isakmp *priority : IKE R Y —%—FIZi#BI L, RY —IZ7 744V
policy 10 T4 &E S TET, ARRME 1~ 10,000, 1 23 KTT7AF
U 5:‘/|)O
ATvT4 encryption {des | 3des | aes | B b7 VT R LERELET,
aes192 | aes256} ‘
* T 74/ FTlldes ¥—TU— KMERH S ET,
- o *des : 56 £ MDES-CBC (%, Helg Xh pmsa{b7 1=
Router (config-isakmp) # o
encryption aes 256 U X LT AES)
*3Des : 168 £ F DES (EHELE, #ELE SN 2G5 vV
A LIE AES)
*aes : 128 £ >~ b AES
*aes 192 : 192 £ [ AES
*aes 256 : 256 £ b AES
XTFwTH hash {sha|sha256|sha384 | md5} |~ I o 71 TY XL ZEELET,

i :
Router (config-isakmp) # hash
sha

* 5 7 %)L b T SHA-1 (sha) 2MEHA I ET,

*sha256 ¥ — 7 — R, ~y 2 7ATY XAIZSHA2 77 3 Y
D256 By b HMAC XY T > b)) ZEELET,

*sha384 % —U — ]\\‘li\ N U 7/1/:[‘U X“Aé: SHA-2 7 7 N U
D384 > b (HMAC N T > RN #EELET,

*md5s¥—7— RiF, ~nvia 7T Y XACMD5 (HMAC N Y
Ty h) EEELET, OGEHELE, RBL L CHERINLD DX
SHA-256, )

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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Ay RFEREET7TIVaY B#
ATvT6 authentication {rsa-sig | rsa-encr | 3831 525 E L7,
| pre-share} . \
*F 74NV NTIZRSA V72 F v IMEA SN ET,
g“ ) CeomEiom ok § rsa-51g RSA ¥ 7 X F v ClL, CADLRAEFELIHGT 5 X
aul‘éhenticatignlpre—ghare ﬂ BT —F &E ﬁ?éng>% U] jET
* rsa-encr : RSA T 5{bT 2 2 ClL, £ 7Moo 7 D RSA
AHF—ZREFEFT LI ICRET HRLERNH Y £,
* pre-share : FaiA X —TlI, o OFFIHEE T —%H
BNCERET DB NH Y £,
ATv 71 group {1]2[5|14|15| Diffie-Hellman (DH) 2/ — 7 ID Z45:& L £7°,
16]19]20]24} ) ‘
*F 74V FTIZDH ZVv—7 1 BMEHA SN ET,
il - o 1:768 &' b DH (L)
Router (config-isakmp) # group
14 *2:1024 £ k DH (GEHESE)
*5:1536 £~  DH (3EHERD)
*14 :2048 £ F DH /L —7 24 RE L £7°,
*15:3072 8y FDH Z V—7F%IBEL £,
*16 : 4096 £ F DH /L — 7 Z2fEE L £,
*19 : 256 £ b Elliptic Curve DH (ECDH) 7 /V— 7 %457
LET,
*20:384 £y h ECDH /v —7 %4 E LE T,
*24:2048 ' N DH /L —7Z$EE L £7,
RIRTH I N—TF1F, xT T —2 3 D Psec F— AT 57
O, o (Halkhey VERS D) THOHVERHY 9, %
BIZ2 A BT A > TlE, 2013 4E L 0 (2030 4E £ T) . 2048 £ v b
TN—TDFHEHRL CONET, ZOHA RT7A &I
(FTREZRFR V) groupld LA EARINL T 7Z2& 0, L0 EHIC ;bf_
X2 VT 4 FRRBETH-TH, F5M il 5 O 23 LT
F 923, groupl5 & grouplé HLRFFTE E T,
RTS8 lifetimeseconds IKESA DT A 75 A LatfELET,
Bl - *seconds : £ SA N T 5 E TORME (W) . ARRME : 60 ~

Router (config-isakmp) #
lifetime 180

86,400 ¥, T 7 # /L ME : 86,400,

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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KeRYS—ates Il

AT FEREETOVa Y E]:5]

G¥) TAT7HA L=ELTHIFE (FAFET) | IKERTV
T—varPNEXaTICRVET, EL, A T7H AN
FELTIUL, LML D IPsec SA Z#F 72T ELS By T v
ITEET,

ATvT9 exit config-isakmp 2> 7 4 F 2 b — g E— K&K T LET,
1
Router (config-isakmp) # exit
ATy 710 | exit sua—r L ar7 4 ¥al—ar EF—REETLET,
15 :
Router (config) # exit
&R | showcryptoisakmppolicy (fEE) BEFOIKERY v —% T _XRTHERLET,
£ :
Router# show crypto isakmp
policy
ATvT12 ERLT AR > —FnEhiZ> | —
WTC EREOFIEZ# D IR L F
7
451

&IZ. show eryptoisakmp policy =~ > KL OHESI T, N— R 7 =703 H¥ AR — b L TWRWIKE
WA b TR EREL LD L LI L EICERRINDEEA v =V OBl R LET,

Router# show crypto isakmp policy
Protection suite of priority 1
encryption algorithm: AES - Advanced Encryption Standard (256 bit keys).
WARNING:encryption hardware does not support the configured
encryption method for ISAKMP policy 1
hash algorithm: Secure Hash Standard 2 (256-bit)
authentication method: Pre-Shared Key
Diffie-Hellman group: #14 (2048 bit)
lifetime: 3600 seconds, no volume limit

SIS a—TFTa29DEV R

* clearcryptosa =1~ > RZ{#H ] LT, IPsec SA Z{HE (BLUFHHL) LET,

INTG A =B EFRERT I clearcryptosa =~ > RAMHT 5 & SA T —F X—ZADNENTRIT
HWESNDDT, 7774 77tXxa VT 0 By varPHEINET, SAT—FX—2XDH
7y T EHEET DX, peer, map, F/-iTentry ¥ —TU— FLIEEL T, FEMICONT
1Z. [Cisco IOS Security Command Reference] @ clearcryptosa =~ K& &M L T 72 &0,

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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*TI74NE R V—BIORESNTWDHEARY —0DF 7 4/ MEIX, showrunning-config
av 2 ROFITRIZITREICR TR ENETA, 774NV ERY —BLUOREINLTNDHR
V3 —DF 7 4V MEZ#ERT 521X, showeryptoisakmppolicy 2~ > K& L TL 72 &
AN

AL TWA A= R =278 YR — K LTV ARWIPsec T v A7 4 — A5 F 721X IKE K51k
FRITTRTE LTSN, EHICLTEL L, BT LRI — g 0DE X
IR S ET,

N R =T R R— LTV IPsec T A7 +—AFEIXIKER L TR A ASTS &,
LAy —URFREINFET, TOEERX -3 7 — MR bFRENET, B b —
REFHATD L, BEORENAX Yy  ENET, N—RT7 =T NHAR— kLT IPsec b
VAT 4 —ALFETIXIKE AL AR S D &, BERX v —URFEREINET,

IKE R Y > —THE LRGES R (RSA V7 =F v, RSAWE(LT v A, FHpikFx—) 12L-
Ti%, IKEB X IPsec 2N IKE RV o —ZIEFICHEATE S L0, BEOREMELBINTE
TN H Y £, ZOBIEEFITITOVTOFEMIL, IKE ZFEORE, (16 2—) %
ZRLTL I,

AESR—ZAD N T VAT 3 —ht vy NEeRET D HEIIOWTIE, Y =—/L [Configuring Security
for VPNs with IPsec] #Z&HR L T &0,

IKE ZEEEDEX E

MY

FRESFRERE (FHET 74V b FRERE) LEEIKERY —%20 7 EH 1Bk LTZ 5,
RE R ERET HDMEND D 7, BiE A2 EFICERE LT iE, IPsee NIKEAR Y v—%
FHTEEEA,

G¥)

(b= 53

KERIEAZRET AN, REEFREEL: (F72013T7 74V FDORSAY 7 =F |2 L)
IKERY v—%&IE1 DITHELTEBLERH Y £7,

IKE BFEZ B ET DI, RIS U TROIEEDOWT NN EFATT D20 ERH Y £7,

SEEHFRARTELYE (FRIETF 74V FDORSAS V=F ¥ Z2REL) IKERY —2 &K1
TREL TR MLERH Y 97,

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K




I'Configuring Internet Key Exchange for IPsec VPNs |
IKE Z2EE D ERE

RSARES1LF > XD RSA +—DFEELTE

Y

FIRDHE

F IR D 8

GE)

ZOEERFEITTHDIE, CAZEH L TV ZRWEEZIT T,

RSA ¥ — 2 FEITHRET AL, IKEARY > —TRSA BT 2 &M AT 5 [Psec BT FNF
NIZHONWT, ZOEEEZEITLET,

w

© o NS e e

10.
1.
12.
13.

14.
15.
16.

A4 #2—T Ik
configure terminal

crypto key generate rsa{general-keys} | usage-keys} [labelkey-label] [exportable]
[modulusmodulus-size]

cryptokeygenerateeckeysize [256 | 384] [labellabel-string]
exit

show crypto key mypubkey rsa

configure terminal

crypto key pubkey-chain rsa
RKONWTNNEFITLET,
* named-keykey-name[encryption | signature]

* addressed-keykey-address [encryption | signature]

addressip-address
key-string key-string
quit

IKE R U 2 —TRSA B SALT U A2 AT 257 TN ZIC OV T EROFNEE# VIR L E

R
exit
exit

showcryptokeypubkey-chainrsa [namekey-name | addresskey-address]|

AR NFERERTIVa Y

El:)

ATv T

4 r—T )Lt

151 -

Router> enable

¥ HE EXEC E— K& A x—7 I LET,
c RATV—=KEANLET (ERENZES) .

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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aAvY RFERIET7IIY

B

ATw T2 configure terminal

{1 -

Router# configure terminal

Ja— a7 4 Xal—yarET— ek LE
‘a‘o

ATFw T3 crypto key generate rsa{general-keys} |
usage-keys} [labelkey-label] [exportable]
[modulusmodulus-size]

{1 -

Router (config)# crypto key generate rsa
general-keys modulus 360

RSA F—Z A L £,

* key-label 313 & 48 E L TR WIS, L—H D5
(Effi KA A >4 (FQDN) TH 5T 7 4L MH
DERENET,

ATFw T4 cryptokeygenerateeckeysize [256 | 384]
[labellabel-string]

11 -

Router (config) # crypto key generate ec
keysize 256 label Router 1 Key

EC ¥—%4EmLE7,

*256 F—U— FiL, F—DO% A X% 25 B M
FEELET,
*384 F—TU— NI, F—O¥ A X% 384y MT
FRELET,

*label % — 7 — R & label-string 518 HH L T,
EC ¥ —IZT7ULEFETEET,

GE) TV EFRE LR WGA TS, FQDN OfEAME
Hanxd,

fFEE) ZJeo—rar7 4 Xal—varE— K%
T LET,

EE) ERRSNT- RSA AF—2 R R LET,

Ja—)L ary7 4 FXal—aryE—RNIREYE
T,

ATv 75 exit

1

Router (config) # exit
ATy 76 show crypto key mypubkey rsa

i -

Router# show crypto key mypubkey rsa
ATvI1T configure terminal

i -

Router# configure terminal
ATvT8 crypto key pubkey-chain rsa

il -

Router (config)# crypto key pubkey-chain

rsa

NBF—ar 74 Xalb—varE—F (fhoF 1
A0 RSA ABHF — DO FEGFRENFTRE) ([T LET,

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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NEHDE I |

aAvY RFEREIT7IIY

B

ATv79 RONWT NI ZEFEITLET, EDYE—F E7 D RSARHF—ZIFET 200 %
4\ J\ - S > - N — N
* named-keykey-name[encryption | signature] ﬂl:;ﬁ_A Rx— =74 Fab—vay e Fabis
* addressed-keykey-address [encryption | ’ ‘
signature] *UET—F ET7MNISAKMPID (2R A M4 &2 L
TWAHEATE, named-key =2~ > RafiHL, VU
E— bk 7 ® FQDN (somerouter.example.com 73
11 E) % key-name \ZHEE L E T,
Router (config-pubkey-chain) # named-key
otherpeer.example.com *JFE— N ETDISAKMPIDIZIP T R X Zfii
L TCWA AT, addressed-key =~ > K% fifi F
Bl - L. UVE—FMETDIPT R A% key-address |Z
Router (config-pubkey-chain) # addressed-key BELET,
10.1.1.2 encryption
ATv 710 addressip-address VE—HFETDOIPT RLAZEBELET,
il - *named-key 2~ RZEHT5D1%, Zoa~vy
Router (config-pubkey-key) # address 10.5.5.1 FEFEHALTETDOIPT RLAZEET HMLHE
B BIETT,
ATy TN key-string key-string UE—F E7 O RSA AHF—Z4EELET,

{1

Router (config-pubkey-key)# key-string

i -
Router (config-pubkey)# 00302017 4A7D385B
1234EF29 335FC973

i -
Router (config-pubkey) # 2DD50A37 C4F4BOFD
9DADE748 429618D5

1
Router (config-pubkey)# 18242BA3 2EDFBDD3
4296142A DDF7D3D8

1
Router (config-pubkey) # 08407685 2F2190A0
0B43F1BD 9A8A26DB

{51
Router (config-pubkey)# 07953829 791FCDE9
A98420F0 6A82045B

* (ZoF—i%, VUE— b L—HZDRSA F—0/
RENmEx, VE—FETOEEREMHERL
=% —T7)

IPsec VPN A > 2 —%y b F—XHBOFEHM F i



[ TS

I'Configuring Internet Key Exchange for IPsec VPNs |

ARV KRFERETI Va3 Y B
{51
Router (config-pubkey) # 90288A26 DBC64468
7789F76E EE21
ATvT12 quit AFF—Fz—r ar7 4 Fal—rar E—FRIC
RO ET,
{51
Router (config-pubkey-key)# quit
ATvT13 IKER Y & —TRSAM 5T 2R i+ 25 | —
BT ENEIUCHONWT LD FIRZ 0k L
i‘g‘O
ATvT14 exit Ju—L ar7 4 Xal—iary E—RIRD %
R
{51
Router (config-pubkey-key) # exit
ATy T15 exit F#E EXEC E— RIZRE YD £,
f
Router (config) # exit
25w 716 showcryptokeypubkey-chainrsa [namekey-name| ({£&) L —Z |ITEHFESN TV ST T RSA AR
| addresskey-address] F—DU RN, FEEA—ZRFESNTODREED
RSA F—Dfffliz£R L ET,
A
Router# show crypto key pubkey-chain rsa

EAHEEXF—DHTE
FRHEAF—Z2RET DL, IKERY U —THAEA R —2HEHT 2 7 21UV TLL

- IPsec VP

TOFNEELFATLET,

NFIA Y8 —%y b F—SEROBESA K



I lConfiguring Internet Key Exchange for IPsec VPNs |
NEHDE I |

A

G¥) HRTHEA IR, BB R L TWA Ry hU—27 Tlid o EKIETEX 2V, ~ A 7 Hpifdg 3 —
WIEROFOEER H Y F7,

*EICHERIEAXT—DT X TDIPsec BT ZRET D E T, IPsec BT B SA L T 7
A

s AV HAHAF I, SESERLVLORAZER L TND Y EF— ha—H LI,
BAREIC R > TWAMENGH D, RBIEO L~V T L ICH LWERTEAE X —2REL.,
Yl7e ¥ — 2@y 2 —FIZE 0 B CHMLERHY 9, ELSHEELRNE, iEE%
FTWRWAR, RESNTVWAT—ZICxT 57 7 v A ERET 5580850 £

R
FIEDHE
1. 42—k
2. configure terminal
3. cryptoisakmpidentity {address | dn|hostname}
4. ip hosthostnameaddressi [address?2...address8]
5 WOWTNIEFETLET,
* cryptoisakmpkeykeystringaddresspeer-address [mask] [no-xauth]
* cryptoisakmpkeykeystringhostnamehostname [no-xauth]
6. koOWFNNEFITLET,
* cryptoisakmpkeykeystringaddresspeer-address [mask] [no-xauth]
* cryptoisakmpkeykeystringhostname/ostname [no-xauth]
1. IKE&RY > —CTHAEFXF—2HHT 27 TN TN OWTLL EOFIEE GV KL £,
F a8
ARV KREREETIVaY =[]
ATvT1 |4 %=Lk ¥t EXEC E— R& A X—7/WIZLET,
Bl - AT —REANLET ERINTESHE) .
Rodter> enable
X w 72 |configure terminal Jua—nR) a7 4 FXal—aryEF— R2RBLET,
i -
Router# configure terminal

IPsec VPN A VA2 —F vy b T—HBOBEHA K
I -“
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B «ZoszE
AU RFEEETIa Y Br
25w 73 |cryptoisakmpidentity {address | dn/hostname} | 7 — 5,1 7D IP 7 KL A F 7= 3R EH 4L (DN) K2 M
ZfE->CET D ISAKMPID ##5E L £,
1 - — N N .
Router (config) # crypto isakmp identity *address : H L, BT DNIKE RrAm—3 3 U
address TAHEDA L HE—T A AN 27 (LTZR->TIPT R
LANLDET) T IPT RLARDD> THDHAIC
FERHLET,
*dn: @ IEL, IKELBEF, ISAKMP ID & L T/L—HGE
BHEODNBMHEEB L OEIREINGEICHEHA L E T,
dn ¥—U— Ni&, GEAEFES—ZAOFFEZIZTHEH L E
ﬂ—o
* hostname : IKE xF> = —> g NIHHT A A & —
T A ANETIEEH L2560, IPT RLADXA
FTIvIEIVYETRET) A F—T =4 ADIPT R
VAR OGAIZERT 0BRSS 77,
R v 74 |ip hosthostnameaddressl [address2...address8] | 7k 2 N4, Z{F > CTra—H /L 7 O ISAKMP ID Z$5E L7~
A, TRTOUVE—F ETIZONWT, ETDOHRAX % IP
11 : T RLVRZ=wy T LET
Router (config) # ip host
RemoteRouter.example.com 192.168.0.1 (RARMLEZIZIP T RLANBDNS — AT v THEHD
LA Z OFIETAE)
ATYTS | KOWTIEFITLET, HEoVE—FET7 AT LIEAX—%22— L BT T

* cryptoisakmpkeykeystringaddresspeer-address
[mask] [no-xauth]

* cryptoisakmpkeykeystringhostnamefiostname
[no-xauth]

il

Router (config) # crypto isakmp key
sharedkeystring address 192.168.1.33
no-xauth

i

Router (config) crypto isakmp key
sharedkeystring hostname
RemoteRouter.example.com

fRELET,

*UE— | E7 TISAKMPID #IP 7 FL A THE LIz8%
AlX. ZOFNETaddress F—V— F&2fEH L., F1LL
HNOBPEIL. ZDOFIET hostname F— U — R&2{FHH L
7,

* no-xauth : /L'—Z BT Xauth {FWDO 7 2 7 b
EHIIL7enWE ol LET,

G¥) FHHAF—I1L, IKE A (> T— N CTOFERHLA
X —FRIFDOHREIEN, ETDIP T RL A& KT
LTCWORENRH Y 9, FATHAF—FFED 1D
ELTHRAMEEFETEETN, F—EFETD
IP7 RLAZEICHREBEENEST, (IPT FLRIC
HANWT) F—DPRBEINhoTHE, *TV
T— g URKRRLET,

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K



lConfiguring Internet Key Exchange for IPsec VPNs |

KEE—F3vI74FXalL—23vDBRE

AU RFERERTOVa Y

S]]

ATYT6 [ ROWTNPEFATLET, r—JV BT CHATOEAEX—2VE—F BT THEL
* cryptoisakmpkeykeystringaddresspeer-address =75
[mask] [no-xauth] C AU, RV ET CRELZF LR LF T
* cryptoisakmpkeykeystringhostnamehostname c @ —HL T CISAKMPID % IP 7 KL & G L7 4
[no-xauth] A1, ZOFIAT address % — 7 — F&H L, Zhb
SDEAEIE. Z OTFET hostname F— 7 — R&2fH L
i B L
Router (config) crypto isakmp key
sharedkeystring address 10.0.0.1
fA
Router (config) crypto isakmp key
sharedkeystring hostname
LocalRouter.example.com
AT9 71 |IKERY v —CHaidtA¥F—2 AT |-

T ENZEIUDWTLLEDOFNEZ Y K L
£,

IKEE—Fa>J74FXaL—23>m

MY

A

ax AE

G¥)

IKEE— R a2y 74Xz lb—3a VRO EERH Y £9°,

FIEDHE
L 4 %x—=Jit
2. configure terminal
3. ip local poolpool-namestart-addrend-addr
4. crypto isakmp client configuration address-pool localpool-name
F a8
AR NEERETI Y3y =)
ATv 71 4 r—T Ik FitE EXEC E— & A X —7 VIZLET,

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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AT REREETOVa Y

E]:)

51 -

Router> enable

* RATV—REANLET (FEREN-H

) o

ATvT2 configure terminal Ja—nRN)ar7 4 Xal—aryEF— RRa2H
BLET,
1 -
Router# configure terminal
ATFvT3 ip local poolpool-namestart-addrend-addr 7R A—ANEZEINTWARFOE—H LT
RLA F—LaEZRLET,
i -
Router (config)# ip local pool pooll
172.16.23.0 172.16.23.255
AT T4 crypto isakmp client configuration address-pool |[[KE= > 7 X2l —3 aDOu—hL 7 KL X

localpool-name

£ :
Router (config) # crypto isakmp client
configuration address-pool local pooll

TF—nEsRLET,

IPsecSA I I— a3 D-ODIKEEEST Y TDHRTE

)

CGE) X2 VT I T 2B, ZOBEB»ORET D700 B LEd b, FWIZA L TV E
7, Cisco DR HALITBIT 2 BB OHELEFIHDOFEMIZ OV TIL,  [Next Generation Encryption
(NGE) [ RV A h RN=r"—%Z ML T 7ZE,
FIEDHE
L 4 %x—=TJit
2. configureterminal
3. cryptomaptagsequenceipsec-isakmp
4. setpfs {groupl | group2 | group5 | groupl4 | groupl5 | groupl6}
F D8
ARV KRFEREETIVaY =[]
ATy 1 |4 F—=TIt ¥t EXEC E— & A X —7/WIZLET,

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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IPsecSA T IT—230D=HD IKERBEY v TOHRE

AT REREETOVa Y

S]]

1 -

Router> enable

c RATU—KRKEANLET (ERENZEHES) &

AT w72 |configureterminal sa—rL ary 7 4 ¥al—igy E— REBBLET,
1 -
Router# configure terminal
RXFw 73 |cryptomapragsequenceipsec-isakmp | 7 J 7 N = o FEEEL. 7V vy ar7 4 X2 lb—3 g
E— FEBBLET,
i - v . -
*tag SIBUTIE, W~y 7 HEELET,
Router (config) # crypto map
example 1 ipsec-ipsec-isakmp * sequence BIEICIX, R~y 7 = MVICHAT A —H
ARRELET,
* ipsec-isakmp ¥ — U — R(2i%, IKEvl 24 % IPsec (ISAKMP)
EHRELET,
AT 74 |setpfs {groupl | group2 | groupS| |[PSec SA x I T— 3D DH 7 A—7ID Z#f8ELET,

groupl4 | groupl5 | groupl6}

51 -

Router (config-isakmp) # set pfs
14

*F 74V RTIEDH ZV—7 1 BMER S ET,
* groupl : 768 £ k DH (FEHELE)
* group2 : 1024 £ v k DH (JEHEL%)
* group5 : 1536 £ ~ DH (FEHELD)
* groupl4 : 2048 £ h DH 7/ V—7 & 45E L £ 7,
*groupl5 : 3072 ¥’y F DH /L —7Z48E L £,
* groupl6 : 4096 £ h DH 7 /L —7 % 48E L £ 7,

BT DB N—71F, FITvm—2 g PO [Psec F—ZiR#ET 57
b, S (Fakney MRS D) THOHVERHY T, K
72 7A RZ A4 Tlik, 2013 L 0% (2030 FF T) . 2048 B b
TN—TDMHEHEHIEL TWET, ZOHA T A &2z TITiE,

WFALD groupld ZIER L TS ZEWV, KV EMICHTE2EF =Y
T4 FADBKETH - TH, HH KRR O R HERE S v E 323,

groupl5 & groupl6 HRFICX E7,

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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B kKo o FaL—2arnBEm

IKEa> 24X a2aL—> 3 DEH

Bl : IKE R > —DERL

)

DI a0ZiE, AESIKE RV 2 —B X 3DES IKE RV > —DOHREFEL T TIROWEIE
FNLTWET,

G¥)

AT, 3DES OfFHIFHELE L TV EH AL, KD VIZ, AES ZEHA L T &, Cisco
DO EACIZEE T 5 HeH OHERFIHDOFERNIZ OV T, [Next Generation Encryption (NGE) ]
RUA b A== B LTI,

5 : 3DES IKE R 1) > —DER

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K

ZOFITIE, 22D IKERY > — (RKOTT7A4 A4V T 4 & LTpolicy 15, IRODT T A4V T 4
& L Tpolicy 20) ZAFRK L., J/NDTIFAF VT 4 L LTBEDT 74V N TI7AF VT 1 Al
HALET, 72, IP T FL A2 192.168.22433 ® U E— k 7T, policy 20 T fl 92 Faidth
F—bIERLET,

crypto isakmp policy 15
encryption 3des

hash md5
authentication rsa-sig
group 2

lifetime 5000

|

crypto isakmp policy 20
authentication pre-share
lifetime 10000

!

érypto isakmp key 1234567890 address 192.168.224.33
ZOBITIE, BEEIEDESDOARY 2 —DF 7 4V MEE, WAk 7 VTV AL NRTRA—=E DT 7 +
v MEDTZ, FLl LIEBGEICITF R ENEE A,

Z DOFTE T show crypto isakmp policy =~ > RZR179 5 &, HANTRDO I H12720 F9,

Protection suite priority 15

encryption algorithm:3DES - Triple Data Encryption Standard (168 bit keys)
hash algorithm:Message Digest 5

authentication method:Rivest-Shamir-Adleman Signature
Diffie-Hellman group:#2 (1024 bit)

lifetime:5000 seconds, no volume limit

Protection suite priority 20

encryption algorithm:DES - Data Encryption Standard (56 bit keys)
hash algorithm:Secure Hash Standard

authentication method:preshared Key

Diffie-Hellman group:#1 (768 bit)

lifetime:10000 seconds, no volume limit

Default protection suite

encryption algorithm:DES - Data Encryption Standard (56 bit keys)
hash algorithm:Secure Hash Standard

authentication method:Rivest-Shamir-Adleman Signature


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
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Diffie-Hellman group:#1 (768 bit)

lifetime:86400 seconds, no volume limit

w-kezEozzE

A 7 %A 212 Tnovolumelimit] &EHITIINTWETN, time 714 7 XA L (86400 F072 L) 72
TIZERECE £9, volumelimit 7 A 7 % A AIRETE FHA,

{5 : AES IKE 7R'1J > —DYERK
2. showrunning-config =~ > R& DM %R LES, ZO6ITlE, AES256 B | F—

51 - IKE

DAEIMNZ 72> TWET,

Current configuration : 1665 bytes
I

version 12.2
service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption
|

hostname "Routerl"
|

ip subnet-zero
|

|
no ip domain lookup
|

ip audit notify log
ip audit po max-events 100
|

crypto isakmp policy 10
encryption aes 256
authentication pre-share
lifetime 180

crypto isakmp key ciscol23 address 10.0.110.1
|

crypto ipsec transform-set aesset esp-aes 256 esp-sha-hmac

mode transport

FREEDEXTE

WDHNL, 220 IPsec BT @ RSA A F—%2 FE)THET D2 HEERLTWVET, 10551 D
TIZNAFT—Z2EA L., bO5—For 7k e HEOF—2FH L TWET,

crypto key pubkey-chain rsa
named-key otherpeer.example.com
address 10.5.5.1

key-string

005C300D 06092A86 4886F70D 01010105
00034B00 30480241 00OCS5E23B 55D6AB22
04AEF1BA A54028A6 9ACCOLC5 129D99E4
64CAB820 847EDADY9 DFOB4E4C 73A05DD2
BD62A8AY9 FA603DD2 E2ABA6F8 98F76E28
D58AD221 B583D7A4 71020301 0001
quit

exit

addressed-key 10.1.1.2 encryption
key-string

00302017 4A7D385B 1234EF29 335FC973
2DD50A37 C4F4BOFD 9DADE748 429618D5

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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RDIEXE

18242BA3
08407685
07953829
90288A26
quit
exit
addressed-key 10.1.1.2 signature
key-string
0738BC7A 2BC3E9F0
01030201 42DDO6AF
58BB5DDD F4836401
64CE69D4 B583748A
ODE0986E DFO02031F
C625C389 OBFF3321
quit

exit

exit

2EDFBDD3 4296142A
2F2190A0 OB43F1BD
791FCDE9 A98420F0
DBC64468 7789F76E

DDF7D3D8
9A8A26DB
6A82045B
EE21

679B00FE
E228D24C
2A2D7163
241BEDOF
4B0OB0912
A2598935

53987BCC
458AD228
219F882E
6ETF2F16
F68200C4
ClB1
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IKE X v T—3 g U EEFICHE LD, IPsec DXEXBIELET, ZDX AT DIFFTITON
TOFEMIL, €Y =—/v [Configuring Security for VPNs with IPsec] &M L T 72 &0,

TDDSEER

EEEH

EEIEE

X=—aT7IL3A L

CiscolOS 2= K

[Cisco I0S Master Commands List, All Releases.]

X2 UT 0 avwr KN a~r FESTOFEM,
avw s RE—FR, avr N, 5740 h%
B, FEHLEOTEEFE, IO

* [Cisco 10S Security Command Reference:
Commands A to CJ

* [Cisco 10S Security Command Reference:
Commands D to L]

* [Cisco I0S Security Command Reference:
Commands M to RJ

* [Cisco 10S Security Command Reference:
Commands S to ZJ

IPsec DX E

e

IPsec #{FFH L7~ VPN Ot ¥ = U T ¢ ORE

e

IKE X—Y g2

lConfiguring Internet Key Exchange Version 2 and
FlexVPNJ

CAMNOREFEZIGFT 2 X 9 ITRSA F—% ik

JE

PKI N T® RSA ¥ —D/ER

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_vpnips/configuration/15-2mt/sec-cfg-vpn-ipsec.html
http://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ikevpn/configuration/15-2mt/sec-key-exch-ver2.html
http://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ikevpn/configuration/15-2mt/sec-key-exch-ver2.html
http://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_pki/configuration/15-2mt/sec-deploy-rsa-pki.html
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ZOMDEEEH

ESPEBE=]

XZaFILEA ML

Suite-B M ESP 7 A7 4 — A

[Psec i L7- VPN Dt F = U T ¢ DFE

R

Suite-B AT NI AL XA TD KT A
7 —ILDERE

[ Configuring Internet Key Exchange Version 2 and
FlexVPN

IPsec SA % 2 3T —3 5 T Suite-B @ Elliptic
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4, exit
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number | ipsec sa number | ike F 7213 TKE AV LU SA BBR &7 LA 5 RIS
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limit ike sa 25
ATy T4 exit Ja—n_ar74¥al—aryE—REKT L,
FEHE EXEC E— RIZERY £,
i
Router (config) # exit
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4. exit
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Total calls rejected 1430, accepted 0
Load metric: charge 82, unscaled 82%

AT 72 showcryptocalladmissionstatistics
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151 -

Router# show crypto call admission statistics

System Resource Limit: 111 Max IKE SAs: 0 Max in nego: 1000

Total IKE SA Count: 0 active: 0 negotiating: 0

Incoming IKE Requests: 0 accepted: 0 rejected: 0

Outgoing IKE Requests: 0 accepted: 0 rejected: 0

Rejected IKE Requests: 0 rsrc low: 0 Active SA limit: O
In-neg SA limit: O

IKE packets dropped at dispatch: 0

Max IPSEC SAs: 111

Total IPSEC SA Count: 0 active: 0 negotiating: 0

Incoming IPSEC Requests: 0 accepted: 0 rejected:

Outgoing IPSEC Requests: 0 accepted: 0 rejected: 0

Phasel.5 SAs under negotiation: 0
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FHA, 2 OLJJ:O) ISAKMP 7 a 7 7 A V3 V) . %7"1: T 7 ANN, U CA P —NTREFS
NTWDERERLDL T A RKRA Y FER->TW0D CNERNTERBEO 7 m—L R T A RARA
VREBRIRLET (FZAMKRA U NI, 7 rz~/\/1/ ’*iéntllﬁf“f‘:@@lllﬁf“fl%ﬁéﬂi
) o BT IPsec b RNV DFESL A I SEHITIE, BEMDEIR LT T X MARA > ME, IS
BANNEIR LT P T A NKRA L R —HTHMERDDET, FTANKRA Y MR LW
AL MoFTTO IPsec b p/bid, BEFEOMESLIZEK L £,

REBAE/NSAKMP 07 7 4 Lv v EVJICEY 51

EEBAZE/NSAKMP R J 7 A4 IILR Yy E T DHE

Cisco IOS Release12.3(8)T AR TlL, E7 ZISAKMP 7' 7 7 A )LIZ~ v B2 7§ 5 HiEIL, RO
FETE T LT, ISAKMP A8HiD ISAKMPID 7 4 —/L R, E 7 #ISAKMP 712 7 7 A LT v
VT 5D SN TWE Lz, FEAENEGECHEH S D & &, ISAKMPID XA 27— K
ICFEHENS OB LN EENTWE LTz, CAN, ERENZ TV —TEEFEHEO K O
flkr=> b (OU) 74—V RIZFR LD o284, ISAKMP 71 7 7 A L& 7280 4 Th
ZEIITEFEEATL,

Cisco IOS Release 12.3(8)T Th., LD LI, BT 2~y 7/ T& 9, iEHE/JISAKMP 7
n7 7 ANy EUTHREREERT S & REHENOMLED T 4 — /L RONFIZESWT, v
\ZISAKMP 7’ 7 7 A )V EFHI VY THZ LN TEET, AL, fEHEOHIAEESIZHESNT
ISAKMP 7’0 7 7 A n&EID B TH LW HELNHY FHATLEE, 2. ZOKREIC
ISAKMP 70 7 7 A A REID Y THNTETIZIN—TEHV B THZENTEET,

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K



SIBAZE/NSAKMP O 77 ALV EVY

SAENSAKMP 7T 7 A Lz vEVTOLLH I}

SEBAZENSAKMP 074 I YETDLLH

WO, EEHE< 7% ISAKMP 7' 7 7 A VIZHESE L. GfRE< » S I2 7 — 74 5 E| 1) Y
THHEERLET,

R1: FAIT7AILTNL—TEYETITRYEV T ShBERAETY T

Certificate
map 1
[SAKMP | Group
s profile 1 il 1
Certificate
map 2
Y
Certificate - ISAKMP o Group
map 3 7 profile 2 5, 2
Y
Certificate .| ISAKMP 2
map 4 ¥ profile 3 E

ISAKMP 7' 2 7 7 A JWTIFEE OGN~ » 728 CE 90, tE~ v 7131 DD ISAKMP
T Ty A ULMERTTE A,

FEAE Ik | GEAEEZEEO -HOREELRETE L L5102 7, ISAKMP 17 7
AT, BEEZIEHES v 72, o R TEET, 72, #n SNZFEBFED ISAKMP 7' 1 7 7
ANNITHFIET Dt E~ v 7L =8 L7256, ETITISAKMP 7' 7 7 A A EID 4 THILE
T, ISAKMP 707 7 A VTV FAT ¥ NEETN—THBEENTNWDIEAE, FLIZV—T74
METIZED L THRET, ZOISAKMP 71 7 7 A MEHRICE Y, ID KEY ID 7 A F 2T
T 4 FIITREHEOR IO OU 7 4 —/)L ROFEHN EEE IR ET,

E7ADISAKMP A 77 A4 IILELUVTIL—TELZDE|Y LT

SFHAENOIEED T —/L RICESNT, ETITISAKMP 71 7 7 A L& E) 24T 521X, ISAKMP
a7y ANEERERLTH S, mateh certificate =~ > KA L £,

ET7ICHID B THND ISAKMP 7' 1 7 7 A )W 7 )V— 74 Z BT 5121%, ISAKMP 7'e 7 7
ANVEEFH L TH D, client configuration group =~ > REEH L F7,
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FEBAENSAKMP 007 A LI v EV YT DERESE

SEEAZNSAKMP O 77 ALV EVS

REBAENSAKMP 07 7 A LRy EV T DEREFE

SFBAZE/NSAKMP 7O 7A4JIL <V EYY

ISAKMP 7' 0 7 7 A WMZGEHELY~ v B 7351203, ROFNEEFITLET, ZOREITLD,
SERHENOEED 7 4 —/L RKORWNRIZHESNWT, ETIZISAKMP 72 7 7 A L EZEY B TEHZ &

NTEET,
FIEDBE
L 4%—2J)it
2. configureterminal
3. cryptoisakmpprofileprofile-name
4. matchcertificatecertificate-map
F gD E¥ 40
OV RFERETIYaY B
AT 4 =TIk M EXEC E— K& A R—T7 M LET,
bl * NRAT—=REANLET (FERINEHA)
Router# enable
RTFw T2 configureterminal ra—)ar7 4 Xal— gy T— N2
LE7,
i -
Router# configure terminal
ATv73 cryptoisakmpprofileprofile-name ISAKMP 7' 2 7 7 A V& EHK L, K5 ISAKMP 7' 1
Ty ar7 4 F¥al—rary ET— FEBBL
11 7,
Router (config)# crypto isakmp profile
vpnprofile
ATy T4 matchcertificatecertificate-map SEAE~  TOLFIEZ T ANE T,

1 -

Router (conf-isa-prof)# match certificate
mapl

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K



| sEmZASAKMP o T 7 A LTy ELY

REBAEN T Y EV T ENTF=C &L DFERR

AEAE~ Y TORAELPIE LS REESN TV AR TE 77,

WD show 2~ > K& T,

gmnEnvveEvsenr-ceorz M

FlEDHE
1. £ 3%x=7J ik
2. showcryptocacertificates
FEDEEH
ARV FERET7IYa Y B&
ATv 1 14 x*—T ik FiHE EXEC E— R& A X —7 LI LE T,
- AU —FREANLET ERSNHE) .
Router# enable
AFvT2 showcryptocacertificates AEMIEIC BT B WA R R LET,

1 -

Router# show crypto ca certificates

E7~ADTIL—TR2DEY ST

7 % ISAKMP 7’0 7 7 A NI~ vy B 7T 5 L X7 N—T74% BT ICBEAM T 512, kD

FIEZFATLETS

FIEDHE
1L 4 x—Jik
2. configureterminal
3. cryptoisakmpprofileprofile-name
4. clientconfigurationgroupgroup-name
F DA
ARV RFEREETIVa Yy E:g]
ATv 71 4 *r—TILik FitE EXEC £ — R& A R—7 /LI LET,

IPsec VPN A > 2 —%y b F—XHBOFEHM F i



B IEISAKMP O T 7 ALY ELTDEZEBLUAVTFFUR

SIEAEASAKMP 7O 77 A LTy EYS |

ARV RFERRETIVa Y

Sl

1 -

Router# enable

* RATY—KREANLET (FERENZEHES) &

ATvT2 configureterminal

1

Router# configure terminal

ra— L ar 7 4 Xal—arE— REMBLE
R

ATvT73 cryptoisakmpprofileprofile-name ISAKMP 711 7 7 A L& EFE L. ISAKMP 711 7 7 A
NarZ4Xal—vary - REBLET,
11
Router (config)# crypto isakmp profile
vpnprofile
AT T4 clientconfigurationgroupgroup-name ZOEZFISAKMP 72 7 7 A VIZET #E ) ¥ TH L
X, FOETICED B ToND T N—TLEZITA
1 NEJ,

Router (conf-isa-prof)# client
configuration group groupl

:FEAZNSAKMP 7O 07 ALY EVIDEZABELUVAVTFOR

ISAKMP 71 7 7 A )b < v B kST 2iEAEELZ T =X L, AT T AT 5120, RO

debug =~ > RZFEHLET,

FIEDHE
1. £3%x—=7JILik
2. debugcryptoisakmp
FIEDFHE
ARV RFEREET7TIVa Y B#Y
AT 71 A4 x—T Lt FibE EXEC £ — R& A X1 —7 MIZLET,

{1 -

Router# enable

cNRRATU—REANLET (FRENEHE)
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| sEmZASAKMP o T 7 A LTy ELY
SERENSAKMP T 77 A LTy EL T 0RES I

AT RFERET7IIY B#
ATv T2 debugcryptoisakmp REBAEDS, REE~ v YOG ER T, ISAKMP 7’17 7 A )L
E—HTH B RTHAOEFRRILET,
Bl - STy Rl BT —FRE D T T T b AR
Router# debug crypto isakmp TAHAEESIC B TE £,

REBAE/NSAKMP 07 7 ALy E T DEREH

FEEDT4—ILFIZEDW-ISAKMP O 27 7 A JLADEEBREND T v
E>4 : 5

WOREFITIL, FEBEIC Tou=green] WEHEFEN TN D & X (T4 T, ISAKMP 7’17 7 A )L
lcert_pro] NETIZHID Y THND, LWH T ELERLET,

crypto pki certificate map cert map 10
subject-name co ou = green
!
!
crypto isakmp identity dn
crypto isakmp profile cert pro
ca trust-point 2315
ca trust-point LaBcA
initiate mode aggressive
match certificate cert map

ISAKMP 7O 7 7 A JLIZEAEMIToNT=ETICEIYHTOINB T IL—
pEAOL

WoOBNX, 7 v—7 Tsome group) 73, ISAKMP 7’11 7 7 A JLNEN 0 24T 572 B 7 (2 B f) )
BATNDHZLERLTVWET,

crypto isakmp profile id profile
ca trust-point 2315
match identity host domain cisco.com
client configuration group some group

ISAKMP 707 7 £ LADIIBAED 7 v E > J 155!

WOHIE, ISAKMP 7' 7 7 f WIZFERAENR~ v B 7 EanzZ 2R LET, ZoFIiE. Ik
FE KORGEMORE, fEHE~ v 7O AEELDPRE SN2 & 2R d Sshow a2 K

IPsec VPN A V2 —F vy b X—HBOBEHA K
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SIEAEASAKMP 7O 77 A LTy EYS |
B sAKMP oo 7 A LADIEBEDT v E L SR

7. BIOSEHENREAE~ v 7ORAZECTISAKMP 710 7 7 A W2 —E L7= Z & %757 debug
a<y RAREERTHET,

SERDRE

crypto pki certificate map cert map 10
! The above line is the certificate map definition.
subject-name co ou = green

! The above line shows that the subject name must have
!

W

ou = green.”

crypto isakmp profile certpro
! The above line shows that this is the ISAKMP profile that will match if the certificate
of the peer matches cert map (shown on third line below).

ca trust-point 2315

ca trust-point LaBcA

match certificate cert_map

initiate mode aggressive

READRTE

crypto ca trustpoint LaBcA

enrollment url http://10.76.82.20:80/cgi-bin/openscep
subject-name ou=green,c=IN

! The above line ensures that the subject name “ou = green” is set.
revocation-check none

#*{E {81 show crypto ca certificates 1< > FH

Router# show crypto ca certificates
Certificate
Status: Available
Certificate Serial Number: 21
Certificate Usage: General Purpose
Issuer:
cn=blue-lab CA
0=CISCO
c=IN
Subject:
Name: Routerl.cisco.com
c=IN
ou=green
The above line is a double check that “ou = green” has been set as the subject name.
hostname=Routerl.cisco.com
Validity Date:
start date: 14:34:30 UTC Mar 31 2004
end date: 14:34:30 UTC Apr 1 2009
renew date: 00:00:00 UTC Jan 1 1970
Associated Trustpoints: LaBcA

52810 debug crypto isakmp 27 > KH A

Router# debug crypto isakmp

6d23h: ISAKMP (0:268435460): received packet from 192.0.0.2 dport 500 sport 500 Global (R)
MM _KEY EXCH

6d23h: ISAKMP: Main Mode packet contents (flags 1, len 892):

6d23h: ID payload

6d23h: FODN <Routerl.cisco.com> port 500 protocol 17
6d23h: CERT payload

6d23h: SIG payload

6d23h: KEEPALIVE payload

6d23h: NOTIFY payload

6d23h: ISAKMP: (0:4:HW:2) :Input = IKE MESG FROM PEER, IKE MM EXCH
6d23h: ISAKMP: (0:4:HW:2) :01ld State = IKE R MM4 New State = IKE R MM5
6d23h: ISAKMP: (0:4:HW:2): processing ID payload. message ID = 0

IPsec VPN A VA2 —F vy b T—HWOBEHA K
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SIBAZE/NSAKMP O 77 ALV EVY

6d23h:

6d23h:
6d23h:
6d23h:
6d23h:
6d23h:
6d23h:

! The

that it matches the
6d23h:
6d23h:
6d23h:

ISAKMP

type

FODN name

Erizayscont=-sL—JaniEs [

(0:268435460) : ID payload
next-payload

protocol

port

length
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

(
(
(
(
(

(

oNeololeNe)

0

above line

ISAKMP:
ISAKMP:
ISAKMP:

B D DD

HEH

6
2
Routerl.cisco.com
17
500
28
:2):: peer matches *none* of the profiles
) : processing CERT payload. message ID = 0
2): processing a CT X509 SIGNATURE cert
2): peer's pubkey isn't cached
2): OU = green
:2): certificate map matches certpro profile

shows that the certificate has gone through certificate map matching and

“certpro” profile.
(0:4:HW:2) :
(0:4:HW:2) :
(0:4:HW:2) :

Trying to re-validate CERT using new profile
Creating CERT validation list: 2315, LaBcA,
CERT validity confirmed.

E7IZEIY B ToNnT=TIL— T L DRLH

ROFBEB LT Ny FTHAX, JAV—7BEeTIZE80 Y Tonizl tzrLET,

READETE

crypto isakmp profile certpro

ca trust-point 2315

ca trust-point LaBcA
match certificate cert_map
client configuration group new group
! The statement on the above line will assign the group “new group” to any peer that matches
the ISAKMP profile “certpro.”
initiate mode aggressive

[5Z {8l debug cryptoisakmp 7O 77 A )L A< FHA

WOT 3y 7 HOBNE, BT 5 leertpro) &9 ISAKMP 7' 7 7 A )L LA SFL,  Tnew group)
LWV TN—TREID Y ToHNIEZ 2R LET,

Router# debug

crypto isakmp profile

6d23h: ISAKMP (0:268435461): received packet from 192.0.0.2 dport 500 sport 500 Global (R)
MM _KEY EXCH
6d23h: ISAKMP: Main Mode packet contents (flags 1, len 892):
6d23h: ID payload
6d23h: FODN <Routerl.cisco.com> port 500 protocol 17
6d23h: CERT payload
6d23h: SIG payload
6d23h: KEEPALIVE payload
6d23h: NOTIFY payload
6d23h: ISAKMP: (0:5:HW:2) :Input = IKE MESG FROM PEER, IKE MM EXCH
6d23h: ISAKMP: (0:5:HW:2):01d State = IKE R MM4 New State = IKE R MM5
6d23h: ISAKMP: (0:5:HW:2): processing ID payload. message ID = 0
6d23h: ISAKMP (0:268435461): ID payload

next-payload 6

type 2

FQODN name Routerl.cisco.com

protocol 17

port 500

length : 28
6d23h: ISAKMP: (0:5:HW:2):: peer matches *none* of the profiles
6d23h: ISAKMP: (0:5:HW:2): processing CERT payload. message ID = 0
6d23h: ISAKMP: (0:5:HW:2): processing a CT_X509 SIGNATURE cert
6d23h: ISAKMP: (0:5:HW:2): peer's pubkey isn't cached
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B zotoszasn

6d23h: ISAKMP: (0:5:HW:2): OU
6d23h: ISAKMP: (0:5:HW:2)
6d23h: ISAKMP: (0:5:HW:2)
6d23h: ISAKMP: (0:5:HW:2)
6d23h: ISAKMP: (0:5:HW:2)
6d23h: ISAKMP: (0:5:HW:2)
6d23h: ISAKMP: (0:5:HW:2)

ZTDMDSEER

SEEAZNSAKMP O 77 ALV EVS

: certificate map matches certpro profile

: Trying to re-validate CERT using new profile

: Creating CERT validation list: 2315, LaBcA,

: CERT validity confirmed.

:Profile has no keyring, aborting key search

: Profile certpro assigned peer the group named new group

ESPEBE=]

I=Za7ILAA LI

e
it

ISAKMP 7’11 7 7 A L DF

VRF 58&% IPSec

YFa T4 avy R

[ Cisco 10S Security Command Reference]

e
ZAE Title
7L -
MIB
MIB MB®DY Y
L BINL7-77 > 7+ —2A, CiscolOS V7 b
=27 V=X, BLOX T4 —F ¥y D
MIBZBELTH 7 o— KT 5881%, kO
URL (23 % Cisco MIB Locator Zf# il L £,
http://www.cisco.com/go/mibs
RFC
RFC Title
7L -
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SIBAZE/NSAKMP O 77 ALV EVY

SRADTY ZHIL YR—F

TRENSAKMP T o7 A ey EvsomteEn ]

Bl

Link

AaADYAR— b Web A FTlE, > RAad

AT 7 /) aV—CBTL T Ty a—

T A UTICEBRL TR TA L9, vw==
TR —NEIILOETHEERA T4
VY —2%&HRMEL TWET,

BHENORGOYEF 2 U7 ¢ HFERCEINE R A
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 — R EOKHEY—ERITIMATEET,

VAaADYR— bk Web YA FDY— W7 s
T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

http://www.cisco.com/cisco/web/support/index.html

FBAZE/NSAKMP O 77 AL v E 2T DOBEEER

ROFIZ, ZOFY2—/L T LEEICET ) ) —AFHe R LET, ZoRET, Y7 b
V=7 VU= bbA U THEBEOY R — PN EASNIZEEDOY T by =T V) —=RIZT%
ARLTWET, ZOMEEIL, FrICE D BRWIRY . 2O —#HD Y 7+ v =7 U U —ZThH

PR—FENET,

779 M7 —LDOYR—hBLIOT R YT b

3 51Z1&, Cisco Feature Navigator ZfFH L ¥ 7,

T2 T A A=Y DOYAR— MIBET DR A R
Cisco Feature Navigator |27 7 £ A3 51213,

www.cisco.com/go/ctn [ZFEE) L 9, Cisco.com DT H 7 v MIKLEH Y FHA,
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SIEAEASAKMP 7O 77 A LTy EYS |
B GIENSAKMP TR T 7 (LT E LS DEEIER

+ 3. SIBAE/NISAKMP 707 74 )L v E LY DO#EEER

HRES 1)1)—= PERETEHR
SFBAE/ISAKMP 72 7 7 A )L | 12.3(8)T SFAAE/NISAKMP 7' 7 7 A /b
A 12.2(33)SRA ~ o U THREAM T 5 &

AEHENOEED T 4 —/L KD
WRIZESWT, BT
Internet Security Association and
Key Management Protocol

(ISAKMP) 71 7 7 A L& E|
DUBCTHZENTEET, F
=, ZOFERETIX. ISAKMP 7
077 AMIEHD Y TonE
TIWCTN—TH%E) S THT
EHTEET,

Z Of%REIX. Cisco I0S
Releasel12.3(8)T CEAINE L
7o

Z Of%EEIX. Cisco IOS Release
122(33)SRA IZHEA SN E L
77

Z OFEREIL. Cisco I0S Release
122(33)SXH 2B SN E L
72

12.2(33)SXH
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5.

[Encrypted Preshared Key |

WAL R A —REA T L. TL—0 TR MDARRT—RE2 XA 76 (k) &
T NVRAM [ZZEIRE TE LT,
© PERETHHOOMERD, 55 ~—
Wb F R T — OFKFIE, 55 2=
WAL FRTA F — T D, 56 ~—v
WAL FRTA X — O EHIE, 58 -V
W SR F— DR ER], 67 L—
* ROEE, 68 ~—v
* ZOMDBEEER, 69 N—

R AE IR R D HERR

THHOY 7 2T VY —RATIE, ZOFEVa— A THRAINDLTRTOBRENTFR— &N

TWD EIERY A, EFTOMRET G X OEEIZ- DV TIE, Bug Search Tool 38 L ONZTHEH O

Ty R F—BIYNY T 2T V=ADDY== ESHRLTLIEIN, ZOF

Va— /LT SN AOMREICEET 2. BLOSHENTFR—rSd ) ) —2A0—&E|Zo
TiE, BREEROREZSR LTI EI N,

7Ty b7 —LbDOYVR—=FBLOV AT YT N2 T A A=V DOV R— MNIETHHEREBRR

9% 121X, Cisco Feature Navigator % f#i il L £, Cisco Feature Navigator (27 7 & A3 52|
www.cisco.com/go/cfn IZFBE) L £9, Ciscocom DT AT MILEDH D FH A,

B EERIH BT —DHIFIEIR

*HWROM =% (ROMMON) BXURT— b A A—=TTlE, HTLWWHF A T 6/3RAT — KR
FRINFETA, FOH, [HFDO ROMMON O8¢5 &, =7 —0"FALET,
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l'Encrypted Preshared Key | I
B EsicEnsar—IcET SR

* Cisco 836 /bL— ¥ T, Advanced Encryption Standard (AES) % TZ A5 DILIP Plus 1 A —
T ERICRY £,

FEEERIHAFT—ICET 515

EEIEENMHEE X —DFERAICLEEZNRT—FDEF 273 RE

BB L FER A X — 2T 2L, a~r R4 A ¥ —T x4 A (CLI) b, 71—
YTXRARNDNAY = REHAT 6 A TNVRAM ~tF 2 TIRFCEET, 41476 D/RA
U— RIS b SN TWnEd, BEfb&niz AU —FFAKEZ, R LEVESE LD T52 L
IXATRETT D, ENEE B L CTEBRONRAY — RERET 5 2 LIXNE TJ, keyconfig-key =
~ v R X' passwordencryptionaes =~ > RZfiHT 5L RAUV—REZREL TAMETE £
T (F—DRE S Iz, *FREE S Th D AES 3MEH &4 ET) . config-keypassword-encryption
Ay e L TRESNIARAT = (F—=) F, b= NOZOMT ~TOF—20F 51k
THVAY—HEX—L LTEHINET,

passwordencryptionaes =~ > NZ g% T D%, [FIFFIZ keyconfig-key =~ > RZGRE LRV & |
showrunning-config = < > FX> copyrunning-configstartup-config =~ > 72 ENRE N TV D
BB AHHIEMEA AL (NVGEN) 7R AFIZIRO L) 2 A v =Rl S ET,

“Can not encrypt password. Please configure a configuration-key with ‘key config-key’”

NAT—RFDERE
key config-key password-encryption =~ > REZEH L CT/XAV—F (v A% — %—) BDEHFIN
oA, FREEESLINTEACE, VAR LA NI ND, XA 7 6BEMEA ST
L7V r—vary BV a— s BREAIOF—EETHRDOF—NESNLET,

INZA ) — R DHIBR
keyconfig-keypassword-encryption =~ o A ] L TRE I NIV A F — F =3 AT LB H|
Prahd &, ZAT6DNRAT— FERTHHEMARICR D LW O NEOEERHIESnET (F
KR, Mo e 7 My ERREINET) o BEF 2V T 5K E LT, eI iiie Ay —
RiZ, CiscolOSXE ¥ 7 F 7 = 7IC X > THEHALE NS Z &3 4, 7272, §TICH
HLZLoiC, mAY—=REHEES kT2 23T,

E  keyconfig-keypassword-encryption =~ > R &[] L TR E SN 7o/ "2 T — Rid, —ERkbid
LHETEEE A, NAU— NI, ZERGINIRAT D L2 HER L £,

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K



I lEncrypted Preshared Key |
getsmnar—orx—JItt |

INR T — PGS L DERTE MR IR
& & D ELME T no password encryption aes 2~ > K&l L T/XA U — R 5L D% E & iR L T
b, BFEDOZ AT 6 AT — FITT_RTEREINTITHISNE T, key config-key
password-encryption =~ > RZEH L TRE LI/ XAT— K (v A¥—F—) BZbiux, 77V
=y a Y CRBIE U THA T 6 /32T — REEFLTEET,

INAT— FORTE

(key config-key password-encryption =~ > RZEH L TREINTZ) AT — RiEEICH

Bl TERWZD, W—FIPENRAT— R BT 2HiEEdH D FtA, BFOEHAT — 3
YT, TOWEIC T =S D L OosESnDd 2 & T T, "AY—FORNEE 5]
TLBTEET, TOHRA, NAUV—NIEHAT =2 3 VUINEICRBICRET DRERD YD E
T TFTP 2 L TRIFENTZREIL. AX U R7arTidhnizd, —ZZidn— RT& %
T, EELZ/NL—HIZa— RT5F1%I2IL,  (key config-key password-encryption =~ > R % i ]
LTC) RRAU— REZFETENTAVNERHY £, ZORRAT— RiE, (RESNZREICTFH)
TIEMTEETN, ZNICL S TRHENDOT X TONRRY — REHELNELFILTE L L9125
7o, FENCK DAY — FOBIMFATDRWZ & 2 HEREL £,

HRRNRT— FELIETBHANRD—RKDERTE
ANTEFITIHY P T R R=AMLEEEXIL., TR AL — F—|ZHE LRWVWEER~ A
H— X —NHFEELZWEETH, SEELIIMREINET, 2R LIOBREIIETI— Ay
=Y RHIENET, TI—F AvE—VORBIFIROEBY TT,

“ciphertext>[for username bar>] is incompatible with the configured master key.”

YAS— X —EFRUCRET DL, T T XX FOF—FTT RS LS, 476D
XLV ET, TTICHAT 6 ThHIF I F{LINT, BIIEORENHERF SN ET,

BEF D~ A S — =R 56. £13EONERRHOLE X, no key config-key
password-encryption 2~ > RZEH L TZ D~ A X — F—ZHIRTX £7, no key config-key
password-encryption 2~ > RZHEH L TvAX — F—%HIBRLCTH, BEFEOR S XA T — R
E. BB ESNIREEDOE FNL—FRENITRFFENE T, 26O RT— NIESGLIE
A,

EELEMEFEF—D1 2—T Il

password encryption aes =~ . &35 & | E5{bIN AT — REFIMETEET,

IPsec VPN A VA2 —F vy b T—HBOBEHA K
I -“



B  sscEsgEr—oBRTsE

FEEERHFF—D

EELERHABF—DHRE

WAL AT A F— 2 BET D1

l'Encrypted Preshared Key | I

B E A7k

TiE. ROFIMEZFEITLET,

FIEDHE
1. 4 x—=7J)ik
2. configureterminal
3. keyconfig-keypassword-encryption [fext]
4. passwordencryptionaes
FIgDFH
ARV RFEREETO3 Y B#Y
ATvT1 A4 x—T Lk FiHE EXEC £ — & A X —7 VIZLET,
. CSAT—REASLET (ERSAEZHE) .
Router> enable
ATFv T2 configureterminal Ja—r\)Lary7 4 Xalb—aryEe— NEEEBLET,
i -
Router# configure terminal
ATv73 keyconfig-keypassword-encryption | % 1 =7 6 DR 5% —% 77 A ~X— K NVRAM I[Zf&fF L £ 77,

[text]

1 -

Router (config)# key config-key
password-encryption

* (Enter ¥—%fEHLT) A7 77T 4 7I2F%F—7Hh— N
EEAT S B, BB —MNF TITAFETIUE, Oldkey, New
key. Confirmkey &\ 9 32D 7 17 MRFRENET,

CAUBETIT 4 TITHR—AR— NEIEEIT O GE, K —»0
FIE L2 VX, Newkey, Confirmkey &9 25D 7' 1
T IREREINET,

* TR EN TN D/ SA T — REHIBRT 25415, KD
a7 IRFERSNET,  TWARNING: All type 6 encrypted
keys will become unusable.Continue with master key deletion?
[yes/no]:]

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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BSLEMAFEF—DE=F Y

ARV RFERRTIVa Y

El:b)

ATv74

passwordencryptionaes

1 -

Router (config)#
password-encryption aes

W {bEpiiEE F—n 1 2 —7 1k

SIS a—TFTa29DEV R

[ ciphertext >[for username bar>] is incompatible with the configured master key| &\ 9 %45 2 2 —

VIRERRENTHEIE, ANELEFI Dy P T U R X=X LSRN~V AZ— F—ITHEG L
RO FIFT RS = F=DFELRO B TE £ (BRSO BEE LIRS ET)
ZOEEA =V FRP0ICTIE, REDOARAETZRETE ET,

El=]

%5%ﬂﬁ$ﬁﬁ#?ﬁf¥——aﬁE::g.):/cf

WS AL FREEA X —ICE T2 n X V2 M7 2123, ROFIREZFETLET,

I 4 x=JLit
2 passwordlogging

FIEDHE
1. A&—J L
2. passwordlogging
FlED
OV FFERET7TIVa Y B#)
ATvT1 4 x2—T Ik Rt EXEC E— R& A X —7 /LT LET,
- *NRAT—REANLET (FERENTEHR)
Router> enable
ATvT2 passwordlogging S AT 632 — RORBIZBET 57 "y J i on 7
ARALET,
1 -

Router# password logging

IPsec VPN A > 2 —%y b F—XHBOFEHM F i



l'Encrypted Preshared Key |

B savpEREF—0RE

RDIEE

1

IR DX, passwordlogging (2 L 27 /Ny Z I OERFI T, Z 2T, ~AZ—F =08
HICRESNTHGAE L, TOH LY AX— F—%2 i L TEOX =PRI b SN HENER

SN TWET,

Router (config)# key config-key password-encrypt

New key:

Confirm key:

Router (config)#

01:40:57: TYPE6 PASS: New Master key configured, encrypting the keys with
the new master keypas

Router (config)# key config-key password-encrypt

0ld key:

New key:

Confirm key:

Router (config)#

01:42:11: TYPE6 PASS: Master key change heralded, re-encrypting the keys
with the new master key

01:42:11: TYPE6_PASS: Mac verification successful

01:42:11: TYPE6 PASS: Mac verification successful

01:42:11: TYPE6 PASS: Mac verification successful

WIRIHERAFITTEET, TNODOEMEEIT. AV L2 b DT,

ISAKMP =/ H X —DKTE

ISAKMP FaiHHXF—%FTETHI2E,. ROFIEEFEITLET,

FIROHE
L 4%—Tit
2. configureterminal
3. cryptoisakmpkeykeystringaddresspeer-address
4. cryptoisakmpkeykeystringhostnamehostname
FIED
ARV RFERERTIVa Y =LY
AT 71 A4 r—T )Lt FiHE EXEC E— R& A X —7MIZLET,
. P RAT—REANLET (ERSAEHE) .
Router# enable

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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ISAKMP & — 1) > 50> ISAKMP 28Tt 5 —0%E [

aAvY RFERET7TIIY

=)

ATFv T2 configureterminal rTa— ) ar7 s Xal—arET— RNEHEBL
i ‘a‘o
i -
Router# configure terminal
ATV7T3 cryptoisakmpkeykeystringaddresspeer-address | R LG —2HTE L E T,
i - * peer-address 51521, VE— N ETDIPT K
' LAERELET,
Router (config)# crypto isakmp key cisco
address 10.2.3.4
ATFvT4 cryptoisakmpkeykeystringhostnamehostname | E@iidFRTXF— 2R/ E LT,

{1 -

Router (config)# crypto isakmp key mykey
hostname mydomain.com

* hostname 5180213, BT OZRELH KA A 4
(FQDN) ZH{EL £,

il

RIS O, B AL FRTIEE F =R E SN gHa o As T,

crypto isakmp key 6 Hg[""ECgLGGPF"RXTQfDDWQ] [YAAB address 10.2.3.4
crypto isakmp key 6 “eR\eTRaKCUZPYYQfDgXRWi AAB hostname mydomain.com

ISAKMP 5—1) >4 ) ISAKMP ERTEX A X+ —NHETE

IPSec (ARREI 7 + U —F 4 > 7 (VRF) T &5 ISAKMP U > 7' ® ISAKMP it & —

FIEDHEE

ERET DI, ROFIHZFEITLET,

14 r—T Lt

configureterminal
cryptokeyringkeyring-name
pre-shared-keyaddressaddresskeykey

R LN =

pre-shared-keyhostname/ostnamekeykey

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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B osxvp7sLys T E—RoRE

FIE
ARV KRFERETI VA Y =)=y
ATvT1 A4 x—T Lt Fite EXEC E— R&A X—7 /LT LET,
i : AT —=REANLET (BERSWIZER) .
Router# enable
ATy T2 configureterminal sua— )b ar7 4 Xal—varE—RKelhLE
TO
11 :
Router# configure terminal
ATv7T3 cryptokeyringkeyring-name A=y b =M (IKE) BRETHAT 21
¥V T RERL, ¥—V T ar7 s ¥al—
11 : varE®E—RERMBLET,
Router (config)# crypto keyring mykeyring
ATvT4 pre-shared-keyaddressaddresskeykey IKE SiE i T A Hpiftaxr—2ER LET,
i - * address 513021E, VE—F ETDOIPT FL 2%
' RELET,
Router (config-keyring)# pre-shared-key
address 10.2.3.5 key cisco
25w T8 pre-shared-keyhostnamehostamekeykey | IKE ZRAEIC 5 FIT 2 FAiAT F — A 2% L7,
Bl - * hostname 515021L, 7 O FQDN Z57E L £ 7,
Router (config-keyring)# pre-shared-key
hostname mydomain.com key cisco

1

WIRT DL, ISAKMP & — U > 7 DR 5L S I HRTHA X — 0 E SN2 Ha O
show-running-config (= & % H 7161 T3,

crypto keyring mykeyring
pre-shared-key address 10.2.3.5 key 6 "WHCJYR Z]GRPF"RXTQfDcfZ]GPAAB
pre-shared-key hostname mydomain.com key 6 aE REHDcOfYCPF"RXTQfDJYVVNSAAB

ISAKMP 745 LwvSJ E—FDERTE

ISAKMP 7 7' L v v 7 £— RERTET HITIEL, ROFIEEZFEITLET,

IPsec VPN A VA2 —F vy b T—HWOBEHA K
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isakMP 75 Ly LT E— ke I

FIEDOE
L 4%—2J)it
2. configureterminal
3. cryptoisakmppeerip-addressip-address
4. setaggressive-modeclient-endpointclient-endpoint
5. setaggressive-modepasswordpassword
FlED M
=V N3 i = Ay B B#
ATvT1 4 2—T 1k Rt EXEC E— R& A X—7 /LT LET,
. CRAT—REANLET ERSNEHE) .
Router# enable
2Ty T2 configureterminal Ja—r\ar 74 Xal—arET— RERIEL
£7
i -
Router# configure terminal
ATv73 cryptoisakmppeerip-addressip-address TSy T ET— RO N oRAEMHIZE L, IPE
X2 U7 4 (IPSec) BTIZ XL BEAE. §Fnl. 7T H U
i Y747 (AAA) DIKEZ =V —% A F—7 VI
Router (config)# crypto isakmp peer L. ISAKMP 7 a7 A Fal—vart—F&
ip-address 10.2.3.4 Bt L £,
2T T4 setaggressive-modeclient-endpointclient-endpoint| ISAKMP £ 7 #% €N T, Tunnel-Client-Endpoint J&E
HEELET,
i
Router (config-isakmp-peer)# set
aggressive-mode client-endpoint fgdn
cisco.com
AT w5 setaggressive-modepasswordpassword ISAKMP &' 7 3% EW T, Tunnel-Password J& ' % F5E
LET,
1
Router (config-isakmp-peer)# set
aggressive-mode password cisco

IPsec VPN A V2 —F vy b X—HBOBEHA K
I -“
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1

l'Encrypted Preshared Key | I

WIZRT DL, ISAKMP 7 7' Ly o7 F— KT, B b EN=Frimx—nNHEINZHED

show-running-config (2 1. % H /141 C9,

crypto isakmp peer address 10.2.3.4

set aggressive-mode password 6 “aKPIQ KJE PPF"RXTQfDTIaLNeAAB
set aggressive-mode client-endpoint fgdn cisco.com

Unity Y —/ N FIL— T R O—DRTE

Unity =" ZL—7 R =R ET DT, ROFIHZFETLET,

FIEDBE
1. 4%—2J)it
2. configureterminal
3. cryptoisakmpclientconfigurationgroupgroup-name
4. poolname
5. domainname
6. keyname
FlED
OV FFEREET7IVa Y B#)
ATy 4 *— ik FiHE EXEC E— K& A Rx—7 ML ET,
CRNRT—REANLET (FERshi-%
i 2)
= o
Router# enable
AT T2 configureterminal Ja—x) a4 ¥al—Tar EF— K&
WmLUET,
{5l
Router# configure terminal
ATFvT3 cryptoisakmpclientconfigurationgroupgroup-name | g2+ 2% 7/ —70ORY > — a7 7 L )L EIEE
L. ISAKMP J V—7 a7 4 F¥alb—3 3
i : E— F&ZBBLET,
Router (config)# crypto isakmp client
configuration group mygroup
ATvT4 poolname a—AN =T RLAEZERLET,
i

Router (config-isakmp-group)# pool mypool

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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EasyWWN 2547 toEE I

aAv Y RFEREF7IIY

S

ATvT5 domainname TN—TNETD AL F—h F—E R
(DNS) RAA v ZfRELET,
i
Router (config-isakmp-group)# domain cisco.com
ATvT6 keyname TN—T R —@tEoEFRIH T % IKE 011
EHEF—ZHEELET,
i

Router (config-isakmp-group)# key cisco

1

WRITRTOIE, B BAE S T2 —28 Unity ¥—23 Z7—T R Y & —IZk L TRIESNTZHED

show-running-config |2 & % [ 71451 T3,

crypto isakmp client configuration group mygroup

key 6 cZZgDZPOE\dDPF"RXTQfDTIalLNeAAB
domain cisco.com
pool mypool

EasyVPN 7 S5 4 7 > FDEETE

Easy VPN 7 7 A4 7 > &3 ET HITIE, IROFIAZFATLE T,

FIEDHEE

F IR D 48

A4 x—T Lk
configureterminal
cryptoipsecclientezvpnname
peeripaddress

modeclient

groupgroup-namekeygroup-key

N o a kR webdhd =

connectmanual

AT RFEREETI VI Y E]:g]

ATy T

A4 +—7T Ik ¥ilE EXEC E— R& A 32 —T7 M LET,

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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AT FEREETOVa Y

E[:)

cRAT—KRKEANLET (ERENZEHE) &

i
Router# enable
2Ty T2 configureterminal ra—r\)Lar7 4 X2 lb—aryE— REREBLET,
i -
Router# configure terminal
2ATFvT3 cryptoipsecclientezvpnname CiscoEasy VPNRemote 27 4 ¥ = L—3 3 U ZER L,
Cisco Easy VPN Remote =7 4 ¥ a2 L —v 3 > E— N%&
{1 BRtG L £ 7,
Router (config)# crypto ipsec client
ezvpn myclient
ATy T4 peeripaddress VPN Bkt LT, ET7DOIP 7 RLAZRELET,
£
Router (config-isakmp-peer)# peer
10.2.3.4
ATvT5 modeclient X hT—27 7 KU RZEH (NAT) E72i3ET 7 RLA
Z#a (PAT) % {9 % CiscoEasy VPN 7 7 A4 7 h £—
i RCOERICV—FZ Z HERRE L £,
Router (config-isakmp-ezpvy)# mode
client
ATvT6 groupgroup-namekeygroup-key VPN #5357 — 74 B L OF—lEEE L&
j—o
i -
Router (config-isakmp-ezvpn)# group
mygroup key cisco
ATy 71 connectmanual TFHIEREZFEE L T, CiscoEasy VPNRemote 7 7 1 7 > b
WL, a~vr NERET AV r—varraroI s
il A H—T x4 A (API) O = —/LZFHE L TH 5, Cisco

Router (config-isakmp-ezvpn)# connect
manual

Easy VPN U &— MR DN 2RI T4 5 X 2R L £,

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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etEmagr—ones W

1

RIZRT DIX, Easy VPN 27 7 A 7 FISERIE S V72 %56 D show-running-config (2 L % (/) T
T ZOF—IFR LSRN TOET,

crypto ipsec client ezvpn myclient

connect manual

group mygroup key 6 gdMI S""[GIcPF"RXTQfDFKEO\RAAB
mode client

peer 10.2.3.4

B LB A T —DREH!

ESLEH{AT—: 5

WRITRTDIE, A 7 6 DFATIA F—00F b SN HEOREF TT, ZoPicid, =—+%
WXL TRREND TR T ERA =V b EENTNET,

Router (config)# crypto isakmp key cisco address 10.0.0.2

Router (config)# exit

Router# show running-config | include crypto isakmp key
crypto isakmp key cisco address 10.0.0.2

Router#

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# password encryption aes

Router (config)# key config-key password-encrypt

New key:

Confirm key:

Router (config)#

01:46:40: TYPE6 PASS: New Master key configured, encrypting the keys with
the new master key

Router (config)# exit

Router # show running-config | include crypto isakmp key
crypto isakmp key 6 CXWdhVTZYB Vcd” cIHDOahiFTa address 10.0.0.2

F—HIFEEZLIGLEEDH
KOBEBIZIL, UHIOF 20 £ A,

Router (config)#

F—NFET HEEDH
WOREFNIL, F—NI TITHFEELTOET,

Router (config)#
0ld key:
Router (config)#

IPsec VPN A V2 —F vy b X—HBOBEHA K
I -“
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—hNFE KR TCA—YBNA 250 T4TI2F—ZF A =X
B =rEessn A VB S5H T 4 TI2E—FANT BBEOH

F—INEFETHIRRETLI—YNA 23539 T4 TI2X—ZANT 515

=x20]

ROBEFI TR, 2—FITHAFEEROAN 2RO TOETH, F—13 T TIFAEL TVET,
keyconfig-key =~ KA AJJ L, Enter ¥ —% M LA ¥ T 077 47 F— R&Mlad oL, H
M2 1% Old key. New key, Confirmkey &9 32D 7m0 7 FARRINET,

Router (config)#
0ld key:

New key:

Confirm key:

F—IAFELGWKETLI—YNI U250 T4 TIZX—%2ANT S

5E 05!

WISTRT DI, F—DFELRWRIL T —RA X T 7T 4 T —R— FEEEIT 5 55
OREHITT, *FHE— REHIGET D L. HmiZiX Newkey 3 £ U Confirmkey &5 22D 7 1
YT RIIFRIRINET,

Router (config)#

New key:
Confirm key:

INR T — FEESE DR TERRFR DB

RDIEE

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K

RIRT DL, 2—=PPRRAY — R SALOBE 2 fER$ 256 O ERI T,  [WARNING: All
type 6 encrypted keys will become unusable.Continue with master key deletion? [yes/no]:] &\ 9 7w
TIBEEICRRENEST (X T7T 47 F—FOHH)

Router (config)#
WARNING: All type 6 encrypted keys will become unusable. Continue with master key deletion
? [yes/nol: y

ZOMOFFHEAF— 2R ELET,
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ZTDMDSEERH
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BLL

Link

G £ 4172 Technical Assistance DA ]
DOURLIZT Z7®ALT, YAaD7 7 =7V
PAR—=FEHRKBIFEHLTEZSn, Zhb
DY Y=L, V7 NI x=2T %A A—)LL
THRELZY, YAa0ieT 7/ nyo—|C
B9 2 HAfTHIRBEZ R U720 35 72 DI fiEH
LTLEEY, ZD Web VA F EDY—z
7 7' AT BHERIE, CiscocomdDu /A 1IDE
FONRRY — RRMLETT,

http://www.cisco.com/cisco/web/support/index.html
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BRAIBR—ZADI) Ty T

HeEE D B FE
J1)y—= EZERNE
12.2(4)T ZOMERENEAINE LT,

GE) X2 VT AT DEBS. EOBBLIRET DO DRSS, HIZE b L T E
9, Cisco DEFBAIZBET 2 e OHEEFHIEDFEMIZ DWW Tid,  [Next Generation Encryption
(NGE) | AV A b R=_—=%ZRLTIZE0Y,

Z OFTIL, Cisco 10S Release 12.2(4)T OFHI4 N — A DK H~ > THEREIZOW T L £ 97,
KDY ar THRESHTVWET,

© HERETEROMRE, 71 N—Y

© BEREOBEZE, 72 -

* YR—FENDT Ty FTH—L4, 73 ~—V

* HAR— FEN TV DB MIB 38 XL OVRFC, 73—

* ORISR, 74 N—Y

U

L]
s

slé\

I3, 74 v

U

L]
s

slé\

Jcs
EHl, 77 =

AR DR

CHEHOY 7 R 2T JY—ATIE, ZOFEY 22— L THBENE TR TOMENYR—FEh
TWD EIFIRBY £/ A, RFTOEREREH I L OEEE |22\ Tlid, Bug Search Tool 38 X N fEH D

IPsec VPN fiA VB —Fy b X—RBOREH A F
I -“


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
https://tools.cisco.com/bugsearch/search

B zeoms

BAEA—ZDIY T2y T |

TI 9 R4 —ABLRY T T 2T VI —=2DY V=2 )= EZRLTIES, 20T
Va— /L Tl SN OHERICET AW, BLOSEENLYR—FEhd ) Y —20—EZo0
TIE, BREEHROEREZZRLTZS N,

TTy b7 F— LD R FBIO AT YT b =T A A=V OPR— MIFET D EREME
J" %I, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator (27 7 £ A3 5121,
www.cisco.com/go/ctn IZFEE) L £ 97, Cisco.com D7 7 2 MIMLEDH D £H A,

HEEDHE

=

AT R

BEEEH

NG R—2 D7 VT N~y THEREIC L FEIAE BRI ORRI4 (DN) FEokEE OFEN
) ZEOETOBRINEEL, v 2 —T oA 2P, T/ 8ZAZHBETH LI ITL—F
ERETEFET,

PIRTE T, b T b — 2 BNFFAEE 21T H R 252 5 AN S84, CiscolOS Tl 5
BT DIPT RLRIZL > THIRT DL, BEElbInicf v F—T oA AL ETRWETHO
EEESHERH Y FHAT L, ZOMREICEY ., 7 0NAFOFRGECEH L7ZDNIZHESW T,
ETNEATEL27 VT N~y T E2RHEL, FFEDDN ZROETNT 7 EATX Dl 5{bA v
B —T A AEHIFITEET,

AL N — A DI~ THEEETIZ, BBk A v —T = A A ETBIR L, FEDIFHE ()T
HAEB 72 DN 2R O3EHE) 2/ T NZED0AL v —T =2 AT 7B A LWL S, LV—H
WHIIRZ R ECTE £,

ST LEH
ZOWRBEERTETHITIE. V= FBRIP X2V T 4 EZFR— T 20ERHY 7,

INTA—TVRLDEE

T 7 ZAEEIRTDH DN BEWEE, DEBOTAT T 4T 4 v a v EBRTLIEED 7Y
Fh2yTEEETALIVG, BHOTAT T 4T 4 B a v EBBT 007 7 K
~y FERIRETH LB LET,

WDO~== T ML, RIG_X—2AD 7 )7 < v FEEEEOBEERAH I TVOET,

* [Cisco 10S Security Command Reference ]
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* [Cisco I0S Security Configuration Guide: Secure Connectivity, Release 12.4T]

* Next Generation Encryption (NGE) U A h ~_X—s3—,

HR—bENETIY b T+—L4
ZOMREIX, KOT Ty N7 4 — LA THR—FENET,
* Cisco 1700 & J — &
* Cisco 2600 ¥ J — &
* Cisco 3620

* Cisco 3640
« Cisco 3660

* Cisco 7100 >V — X
* Cisco 7200 >V — X
* CiscouBR905 r— 7V 7 /& A )L—X

* CiscouBR925 ¥ —7 )V T 7 A )L—X&

Feature Navigator Z{EFf L= 75 v kb 7+ —L YR— L DHF

TI7Yy R 7 =DV R—= I BLOVRAY T R T =T A A=V OV R— MIMET D HEREMER
J" %1%, Cisco Feature Navigator 2 f#i ] L &4, Cisco Feature Navigator (27 27 & A3 5121,
www.cisco.com/go/ctn IZFEEN L £9°, Cisco.com DT T MIMEH Y FHA,

HR— SN TS MIB & & U RFC

R
2L

MIB
L

BIRL7ZT T b7 4—24, CiscolOS VU —A, BLXOT7 4 —F v v MIETLMIBEHEL
TH Y a— T 352i%, D URL IZH 5 Cisco MIB Locator 2 FH L £,

http://www.cisco.com/go/mibs
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BARAR—ZDI YT <vT |
B oeEse

k= 353
DN X—2D 27 V7 b <=y 7 afEd DS, ROEREZFATTOLERDHY £,
*ETZEICIKERY U—EERLET,
IKE R U > —DFERRIZ DWW T OFEMIIZ,  [Cisco I0S Security Configuration Guide: Secure Connectivity.]
@ [Configuring Internet Key Exchange for IPsec VPNs] DO FEAZ S L T E &0,
*IPSec D7 V7 h~vv 7 = MY EERLET,

B~y 7 = b U OIERRIZOWTOREMIZ,  [Cisco I0S Security Configuration Guide: Secure
Connectivity] @ [Configuring Security for VPNs with IPsec] DFEAZZH L T 7EE 0,

ERTEERE
V7 =y b U OERICET 27OV TIE, [Psec VPN O ¥ = U 7 DRE )
EBMLT RSN, —HAOAERE, LA ERICHT TOET,
* (DNIZ - THRASNE) DN R—2OW B~ v 7O/RE, (74~—)  (BF)
*(BAMBIZE o TRIES L) DN R—2ADRH~ » 7ORE, (75 <—Y) (%45
* DN R— A DI~ v 7~ ID O, (75 <—) (W)

*DN R— 2D~ v 7 OfER, (16 2—v)  ((EE)

(DN IZ& > TEBifEnt-) DNR—XDESTY TODHRTE

DNIZE s TSN ETIETNMMERTELDNR—2D 7 ) 7P s =y FTERETDHITIL, 7
o—/N)L a7 4 FXalb—gyT— ROBRBEKIKROa~ L REREHLET,

FIRDOHE
1. Router(config)# crypto identity name
2. Router(crypto-identity)# dn name=string [ ,name=string]
FIEDFEHE
ARV RFEREETIVa Yy ]3]
ATy I Router(config)# crypto identity name | )L — % OFEBIENICH 2HFEDN U A &AL TL—2 D7 A

BN

FUoTATAEREL, ETAT T AT 437 4 Fal—
vary E'— RERHBELET,

IPsec VPN A VA2 —F vy b T—HWOBEHA K
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(GhR R&BIZE>TREEShT) DNR—20iEEvy T08E I}

ARV RFEREETIVa Yy =LY
ATYT2 Router(crypto-identity)# dn N—H DFEHENIZHDHDNIZ, V—=F DT AT T 47 1 %
name=string [ ,name=string) WA T,
GE) T DTAT T 47T 4%, RSN EDT A
TUT AT 4 E—BTIHLERHY T,

(IRR FRIZE>TRIENTZ) DNR—XDEETY TDETE

RA NI LS TRIAESNTEETEITNEHTEADNR—RD 7 VS v~y T H#RET HIC
Ja—r)L a7 4 Xal—yar ET— RORBEFICROa~ > FEFEHRLET,

FIEDHE
1. Router(config)# crypto identity name
2. Router(crypto-identity)# fqdn name
F gD E 48
ARV FFEREETIVa Yy ]3]
ATvT1 Router(config)# erypto identity | )L — X OFEHFENICH HHFEDN Y A hEEH L TL—2 D7 A
name TUTATAEHEL, ST AT YT AT 4 A7 4Fab—
var E'E—REBLET,
ATvT2 Router(crypto-identity)# fqdn name| &7 OFBIEIH A LI2R A AN —F DT AT T 47 4 &4
AT
GE) VT DT AT T 4T 1%, ZMENTGENEDT A7
YTAT A EETOMERDHY £,

DNR—ZXDEST Y TADID DEH

(VT =T OarTHANNT) TAT T AT 4 2BHATHITIE, Ja—Lar7y
Fal—varyET— NORMBKIZKRKOa~ Y REFHLET,

FIRDHE

1. Router(config)# crypto map map-name seq-num ipsec-isakmp

2. Router(config-crypto-map)# identity name

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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B ovnr—=zomsvy oz

F IR D8
ARV RFERETIVa Yy B8
ATvT1 Router(config)# crypto map V7V T b~y T 2 b RERERLIZAEL, 7V T b~y T =
map-name seq-num ipsec-isakmp |- - ¥ L —3 gL T— FEAEBLET,
2Ty T2 Router(config-crypto-map)#identity | 7 U 7 s = I LCID Zi#H LE T,
name Zoa~wy REiH L84, identity name TU A ST 5 =
Y74 FXal—vari— ﬁ#éﬁxhﬁwﬁ\%ﬁbt%%Vy
TEEHTEET,
GE) K5~ v 7N identity =~ > RFIR S WA,
EEbE T OIP 7 R R &ERE | Wb HilfiddH
DEHEA,
Iz =
DN ZO) 7?7 ‘J 7®EEFML,\
Z DFEHE ICRE SN TW A& TR 512, EXECE— R CRO a2~ REEHALET,
avo kR =)

RELIETAT VT 4T 4 2RRLET,

Router# show crypto identity

SOOI a—T420DEV R
B b7 N AL L L 9t A, TR DNR—AD I VT h vy TREICL T T ay
JENTEHA. RODTT— Ay —URiiksnEd,

<time>: %CRYPTO-4-IKE QUICKMODE BAD CERT: encrypted connection attempted with a peer without

the configured certificate attributes.

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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DN R—X DB v TDEHETEH

WOFITIE, DNBLXOFEA MK > TRIEESNZDNR—ZAD I VT b~y THRET D
EERLET, Bila~r FEHATLIEZDOa X MREERTHET,

! DN based crypto maps require you to configure an IKE policy at each peer.
crypto isakmp policy 15

encryption aes

hash sha

authentication rsa-sig

group 14

lifetime 5000
crypto isakmp policy 20

encryption aes

hash sha

authentication pre-share

group 14

lifetime 10000
crypto isakmp key 1234567890 address 171.69.224.33
|

! The following is an IPSec crypto map (part of IPSec configuration). It can be used only
! by peers that have been authenticated by DN and if the certificate belongs to BigBiz.
crypto map map-to-bigbiz 10 ipsec-isakmp

set peer 172.21.114.196

set transform-set my-transformset

match address 124

identity to-bigbiz
|

crypto identity to-bigbiz
dn ou=BigBRiz

This crypto map can be used only by peers that have been authenticated by hostname
and if the certificate belongs to little.com.

crypto map map-to-little-com 10 ipsec-isakmp

set peer 172.21.115.119

set transform-set my-transformset

match address 125

identity to-little-com

|

crypto identity to-little-com
fgdn little.com
I
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IPsec & Quality of Service

IPsec & Quality of Service #HE % i 1 9-4L1X. CiscolOS Quality of Service (QoS) AU ¥ —% . QoS
T N—TNZHASNT, TP Security (IPsec) 37 v b 7o —|Z#H TE 9, QoS 7/ /L—7I%, Bl
FE® Internet Security Association and Key Management Protocol (ISAKMP) 7'v 7 7 A JU{ZHE T
TET

GE)

X2 YT AT DEHEL, £ OBB ORET DI DO S LEM D, WIZEA L TVE
9, Cisco DRFFALIZEET 2 e OHELEFIEDOFEMIZ DV Tid,  [Next Generation Encryption
(NGE) J AU A b R=_=%ZWLTIEE,

TS99 b 7+—LBEUCiscol0S VT bI T A A—CDHYR— MERDKRKR
Cisco Feature Navigator Z 1425 &, 77 v F 74+ —A4 BEL U CiscolOS Y7 FU =7 A A—
TOEY AR — MEBEZMRFE TE E T, Cisco Feature Navigator (2%, http://tools.cisco.com/ITDIT/
CFN/jsp/index.jsp 67 7B AT&E £, 77 AT 5HIZIX, Cisco.com DT 717 MPMLET
T THUY PaBRLTRVWEER, a— ARV — FeENSE1E, v /(v ¥4
T Ry 7 AT [Cancell] 7V v 7 L, FRINDHIHAIZHES TLIEE 0,

* PERETEIROMRE, 80 N—

* IPsec & Quality of Service D HIHESAME, 80 ~*—

* IPsec & Quality of Service DI HIH, 80 ~<—

* IPsec & Quality of Service (ZBI3 2 1&#], 80 ~X—

* IPsec & Quality of Service DR E S5k, 81 ~_—

* IPsec & Quality of Service DF% ER, 83 ~~—

* XTOMDOBEEE}, 85 ~—

* IPsec & Quality of Service DIEEETHH, 87 ~X—
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B #ewEsomER

HEEIFRR DR

THEHOY 7 R 2T VU —ZATiE, ZOFY 22— LT ENS TR TOMENRTR— &N

TWD EIERY /A, O X OEEIZ- DV TIE, Bug Search Tool 38 L ONZHEH O

Ty 7 —LBILNY T 2T V=AY Y —R )= FEZRLTEIVN, ZOF

Va— /LTIl SN AEERICET AW, BLOFEENTR— b)) —2AD—EIZHoN
TiX, #efFRoRLSRL T Z30,

TTy R A= LD R— PRIV A2V T vy =T A A=V OV KR— MIBET D IERE SR
9" %121, Cisco Feature Navigator % f#i il L £3°, Cisco Feature Navigator (27 7 & A9 521X
www.cisco.com/go/cfn IZFBE) L £9, Ciscocom DT AT MILEDH D FH A,

IPsec & Quality of Service D HIE S

* IPsec. 3L NISAKMP 7' &2 7 7 A L OBEEIZ DU T O EER S M 3T,
* Cisco I0S QoS D AIFH AN BT,

IPsec & Quality of Service D FIFIEIE

* ZOBREA M TX D DIXISAKMP 7' 7 7 A L& LT T, Qﬁ77)7_ya/
WZxt LT TE 5 QoS 74— IF 128 {H £ TE W O HIlFRIZ Z OBEREIC B Y TIXE Y £7,

*IPsec QoS /N —T7 A TE L DI, BEV—ERXA R —IZx LTEITTT,
*QoS i, V7 hU=THEAALICBIL TIEH A — hSLEHA,

IPsec & Quality of Service |89 5 1E$R

IPsec & Quality of Service D #FE

IPsec & Quality of Service F§HE % Fl 3" 4L1L. QoS 7 /L —7 % ISAKMP 7' 12 7 7 A JUIZBINT 5 =
LIZE-oT, FIFT74 v RV TR 2— T2 ED QS A v—% QoS AHY v—
WCHEATEET, QS 7/ N—FNBMEND &, ZOTN—TDMEMN, QoS 7 7 A~ v THNTE
FINTZHLDOLFEL QoS 7 —7 h?/t/7éﬂifoC@Q®7W%797%ﬂﬁbfm
HBED QoS HUTT T, IPsec/ X7y b 7o—c@HcaEEd, Xy h7o—o@Es n—
BV?K@JH&Qﬁ7W~7%Q®%ﬁ:fbﬁkofﬁ%ﬂﬁﬁﬁé:kﬁiof\%E
@f)y~73x%ﬁmf%iTImW7n Fv—% 79T hIE, QS A I =X L&, FFED
T — T Ml AT RE AR # R O HI R E D T v — ED X A T AT —E A (ToS) B v hdO~—
XTI E YR — bT%@h774/7®77x HWHTEET,

IPsec VPN fiA V2 —Fy b F—RBEOHREHA F
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IPsec & Quality of Service DR’ TE Hi% [ |

ISAKMP 70 7 7 A WX, TAT T 47 4 MEEEFRZL > TTF A A2 —RISHRIITE 5
T T A NIRDT, QoS FN—TDT SV r—3 a3 i, ISAKMP 717 7 A )L L~UL T ]
ENnFET, INHOREREL, A X —F v b XF—ZH (KE) IDIZESWTWET, ZDIDIT,
Zf5 IKE #5tic L » TRk S, IP T FL A, BB KA A 4 (FQDN) , BLXO/L—7
(DFEV, R=F %)L FIA X=Xy hU—=Z [VPN]VE—hL 7 TA T b I N—¥> )
REBKMEINET, TAT T 47 4 BERKHEOREIZL > T, fHEINTZ QoS KU v —DhL
FECHIFARE D E T, 72& 2I1E. [Engineering] & WO ARIDOVPNZ AT > b ZA—7C
FET 2523 _XCONT 7 v 7%, [TOSS5] ELT~v—F7LFET, HELTZQSHY v—
ORIEIZH 2T Z Ofthof & LT, RBEWAN U 27 D30 /3—k> h%& UE— K VPN T
WA ADREFED T N—T ~FD B THRERHY £7,

IPsec & Quality of Service D&% E 5%

IPsec & Quality of Service D% E

QoS AR Y ¥ —% ISAKMP 7' 1t 7 7 A JWZEM T 51213, IROFIEZFATLET,

FIRDOHE
L. 4 x—=Jik
2. configureterminal
3. cryptoisakmp-profileprofile-number
4. qos-groupgroup-number
FlED M
ARV KRERETIVaY B#
ATv 71 4 x—T Ik FiHE EXEC E— a2 A X —7 VIZLET,
- CSAT—REASLET (ERENEBHD) .
Router> enable
RTFw T2 configureterminal ra—nR)ary 74 Xalb—aryE— RPBBLE
D
151 :

Router# configure terminal

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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IPsec & Quality of Service I

ARV REEEFTIVa Y EL:y
ATV7T3 cryptoisakmp-profileprofile-number ISAKMP 7' 7 7 A V& EF L, IPsec—H v g
VEERL, ISAKMP 70 77 AL a7 4 F 2 lb—
1) aryE—REMBLET,
Router (config)# crypto isakmp-profile
vpnprofile
ATvT4 qos-groupgroup-number QoS /' W—filii% ISAKMP 7' 10 7 7 A /Ui A L %
‘g_O
i -
Router (config-isa-prof)# gos-group 1

IPsec & Quality of Service 7y < 3 U DHEER

IPsecand QoS & v o = v A RER T DI,

MHVCMS. ST TE £,

ROFNAZEFETLET, show 2~ FiE, EEDIEF

FIEDHE
1. f32—T ik
2. showcryptoisakmpprofile
3. showcryptoipsecsa
FIED
ARV RFEREETIVa Yy B8
ATv 71 ESaZ | FiHE EXEC £ — R& A 2 —T7 /LT LET,
il - AT —=REANLET (BERESNWIZER) .
Router> enable
AT T2 showcryptoisakmpprofile QoS /' N—T N7 T 7 A NVCHA SN TND Z L&
RLUET,
il -
Router# show crypto isakmp profile

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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FSsTInva—Favioert |

ARV RFEREETI3 Y B#)
ATvT3 showcryptoipsecsa QoS /' /L—TF M, IPsec X a )T 4 TV vo— gy
(SA) DRFEDSTIZHMINTVWD Z LE2FKRLE
1 - T,
Router# show crypto ipsec sa

SIS a—TFTa2DEV R

IPsect v a BILOQoSt v v a NIBENHBAE LA, MNEITINTHDENE S MEfE
RLET,
* [ Cisco I0S Quality of Service Solutions Command Reference] \Zie# STV 5 QoS HEfla~
RaEFEH LT, QoS D% QoS —E AT LIZHER L TW\D,
TRy T B EINTZLDERLQS /N —T L —EH L T\ B /L —% EDQoS
R —ZFELTND,
VT IBREAENDBDERIUA L F =T 2 A AT —E R RY o—&EHA LT
b\éO

IPsec & Quality of Service M &% 7 I

JE—F1—HFD2200F7IL—TIZEBAEINT- QS R o —D 4l

WIZ, BEDQOSHRY v —NYF—h 2—HF D25/ N—TIZHEA SN TWAHEZRLET,
2007 T 7 AN, IKEEZN LTemPIOEERE LT E— F 2—FRREOT a7 7 A LIl~v v
By 7EINDE0ICHESNTHWET, 2O7m 774 Ahb, DU E— MIk L TEKR S
72T _TDIPsec SAWKFED QoS /NN —T T —F T ENFET, N T 74 v I BRIEA L H—
TxA AEHBE QS P —ERICL ST, TOREA L F—T =24 A LTHEHAIN TS Y —
EARY =TT 57 7 A vy TN THRIE I QoS 7 /L—7"T IPsec % i& QoS 7 /L—7
Nwwbrr7anfd,

version 12.3
|

aaa authentication login group group radius
aaa authorization network autho local

aaa accounting update periodic 1

aaa session-id common

ip subnet-zero

|

|
ip cef
no ip domain lookup

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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class-map match-all yellow
match qgos-group 3
class-map match-all blue
match gos-group 2

|

!
policy-map clients

class blue

set precedence 5
class yellow
set precedence 7

|

!

crypto isakmp policy 1
encr aes

hash sha

authentication pre-share
group 14

lifetime 300

|

crypto isakmp keepalive 10 periodic
crypto isakmp xauth timeout 20
|

crypto isakmp client configuration group blue
key cisco

dns 10.2.2.2 10.2.2.3

wins 10.6.6.6

pool blue

save-password

include-local-lan

backup-gateway corkyl.cisco.com

|

crypto isakmp client configuration group yellow
dns 10.2.2.2 10.2.2.3

wins 10.6.6.5

pool yellow

|

crypto isakmp profile blue
match identity group cisco
client authentication list autho
isakmp authorization list autho
client configuration address respond
gos—-group 2
crypto isakmp profile yellow
match identity group yellow
match identity address 10.0.0.11 255.255.255.255
client authentication list autho
isakmp authorization list autho
client configuration address respond
gos-group 3
|
!
crypto ipsec transform-set combo ah-sha-hmac esp-aes esp-sha-hmac
crypto ipsec transform-set client esp-aes esp-sha-hmac comp-1lzs
|

crypto dynamic-map mode 1

set security-association lifetime seconds 180
set transform-set client

set isakmp-profile blue

reverse-route
crypto dynamic-map mode 2

set transform-set combo

set isakmp-profile yellow

reverse-route

|

crypto map mode 1 ipsec-isakmp dynamic mode
|

interface FastEthernet0/0

ip address 10.0.0.110 255.255.255.0
no ip redirects

no ip proxy-arp

no ip mroute-cache

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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show crypto isakmp profile 2 > KD 4| .

duplex half

no cdp enable

crypto map mode

service-policy out clients

|

ip local pool yellow 192.168.2.1 192.168.2.10
ip local pool blue 192.168.6.1 192.168.6.6
no ip classless

|

radius-server host 10.0.0.13 auth-port 1645 acct-port 1646
radius-server key XXXXXX

radius-server vsa send accounting
radius-server vsa send authentication

show crypto isakmp profile 2 < > F D45l

WDOHIITIE, QoS Zv—7 2] IAISAKMP 711 7 7 A )L [blue) (2 &L, QoS 7 /—7
3] 23 ISAKMP 7’1 7 7 A /L Tyellow] I[ZEHA SN TNDHZ EEZRLTOVET,

Router# show crypto isakmp profile
ISAKMP PROFILE blue
Identities matched are:
group blue
QoS Group 2 is applied
ISAKMP PROFILE yellow
Identities matched are:
ip-address 10.0.0.13 255.255.255.255
group yellow
QoS Group 3 is applied

show crypto ipsec sa 3 < > KD
KOMTITIE, QoS 7 /L—"T7%3 IPsec SA DRFED ST IZHMH SN TND Z EERLTNET,

Router# show crypto ipsec sa
interface: FastEthernet0/0
Crypto map tag: mode, local addr. 10.0.0.110
protected vrf:
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.12.12.0/255.255.255.0/0/0)
current peer: 10.0.0.11:500
PERMIT, flags={}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0O
#pkts not decompressed: 0, #pkts decompress failed: O
#send errors 0, #recv errors 0
gos group 1is set to 2

ZDMDSEEH

Z 2T, IPsec & Quality of Service HBE D BIEE EHI DWW THI L £ 7,

IPsec VPN A VA2 —F vy b T—HBOBEHA K
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HEEE

X=—aT7ILBZA L

IPSec

IPsec ZfE L7 VPN Ot X =2 U T 1 OHFTE

QoS FFva v

[ Cisco 10S Quality of Service Solutions
Configuration Guide] (Cisco.com)

QoS =~v K

[ Cisco 10S Quality of Service Solutions Command
Referencel

X271 a~v R

[ Cisco 10S Security Command Reference]

HERE S AR LT v Y XA WA B1E,
ZHE Title
ZOMEENT R — T HH LWBIE F 713 L F | -
SHTHEKRITIH O EH A

MIB MB®'Y >4

ZOMREIC L > THR— M ENDHHE LV MIB
FHIFLEEINZMIBIZH D FH AL

BIRL7=7T >y h 74—, CiscolOS U U —
A, BIOZ74—F ¥ &y MIET 25 MIB %
WL TH U rr— RT3 512, RO URL IZH
% Cisco MIB Locator Z{f# L £,

http://www.cisco.com/go/mibs
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RFC

RFC

SRAADTYIYZAIL BAR—

RFC Title
ZOMRETY R— FRNBMEZELEI AL |-
RFC 1ZH VY £H A,

B Link

VAaDYR— b Web A FTIE, vAad
AT 7 /) aY—IClT D R I T v a—
T A UTICEBRNL TR TA L0912, w==
TNARY =NV EIZLO LT HEERA T A
VY —=2%&#MEL TWET,
BHENORGOEF 2 U7 o fHFRCEIN G R E
AFT57-HIZ. Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— RO —E ATMATEET,
YAADYR—= K Web I FDY =TI

T 294 B L. Cisco.com D—H ID B L U/R
X ]7‘—— F‘ﬁs‘%‘%-@j—o

http://www.cisco.com/en/US/support/index.html

IPsec & Quality of Service DR BETHER

WDOFIZ, ZOFY 22—V T LIERICET Y U —AERE2RLET, ZOEF, Y7 b
T7x7 YUY—A LA U TEEEOTR—FPREAINZLEEZOY 7 T VY —RET%
RLTWET, TOMEBEIL. FRHIED BRRWERD . ZnEO—#HDO Y 7 vy =7 VI —ZATH

PR—FENFET,

TTy R T A —BDOFR— FBEOV R YT v =T A A=V OV R — MNIET D IERE R
9 %1%, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 23 5121,
www.cisco.com/go/cfn [ZF8) L 9, Cisco.com DT H 7 MILEDH Y FH A,
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% 4: IPsec & Quality of Service DHLRETEER

IPsec & Quality of Service

HRE

Iy

yy—2

HAETEHR

IPsec & Quality of Service

Cisco IOS XE Release 3.9S

IPsec & Quality of Service #4HE
ZAE 34U, Cisco 10S
Quality of Service (QoS) & VU
%, QoS 7 L—FITHASIN
T, IP Security (IPsec) 7 7 v
F7E—IZEATEET, QoS
T N—T71%., BIED Internet
Security Association and Key
Management Protocol

(ISAKMP) 71 7 7 A LT
HTE 9,
WD A~ RPHANEITER
SIVE L7, qos-group
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VRF nnu\nﬁk IPSec

VRF-Aware IPsec #HEIZ1X, ~ Vv F 7 m bl T 24 »F 7 (MPLS) N—F ¥ /)L 75 A
~N— K Xy hT— 7(ww)Lﬂféwszwamw)b/sz/t/fﬁﬁﬂéﬂTm
F£ 7, VRF-Aware IPsec #§REZ I 4UEX, v > 7 "7 Y w7 FWT7 RLAIZX->T, VPN
N—T ¢ T fiEk (VRF) (ZK L TCIPsec b R~y B/ TExET,

A

GE) X2 VT AT DB TOBBORET D00 B BN S, WIZE b L T E
9, Cisco DRFFALIZEET 2 e OHELEFIEDOFEMIZ DV Tid,  [Next Generation Encryption
(NGE) ] AU A b A== 2L TS,

© HERETESROMERE, 89 ~—v

* VRF-Aware IPsec (2B DI FIH, 90 ~—
* VRF-Aware IPsec (2B 515, 90 ~—

* VRF-Aware IPsec DF%XE L, 92 ~—

* VRF-Aware IPsec D% EHI, 111 ~—

* XTOMOBEER}, 122 ~—Y

* VRF-Aware IPsec DFERENGHR, 123 ~—

© JHEEEE, 126 ~—v

HRE R R DR

CHEAOY 7 2T VY —RATIE, ZOFEV2— L TR ENLT X TOBRENRYR— &N

TV LR £8 A, EHOERER #E L OVEEIZ OV TIX, Bug Search Tool 35 X OV H D

Ty N7+ —LBIRXY T =T V=20V ) — ) — 2B LTI, Z0F

71%WTﬁ%éﬂé%A’@¢é%ﬁ BLOKHEESVR— S5 ) ) —20—&lZoWn
. BEREIEHROREZRL T EE N,
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VRF 3238 IPSec |
. VRF-Aware IPsec 2B 3 % #9518

TT Y N7 A =D R— PRIV R YT v =T A A=V OV R— MIET D IEREHER
9% 21X, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 23 5121,
www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 MILEDH YD FH A,

VRF-Aware IPsec [ZB8 9 A #l#9E18

* 7 VT b~y REXMEH L T VRF-Aware IPsec #4HE A 3% € L. Inside VRF (IVRF) 73 Front
Door VRF (FVRF) &I13E7e284, =2 =% ¥ A MRPF (URPF) N7 V7T h~v 7 A ¥ —
TxAALETARX=T MR TWD & ZOKRE L uRPFOMHAEMIITE 22< 720 97,
F v MU—ZIZURPF BIMERIGA, 7 V7 b~y 7 Tid7a< ., IPsec ® Virtual Tunnel Interface

(VTD #fERT 52 & 2L ET,

* VRF-Aware IPsec #%6E Tli%. VRF 21T 5 IPsec bR v v B JIITEEHA, 728
ZI1EX. VRF vpnl 7°5 VRF vpn2 ~® IPsec h > F/L < v B 7T EHA,

* VRF-Aware [Psec #6427 UV 7' h ~ v 7L LIca, 202 V7 K vy 7Tl e—nN
JUVRF Z IVRF & L CHEfI L, EZ/ 0 — )L VRE Z FVRF & L CHEf+TAZ LixTa £
ho LU, BB R FV A U F—T 2 A RS EEICZOHIRIZH Y A, VITE
723 ¥4+ 27 VIL (DVTD) %R L728%E. 72— YL VRF % IVRF L35 & [FH
ez, FE/ 2 — 3L VRF % FVRF & L CEATE £,

*ISAKMP 7B 7 7 A LB LRF—U U FTVRF &L EHicu—h 7 RLAEEHT 584
I%X. VRF#% local-address =~ > RIZEDAZNENDH Y 9,

VRF-Aware IPsec [ZB83 515k

VRF A VAR 2R

VRF iX, VPN 2t DO —F 4 V THERY KT VU THY, e (M Z— =y (PE) L—HIT
B SN AZ<— A FOVPN A NR— oy FREZSNTOVET, VRFIX, IPV—T 4
VI T=TN, REVAI I AT VAT 3T —F 47 (CEF) T—7 /v, kT —7 V%
A+, 2—Tx24ADEY b, V=T 47 T—TMIEENLIEREZHIETEL—1B &
Wh—FT 47 7Fa hapy RT3 A—20Ey NTHEEINTWET, & VPN I A Z~<—Zx L
T, BMEO—EHDON—T 4 > F T —TF L O Cisco Express Forwarding (CEF) 7 — 7 /L3 HERF
EhET,

MPLSEZ{E 7O oL

MPLS BdfE 7' v b auid, @EgeD Ny NIRRT 7 /) ua o —ThY ., T—X Vo7 @AxA vF
YIDNRT =< ABIONNT T 4 v VEBEREL . Ry NI RBA—T 4 VT DA —F
VT 4, FWE, BIOARN T+ —< U ARHE SN TWET,

IPsec VPN A VA2 —F vy b T—HWOBEHA K
[ 90 | [
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VRF-Aware IPsec #8001 E [}

VRF-Aware IPsec 4 EE DL E

Front Door VRF (FVRF) & Inside VRF (IVRF) 28, Z DIREZFRET D 5 2 CEERME &L 2D
£,

% IPsec b R/VIE, 2 DD VRF R A A ZEEfHIT HivET, SMNEOT T vfbsivi T v
MEZ12DVRF KA AV (KR~==27 /L CILFVRF EMEOVET) IZHTE L. WEROR#E S - 1P
27 MIZIVRE EFEERDBIDO KA AL AZHTBLET, Sz b L., IPsec b Do —7h
Jb = RARA V MEIFVRFIZETE L, W T v hOREILE KL O%E%ET N LT IVRF IZFT)&
LT,

1 2Ll EDIPsec b F%, B—DA L H—T 2 A AETHKRTTEET, ZNHD M FADT
RTOFVRFIZFAULLDTHY, DA L H—T 24 A ETHRESN TS VRF ICRESNE
T, TIHD N RO IVRF IR D FREENRHY, 7V T~ ~wy 7 = MUz
Security Association and Key Management Protocol (ISAKMP) 7't 7 7 A LN TEFR I LTV 5 VRF
WIEF L ET,

DKL, MPLS 33X TN A ¥ 2 VPN IZ%f9 5 IPsec D> F U AR LTWET,

K2: MPLS 5 XU LA 2VPNI(Z%t3 5 IPsec

Branch Access SP MPLS Network Corporate
ke i intranet
office Cisco (05 VFN
— + solution
f ' center
SOHO ¢
e,

—af
A

“direct-dial ISP):

PE
L MPNB-..
H Custc:rner @,.'

{_.:-_ _,_,_;—" = I --—\—__
%Cable DSL
ISOCM ISP
= _.zj!
Remote users/
telecommuters Device terminates IPSec
Cisco Unity client tunnel and map
or software is sessions into 80210 or
tunnel sourced Frame Relay or ATM PV Cs
] 3
P IPSec session MPLS VPN or IP

Layer 2PN

IPsec VPN A VA2 —F vy b T—HBOBEHA K
I -“
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B VRF-Aware IPsec D EHE

IPsec k> RILAD/NTy b JA—

*VPN 47 v ", —E R F a4 Z—MPLS DXy JR—2 Fy T —27 15 PE ~3F|
HEL,. A X =3y FHEOA =T 24 AL —T 4 7 ENFET,

* /X1 k73 Security Policy Database (SPD) & FE& S 4L, IPsec 7 7/ b EvE 7, SPDIZ
(I, IVRF &7 7 %X 2 hr—L U2k (ACL) BEHSNLTHET,

* RIT. TPsec 1 7 EAL/ A > R3S, FVRF b—F 4 > 7 T —T W Lo TEEEINE T,

IPsec b RILDNSD/Ny b JO—
*IPsec 1 7L RT y RIA, UE— kK IPsec T2 RiRA > Fx6 PELV—HIZHIELET,

*IPsecic k> T, EFXFa2UT 4 R_NTA—H AT v 7 A (SPD) | %i%t. BLOTa hao
X VT 4 TYvx—ar (SA) MEBEPFETEINET,

XAy FN, SAIC L o TH 7 B/VERME ., IVRE IZEE#EMT SN E T,
Xy ", IVREV—T 4 V7 T—T ML > T, EHITEEINET,

VRF-Aware IPsec DX FE A%

= S N\ =L

X —1U VT DERTE
5 b —V o 7%, FRidhA 5 —38 L O Rivest, Shamir, and Adelman (RSA) ABF—D U RY
R U T, CiscolOS L—2% EiZiE, 0L EDOF—Y V2B ETEET,

IPsec VPN fiA V2 —Fy b F—RBEOHREHA F
92 | |
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FIEDHEE

FIED M

A4 +—T Ik

configureterminal

descriptionstring

addressip-address

serial-numberserial-number

© o NS RN =

key-string

—
o

. text

=Y
—

. quit

-—
N

. exit

—
w

. exit

geier—urrozE I

cryptokeyringkeyring-name[vrf furf-name)

pre-shared-key {address address [mask] | hostname hostname} key key

rsa-pubkey {address address | name fgdn} [encryption | signature]

ARV RFERETI Y

E:g)

ATy T

4 xr—7J )it

1 -

Router> enable

¥i#E EXEC £— R& A x—7 /I LET,
XA —RKEANLET FEREINEHE) ,

ATy T2

configureterminal

1

Router# configure terminal

ra—nNar7 4 Xal— g rE— REEBLEDT,

ATvT3

cryptokeyringkeyring-name[vrf furf-name]

1 -

Router (config)# crypto keyring VPN1

X—1U 7 DL4ETE LT keyring-name 8 E L TH—1 >
TEREHL, F—V o ar7 4 F¥Fal—varE—F
R L FT,

* (EE) vif ¥ —U— RB IO firfname 51803, F—
U > 773 Front Door Virtual Routing and Forwarding
(FVRF) ZA Y FEhb ez BKRLEY, n—
AN T RABRA 2 MR FVRF NIZH B 56, F—U
VITRNOXF =PRI NET, it ZHEE L72WGE.,
=Y NI a— IS Y RENET,

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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ARV RFERRTIVa Y

E:g)

ATvT4 descriptionstring (FEE) =V 7T 2 LITOHPBI T,
i -
i -
Router (config-keyring)# description
The keys for VPN1
27y T5 pre-shared-key {address address [mask] || ({E) 7 FL 2 £ 1A R Malo & »C, FaHH F—
hostname /ostname} key key AEXELET,
il -
Router (config-keyring)#
pre-shared-key address 10.72.23.11
key VPN1
ATvT6 rsa-pubkey {address address |[mame fqdn} | ({1.75) 7 FLRAETIIA R M2 K > T RSA A F—
[encryption | signature] ZEF L, rsapubkey I 7 4 Falb—arE— N&EH
WBLET,
i ) i
* A7 3 D encryption X — U — R TIL, F—72K75
r( fig-keyring)# rsa-pubk - - [NITSYIN
Router (config-keyring) # rea-pubkey (Lo 7= Il S B = & AE ShET,
* A7 3 @ signature ¥ — U — R TIL, ¥ =N
=FrxHIERNIND ZENEESNET, T 741
T, F—lZvr=F vy IS ET,
ATvT1 addressip-address (&) RSALABHF—DIP T RLAZERLET,
il -
Router (config-pubkey-key) # address
10.5.5.1
ATFw T8 serial-numberserial-number EE) NEHF—DO Y TAEREEELET, HIZ0o)
HInE D . HHIR T,
i -
Router (config-pubkey-key) #
serial-number 1000000
ATv79 key-string NHF—ZERTDODOTFANE— REHBLET,
i -

Router (config-pubkey-key)# key-string

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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iSAkMP 7077 A LnEE I}

ARV RFERRTI VA Y ]3]
ATv710 text NF—EEELET,

(G¥) ZOFETEMTE AT —1E1 2721 T
9,

1 -

Router (config-pubkey)# 00302017
4A7D385B 1234EF29 335FC973

2Ty TN quit ABF— a7 4 X2l —varyE\—RERTLET,

1

Router (config-pubkey)# quit

2TFw 12 exit X—Y o ar7 s Xal—ary T— RNIEY FT,

1 -

Router (config-pubkey)# exit

ATFv7F13 exit Jau—)LarZ7 o Xal—yaryE'w—RNIEY FT,

1 -

Router (config-keyring) # exit#

ISAKMP 7O 7 74 JLDERTE

ISAKMP 71 7 7 A VX, —HOET DA X2 —F vy b T =5 (IKE) 7 =—X 1 BILWNIKE
T2— RSB EDYVRY MY TT, ISAKMP 7277 AL Clid, IKEZ=z—X1BLQRT7=—X
15 &Iz, =77 747, hTAMKRA L b, ETOID, BLOXAUTHAAA U R R &
DT AT EBEFRINET, CiscolOS L—% EIZiE, 0LLEDISAKMP 7' 7 7 A VAR ETE
£7

MY

GE) =26 EEERE (CA) ~D 77 4w 7 GREEB XOBEM. 72, FEELRZY R b
(CRL) HWf3H) . 7213 Lightweight Directory Access Protocol (LDAP) H—/S~D ~T 7 ¢ v
7 (CRLEUFH) ZVRFZILCV—T 4 7T DUENHLGE. M T A MRA L MTvrf
Ay REBMTH20ERHY E3, BINLARWGSE, T 74 v 2737 740 FOL—T 4
VT T NVEERLET,

TR TFANMITIDUED N T A NERAL VIR EREEINTWARWES, V—XHNDOTXTO
FIARKRA U IPMERHEINT, 7 OEHEOHRIRITESNET IKEAA » E—NE

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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B savP o7 LoBE

T 7 =F %L o 1 DU EDFTA MRS FBBESN TV DOHAE, ThbHD RT
A BNRA L PETPEHSNET,

(¥ IKEZBIAT 20— % L IKEERIGET D=2 D~ T A FARA o FREIFEVITH AT
HoOVENRDHY £7, 72&zIE RSAV 7 =F ¥ ki LORRER FATHDINE /L —4 (IKE
AA v F—F) TlX, CERT-REQ A 11— RDOEEHIZ, Fu—L a7 4 Fa2lb—g
PNTERBSNIZ R T AMRA  FBAMERHSNTWDLIEERHY £, Lonl, £OL—FT
X, FAFHEOHER D= HIZ ISAKMP 71 7 7 A VN TEZRSNIZ T R FRA » FOFIRY
x%#ﬁménfwé%AW&@iﬁoHT(KE@%ﬁM)ﬁ 7 A BARA 2 R RISE
N—F DT =L Y X SNITIAET D03, I /L—2 D ISAKMP 7't 7 7 A L INITIIAFE
LBRWVEEEZEN T 5 L) ICREIN TV DEGE, COEAFITEGSnET (2L, B
BL—ZIZL ST, IWBEN—ZDTa— )L 2T 4 FXFal—va WO RTARRA b
PRSI NTWRWGAIE, ZOERAFITRIEINET) .
>
FIEOHE
L 4&x—Jit
2. configureterminal
3. cryptoisakmpprofileprofile-name
4. descriptionstring
5. vrfivif-name
6. Kkeepalivesecondsretryretry-seconds
1. self-identity {address | fqdn| user-fqdn user-fgdn}
8. Kkeyringkeyring-name
9. catrust-point {trustpoint-name}
10. matchidentity {group group-name | address address [mask] [fvrf] | host host-name | host domain
domain-name | user user-fgdn | user domain domain-name}
11. clientconfigurationaddress {initiate | respond}
12. clientauthenticationlist/ist-name
13. isakmpauthorizationlist/ist-name
14. initiatemodeaggressive
15. exit
FIEDFEH
ARV KRFEREETIVaY B#Y

&M A F—

JILiE ¥iiE EXEC E— F& A 2 —7 /W LET,

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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ISAKMP 702 7 A ILDERE

ATV RFERET7TIIY

S]]

Bl :

Router> enable

* RAT—KRE AN LET (ERENZEHES) .

RTFw T2 configureterminal Ja—\) a7 4 Fal—aryET— NEelEEBLET,
1 -
Router# configure terminal
ATvT73 cryptoisakmpprofileprofile-name Internet Security Association and Key Management Protocol
(ISAKMP) a7 7 A )V&EFKL, isakmp 7’7 7 A /L a2
15“: 7/]' 5?\1 l/*‘:‘/El‘/;E*‘ }\‘\é?sﬁﬁé\bi—g—o
Router (config)# crypto isakmp
profile vpnprofile
ATy T4 descriptionszring (ff78) ISAKMP 7’17 7 A LD 1 {TOFAEIEE L £,
1 -
Router (conf-isa-prof)#
description configuration for VPN
profile
ATy 75 vrfivif-name (f£#&) IPsec b > */L% Virtual Routing and Forwarding (VRF)
A UAR AT LET,
| .
Bl : GE) VRF (. Security Policy Database (SPD) D& D7z
Router (conf-isa-prof)# vrf VPN1 D F Lo TDEOOELIXIZH Y £3, VRE RN
ISAKMP 7' 11 7 7 A VN THRE STV TR UGS, [Psec
VD IVRF X, £® FVRF LR U0 £,
ATv76 keepalivesecondsretryretry-seconds L&) 7— F 7 =A1Z% L. DeadPeerDetection (DPD) # -

{1 -

Router (conf-isa-prof)# keepalive
60 retry 5

TV OET ~OEEEHF AT LET,
CEELDWEA, YF'—hU=A TR u— a7 ¥z
L—a UMERER S ET,

* seconds : DPD A v —H OB, fHE T 2HFHIL 10~
3600 #5 T,

* retryretry-seconds : DPD A v & — VN7 =2 o256
D, VT A BORESEETE HFMIT 2 ~ 60 B TT,

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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B savP o7 LoBE
AU RFEEETIa Y E]:g]
2FvTT self-identity {address | fqdn| user-fqdn| ({£7%) o — WLV IKEICL > T, UE—h ET7IZx L TIKE H
user-fqdn FEHHSEs-0IcHHENS, ID 2HEELET,
Bl - CERLARWES, IKETIHZm— a7 4 Fal—s
MEREH SN ET,
Router (conf-isa-prof)#
self-identity address *address : H /1A X —7 =24 ZADIPT FLA&ZMHLE
j—O
*fqdn : L— X OERES KA A 4 (FQDN) % L%
7,
*user-fqdn : f8E L7EZBEH L ET,
ATvT8 keyringkeyring-name ER) 7x—X1FHICERT XV 72 BELET,
B - *X— U T EBELRWGS, Zr—UL BRI
' SNnFET,
Router (conf-isa-prof)# keyring
VPN1
ATFvT9 catrust-point {trustpoint-name} (fE) Rivest. Shamir. Adelman (RSA) FFPAEZERT A7
DrTARKRAS L MEHEELET,
{1 - .
*ISAKMP 7’ 7 7 A LVNT KT A MRA » "RRESINT
fouter (conf-isa-prof)f ca WA, CiscoI0S L—% ETRESNL TV DT RTO
T T RS R R AL L A EORERI T S E T,
ATv 710 matchidentity {group group-name | |BE&EEND 7 T7A T FIKE D ID Z45E L7,

address address [mask] [fvrf] | host
host-name | host domain domain-name
| user user-fgdn | user domain
domain-name}

i :

Router (conf-isa-prof)# match
identity address 10.1.1.1

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K

* groupgroup-name : group-name & 1D % A 7' 1ID_KEY _ID % &
HLET, £, group-name LFBEES (DN) Ok~
=v bk (OU) 74—V RFHLBELET,

* addressaddress [mask] forf : address & 1D X A 7
ID_IPV4 ADDR #H& LEd, Masks|Bz=EM LT, 7K
LV ADHEIHZFRE TE £9, frf5ETIE, 7 F L A7 Front
Door Virtual Routing and Forwarding (FVRF) ([Z& % Z & %45
ELET,

* hosthostname : hostname & ID % A 71D FQDN % & L £
7

* hostdomaindomain-name : domain-name %, K XA 20
domain-name LR UIP % A 7°'ID FQDN & FRELET, 2D
a<v REMFHLT, RALCHNOTRTOFRA MERE
LET,
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ISAKMP 702 7 A ILDERE

ATV RFERET7TIIY

S]]

* userusername : username & 1D % A 7°ID_USER_FQDN %
/E[\ I-/ i —jAO

* userdomaindomainname : K A A 4 domainname & —E7
% 1D # A 7 ID_USER FQDN Z & L £,

ATFv 71 clientconfigurationaddress {initiate | | ({-.=) &— NRELWMEBET A, B— FREERIDGES
respond} BIEiELET,
1 -
Router (conf-isa-prof)# client
configuration address initiate
ATw 712 | clientauthenticationlist/ist-name ({fE:E) Extended Authentication (XAUTH) Z#iHiZY E—hk 7
TAT M ERAET D OIEMNT 5 AAA GRRE. #Fvl. T
i - T4V,
Router (conf-isa-prof)# client
authentication list xauthlist
AT w713 | isakmpauthorizationlist/ist-name (FE) 7=2—X 1 F—BILOZOMD AV DT 25T 572
DOF Y kT =7 BAEF 3,
il -
Router (conf-isa-prof)# isakmp
authorization list ikessaaalist
RATFv 714 initiatemodeaggressive UEE) 77> 7 o — R AE2 BB L E3,
Bl - HELRWEE, IKEIZE ST, A4V F— RHBPEIC
' BRlG SV E T,
Router (conf-isa-prof)# initiate
mode aggressive
2T 715 exit Jua—r b ar7 4 Xal—varyET—RNIREYF9,
1 -
Router (conf-isa-prof)# exit

RDEZE

vy vay THE

By 7 FIZBIFTAISAKMP 7 &2 7 7 A L DK E,

(100 =—2) | ITHEAET,

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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B &=~y TL25H5ISAKMP 7077 A LOBE

22Ty T LEIZEITAISAKMP 707 74 JLDETE

ISAKMP 7 77 A V&, 7V~~~ FICHEATHIHLENDHY £9, ISAKMP 727 714V |
DIVRFIZ, VPN b7 7 4 v 7 ORERICEL 7 2 L LT ENET, ISAKMP 7’17 7 A1 )L
FIZIVRE BEFE L7244, IVRFIZFVRF LR CIc720 £4, 7 U7k < v 7 E® ISAKMP
Tu 7y A NVERETHITIE, ROEEEZFEITLET,

(X C& BRI
7 V7 b=y 7 ETISAKMP 70 7 7 A )V &RET HENT, /—2 1% L THEA IPsec DiXIE %
[ToTEBIRERDLY £7°,
FIEDBE
1. 4 x—7J)Lik
2. configureterminal
3. cryptomapmap-nameisakmp-profileisakmp-profile-name
4. setisakmp-profileprofile-name
5. exit
FIEDEFH
av Y RFEREFETIa Y B
AT 1 14 =TIk FiME EXEC E— K& A R—T7 ML ET,
*NRNRAT—RKEASLET (RIS
I - 2
= o
Router> enable
RTFw T2 configureterminal Ja—nN)ary7 4 X¥al—igy EB— K&
BLET,
I -
Router# configure terminal
RATFvT3 cryptomapmap-nameisakmp-profileisakmp-profile-name| ({£%) 7V 7+ ~ v 7 & v kA Internet Key
Exchange and Key Management Protocol (ISAKMP)
i T 7y ANVEREL, VU TSNy ar
Router (config)# crypto map vpnmap isakmp-profile 74 Fal—varE— ]\%F’Iﬁﬁébi‘a—o
vpnprofile B .
*ISAKMP 7'1 7 7 A JUi%, IKE ZZH#aHIZ il
HEnET,

IPsec VPN A VA2 —F vy b T—HWOBEHA K
[ 100 | [



VRF 3238 IPSec

IKEZ z—X1 %IV T — 3 VRICHRBIAZERT HHE

AT REREETIVa Y

E]:)

ATvT4 setisakmp-profileprofile-name TR "NF774y B2V h~y T = b
U&= LBIEN T 5 ISAKMP 7' 7 7 A
i - NEFRRELET,
Router (config-crypto-map)# set isakmp-profile
vpnprofile
ATvT5 exit rua— L ar 74 ¥al—ay ET— RIOE
DET,
11 :
Router (config-crypto-map)# exit

KEZ z—X1r3T¥T—2 3 VHRICHGRZBEE Z BRI 5% E

IKE 7 =—X | 22— 3 2 XAUTH % L9 5 121X, no crypto xauth =~ > R & ffi

FIEDHE

F IR D A8

R

L¥9, Unity 7 74 7> b OILERFEND RE R EA

1. 4x—7J)Lik
2. configureterminal

3. nocryptoxauthinterface

no crypto xauth =~ > R&ZfliH L 9,

ARV REREETIVaY S

ATy I

4 r—T )Lk

1 -

Router> enable

¥iiE EXEC E— F& A 3r—7 /ML ET,
cRRT—REANLET FERINEHE)

ATy T2

configureterminal

—j_‘o
1 -

Router# configure terminal

Ja—m)ary7 4 F¥al—ary E®— RefsLE

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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VRF 324 IPSec |

AU RFERIETIVa Y B
2Ty T3 nocryptoxauthinterface AVE=T A ADIPT NV AZ5dE T HERD
XAUTHRZEZE R L EJ, 774/ FTiE, IKEIZE -
il T, XAUTH RN SN ET,

Router (config) # no crypto xauth
ethernetO

VRF-Aware IPsec D FE:R

VRF-Aware [Psec D% E & MR T 2121, RO show 2~ REMFHLET, ZiL50D show 2~
YRICES T, BREFHRBLOEX2YT 4 7Y vx=— a3 (SA) 2FRTEET,

FIEDHEE
1. A&—T )Lt
2. showcryptoipsecsa [map map-name| address | identity | interface interface | peer [vrf frf-name]
address | vrf ivrf-name] [detail]
3. showcryptoisakmpkey
4. showcryptoisakmpprofile
5. showcryptokeypubkey-chainrsa
F D 8
ARV RFERETI Ay =)
RATv T 14—k FiME EXEC E— R& A X—7 /M LET,
i PRAT—REANLET @ERSNEHE) .
Router> enable
ATv T2 showeryptoipsecsa [map map-name| address | |Bl{ED SAIZ K-> THA SN HREDOR LTI L%

identity | interface interface | peer [vrf
fvrf-name] address | vrf ivrf-name] [detail]

1 -

Router# show crypto ipsec sa vrf vpnl

D

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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X1 UTA TV 0DI)7

ARV RFERRTI VA Y

E:g)

25w T3 showcryptoisakmpkey TRTCOXF—V T BIOZOFAHEAEXF—% —ER
ﬁ\‘ I-/ i -é‘o
1 . .
*Zoavry REMEHALT, ZV TR F=Y 7
Router# show crypto isakmp key Eﬁﬁ%ﬁﬁﬁﬂ Li—g—o
2Ty T4 showcryptoisakmpprofile TRTOISAKMP 72 7 7 A VB L NEDOHREE —
BRRLET,
il -
Router# show crypto isakmp profile
2Ty T5 showcryptokeypubkey-chainrsa N—ZIRFEENTND, BT O RSA ARF—%%

1 -

Router# show crypto key pubkey-chain rsa

%Liﬁ‘o

AR, KREAF—DFET X -V 2R
THEIITIRSNET,

X2 T4 T7IITI—30D7)7

KD clear 2~ NiZL-T, SAZ27 U7 T&ET,

FIRDOHE
1. f32—T ik
2. clearcryptosa [counters | map map-name | peer[vrf furf-name) address | spi address {ah | esp} spi | vrf
ivrf-name)
FIED
AR NEERETI V3 Y E:5)
ATy T 4=k FiME EXEC E— R& A X—7 /M LET,
*NRT—FEANLET (ERShi
i - FELA
ZZN= o
Router> enable
RARTFY T2 clearcryptosa [counters | map map-name | peer[vrf IPsecSA =7 U7 LET,

ivrf-name)

fvrf-name] address | spi address {ah | esp} spi | vrf
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AR FFEREETOVa Y ]3]

51

Router# clear crypto sa vrf VPN1

VRF-AwareIPsec D 5 JI)ILSa—FT 405
VRF-Aware [Psec D N 7 7V a—F 4 7 %ATH1IT1E, RO debug 2~ > REHLET,

FIEDHEE

1L 4&—Jit
2. debugcryptoipsec
3. debugcryptoisakmp

F IR D48

ARV EFEREETIVa Yy S5

ATy T 4 x—7J )it Y¥iHE EXEC E— F& A 3 —T7 M LFET,

Bl PSAV—REASLET ERSNEHE)

Router> enable

ATv T2 debugcryptoipsec IPtX=VUF 1 (IPsec) A X haFrLET,

1 -

Router# debug crypto ipsec

ATvT3 debugcryptoisakmp IKEICBET A A v E—VA2RRLET,

1 -

Router (config) # debug crypto isakmp

VRF-Aware IPsec DT /Ny 55
WIZ. VRF-aware IPsec XEDY > L TRy THEZ R LET,

il 'PsecVPN 4 > 8 —3 vy b F—THRORFEHA K
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IPsec PE

VRF-Aware IPsec D 5 TLia—51>5 [

Router# debug crypto ipsec
Crypto IPSEC debugging is on
IPSEC-PE#debug crypto isakmp
Crypto ISAKMP debugging is on
IPSEC-PE#debug crypto isakmp d
(0:12) :
04:31:28: ISAKMP: Unlocking IKE struct 0x63C142F8 for declare sa dead(), count 0
IPSEC-PE#debug crypto isakmp detail

Crypto ISAKMP internals debugging is on

04:31:28:

ISAKMP

purging SA., sa=6482B354, delme=6482B354

IPSEC-PE#

IPSEC-PE#

IPSEC-PE#

04:32:07: ISAKMP: Deleting peer node by peer reap for 10.1.1.1: 63C142F8
04:32:55: ISAKMP cookie gen for src 172.16.1.1 dst 10.1.1.1

04:32:55: ISAKMP cookie 3123100B DC887D4E

04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.68.1.1

04:32:55: ISAKMP cookie AA8F7B41 49A60E88

04:32:55: ISAKMP cookie gen for src 172.16.1.1 dst 10.1.1.1

04:32:55: ISAKMP cookie 3123100B DBC8E125

04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.16.1.1

04:32:55: ISAKMP cookie AA8F7B41 B4BDB5B7

04:32:55: ISAKMP (0:0): received packet from 10.1.1.1 dport 500 sport 500 Global (N) NEW
SA

04:32:55: ISAKMP: local port 500, remote port 500

04:32:55: ISAKMP: hash from 729FA94 for 619 bytes

04:32:55: ISAKMP: Packet hash:

64218CCO: B91E2C70 095A1346 9.,p.Z2.F

64218CD0O: OEDB4CA6 8A46784F B314FD3B 00 .[L&.FxO.}; .

04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:32:55: ISAKMP cookie AA8F7B41 F7ACF384

04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:32:55: ISAKMP cookie AA8F7B41 0C07C670

04:32:55: ISAKMP: insert sa successfully sa = 6482B354

04:32:55: ISAKMP (0:13): processing SA payload. message ID = 0

04:32:55: ISAKMP (0:13): processing ID payload. message ID = 0

04:32:55: ISAKMP (0:13): peer matches vpn2-ra profile

04:32:55: ISAKMP: Looking for a matching key for 10.1.1.1 in default
04:32:55: ISAKMP: Created a peer struct for 10.1.1.1, peer port 500
04:32:55: ISAKMP: Locking peer struct 0x640BBB18, IKE refcount 1 for
crypto_ikmp config initialize sa

04:32:55: ISAKMP (0:13): Setting client config settings 648252B0
04:32:55: ISAKMP (0:13): (Re)Setting client xauth list and state
04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID seems Unity/DPD but major 157 mismatch
04:32:55: ISAKMP (0:13): vendor ID is NAT-T v3

04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID seems Unity/DPD but major 123 mismatch
04:32:55: ISAKMP (0:13): vendor ID is NAT-T v2

04:32:55: ISAKMP (0:13) Authentication by xauth preshared

04:32:55: ISAKMP (0:13): Checking ISAKMP transform 1 against priority 1 policy
04:32:55: ISAKMP: encryption AES-CBC

04:32:55: ISAKMP: hash SHA

04:32:55: ISAKMP: default group 14

04:32:55: ISAKMP: auth XAUTHInitPreShared

04:32:55: ISAKMP: life type in seconds

04:32:55: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
04:32:55: ISAKMP (0:13): atts are acceptable. Next payload is 3

04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID seems Unity/DPD but major 157 mismatch
04:32:55: ISAKMP (0:13): vendor ID is NAT-T v3

04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID seems Unity/DPD but major 123 mismatch
04:32:55: ISAKMP (0:13): vendor ID is NAT-T v2

04:32:55: ISAKMP (0:13): processing KE payload. message ID = 0

04:32:55: ISAKMP (0:13): processing NONCE payload. message ID = 0
04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID is DPD

04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID seems Unity/DPD but major 175 mismatch
04:32:55: ISAKMP (0:13): vendor ID is XAUTH
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04:32:55: ISAKMP (0 ) : processing vendor id payload

04:32:55: ISAKMP (0:13): claimed IOS but failed authentication

04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID is Unity

04:32:55: ISAKMP (0:13): Input = IKE MESG_FROM PEER, IKE AM EXCH

04:32:55: ISAKMP (0:13): Old State = IKE READY New State = IKE R AM AAA AWAIT
04:32:55: ISAKMP cookie gen for src 11.1.1.1 dst 172.16.1.1

04:32:55: ISAKMP cookie AA8F7B41 7AE6ELDF

04:32:55: ISAKMP: isadb_post process list: crawler: 4 AA 31 (6482B354)
04:32:55: crawler my cookie AA8F7B41 F7ACF384
04:32:55: crawler his cookie E46E088D F227FE4D

04:32:55: ISAKMP: got callback 1
04:32:55: ISAKMP (0:13): SKEYID state generated
04:32:55: ISAKMP: Unity/DPD ID: vendor_ id payload:

next: 0xD, reserved: 0x0, len 0x14
04:32:55: ISAKMP: Unity/DPD ID payload dump:
63E66D70: 0D000014 e
63E66D80: 12F5F28C 457168A9 702D9FE2 74CC0100 .ur.Egh)p-.btL..
63E66D90: 00 .
04:32:55: ISAKMP: Unity/DPD ID: vendor_ id payload:

next: 0xD, reserved: 0x0, len 0x14
04:32:55: ISAKMP: Unity/DPD ID payload dump:
63E66D90: 0D000014 AFCAD713 68ALlF1CY9 6B8696FC ..../JW.h!gIk..|
63E66DA0O: 77570100 00 wiW. ..
04:32:55: ISAKMP (0:13): constructed NAT-T vendor-03 ID
04:32:55: ISAKMP (0:13): SA is doing pre-shared key authentication plus XAUTH using id type
ID_IPV4 ADDR
04:32:55: ISAKMP (13): ID payload

next-payload : 10

type : 1
addr : 172.16.1.1
protocol : 17
port : 0
length : 8

04:32:55: ISAKMP (13): Total payload length: 12

04:32:55: ISAKMP (0:13): constructed HIS NAT-D

04:32:55: ISAKMP (0:13): constructed MINE NAT-D

04:32:55: ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R) AG_INIT_ EXCH
04:32:55: ISAKMP (0:13): Input = IKE MESG _FROM AAA, PRESHARED KEY REPLY

04:32:55: ISAKMP (0:13): Old State = IKE_R AM AAA AWAIT New State = IKE_R AM2

04:32:55: ISAKMP cookie gen for src 172.16.1.1 dst 10.1.1.1

04:32:55: ISAKMP cookie 3123100B D99DA70D

04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.16.1.1

04:32:55: ISAKMP cookie AA8F7B41 9C69F917

04:32:55: ISAKMP: isadb_post process list: crawler: 5 21FF 1 (6482B354)
04:32:55: crawler my cookie AA8F7B41 F7ACF384
04:32:55: crawler his cookie E46E088D F227FE4D

04:32:55: ISAKMP cookie gen for src 172.16.1.1 dst 10.1.1.1
04:32:55: ISAKMP cookie 3123100B 00583224
04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.16.1.1
04:32:55: ISAKMP cookie AA8F7B41 C1BOO6EE

04:32:55: ISAKMP: isadb post process list: crawler: 5 21FF 1 (6482B354)
04:32:55: crawler my cookie AA8F7B41 F7ACF384
04:32:55: crawler his cookie E46E088D F227FE4D

04:32:55: ISAKMP (0:13): received packet from 10.1.1.1 dport 500 sport 500 Global (R)
AG_INIT EXCH
04:32:55: ISAKMP: hash from 7003A34 for 132 bytes
04:32:55: ISAKMP: Packet hash:
64218CCO: D1202D99 2BB49D38 Q -.+4.8
64218CD0O: B8FBBIBE 7CDC67D7 4E26126C 63 8{1>|\gWN&.1lc
04:32:55: ISAKMP (0:13): processing HASH payload. message ID = 0
04:32:55: ISAKMP:received payload type 17
04:32:55: ISAKMP (0:13): Detected NAT-D payload
04:32:55: ISAKMP (0:13): recalc my hash for NAT-D
04:32:55: ISAKMP (0:13): NAT match MINE hash
04:32:55: ISAKMP:received payload type 17
04:32:55: ISAKMP (0:13): Detected NAT-D payload
04:32:55: ISAKMP (0:13): recalc his hash for NAT-D
04:32:55: ISAKMP (0:13): NAT match HIS hash
04:32:55: ISAKMP (0:13): processing NOTIFY INITIAL CONTACT protocol 1
spi 0, message ID = 0, sa = 6482B354
04:32:55: ISAKMP (0:13): Process initial contact,
bring down existing phase 1 and 2 SA's with local 172.16.1.1 remote 10.1.1.1 remote port
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500

04:32:55: ISAKMP (0:13): returning IP addr to the address pool

04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.16.1.1

04:32:55: ISAKMP cookie AA8F7B41 05D315C5

04:32:55: ISAKMP cookie gen for src 172.16.1.1 dst 10.1.1.1

04:32:55: ISAKMP cookie 3123100B 041A85A6

04:32:55: ISAKMP (0:13): SA has been authenticated with 10.1.1.1

04:32:55: ISAKMP: Trying to insert a peer 172.16.1.1/10.1.1.1/500/, and inserted
successfully

04:32:55: ISAKMP: set new node -803402627 to CONF XAUTH

04:32:55: IPSEC(key_engine): got a queue event...

04:32:55: ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R) QM IDLE
04:32:55: ISAKMP (0:13): purging node -803402627

04:32:55: ISAKMP: Sending phase 1 responder lifetime 86400

04:32:55: ISAKMP (0:13): Input = IKE MESG FROM PEER, IKE AM EXCH

04:32:55: ISAKMP (0:13): 0ld State = IKE _R_. AM2 New State = IKE_P1_COMPLETE
04:32:55: ISAKMP cookie gen for src 10. 1.1.1 dst 172.168.1.1

04:32:55: ISAKMP cookie AA8F7B41 25EEF256

04:32:55: ISAKMP: isadb_post process _list: crawler: 9 27FF 2 (6482B354)
04:32:55: crawler my cookie AA8F7B41 F7ACF384

04:32:55: crawler his_cookie E46E088D F227FE4D

04:32:55: ISAKMP (0:13): Need XAUTH

04:32:55: ISAKMP (0:13): Input = IKE MESG_ INTERNAL, IKE PHASEl COMPLETE

04:32:55: ISAKMP (0:13): Old State = IKE Pl COMPLETE New State =

IKE XAUTH AAA START LOGIN AWAIT o

04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.16.1.1

04:32:55: ISAKMP cookie AA8F7B41 2CCFA491

04:32:55: ISAKMP: isadb_post process_list: crawler: B 27FF 12 (6482B354)
04:32:55: crawler my cookie AA8F7B41 F7ACF384

04:32:55: crawler his_cookie E46E088D F227FE4D

04:32:55: ISAKMP: got callback 1

04:32:55: ISAKMP: set new node -1447732198 to CONF_XAUTH

04:32:55: ISAKMP/xauth: request attribute XAUTH USER NAME V2

04:32:55: ISAKMP/xauth: request attribute XAUTH USER PASSWORD v2

04:32:55: ISAKMP (0:13): initiating peer conflg to 10.1.1.1. ID = -1447732198
04:32:55: ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R) CONF_XAUTH
04:32:55: ISAKMP (0:13) Input = IKE MESG_FROM AAA, IKE AAA START LOGIN

04:32:55: ISAKMP (0:13) 0ld State = IKE XAUTH AAA START LOGIN AWAIT New State =
IKE_XAUTH_REQ_ SENT

04:33:00: ISAKMP (0:13) retransmitting phase 2 CONF_XAUTH -1447732198
04:33:00: ISAKMP (0:13): incrementing error counter on sa: retransmit phase 2
04:33:00: ISAKMP (0:13): incrementing error counter on sa: retransmit phase 2
04:33:00: ISAKMP (0:13): retransmitting phase 2 -1447732198 CONF_XAUTH

04:33:00: ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R) CONF XAUTH
04:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1

04:33:03: ISAKMP cookie 3123100B 124D4618

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 BOC91917

04:33:03: ISAKMP: isadb post process list: crawler: B 27FF 2 (6482B354)
04:33:03: crawler my cookie AA8F7B41l F7ACF384

04:33:03: crawler his cookie E46E088D F227FE4D

04:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1

04:33:03: ISAKMP cookie 3123100B 0E294692

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 091A7695

04:33:03: ISAKMP: isadb _post process list: crawler: B 27FF 2 (6482B354)
04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his_cookie E46E088D F227FE4D

04:33:03: ISAKMP (0:13): received packet from 10.1.1.1 dport 500 sport 500 Global (R)
CONF_XAUTH

04:33:03: ISAKMP: hash from 7292D74 for 92 bytes

04:33:03: ISAKMP: Packet hash:

64218CCO: 84A1AF24 5D92B116 /811,

64218CD0: FC2C6252 A472C5F8 152AC860 63 | ,PRSrEx.*H ¢

04:33:03: ISAKMP (0:13): processing transaction payload from 11.1.1.1. message ID =
-1447732198

04:33:03: ISAKMP: Config payload REPLY

04:33:03: ISAKMP/xauth: reply attribute XAUTH USER NAME V2

04:33:03: ISAKMP/xauth: reply attribute XAUTH USER PASSWORD V2

04:33:03: ISAKMP (0:13): deleting node -1447732198 error FALSE reason "done with xauth
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request/reply exchange"

04:33:03:
04:33:03:

ISAKMP (0:13): Input = IKE MESG_FROM PEER, IKE CFG_REPLY
ISAKMP (0:13): Old State = IKE XAUTH REQ SENT New State =

IKE XAUTH AAA CONT LOGIN AWAIT

04:

:33:

33:03:
IKE XAUTH

03:

ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1
ISAKMP cookie AA8F7B41 A1B3E684
ISAKMP: isadb post process list: crawler: B 27FF 12 (6482B354)
crawler my_cooiie AA8F7B41 F7ACF384
crawler his cookie E46E088D F227FE4D
ISAKMP: got callback 1
ISAKMP: set new node 524716665 to CONF_XAUTH
ISAKMP (0:13): initiating peer config to 10.1.1.1. ID = 524716665
ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R) CONF XAUTH

ISAKMP (0:13): Input = IKE MESG FROM AAA, IKE AAA CONT LOGIN
ISAKMP (0:13): Old State = IKE XAUTH AAA CONT LOGIN AWAIT New State =
SET_SENT

004:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1

04:33:03: ISAKMP cookie 3123100B 5C83A09D

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 2BEBEFD4

04:33:03: ISAKMP: isadb post process list: crawler: B 27FF 2 (6482B354)
04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his cookie E46E088D F227FE4D

04:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1

04:33:03: ISAKMP cookie 3123100B DAOOA46B

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 FDD27773

04:33:03: ISAKMP: isadb _post process _list: crawler: B 27FF 2 (6482B354)
04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his_cookie E46E088D F227FE4D

04:33:03: ISAKMP (0:13): received packet from 10.1.1.1 dport 500 sport 500 Global (R)
CONF_XAUTH

04:33:03: ISAKMP: hash from 7292A34 for 68 bytes

04:33:03: ISAKMP: Packet hash:

64218CCO: 5034B99E B8BAS5S31F P49.8:5S.

64218CD0: 6267B8BD F3006989 DC118796 63 bg8=s.i.\...c

04:33:03: ISAKMP (0:13): processing transaction payload from 11.1.1.1. message ID = 524716665
04:33:03: ISAKMP: Config payload ACK

04:33:03: ISAKMP (0:13): XAUTH ACK Processed

04:33:03: ISAKMP (0:13): deleting node 524716665 error FALSE reason "done with transaction"
04:33:03: ISAKMP (0:13): Input = IKE MESG_FROM PEER, IKE CFG_ACK

04:33:03: ISAKMP (0:13): Old State = IKE XAUTH SET SENT New State = IKE Pl COMPLETE
04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 EOBB50E9

04:33:03: ISAKMP: isadb post process list: crawler: 9 27FF 2 (6482B354)
04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his cookie E46E088D F227FE4D

04:33:03: ISAKMP (0:13): Input = IKE MESG INTERNAL, IKE PHASEl COMPLETE

04:33:03: ISAKMP (0:13): 0Old State = IKE_P1 _COMPLETE New State = IKE_P1 COMPLETE
04:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1

04:33:03: ISAKMP cookie 3123100B 7794EF6E

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 CO35AAES

04:33:03: ISAKMP: isadb post process list: crawler: 9 27FF 2 (6482B354)
04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his cookie E46E088D F227FE4D

04:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1

04:33:03: ISAKMP cookie 3123100B F1FCC25A

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 31744F44

04:33:03: ISAKMP: isadb _post process list: crawler: 9 27FF 2 (6482B354)
04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his_cookie E46E088D F207FE4D

04:33:03: ISAKMP (0:13): received packet from 10.1.1.1 dport 500 sport 500 Global (R) QM IDLE
04:33:03: ISAKMP: set new node -1639992295 to QM IDLE

04:33:03: ISAKMP: hash from 7293A74 for 100 bytes

04:33:03: ISAKMP: Packet hash:

64218CCO: 9D7DF4DF FE3A6403 Lt o~:d.

64218CD0: 3F1DI1C59 C5D138CE 50289B79 07 ?..YEQ8NP (.y.

04:33:03: ISAKMP (0:13): processing transaction payload from 10.1.1.1. message ID =
-1639992295
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64218CCO:
64218CDO:

04:33:03:
04:33:03:

:33:
(key eng. msg.) INBOUND local= 172.18.1.1, remote= 10.1.1.1,
local proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
remote proxy= 10.4.1.4/255.255.255.255/0/0 (type=1),
protocol= ESP, transform= esp-aes esp-sha-hmac,
lifedur= 0s and 0Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x2

VRF-Aware IPsec D 5 TLia—51>5 [

ISAKMP: Config payload REQUEST
ISAKMP (0:13): checking request:

ISAKMP: IP4 ADDRESS
ISAKMP: IP4 NETMASK
ISAKMP: IP4_DNS
ISAKMP: IP4 DNS
ISAKMP: IP4 NBNS
ISAKMP: IP4_ NBNS
ISAKMP: SPLIT INCLUDE
ISAKMP: DEFAULT DOMAIN

ISAKMP (0:13): Inpat = IKE_MESG_FROM_PEER, IKE CFG_REQUEST
ISAKMP (0:13): Old state = IKE P1 COMPLETE New State = IKE CONFIG AUTHOR AAA AWAIT

ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1
ISAKMP cookie AA8F7B41 BO2EODG67

ISAKMP: isadb post process list: crawler: C 27FF 12

crawler my cookie AA8F7B41 F7ACF384
crawler his cookie E46E088D F227FE4D
ISAKMP: got callback 1
ISAKMP (0:13): attributes sent in message:
Address: 10.2.0.0
ISAKMP (0:13): allocating address 10.4.1.4
ISAKMP: Sending private address: 10.4.1.4

(6482B354)

ISAKMP: Sending DEFAULT DOMAIN default domain name: vpn2.com

ISAKMP (0:13): responding to peer config from 10.1.1.1.

ID

= -1639992295

ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R) CONF_ADDR

ISAKMP (0:13): deleting node -1639992295 error FALSE reason ""
ISAKMP (0:13): Input = IKE MESG_FROM AAA, IKE AAA GROUP_ATTR
ISAKMP (0:13): Old state = IKE CONFIG AUTHOR AAA AWAIT New State = IKE P1 COMPLETE

ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1
ISAKMP cookie 3123100B 881D5411
ISAKMP cookie gen for src 11.1.1.1 dst 172.18.1.1
ISAKMP cookie AA8F7B41 6FD82541

ISAKMP: isadb_post process list: crawler: 9 27FF 2

crawler my cookie AA8F7B41 F7ACF384

crawler his cookie E46E088D F227FE4D
ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1
ISAKMP cookie 3123100B 8A94C1BE
ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1
ISAKMP cookie AA8F7B41 F3BA766D

ISAKMP: isadb post process list: crawler: 9 27FF 2

crawler my cookie AA8F7B41l F7ACF384
crawler his cookie E46E088D F207FE4D

(6482B354)

(6482B354)

ISAKMP (0:13): received packet from 10.1.1.1 dport 500 sport 500 Global (R) OM IDLE

ISAKMP: set new node 17011691 to QM IDLE
ISAKMP: hash from 70029F4 for 540 bytes
ISAKMP: Packet hash:
AFBA30B2 55F5BC2D /:02U0u<-
3A86B1CY9 O0D2F5BA 77BF5589 07 :.1I.Ru:w?U..

ISAKMP (0:13): processing HASH payload. message ID = 17011691
ISAKMP (0:13): processing SA payload. message ID = 17011691

ISAKMP (0:13): Checking IPSec proposal 1
ISAKMP: transform 1, ESP_AES

ISAKMP: attributes in transform:

ISAKMP: encaps is 1

ISAKMP: SA life type in seconds

ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
ISAKMP: SA life type in kilobytes

ISAKMP: SA life duration (VPI) of 0x0 Ox46 0x50 0x0
ISAKMP: authenticator is HMAC-SHA

ISAKMP (0:13): atts are acceptable.
IPSEC (validate proposal request): proposal part #1,

IPSEC (kei proxy): head = ra, map->ivrf = vpnl, kei->ivrf
IPSEC (kei proxy): head = ra, map->ivrf = vpn2, kei->ivrf

vpn2
vpn2
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04:33:03: IPSEC(validate transform proposal): transform proposal not supported for identity:

{esp-aes esp-sha-hmac}
04:33:03: ISAKMP (0:13): IPSec policy invalidated proposal
04:33:03: ISAKMP (0:13): Checking IPSec proposal 2
04:33:03: ISAKMP: transform 1, ESP AES

04:33:03: ISAKMP: attributes in transform:

04:33:03: ISAKMP: encaps is 1

04:33:03: ISAKMP: SA life type in seconds

04:33:03: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
04:33:03: ISAKMP: SA life type in kilobytes

04:33:03: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0
04:33:03: ISAKMP: authenticator is HMAC-SHA

04:33:03: ISAKMP (0:13): atts are acceptable.
04:33:03: IPSEC(validate proposal request): proposal part #1,
(key eng. msg.) INBOUND local= 172.18.1.1, remote= 10.1.1.1,

local proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),

remote proxy= 10.4.1.4/255.255.255.255/0/0 (type=1),

protocol= ESP, transform= esp-aes esp-sha-hmac,

lifedur= 0Os and 0kb,

spi= 0x0(0), conn id= 0, keysize= 0, flags= 0x2
04:33:03: IPSEC (kei proxy) head = ra, map->ivrf = vpnl, kei->ivrf = vpn2
04:33:03: IPSEC(kei_ proxy): head = ra, map->ivrf = vpn2, kei->ivrf = vpn2
04:33:03: ISAKMP (0:13): processing NONCE payload. message ID = 17011691

(

04:33:03: ISAKMP (0:13): processing ID payload. message ID = 17011691

04:33:03: ISAKMP (0:13): processing ID payload. message ID = 17011691

04:33:03: ISAKMP (0:13): asking for 1 spis from ipsec

04:33:03: ISAKMP (0:13) Node 17011691, Input = IKE MESG FROM PEER, IKE QM EXCH
(

04:33:03: ISAKMP (0:13): 0ld State = IKE _QOM_READY New State = IKE QM _SPI_STARVE
04:33:03: IPSEC(key engine): got a queue event.
04:33:03: IPSEC(spi response): getting spi 2749516541 for SA
from 172.18.1.1 to 10.1.1.1 for prot 3
04:33:03: ISAKMP: received ke message (2/1)
04:33:04: ISAKMP (13): ID payload
next-payload : 5

type : 1
addr : 10.4.1.4
protocol : 0
port : 0

04:33:04: ISAKMP (13): ID payload
next-payload : 11

type : 4
addr : 0.0.0.0
protocol : 0
port : 0

04:33:04: ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R) QM IDLE

04:33:04: ISAKMP (0:13): Node 17011691, Input = IKE MESG _FROM IPSEC, IKE SPI REPLY
04:33:04: ISAKMP (0:13): Old State = IKE QM SPI STARVE New State = IKE OM R QM2
04:33:04: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1

04:33:04: ISAKMP cookie 3123100B 93DE46D2

04:33:04: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:04: ISAKMP cookie AA8F7B41 088A0ALl6

04:33:04: ISAKMP: isadb_post process list: crawler: 9 27FF 2 (6482B354)
04:33:04: crawler my cookie AAS8F7B41 F7ACF384
04:33:04: crawler his cookie E46E088D F227FE4D

04:33:04: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1
04:33:04: ISAKMP cookie 3123100B A8F23F73
04:33:04: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1
04:33:04: ISAKMP cookie AA8F7B41 93D8D879

04:33:04: ISAKMP: isadb post process list: crawler: 9 27FF 2 (6482B354)
04:33:04: crawler my cookie AA8F7B41l F7ACF384
04:33:04: crawler his cookie E46E088D F227FE4D

04:33:04: ISAKMP (0:13): received packet from 10.1.1.1 dport 500 sport 500 Global (R) OM IDLE

04:33:04: ISAKMP: hash from 7290DB4 for 60 bytes
04:33:04: ISAKMP: Packet hash:
64218CCO: 4BB45A92 7181A2F8 K4Z.g."x
64218CD0: 73CC12F8 091875C0O 054F77CD 63 sL.x..u@.0wMc
04:33:04: ISAKMP: Locking peer struct 0x640BBB18, IPSEC refcount 1 for stuff ke
04:33:04: ISAKMP (0:13): Creating IPSec SAs
04:33:04: inbound SA from 10.1.1.1 to 172.18.1.1 (f/i) 0/ 2
(proxy 10.4.1.4 to 0.0.0.0)
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04:33:04: has spi O0xA3E24AFD and conn_id 5127 and flags 2

04:33:04: lifetime of 2147483 seconds

04:33:04: lifetime of 4608000 kilobytes

04:33:04: has client flags 0x0

04:33:04: outbound SA from 172.18.1.1 to 10.1.1.1 (£/1) 0/ 2 (proxy
0.0.0.0 to 10.4.1.4

04:33:04: has spi 1343294712 and conn_id 5128 and flags A

04:33:04: lifetime of 2147483 seconds

04:33:04: lifetime of 4608000 kilobytes

04:33:04: has client flags 0x0

04:33:04: ISAKMP (0:13): deleting node 17011691 error FALSE reason "quick mode done (await)"
04:33:04: ISAKMP (0:13): Node 17011691, Input = IKE MESG _FROM PEER, IKE QM EXCH
04:33:04: ISAKMP (0:13): Old State = IKE OM R QM2 New State = IKE QM PHASE2 COMPLETE
04:33:04: IPSEC(key_engine): got a queue event...
04:33:04: IPSEC(initialize sas): ,
(key eng. msg.) INBOUND local= 172.18.1.1, remote= 10.1.1.1,
local proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
remote proxy= 10.4.1.4/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-aes esp-sha-hmac ,
lifedur= 2147483s and 4608000kb,
spi= OxA3E24AFD(2749516541), conn_ id= 5127, keysize= 0, flags= 0x2
04:33:04: IPSEC(initialize sas): ,
(key eng. msg.) OUTBOUND local= 172.18.1.1, remote= 10.1.1.1,
local proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
remote proxy= 10.4.1.4/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-aes esp-sha-hmac,
lifedur= 2147483s and 4608000kb,
spi= 0x50110CF8(1343294712), conn id= 5128, keysize= 0, flags= 0xA
04:33:04: IPSEC(kei_proxy): head = ra, map->ivrf = vpnl, kei->ivrf = vpn2
04:33:04: IPSEC(kei proxy): head = ra, map->ivrf = vpn2, kei->ivrf = vpn2
04:33:04: IPSEC(rte mgr): VPN Route Added 10.4.1.4 255.255.255.255 via 10.1.1.1 in vpn2
04:33:04: IPSEC(add mtree): src 0.0.0.0, dest 10.4.1.4, dest port 0
04:33:04: IPSEC(create_sa): sa created,
(sa) sa dest= 172.18.1.1, sa prot= 50,
sa_spi= OxA3E24AFD(2749516541),
sa_trans= esp-aes esp-sha-hmac, sa conn id= 5127
04:33:04: IPSEC(create sa): sa created,
(sa) sa_dest= 10.1.1.1, sa_prot= 50,
sa_spi= 0x50110CF8(1343294712),
sa_ trans= esp-aes esp-sha-hmac, sa conn id= 5128
04:33:53: ISAKMP (0:13): purging node -1639992295
04:33:54: ISAKMP (0:13): purging node 17011691

VRF-Aware IPsec O % 5E 5

{51 : %89 IPsec-to-MPLS VPN

WOV 7Tk, IPsec bRV ZE MPLS VPN IC~ v B VT ARET 4 v 7 REZ LT
9, ZORTEICELY., IPsec bR/ MPLSVPN, [VPN1) BE [VPN2J v v B U7 &
NWET, IPsec Fr RATHHE S, YT NANRT Y v I A E—T =2 A ETK)KTLET,

IPsec PE DE%E

ip vrf vpnl

rd 100:1

route-target export 100:1
route-target import 100:1
|

ip vrf vpn2

rd 101:1

route-target export 101:1
route-target import 101:1
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|
crypto keyring vpnl
pre-shared-key address 172.16.1.1 key vpnl
crypto keyring vpn2
pre-shared-key address 10.1.1.1 key vpn2
|
crypto isakmp policy 1
encr aes
authentication pre-share
group 14
|

crypto isakmp profile vpnl

vrf vpnl

keyring vpnl

match identity address 172.16.1.1 255.255.255.255
!

crypto isakmp profile vpn2

vrf vpn2

keyring vpn2

match identity address 10.1.1.1 255.255.255.255
|

crypto ipsec transform-set vpnl esp-aes esp-sha-hmac
crypto ipsec transform-set vpn2 esp-aes esp-sha-hmac
|

crypto map crypmap 1 ipsec-isakmp
set peer 172.16.1.1

set transform-set vpnl

set isakmp-profile vpnl

match address 101

crypto map crypmap 3 ipsec-isakmp
set peer 10.1.1.1

set transform-set vpn2

set isakmp-profile vpn2

match address 102

|

interface Ethernetl/1

ip address 172.17.1.1 255.255.0.0
tag-switching ip

|

interface Ethernetl/2

ip address 172.18.1.1 255.255.255.0
crypto map crypmap

I

ip route 172.16.1.1 255.255.255.255 172.18.1.2

ip route 10.1.1.1 255.255.255.255 172.18.1.2

ip route vrf wvpnl 10.2.0.0 255.255.0.0 172.18.1.2 global
ip route vrf vpn2 10.2.0.0 255.255.0.0 172.18.1.2 global
|

255.255 10.2. 255.255

access-1list 101 permit ip 10. 0.0 0.0.
255.255 10.2.0.0 0.0.255.255

1.0.0 0.0.
access-list 102 permit ip 10.1.0.0 0.0.
VPN1 A IPsec Customer Provided Edge (CPE) %7

crypto isakmp policy 1

encr aes

authentication pre-share

group 14

crypto isakmp key vpnl address 172.18.1.1
|

!
crypto ipsec transform-set vpnl esp-aes esp-sha-hmac
|

crypto map vpnl 1 ipsec-isakmp
set peer 172.18.1.1

set transform-set vpnl

match address 101

|

interface FastEthernetl/0

ip address 172.16.1.1 255.255.255.0
crypto map vpnl
|
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interface FastEthernetl/1
ip address 10.2.1.1 255.255.0.0
|

access-1list 101 permit ip 10.2.0.0 0.0.255.255 10.1.0.0 0.0.255.255
|

VPN2 FH IPsec CPE %5

crypto isakmp policy 1
encr aes

authentication pre-share
group 14

|

crypto isakmp key vpn2 address 172.18.1.1
!

|
crypto ipsec transform-set vpn2 esp-aes esp-sha-hmac
!
crypto map vpn2 1 ipsec-isakmp
set peer 172.18.1.1
set transform-set vpn2
match address 101
|

interface FastEthernet0
ip address 10.1.1.1 255.255.255.0
crypto map vpn2
|
interface FastEthernetl
ip address 10.2.1.1 255.255.0.0
|

access-list 101 permit ip 10.2.0.0 0.0.255.255 10.1.0.0 0.0.255.255

{5 : RSA K55 1L Z (£ A L 7= IPsec-to-MPLS VPN

W OFITIL, RSA KE1b% 4 L7 IPsec-to-MPLS VPN iR E& 1~ L ¥,

PE/L—5RTE

ip vrf vpnl
rd 100:1
route-target export 100:1
route-target import 100:1
|
crypto isakmp policy 10
authentication rsa-encr
|
crypto keyring vpnl
rsa-pubkey address 172.16.1.1 encryption
key-string
305C300D 06092A86 4886F70D 01010105 00034B0O0 30480241 O00DBF381 0ODDECCS
DC4AA490 40320C52 9912D876 EB36717C 63DCA95C TESEC02A 84F276CE 292B42D7
D664F324 3726F4E0 39D33093 ECB81B95 482511A5 F064C4B3 D5020301 0001
quit
|
crypto isakmp profile wvpnl
vrf vpnl
keyring vpnl
match identity address 172.16.1.1 255.255.255.255
|

crypto ipsec transform-set vpnl esp-aes esp-sha-hmac
!

crypto map crypmap 1 ipsec-isakmp

set peer 172.16.1.1

set transform-set vpnl

set isakmp-profile vpnl
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match address 101
|

interface Ethernetl/1

ip address 172.17.1.1 255.255.0.0
tag-switching ip

|

interface Ethernetl/2

ip address 172.18.1.1 255.255.255.0

crypto map crypmap

I

ip route 172.16.1.1 255.255.255.255 172.18.1.2

ip route vrf vpnl 10.2.0.0 255.255.0.0 172.18.1.2 global
I

access-list 101 permit ip 10.1.0.0 0.0.255.255 10.2.0.0 0.0.255.255

VPN1 FH IPsec CPE %5

crypto isakmp policy 10
authentication rsa-encr
|
crypto key pubkey-chain rsa
addressed-key 172.18.1.1 encryption
key-string
3082011B 300D0609 2A864886 F70D0101 01050003 82010800 30820103 0281FB0OO
C90CC78A 6002BDBA 24683396 B7D7877C 16D08C47 E00C3C10 63CF13BC 4E09EA23
92EB8A48 4113F5A4 8796C8BE AD7E2DC1 3B0742B6 7118CE7C 1BOE21D1 AA9724A4
4D74FCEA 562FF225 A2B11F18 E53C4415 61C3B741 3A06E75D B4F9102D 6163EE40
16C68FD7 6532F660 97B59118 9C8DE3ES5 4E2F2925 BBB87FCB 95223D4E AS5E362DB
215CB35C 260080805 17BBELEF C3050E13 031F3D5B 5C22D16C FC8BLECS5 074FO07A5
DO50EC80 7890D9C5 EC20D6F0 173FE2BA 89F5BS5F9 2EADCO9A6 D461921E 3D5B60016
ABB8B6B9O E2124A21 93FOE4AE B487461B E7F1F1C4 032A0BOE 80DC3E15 CB268ECY9
5D76B9BD 3C78CB75 CE9F68C6 484D6573 CBC3EB59 4B5F3999 8F9D0203 010001
quit
|
crypto ipsec transform-set vpnl esp-aes esp-sha-hmac
|
crypto map vpnl 1 ipsec-isakmp
set peer 172.18.1.1
set transform-set vpnl
match address 101
|

interface FastEthernetl/0

ip address 172.16.1.1 255.255.255.0
crypto map vpnl

|

interface FastEthernetl/1

ip address 10.2.1.1 255.255.0.0

|

access-list 101 permit ip 10.2.0.0 0.0.255.255 10.1.0.0 0.0.255.255
|

5] : RSA >4 —F x % {E A L 7= IPsec-to-MPLS VPN

DT, RSA ¥ 7 =F ¥ Zffi [ L 7= IPsec-to-MPLS VPN iR E %R L £,

PE/L—5&E

ip vrf vpnl

rd 100:1

route-target export 100:1
route-target import 100:1
|

crypto ca trustpoint bombo
enrollment url http://172.31.68.59:80
crl optional
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|
crypto ca certificate chain bombo

certificate 03CO

308203BF 308202A7 A0030201 02020203 C0300D06 092A8648 86F70D0O1 01050500
quit

certificate ca 01

30820379 30820261 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
quit

|

crypto isakmp profile vpnl

vrf vpnl

ca trust-point bombo
match identity address 172.16.1.1 255.255.255.255
!

crypto ipsec transform-set vpnl esp-aes esp-sha-hmac
|

crypto map crypmap 1 ipsec-isakmp
set peer 172.16.1.1

set transform-set vpnl

set isakmp-profile vpnl

match address 101

|

interface Ethernetl/1

ip address 172.31.1.1 255.255.0.0
tag-switching ip

|

interface Ethernetl/2

ip address 172.18.1.1 255.255.255.0
crypto map crypmap

|

ip route 172.16.1.1 255.255.255.255 172.18.1.2
ip route vrf vpnl 10.2.0.0 255.255.0.0 172.18.1.2 global
!

access-list 101 permit ip 10.1.0.0 0.0.255.255 10.2.0.0 0.0.255.255
!

VPN1 FH IPsec CPE £%5&

crypto ca trustpoint bombo

enrollment url http://172.31.68.59:80
crl optional

|

crypto ca certificate chain bombo

certificate 03BF
308203BD 308202A5 A0030201 02020203 BF300D06 092A8648 86F70D01 01050500
quit

certificate ca 01
30820379 30820261 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
quit

|

crypto ipsec transform-set vpnl esp-aes esp-sha-hmac

|

crypto map vpnl 1 ipsec-isakmp
set peer 172.18.1.1

set transform-set vpnl

match address 101

|

interface FastEthernetl/0

ip address 172.16.1.1 255.255.255.0
crypto map vpnl

|

interface FastEthernetl/1
ip address 10.2.1.1 255.255.0.0
|

access-1list 101 permit ip 10.2.0.0 0.0.255.255 10.1.0.0 0.0.255.255
|
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{5 : IPsec Remote Access-to-MPLS VPN

IZ, IPsec Remote Access-to-MPLS VPN EZ /R LE T, ZDORTIZL Y, IPsec b R/LH MPLS
VPN IZv v B 7 EiET, Psec b RN, TN RT Yy 7 HaA o Z—TxA A LT
BT LET,

19—

ax JE

PE/)L—%

aaa new-model
|
aaa group server radius vpnl
server-private 10.1.1.1 auth-port 1645 acct-port 1646 timeout 5 retransmit 3 key wvpnl
|

aaa group server radius vpn2
server-private 10.1.1.1 auth-port 1645 acct-port 1646 timeout 5 retransmit 3 key vpn2
|

aaa authorization network aaa-list group radius
|
ip vrf vpnl
rd 100:1
route-target export 100:1
route-target import 100:1
|
ip vrf vpn2
rd 101:1
route-target export 101:1
route-target import 101:1
|
crypto isakmp profile vpnl-ra
vrf vpnl
match identity group vpnl-ra
client authentication list vpnl
isakmp authorization list aaa-list
client configuration address initiate
client configuration address respond
crypto isakmp profile vpn2-ra
vrf vpn2
match identity group vpn2-ra
client authentication list vpn2
isakmp authorization list aaa-list
client configuration address initiate
client configuration address respond
|
|
crypto ipsec transform-set vpnl esp-aes esp-sha-hmac
crypto ipsec transform-set vpn2 esp-aes esp-sha-hmac
|

crypto dynamic-map vpnl 1

set transform-set vpnl

set isakmp-profile vpnl-ra

reverse-route

|

crypto dynamic-map vpn2 1

set transform-set vpn2

set isakmp-profile vpn2-ra

reverse-route

|

!
crypto map ra 1 ipsec-isakmp dynamic vpnl
crypto map ra 2 ipsec-isakmp dynamic vpn2
|

interface Ethernetl/1

ip address 172.17.1.1 255.255.0.0
tag-switching ip

|

interface Ethernetl/2
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ip address 172.18.1.1 255.255.255.0

crypto map ra
|

ip local pool vpnl-ra 10.4.1.1 10.4.1.254 group vpnl-ra
ip local pool vpn2-ra 10.4.1.1 10.4.1.254 group vpn2-ra
|

Cisco Network-Based IPsec VPN Solution D |[H/N\— 3 oD 7T7 v F
T—k

Cisco Network-Based IPsec VPN Solution U U — % 1.5 1281} 5 VRF-Aware IPsec #$5E CTlix., BEfFD
REEEETHULENDD FT, ROV TAHRETIEL, BEFEORTIZH L TITHI LENRDH HE
HARLET,

Site-to-Site SREND T v T L—F
IRDORETIL. [H3— 3 @ Network-Based IPsec VPN Solution 7> % Cisco Network-Based IPsec
VPN Solution Y Y —Z 1.5 ~® Site-to-Site ;X EDT v 77 L — NICUERELT 2R LET,

I[H/\—< 3 > O Site-to-Site X FE

crypto isakmp key VPN1 address 172.21.25.74
crypto isakmp key VPN2 address 172.21.21.74
|

crypto ipsec transform-set VPNl esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2 esp-aes esp-sha-hmac
|

crypto map VPNl 10 ipsec-isakmp
set peer 172.21.25.74

set transform-set VPN1

match address 101

|

crypto map VPN2 10 ipsec-isakmp
set peer 172.21.21.74

set transform-set VPN2

match address 102

|

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip vrf forwarding VPN1

ip address 172.21.25.73 255.255.255.0
crypto map VPN1

|

interface FastEthernet0/0.2
encapsulation dotlQ 2 native

ip vrf forwarding VPN2

ip address 172.21.21.74 255.255.255.0
crypto map VPN2

#H/3— 3 U D Site-to-Site X TE

Iz, [A U Site-to-Site #% E . Cisco Network-Based IPsec VPN Solution U UV —A 1.5 Y J =2—33
VAT T T L= RENEARR—=Ta VERLET,

IPsec VPN A V2 —F vy b X—HBOBEHA K
I -“



VRF 324 IPSec |
B Cisco Network-Based IPsec VPN Solution DB/ A—2 3 o 5D 7w TF7—+

A
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crypto keyring VPN1-KEYS vrf VPN1
pre-shared-key address 172.21.25.74 key VPN1
|

crypto keyring VPN2-KEYS vrf VPN2

pre-shared-key address 172.21.21.74 key VPN2
|

crypto ipsec transform-set VPNl esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2 esp-aes esp-sha-hmac
|

crypto map VPN1 10 ipsec-isakmp
set peer 172.21.25.74

set transform-set VPN1
match address 101

crypto map VPN2 10 ipsec-isakmp
set peer 172.21.21.74

set transform-set VPN2
match address 102

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip vrf forwarding VPN1

ip address 172.21.25.73 255.255.255.0
crypto map VPN1

interface FastEthernet0/0.2
encapsulation dotlQ 2 native

ip vrf forwarding VPN2

ip address 172.21.21.74 255.255.255.0
crypto map VPN2

JE—FT7HORREBEDT Y TSI L—FK

WROFRETIL. [H3— 3 »® Network-Based IPsec VPN Solution 7> % Cisco Network-Based IPsec
VPN Solution U Y —ZA1.5~DVE— KT IV BAREDT v 77 L— RICHEREFEZRLET,

BANA—23 2 D) E—F 7O RRERE

crypto isakmp client configuration group VPN1-RA-GROUP
key VPN1-RA

pool VPN1-RA

|

crypto isakmp client configuration group VPN2-RA-GROUP
key VPN2-RA

pool VPN2-RA

|

crypto ipsec transform-set VPN1-RA esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2-RA esp-aes esp-sha-hmac
|

crypto dynamic-map VPN1-RA 1
set transform-set VPNI1-RA
reverse-route

|

crypto dynamic-map VPN2-RA 1
set transform-set VPN2-RA
reverse-route
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crypto map VPNl client authentication list VPN1-RA-LIST
crypto map VPNl isakmp authorization list VPNI-RA-LIST
crypto map VPNl client configuration address initiate
crypto map VPNl client configuration address respond
crypto map VPNl 10 ipsec-isakmp dynamic VPN1-RA

crypto map VPN2 client authentication list VPN2-RA-LIST
crypto map VPN2 isakmp authorization list VPN2-RA-LIST
crypto map VPN2 client configuration address initiate
crypto map VPN2 client configuration address respond
crypto map VPN2 10 ipsec-isakmp dynamic VPN2-RA

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip vrf forwarding VPN1

ip address 172.21.25.73 255.255.255.0
crypto map VPN1

interface FastEthernet0/0.2
encapsulation dotlQ 2 native

ip vrf forwarding VPN2

ip address 172.21.21.74 255.255.255.0
crypto map VPN2

FIN—a D) E—F T O ERERTE

WDALVARAATIE, Ty 771 —RiEdbo xHA, RO

crypto isakmp client configuration group VPN1-RA-GROUP
key VPN1-RA
pool VPNI-RA
|
crypto isakmp client configuration group VPN2-RA-GROUP
key VPN2-RA
pool VPN2-RA

crypto isakmp profile VPN1-RA

match identity group VPN1-RA-GROUP
client authentication list VPNI1-RA-LIST
isakmp authorization list VPN1-RA-LIST
client configuration address initiate
client configuration address respond

crypto isakmp profile VPN2-RA

match identity group VPN2-RA-GROUP
client authentication list VPN2-RA-LIST
isakmp authorization list VPN2-RA-LIST
client configuration address initiate
client configuration address respond

crypto ipsec transform-set VPNI1-RA esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2-RA esp-aes esp-sha-hmac

crypto dynamic-map VPN1-RA 1
set transform-set VPN1-RA
set isakmp-profile VPN1-RA
reverse-route

crypto dynamic-map VPN2-RA 1
set transform-set VPN2-RA
set isakmp-profile VPN2-RA
reverse-route

crypto map VPNl 10 ipsec-isakmp dynamic VPN1-RA
crypto map VPN2 10 ipsec-isakmp dynamic VPN2-RA
interface FastEthernet0/0.1

encapsulation dotlQ 1 native
ip vrf forwarding VPN1

npEA—Cavhsn7yvIF—+ I}

BEEEESSH L R LET
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ip address 172.21.25.73 255.255.255.0
crypto map VPN1
|

interface FastEthernet0/0.2
encapsulation dotlQ 2 native

ip vrf forwarding VPN2

ip address 172.21.21.74 255.255.255.0
crypto map VPN2

Site-to-Site & ) E— F 7O RDBREDHAEHLEDT Y THL—F
ROBRETIL, [HX— 3 @ Network-Based IPsec VPN Solution 7> % Cisco Network-Based IPsec
VPN Solution U U — & 1.5 ~® Site-to-Site S L RNV E— N T 7 EAERKEDT v /7 L — NIZHLE
REWERLET,

[B/N—< 3 >0 Site-to-Site 5L UL E—F 7O ERADETE

crypto isakmp key VPNl address 172.21.25.74 no-xauth
crypto isakmp key VPN2 address 172.21.21.74 no-xauth
|

crypto isakmp client configuration group VPN1-RA-GROUP
key VPN1-RA
pool VPN1-RA
|

crypto isakmp client configuration group VPN2-RA-GROUP
key VPN2-RA
pool VPN2-RA
!

crypto
crypto
!

crypto
crypto
!

crypto

ipsec transform-set VPNl esp-aes esp-sha-hmac
ipsec transform-set VPN2 esp-aes esp-sha-hmac

ipsec transform-set VPN1-RA esp-aes esp-sha-hmac
ipsec transform-set VPN2-RA esp-aes esp-sha-hmac

dynamic-map VPN1-RA 1
set transform-set VPN1-RA
reverse-route

crypto dynamic-map VPN2-RA 1
set transform-set VPN2-RA
reverse-route

|
crypto
crypto
crypto
crypto
crypto

map
map
map
map
map

VPN1
VPN1
VPN1
VPN1
VPN1

set peer 172.21
set transform-set VPN1
match address 101

crypto

crypto
crypto
crypto
crypto
crypto

map

map
map
map
map
map

VPN1

VPN2
VPN2
VPN2
VPN2
VPN2

set peer 172.21
set transform-set VPN2

match address 102

crypto map VPN2 20 ipsec-isakmp dynamic VPN2-RA

client authentication list VPN1-RA-LIST
isakmp authorization list VPN1-RA-LIST
client configuration address initiate
client configuration address respond

10 ipsec-isakmp

.25.74

20 ipsec-isakmp dynamic VPNI1-RA

client authentication list VPN2-RA-LIST
isakmp authorization list VPN2-RA-LIST
client configuration address initiate
client configuration address respond

10 ipsec-isakmp

.21.74

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip vrf forwarding VPN1

ip address 172.21.25.73 255.255.255.0
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crypto map VPNI1
|

interface FastEthernet0/0.2
encapsulation dotlQ 2 native

ip vrf forwarding VPN2

ip address 172.21.21.74 255.255.255.0
crypto map VPN2

#/A—2 3 20 Site-to-Site BL UV E—F 7O ELADHRTE

MY

COREERT v 7T L — RFTDRBERDHY £,

G¥)

Site-to-Site & E - XAUTH N AE 4. XAUTHERER L TISAKMP 72 7 7 A LV ZFHEL
34, UE—F 77 EBAHEIZ XAUTH DS LEE2EE . XAUTH $ Y TISAKMP 72 7 7 A
NEFRELET,

crypto keyring VPN1-KEYS vrf VPN1
pre-shared-key address 172.21.25.74 key VPN1
|

crypto keyring VPN2-KEYS vrf VPN2
pre-shared-key address 172.21.21.74 key VPN2
|

crypto isakmp client configuration group VPN1-RA-GROUP
key VPN1-RA
pool VPN1-RA

crypto isakmp client configuration group VPN2-RA-GROUP
key VPN2-RA
pool VPN2-RA

crypto isakmp profile VPN1
keyring VPN1-KEYS
match identity address 172.21.25.74 VPN1

crypto isakmp profile VPN2
keyring VPN2-KEYS
match identity address 172.21.21.74 VPN2

crypto isakmp profile VPN1-RA

match identity group VPN1-RA-GROUP
client authentication list VPNI1-RA-LIST
isakmp authorization list VPN1-RA-LIST
client configuration address initiate
client configuration address respond

crypto isakmp profile VPN2-RA

match identity group VPN2-RA-GROUP
client authentication list VPN2-RA-LIST
isakmp authorization list VPN2-RA-LIST
client configuration address initiate
client configuration address respond

crypto ipsec transform-set VPNl esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2 esp-aes esp-sha-hmac

crypto ipsec transform-set VPN1-RA esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2-RA esp-aes esp-sha-hmac

crypto dynamic-map VPN1-RA 1
set transform-set VPN1-RA
set isakmp-profile VPN1-RA
reverse-route

crypto dynamic-map VPN2-RA 1
set transform-set VPN2-RA

IPsec VPN A > 2 —%y b F—XHBOFEHM F i
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set isakmp-profile VPN2-RA
reverse-route

|

crypto map VPNl 10 ipsec-isakmp
set peer 172.21.25.74

set transform-set VPN1

set isakmp-profile VPN1

match address 101

VRF 3238 IPSec

crypto map VPNl 20 ipsec-isakmp dynamic VPN1-RA

!
crypto map VPN2 10 ipsec-isakmp
set peer 172.21.21.74

set transform-set VPN2

set isakmp-profile VPN2

match address 102

crypto map VPN2 20 ipsec-isakmp dynamic VPN2-RA
|

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip vrf forwarding VPN1

ip address 172.21.25.73 255.255.255.0
crypto map VPN1

|

interface FastEthernet0/0.2
encapsulation dotlQ 2 native

ip vrf forwarding VPN2

ip address 172.21.21.74 255.255.255.0
crypto map VPN2

ZTDMDSEER

EEEH

ESPERE=]

I=Za7ILAA LI

IPsec DX EEE

[ Configuring Security for VPNs with IPsec ]

[Psec =~ K

[ Cisco 10S Security Command Reference]

IKE7xz—X1¢7x—X2, T by 7

ET—F, BXOAS E—F

[ Configuring Internet Key Exchange for IPsec
VPNs |

IKE DPD [Easy VPN Server]
RSN MRS LT LY XA W/ QLRAVIERZN 4
i B
3R Title
2L -
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http://www.cisco.com/go/mibs

RFC

RFC Title

L -

DRAMTYZ A BR—F

SiiBA Link

[ZEIC PH & 41 7= Technical Assistance D54 L1
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VRF-Aware IPsec D #EREIEER

ROFIZ, ZOFEY2a— /L THH LEEICET2 Y ) —AFRERLET, ZOoRT Y7 |
V=7 VY= bLA U TEBEDOT R— FBRHEASNEEDY T hy =T VI —R7ET %
ARLTWET, TOMEEI, FFICH BRWIRY . 2O —HDOY 7+ o =7 U U —ZThH

PR—bSNET,

TI7y R —LDOYR—=—FBIPV R YT b U =7 A A=V OYR— MIET L HHR AR

951X, Cisco Feature Navigator Z i L £,

Cisco Feature Navigator |27 7 £ A3 51214,

www.cisco.com/go/ctn IZFE) L £9°, Cisco.com D7 7 2 MIMLEDH D £H A,
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VRF-Aware IPsec DH#EEIE$R [ |

HeEA )= HRETEER

VRF-Aware IPsec HEREIZ 1L, ~
ILFFa han T 2Ly
F 7 (MPLS) N—F ¥ /L7
TAX—F Ry NT—7
(VPN) 2%} % IP Security
(IPsec) RN ~wv BT
DEAINTHET,
VRF-Aware IPsec #HE % {15
., T RTY vl
M7 KL AIZL->7T, VPN/L—
T4 A (VRF) 123 L
TIPsec bR EB~vE LT
TEXET,
Z OR%BEIL. Cisco IOS Release
122(15)T TEASHE LT,
Z OFSEEICEE T D REHIC OV T
I, MOBHAESHR L T EE
AN
RO~ FHPEANEITEH
S FE L7, address.

catrust-point,

clientauthenticationlist.
clientconfigurationaddress.
cryptoisakmpprofile.
cryptokeyring.
cryptomapisakmp-profile,
initiate-mode.
isakmpauthorizationlist.
keepalive (isakmp 707 74
JL) . Kkeyring. Kkey-string.
matchidentity, nocryptoxauth.
pre-shared-key. quit.
rsa-pubkey. self-identity.
serial-number.
setisakmp-profile.
showcryptoisakmpkey.
showcryptoisakmpprofile. vrf,
clearcryptosa.
cryptoisakmppeer.
cryptomapisakmp-profile.
showcryptodynamic-map.

showcryptoipsecsa.
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showcryptoisakmpsa.
showcryptomap (IPsec) .

15.1(1)S Z DOREREIX, Cisco I0S Release
15.1()S ke SvE L,

CA : Certification Authority (FRFF/E) . CAIXT VX NVGEAEEZRITT 52T 47 4 (B2 X.509
AEAE) T, FEREOT —XHAMONA T 4 VT EBRIEL E T,
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35 IPsec IOS 7,

dead peer : BIETX 72 2o IKE 7,
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WO N D, Za—r LR S H4E1TT,
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BT MEEHEH LT, BEORABRRRALEET 57200, EREED, A vTFT—H2V 7
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ISAKMP &7 3% & N @ Tunnel-Client-Endpoint 33 J Of Tunnel-Password J& 4 % 5% €3 5 121, RO TF
JIEZ 5817 L £
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IKE7 7 Lw T E— FOA

FIROWE
L. 4x—=Jik
2. configureterminal
3. cryptomapmap-nameisakmpauthorizationlist/ist-name
4. cryptoisakmppeer {ip-address ip-address | fqdn fgdn}
5. setaggressive-modeclient-endpointclient-endpoint
6. setaggressive-modepasswordpassword
FIED
AU bFEREETOVa Y B#Y
ATvT1 4 3+—TILE FrHE EXEC E— R& A 2 —7 /LT LET,
*RNAU—KEANLET FERENTH
51 - )
= o
Router> enable
ATFv T2 configureterminal Ja—nN)Lary7 4 Fal—aryE— REH
BLUET,
i
Router# configure terminal
ATFvT3 cryptomapmap-nameisakmpauthorizationlistlist-name | 7 7 L 7 = — N T, bR/ BHICET S
AAA D IKE 7 = ) =l A 2 —7 /M LE
B : 3,
Router (config)# crypto map testmaplO isakmp
authorization list list ike
ATFvT4 cryptoisakmppeer {ip-address ip-address |fqdnfqdn} | 7 7L v 7 =— T, bR BMHICETS
AAA D IKE 7 = J =D 728 D [Psec ©7 %
Bl - AL LT, ISAKMPRY =227 f Fa b—
Router (config)# crypto isakmp peer ip address vay - ]\%Eﬁﬁé Lij—"
10.10.10.1
XTFwTH setaggressive-modeclient-endpointc/ient-endpoint ISAKMP "7 ##EWN C, Tunnel-Client-Endpoint &

Bl :

Router (config-isakmp)# set aggressive-mode
client-endpoint user-fgdn user@cisco.com

PEEFRE L £
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RaDIUS FrrLEHREORRE I

AR RFEREETOVa Y

=)

ATvT6

setaggressive-modepasswordpassword

51

Router (config-isakmp)#set aggressive-mode
password ciscol23

ISAKMP v 7 3% EWN T, Tunnel-Password J& %
BELET,

RADIUS k> )LIET4ERTE DFERE

Tunnel-Client-Endpoint J&:35 & O Tunnel-Password J& M7 ISAKMP B 7 R U & —WN TR E 41T
Wb L EMERET 5121, show running-config 7' 27—/ )L 2T 4 Fal—v gy avy R

AL ET,

SIS a—TFTa2DEV R

IKE: 77 Vv 7 B— ROBRMBEBED NI TNV a—T 4 7 %7912, ROFINEEZFEITL

£7,
FIROWME
L 4&—Tit
2. debugaaaauthorization
3. debugcryptoisakmp
4. debugradius
FIEDFEH
aARVKRFEREETI VA Y S]]
ATvT1 47— ik Fi#E EXEC E— R& A X—7 /W LET,
*RAU—RE AN LET (ERINH
i 2)
= o
Router> enable
RATFw T2 debugaaaauthorization AAA FREEDOER A FR L FE T,

Bl -

Router# debug aaa authorization
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KE75 Ly T E— RO |

B «KE75Lvi7 E— FOBRBOZES

AU RFERETIVa Y E):g]
ATvT3 debugcryptoisakmp IKEA XY NMITH A v E—VBRRLET,
&1 -
Router# debug crypto isakmp
ATvT4 debugradius RADIUS B FHR AR R L ET,
&1

Router# debug radius

IKE7S5 Ly J E— FORBDKRTEH

INT DEREHI
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WIZ, Ty T ET— R KB R—FENTWAINT TV RAR—7 "hRa Yo7 %, RADIUS
Moz VEEEFER L CERET D HEOHZRLET,

!The AAA configurations are as follows:
aaa new-model
aaa authorization network ike group radius
aaa authentication login default group radius
|
! The Radius configurations are as follows:
radius-server host 10.1.1.1 auth-port 1645 acct-port 1646
radius-server key radl23
|
! The IKE configurations are as follows:
crypto isakmp policy 1
authentication pre-share
|
! The IPsec configurations are as follows:
crypto ipsec transform-set transl esp-aes esp-sha-hmac
|

crypto dynamic-map Dmap 10

set transform-set transl

|

crypto map Testtag isakmp authorization list ike
crypto map Testtag 10 ipsec-isakmp dynamic Dmap
|

interface FastEthernet0

ip address 10.4.4.1 255.255.255.0
crypto map Testtag

!

interface FastEthernetl
ip address 10.2.2.1 255.255.255.0



| weE75LveT E—rOBME

AR—ID

RADIUS L —

zf—sozEs |

=% 7€ 51

W2, 7737 T— KB R—FINTWABINT T RAR—T MRBTYDAR—T %,
RADIUS kv V@t afH L CRET D HIEDOHI 2R L ET,

!The IKE configurations are as follows:

crypto isakmp policy 1

authentication pre-share

|

! The IPsec configurations are as follows:

crypto ipsec transform-set transl esp-aes esp-sha-hmac
access-1list 101 permit ip 10.3.3.0 0.0.0.255 10.2.2.0 0.0.0.255
|

! Initiate aggressive mode using Radius tunnel attributes
crypto isakmp peer address 10.4.4.1

set aggressive-mode client-endpoint user-fgdn user@cisco.com
set aggressive-mode password ciscol23

|

crypto map Testtag 10 ipsec-isakmp

set peer 10.4.4.1

set transform-set transl

match address 101

|

interface FastEthernet0
ip address 10.5.5.1 255.255.255.0
crypto map Testtag
|
interface FastEthernetl
ip address 10.3.3.1 255.255.255.0

H 70774 ILOH

IZ., Tunnel-Client-Endpoint 33 & UF Tunnel-Password J& 423 4 78— k &1 TV % RADIUS H—/3 |
Da—H TFuT 7 A NLOlERLET,

user@cisco.com Password = "cisco", Service-Type = Outbound
Tunnel-Medium-Type = :1:IP,
Tunnel-Type = :1:ESP,
Cisco:Avpair = "ipsec:tunnel-password=ciscol23",
Cisco:Avpair = "ipsec:key-exchange=ike"

ZTDMDSEER

WOETIL, IKET 7 Ly 7 £— NOBMHIEREICBEE L 72 BdE gk 2R L £7,

ESPERCYS! TZaTFIL B4 ML
X2V T7 10 avwF [ Cisco IOS Security Command Reference]
RRED R E [ Configuring Authentication
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[ Configuring Internet Key Exchange for IPsec
VPNs|

RSN AR ST LY XA WA b
picpi:3

FHFE Title
ZOMEETH AR — NSNS FHHOEEE - I1IE | -
BIN/ERETHY A, -, BEOEYE
DHFR— MIEFINLTWERA,
MiIB

MIB MB®D Y

Z ORI L > THAR— &N 58 L MIB
FRFEFEINTZMIBIZIHY HA, F22
DOIEREIC L D BEE MIB OH R — MIAE L H
D EHA,

BINL7-77 > 7 x+—2A, CiscolOSXE YV 7
ry=27 V) —X, BIXOPT7 4 —F ¥ Y I
DOMIB DR LA v v n— R4 51213,
¥ ® URL (23 % Cisco MIB Locator % i ] L %
RS

http://www.cisco.com/go/mibs

RFC
RFC Title
« RFC 2409 * RFC 2409, [The Internet Key Exchange]
* RFC 2868 * RFC 2868. [RADIUS Attributes for Tunnel

Protocol Support,]
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Link

VAaDYR— bk Web A FTIE, vAaD
W77 /) n Y —IlElT D RN T Ty a—
T A UTICEBRL TR TA L9, vw==
TNARY =NV EILDETLEERA T A
VY —=2%&#MEL TWET,
BHENORGOYEF 2 U7 ¢ HFERCEINE R A
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOZFE—ERITMATE ET,
TAADYR—= K Web I FDY =TI

T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

http://www.cisco.com/en/US/support/index.html

KE7 7 LT E— FDORIRDRRETHER

ROFIZ, ZOFY2—/L T LEEICET ) ) —AFHe R LET, ZoRET, Y7 b
V=7 VU= bbA U THEBEOY R — PN EASNIZEEDOY T by =T V) —=RIZT%
ARLTWET, ZOMEEIL, FrICE D BRWIRY . 2O —#HD Y 7+ v =7 U U —ZThH

PR—FENET,

779 M7 —LDOYR—hBLIOT R YT b

3 51Z1&, Cisco Feature Navigator ZfFH L ¥ 7,

T2 T A A=Y DOYAR— MIBET DR A R
Cisco Feature Navigator |27 7 £ A3 51213,

www.cisco.com/go/ctn [ZFEE) L 9, Cisco.com DT H 7 v MIKLEH Y FHA,
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IKE: 77 Ly v 7 E— FDOH

hh

Cisco IOS XE Release 2.1

IKET 7' L w7 E— KOt
FERE 2 9 4LIE, IPsec BT
@ RADIUS k> IV @tE% 5
EL. P RVEETOIKET
Ty 7 T— R XA T—
va e TEET,
RO~ RPEANETITEL
SNE LT,

cryptoisakmppeer.

setaggressive-modeclient-endpoint,
setaggressive-modepassword
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