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| IPsec 7oF UTLA 4L YRR E EHE

IPsec 7V F U TLA D42 FoDHRE EHLHEE

gzerz IR

IPsec 7UF V)T LA 42 KODHLE & EXhLHEEE
REAE

IPsec 7UF )V TLA D42 FODIRREEMIED T O—/NILERTE

IPsec 7> F VLA T a0 Ry YRR E 7 a— VIZERTET D (ZOREE, 1Elk S
D53 RTOSANEEEZZTET) ITIE, ROFIREZFLTLET,

FIEDHE
1. 4 x—7J)Lik
2. configureterminal
3. cryptoipsecsecurity-associationreplaywindow-size [ V]
4. cryptoipsecsecurity-associationreplaydisable
FIE D
ARV RFERERTIVa Y B#
AT T 4 r—T Lt FiHe EXEC E— Ra A X —7 W LET,
. " RRAT—REANLET EERENZHE) .
Router> enable
2Ty T2 configureterminal Ja—N)L a7 4 Fal—ay ET— RERBL
=7,
i -
Router# configure terminal
ATFvT3 cryptoipsecsecurity-associationreplaywindow-size |SA U 'L/ 7 4 > ROV A4 X5 70— )LIZERTE
[N LET,
i - G Zoawy RERIT
’ cryptoipsecsecurity-associationreplaydisable
Router (config)# crypto ipsec avw L RERELET, ZO2o0avy
ity- fati 1 indow-size 256
security-assoclation replay window-size ]‘@ji\ IEJH#L:{%H%'C% jf'@_"/\/o
ATFvT4 cryptoipsecsecurity-associationreplaydisable WA A7 a— oA 2 —7 M LET,

11 -

Router (config)# crypto ipsec
security-association replay disable

(GE) Zoaxy NEZ
cryptoipsecsecurity-associationreplaywindow-size
A RERELET, ZD20o0ax R
X, R TE E£E A,
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B s~y TLcB833Psec 7o F U TLA Y12 RODYREENEDET

A RFERIEFT7II Y B#

EEX Y TLEIZEITASIPsec 7UoF ) TLA D42 FoDYLEKEES
{EDEZTE
o~y 7 ETIPsec 70 F U7 LA U g RUDHRE B LA FEDR T~ v 7 E237
777 ANVEFBHLTERSN SAICHBEZ 522 X ) ICRETHIE, ROTFIEZFEATLE

@—O
FIEDBE
1. £%x—TLit
2. configureterminal
3. cryptomapmap-nameseg-num [ipsec-isakmp]
4. setsecurity-associationreplaywindow-size[NV]
5. setsecurity-associationreplaydisable
F g > %48
ARV RFEREETIVa Yy B#
ATv 71 4 r—T Ik ¥ EXEC E— R& A R—7 /M LE T,
. CRSAT—REANLET (ERSAEHE) .
Router> enable
ATFv T2 configureterminal Ta—r)ar7 4 Xal—aryE— NERGLET,

1 -

Router# configure terminal

ATvT3 cryptomapmap-nameseq-num [ipsec-isakmp]| 7 ) ¥ L~ F a7 4 o L—3 g v E— FEFB L.
FNAER END 7 ) T h~y T OREDTZODT T L—
1 h RS AR S T 0 7 7 A VEERR L ET,

Router (config)# crypto map ETHO 17
ipsec-isakmp
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IPsec 72 F ) FTLA 42 FoDIRRE ESE

IPsec 7 UF U TLA D42 FoDHRE EBHNEDEES

ARV RFERRTI VY

E]:g)

RFw T4 | setsecurity-associationreplaywindow=size[N| | 55500 2 U 7 b~ v 7. FAFI vl s VT hwy T, &
PR E 7 a7 AN Ko TIRESNTZRY —% 1 H
i - L CERR S D SA ZHlE L £,
Route?t (cryptojmsp) # setl . . GE) Z @ =< RE 23 set security-association replay
S?glélrl y—associatlion replay winadow—-size dlsable:lv/ I\% ’ﬁ;bij‘o :0)2/)0):7/
RiZ, FIRFCEATE EHE A,
ATFwTH setsecurity-associationreplaydisable BEDIZ ) v~y BAFTIv I )V v~y 7, %
ST 7 7 AT ) LA iR T 4k —T
Al : WZLET,
Router (crypto-map)# set GE) Z O3~ NE 7213 set security-association replay

security-association replay disable

window-size =~ REZRELET, ZD2OD
a<2 RNig, FERCFEATXEEA,

ST a—TFTa29DEV R

CZEEINDH ATy PO L THEWETRY LA U Ry A X
KDE SR AT A A vE—Uns

W WA

*Nov 17 19:27:32.279:

id=1

EINTA vy E—UN,

=215

Ay—UBRERISNET,

IPsec 7 > F
15

TFOFYTLA 94>

WL, TorF VA T4 R H A X072 —r3012 1024 |

TWEJ,

version 2.1

$CRYPTO-4-PKT_REPLAY ERR: decrypt:

TrFIVTvA T4 FUDFKIAZEL TWD EHishDd &, ki

LA D4

Fo® 7 B—/\)LHhER & ERE

IRESNT
EanETS,

replay check failed connection

E

ko DHkiR & ERNED

1

ICRESNTNDHZ EERL

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption
|

hostname VPN-Gatewayl
!

boot-start-marker
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IPsec 7VF U TLA 12 RODEEEEHE |
B eSS~y 7F-EBETOIFALDOTUF YT LA 9142 RODHES L CENIL : HI

boot-end-marker

|

!

clock timezone EST 0
no aaa new-model

ip subnet-zero

|

!

ip audit po max-events 100
no ftp-server write-enable

|

!

crypto isakmp policy 10

authentication pre-share

crypto isakmp key ciscol23 address 192.165.201.2 !
crypto ipsec security-association replay window-size 1024 !
crypto ipsec transform-set basic esp-des esp-md5-hmac !
crypto map mymap 10 ipsec-isakmp

set peer 192.165.201.2

set transform-set basic

match address 101

|

!

interface FastEthernet0/0

ip address 192.168.1.1 255.255.255.0

|

interface Seriall/0
ip address 192.165.200.2 255.255.255.252 serial restart-delay 0 crypto map mymap !
ip classless
ip route 0.0.0.0 0.0.0.0 192.165.200.1
no ip http server
no ip http secure-server
|
|

access-list 101 permit ip 192.168.1.0 0.0.0.255 172.16.2.0 0.0.0.255 access-1list 101 remark
Crypto ACL
!

|
control-plane
!

!

line con O
line aux O
line vty 0 4
|

!

end

EEVT Yy JEREBE IO D 7AILDOTUOF YT LA 942 KD
Mhak$H K OEMILE - 4l

WOFITIE, ToF VT LABEN, 172.17.1502 ~D Psec BRI L TTF 4 E—7 M2 &Nn T
WAD, 172.17.1503 B LT 172.17.150.4 ~D IPsec 5 I2BA L CidA 2—7 0 (BXW, 57 %
IWEDT 4V Ry YA ZNR64) IZZINTWNBZ EERLTWET,

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

|

hostname networkserverl

|

enable secret 5 $1$KxKv$cbgKsZtQTLJLGPN.tErFZ1l enable password ww !
ip subnet-zero

|

cns event-service server
crypto isakmp policy 1

IPsec T—4%2 FL—VDHREHAF
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IPsec 7 F ) TLA 12 FODHEEENL

zomwnzszas I

authentication pre-share
crypto isakmp key ciscol70 address 172.17.150.2 crypto isakmp key ciscol80 address
172.17.150.3 crypto isakmp key ciscol90 address 172.17.150.4
crypto ipsec transform-set 170cisco esp-des esp-md5-hmac crypto ipsec transform-set 180cisco
esp-des esp-md5-hmac crypto ipsec transform-set 190cisco esp-des esp-md5-hmac
crypto map ETHO 17 ipsec-isakmp
set peer 172.17.150.2
set security-association replay disable set transform-set 170cisco match address 170 crypto
map ETHO 18 ipsec-isakmp set peer 192.168.1.3 set transform-set 180cisco match address
180 crypto map ETHO 19 ipsec-isakmp set peer 192.168.1.4 set transform-set 190cisco match
address 190 !
interface FastEthernet0
ip address 172.17.150.1 255.255.255.0
no ip directed-broadcast
no ip route-cache
no ip mroute-cache
no mop enabled
crypto map ETHO
|
interface Serial0
ip address 172.16.160.1 255.255.255.0
no ip directed-broadcast
no ip mroute-cache
no fair-queue
|
ip classless
ip route 172.18.170.0 255.255.255.0 172.17.150.2 ip route 172.19.180.0 255.255.255.0
172.17.150.3 ip route 172.20.190.0 255.255.255.0 172.17.150.4 no ip http server !
access-list 170 permit ip 172.16.160.0 0.0.0.255 172.18.170.0 0.0.0.255 access-1list 180
permit ip 172.16.160.0 0.0.0.255 172.19.180.0 0.0.0.255 access-1list 190 permit ip 172.16.160.0
0.0.0.255 172.20.190.0 0.0.0.255 !
dialer-list 1 protocol ip permit
dialer-list 1 protocol ipx permit
|
line con O
transport input none
line aux O
line vty 0 4
password ww
logi
end

ZDMDSEEH

WO TIE, IPsec 7 F U7 LA U g BUOHLRESLOBEE R 278 L £,

ESPERE=] T=aTFILAA L
CiscoIOS a~v > K [Cisco 108 Security Command Reference ]
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ZOMEE TR — b SNDFHOEWREE 12138 | -
FINERETHY FH A, £72, BEFOEYE
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MIB

MIB MB®D! >4

ZOMREIC X > THAR— F &S DH LV MIB
FREFEINT-MIBIZHY FHA, T2
DOFEREIC L D BEE MIB O W R — MIEE T H
D EHEA,

BINL727F ~ h 74—, CiscolOS XE
Release, 3L V7 4 —F % v hD MIB &k
KLTHUr— RT 521, RO URLIZH
5 Cisco MIB Locator =/ L 7,

http://www.cisco.com/go/mibs

RFC

RFC Title
ORI DR — N ENTHHE RFC £72 |-
IZET RFC IZH Y ¥ A, F7-Z ORI X
HEETE RFC OV AR — MIEFEITIH D FH A,
SRADTHIZAILYR—

H:)z Link

VAaDYPR— K Web A FTIE, AID
W77 /Y —ClT L N T a—
T AV TICBESL TR TAE ), v==
TNARY =NV EIILO LT IHEERAL T
UY=L TnET,
BHENOHEOEFX 2 U7 ¢ HFROEIN SR A
ATFF 572012, Cisco Notification Service (Field
Notice 7> 7 7 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 — FREDKEY —ERTMATEET,
YAADYR—F Web A DY — LT I
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| IPsec 7oF UTLA 4L YRR E EHE

Psec 7o F UTLA 4> koo mmitokiess [

IPsec 7> F ) T LA V42 FoDHEREENEDIRE

15 R

ROFIZ, ZOFY2—/LTHH LEEICET LY ) —AFREe R LET, ZOoRET, Y7 h
=7 V=R bbA U THEEOY R — bR EASNIZEEDOY T by =T V) —=RIZT%
ARLTWET, ZOMEEIL, FrICE D BNRWIRY . 2RO —#HDOY 7+ v =7 U —ZThH

PR—FENET,

TT7y N7 A —LOYR—RFBLOV AT YT N =T A A=V OV R— MNIET L ERE BB
J 521X, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 23 5121,
www.cisco.com/go/ctn [ZFEE) L 9, Cisco.com DT H 7 v MIKLEH Y FHA,

F1:IPsec7UF )T LA 42 FODHEEER - 3R & |

HRE4 1)1)—=R P REIRER
IPsec 7> F U 7L A 7 4 K| Cisco IOS XE Release 2.1 WD~y RHONE A F - |38 F
v DL & b

IhE L,
. . ek
. . somenkvvindowst

security-associationreplaydisable.
security-associationreplaywindow-size.
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IPsec VPN @D Pre-fragmentation

IPsec VPN O Pre-fragmentation #52 C, g RKfmik2=> b (MTU) ¥ A X357 > MMIXRFL,
BE b AN—T" RREbN— R =27 7787 L—FOHEETREEIND Z £I2L Y, Cisco
IOSXE/V—4 L VPN 7 T AT 2 b EDMD/RT =~ ARALELET, [HEY A ZXOH{LI
Ny RRGEISI, UBEORBITIZ T 77 AT —2a URRBEIZRY 7,

© PREETHEROMES, 13 ~—Y

* IPsec VPN @ Pre-fragmentation Dl HIH, 13 ~X—

* IPsec VPN O Pre-fragmentation {287 A #H, 15 ~—

* IPsec VPN @ Pre-fragmentation DF%E ik, 16 ~<—

* TOMOBEGER, 17 ~—V

* IPsec VPN O Pre-fragmentation OFEREIH ], 18 ~—

A Y = =53]

WEEIEER D MERR
THHOY 7 R 2T U —RATIE, ZOFEY 22— L THHENLI TR TOMENRYFR—FEh
TS EIERY A, EFTOBRETE R X OEEIZ- DV TIE, Bug Search Tool 38 L O'ZTHEH O
T R4 —LBIRNY T 2T VI —2DYV Y —RA /= EZRLTIEZN, Z0OF
Va— /LTl SNAERRICET A, BIOSERENTR— b)) —2AD0—EITHoN
Tl e RoRLZZR L TZ3 N,
TTy R T A =D R— PRIV R YT h =T A A=V OV KR— MIET D IERE HHR
F % 121X, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator (27 7 & 2§ 521X,
www.cisco.com/go/cfn [ZF8) L 9, Cisco.com DT H 7 > MNILEDH D FH A,

IPsec VPN ) Pre-fragmentation O #9518

Z OEREDBERTICIRDIEHZ BE L TS IZE0,

IPsec T—4% FL—DREHAF
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IPsec VPN 0D Pre-fragmentation I

* IPsec VPN @ Pre-fragmentation (& IPsec k> /L E— NEB L ONGRE #fEH5 5 IPsec b %

JUE— FTEIEL., IPsec b T v ZR—k E— RTIFEIMEL ¥ A,

* NI T4 v I BRHE—FMOXRy NU—2 ETHEHB/L—HZIZ IPsec VPN @ Pre-fragmentation %
RELTH, N7+ =7 R FMEET, ZNTNOET OEEITZEDY £HA,

TEnET,

7~ R ® [do not fragment |

LTLEENY,

(DF)

% 2. IPsec VPN 0D Pre-fragmentation 0 1&7Z R {%

FHAG /Ty NDIEMER A 127> TV D EETX, IPsec VPN O Pre-fragmentation | F 22 #H(T(1Z 52

IPsec VPN O Pre-fragmentation (%, /) > % —7 = A A cryptoipsecdf-bit D% E & {5 /<
By hOWRREIC K - THEER R e 0 £7°, ROEXEZSMH

IPsec VPN O
Pre-fragmentation 4

DRE (1 R—T L/

HAA B —T 4R
lcrypto ipsec df-bit] @
BRE

BEIE/N Y FDFE v k
DIREE

#HR

Ta4t—TI)
A X =T crypto ipsec df-bit 7 U |0 W EALRlC 7 7 7 A v
7 T a VIREITEN
iTO
A X =T crypto ipsec df-bit 7 U |1 W EALRlC 7 7 7 A v
7 T a VIREITEN
i‘d‘o
F =T crypto ipsec df-bit 7 U |0 a7 7 7 A
7 T a VREITE
., EEENZ T > b
DIEFRAL S AL E T
T 4T crypto ipsec df-bit 7 U | 1 WElk#kic 7 7 7 A v
7 T—a VINELTE
. BEEN T > b
DIEFRAL S AL E T
A X =T crypto ipsec df-bit =~ |0 KB baic 7 7 7 A v
N T a VINEITER
ES5 B
A X =TI crypto ipsec df-bit £ v |1 Ny R RRy 7S

]\

nEJ,

i Psec T—% TL—2DREAAF



I IPsec VPN 0D Pre-fragmentation
IPsec VPN O) Pre-fragmentation [ZES 3™ % 15%R [ |

IPsec VPN @ HAhA B3 —T 4R | BE/N7y FDFEY b | &R

Pre-fragmentation #48t | [cryptoipsec df-bit] 0 | MIREE

DIKRE (A *—T I |F’E

T4E—TW)

F4—T N crypto ipsec df-bit =~ |0 W fbtklic 7 7 7 A v

b T a VIRFTE

o, HSENSNT v B
DS SIVET,

T4 —T N crypto ipsec df-bit 7 |1 Ny R RR Yy TS

N NEJ,

A X =TI crypto ipsec df-bit = £"— | 0 W bRl 7 2 7 A v~
T a VRETER
35

A X =T crypto ipsec df-bit = £°— | 1 Ny R RR Yy S
NET,

F4—T crypto ipsec df-bit = £— | 0 WS bDRICT Z 7 A
YT—va VIRFAE
L. #ALDRHTN
ry IRV TRCT L
SIET,

TA4'—T N crypto ipsec df-bit = &°— | 1 SNTy R RR Yy TS
ET,

IPsec VPN @) Pre-fragmentation |~ 83" % [&#R

IPsec VPN 0D Pre-fragmentation

R ROV A AREFAL—FZ DT 7 kAT R Y w270 MTU D% A X2 <, IPsec ™~
H—f(EThHTB-MESNTWAEEIT, TU MDY RV 7OMIU 2252 ERH0 E
T, TRICKY, BEEALBIC ANy b 7T AT = a UREAELET, Lo TESL—%
TiE, FOEBIN—FZDONRT =< A EFSHETNE TR RAOYE ATy R UT
BTN ENDZLERHY T,

IPsec VPN O Pre-fragmentation F4AEIZ L W, o A /A THRL @87 +—~ 2 AD CEF /3 &
TE GV —Z PEMERREIZ 2 D 72D EDEIAL—F DT p—~ U ZARMELET, HS
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IPsec VPN 0D Pre-fragmentation I

B IPsec VPN 0D Pre-fragmentation 0 5% 7€ /5%

L Ca%E) OFIHFREZRE WM A IEIZ, W 7Bk SNn T a7y ROV A X FFiifER T
F9, Ty FOY A ZXBRHEIA v B —T 2 A ZAOMTUZEZ 5 Z LRI - THEREN D &
Ny NEREFLRNC 7 7 7 A v ME (0F) ShEd, ZoEExHERT 5 &, BE{kanc”
Ot A LTy N TR TIATE N0 72bld, BT r—< A L
IPsec NT 7 4 v 7 ORI ANL—T "3 EELET,

GE)

NV A B —T = A AD Pre-fragmentation FEREIXT 7 4 /L N TH 712725 TWET,
Pre-fragmentation |Z X > T/ T 4 —< 2 A% M ESEHITIE, Forpv A 0 F—T7 x4 ADfH
WHZFE U MTU 3% %5 & 912 L THh 5, Pre-fragmentation 24 2 L E T,

e~y 71d. BELORIBICRET A7 I T AT —2 a VOBMERZ EFRT DO IHEH &
N o TWET, BIFE, IPsec B Fr kb A v Z—T A A2 (RIEF 7L —h L Z—
TrxAARAELEHEWNH) (VI OT7F 7 AT — 3 OEIEIZ. VII THREIINLTWS IPMTU D
REICL o TREENET,

VTIDFEIZ DWW T, Psecfif8 b VA v H—T oA ABREDO R¥ a2 A FESRL T
él/\o

GE)

TIITA T = a B LBICEMESE 5 5E. VITOIPMTU L, Hhr—% (v 2 —
TxAADIPMTIU LV HREVHEIZRELE T, IPMTU OfEEZFRFT HITIE,
showipinterfacetunnel =~ > RZH L £7,

IPsec VPN () Pre-fragmentation 0 5% 7€ /5%

IPsec VPN () Pre-fragmentation %5

ZDH AT %FAT LT, IPsec VPN O Pre-Fragmentation 5% & L £ 7,

FIEDHE
1. 4 x—7J)ik
2. configureterminal
3. interfacetypenumber
4. ipmtubytes
FIEDFEHE
ARV RFERERTOVa Y =LY
ATvT1 A4 r—T Lt b EXEC E— R&A X —7 MIZLET,

i Psec T—% TL—2DREAAF




IPsec VPN O Pre-fragmentation

zonszas W

AV RFEERETIVa Y

=)

c RATU—KREAALET (FERENZHE) .

1
Router> enable
RTFv T2 configureterminal Ja— ) aryZ 4 Fal—yarT—RERBLET,
151
Router# configure terminal
ATvT73 interfacetypenumber VTIBBRESNAA L H—T oA AFEEL, A v F—TxA
A a7 4 Xalb—varyT—FRERBLET,
{1 -
Router (config-if) # interface
tunnelO
ATvTa ipmtubytes IPsec VPN OH 1AV H—T = A4 AZHBT D P 237 v h O VTI
MTU %A X% A PRI TRELET,
1

Router (config-if)# ip mtu 1500

1

GE) T AT = a VRS CRICEESE 554
VIIOIPMTU i%, Hh—% £ H—T = A ZADIP
MTU £ & KREVEICERE L £ 7, IPMTU Offi %z &
R 521X, show ip interface tunnel =~ > K % {ii
LT,

T DDSEER

EEEH

HEIEE

X=—aT7ILZA I

CiscoIOSXE 2a~v > K

[Cisco IOS Master Commands List, All Releases.]

¥Xa T avr R

['Cisco 108 Security Command Reference]

IPSec

IPsec RAB o k)b A v X —T = A ZHERED R
A b

IPsec 7—% TL—VDHREHIF i


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

IPsec VPN 0D Pre-fragmentation I
B IPsec VPN O Pre-fragmentation (D #%8E1E$R

MiIB
MIB MB®DY s
L BIRL7-77y 74 —2A4, Cisco Y7 U =

7 UVI)—=X, BXOT7 4 —F ¥ > O MIB
ERBLTH U e— RT58581%, RO URL
\Z 3 % Cisco MIB Locator Z{# ] L £,

http://www.cisco.com/go/mibs

SRADTHYZAIL YER—+

iER Link

[FIC B & #17= Technical Assistance D34 [F51 | http://www.cisco.com/cisco/web/support/index.html
OURLIZT 7 EBALT, YAadDTr 7=k
PAR— M RRBIEM L TLZSN, Zhb
DY V=L, Y7 V=T %A A =L
THRELEY, Y2377/ ny—IZ
B9 5 HANHIRIE Z R L7204 5 72D
LTLEE, 2D WebH A K EDY—ic
7 7' AT HEEL, CiscocomDua /A 1D
KON RAY — RGBT,

IPsec VPN () Pre-fragmentation M #4EE 15 R

ROKIZ, ZOFY2— /LT LIoBEBICET 5 ) U —AfFRE R~ LET, ZOXRE, Y7
V=7 V=R bLA U THEEEDOY R— bR EASNIZEEDY T by =T V) —=RIZT%
ARLTWET, ZOMRBIZ. FRTHIY BRWRY | ELIEO—ED Y 7 vy =7 VY —ZTh
PR—bhSNET,

TT v R T A —BDOPR— PRIV R YT vy =T A A=V OV R— MIBET D IERE HHR
9% 121X, Cisco Feature Navigator % ffi il L £, Cisco Feature Navigator (27 7 & 29 521X,
www.cisco.com/go/ctn (ZFEHEN L F9°, Cisco.com DT AV > MILEH Y FHA,

IPsec T—4%2 FL—VDHREHAF
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IPsec VPN O Pre-fragmentation

5 3 IPsec VPN 0D Pre-fragmentation D14 e 15%R

IPsec VPN 0D Pre-fragmentation (D #%8EI1E$R [ ]

HRE

Iy

yy—2

HAETEHR

IPsec VPN @ Pre-fragmentation

Cisco IOS XE 2.1

ZOEEET, Kk => |
(MTU) HA XIS Tr
ML, B b A L—7 > |k
N EbN— R =7 7%
T L—X2OWE TRt SIS Z
2D, CiscolOSXE /L —#
E VPN 747 hEDRD
NI F—< VAN ELET,
[@ UH A ZDOHNLIZ Ty B3
DEISH, DB TIET 7
T AT =3 a VISR
£7

WO FPEANEITER
SNnFE Lz, ipmtu (£ 25—
JiA RV IT74F¥alL—v3
V).

IPsec 7—4% TL—2OFEHS F i
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Invalid Security Parameter Index Recovery

IPEF=UT 4 (IPsec) /7y NOMBPIIN X2 VT 4 RTA—F ATy TR T
Z— ( Mnvalid SP1J & L CFERINET) %A L7-YA . Invalid Security Parameter Index
Recovery #REIZ L > T, /1 V¥ =Xy N F— 2/ XF =Y (IKE) BXa2 V74 7 Vvxz—
vay (SA) i cxEd, [IKE|] Y a—ZX > T lnvalid SPI) =7 —OAHIA, %
MO IPsec ET IR L TEESH, BF 2V T4 7Y vxm—v g 7—4~_X—Z (SADB) O
FEEE . BB L7237 > MU OB FIEEIC AR D 5,

© BERETE SR OMERY, 21 ~—V

* Invalid Security Parameter Index Recovery DHIFESRM, 22 ~—

* Invalid Security Parameter Index Recovery Ol FIH, 22 ~—

* Invalid Security Parameter Index Recovery [ZB84 2 ff#, 22 ~—

* Invalid Security Parameter Index Recovery DX E 71k, 23 ~—

* Invalid Security Parameter Index Recovery DX ER], 29 ~—

* TOMOBEER, 34 =V

* Invalid Security Parameter Index Recovery OFERENE#H, 35 ~—

A Y = =]

WEEIEER D MERR
CHHOY T 2T VY —R TR, ZOFEY 22— L THAISNL TN TOBRENYTR—FEn
TS EIERY 8 A, EATOMRETF P X OEEIZ- DV TIE, Bug Search Tool 38 X ONZHEH D
Ty 7= BILYY T 2T V) —=ZADV Y —R )= EZRLTLEIV, ZOF
Va— /LT SN HHEREICET A H. BLOSEERTR— s ) J—2AD—ElZon
TiE, BREFROREZSRL TIEE N,
T7Y M7= LDV R I BLIORAY T MU =T A A—VOYR— MIET D IHEREME
J %1%, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 23 5121,
www.cisco.com/go/cfn [ZFE8) L 9, Cisco.com DT H 7 > NMILEDH D FH A,

IPsec T—4% FL—DREHAF
I -“
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Invalid Security Parameter Index Recovery |

. Invalid Security Parameter Index Recovery (D Bil{g 514

Invalid Security Parameter Index Recovery D Biji2 &4

Invalid Security Parameter Index Recovery #§RE 4 3% &3 5 HilC, /L—# £ CIKE 3 JX UM Psec & A %)
ELTESRERDH Y £7,

Invalid Security Parameter Index Recovery O | $95518

IPsec &7 1%t LC [nvalid SPI) =5 — &3 5722 IKESA BT 556, —EApE

(DoS) BN HAT DV A7 3% W £9°, Invalid Security Parameter Index Recovery F§REIZIE. &
DXV ALY Hf/MET D12 D AT = ALPRNESIVTWET R, U AT PFET D729,
Invalid Security Parameter Index Recovery §REIX. 7 7 4 /L F CldAMb ST EHA, a~v 2
T A E—TxA4 A (CLD) ZEHLTa~y REA X—TNIITHLERDY £,

Invalid Security Parameter Index Recovery (ZE8 3 % (&%R

HEEDENME

H5 IPsec BTN 1382 (T 21X, V7 — DALY, IPsec B 7 ML OBHBIZL D
Uty hEND LEGAICE TN 3] AR H D £9) &, IPsec D (7T v 7 F—1
bl BZREELES, 7012 (ZEMOET) TRV Y hSd7eH, ZOET Tl
DET LEDOIKESANEKDIET, KT, Psec ETICL - T, SAZBRETE ARV v M vaz
FEndE, ZOETIZL ST, Z2OT —XDOR(EHITX%T 5 IKE [INVALID SPINOTIFY] A >
TV OREENRITENET, ZOWEEILIKESA 2 H L THESNET, IKESAMEHA T
WG A. ZEROETIZE TRy MBRBEEINET,

GE)

i Psec T—% TL—2DREAAF

1 ODSAICODEETIX22771F T3, LA L., SADBITEHD SA R TES, ik v,
B SATER LT DT Vo —y g o EELET,

Whipv X2 VT 4 NI A—=H LT w7 A (SPI) 2334 L7-%4A . Invalid Security Parameter
Index #EREIZ &L » T, T — X OI(EH 1T IKE SA 233% € S 41, IKE [INVALID SPINOTIFY | A v
T UREEENET, THERELZETIZL 5T [INVALID SPINOTIFY] A v E&—I)0
S 4, 072 SPL 2 FFD IPsec SA DNHIBRSNE T, BEMOECT NG MT 74 v 7 RS
SIZH DA, IPsecSAITIHFAERET, HILWSARRESNE T, M T 74 v 7 BRHFNRNET,
77 4V hOEHE (->F V| Invalid Security Parameter Index B§EES i & S 4L TUN 72UV VIREE) Tl
)72 SPl =T — DK Lo Te T — % Ny MIFEESNE T, BEMOETIZE->T, B
7% SP1 Z 52 IPsec SA ZfE/H L7=7 — X OXERHT B, ZEMOETIZE-TRT 7 4 v 7
DEFEINRTET (FOE, 77y 7 m—) BPERSNET) .



Invalid Security Parameter Index Recovery

Invalid Security Parameter Index Recovery D% € /5% [ |

IPsec £ = — /L CIXIKE €V a2 — AR A I, o712 IKE IINVALID SPINOTIFY] X v
T—UNEEINET, BRSSPI Y BN M Thiud &, IPsec SA DR EHKIZ I » T >
MOy NBRBEEINETN, BHROS D7 v MNEEIZUIThbRLERA,

Invalid Security Parameter Index Recovery #§Re H1IZ/V—# 5 ET D121, crypto isakmp
invalid-spi-recovery =~ > FZ{iHI L £ 7, IKESAIX, ZD=a~<w ] ZRRE LRV R Y BsG S 4
FHA,

Invalid Security Parameter Index Recovery D% € /A&

=N e

Invalid Security Parameter Index Recovery &% €

Invalid Security Parameter Index Recovery #BE A 5% E T D IZIL, RO FIAZFATL £ 7,

FIEDHEE
L S| 2 |
2. configureterminal
3. cryptoisakmpinvalid-spi-recovery
FIED
ARV NFERERETIVa Y =[]
ATy 4 r—7JIik Fi#E EXEC £— N& A X —7 /U LE T,
. cRAT— REANLET ERINEHE) .
Router> enable
ATvF2 configureterminal Joa—N\)ar7Z 4 Xal—varyET—ReBLE
D
i -
Router# configure terminal
ZFv T3 cryptoisakmpinvalid-spi-recovery IKEEY2—/b 7ot 2%t LEd, izl
IKE &Y a2 —/WZ k> T, ZEMETIZH LT MNovalid
i SPl| =T —RAELLZ ENBEMINET,

Router (config)# crypto isakmp
invalid-spi-recovery

IPsec 7—% TL—VDHREHIF i
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B =osxsascorz

FHIH AR TE DHER

20D TICEITL FT T 4 v 72T 5 IPsec SA D AT — X X & fifggd 9 % I121d,
showcryptoipsecsa =~ > &2 H L 9, IPsecSA 2, HDHET TIIEHAHET, ftho v 7 Tl
FERRAIOGE, 77y 7 m—nfb] OREPEAELET, ZO%AE, B SPL—T —23%
BHloETon 7\ZidksnEd, ar Y —raX o rE2d T 50, YA T "L kR
T5HE, INHOZT—H R JICREESNTND Z ERDND 77,

KOS, — AR EREIEARED AR V2R LEY, A M BBEROET GEEM) |
BRAR2BZEMOET (RZEMA) T,

X

1: BRTHARE RO D

FIEDRE
1. RABM1EERAF2DOMIZEIT S IKE B LW IPsec SA ZRHE L E 7,
2. L—H B EFEDOIKEBL N IPsecSA %27 VT LET,
3 RKARMINOLD N T T 47 %FARN2ITEEL, #HLWIKE B LU IPsec SA 25 1E L < #EST
INTWENE I DEERLET,
4. ) —% BIZER/2 SPL A v —U R W HER L E9,
FED

ATy Tl KRR EFRRAL2DMICEIT S IKE L Psec SA ZBHtA L £,

IL—3 A
i
Router# show crypto isakmp sa
f vrf/i vrf dst src state conn-id slot
/ 10.2.2.2 10.1.1.1 QM IDLE 1 0
IL—35 B
il
Router# show crypto isakmp sa
f vrf/i_vrf dst src state conn-id slot
/ 10.1.1.1 10.2.2.2 QM IDLE 1 0
IL—3 A

51 -

Router# show crypto ipsec sa interface fastethernet0/0
interface: FastEthernet0/0
Crypto map tag: testtagl, local addr. 10.1.1.1
protected vrf:

IPsec T—4%2 FL—VDHREHAF
[ 24 | [
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EATHAHRE DR

local ident (addr/mask/prot/port): (10.0.0.1/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.0.2.2/255.255.255.255/0/0)
current peer: 10.2.2.2:500
PERMIT, flags={origin is acl,}
#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0O
local crypto endpt.: 10.1.1.1, remote crypto endpt.: 10.2.2.2
path mtu 1500, media mtu 1500
current outbound spi: 7AA69CB7

inbound esp sas:
spi: 0x249C5062(614223970)
transform:
in use settings ={Tunnel, }
slot: 0, conn id: 5123,
crypto engine type:
sa timing:
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
spi: O0xB16D1587(2976716167)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 5121,
crypto engine type:
sa timing:
replay detection support: Y
inbound pcp sas:
outbound esp sas:
spi: Ox7AAG9CB7(2057739447)
transform:
in use settings ={Tunnel, }
slot: 0, conn id: 5124,
crypto engine type:
sa timing:
IV size: 8 bytes
replay detection support: Y
outbound ah sas:
spi: Ox1214FO0D(18960141)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 5122,
crypto engine type:
sa timing:
replay detection support: Y
outbound pcp sas:

flow id: 1,
Hardware
remaining key lifetime

flow id: 1,
Hardware
remaining key lifetime

flow id: 2,
Hardware
remaining key lifetime

flow id: 2,
Hardware
remaining key lifetime

esp-des esp-sha-hmac ,

crypto map: testtagl

(k/sec): (4537831/3595)

crypto map: testtagl

(k/sec): (4537831/3595)

esp-des esp-sha-hmac ,

crypto map: testtagl

(k/sec): (4537835/3595)

crypto map: testtagl

(k/sec): (4537835/3594)

addr. 10.2.2.2

(10.0.2.2/255.255.255.255/0/0)

IL—% B
11 :
Router# show crypto ipsec sa interface Fastethernetl/0
interface: FastEthernetl/0

Crypto map tag: testtagl, local

protected vrf:

local ident (addr/mask/prot/port):

remote ident (addr/mask/prot/port):

current peer: 10.1.1.1:500
PERMIT, flags={origin is acl,}
#pkts encaps: 10, #pkts encrypt:
#pkts decaps: 10, #pkts decrypt:
#pkts compressed:
#pkts not compressed: 0,
#pkts not decompressed: O,
#send errors O,
local crypto endpt.:

#pkts
#recv errors 0
10.2.2.2,

(10.0.0.1/255.255.255.255/0/0)

10
10

10,
10,

#pkts digest:
#pkts verify:

0, #pkts decompressed: 0
#pkts compr.

failed: O
decompress failed: 0

remote crypto endpt.: 10.1.1.1

IPsec 7—4% TL—2OFEHS F i
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path mtu 1500, media mtu 1500

current outbound spi:
inbound esp sas:

spi: Ox7AA69CB7(2057739447)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 5123, flow id: 1, crypto map:
crypto engine type: Hardware
sa timing: remaining key lifetime (k/sec):
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
spi: 0x1214F0D(18960141)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 5121, flow id: 1, crypto map:
crypto engine type: Hardware
sa timing: remaining key lifetime (k/sec):
replay detection support: Y
inbound pcp sas:
outbound esp sas:
spi: 0x249C5062(614223970)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 5124, flow id: 2, crypto map:
crypto engine type: Hardware
sa timing: remaining key lifetime (k/sec):
IV size: 8 bytes
replay detection support: Y
outbound ah sas:
spi: 0xB16D1587(2976716167)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 5122, flow id: 2, crypto map:
crypto engine type: Hardware
sa timing: remaining key lifetime (k/sec):

249C5062

replay detection support: Y

outbound pcp sas:

ATy T2

51 -

Router# clear crypto isakmp
Router# clear crypto sa
Router# show crypto isakmp s

a

L—42 B FOIKEBEIWIPsecSA #27 VT LET,

testtagl

(4421281/3593)

testtagl

(4421281/3593)

testtagl

(4421285/3593)

testtagl

(4421285/3592)
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conn-id slot

1 0 (deleted)

f vrf/i vrf dst src state
/ 10.2.2.2. 10.1.1.1 MM NO_STATE
Router# show crypto ipsec sa
interface: FastEthernetl/0
Crypto map tag: testtagl, local addr. 10.2.2.2
protected vrf:
local ident (addr/mask/prot/port): (10.0.2.2/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.0.0.1/255.255.255.255/0/0)
current peer: 10.1.1.1:500

PERMIT,
#pkts encaps: O,
#pkts decaps: O,
#pkts compressed: 0,
#pkts not compressed: 0,
#pkts not decompressed:
#send errors 0,
local crypto endpt.:

OI

flags={origin is acl,}

#pkts encrypt: O,
#pkts decrypt: O,
#pkts decompressed: 0
#pkts compr.

#pkts digest: 0
#pkts verify: 0

failed: O
#pkts decompress failed:

#recv errors 0
10.2.2.2,

path mtu 1500, media mtu 1500

current outbound spi: 0
inbound esp sas:
inbound ah sas:

inbound pcp sas:
outbound esp sas:

i Psec T—% TL—2DREAAF
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outbound ah sas:
outbound pcp sas:

RANIWDOEDINT 7 4w 7 BFARN2IZEEL, HLWIKE B O IPsec SA BIE L FESZIN TV 5
MEIDEHERLFET,

1 -

ping

Protocol [ip]: ip

Target IP address: 10.0.2.2
Repeat count [5]: 30

Datagram size [100]: 100
Timeout in seconds [2]:
Extended commands [n]: no
Sweep range of sizes [n]: n
Type escape sequence to abort.

Sending 30, 100-byte ICMP Echos to 10.0.2.2, timeout is 2 seconds:
rrrrrrrrrrrrrrrrrrrrrrrrrrrd

Success rate is 93 percent (28/30), round-trip min/avg/max = 1/3/8 ms
RouterB# show crypto isakmp sa
f vrf/i_vrf dst src state conn-id slot
/ 10.1.1.1 10.2.2.2 QM IDLE 3 0
/ 10.1.1.1 10.2.2.2 MM NO STATE 1 0 (deleted)

RouterB# show crypto ipsec sa
interface: FastEthernetl/0
Crypto map tag: testtagl, local addr. 10.2.2.2
protected vrf:
local ident (addr/mask/prot/port): (10.0.2.2/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.0.0.1/255.255.255.255/0/0)
current peer: 10.1.1.1:500
PERMIT, flags={origin is acl,}
#pkts encaps: 28, #pkts encrypt: 28, #pkts digest: 28
#pkts decaps: 28, #pkts decrypt: 28, #pkts verify: 28
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: O
#send errors 0, #recv errors 0
local crypto endpt.: 10.2.2.2, remote crypto endpt.: 10.1.1.1
path mtu 1500, media mtu 1500
current outbound spi: D763771F
inbound esp sas:
spi: OxE7AB4256 (3886760534)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 5127, flow id: 3, crypto map: testtagl
crypto engine type: Hardware
sa timing: remaining key lifetime (k/sec): (4502463/3596)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
spi: OxF9205CED(4179647725)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 5125, flow id: 3, crypto map: testtagl
crypto engine type: Hardware
sa timing: remaining key lifetime (k/sec): (4502463/3596)
replay detection support: Y
inbound pcp sas:
outbound esp sas:
spi: 0xD763771F(3613619999)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 5128, flow id: 4, crypto map: testtagl
crypto engine type: Hardware
sa timing: remaining key lifetime (k/sec): (4502468/3596)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:
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spi: OxEB95406F (3952427119)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 5126, flow id: 4,
crypto engine type: Hardware
sa timing: remaining key lifetime
replay detection support: Y
outbound pcp sas:
RouterA# show crypto isakmp sa
f vrf/i_vrf dst
/ 10.2.2.2
/ 10.2.2.2

crypto map: testtagl

(k/sec): (4502468/3595)

state
MM NO_STATE
OM IDLE

src
10.1.1.1
10.1.1.1

JL—% BIZHERNR SPL A v B — U0 R L E T,

1 -

Router# show logging
Syslog logging: enabled (10 messages dropped,
disabled)
Console logging: disabled
Monitor logging: level debugging, 0 messages logged,
Buffer logging: level debugging, 43 messages logged,
Logging Exception size (8192 bytes)
Count and timestamp logging messages:
Trap logging: level informational,
Log Buffer (8000 bytes):

disabled
72 message lines logged

*Mar 24 20:55:45.739: %CRYPTO-4-RECVD_PKT_INV_SPI: decaps: rec'd IPSEC packet has invalid spi for

destaddr=10.2.2.2, prot=51, spi=0x1214F0D(18960141),
*Mar 24 20:55:47.743: IPSEC(validate proposal request): proposal p
(key eng. msg.) INBOUND local= 10.2.2.2, remote= 10.1.1.1,

local proxy= 10.0.2.2/255.255.255.255/0/0 (type=1),
remote proxy= 10.0.0.1/255.255.255.255/0/0 (type=1),
protocol= AH, transform= ah-sha-hmac ,

lifedur= 0s and Okb,

spi= 0x0(0), conn id= 0, keysize= 0, flags= 0x2

*Mar 24 20:55:47.743: IPSEC(validate proposal request): proposal p
(key eng. msg.) INBOUND local= 10.2.2.2, remote= 10.1.1.1,
local proxy= 10.0.2.2/255.255.255.255/0/0 (type=1),
remote proxy= 10.0.0.1/255.255.255.255/0/0 (type=1),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 0Os and Okb,

13 messages rate-limited,

Invalid Security Parameter Index Recovery

conn-id slot

1 0 (deleted)
2 0
0 flushes, 0 overruns,

xml disabled
xml disabled

srcaddr=10.1.1.1

art #1,

art #2,

spi= 0x0(0), conn id= 0, keysize= 0, flags= 0x2

*Mar 24 20:55:47.743: IPSEC(kei proxy): head testtagl, map->ivrf = , kei->ivrf =
*Mar 24 20:55:47.743: IPSEC(key engine): got a queue event with 2 kel messages
*Mar 24 20:55:47.743: IPSEC(spi response): getting spi 4179647725 for SA

from 10.2.2.2 to 10.1.1.1 for prot 2
*Mar 24 20:55:47.747: IPSEC(spi response): getting spi 3886760534 for SA

from 10.2.2.2 to 10.1.1.1 for prot 3
*Mar 24 20:55:48.071: IPSec: Flow switching Allocated flow for flow id 939524099
*Mar 24 20:55:48.071: IPSec: Flow_switching Allocated flow for flow_id 939524100
*Mar 24 20:55:48.135: IPSEC(key engine): got a queue event with 4 kel messages
*Mar 24 20:55:48.135: IPSEC(initialize sas): ,

(key eng. msg.) INBOUND local= 10.2.2.2,
local proxy= 10.0.2.2/0.0.0.0/0/0
remote proxy= 10.0.0.1/0.0.0.0/0/0 (type=1),
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= O0xF9205CED(4179647725), conn_id= 939529221,

*Mar 24 20:55:48.135: IPSEC(initialize sas): ,

(key eng. msg.) OUTBOUND local= 10.2.2.2, remote= 10.1.1.1,
local proxy= 10.0.2.2/0.0.0.0/0/0 (type=1),
remote proxy= 10.0.0.1/0.0.0.0/0/0 (type=1),
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= O0xEB95406F(3952427119), conn id= 939529222,

*Mar 24 20:55:48.135: IPSEC(initialize sas): ,
(key eng. msg.) INBOUND local= 10.2.2.2, remote= 10.1.1.1,

remote= 10.1.1.1,
(type=1),

keysize= 0,

keysize= 0,

i Psec T—% TL—2DREAAF
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local proxy= 10.0.2.2/0.0.0.0/0/0 (type=1),
remote proxy= 10.0.0.1/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= OxE7AB4256(3886760534), conn id= 939529223, keysize= 0, flags= 0x2
*Mar 24 20:55:48.135: IPSEC(initialize sas): ,
(key eng. msg.) OUTBOUND local= 10.2.2.2, remote= 10.1.1.1,
local proxy= 10.0.2.2/0.0.0.0/0/0 (type=1),
remote proxy= 10.0.0.1/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0xD763771F (3613619999), conn id= 939529224, keysize= 0, flags= 0xA
*Mar 24 20:55:48.139: IPSEC(kel proxy): head = testtagl, map->ivrf = , kei->ivrf =
*Mar 24 20:55:48.139: IPSEC(mtree add ident): src 10.2.2.2, dest 10.1.1.1, dest port 0
*Mar 24 20:55:48.139: IPSEC(create sa): sa created,
(sa) sa_dest= 10.1.1.1, sa prot= 51,
sa_spi= 0xF9205CED(4179647725),
sa_trans= ah-sha-hmac , sa conn id= 939529221
*Mar 24 20:55:48.139: IPSEC(create_sa): sa created,
(sa) sa dest= 10.2.2.2, sa prot= 51,
sa_spi= O0xEB95406F (3952427119),
sa_trans= ah-sha-hmac , sa conn_id= 939529222
*Mar 24 20:55:48.139: IPSEC(create sa): sa created,
(sa) sa dest= 10.1.1.1, sa prot= 50,
sa_spi= OxE7AB4256(3886760534),
sa_trans= esp-des esp-sha-hmac , sa conn_id= 939529223
*Mar 24 20:55:48.139: IPSEC(create sa): sa created,
(sa) sa_dest= 10.2.2.2, sa prot= 50,
sa_spi= 0xD763771F (3613619999),
sa_trans= esp-des esp-sha-hmac , sa conn id= 939529224
ipseca-72a#

Invalid Security Parameter Index Recovery 0 % 7€ {5
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Router# show running-config

Building configuration...

Current configuration : 2048 bytes

|

version 2.1

no service pad

service timestamps debug datetime msec localtime
service timestamps log datetime msec localtime
no service password-encryption

service tcp-small-servers

|

hostname ipseca-71la
I

logging queue-limit 100
no logging console

IPsec T—% TL—2DEREHA K
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enable secret 5 $1$4GZB$L2YOmnenOCNAuOjgFxebT/
enable password lab
|

clock timezone PST -8

clock summer-time PDT recurring
ip subnet-zero

|

!

no ip domain lookup

|

ip cef

ip audit notify log

ip audit po max-events 100

mpls ldp logging neighbor-changes
no ftp-server write-enable

|

!

no voice hpi capture buffer

no voice hpi capture destination
|

!

crypto isakmp policy 1
authentication pre-share
lifetime 180

crypto isakmp key 0 1234 address 10.2.2.2
crypto isakmp invalid-spi-recovery
|

!
crypto ipsec transform-set auth2 ah-sha-hmac esp-des esp-sha-hmac
|

crypto map testtagl 10 ipsec-isakmp
set peer 10.2.2.2

set transform-set auth2
match address 150

|

i

controller ISA 5/1

|

i

interface FastEthernet0/0
ip address 10.1.1.1 255.0.0.0
no ip route-cache cef
duplex full

speed 100

crypto map testtagl

|

interface FastEthernet0/1
ip address 10.0.0.1 255.0.0.0
no ip route-cache cef
duplex auto

speed auto

|
interface Seriall/0

no ip address

no ip route-cache

no ip mroute-cache
shutdown

serial restart delay 0
clockrate 128000

|
interface Seriall/l

no ip address

no ip route-cache

no ip mroute-cache
shutdown

serial restart delay 0
clockrate 128000

|
interface Seriall/2

no ip address

no ip route-cache

no ip mroute-cache
shutdown

IPsec T—%2 TL—YDREHA K
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serial restart delay 0
|
interface Seriall/3
no ip address
no ip route-cache
no ip mroute-cache
shutdown
no keepalive
serial restart delay 0
clockrate 128000
|
ip classless
ip route 10.3.3.3 255.0.0.0 10.2.0.1
no ip http server
no ip http secure-server
|
!
access-1list 150 permit ip host 10.0.0.1 host 10.0.2.2
dialer-list 1 protocol ip permit
dialer-list 1 protocol ipx permit
|
1
call rsvp-sync
|
1
mgcp profile default
|
1
line con 0
exec-timeout 0 0O
line aux 0
line vty 0 4
password lab
login
|
!
end
ipseca-T7la#

IL—% B

Router# show running-config

Building configuration...

Current configuration : 2849 bytes

|

version 2.1

no service pad

service timestamps debug datetime msec localtime
service timestamps log datetime msec localtime
no service password-encryption

service udp-small-servers

service tcp-small-servers

|

hostname ipseca-72a

|

logging queue-limit 100

no logging console

enable secret 5 $1$kKgL$5Th5Q0hwlubDkkK90OKWExil
enable password lab

|

clock timezone PST -8
clock summer-time PDT recurring
ip subnet-zero
|
!
no ip domain lookup
|
ip cef
ip audit notify log
ip audit po max-events 100
mpls ldp logging neighbor-changes
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no ftp-server write-enable
|
!
no voice hpi capture buffer
no voice hpi capture destination
|
!
mta receive maximum-recipients 0
|
!
crypto isakmp policy 1
authentication pre-share
lifetime 180
crypto isakmp key 0 1234 address 10.1.1.1
crypto isakmp invalid-spi-recovery
|
!
crypto ipsec transform-set auth2 ah-sha-hmac esp-des esp-sha-hmac
|
crypto map testtagl 10 ipsec-isakmp
set peer 10.1.1.1
set transform-set auth2
match address 150
|

|
controller ISA 5/1
|

|

interface FastEthernet0/0
no ip address
no ip route-cache
no ip mroute-cache
shutdown
duplex half

|

interface FastEthernetl/0
ip address 10.2.2.2 255.0.0.0
no ip route-cache cef
duplex half
crypto map testtagl

|

interface FastEthernetl/1

ip address 10.0.2.2 255.0.0.0
no ip route-cache cef

duplex half

|

interface FastEthernetl/2
no ip address

no ip route-cache

no ip mroute-cache
shutdown

duplex half

|

interface FastEthernetl/3
no ip address

no ip route-cache

no ip mroute-cache
shutdown

duplex half

|
interface FastEthernetl/4
no ip address

no ip route-cache

no ip mroute-cache
shutdown

duplex half

|
interface FastEthernetl/5
no ip address

no ip route-cache

no ip mroute-cache
shutdown

duplex half

IPsec T—%2 TL—YDREHA K
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interface FastEthernetl/6

no ip address

no ip route-cache
no ip mroute-cache
shutdown

duplex half
|

interface FastEthernetl/7

no ip address

no ip route-cache

no ip mroute-cache
shutdown

duplex half

|

interface Serial3/0
no ip address

no ip route-cache

no ip mroute-cache
shutdown

serial restart delay
|

interface Serial3/1
no ip address

no ip route-cache

no ip mroute-cache
shutdown

serial restart delay
clockrate 128000

|

interface Serial3/2
no ip address

no ip route-cache

no ip mroute-cache
shutdown

serial restart delay
|

interface Serial3/3
no ip address

no ip route-cache

no ip mroute-cache
shutdown

no keepalive

serial restart delay
clockrate 128000

|

ip classless

ip route 10.0.0.0 255.0.0

no ip http server

no ip http secure-server

.0 10.2.0.1
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access-list 150 permit ip host 10.0.2.2 host 10.0.0.1
dialer-list 1 protocol ip permit
dialer-list 1 protocol ipx permit

call rsvp-sync
|

mgcp profile default
|

dial-peer cor custom
|

!

gatekeeper
shutdown

|

!

line con O
exec-timeout 0 0O
stopbits 1

line aux O

IPsec 7—4% TL—2OFEHS F i



ZDHDSEERN

stopbits 1
line vty 0 4
password lab
login
|
!
end
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3 51Z1L, Cisco Feature Navigator ZfEH L ¥ 7,

Cisco Feature Navigator |27 7 & 23 5 121%,

www.cisco.com/go/ctn [ZFEEN L £9°, Cisco.com DT B 7> MIMLEH Y FH A,

IPsec 7—4% TL—2OFEHS F i


http://www.cisco.com/public/support/tac/home.shtml
http://www.cisco.com/go/cfn

[ | Invalid Security Parameter Index Recovery (D14 8515 ¥

5= 4 : Invalid Security Parameter Index Recovery D4 BE 15 %R

Invalid Security Parameter Index Recovery

HRE

Iy

yy—2

HAETEHR

Invalid Special Parameter Index
(SPI) Recovery

Cisco IOS XE Release 2.1

IPsec /37 MLBRT, HEZ72
SPI 23 HH S 75 aiE.
Invalid Security Parameter Index
Recovery #HEIZ 2 > T, IKESA
DHESLSNET, [IKE) E
¥V a—Z K-> T lMnvalid
SPI] = —®Di@knns, FEIEM|
D IPsec BT IZ% L TE{E &
", X207 7V Z—
va v T —H~—2Z (SADB)
OFFEHE . K Loy
ML ORI IREIC 72 0 F
D

ROa~ 2 RPEANEITER
SNFE LT,

cryptoisakmpinvalid-spi-recovery.

i Psec T—% TL—2DREAAF



5.

IPSec 7V K E7RHEEEAA v E—T 4T
=

IPSec 7 v N E7HHEH A v —2 A7V a UBREZ AT T, v —ZITx L, £DA

Y=y hF—x2 7 XF x>V (IKE) 7 OERZEHMICRET L OWETE LT, 2D
FFvarefld oL, 774N NOF TR Ty B ETHRIEEREEZ S L2 hEaict
NAFIEL TV L ET 2 L BRElicmt T £,

© HERETE SR OMERSE, 37 ~—v

* IPSec 7 v N ETHHEM A v & — 7 g »ORHESEM:, 38 ~—

* IPSec 7 v K E7RHEM A v & —Y A7 v a L OfilKFEE, 38 ~—

* IPSec 7 v R ET7HRIEMA vE—2 7> g BT 5 1R, 38 =
* IPSec 7 v N ETHIHEM A v —Y A7 v a LV ORETE, 40 ~—V
* IPSec 7> N ETHRINEM A vt —2 A7V a VORERF], 45 ~—

* TOMOBEEEL, 49 N—

* Ty RETHRIHEMA vE— 472 a v OEERER, 51 ~~—

HEETRH DR

THEHOY 7 v =27 VY —RATlE, 2OV 22— L THBAIN T X TOMENTAR—FE
TS LR £8 A, HOERER #F L OVEEIZ OV TIX, Bug Search Tool 35 X OV H D
T b7 —ABIRNY TN 2T VIV —ADY U —RX )= EZZERLTITEIN, ZOF
Va— /)L T S ORI T A1, BLOBHERER T AR—bEhd Y —20—EiZon
Tl BREFROREZSRL T EE N,

7Ty N7 =LY R—FBLO R YT FT 2T A A=V OYR— MIET HIERE R
J 5IZ1%, Cisco Feature Navigator Zf# ] L &7, Cisco Feature Navigator |27 7 & 23 % |Z|
www.cisco.com/go/cfn (ZFE) L 9, Cisco.com DT I 7 v MILEDH Y XA,

IPsec T—4% FL—DREHAF
I -“


https://tools.cisco.com/bugsearch/search
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IPSec v F E7RIEEHA v—S A T3y |
B PSec Ty R EFREESA vE—S AT 3 v RTREH

— > > O
IPSec TV K E7REEIHAYvE— AT 3 U DRIE
P
IPSec 7 v K ETHIHEMA v —Y 47 a UHREERTET 2I1T1E, RO Z ERKETT,
*IPEX= U7 1 (IPsec) DFEREIZDOVT DI,

*DPD (Dead Peer Detection) 23V — FENTWAIKEE T, DPDZ VAR — L TWADIL,
Cisco VPN 3000 = > > h L —#_ CiscoPIX 7 7 A 7 7 #—/L, Cisco VPN Client, 8L
F_TOBEE— RO CiscolOSXE Y 7 k7 =7 (44 R, Easy VPN U =— k. Easy VPN
Y—rX) RETT,

IPSec Tv F E7RETFIA YvE— AT 3 nFIE
i)

T2 DPD 2T 5L, V—XIZko T, AT~ KO DPD &bk LT & v RE
MCEISEDIKEY T ZHMmTcE 50 EMENH Y 4, 72720, EHAI2DPD TiE, &o 74—
N~y KMEELET, KEDIKEE T LERETIHAIE. 0T~ FODPD D HF E st L
TLIEE W,

IPSec v F E7RETFEIHAA VvE— AT a VIZET
L

DPD £ & U Cisco IOS XE F+— T 7 5 14 JHEBED BH{E

DPD 5 X W Cisco IOS XE ¥ —7 7 74 71X, XA ~v—IZESWTHEELET, ¥A4A~—R 108
ICRESNTVWAES, L —2IZ10EIC Thello)] A vE—VRRESRET (LHAA, L—
ZIZEL>TETDNHD Thello] A v E—YREEINTLEITREET) . 10SF—TT 747
BIOEMAZDPD ORI, 7y RETORMB R 252 LT, LML, I0SF—7T 7
A 7B IOEMERDPD TIE, 7720 DHEETA v —Y 2 EHIICHET ILERH Y £9,
BEIZ A v — V2 EETIH/HR, BEE2ITIETICL > THSLBIOEBS L L2 TER S
IR NESEEIN L £9,

DPD [ZiZA T~ RARX LSV 9, ;MR 04T~y REANRT 740 N TT, 4
T RDPD TiX, b7 74 w7 NRE—VIHEDSDNTAvE—URERFEINET, 72& 2.

N—BIZEoTHIE N T 74 v I BEESNDIRERH Y, T OIEHEICEMNH 256, V—
HIZEHS>TDPD A v —UREEIN, ETDOAT—XANRBEINET, V—XITEETDH b
T7 4w IR0 E, DPD A v =R ESNERA, ETBMEIELTEY, ETICEET

IPsec T—4%2 FL—VDHREHAF
[ 38 | [



| 1PSec Fv K EFREESA vE—S AT

IPSec 7w K E7RHTEHA v—L AT aromR I}

BRI T4 I BN—FIZIWGE, IKE £/2id IPsecEFX 2 U T 4 7Y —2 a3 (SA) O
F—FHERDVLETRVWNED | V=X IZELDBAIHTORNEEA (V—ZIZX DT L DiE(E
BTN WGE, ETOEEEIEECIEHY FHA) . —FH, ETICEETD T 74 v o0
N—ZZHY . ET DISENRWEAIL, BT ORT— MZ2¥rd 57012, —ZI2koT
DPD * v E—U Rk E T,

IPSec Tv K E7RBRETEHA vE—C AT a3 DER

IPSec 7~ K 7y (DPD) EMA vE— 72 a Ve TlL, DPD 2 v & — U N EHIRIC
MRHl S d) Ko—FZFETEET, ZomHFROER., 7> FETHRRYICHI I
FT, ez BEETHNT T4 v I P—HIZRWIEETEH, DPD A vt — U EMIICE
Fah, E7MEEL TWeha. IKESAIZ K DMENRZ A LT U MIR 5D E TL—Z BT
HZMEIEXH D FHA,

DPDEMI A v =T F 7 a VERET 556, cryptoisakmpkeepalive =~ > N3 periodic % —
U— REZRELTHERAT2HERSH Y £9°, periodic ¥ —7 — REZ4RE LARWGEE, V—Z 3T
T AN hOF T RERICRY £,

G¥)

cryptoisakmpkeepalive =~ > RZ R ET 5H &, CiscolOS V7 hv =7 &, 7B AR—HL
TV 7'm b aLZiE T, CiscolOS ¥ —7"7 7 A 7 £721Z DPD DEHIZ >N TR T T —
TarETVET,

EET Y THOEHROET7 EDDPD & U CiscolOSXE X—T7 54
JHeReEDE A

5~ 7N T DPD 3 X O Cisco I0S XE ¥ — 77 7 A 7HREZEHBOET LlAEDLED Z &
WXV, AT —RF LA 72— LA —R_"—%LBTxET, DPDIZLY, V—HXIZLHEIEIKEY
T ORHMNAREE 720 | —Z I Ko TIEIRRER A IND &, L—FICL o TETIZHT S
IPsec & IKE SA DHIBRSNET, BHOETEREL TWDLGEE, V—XIZL>T, WIZU A B
ENTVDLET ~OY YR Z 0TI, AT —hL A 72— LA — "—=NEH LT,

EasyVPNRemote 3> 7 4 X2 L—3 3 >ATO DPD OEMH

Easy VPN Remote =27 4 ¥ =2 L —3 3 VN TDPD 2 C&£9, &2 a3 [Easy VPN
Remote @ DPD D% ] #Z ML T 7EE VY,

IPsec 7—% TL—VDHREHIF i



IPSec v F E7RIEEHA v—S A T3y |

B PSec Ty REFREESA vE—S AT av0BEHE

IPSec 7v K E7HRETEIHAAYE—C AT a3 VDETE

ik

EHARIZ DPD * vt — O DERTE

EHE72 DPD A v — VR ET DL, ROFIRZEITLET,

FIRDHE

1. 4 x—7J)ik

2. configureterminal

3. cryptoisakmpkeepaliveseconds [retries] [periodic | on-demand]

FIED

AU RFEREETOVa Y

EL:)

ATY 4 *—T Ik Rt EXEC E— K& A r—7 M LET,
71
Bl - *RAU—FREADNLET (FERINEHE) .
Router> enable
AT v configureterminal Ja—R_L a7 4 X2l —aryET— RERHIBLET,
72
i
Router# configure terminal
ZFwy | eryptoisakmpkeepaliveseconds| 7 — |7 x A |2 L % BT ~0 DPD A vt —VO%EET A LET,
-3 [retries] [periodic | on-demand]

{1

Router (config)# crypto
isakmp keepalive 10
periodic

i Psec T—% TL—2DREAAF

* seconds : periodic ¥ —7 — FZfi T 2546, ZDO55IZIZ DPD £ »
TV OMBRERECHE L 7, #IHIE 10 ~ 3600 BT,

on-demand ¥ — 7 — R&FEHT 2546, o058, #ETHT7—X
(IPSec) FT7 74 v 7 WHBHEXIZ, DPD Y F T4 Avb—U%EETD
FTETMNOL NI 74 v 7 22 E LARVWRNCEE T 28 E2HEELET, &
FHIL 10 ~ 3600 7T,
GE) MREEELWEE, =7 — A vbe—URERINE
ﬁ‘o
* retry-seconds : ({LE) ETICL->TDPDY T4 A vb—UnRKbh
EHADODPD U F T4 Avb—YORERIBERETIHEELET,
PHIL 2 ~ 60 T,



| 1PSec Fv K EFREESA vE—S AT

EE7y TROERDET EDDPD & U Cisco I0SXEX—T754 J08E I}

ATy RFEEIFFZI3Y |BH

1 2ODPD A vE—URET TCRbLDE, V—HIZEIVT 7Ly Tk
RBICEITL, K0EWNY NI/ TDPD U h 74 AvbE—VRIEELE
T, ETICLSTDPD Y R 74 Ave—URKbcEa o Z OfEIE
DPD VU F 7 A OB T, 74/ 8T, DPD VU T4 A vtE—T0F2
BZLicEEsnEzT, 77y 7R SEODPD Y T4 AvE—UN
bbbk, PR ANRFT T LIzREEE LTe—27 SNET,

GE) IPsec A T_XAZ VT ¢ (HA) ZfEMH L TDPD %% ﬁza‘é
X, 7740 Q) USAOEEFERTAZ EEHRLET, H
Wi, ¥—=77 74 T A 10 B, 3174 S [EN L;&E@“z—')@ﬁﬁrﬂ
LTWET, TORMN, VBT 7T 47 T— KI5
WD CTH D005 T,

* periodic : (f£&) DPD X vt — YN EHIMICEESINET,
*on-demand : (LE) 774V FOEHETT, DPDY T ABA T~
Y RTEEENET,

GE) TOFTaET 74N THDHED, on-demand F— 7 — KL
BREOHAICFE RIS NEEA,

STV THDEHROET EDDPD LU CiscolOSXE X—T7 54

TDHRTE

FIEDHEE

DPD BXIOS *—7 T 94T %, 7 U FV/7&#EJ%A29&T{%H%?“%>;9 ICEREL, A
T—hVA T 2= A —_—%RETHI2E, ROFIEEZFITLET, ZOFREICELY, RO
ET7REIELTWAZERBmENS L., V—ZIZk-oTET U MBEEREINET,

o kR wbh =

4 %=Lk

configureterminal
cryptomapmap-nameseq-numipsec-isakmp
setpeer {host-name [dynamic] | ip-address}
settransform-settransform-set-name

matchaddress [access-list-id | name]

IPsec 7—% TL—VDHREHIF i



IPSec 7v F E7BRHERA vE—C F T ay

ESY Y THRDEHDET £ D DPD KU CiscolOSXE X—T7 54 TDHRTE

FlED M
aAv U RFERET7TIVaY B#)
RATv T 1 =TIk FiME EXEC E— R& A R—7 ML ET,
il - CNRAT =Rz AN LET (BERENLHR) .
Router> enable
ATy T2 configureterminal Jua—r ) ar7 4 Xalb—aryE— RERBLET,
{1 :
Router# configure terminal
ATFvT3 cryptomapmap-nameseg-numipsec-isakmp | 7V 7 s v S a7 4 X a2 l— g F— RZHHIEB L
TV~ = N BB ETIIER L ET,
{1 :
*ipsec-isakmp ¥ — UV — NI, ZOKEF~vy =Y
Router (config)# crypto map green 1 ko TIRESNIE DT 7 4 v 7 B RET 7200
ipsec-isakmp N
IPsec SA LT H7-0HIZ, IKEDMEH SN A Z L%
~LET,
25y T4 setpeer {host-name [dynamic] | ip-address}| 7 1) 7 | < » 7N Psec ©7 %455 LE T,
1 - cIDavy RERVIETZ LICk-T, KO T %
' HETEET,
Router (config-crypto-map)# set peer
10.12.12.12
ATFwTH settransform-settransform-set-name IV~ ") CEHARER N T AT F— A
ty FERELET,
i - . " _
cZDavy REMVIRTZ EICE > T, HEDO T
Rout (config- to-map) # set - . Gt o
fouter (oonfis copromanl ¢ o A7 4= bty MEETE T
25y T 6 matchaddress [access-list-id | name] JVF R~y T T Y OHIET A U A FEEEL
£
1 -
Router (config-crypto-map)# match
address 101

i Psec T—% TL—2DREAAF



| 1PSec Fv K EFREESA vE—S AT

Easy VPN Remote 0 DPD D% E

Easy VPN Remote 1> 7 f ¥ = L—3 2 N TDPD 2% ET 2121, WOFMEEZEITLET, =
DFEEICE>TH, RPUIOETMEILLTWAEZ ERRMEND L, V—ZIZL->TET U AL

)

DERSIVET,

Easy VPN Remote 0 DPD (D E%%E [ |

G¥)

FIEDHEE

FIEDFHH

Cisco IOS XE & —7"7 7 A 7%, Easy VPNRemote 2> 7 f ¥ = L— 1 a > Clix¥hHA— h S

TWER A,

4 r—7JIik
configureterminal
cryptoipsecclientezvpnname
connect {auto | manual}
groupgroup-namekeygroup-key

mode {client | network-extension}

Noa kRN =

peer {ipaddress | hostname}

ARV KRNFEREETIVaY

&M

A4 =TIt

51 -

Router> enable

¥i#E EXEC E— K& A 2 —7 I LET,
c RXATU—REANLET (FEkEanzHse) .

ATy T2

configureterminal

51 -

Router# configure terminal

Ja—)aryZ 4 Fal—arE—ReflHBELE

ATvT3

cryptoipsecclientezvpnname

1 -

Router (config)# crypto ipsec client
ezvpn ezvpn-configl

Cisco Easy VPN Remote 1> 7 4 ¥ = L — 3 a > & {ERK
L. CiscoEasy VPNRemote 2> 7 4 ¥ = L —3 3 » F—
NZBIG L E7,

IPsec 7—4% TL—2OFEHS F i



B ororEMEEIATLEC LORE

IPSec v F E7RIEEHA v—S A T3y |

ARV KRFERETIVaY B#Y
ATvT4 connect {auto | manual} ORI U T, IPsec VPN b 2 kL% T8 TR L O
BTLES,
B : i . .
cauto ¥ — 7 — R AT >3 UET 7 4V RERETT,
Router (config-crypto-ezvpn)# connect
manual
ATv 75 groupgroup-namekeygroup-key N=F ¥ VT TA_X—=hRy FT—2 (VPN) #feHD
IN—THZBLOF—EHERELET,
i -
Router (config-crypto-ezvpn)# group
unity key preshared
2FvT6 mode {client | network-extension} J—H DEWED VPN £ — REFEE L 7,
i -
Router (config-crypto-ezvpn)# mode
client
ATy 1 peer {ipaddress | hostname} VPN #5812k LT, BT DIP T KL AEZITHR A 4
ke LET
i
*RA MERRETE 2DE, /L—H )25 DNS H—
Router (config-crypto-ezvpm)# peer NEPLTHA MARREATZ DB IR I %
.10.10. 7fo
*ZDavy NFEEERYIRL TIITTEET,

DPD AEMIE SN TS & DHERR

DPD Zff f9 7, &7 NEERREIZ /R > T RFIC,

NN—HZIZLBIKE AT — FD 7 U T NAHEIZ

720 F9, DPD BNAEMEEINTEY ., 7R LIESL < OMBLERGEIC/ > 72854, clear crypto
session 7~ RZfEA LT, FENTIKE & IPsecSA %27 U7 CTx£9,

debug crypto isakmp =~ > RZfEH 325 &, DPD NAMELENTWNWD Z L Z2HERTEET,

FlEDHE
1. 41%x=7J ik

2. clearcryptosession [local ip-address [port local-port]] [remote ip-address [port remote-port]] | [fvrf

vrf-name)] [ivrf vrf-name)

3. debugcryptoisakmp

i Psec T—% TL—2DREAAF



| 1PSec Fv K EFREESA vE—S AT

IPSec 7 K E7REFEMA vE—S +TFvavozEs I}

FIEDFH
ARV KRFERETI VY EL:y
ATvT1 A4 +—T Ik FiHE EXEC £ — R& A 2 —T7 /LT LET,
CRAU—FREANLET (FERIIH
ﬁU: /x)
= o
Router> enable
ATFv T2 clearcryptosession [local ip-address [port local-port]] | iF Bt v 3 5 > (IPsec 353 L OVNIKE SA) % B
[remote ip-address [port remote-port]] | [fvrfvrf-name] | | %4
[ivrf vrf-name)
i
Router# clear crypto session
ATv7T3 debugcryptoisakmp IKE A XY MIBETL2A Y E—VE2RRLE
R
i -

Router# debug crypto isakmp

IPSec
151

EHE DPD /3L LI=Y A +E

T

FETREESA vE—S £ TS 3 0BE

X TE DB

WOREIL, EMI72DPD A X — 7 M LTV A MEREH T, #iEIX, IKE 7 = —

1RV —H & IKE FRijdtfx—HT9,

IKEZ z—X 17K >—

crypto isakmp policy 1
encryption aes
authentication pre-share

group 14
|

IKE SEaTHH F—

crypto isakmp key kd94jlksldz address 10.2.80.209 255.255.255.0

crypto isakmp keepalive 10 periodic

crypto ipsec transform-set Transl esp-aes esp-sha-hmac

IPsec 7—% TL—VDHREHIF i



IPSec v F E7RIEEHA v—S A T3y |

B oPD %431t L= Easy VPN Remote ({5

|

!

interface
ip address 10.1.32.14 255.255.255.0
speed auto

DPD %A %h1t L 1= Easy VPN Remote 015l

WOBET, V—21xt LT, 30 EICEHRR DPD 2 v b=V 2 XETLHLIICHTT 2D
DTF, E7ICX% DPDR U THERE £ vt — 04 DISENER LA, V—ZIZ k-

T 20 BIZA v E—URNEREINET (25T 4 EORXE) |

crypto isakmp keepalive 30 20 periodic
crypto ipsec client ezvpn ezvpn-config
connect auto
group unity key preshared
mode client
peer 10.2.80.209
|
!
interface FastEthernet0
ip address 10.2.3.4 255.255.255.0
half-duplex
crypto ipsec client ezvpn ezvpn-config inside
!
interface FastEthernet0
ip address 10.1.32.14 255.255.255.0
speed auto
crypto ipsec client ezvpn ezvpn-config outside

debug crypto isakmp < > FZ{E A L 7= DPD 5% D FEZE Dl

R O debug cryptoisakmp =~ > RO H /I TIL, IKEDPD A FRML SN TS Z & ZfEd LT

=7,

*Mar 25 15:17:14.131: ISAKMP: (0:1:HW:2):IKE DPD is enabled, initializing timers

IKEDPD A 2 —T Wl TWHZ & (BLO, ETIZL > TDPD NYR—

FEahTnsdZ

L) HEERT DI, EWIRDPD & A % — T NI T AR, a~vr Rk > THRESN MR

TROT Ny 7 Aye—URHNEINDZ L2 RTILERDY £7,

*Mar 25 15:18:52.107: ISAKMP: (0:1:HW:2): sending packet to 10.2.80.209 my port

500 peer port 500 (I) QM IDLE

*Mar 25 15:18:52.107: ISAKMP: (0:1:HW:2) :purging node 899852982 *Mar 25 15:18:52.111:

ISAKMP: (0:1:HW:2) : Input = IKE MESG FROM TIMER,
IKE TIMER IM ALIVE

*Mar 25 15:18:52.111: ISAKMP: (0:1:HW:2) :01d State = IKE P1 COMPLETE New

IKE Pl COMPLETE
EFEDO A =%, DPDR U THERE # v —VDOEEITHIGE L TV ET,

*Mar 25 15:18:52.123: ISAKMP (0:268435457): received packet from 10.2.80

dport 500 sport 500 Global (I) QM IDLE

*Mar 25 15:18:52.123: ISAKMP: set new node -443923643 to QM IDLE *Mar 25

ISAKMP: (0:1:HW:2) : processing HASH payload. message ID =
-443923643

*Mar 25 15:18:52.131: ISAKMP: (0:1:HW:2): processing NOTIFY R U THERE ACK

i Psec T—% TL—2DREAAF

State =

.209

15:18:52.131:

protocol 1



IPSec 7V F E7BRHEHM A vtE—D 4 Tar

debug crypto isakmp 1< > FZ{#EF L 7= DPD 5% E DHEZE DBl [ |

spi 0, message ID = -443923643, sa = 81BA4DD4

*Mar 25 15:18:52.135: ISAKMP: (0:1:HW:2): DPD/R_U THERE ACK received from peer
10.2.80.209, sequence 0x9

*Mar 25 15:18:52.135: ISAKMP: (0:1:HW:2) :deleting node -443923643 error FALSE

reason "informational (in) state 1"

*Mar 25 15:18:52.135: ISAKMP: (0:1:HW:2) :Input = IKE _MESG_FROM PEER, IKE INFO NOTIFY *Mar
25 15:18:52.135: ISAKMP: (0:1:HW:2):01d State = IKE P1 COMPLETE New State =

IKE P1 COMPLETE

ERROA vE—iF, ETNLOMERIEE (ACK) A vE—VIZxIGELTWET,

Router#

*Mar 25 15:47:35.335: ISAKMP: set new node -90798077 to QM IDLE *Mar 25 15:47:35.343:

ISAKMP: (0:1:HW:2) : sending packet to 10.2.80.209 my port

500 peer port 500 (I) QM IDLE

*Mar 25 15:47:35.343: ISAKMP: (0:1:HW:2) :purging node -90798077 *Mar 25 15:47:35.347:

ISAKMP: (0:1:HW:2) : Input = IKE MESG_FROM TIMER,

IKE_TIMER IM ALIVE

*Mar 25 15:47:35.347: ISAKMP: (0:1:HW:2):01d State = IKE Pl COMPLETE New State =

IKE Pl COMPLETE

*Mar 25 15:47:36.611: ISAKMP: (0:1:HW:2) :purging node 1515050537 *Mar 25 15:47:37.343:

ISAKMP: (0:1:HW:2) :incrementing error counter on sa:

PEERS_ALIVE TIMER

*Mar 25 15:47:37.343: ISAKMP: set new node -1592471565 to QM IDLE *Mar 25 15:47:37.351:

ISAKMP: (0:1:HW:2) : sending packet to 10.2.80.209 my port

500 peer port 500 (I) OM IDLE

*Mar 25 15:47:37.351: ISAKMP: (0:1:HW:2) :purging node -1592471565 *Mar 25 15:47:37.355:

ISAKMP: (0:1:HW:2) : Input = IKE MESG FROM TIMER,

IKE_TIMER PEERS ALIVE

*Mar 25 15:47:37.355: ISAKMP: (0:1:HW:2):01d State = IKE7P17COMPLETE New State =

IKE P1 COMPLETE

*Mar 25 15:47:39.355: ISAKMP: (0:1:HW:2) :incrementing error counter on sa:

PEERS ALIVE TIMER

*Mar 25 15:47:39.355: ISAKMP: set new node 1758739401 to QM IDLE *Mar 25 15:47:39.363:

ISAKMP: (0:1:HW:2) : sending packet to 10.2.80.209 my port

500 peer port 500 (I) QM IDLE

*Mar 25 15:47:39.363: ISAKMP: (0:1:HW:2) :purging node 1758739401 *Mar 25 15:47:39.367:

ISAKMP: (0:1:HW:2) : Input = IKE MESG_FROM TIMER,

IKE_TIMER PEERS ALIVE

*Mar 25 15:47:39.367: ISAKMP: (0:1:HW:2):01d State = IKE Pl COMPLETE New State =

IKE Pl COMPLETE

*Mar 25 15:47:41.367: ISAKMP: (0:1:HW:2) :incrementing error counter on sa:

PEERS ALIVE TIMER

*Mar 25 15:47:41.367: ISAKMP: set new node 320258858 to QM IDLE *Mar 25 15:47:41.375:
ISAKMP: (0:1:HW:2) : sending packet to 10.2.80.209 my port

500 peer port 500 (I) QM IDLE

*Mar 25 15:47:41.379: ISAKMP: (0:1:HW:2) :purging node 320258858 *Mar 25 15:47:41.379:
ISAKMP: (0:1:HW:2) : Input = IKE MESG_FROM TIMER,

IKE TIMER PEERS ALIVE

*Mar 25 15:47:41.379: ISAKMP: (0:1:HW:2) :01d State = IKE Pl COMPLETE New State =
IKE_P1 COMPLETE

*Mar 25 15:47:43.379: ISAKMP: (0:1:HW:2) :incrementing error counter on sa:

PEERS_ALIVE TIMER

*Mar 25 15:47:43.379: ISAKMP: set new node -744493014 to OM IDLE *Mar 25 15:47:43.387:
ISAKMP: (0:1:HW:2) : sending packet to 10.2.80.209 my port

500 peer port 500 (I) OM IDLE

*Mar 25 15:47:43.387: ISAKMP: (0:1:HW:2) :purging node -744493014 *Mar 25 15:47:43.391:
ISAKMP: (0:1:HW:2) : Input = IKE MESG FROM TIMER,

IKE_TIMER PEERS ALIVE

*Mar 25 15:47:43.391: ISAKMP: (0:1:HW:2):01d State = IKE7P17COMPLETE New State =

IKE P1 COMPLETE

*Mar 25 15:47:45.391: ISAKMP: (0:1:HW:2) :incrementing error counter on sa:

PEERS ALIVE TIMER

*Mar 25 15:47:45.391: ISAKMP: (0:1:HW:2) :peer 10.2.80.209 not responding! *Mar 25 15:47:45.391:
ISAKMP: (0:1:HW:2) :peer does not do paranoid keepalives.

*Mar 25 15:47:45.391: ISAKMP: (0:1:HW:2) :deleting SA reason "peers alive" state

(I) OM IDLE (peer 10.2.80.209) input queue 0

*Mar 25 15:47:45.395: ISAKMP: Unlocking IPSEC struct O0x81E5C4E8 from

delete siblings, count 0

*Mar 25 15:47:45.395: $CRYPTO-5-SESSION STATUS: Crypto tunnel is DOWN. Peer
10.2.80.209:500 Id: 10.2.80.209

*Mar 25 15:47:45.399: ISAKMP: set new node -2061951065 to QM IDLE *Mar 25 15:47:45.411:
ISAKMP: (0:1:HW:2) : sending packet to 10.2.80.209 my port
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500 peer port 500 (I) QM IDLE

*Mar 25 15:47:45.411: ISKKMP:(O:l:HW:2):purging node -2061951065 *Mar 25 15:47:45.411:

ISAKMP: (0:1:HW:2) : Input = IKE_MESG_FROM TIMER,

IKE TIMER PEERS ALIVE

*Mar 25 15:47:45.411: ISAKMP: (0:1:HW:2):01d State = IKE Pl COMPLETE
IKE _DEST SA

New State =

*Mar 25 15:47:45.415: ISAKMP: (0:1:HW:2) :deleting SA reason "peers alive" state

(I) oM IDLE (peer 10.2.80.209) input queue 0
*Mar 25 15:47:45.415: ISAKMP: Unlocking IKE struct 0x81E5C4E8 for
isadb mark sa deleted(), count 0

*Mar 25 15:47:45.415: ISAKMP: Deleting peer node by peer reap for 10.

81E5C4ES

2.80.209:

*Mar 25 15:47:45.415: ISAKMP: (0:1:HW:2) :deleting node -1067612752 error TRUE

reason "peers alive"

*Mar 25 15:47:45.415: ISAKMP: (0:1:HW:2) :deleting node -114443536 error TRUE

reason "peers alive"

*Mar 25 15:47:45.419: ISAKMP: (0:1:HW:2) :deleting node 2116015069 error TRUE

reason "peers alive"

*Mar 25 15:47:45.419: ISAKMP: (0:1:HW:2) :deleting node -1981865558 error TRUE

reason "peers alive"

*Mar 25 15:47:45.419: ISAKMP: (0:1:HW:2):Input = IKE MESG INTERNAL, IKE PHASEl DEL *Mar 25

15:47:45.419: ISAKMP: (0:1:HW:2):01d State = IKE DEST SA New State =
IKE DEST SA

*Mar 25 15:47:45.419: ISAKMP: received ke message (4/1)

*Mar 25 15:47:45.419: ISAKMP: received ke message (3/1)

*Mar 25 15:47:45.423: ISAKMP: ignoring request to send delete notify
sa) src 10.1.32.14 dst 10.2.80.209 for SPI 0x3A7B69BF

*Mar 25 15:47:45.423: ISAKMP: (0:1:HW:2) :deleting SA reason "" state
MM NO_STATE (peer 10.2.80.209) input queue 0

(no ISAKMP

(I)

*Mar 25 15:47:45.423: ISAKMP: (0:1:HW:2) :deleting node -1067612752 error FALSE

wn

reason

*Mar 25 15:47:45.423: ISAKMP: (0:1:HW:2) :deleting node -114443536 error FALSE

reason ""

*Mar 25 15:47:45.423: ISAKMP: (0:1:HW:2) :deleting node 2116015069 error FALSE

reason ""

*Mar 25 15:47:45.427: ISAKMP: (0:1:HW:2) :deleting node -1981865558 error FALSE

wn

reason
*Mar 25 15:47:45.427: ISAKMP: (0:1:HW:2) :Input = IKE MESG FROM PEER,
15:47:45.427: ISAKMP: (0:1:HW:2):01d State = IKE DEST SA New State =
IKE DEST SA

IKE MM EXCH *Mar 25

Lﬁ@%yt—ym UF— b ETREGERRER > TOWBERITMNBEL TS DONERL T
F9, —FIZL o T, BT IPsec 3 L Y SA 23HIBR AL A R, 120 DPDR_U_THERE
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B CiscoIOS XE F—77T T A THRK 5~ v TRENDOBEEO T & OEAEDLETHEA SN
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crypto map green 1 ipsec-isakmp
set peer 10.0.0.1
set peer 10.0.0.2
set peer 10.0.0.3
set transform-set txfm
match address 101
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crypto ipsec client ezvpn ezvpn-config
connect auto
group unity key preshared
mode client
peer 10.10.10.10
peer 10.2.2.2
peer 10.3.3.3
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Router> enable
XTFw T2 configureterminal Jua—)L a7 4 FXalb—aryE— RN2H
BLET,
i -
Router# configure terminal
XTFw T3 nocryptoipsecnat-transparencyudp-encapsulation | NAT ~ 5 3—H% /L& 5 4 B—T7/)LIZ LET,
i -
Router (configqg) #
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aAvY RFERET7II Y BH#

no crypto ipsec nat-transparency
udp-encapsulation

NAT X— T 754 TDETFE

N—B% NAT X =77 747 ET 0L 0ICRET DT, koa~r R LET,

FIEDOHE

1. 4 x—7J)ik

2. configureterminal

3. cryptoisakmpnatkeepaliveseconds
FIEDFHE

A RFERET7TIIY B &
ATy T 4 2—TJ Ik ¥EHE EXEC E— K72 &, BALOMERL XA F—T ML ET,
WNRAT—REANLET (EREINTEHE) .

{1 -

Router> enable

ATFv T2 configureterminal Ja—nR_ a7 4 X2l —aryET— RERHBLET,

{1 -

Router# configure terminal

ATFvT3 cryptoisakmpnatkeepaliveseconds | [Psec / — FIZ L2 NAT % —7T7 74 7 "y hOEEZAREIC L E

R
B o )
* seconds : X—7T T4 7 Ny NMEORE, #FX 5 ~ 3,600
Router (config) # %90

crypto isakmp nat keepalive 20

GE) BA—BEREINDLE, AV F—Fy X2 T 94T
Viyx—a rBIOF—EH T r b2/l (ISAKMP) SA
DX —TT T4 TNEGFOX A ~—IZHSSGE. O
IXSA T EICEEINET,
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ARV FERET7IVa Y B&

GE) tXFa VT4 TV — g TR —DFHARROELENZ
T D0EEIET B2, 5S%DY v X A=K LMENF A
~—lZEAINhET, BT =20 HbhD L EIC, XA
v —PELSRESNTETWAEEA, L—F O CPU =R
DEL 72D ERHY T,

) =
IPsec 32 E DHEER
SRR B, KOLEOTFIREEFLET

FIEDBE
1. 4 x—7J)ik
2. showcryptoipsecsa [map map-name | address | identity] [detail
FIED M
OV FERET7IVa Y By
ATy I 4 x—2 Lk FiME EXEC E— R &, @NLOHER L~V i A 1—
T LET,
B RAT— REANLET @ERSNHE) .
Router> enable
ATv T2 showceryptoipsecsa [map map-name | address | |HED SAIZ L > THEHAIN TWABRELFE < LE
identity] [detail ¥+,
fi
Router# show crypto ipsec sa
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NAT X— T 754 JDEEH
WIZ, NAT X —7 7 A4 7%, 20 0@BIZIEEEIND LA R—T NI T B HEOH ZRLE
‘@40

crypto isakmp policy 1

authentication pre-share

crypto isakmp key 1234 address 10.0.0.1
crypto isakmp nat keepalive 20

|

|
crypto ipsec transform-set t2 esp-des esp-sha-hmac
!

crypto map test2 10 ipsec-isakmp
set peer 10.0.0.1

set transform-set t2

match address 101

ZDMDSEEH

WOIATIL, IPsec NAT il MERSRE I B L 7= Bl Rt 2R L E T,

EpER=
BEEIE B TZaTFILEA L

Z DD NAT REHX A7
{ e * [ Cisco I0S XE IP Addressing Services

Configuration Guide] @ [Configuring NAT
for IP Address Conservation| £ = —/L

* [Cisco 10S XE IP Addressing Services
Configuration Guidel] ™ [Using Application
Level Gateways with NAT| £ 2 —/L

* [Cisco I0S XE IP Addressing Services
Configuration Guide] @ [Configuring NAT
for High Availability] € = —/L

* [ Cisco I0S XE IP Addressing Services
Configuration Guidell @ [lIntegrating NAT
with MPLS VPNs| E ¥ 2 —/L

Z DD NAT 2+ > R [Cisco 10S IP Addressing Services Command
Reference]
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[ Cisco I0S XE Security Configuration Guide:
Secure Connectivity] @ TConfiguring Security for
VPNs with [Psec| ¥ =—/L

F DD IPsec 2~ K

[Cisco 108 Security Command Reference ]

IKE [ZB85 5 1E#

[ Cisco I0S XE Security Configuration Guide:
Secure Connectivity]] @ TConfiguring Internet Key
Exchange for IPsec VPNs] £ = —/L

IKE 7 v R 7 #H 0B hniE#H

[ Cisco I0S XE Security Configuration Guide:
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cryptoisamkpnatkeepalive,access-list
(IP #:38) ,showcryptoipsecsa
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(ISAKMP) 7 L— AU —J NEIZFEE LTzNA 7V v K 7 b2 T3, IKEIX, o7 e b
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Xy U —7 B THHREL, Cisco/l—Z 72 EDOSML TV 5 IPsec i (7)) MOIP 7y b
REB X OREIEL £,

NAT : Network Address Translation (*f > hU—27 7 KL RZ5H4) O%, BENTHAINLTWS
TFIAR=RIPT RLR%Z, A F =Ry MR EREINCHEHIND, V—T 1 VT AlRETR /T
UoZ T RUVAICEHRLET, NATIX, 7 RLVAD T TAR= BTV w7 ~D 1% 1D
vy BT ERBRINET,

PAT : Port Address Translation (ZR— ~ 7 K L AZ5H#4) OWE, NAT & [REE. PAT TH 77 A X— |
IP7 RUANLN—T 4 VT A[FEIRNT U v 7 T RLUASNOEBP THOILET, NAT & 1T 82
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* IPsec b RNV EEHAT D DF By b A—3—F 14 FHEEEDORER], 70 _X—

* ZOMDOEEEEL 71 N—

* IPsec b RNEHHT S DE By b A— =T A FEEGEOREREIE H, 73 ~X—

HEETRH DR

THEHOY 7 v =27 VY —RATlE, 2OV 22— L THBAIN T X TOMENTAR—FE
TS LR £8 A, HOERER #F L OVEEIZ OV TIX, Bug Search Tool 35 X OV H D
T b7 —ABIRNY TN 2T VIV —ADY U —RX )= EZZERLTITEIN, ZOF
Va— /)L T S ORI T A1, BLOBHERER T AR—bEhd Y —20—EiZon
Tl BREFROREZSRL T EE N,

7Ty N7 =LY R—FBLO R YT FT 2T A A=V OYR— MIET HIERE R
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IPsec F U RILEFRHTABDFE Y b A—/\—5 4 Figge
DHIREH

JL—H T IPsec WA X —T VIR ESNTWHRLENH Y £7°,

IPsec k2 RILEFRHATADFEY f A—/N\—S5 4 FHgE
DHIFIEIE

NI —IVRALEDEE
KRy PIRTREALRXLVTHT VT AVINDTED, WVWT—F L— N TRT7 —v R
RERBPECET, EREEFHIIL, KO2O98HV £,
CHTEUT X =N 8. 7T A RRREIICEEIND Z EBH D T,
TR ALy FUIZEY, NI T4y I OREEIFETLET,

DFEY FORTEEH
DAL E—T 2 A AR —HNV T RUAKEEZFEH L TCRCZ VS b~y 72 GT 58
. INEDA L E—T A AXEUDF By NEREXZILHETALERHY £9°,

HEEDTRASEY T4
Z DOMEREIX IPsec bR TB— RET THREATEET (IPsec hT7 v AR— bk T— RNk, 7k
fBEIP ~y X —% L Lo T, BEBLZITEREA) |

IPsec F > RILEFHTADFEY b A—/\—S5 4 FHgE
[ZBE9 1%k

HEEDH#E
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IPsec b2 F/VHEREIZ D DF By b A= T4 FHSBEIZ L D, V=2 B T 'Afb~y X —D
Don'tFragment (DF) E'w h&2 27 U7 BE, 32 —3250 2 0E&FETEET, DFE Y
MIIP~yZ—HNDOE Y b T, ZOE Yy MI, =203y FEMAbT 22 2T EN<T
WABNE I HBILET,

—H DO —PEREDKA b TlL, ROBEZEITLET,
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IPsec > RLEEATBDFEY b A —n—51 FigaenBesz I

CTIAT U —NEHEALT, 77 AT T4 —LOIEENGL HA X —Fy Ml A
t—Y 7m ha) (ICMP) =9 —%27mav 7 L, RAMRT 74T T —LONEEH B
KIGEHA, (MTU) A RE2HETEX2WEH 10T 5,

*IPEX=UT 4 (IPsec) ZFEH LTy &2 7B L, MTU YA X%&HE/ N5,

[P ATHEZ: MTU 9 A R &R CE 2L 5 ISR A FABRESNTVEHE, DFEy k22 U7
L. /%y FEBIAET 5 55, v—d 2 RETE ET,

GE) Z OFEREIZ. RFC2401 ICHEHLL T, 7o — VLT, 3 A =T A AT LITRETE
FT, MOV ERETDHE, A X —TzA AT 4Fal—Talilkb, Ja—
SN a7 4Xal— g R EEXINET,

IPsec F U RILEFERATADFEY b A—/N\—S5 4 FifE
DRTEAE
oI E—FTOATEILIEAYZT—~DDFEY FDETE

Mo ANV E—RTDF By b2 7B~y X —IZRET DT, ROFEEZFEITLET,

FIEDBE
L 4%—2J)it
2. configureterminal
3. cryptoipsecdf-bit [clear | set | copy]
FIEDEFH
AU RFERET7TIV3 Y B
AT 4 x—T Ik b EXEC E— RE A R—T7 ML ET,
. P RAT— REANLET (BRINZHE
Router> enable
2Ty T2 configureterminal Jua—r )L ary7 4 X¥al—yary v— BB LET,
{51
Router# configure terminal
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B ofey rBEORR

ARV EERRTIVa Y Sl
2AFvS3 cryptoipsecdf-bit [clear | set | copy] | S CHA v H—T =2 f ZAD > RV E—RKTDFEY &b~

T~y X —IZRELE T,

Bl BESNIEA 2 —T x4 AIDF By hERETHITIT., A

Router (config)# crypto ipsec | HZ—TxAf R a7 4 F a2 L— g F— KT ecryptoipsec df-bit

df-bit set Y ]\%Eﬁ)ﬂ Liﬁ‘o

GE) DFEy hAf v B —TxAf 2T 4 X2l — g HF
FElWZEo>T, ¥ _TODFEYy h ZJa—)L a7 g
Fal—valVRENEEXINET,

DF E v ~ERTEDHEEE

N—% EOBIIED DF By MXE X MR T 512X, show running-config =~ > K% EXEC E— I
THEALET,

IPsec F U RILEFRHTADFE Y b A—/\—S5 4 Fige
DELTE B

DF E v ~DEREHI

WOFITIL, DF By NOREL 7 v — VLIZ{HE L, DF £ k% FastEthernet &\ 9 A & —
T2 AZab—=FBLIIN—FBRREESNTWET, L7=23-> T, FastEthernet LIS DT
DA B —T = A ATIE, V—FXEMFHER MTU 4 XL D K&\ Ry MEEFETE,
FastEthernet Ti%, /W —H 3 \r v b2 7T 7 A METE £,

crypto isakmp policy 1

hash md5

authentication pre-share
crypto isakmp key Delaware address 192.168.10.66
crypto isakmp key Key-What-Key address 192.168.11.19
|

|

crypto ipsec transform-set exampleset ah-md5-hmac esp-des
crypto ipsec df-bit clear

|

!
crypto map armadillo 1 ipsec-isakmp
set peer 192.168.10.66

set transform-set exampleset
match address 101

|

crypto map basilisk 1 ipsec-isakmp

set peer 192.168.11.19
set transform-set exampleset
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match address 102

|

!

interface FastEthernet
ip address 192.168.10.38 255.255.255.0
ip broadcast-address 0.0.0.0
media-type 10BaseT
crypto map armadillo
crypto ipsec df-bit copy

|

interface FastEthernetl
ip address 192.168.11.75 255.255.255.0
ip broadcast-address 0.0.0.0
media-type 10BaseT
crypto map basilisk

|

interface Serial0
no ip address
ip broadcast-address 0.0.0.0
no ip route-cache
no ip mroute-cache
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DHIREH

AH—Fy N F— I AF =Y (IKE) 1. [CiscolOS XE Security Configuration Guidel]
[Configuring Internet Key Exchange Security Protocol] DEIZHES CTRET HLERH £7°,

Psec X174 7Y I—3 0 TF7ARILAAT—
[ZBE9 18R

Psec X174 7V IT—32D534 7314 L4

BIfE, CiscolOS Y 7 R 7 =7 TlE. IPsec SA DT A 7 XA LORENFHETT, TA 7 XA L
i, Zua—ons, FREZ VT vy T TEICERETEE T, TA 7 XA LI, [fRER
Al 7/1’75’/(Ak (N TF T4yl FATEALD2ONRHYET, ZNHDTATHA L
WCEET DL, ¥X2 VT4 TV —2a URBIRTIAICAR Y £,

IPsecSA 7 A KL 24 <—

IPsec SA 7 A R/L Z A ~—|F, IPsecSA DT a0 — )L T4 T XA LEITRRY £4, T u—1
FATEA LOENEMIZL. ETOT7 7T 4T 4 LITMSE L TWET, IPsec SA T A RL XA
7%%ﬁ%¢hi T 7T 4 TRETICEEMITONZSA Z, Fa—r0 T4 75 A LRH
[RBYIILIZ 22 B ENCHIBRTE 97,

IPsecSA 7 A RV XA <—NEEINTWRWIEGEE, IPsecSA DT v — )b T4 7 XA NTZTFR

BWHENET, SAIX, 70777487 4 LDV RL, T a—rL XA <—NER0HRY)
TR D F THEFF S NLE T,

GE) TA RV HA~—OHIRYINDT- DI, FFEDETIZHT 55D IPsec SA DHIFR S 7=
&, F0O¥T ﬂTéME%MﬁéhiT

IPsec T—4%2 FL—VDHREHAF
[ 76 | [
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| IPsecSATA FLHA<—

IPsec tF2F4 7YLTI—av 74 kL a4v—0EsE I}

Psec X174 7Y I—3 0 TF7ARILEAAT—
DREAE

IPSecSA 714 KIL BA<X—NDH A—/NJLIEETE

ZDZATTIX, PsecSAT A KV HA~v—% 7 a— VIRELET, ZOT7A NV FA~—

DOREIL. TXTOSAICHEAEINET,

FIRDOHE
1. 43x—=J)Lik
2. configureterminal
3. cryptoipsecsecurity-associationidle-timeseconds
FIEDFHE
aARY RERETI YA EES)
ATv 71 4 x—T Lk FibE EXEC E— R& A X —T7 LICLET,
bl CRAT—REANLET (ERShEHE) |
Router> enable
ATFv T2 configureterminal ra—)LarZ74Xal—yaryEe—RNeBEELE
bé—O
i -
Router# configure terminal
ATv73 cryptoipsecsecurity-associationidle-timeseconds | I[Psec SA 71 NV ¥ A4 ~v—%HELF1,

11 -

Router (config) # crypto ipsec
security-association idle-time 600

* seconds 53T, 74 NV EA~—DIET 7T 4
7 BT LD SA OMERF AR 5 REH A B AL
THELE T, seconds 515 DA N OHIAIX
60 ~ 86400 T,
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IPsecSA 71 KL 24 <—

B PSecSATARLBEAT—DH T+ 2y THEETORE

IPSecSA7A FIL BA<T—DY )Tk <y TEETOHETE

TOEAT TR, BEENT-Z YT N~y T DIPsecSAT A KV EA~—%RELET, T4 K

I EA2—DREF. FBEENTZZ7 VT =y T TFTOTRTOSAICHEHENET,

FIEDHE
1. f2—T ik
2. configureterminal
3. cryptomapmap-nameseq-numberipsec-isakmp
4, setsecurity-associationidle-timeseconds
FIEDFEHE
ARV FFEREETIVa Yy B8
ATv 71 Sz Fi#E EXEC £ — R& A 2 —T7 /W LET,
5l AT = REANLET (ERSWIZER) .
Router> enable
ATFv T2 configureterminal Ju—N)L a7 4 FXal—raryET—R2lBLE
‘é—o
i -
Router# configure terminal
ATvT3 cryptomapmap-nameseq-numberipsec-isakmp | 7 ) 7" k<o 7 = N U BERRETIIEEL, 7 U7 K
~v 7 ar7 4 Xal—rarET—RERBLET,
i -
Router (config) # crypto map test 1
ipsec-isakmp
ATFvT4 setsecurity-associationidle-timeseconds FIHN N ETHMEHAINAFNC. BEOETET A K

JVIRRBIZ L TR DRI 2558 L £

* seconds BI1EXIL. T 7 A/ N BT BEHINDHIIC
Router (config-crypto-map)§ st BEO VT &7 4 KRIEICTE 2K TT, H2)
security-association idle-time 600

f51% 60 ~ 86400 T,

1
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| IPsecSATA FLHA<—
Psec %254 7ViT—var 74 kLaqsv—oxEs W

Psec X174 7Y I—3 0 TF7ARILEAAT—
DEFX]

IPsecSA 714 KIL BAA4<T— DT B—/\JLZREH

WIZ, IPsecSAT A RV A A ~— %7 a—rLIZRE L T, 600 RZICIET 7T 4 77T D SA
FREFELTCHDHEZRLET,

crypto ipsec security-association idle-time 600

EET v TZEDIPsecSA T A KIL 24 T—DHFEH

WIZ, test EOWILRIDZ VT R~ 7D IPsecSA T A RV A ~—2FHELT, 600 %I
TIT 4 TRETDSAZBEELTWLIHEZRLET,

crypto map test 1 ipsec-isakmp
set security-association idle-time 600

ZTDDSEER

TITIE, IPsecEX 2T 4 T — gy TA RV XA ~—REE0BBIERHT DU TEA

L/iﬁ‘o

BE&E

BHEHE TZaTF7IL B4 ML

IKE OF%EIZBIT 2 1B 01E lnternet Key Exchange for IPsec VPNs |

IPsecSA D7 v —rb T4 7 Z A LOREIZH - B,
. - VPN D % = | B

BB Iésec M L7 VPN FalT 4D

* IPSEC BT

BtX=2V7 4 av R ['Cisco 10S Security Command Reference.
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ZDMDESEEN
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IPsecSA 71 KL 24 <—

T
i

Title

ZOBRETY A— F SN DFROEEEIZITE
HEINEETIHY A, £, BEFOERE
DY R— MIEHEINTHEE A,

MIB®D' Y

ZOMREIC X > THAR— F &S DH LV MIB
FREFEINT-MIBIZHY FHA, T2
DOFEREIC L D BEE MIB O W R — MIEE T H
D EHEA,

BIRL-TTF v 7 +—2A, CiscolOSXE V7
foz27 V) —X, BIXO T —F ¥ Y I
DOMIB DB #R LA w7 v n— K452,
¥ URL (23 % Cisco MIB Locator Zffi [ L %
7

http://www.cisco.com/go/mibs

RFC

RFC

Title

ZOMBREIC L D R — N SN HHH RFC £7-
IZKET RFC I35V FH A, F7- 2 0OREIC &
HEEFE RFC OV R — MIEEIIH Y £ A,

i Psec T—% TL—2DREAAF
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| IPsecSATA FLHA<—
IPsec tF2 54 7ULT—av 74 RLaq4v—oteets ]

SRADTY ZHIL YR—F

SBH Link

A AV R—F Web A FTlE., > A=2@ | http//www.cisco.com/en/US/support/index.html

L7 7 /P —IZlT D5 R I T 2 —
T A UTICEBRL TR TA L9, vw==
TNARY =NV EILDETLEERA T A
VY —=2%&#MEL TWET,

BHENORGOYEF 2 U7 ¢ HFERCEINE R A
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 — R EOKHEY—ERITIMATEET,

VAaADYR— bk Web YA FDY— W7 s
T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

Psec X174 7Y I—3 0 TF7ARILAAT—
DHEEELHR

ROFIZ, ZOFY2—/LTHMH LEEICET L2 ) —2AFRe R L ET, ZoRET, Y7 b
V=7 VU= bbA U THEEOY R — P EASNIZLEEDOY T by =T V) —=RIZT%
RLTWET, ZOMEEIL, FrCE D BRWIRY . 2RO —#HDO Y 7+ =7 U —ZThH
PR—FENET,

Ty N7 —LOVR—FBIR A YT 2T A A=V OV R— MIET HERERR
F %121, Cisco Feature Navigator i /] L £, Cisco Feature Navigator (27 7 & 23 521X,
www.cisco.com/go/ctn [ZFEE) L 9, Cisco.com DT H 7 v MIKLEH Y FHA,
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B PsectxaUFoFYSI—aL TA R 24— DHkELH

IPsecSA 71 KL 24 <—

K8:IPsectxa1 T4 TIYLI—320F7AKRILAEAT—DHEEELHE

HRE

Iy

=2

HAETEHR

IPsec SA 7 A RV Z A ~—

Cisco IOS XE Release 2.1

CiscolOSXE V7 h U =7 &%
TLTCWDL—HIZk->TET
DOIPsectx=VT 4 7TV
T— 3 (SA) MPMERESH
LA, TDOSA MR A
DIZY Y —RA%E) B CHME
NHYET, SAIZIE., AEY
L BHEOEH SN XA~ —
DN TT, ETRTA Rk
RE/Z L, ZNHDY Y — AN
BRiZZzo»CLEVWET, HFEV
2% DY I —ART A KLk
RBOETIZL>TREEINTL
Fo L, N—FZLBoET
EDF LU SA DIERRN TE 72
7B A[REMER H Y £9°, IPsec
SA T A KV XA ~—HEET
3. SADT VT 4T 4 &E
=XV TTHIDD, FHEA
BEZR T A RV X A <= —D3E A
STy, Zhicky, 74
RIVIREED 7 D SA ZHIBR T
xFET,

WD~y RPBANFIFIEE
INFE L,
cryptoipsecsecurity-associationidle-time

Cisco IOS XE Release 2.1

setsecurity-associationidle-time
a~vy RRBINE, fEESH
o5~ > Tk 5 Psec 7
A RV B A ~—DFRENFHE
2720 E LT,

MDA~ RPEANETITEE
SNFE LT,

setsecurity-associationidle-time

i Psec T—% TL—2DREAAF
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IPv6 IPsec @) QoS

IPv6 IPsec QoS £&HEIL. Quality of Service (QoS) 78V 2 —% IPv6 IPsec ([T TE 5L 9T L&
T

© BERETE SR OMERS, 83 ~—v

* IPv6 IPsec QoS (BT 2 1FH, 84 ~—

* IPv6 IPsec QoS DX E ik, 84 ~—

* QoS DEREMHI, 89 ~N—

* IPv6 IPsec QoS MENTEH, 91 ~_—

* IPv6 IPsec QoS DEERENEH, 92 ~X—

A Y = =53]

WEEIFER D MERR
THERHOY 7 27 VU —RATiL, 2OFY 22—V TitBAENE T XTOEENRTFR— &
TS LR £H A, T OBERER #F L OVEEIZ OV TIX, Bug Search Tool 38 X OVTEH D
T R+ —ABLINY T 2T V=20V Y —R J—  E2BRLTLLEEN, Z0OF
Va— /LTl SNAEERICET AW, BIOSEEENTR— sV ) —20—EIZHoN
TiE, BWREFHROREZZRLTIZ SN,
TT7 R4 — DY R—FBLOV R YT MY =7 A A=V OV HR— MIET HIEREMRR
9% 121X, Cisco Feature Navigator % ffi il L £, Cisco Feature Navigator (27 7 & 29 521X,
www.cisco.com/go/ctn (ZFEHEN L F9°, Cisco.com DT AV > MILEH Y FHA,

IPsec T—4% FL—DREHAF
I -“


https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

IPv6 IPsec O QoS |
B 1PsIPsec QoS (<RI T 1%

IPv6 IPsec QoS [ZRH9 B 153k

IPv6 IPsec QoS DL E

IPv6 IPsec QoS #&AEIZ. IPv6 IPsec {Z Quality of Service (QoS) AU v —%MH L £, I OHHEE
L. ROWEZ TR —FLTWET,

* Crypto LLQ QoS : #£2K® Cisco £ = 7 QoS CLI (MQC) ® QoS #% & (PAK PRIORITY 72
E) LD QoS ITHEENTEREL )V FHT2IC~~—2 &N T T4 v IR
Fa—3, 7oy VORI 744V 7 4 Fa—IC ARbIET, IPsec if5{b=
VUVDIRIBIEX 2 —A 7 (LLQ) &LV, TTIAFVT 4 VT T 4 v T DXy NEBIE
R CE ET,

* IPsec QoS Pre-Classify : QoS Pre-Classify 2355~ v 7D F CRESNDH I & T, BEE{LOw]
([ZIPSec TIED LA ¥IBI WA Va4~y X —2RHFETETDHLIICLET, ZHIZEY QoS
T, RfFFENTe~y =% LR TE LT,

* QoS group-based LLQ : QoS group-based LLQ #EEIZ L ¥ | IPsec TLLQ QoS 7/ /L — 7 DR E %
MRTHZ LT, Ay PPMERBES 22—+ 27 (LLQ) Iy Fa—SNDHICET T A
FVT 4 Ry N THDLNE I MEHWTX ET,

IPv6 IPsec QoS DERXEHix

Crypto LLQ QoS DX E

IPsec & QoS BWPIA L HZ—T = A R E S, QoS RV —IZTTAF VT 4 7T ADBDD
B, IPSecldA v H—T = A AT F o F LIZAR) O—IZESNW Ty NGB LET, 77
AFVT 4 VTR THAry EARBIEX 2 — = Fa—LET, BEEIBEMOE NN
Ty MIMEEBIEX = —1 7 (LLQ) I Fa—INET,

TDHXATEFATLTC, y—ERARV =% HNA v Z—T A AT X vTF L, IPsechfiib=
YYD LLQ AL LE T,

FIEDHE
1. 4 x—=7Jik
2. configureterminal
3. interfacephysical-interface-name
4. ipv6 address{ipv6-address /prefix-length | prefix-name sub-bits/prefix-length}
5. service-policy outputpolicy-map
6. ipv6 crypto mapmap-name
1. end

IPsec T—4%2 FL—VDHREHAF
[ 84 | [



| IPv6IPsec ? QoS

crypoLteos oFE

FIE D
aAv U RFEREET7TIVaY B
RATv I 14 +—T Ik Rt EXEC E— R&A X—7 /LT LET,
. P RAU— REANLET ERSREHE) .
Device> enable
ATFv T2 configureterminal Ju—N)L a7 4 FXalb—ay F— RE2 G
Liﬁ—o
£ :
Device# configure terminal
ATvT3 interfacephysical-interface-name IPsec b= D LLQ Zfli>TA v #—7 =
A AZELET,
£
Device (config) # interface
GigabitEthernet0/0/1
27y T4 ipv6 address{ipv6-address /prefix-length | ALH =T 2 A ATIPv6 7 RLVAZRELET,
prefix-name sub-bits/prefix-length)}
1 -
Device (config-if)# ipvé address
2001:DB8:FFFF::2/64
25y T5 service-policy outputpolicy-map HBELIZY—EA R v— <y T E2 A 52—
T oA AT X vF L, IPsechfmibm> ¥ DLLQ
1) : A F—T Mz LET,
Device (config-if)# service-policy output
pl
ATvT6 ipv6 crypto mapmap-name A HE—=Tx A ATIPV6 5o~y 7 EHAIMEL
7
1
Device (config-if)# ipvé crypto map CMAP 1
ATvI1T end A H—=Tx2Af A a7 4F¥al—ary E—FR
ZRET L, RiE EXEC E— RIZR Y £77,
1 :
Device (config-if) # end

IPsec 7—4% TL—2OFEHS F i
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. QoS Pre-classify D% E

QoS Pre-classify D% E

&2 < v 7L TO Pre-classify D% E

gospre-classify 2~ > NI 5~ v AT 4L, B RV ORENFEETT . QoSAH Y v—
I BEEEDRNT, L3 B IV LA ~y X —IZHANT, Ny M@l s ET,

ZDH AT &FEIT LT, QoS Pre-classify Z a5~ v FIZ#MH L ET,

FIEDOHE
1. 4 x—=7J)ik
2. configureterminal
3. ipv6cryptomapmap-name
4. qospre-classify
5 end
FIEDEFH
AU RFERIEETOIVa Y B
AT 1 =TIk M EXEC E— RA A R—T7 ML ET,
. CSRT— FEAHLET @ERENESHA)
Device> enable
2Ty T2 configureterminal sa—, v arZ 4 Xalb—raryE—RethLE
7
1 -
Device# configure terminal
2Fv T3 ipvécryptomapmap-name W~y 7 ar74Falb—rarE— RREBlAL,
RIET DT~y 7T x2EELET,
I -
Device (config-if)# ipv6 crypto map
CM V6
ATv T4 qospre-classify QoS Pre-classify k55~ v 7 CHILL £,
il :
Device (config-if)# gos pre-classify

IPsec T—4%2 FL—VDHREHAF
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QoS Pre-classify D% & [ |

AT RFEREETI VI Y

=)

ATvT5

end

51 -

Device (config-if) # end

A H =T 2 Af AT fFal— g F— ek
T L. ¥4 EXEC E— FIZEY £7°,

oIV A 2B —T x4 X LTO Pre-classify D& E
qos pre-classify =~ N{X, IPv6IPsec b R/ A V' H —T = A AZiEHA I, QoS THEA Y

va i b rRVEMIZLET,

ZDOHEARY ZFEIT LT, QoS Pre-classify & F k)b A U F—T = A AZHEHA L ET,

FIEDOHE
L A44%—Tit
2. configureterminal
3. interfacetunnel-interface-name
4. ipv6 address{ipv6-address /prefix-length | prefix-name sub-bits/prefix-length}
5. qospre-classify
6. end
F gD+
ARV EFEREEFT7OVa Y B#Y
RATv T 47—k FiME EXEC £ — K& A X—T7 /LI LET,
Bl *NAT—READNLET (ERSNEES) .
Device> enable
2T T2 configureterminal Jua—)LaryZ 4 X¥al—varET—RKEHBL
S5
il -
Device# configure terminal
ATFvT3 interfacetunnel-interface-name A B —TxzAf A a7 4 Fal—aryF— K%

1 -

Device (config) # interface Tunnell

BIEL T, BETD PRV ERIIMAEA v 2 —T =
A AERELET,

IPsec 7—% TL—VDHREHIF i
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IPv6 IPsec O QoS |

ARV RFERRTIVa Y

B

ATvT4 ipv6 address{ipv6-address /prefix-length | AH =T 2 A ATIPV6 T RLAZERELET,
prefix-name sub-bits/prefix-length}
i -
Device (config-if)# ipvé address
2001:DB8:FFFF::2/64
ATvT5 qospre-classify QoS Pre-classify % > RV A v 2 —T = A ZATHZ)
fbLET,
il -
Device (config-if)# gos pre-classify
ATvT6 end AN B —Tx2Af XAy T 4F¥al—aryE— Rk
T L. FFHE EXEC £— RIZEY 7,
il -

Device (config-if)# end

LLQ QoS JIL— T DERFE
platform ipsec llq qos-group =~ > KiI, D a~> RTREIND QoS /I —T1l—T2 +7
T4 OB = — A T E AL E T,
TDOHATEEITLT, QoS ZN—FDLLQ #H%MEL L £,

FIEDOHE

L A4%—Tit

2. configureterminal

3. platformipsecllqqos-groupgroup-number

4. end
FIE D

ARV KRFERRETI VY BH#Y

AT T 4 x—T Lk FiHE EXEC E— R&A X —7 /I LET,

il - *RAT—REANLET (FERENTEER)

Device> enable

i Psec T—% TL—2DREAAF
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wsnxzEs [

AU RFEREFETIVa Y B
2Ty T2 configureterminal Ju—sLar7 4 Xal—var T— RERBL
i‘j‘o
fA
Device# configure terminal
ATFvT3 platformipsecllqqos-groupgroup-number LLQ ZA%Mb+ 5 QoS /' Vv—7%FgE LT, AR
I$1~99 T9,
{5
Device (config) # platform ipsec 1llg
gos-group 1
ATvT4 end AP =Tz A AT 4Fal—aryET—FR%

T L. % EXEC E— FIZREY £,
I -

Device (config-if)# end

QoS D% %E 5

{5 : Crypto LLQ QoS D& E

ROPITIZ, WHA L F =T 2 A A LTI AR =~ TZEEL, A F—T =A
ATIPV6 W5~ v T 2 ka2 R LET,

|
class—-map match-all c2

match precedence 5 6 7
class—-map match-all cl

match precedence 0 1 2 3

policy-map pl
class cl
priority percent 10
class c2
bandwidth remaining percent 3

crypto map ipv6é CMAP 1 1 ipsec-isakmp
set peer address 2001:DB8:FFFF::1
set transform-set ESP-3DES-SHA
match address 102

interface GigabitEthernet0/0/1
ipv6 address 2001:DB8:FFFF::2/64
ipv6 crypto map CMAP 1
service-policy output pl

IPsec 7—4% TL—2OFEHS F i
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B 5 : BB < v 7 LT D Pre-classify DT

{5 : BES < v 7 LT Pre-classify D% E

WOHITIE, BB~ >~ 7 CM_V6 T qos pre-classify =~ > K%/ L T QoS HHni/tEa A4
5 EERLET,

|

crypto map ipvé CM V6 10 ipsec-isakmp
match address ACL_IPV6_ 1
set transform-set setl
set peer 2001:DB8:FFFF::1
gos pre-classify

|

interface GigabitEthernet0/0/1
ipv6 address 2001:DB8:FFFF::2/64
service-policy output policyl
ipv6 crypto map CM V6

Bl: FoRILA B —T 4 RLETO Pre-classify D& E

OB T, F RV A ¥ —7 A X tunnell T qos pre-classify =~ > F & LT QoS FHil
TEEAIMET D HEERLET,

interface GigabitEthernetl/1/2
ipv6 address 2001:DB8:1::F/64
service-policy output policyl
|
interface Tunnell
ipv6 address 2001:DB8:2::F/64
gos pre-classify
ipv6 mtu 1400
tunnel protection ipsec profile greprof

5 : LLQ QoS JIL— T DETE
WROHFITIE, QoS IN—TTIRBIEN = —A VT ERET D HIEE R LET,

platform ipsec 1lg gos-group 1
platform ipsec 1lg gos-group 49
|
!
crypto map ipv6 cmap 1 ipsec-isakmp
set peer 2001:DB8:FFFF:1::E/64
set security-association lifetime seconds 600
set transform-set aes-192
match address 102
|
!
class—-map match-all cl
match precedence 5
class-map match-all c2
match precedence 2
class-map match-all c3
match precedence 4
class—-map match-all c4
match precedence 3
!
policy-map pl
class c3

IPsec T—4%2 FL—VDHREHAF
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set gos-group 20
class cl
set gos-group 49
class c4
set gos-group 77
|
policy-map p2
class class-default
set gos-group 1
|
interface GigabitEthernet0/2/0
ipv6 address
negotiation auto
cdp enable
ipv6 crypto map cmap
service-policy input p2
|
!
interface GigabitEthernet0/2/7
ipv6 address 2001:DB8:FFFF:1::F/64
negotiation auto
cdp enable
service-policy input pl

IPv6 IPsec QoS M ENTER

EapeRe]=] I=aTFILEA R
CiscolOS 2~v > K [Cisco IOS Master Command List, All Releases.]

X270 a~v R .

[Cisco I0S Security Command Reference: Commands A to CJ
* [Cisco 10S Security Command Reference: Commands D to L]
[Cisco I0S Security Command Reference: Commands M to R/

[Cisco IOS Security Command Reference: Commands S to ZJ

IPv6 =2~ K IPv6 2~ R U7 7L X

QoS v K [Cisco 10S Quality of Service Solutions Command Reference]

IPv6 7 KL w7 L4 | [IPv6 Configuration Guide]

et
L
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Bl

Link

CFECHH % #17= Technical Assistance D354 [CE]
DURLIZTZ7EALT, YRAadr 7 =h)v
PR—FEHERKBIEHLTIZEEN, Znb
DY V—AE, VTR 2T EA LA AL
THRELIZY, Y RAapflGe7 7 /Juay—|C
BE 2 BRI RE & fR i U720 § 5 7o DI
LTS, 2D WebHA h EDY—1C
7 7' ATHEEIL. CiscocomD 2 7 A 1D B
L ORRAY — RNMETT,

http://www.cisco.com/cisco/web/support/index.html

IPv6 IPsec QoS DD EEE R

WORIZ, ZOFY2— /LT LIEEREICET 2V ) —RFHE R LET, ZoRIE, Y7 b
=7 U —R FLA UV THEBEOYR—FRNEASNZLEDOY T b 2T V=R 1T%
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IPwE security —-u\_ IPvE security
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NET, VE—FIKEETIX, PrRLDFEET RLALFERLUTYT, e—W/VIKEETIX, b
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A

+4 ra P IPsec READVTIORE [

FIEDHEE

FIED

G¥)

AU —IHRETHRAST R L - Tk, BIMORENLERIGEENHY £, T DR
VIR ERBERERIN TV WS, —HTARY U —%F2VE—h BT TRETH L
W2, ETIERY =2 B ELEREA,

IKER U o —THAEAF—2EHT 7 ZNZENI DOV TISAKMPID 254 ET 54BN H Y
3

2 ODE TN IKE Zf# 5 T IPsec SA LT D56, FETRHZOID 26 5 —OET (U

E—RFET) WEELET, HETIL. L—ZDISAKMPID DR EICHEV, R A M E 721X IPv6
T RUVAEZEELET,

F7 4 T, BT DOISAKMPID IZE 7 DIPv6 7 KL A2/ > CWEJ, LEIZSUTID %
BT DRANGICEELET, MRUIZ, TXTOETOID LR UHEE (FXTOET TIPv6
T RUVAZRETH0, TXTOET THRA MERE) ICLET, BAEWVOEBIZHA N %
EOETLEIPV6 7 RLAZM O ETNRIELTWDHE, UE— b ET D ID Aiil S nigs
{Z DNS lookup T ID Z R CT&72< 720, IKEX I T—a U RNRRTLZER1HY £,

DR AT HEFLTLT, IPv6 TOIKE RV —B L OHERHAF—%21ER L ET,

A4 +—T ik

configureterminal
cryptoisakmppolicypriority

authentication {rsa-sig | rsa-encr | pre-share}
hash {sha | md5}

group {1[2]5}

encryption {des | 3des | aes | aes192 | aes256}

lifetimeseconds

© e NOe e wWN =

. exit

10. cryptoisakmpkey password-type keystring keystring{addresspeer-address| ipv6 {ipv6-address/ipv6-prefix}
| hostname/ostname} [no-xauth/

11. cryptokeyringkeyring-name [vrffurf-name]
12. pre-shared-key {addressaddress [mask] | hostnamehostname | ipv6 {ipv6-address | ipv6-prefix}} keykey

AU RFEREETOVa Y =Lz

ATy T

A4 +—T Ik it EXEC E— F& A 2—7 /W2 LET,

- PRAV—REANLET BRSNS

Router> enable

IPsec 7—4% TL—2OFEHS F i
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AU REREETO VI Y

B

ATFw T2 configureterminal Ja—nR) a7 4 X2l — gy F— REBG
LET,
i
Router# configure terminal
ATV7T3 cryptoisakmppolicypriority IKERY o —%EFKL, ISAKMPARY v — a7 ¢
Xal—varE—REMBLET,
Bl . - e
CRYT=EFF 1T KO TAFVT 4D
Router (config) # crypto isakmp policy 15 U‘ﬂfu 3/*‘%Eﬁil/§57ro prhni0/§|§i0)ﬁib§d\
SWEE, FIAF VT @m0 £7,
ATvT4 authentication {rsa-sig | rsa-encr | pre-share} |IKE /KU > —WNOFEFES XA FRE L £,
Bl - * rsa-sig ¥ — 7 — R & rsa-encr ¥ — U — R{LIPv6
' THR—-—FENTHERA,
Router (config-isakmp-policy) # authentication
pre-share
ATy 75 hash {sha | md5} IKERY > —HND/Nyva 7T XAEREL
i To
i -
Router (config-isakmp-policy)# hash md5
ATvT6 group {1[2 |5} IKE RV > —WN#E D D-H 7 V—7 OiilI%E = %
BELET,
i
Router (config-isakmp-policy)# group 2
ATFvT7 encryption {des | 3des | aes | aes192 | aes256} IKERY S —HNOBFBEALT AT X LAZEELE
D
i -
Router (config-isakmp-policy)# encryption
3des
2T S8 lifetimeseconds IKESA DT A 7 XA LEHRELET,
Bl - *IKE 74 7 X A MEOBEIFEE T,
Router (config-isakmp-policy)# lifetime 43200
ATvT9 exit ISAKMP R ¥— ar 7 4 Fal—va v E—FK
ZRTL, Zo— a7 4 F¥al—g s E—
i - RZ&Pitn L £,

Router (config-isakmp-policy)# exit

i Psec T—% TL—2DREAAF
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#4 rRIIPe IPsec GEAOVTIORE

AT REREERTO V3 Y Sk
ATv 710 cryptoisakmpkey password-type keystring HATIEERIEF — AR ELET,

keystring{addresspeer-address| ipv6
{ipv6-addresslipv6-prefix} |
hostname/ostname}/no-xauth/

&1 -

Router (config) # crypto isakmp key 0
my-preshare-key-0 address ipv6
3ffe:1001::2/128

2Ty 71 cryptokeyringkeyring-name [vrfforf-name] IKEBFECHEH SN LK X —V 72 ERL,
config-keyring & — R ZBAthE L 97,
i

Router (config) # crypto keyring keyringl

ATv 12 pre-shared-key {addressaddress [mask] | IKE RERECAE AT o FRiAF—2ER L E7,
hostname/ostname | ipv6 {ipv6-address |

ipv6-prefix} } keykey
i -

Router (config-keyring)# pre-shared-key ipvé6
3FFE:2002::A8BB:CCFF:FE01:2C02/128

ISAKMP 745 Ly 7J E—RKDEXRTE
— I, A R F U AT T Ly 7 = RERETALEIHY XA, BFE. 7
TH N = NREHINET,

FIEOHE
1 AR—T ik

2. configureterminal

3. cryptoisakmppeer {address {ipv4-address | ipv6ipv6-addressipv6-prefix-length} |
hostnamefgdn-hostname}

4. setaggressive-modeclient-endpoint{client-endpoint | ipv6ipv6-address}
5 end

IPsec T—% TL—2DEREHA K
I -“
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IPV6 728 bR A 8—T 4R |

FlED M
AU RFERETIVa Y B#)
RATv T A4 x—T Lt FiME EXEC E— R& A R—7 ML ET,
Bl CNAT—=REANLET FERSWEHES)
Router> enable
ATFv T2 configureterminal ra—)ary 7 4 Xal—arET— REEGL
i TO
11 :
Router# configure terminal
25w T3 cryptoisakmppeer {address {ipv4-address | IPsec 7LD MRV EMDIKE 7 =V —% A
ipv6ipv6-addressipv6-prefix-length} | F—F M LET,
hostnamefgdn-hostname}
i
Router (config) # crypto isakmp peer address
ipv6
3FFE:2002::A8BB:CCFF:FE01:2C02/128
2Ty 4 setaggressive-modeclient-endpoint{client-endpoint| ) =— F 7D IPv6 7 FL A2 EHFLET, =D
| ipv6ipv6-address} TRLAE, 7/ Lyy 7 E—ROXTLT— g
YCEHSRET, B@E, VE—RFETOT FLX
i - £7 747 Moy REAS > b7 FLATT,
Router (config-isakmp-peer) # set aggressive
mode client-endpoint ipvé6
3FFE:2002::A8BB:CCFF:FE01:2C02/128
ATvT5 end cryptoISAKMP 7 27 4 X alb—v g &— R
ZRET L, F#ME EXEC £— RIZREY £,
1 -

Router (config-isakmp-peer) # end

IPsec FS 2R TH—Lty FEELUIPsec 7AT 7 ILDESE

TDRARATEFEITLT, IPsec T A 74—y NEEHRLET, I A74+—A kY F
X, IPsec L —HZIZZITANGNDEX2 VT 4 7 hartTnal) XAOMAEHETT,

i Psec T—% TL—2DREAAF
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+4 ra P IPsec READVTIORE [

FIEDHEE
1 4&—Tit
2. configureterminal
3. cryptoipsectransform-setsransform-set-nametransforml [transform?2] [transform3] [transform4]
4. cryptoipsecprofilename
5. settransform-setiransform-set-name [transform-set-name?...transform-set-name6
FIEDFEH
ATV RFERETOVaY =[]
ATvT1 4 r—T )Lt FitE EXEC £ — R& A R—7 /LT LET,
CRAT—=READLET FERshi
ﬂm : /x)
= o
Router> enable
ATy T2 configureterminal ra—nN)ary7Z 4 Xal—3aryE— RNEH
BLUET,
il -
Router# configure terminal
ATFvT3 cryptoipsectransform-settransform-set-nametransforml | ~5 > 2 7y — ALt v NEEFL., LV —X R
[transform?2] [transform3] [transform4) BARTG U AT F—AaAr T 4 X L—g
EF—RIZLET,
il -
Router (config)# crypto ipsec transform-set myset0
ah-sha-hmac esp-3des
ATvT4 cryptoipsecprofilename 2 O®D IPsec /L — X BIZH 1T % IPsec i kD 7=
DI S D Psec /X T A—F HEFLET,
il -
Router (config)# crypto ipsec profile profile0l
ATFwTH settransform-settransform-set-name IV v~y R ERAARER T R

[transform-set-name?...transform-set-name6

1 -

Router (config-crypto-transform) #
set-transform-set myset0

Tx—bty " EBEELET,

IPsec 7—% TL—VDHREHIF i
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IPv6é TOISAKMP 707 7 1 JLDEE

IPV6 728 bR A 8—T 4R |

FIrRDOHE
1L 4&—Jit
2. configureterminal
3. cryptoisakmpprofileprofile-name [accountingaaalist
4. self-identity {address | addressipv6] | fqdn | user-fqdnuser-fgdn}
5. matchidentity {groupgroup-name | address {address [mask] [fvrf] | ipv6ipv6-address} | hosthost-name
| hostdomaindomain-name | useruser-fgdn | userdomaindomain-name}
6. end
FlED
ARV KRFERETIVaY B#
ATvT1 4 %=Lk FitE EXEC E— Ra A X —7 W LET,
CRATU—REANLET (ERShS
i o)
= o
Router> enable
RATFw T2 configureterminal Jua—)L a7 4 Xalb—arE— RNeH
BLUET,
11 :
Router# configure terminal
ATFwT3 cryptoisakmpprofileprofile-name [accountingaaalist |[ISAKMP &1 7 7 A4 L& EF L. IPsec =—H
oy varEERELET,
11 :
Router (config) # crypto isakmp profile profilel
2Ty T4 self-identity {address | addressipv6] | fqdn | n—A/VIKE A Y £— k 7% LCIKE B
user-fqdnuser-fgdn} EHMASEH 0T 5 IDEERLET,
1 -
Router (config-isakmp-profile)# self-identity
address ipv6
ATFvTH matchidentity {groupgroup-name | address {address [ISAKMP v 77 A L TYUE— s 7D ID %

[mask] [fvrf] | ipv6ipv6-address} | hosthost-name |
hostdomaindomain-name | useruser-fqdn |
userdomaindomain-name}

i Psec T—% TL—2DREAAF
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AR RFEREETO V3 Y =)z

51

Router (config-isakmp-profile) # match identity
address ipv6 3FFE:2002::A8BB:CCFF:FE01:2C02/128

ATvT6 end ISAKMP 7B 7 7 AL L7 4 X¥al— gy
E— REKT L, FHE sSEXEC E— RIZKEY £
ﬁU: 7*0

Router (config-isakmp-profile)# end

IPv6 IPsec VTI D& E

([ CH BT
ipvéunicast-routing =~ > R&ZfEH LT, IPv6 2=F ¥ A s L—7 4 72 HME L ET,

FIEDHEE
1L 4 x—Jik
2. configureterminal
3. ipv6unicast-routing
4. interfacetunneltunnel-number
5. ipvo6addressipv6-address/prefix
6. ipv6enable
1. tunnelsource {ip-address | ipv6-address | interface-typeinterface-number}
8. tunneldestination {/ost-name | ip-address | ipv6-address}
9. tunnelmode {aurp | cayman | dvmrp | eon | gre | gremultipoint | greipv6 | ipip [decapsulate-any] |
ipsecipv4 | iptalk | ipv6 | ipsecipv6 | mpls | nos | rbscp}
10. tunnelprotectionipsecprofilename [shared]
11. end
FIED 54
ARV KRFERERETY Va3 Y B
ATv 71 1 x—=T it FiHE EXEC E— N & A X —7 M LET,
- AT —=REAALET ERShHE) .
Router> enable

IPsec T—4% FL—DREHAF
I ﬁ.@.
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AU RFEERETIVa Y

El:b)

ATFv T2 configureterminal Jua—N)L a7 4 FX¥alb—aryET— N2 L
i j‘o
fAi
Router# configure terminal
ATvT3 ipv6unicast-routing IPv6 Z=F ¥ A~ V—FT 4 VT A X =TI LZE
T RETDHA X —T A A N RVOBIZEGR:
Bl : LV IPVOL=F v A M b—TF ¢ VT B HMET D
Router (config)# ipv6 unicast-routing ﬁ§&b%§65{j:l []fibj_TF?VO
ATvT4 interfacetunnel/unnel-number oA B —T oA ZABIONERZEEL, 4
H—T o fA AT 4 Fal— gy T— RiBlth
i LET,
Router (config) # interface tunnel 0
25975 ipv6addressipv-address/prefix IPV6 57 4 v 7 2D by R —TF 4 v JC&
L& ZOPUFN A F =T 2 ATHT D
i : IPv6 7 RLUAZFRELET,
Router (config-if) # ipvé6 address
3FFE:C000:0:7::/64 eui-64
ATvT6 ipv6enable ZDRFIA S H =T A RTK L TIPVE A F—
T LET,
fi
Router (config-if) # ipv6 enable
ATFvT1T tunnelsource {ip-address | ipv6-address | roxn A2 —ToAf ZADEETLT FLAZHREL
interface-typeinterface-number} F4,
A
Router (config-if) # tunnel source ethernetO
ATFw T8 tunneldestination {/ost-name | ip-address | o A2 —T A ADWEEFTRELET,
ipv6-address}
{5
Router (config-if) # tunnel destination
2001:DB8:1111:2222::1
ATvT9 tunnelmode {aurp | cayman |dvmrp |eon|gre| k> gL A X —T = A ADH T E AT — RERE

| gremultipoint | greipvé6 | ipip
[decapsulate-any] | ipsecipv4 | iptalk | ipv6 |
ipsecipv6 | mpls | nos | rbscp}

i Psec T—% TL—2DREAAF
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ipsec koL E—rEE0REE I}

A RFERIEFT7TIII Y E:p]

1

Router (config-if) # tunnel mode ipsec ipvé

2Ty 710 tunnelprotectionipsecprofilename [shared] Fox A X —TxA A% IPsec 7027 7 A /VIZH
BT EF, IPv6 TiX, shared ¥ — 7 — RiIH¥HR—k
151 EhTWVWERA
Router (config-if) # tunnel protection ipsec
profile profilel
ATvIN end A B =T x2Af AT 4¥al—YaryT—Kz
T L, H5HE EXEC £— RICKED £7°,
{51

Router (config-if) # end

IPsec 2RI E— FEREDFER

FIEDHEE

O NS R W

9.

10.
1.

12.

showadjacency [summary [interface-typeinterface-number]] | [prefix] [interfaceinterface-number]
[connectionidid] [link {ipv4| ipv6 | mpls}] [detail]

showcryptoengine {accelerator | brief | configuration | connections [active | dh | dropped-packet |
show] | qos}

showcryptoipsecsa [ipv6] [interface-typeinterface-number] [detailed]

showcryptoisakmppeer [config | detail]

showcryptoisakmppolicy

showcryptoisakmpprofile [tagprofilename | vrfvrfname]

showcryptomap [interfaceinterface | tagmap-name]

showcryptosession [detail] | [localip-address [portlocal-port] | [remoteip-address[portremote-port]] |
detail] | fvfrvrf-name| ivrfvrf-name]

showcryptosocket
showipvéaccess-list [access-list-name]

showipvécef [ipv6-prefix/prefix-length] | [interface-typeinterface-number] [longer-prefixes |
similar-prefixes | detail | internal | platform | epoch | source]]

showinterfacetypenumberstats

IPsec 7—% TL—VDHREHIF i
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. IPsec F);f\)ll F— FEQE(DEEEE

FIE
ARV KRFERIETI Y B#

ATy showadjacency [summary VAT AT VR T T —T 4 7 O
[interface-typeinterface-number]| | [prefix] BTF—TNEFIIA—FY 27 LAY 3 ZA v
[interfaceinterface-number] [connectionidid] [link T OREENR T — T T A A T L
{ipv4| ipv6 | mpls}] [detail] s ’

i :
Router# show adjacency detail

ATFv T2 showcryptoengine {accelerator | brief| configuration |z 2L 20 OB EFEROEL A F R LET,
| connections [active | dh | dropped-packet | show] |
qos}

i -
Router# show crypto engine connection active

ATv7T3 showcryptoipsecsa [ipv6] IPv6 THAED SAIZ K-> THEA SN TV DHRESE
[interface-typeinterface-number] [detailed] FRLET,

il -
Router# show crypto ipsec sa ipvé
ATy T4 showcryptoisakmppeer [config | detail] T OHHEERLET,
i -
Router# show crypto isakmp peer detail

ATYT5 showcryptoisakmppolicy FIKERY o —DNRTA—=2EFRLET,

i -
Router# show crypto isakmp policy

27976 showeryptoisakmpprofile [tagprofilename N ISR S T B ISAKMP 70 7 7 A 1L
vrfvrfname] AT _TYARLET,
i -

Router# show crypto isakmp profile

ATFvT7 showcryptomap [interfaceinterface | tagmap-name] |7 ) 7~ v 7OHBENB Y FE R LEF T,

bl - Zoavy RHATRREINGIZ VT s~
' W, A AT Iy ZIERESNET, 2—FE7 Y
Router# show crypto map T h v ERETHLETIHY THA,

[l 'Psec T—% TL—UOBESHA K
|
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IPsec for IPv6 DRFEELEED LS TLYa—T1>5 I}

avY RFEERET7II Y

B

ATvT8 showcryptosession [detail] | [localip-address TIT 4 TIREREE Yy g v DRAT—F AERAE
[portiocal-port] | [remoteip-address[portremote-port]] | 427 | % 3+,
| detail] | fvfrvrf-name| ivrtvrf-name)
IPv6 TiZ, fvfr ¥—U— R ivif¥—U— K, &£
i - 72iE vrf-name BIEUT TR — h STV EE A,
Router# show crypto session
ZATFvT9 showcryptosocket WZ Yy RDU A R ERTRLET,
i
Router# show crypto socket
ATv 710 showipvéaccess-list [access-list-name] BEOTXTDOIPV6 T 7 A UANDNEEFE
ARLET,
1 :
Router# show ipvé6 access-list
ATy TN showipvécef [ipv6-prefixiprefix-length] | IPV6 RS EH~N—A (FIB) O kU &EFRL
[interface-typeinterface-number] [longer-prefixes | £,
similar-prefixes | detail | internal | platform | epoch
| source]]
1 :
Router# show ipvé6 cef
2Ty 12 showinterfacetypenumberstats TRt A AL vF T, Tr—A K AL vF

11 -

Router# show interface fddi 3/0/0 stats

7. BIOGHAA v F T SNTNT v F O
ZFRLET,

IPsec for IPv6 DERFEEEMED FS TV a—T 425

FIEDHE

1. £x—T it
2. debugcryptoipsec
3. debugcryptoenginepacket [detail]

IPsec 7—% TL—VDHREHIF i
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IPV6 BRI A E—T AR

FlED M
ARV RFEEET7IVa Y B
RATv T 42—t FiHE EXEC E— R& A R—7 VI LE T,
bl CNAT—=REANLEYS (EREESER) .
Router# enable
ATvT2 debugcryptoipsec IPsec X hU—27 A XU bERRLET,
fA
Router# debug crypto ipsec
ATvT3 debugcryptoenginepacket [detail] IPv6 /N7 NONFEFRLET,
ol EE EHOST Y M LShABE, toavy
' REERTHE, SATLADT T T 4 7%
Router# debug crypto engine packet AL, CPUMBHRNEL A AREMERH D 77,

IPv6 R L RIL A A

Y4 & IPv6 IPsec {£:

crypto isakmp policy 1
encryption aes
authentication pre-share

1

group 14

|

érypto

crypto isakmp keepalive 30 30
|

érypto

|

érypto ipsec profile profileO

set transform-set Transl
|

ipvé cef
!

interface TunnelO
ipv6 address 3FFE:1001:
ipvé enable
ipv6 cef
tunnel source Ethernet2/0
tunnel destination 3FFE:2002:
tunnel mode ipsec ipvé
tunnel

i Psec T—% TL—2DREAAF

— x4 AD

isakmp key myPreshareKeyO address ipv6 3FFE:2002::

&% 7€ 5

EFRD VTl DE%TE

A8BB:CCFF:FE01:2C02/128

ipsec transform-set Transl ah-sha-hmac esp-aes

:/64 eui-64

:A8BB:CCFF:FE01:2C02

protection ipsec profile profileO
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[Cisco IOS Master Commands List, All Releases.]

YFa T4 avy R

[Cisco 108 Security Command Reference ]

QoS a~<w K

[Cisco IOS Quality of Service Solutions Command
Reference,]

HASTHE T2 —A T

[ Configuring Weighted Fair Queueing | F%HEE
Y a—)b

MIB
MIB MB®! >
L BINL7-7Fy h74—2A, Cisco /7 h7 =

7T UVIV—=X, BXOT7—F ¥ > O MIB
ERBRLTH U n— RT585451 . IROURL
\Z & % Cisco MIB Locator {5 L £,

http://www.cisco.com/go/mibs
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| PeEEr LAV E—T1R
PveRE R A va—Tx 4 20%eeEE

R10:IPEIRB LRIV A3 —D 4 ADMEEIER

HEEER J1y—= BERETEER
IPv6 RAE N kL A v B — Cisco IOS XE Release 2.4 Pseclt, £ > X —F v FRED
Tz A A FREIN TRV RY NT—7

EoEEEROEFICEX Y
T4 iRt L E 9, IPsec IE
Ty bU—2 JETHREL ., Cisco
=B EOBIML TN D
IPsec 3E& (7)) WD IP X
7y b E RS K ORREL F
R
WD A~ RPHEANEITER
SVE L7z, authentication
(IKE7R1) >—) . cryptoipsec
profile, crypto isakmp key,
crypto isakmp peer. crypto
isakmp policy. crypto isakmp
profile, crypto keyring, debug
crypto ipv6 ipsec, encryption
(IKE 7/R') &—) | group
(IKE7R') ©—) | hash (IKE
R —) | lifetime (IKE 7R
1) —) . match identity
pre-shared-key. self-identity,
set aggressive-mode
client-endpoint, set
transform-set, show
adjacency, show crypto
engine, show crypto ipsec sa,
show crypto isakmp peers. show
crypto isakmp policy. show
crypto isakmp profile, show
crypto map, show crypto
session, show crypto socket,
show ipv6 access-list, show ipv6
cef, tunnel destination, tunnel
mode. tunnel source
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