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5. license installstored-location-url
6. configure terminal
1. license boot level {metroaggrservices}
8. write memory
9. reload
F gD FEH
AU RFEREETIVaY B#Y
ATvT1 PAK Z AFL £, PAK(Z, }#EDT T v 74+ —2HDO7 4 —F v kv
FORERMEA TS L OWAT 5 L &I SiE
R
*PAK (IZBEEDOMRDOVICRDLBDOT, 74k
AOEET o AO—HE L THERAINET,
ATv T2 enable F#HE EXEC £ — K& A 12— 7 /L LET,
. FAAV—FEANLET (BRSNS
Device> enable

VIMIITTFIOT4R—2avEEFMAF


http://www.w3.org/International/questions/qa-utf8-bom
http://www.cisco.com/go/license

Ciscol0S VT h L7 79T 4 A—L a3 UiREDERTE |

B o927 7954_"—2 32 a9V FEERLESAIEVRADI VR M—LET Y TTL—K

ARV RFERRERTI Y

B

ATv73 show license udi VAT A THREETE 29 TD UDIEAFR S E
‘gAO
i - _ . . . " .
CTABVAERGT AT mEAO—ERELT, T
Device# show license udi 234 A@ UDI DS TT,
ATvT4 Cisco Product License Registration 78— % /L http:/ | U2 {FWE AT DL, FA B ADA A h—)1
Iwww.cisco.com/go/license (Z PAK & UDI & A I 2 7 A4 B RIGHRE B HEF A —NLVEZEL
LT, PAKZT7A B AICEHLET, £7.
* Cisco Product License Registration 78— % /L7552
BLEITA RS RA T 7 AN ET A ZADHY
Ty AN VAT AZAE—LET,
F7oiE
*Web X—T? [Installl] R¥ > %27 U w7 LET,
2w T5 license installstored-location-url T A ARV LET,
Bl - cTmrFEREhEb, v Fa—F I/t
' VABKEICEBELET,
Device# license install
tftp://infra-sun/<user>/license/5400/38a.lic
2FvT6 configure terminal sua—N)baryZ4¥al—varE— RNaRBL
S5
i -
Device# configure terminal
2FyTT license boot level {metroaggrservices} WED Y v — REEIT /N4 AT metroaggrservices 7 1
o AEAMELET,
i :
Device (config)# license boot level
metroaggrservices
ATvT8 write memory NVRAM (Z3fTar 7 4 X alb—va 2R/ FLE
R
i -
Device# write memory
ATvT79 reload (EE) 7/ AZHEEHLT, LV —F v
Yy haeA X —T7 NI LET,
i

Device# reload

W VPhIITTIOTAR—VAVEEAAF

GE) U — %, ASR903 /L —% T A
TUAMNGREIETA LA LYULOEA T
A ACBEH NI GAIFIARETT,


http://www.cisco.com/go/license
http://www.cisco.com/go/license

| CiscoloS VT R zT7 THTFAR— 3 LiEEDBRE

YISz T 7oF4_R—vavavrrEERLES trzxEsE I}

ARV RFERRTI Y

B

VI 7HOT4R— 30 a0 FREFRALESAEURE

15

SAER T7ALILADT A FDEM

FIEDOME
1. enable
2. license comment addfeature-name comment [switchswitch-num]
3. show license file [switchswitch-num]
FIEDFFH
OV RFERIETOIVa Y B
ATv 1 enable ¥iHE EXEC E— R& A R—7 VT LET,
Bl - *RRAT—KREANLET (FERInHE) .
Device> enable
ATvT2 license comment addfeature-name  |FED T A 2 AT HEREBEMLIZ0 ., HIFRL7ZD LET,
comment [switchswitch-num]|
* (Cisco Catalyst3750-E 2 A v F 7T v F 7+ —LTDH) A
bl 1y FERBTESNTOBHA, 203~y FIHEESR
AL v FTCEITSNET,
Device# license comment add
gsmamrnb—codec—pask “Use this « 5 /I) AN 5 /I) oA R ]\ L — :/L:&) @ . %/E%(@ = /r o
permanent license P _ A B
ZADITPRIFESNTWD GG, T4 B ATH&ERT 570
VIRBREREINET, TA B AEERT D121, Select
Index to Add Comment 7’7127 F CEZFEZ AT LET,
ZFv T3 show license file [switchswitch-num] | 22 V7 N7 =7 S4B R 77 A MTEMENTZa AL FR

1 -

Device# show license file

KRSNET,

CFNRAANAAL v FOEE., ZDa<wr RTIE, EBELEA
A v TFNLOMFERZEEG L ET,

YIRIIT FITFAR—Vav BESAE )



Ciscol0S VT h L7 79T 4 A—L a3 UiREDERTE |

B ot z7797F4R"—v 30 a7V REFERLES AU REE

BESNE=RA L= ZYTADIARTDSIA U RADRE

FIrRDOHE
1. enable
2. license savefile-sys://lic-location [switchswitch-num]
FIEDFEHE
ARV RFEREETIVa Y B#Y
ATwv 71 |enable Fite EXEC E— R& A X —7 /LI LET,

51

Device> enable

CNAT—FREADNLEYT (ERESNTEES) .

ATv T2 license savefile-sys.://lic-location | F /)34 ZDFT_XTDITA L ADa—Z2IRIFE L., 8E LI-IRTESAT

[switchswitch-num] Dawy RICHLERIERTRGFELET, RFELZT A & A3, license

install 2~ > RZfEA L CHEHILTEET,

1 -
. . * lic-location : 7 A > ADRIFGETIE, 77 ANV AT LEET
Erashoall sieonses Tic 74 L7 b ELEURL T, 773 2 THR— RS THD

RAEGEFT 2R T 5%, 2 a~ 2 R2HAL £,

* (EE) switchswitch-num : AA v F AX v T NORED AL v
FIZZOHEREEFLET,

TNARIZEEM T ONE5A RO LTI IIVIERDIEEA L—STIY T

~DRTF

W VPhIITTIOTAR—VAVEEAAF

[T L& BHIIC

VARANERITT B AOFEEEZRBET DRI, TN ADT LT ¥y VRMETT, VA
VTR 2T TABUVATIE, YRAIADONRNY I R ITAVVA VAT EANT AL ZAHEL
THERTHTA BV A T7AND, BETHREREFZTEIBRESNTND Z ERNAEAT
T, BFX 2T A BRI B L ENTZTA B A I LT UYL TTIA B U AERIATHT20D
HLDOTT, 1 DDTNAADLRIDT NA RANZTA B AZEWET DHZ & (FARAN) BELER
AR T o EDME T, HERT 7y MEAEKRT HIZIE, Y AaDoy 7z KT 148y
A VAT BT NA ADY VT 2 X VIERBN LB ) 5,
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FIEDHEE

1. enable

YISz T 7oF4_R—vavavrrEERLES trzxEsE I}

2. license save credentialfile-sys://lic-location [switchswitch-num]

FIEDFFH

ARV RFEREETOVa Y

B8

& A enable

{1 -

Device> enable

it EXEC E— F& A 2—7 /WM LET,
* RATU—R&EANLET (FEREINZEGE)

AT T2 license save
credentialfile-sys.//lic-location
[switchswitch-num]

&1 -

Device# license save credential
flash:cred.lic

FRE SN2 URLIZT A AZBEAHT Bz 7 VT v v v UG
FRIELET,

* lic-location : 7 A & ADRFLFTIX., 77 ANV VAT %
454127 MU FEEIZURL TF, 4 A THR—FX
NWTCWBRIEGIT R T 5120, 2o~ FEfEHLET,

* (FE) switchswitch-num : AA v F A X v 7 NOKFED A
AV FICZOEREEFLET,

FINAAEDTRTDOSAEVADRT

FlEDHE
1. enable
2. show license all
FIED M
ARV FEREET7IV3 Y =E]:g]
ATy T enable ¥iHE EXEC E— K& A X — 7 WMZ L ET,

{1 -

Device> enable

CNAT—FREADNLEYT (ERESNTEES) .

VIMIITTFIOT4R—2avEEFMAF
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B ot z7797F4R"—v 30 a7V REFERLES AU REE

aAvY RFERET7II Y

Sl

ATFvT2 show license all

{1 -

Device# show license all

THAZAEDTRTOT A B AT HIEREF L
i‘é‘O

T4 AR RDEEDFHMIFERDERT

FIEDOBE
1. enable
2. [show license detail] [feature-name]
FIEDEEHM
IV N3 i = A7 = BrY
ATy T enable ¥t EXEC E— RZA X —7 M LET,
Bl - *NATU—REANLET (FERINTHE)
Device> enable
25y T2 [show license detail] [feature-name] TRTOTA B AKGORREEITIEESNTZT (&
VAKIGEORREICEA T DRI A KRR L E T,
11 -
Device# show license detail

FMARRLG S Mt AMROMEE Y FDEBRRT

FIEDHEE

1. enable

2. show license feature

W VPhIITTIOTAR—VAVEEAAF
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YIrYIT FHF4R—vavavy ReEERLES Y REE

FlED M
aAv U RFERET7TIVa Y B
ATy T enable FiME EXEC E— R& A 32— 7 /M LET,
Bl AT —=REANLET @ERINEHE) .
Device> enable
2Ty T2 show license feature FURIAIREZ T A | o A SR OKSHE % % Wi TFoR L
£
fA)
Device# show license feature

YIRYIT7 7HOT4R—32 a0 FEFERALEESA4 2 XH
(23

BASAEL R T7A4ILDDSAE R T2 M) DI
A\

GEx) *license clear =~ > RiL, T R_RTCOITA B AZ 7 VT LETH, HBIALT A B AR
E7 VT TERWIA B AEHD F9,

*HIBRTE 5 DIL, licenseinstall =~ FEFEH L TBEBMENZT A B AT T, #HM
TA U AFHIBRENE T A,

FTA T APEDILTWVIRWEA license clear =< 2 K73 Z OREREIZBIE 59X TDZ
A B AEZFRRL, BRMESNET, T ATHEHTE LT A4 AN 1 D0EHK
MRS TRRLT v T IRFRINET, BIRLIET A B RIE, T30 A6 H|
PrELET,

FA B UAMMEA SN TWAEAIE. licenseclear =1~ > RIS 2 AIREMERH Y 97,
=77, A ABFERAT TV — g R —IZL->T, ZUTTELTA
trALHY FET,

AA v FZIRET D & license clear 2~ RN ZTDAA v F FIZEITENET, BEA
X7 TTy N7 —bEBERATEE, T4V AL v FZIFEIZ Y AL FOD
TA B AERAOYV R — MIULERKERROWET A 2% A A =L LTEI L
ERHVET, Z0Oavr BT T4~ AL v TFNLRITINDLE, AL v TF LOT
A v AREI VT THITIEAAL v T BENLEL 2D F7,

VILDTT7 7HOTFA4R—=LaVBREAHNAFR
|
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B o927 7974R—v30 a7  REFERLES A U RBIR

FlEDHE
1. enable
2. license clearfeature-name [switchswitch-num)
3. show license detail
FEDEEH
OV FERETIVa Y B&Y
ATwv I enable ¥¥HE EXEC E— K& A X —7 M LET,
B *RATU—REANDLET (FEREINLEHE)
Device> enable
ATvT2 license clearfeature-name TA B ADITNERNT, BRI, VA M=V ENT T & &k
[switchswitch-num] BLIED, TAELAARL—U DI LA = kY AH
FrREET,
51
. . * F 7 3 D switchswitch-num ¥ — 7 — K &L B3I A A v F
Devicer ticense clear 25 5 ) DEED AL »FICZ OERERTLET.
CHIBRT 27 A B ADA T v 7 AFFERINT HHLERH
» F£-4, SelectIndextoClear 71> 7 MIA VT v I AFKE
EANTTLET,
ATv73 show license detail FTAB U APHIRESNZZ LR LET,
151 -
Device# show license detail

FAEVADYRA M (BRYFBELELUBIT

[T L& BHIIC

['Cisco 10S Software Activation Conceptual Overviewl] €3 = —/L DT /3A A D T A & > A Diinik
OB ZHA, WEZHML T 7Z3 VN,

VA VTR T TABUVATIE, YAIDONY IR TABUVA VAT ANT SA A
ELTERTDIA B A T 7 AN, BRETHRERERZ I IOBREINTND Z LBNA
T, BFa VT BRI L SN TA B A I LT U Uy LTI BV AERIET D720
DHLOTY, VKRR MIIMERT 7y FBBETE, YAIDNy 7T NVATADTA Y
AL, MEIRTF v DEAERT D120, TAALZAD7 LT vy VERELELE LET, fBESH

VILDIT FITAR—2 3 BREHAF
[ 28 | |
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YIRIIT TOF4A—Lav av v REERLE RS T a—F1o9 514202020 ||

277 AN VAT BTN AT VT oy MERERITT 51213 license save credential =< >

NaEfERLES,
FIROHE
1. enable
2. license revokerevokepermission-file-url output-rehost-ticket-url
FIEDFHE
AU RFERETIVa Y B
ATw71 |enable M EXEC E— R& A R—7 M LET,
- CRAT—REANLET (ERSNTEHE) .

Device> enable

XTFw T2 license revokerevokepermission-file-url | 3 2 2D/ 7 = K T4 B A AT AN AHERF 7 v

output-rehost-ticket-url R LTIA B AZTMO ML CEEELET, T/ 20D,
TDKATA BV AEHIREL, LT SA AZTA B A%

I : L £,

St/ inteason somanp/pt Lie | Y KR T AR ITHEIRT 7 b 0T RTO

flash:rt.lic WPHETE AL AN RESNES,

CBHELFATRIELTLEE N, T4 AZKICHEL
e VAR NoEMEIXEELET,

VI TTFT7HOT4R—30a 0 FEFERALENS IS 2a—
T4 T4 RADER

FIEDHEE

enable

show license file [switchswitch-num]
show license statistics

show license status [switchswitch-num]

debug license {all | core | errors | events}

o R wbh =

no debug license {all | core | errors | events}

YIRYIT PHFAR—La Y BEAA R
|



Ciscol0S V7 b7 7O T4 R—2 3 UHEEDERTE

B o927 79F4R—2 3 ARV REERLE NS I a—TF (08 54U RDER

FlED M
ARV REEEFET7IVa Y B
ATy T enable ¥iHE EXEC E— RZ& A R—7 VI LE T,
bl P RAT—FEANLET ERINEHE) .
Device> enable
ATFv T2 show license file [switchswitch-num] SARAAV T NI 2T FTABVA T A INVITHRIFEINLTWS
TABV AT N EFEIER R LET, T ANRAAL
i : FOHHE, ZOavy RTHE, BELZAA v F b0k
Device# show license file §+‘r§$&%ﬁy%§°bi'§—o
ATvT3 show license statistics WAt aE R LET, FRE= 7 — 5T 2 HEHE#
DEENTEBY, T4 AHEEORBEDO T 7Ly a—
i - T A U TVERITT,
Device# show license statistics
ATvT4 show license status [switchswitch-num] |3 25 LD T A4 L ZDOREEZFRLET, T34 AN Z
Ay FTHIUE, ZDa~vr FTIE BELLAL v Fh
il BDOAT—HARFFLET,
Device# show license status
RFvTH debug license {all | core | errors | events} | = N4 ZDEIHENTZ Y 7 " T =T FA BV ADT N F
TITAET 4 BRI LET,
i -
Device# debug license errors
ATvT6 no debug license {all | core | errors | FRAZADTAVL AT RN T TIT 4 T 4 L

events}

&1

Device# no debug license errors

i‘ﬂ_o

W VPhIITTIOTAR—VAVEEAAF



Ciscol0S VI b7 7O T4 R—2 3 UHSEEDRTE

yorwzrsq4tvivioznEs |}

YOIz T7 SA4AOTDHRTEH

Bl : SAEADA AR M= ILETYTHL—FK

KIZ. licenseinstall =2~ > &> TF NA 2 LD TETP ICRE SN TFA B AR ET D
EOBERLET, BREFTHARLT VI IICEHBE SN TWET,

Device# license install tftp://infra-sun/<user>/license/5400/38a.lic
Installing licenses from "tftp://infra-sun/<user>/license/5400/38a.lic"
Loading <user>/license/5400/38a.lic from 172.19.211.47 (via GigabitEthernet0/0): !
[OK - 1192 bytes]
Extension licenses are being installed in the device with UDI "AS54XM-AC-RPS:JAE0948QXKD"
for the following features:
Feature Name: gsmamrnb-codec-pack
PLEASE READ THE FOLLOWING TERMS CAREFULLY.
ACCEPT? [yes/no]: yes
Issue 'license feature gsmamrnb-codec-pack' command to enable the license
Installing...Feature:gsmamrnb-codec-pack...Successful:Supported

Bl : 4R T7AILADI AT DB

WOHFNE, FEED T A &2 AT 215 M A 1B E 72 13HIFRT 2 license comment =~ > K O ffi
FEZOWTHALET, Zoa~r N, fEESNTEEICEET 27 M B ANT A X
AR —VILBHDLILEZERLET, A v THBEFELRETH L., ZOavy NIEEINEZA
A FTEITINET,

BN RT LT, FABVABGFEL, BHOTA 2 AMTRRESN T DEAET A AT
EBRIRT 707 IR RENET, ZOBEICLY, 948 A0EIULEK D Z LR TE
* 9, Select Index to Add Comment D7 11 7 MIEZEE AN LET,

Device# license comment add gsmamrnb-codec-pack “Use this permanent license”
Feature: gsmamrnb-codec-pack
1 License Type: Evaluation
License State: Inactive
Evaluation total period: 20 hours 0 minute
Evaluation period left: 20 hours 0 minute
License Addition: Additive
Comment:
Store Index: O
Store Name: Primary License Storage
2 License Type: Permanent
License State: Active, Not in Use
License Addition: Exclusive
Comment:
Store Index: 1
Store Name: Primary License Storage
Select Index to Add Comment [1-2]: 2
% Success: Adding comment "Use this permanent license" succeeded
Device# show license file
License Store: Primary License Storage
Store Index: O
License: 11 gsmamrnb-codec-pack 1.0 LONG TRIAL DISABLED 20 DISABLED STANDA
LONE ADD INFINITE KEYS INFINITE KEYS NEVER NEVER NiL SLM CODE CL
ND LCK NiL *1YCHJRBMWKZAED2400 NiL NiL NiL 5 MINS <UDI><PID>AS54X
M-AC-RPS</PID><SN>JAE0948QXKD</SN></UDI> ,Jx8gaVf:iXWaH9PsXjkVnmz
TgWh:cxdf9nUkzY608fRuQbu, 7wTUz237Cz6g9VjfrCk, 0a2Pdo, OwW6LWxcCRFL : x

YIRIIT FITFAR—Vav BESAE )
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Bl HELER L= T TADTRTDSA U RADRE

cTxwnffn9i, 4,aUWv8rL500pDUdASFNxLsvOFRkCATMS<WLC>AQEBIQAR//INA+Im
Uwfs/1D0dmdF9kyX8wDrualTZhnnAy6MxsldTboIcRaahKxJJdj40ilw3wscqvPiA
mWSaEmUTS56rstk6gvmj+EQKREDIAOImelczrdKxfILTOLaXT41l6nwmfp92Tya6vIQ
4Fnl1BdqJlsMzXeSg8PmVcTU9A409hi119vKur8N9F885D9GVFObJHCiT5M=</WLC>
Comment: Use this permanent license.
Hash: E1WjIQo4gsl9g8cpnpoogP/0DeY=
Device#

Bl EBELERARML— TYTFADTRTDS A 2O ADERTE

RIZ., licensesave 2~ REMHHL T, 79 v a2 77 ANV AT AT RTOITIA B AD=
v — 52 RFET A ERLET,

Device# license save flash:all licenses.lic
license lines saved ..... to flash:all licenses.lic

Bl SA4 12 XDHIK

&IZ. licenseclear 2~ > K& > CTT A &L AITNAZN CTHRIIZHRE I N TWVWD Z & NRFES
NTHHEITIABLV A AN L —UNE T4 B 20O M) ZHIGT 2 FEOFZ 7L ET,

HIBRT 29 A B ADA T v 7 ARFEERTILENH Y £7, HIIIRT X 9 Select Index to
Clear 7’u 7 MZE 2 AN LET,

Device# license clear standard
Feature: standard
1 License Type: Evaluation
License State: Inactive
Evaluation total period: 20 hours 0 minute
Evaluation period left: 20 hours 0 minute
License Addition: Additive
Comment:
Store Index: 0
Store Name: Primary License Storage
2 License Type: Permanent
License State: Active, Not in Use
License Addition: Exclusive
Comment:
Store Index: 1
Store Name: Primary License Storage
Select Index to Clear [1-2]: 1

Are you sure you want to clear? (yes/[no]): yes

Device# show license detail

Feature: premium Period left: 1 hour 0 minute

Index: 1 Feature: premium Version: 1.0

License Type: Evaluation

License State: Active, Not in Use, EULA not accepted
Evaluation total period: 1 hour 0 minute
Evaluation period left: 1 hour 0 minute

License Count: Non-Counted

License Priority: None

Store Index: 0

Store Name: Evaluation License Storage

Bl SAEVAD YRR~ (BYHLEEUBIT

W VPhIITTIOTAR—VAVEEAAF

KIZ. license revoke =~ > R%&ffio C TFTP ICRGF SN TA B AEZTWOBE LTI T v ra A
TUVIRIFEENTZTA B RITBITT 2 HEOHZRLET, BITSNND T4 B ZAOFEEDF]



| CiscoloS VT R zT7 THTFAR— 3 LiEEDBRE

Bl SqerrEgTritsns—gutavor [}

MR Z TR, AKRTLLENDLHERH Y 3, ROBNL, FTALTVE I IZEK ST
iﬁqo

Device# license revoke tftp://infra-sun/ramanp/pt.lic flash:rt.lic
Following Permanent license(s) will be revoked from this device
Feature Name: gsmamrnb-codec-pack
Following Extension license(s) will be installed in this device
Feature Name: gsmamrnb-codec-pack
PLEASE READ THE FOLLOWING TERMS CAREFULLY.
ACCEPT? [yes/no]: yes
Issue 'license feature gsmamrnb-codec-pack' command to enable the license
Rehost ticket saved ..... to flash:rt.lic

Bl : 24 RAFEHRTRIESN S —BHGZIATUF

reload

WDOE 7 gy THAT L kiR a~r Rt S4B A ERICk>TibEnE4,

reload =~ REZHT 5 L, HIRBUNDOT A B AREY OBBB IO THEHRETY— &N
HHBEINIC 2B 7 A4 B R LIz FRRENE T,

Device# reload

The following license(s) are expiring or have expired.
Features with expired licenses may not work after Reload.
Feature: uc,Status: expiring, Period Left: 7 wks 5 days
Proceed with reload? [confirm]

show running-config

show running-config =~ > N|Z, 7 /34 A® Unique Device Identifier (UDI) #&/R L EJ, =
TA4X 2L —vay Tr7ANABRIOT A AN abt—SnGAF, Ve — RRHEERER
EnFEd, BERREY 7AW UDI 77 v b7 4 — A EXR72 5 UDI & UDI O AR —F D
BENY r— FRIZRRESNET,

Device# show running-config

Building configuration...

Current configuration : 4772 bytes

!

version 12.4

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service internal

|

hostname csl-xfr-enhance-2951
|

license udi pid CISC02951 sn FHH1211P037

license boot module c2951 technology-package securityk9 disable
license boot module c2951 technology-package uc

license boot module c2951 technology-package data

license call-home url https://tools-stage.cisco.com/SWIFT/Licensing
license agent listener http plaintext /lic-agent authenticate none
!

|

VIMIITTFIOT4R—2avEEFMAF
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archive
log config

hidekeys
!

show tech-support

show tech-support = < > K| show license udi, show license file, show license detail,
status 33 J U show license statistics =~ > KOH &2 F /R L £,

Device# show tech-support
—————————————————— show license udi ------------------

Device# PID SN UDI

*0 CISC02951 FHH1211P037 CISCO2951:FHH1211P037
—————————————————— show license feature ----------------—--

Feature name Enforcement Evaluation Subscription Enabled
ipbasek9 no no no no
securityk9 yes yes no no
uc yes yes no yes
data yes yes no no
gatekeeper yes yes no no
LI yes no no no
SSL_VPN yes yes no no
ios-ips-update yes yes yes no
SNASw yes yes no no

—————————————————— show license file -—-——--------"---——-

License Store: Primary License Storage

License Store: Evaluation License Storage

Store Index: O
License: 11 securityk9 1.0 LONG TRIAL DISABLED 1440 DISABLED STANDALONE AD

D INFINITE KEYS INFINITE KEYS NEVER NEVER NiL SLM CODE DEMO NiL N
iL Ni NiL NiL 5 MINS NiL GT5YVbrMAdtONYS50UcKGfvLTjQ17P203g84hE8Tq
SOfu3XphON: 2AmMdpMNxxKXSVGS<WLC>AQEBIQAB/ /+FugzZgqFdn/XhIxoyelg63
YJID++16Qx6vVpOMVgrX2EinbufbTfGzc7/GHNZaDZqRqwInXo3s+nsLU7rOtdOxol
XYZA03LYMUJ+MFzsqlhKoJV1PyEvQ8H21MNUjVbhoNOgyIWsyiJaM8AQIkVBQFzhr
10GYolVzdzfJfEPQIx6tZ++/Vtc/g3SF/5Ko8XCY=</WLC>

Hash: CLWUVZgY84BMRTO3JI1lYmIgwAQA=
—————————————————— show license detail ---—--—------—--——-
Index: 1 Feature: SNASw Version: 1.0
License Type: Evaluation
License State: Active, Not in Use, EULA not accepted
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 4 days
Lock type: Non Node locked
Vendor info:
License Addition: Additive
License Generation version: 0x8100000
License Count: Non-Counted
License Priority: None
Store Index: 5
Store Name: Evaluation License Storage
—————————————————— show license status ------—-—-——-----————-
License Type Supported

permanent Non-expiring node locked license
extension Expiring node locked license

evaluation Expiring non node locked license

paid subscription Expiring node locked subscription license

with valid end date
extension subscription Expiring node locked subscription license
evaluation subscription Expiring node locked subscription license

—————————————————— show license statistics ---------------—--
Administrative statistics

W VPhIITTIOTAR—VAVEEAAF

show license
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Install success count:
Install failure count:
Install duplicate count:
Comment add count:
Comment delete count:
Clear count:
Save count:
Save cred count:

Client statistics
Request success count:
Request failure count:
Release count:
Global Notify count:

PO OOOOOoOo

= O W

show version
show version =~ R TiL, 74/ XA UDIfEHBFXRINET:

Device> show version
Cisco IOS Software, C2951 Software (C2951-UNIVERSALK9-M), Experimental Version
12.4(20090326:052343)

[rifu-xformers 3 25 130]
Copyright (c) 1986-2009 by Cisco Systems, Inc.
Compiled Thu 26-Mar-09 21:49 by rifu
ROM: System Bootstrap, Version 12.4(20090303:092436)
[BLD-xformers dev.XFR 20090303-20090303 0101-53

107], DEVELOPMENT SOFTWARE
csl-xfr-enhance-2951 uptime is 3 days, 4 hours, 28 minutes
System returned to ROM by reload at 18:48:45 PST Mon Nov 26 1956
System image file is "flash0:c2951-universalk9-mz.SSA"
Last reload reason: Reload Command

Cisco C2951 (revision 1.0) with 1005568K/43008K bytes of memory.
Processor board ID FHH1211P037

3 Gigabit Ethernet interfaces

1 terminal line

1 cisco Special Services Engine(s)

DRAM configuration is 72 bits wide with parity enabled.

255K bytes of non-volatile configuration memory.

250880K bytes of ATA System CompactFlash 0 (Read/Write)

License Info:

License UDI:

Device# PID SN

*0 CISC02951 FHH1211P037

Technology Package License Information for Module:'c2951"'

Technology Technology-package Technology-package
Current Type Next reboot

ipbase ipbasek9 None ipbasek9

security disable None disable

uc uc Evaluation uc

data None None None

Configuration register is 0x0
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Cisco License Manager 7 7" U 7 —3 a3 > [ User Guide for Cisco License Manager

V7 NT2T DT 7T 4= 3 OREEIZES | [Cisco I0S Software Activation Conceptual
O Overviewl] € = —/L

VI T T I T4 N—Tgravs R [ Software Activation Command Reference]
CiscoIOS @2<w > K [Master Commands List, All Releases]
Integrated Services Routers 7 1 & > A [ Software Activation on Cisco Integrated Services

Routers ]

MIB

MIB MB®D'Y >y

CISCO-LICENSE-MGMT-MIB MR L7=7F v k74—, Cisco VT h=

7T UVIV—X, BEXOT7—F ¥ &> O MIB
ERBELTCH v n— RT5841 . IROURL
123 % Cisco MIB Locator 2/ L £,

http://www.cisco.com/go/mibs

DRADTYHY AL YR—F

& EAR 1)y

EDOURLIZT Z7EALT, YAabds 7 =3 |http//www.cisco.com/cisco/web/support/index.html
VY R— MR RRIIEH LT Z3n, Zh
BOYY—RF, VT R T A A =)L
LTRELEZD, YRAapfeT7 7 /) ad—
(2B 2 HATIRTE Z gk L7203 5 72 12l
HLTLZEIVW, 2O Web¥ A~ EDY—)L
W27 7 AT BE{E. Cisco.com D 74 > 1D
BILUOANRY — RRMLETT,
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CiscoloS VT b7 70574 ~—>avoigiEn [

CiscolOS VI b7 77U T4 R— 3 VDHERETEER

WKDOFRIZ, ZOFT 2—)LT

LA L7-MEEEICBAT 2 ) ) — R FHRERLE T, ZOKIT, Y7 b

=7 VU= hbA U TEBEOY R— FBREASNIZLEDY T =T V=A%
ARLTWET, TOMEEI, FFICH BRWIRY . 2O —#HDOY 7+ v =27 U —AThH

PR—bSNET,

TT7Yy N7 — DOV R—= I BLOVRAY T h T =T A A=V OV R— MIBET D IHEREMBE
9 %121, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator (27 7 & 29 5 1Z1%,
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT T MIMLEHY FHA,

+£2: Ciscol0S) 7 b9 T 7T 4 R—2 3 UDOREHEEER

iy

HeE

)1)—2R

HEETEHR

[Cisco IOS Software
Activation]]

12.4(15)XZ
12.4(20)T
15.0(D)M
15.4(1)S

CiscolOS V7 b =T T 7
T4 _X—3 VEXECa~v R
Tl BANR AR T
o2& HR—FLET,
ZOKREIXT T v 7+ — AU
RIFL TV EEA,
hboa<wr Rk, ROBERE
Lo TEAFEITEEINE
L 72 : debug license, license
clear, license comment, license
install, license revoke, license
save, license save credential,
show license all, show license
detail, show license feature,
show license file, show license

statistics. show license status.
show license udi

Cisco IOS Release 15.4(1)S T,

Cisco ASR901S & U — X )L—
OV R— FBBEMSHEL
7o

CISL-SNMP support (MIB)

12.4(20)T
15.0(1)M

CISCO-LICENSE-MGMT-MIB
7 SNMP H AR — K Z 3B/,
nboawr Rid, ROBEHRE
Ko TEHEAEITEREINE
L7z, [snmp-server enable
traps]. [snmp-server host]
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ZOHAA KT, AT A A (RTU) %572 Cisco® ASR1000 > U — R T 7Y F— 3 v
PR N—HDFEICONT, MEL A FERLET,

* Cisco il T A & v 2 DKERETGH, 39 ~—

* RTU DRSNS, 39 ~—¥

* Cisco RTU Licensing OfF#H, 40 ~—

C T AR RET T 4= N T, 43 RX—Y

* show =2~ KOS, 47 _X—

* CiscoOne AA — k, 50 ~X—

* ZOMDOSEER, 51 N—V

* Call Home (ZB89 D RERENG R, 53 ~X—

Cisco S 1 7 > R DHEEEIEHR

ROFIZ, ZOFY 2 —/L Tl LIcBERRICEAT 2 ) U —RE#RE " LET, ZoRIZ, Y7
U7 YU—A DA THBREOY R— FREASHEZLEDY 7 hv =T VY —RET%
ALTWET, ZOEEIZ, FRCH O B2V RY . O —#EOY 7 by =7 VY —ZXThH
PR—bhINET,

TI7Y RN 7d— OV R= I BLOVRAY T h T =T A A=V OV R— MIET D HEREME
9 %121, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator (27 7 & 29 5 1Z1%,
www.cisco.com/go/ctn IZEE) L £9°, Cisco.com DT T MIMLEHY FHA,

RTU Drilte &4

CAVA R TR REBET AR, YAIDTA R AL LT TART I F X NDT
N AFERAEETET D BENRD Y £,
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B Cisco RTU Licensing D&%k

*Cisco x—H ol A 7T hor NRKETT,

Cisco RTU Licensing D&%k

AA TA LA AN =R LD
VAADTA VL ADA D= ANL, FaRRT 7 ) a T — Ry =T LSV TT NS, R FELTT
HEMM AR L E, COMEEIX. T2/ aY— Ry b=V IR LT, 2= =
NT I )al— RNy —U RXR=ZADTA AV Va—varERfALET, 7XTOL~L
DY T =T Ryl —VhkEGiramN—H L 4 A—URF AL Acn— RSP ET, LB
0 TS AL, TA RV ADRE VAV EREL, ST 5 Y 7 b Y= THIEE 2 7V A
Fakn—RLET,
Cisco ASR 1001 3 X X Cisco ASR 1002-X /b—Z 1%, w7 &Niz /) — RKRNWnWT 7 Jad— X3y
—VNIEASNWTeTA B AEYR—FNLET, 77/ 0P — Ry =V LT A U R ITH
FHIAFENTWDRMETZ A B AEERLCT 77 4 712720 9, §Hli 7 A &2 A1360 HEHZ)
RHIRIRED T A B ATT, FERMEE L CRE T 1 & o ABRHIREINIC R D L, T4V R
IXRTU 74 B ACHEBWNCT v 77 L—RLET, T XTCORTU FA BV ART 77 4 7IC
BHE. TABCAOEMMIRN L A0 KERINTEIZR FT,
T A B A A F—T T DX, Fa— i N a—Y% F 4 A5 (EULA)
EERRTLMLENRDHY T,

RTIUYR—F R 7 b =T SA4 R
COETIE, SEIFERRIUMNRY 7 b 2T T4 AZOWTIHBHLE T,

G¥)
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Cisco ASR 1000 >V — X )L—& TfEH IR

Cisco RTU Licensing D&%k [ |

ST A AL RTU A4 A

Am>1 X ERTU
S4tUR

Am>1 X ERTU
S4tUR

A4t R4

724t
12X

BRI 5

FLS-ASR1001-5G

FLS-ASR1001-5G

Cisco ASR1001 /v—#
D25GMMH5G 714k
VANDT T L—
.

Yes

FLSASRI-IOSRED

Cisco ASR1000 >V —
XTIV —a v
Y=t 2 N—F YT
Fy =T IRERET AT
A

Yes

Yes

FLSASRI-IPSECIPSEC

Cisco ASR1000 >V —
AT TV —=var

P—ER =T A
R

Yes

Yes

FLSASRI-FW FW

Cisco ASR1000 >V —
AT TV F—=var
P—bE 2 L—FHF A
A

Yes

Yes

FLSASR1-FPI

CiscoASR1000> Y — X
TV =g s —
B R jL— % H Flex.
Pack. Insp 7 1 & A

Yes

Yes

FLSASRI-FWNAT-R

Tr7ATUx—I)LE
NAT 27— k7 )b
T —VHITLEMT A
o

Yes

Yes

FLSASRI-LI

Cisco ASR1000 >V —
XTIV =g

=R —FHEE
HE= 7 A & A

Yes

Yes

FLSASRI-BB

Cisco ASR1000 >V —
XTIV —a v

H—t 2 L—FHT

=Rl WA N R Vg
Z

Yes

Yes
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Cisco RS 1 2V ADEE

FHES A >R & RTU
P S

FHES A >R & RTU
P S

51 £ RHMTHES
1R

FLSASRI1-BB-4K

Cisco ASR1000 >V —
XTIV =g
P—r 2 —FHT
02— RN R4K & v
va v

Yes

FLSASRI-BB-16K

Cisco ASR1000 >V —
ATV r—=var
F—ER —FHT
o— RN R16K & v
vaYv

Yes

Yes

FLSASRI1-BB-32K

Cisco ASR1000 >V —
AT TV F—a
P—ERA N—HFHT
o— KN R32KtE v
vay

Yes

Yes

FLSASRI-CS-250P

Cisco ASR1000 >V —
ATV —=va v
H—br 2 L—4H
CUBE (SP) 250 & v
vary oAk RA

Yes

Yes

FLSASRI1-CS-2KP

Cisco ASR1000 3V —
AT TV —=var
HF—r 2 )L—xf
CUBE (SP) 2K & v
vary A4k RA

Yes

Yes

FLSASRI1-CS-4KP

Cisco ASR1000 >V —
AT TV —=var
H—r 2 L—2H
CUBE (SP) 4K & v
vary g4k R

Yes

Yes

FLSASRI-CS-16KP

Cisco ASR1000 'V —
AT TV —=var
H—E 2 L—FH
CUBE (SP) 16K & v
vary g4 kEURA

Yes

Yes
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Cisco ERS 1 2V RDEEE

FES Ao rE2T7sT14~—+7356 [}

FHES A >R & RTU
P S

MBS A >R & RTU
P S

Z4 2 AFMEHE S
1EVR

FLSASRI-CS-32KP

Cisco ASR1000 ' U —
AT TV —=var
P— bR JL—HF
CUBE (SP) 32K & v
vary A4k A

Yes

FLSASRI-CS-LAB

Cisco ASR1000 > V) —
XTI =g
H—r 2 J—%H
CUBE (SP) 7 &R&H
FAEUA

Yes

Yes

FLSASRI-CS-TPEX

Video/B2BTP Ex @
ASR1000 @ CUBE
(SP) 74k 2R

Yes

Yes

SLASR1-AIS

Cisco ASR 1000 O & B
RIPY—ER T4
VA

Yes

Yes

SLASR1-AES

Cisco ASR 1000 O & B
¥ —E RS
VA

Yes

Yes

SLASRI1-IPB

Cisco ASR 1000 @ IP
BASE 71 & &

FLS-ASR1001-5G

ASR1001 @ 2.5G 76
56 7 B A~D A
N—T "R T F—=
YADT vy L— R

Yes

Yes

AMm>A 2 RZ2T7 T4 XN— T 56
A

GE) il RTU 7 A &> A%, 60 HEOFHMIHARI#%IZ RTU 74 & ACHBIMICETE S NE T,

R A 2 > A1, license boot level {adventerprise | advipservices |ipbase} =~ > R&EFEHLTT 7
T4 TSN ET,
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Cisco RS 1 2V ADEE

FIEDBE
1. enable
2. configure terminal
3. license boot level {adventerprise | advipservices |ipbase}
4. exit
5. copy running-config startup-config
6. reload
FlEaD M
aAv U RFERET7TIVaY B#J
ATy T enable FiHE EXEC E— RZ& A R—7 VI LET,
NAT—REASTLET (BERENTZHE)
£
Router> enable
2Ty T2 configure terminal Ja—R) a7 4 FX¥al—arE— R2BLE
R
1 -
Router#configure terminal
ATvT3 license boot level {adventerprise | T A B A A R —T T LET,
advipservices |ipbase} . ) .
G¥) ? 22+ N% technology-package =2~ > K& &
B HIHEHL, —F THR—FSnLTW5B Y
Router (config) #license boot level 7k ]7 =7 Ny /7‘_‘:/ L *%%ﬁlé %EE?S\ L/i‘j‘o
adventerprise
25y T4 exit Ta— ) ar74¥al—aryEBT— REKRTLE
7
11 :
Router (config) #exit
ATy T5 copy running-config startup-config REERGTLET,
1
Router#copy running-config
startup-config
ATvT6 reload N—FZJu—RLET, Y7 UxT Nub—TU%
FUF 4= b AHITIEY B— RALETT,
11
Router#reload

WIZ, FHMtiZA B AT 7T 4 _"— T EHERLET,

Router>enable
Router#configure terminal

Router (config) #license boot level adventerprise
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% use 'write' command to make license boot config take effect on next boot
Router (config) #exit

Router#copy running-config startup-config

Routert#reload

AIL—Ty FDHRTE

Cisco ASR 1001 /L —X D A)L—""> F DFREDFEAMIZ OV TIL, [Cisco ASR 1001 Router Quick
Start Guide] ZZ M L T 72 &V, Cisco ASR 1002 /V—H D A)—"" > M DFRE DRI DUV T
IX. [Cisco ASR 1001 Router Quick Start Guidel #ZM L T 72XV,

\JL EULA 0D A2

ST A B A ET 7T 4 7T BAEAIL. Ve — L EULA 274 L9, —HARTS L&,
RTU 2 &1 _XRCOEEFEDTA VL AT VT 4= g T/ a—LEULAWERIZZY
ij—o

VBIS U TCROT 7 a »r2FTLET,

Router (config) #license accept end user agreement

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR LICENSE KEY
PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH PRODUCT FEATURE CONSTITUTES
YOUR FULL ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU ARE NOT
WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco, together with an
additional payment. You may use this product feature on an evaluation basis, without
payment to Cisco, for 60 days. Your use of the product, including during the 60 day
evaluation period, 1is subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EUIKEN .html If you use the product
feature beyond the 60 day evaluation period, you must submit the appropriate payment to
Cisco for the license. After the 60 day evaluation period, vyour use of the product
feature will be governed solely by the Cisco end user license agreement (link above),
together with any supplements relating to such product feature. The above applies
even if the evaluation 1license 1s not automatically terminated and you do not receive
any notice of the expiration of the evaluation period. It is your responsibility to
determine when the evaluation period is complete and you are required to make payment to
Cisco for your use of the product feature beyond the evaluation period.

Your acceptance of this agreement for the software features on one product shall be
deemed your acceptance with respect to all such software on all Cisco products you
purchase which includes the same software. (The foregoing notwithstanding, you must
purchase a license for each software feature you use past the 60 days evaluation period,
so that 1f you enable a software feature on 1000 devices, you must purchase 1000
licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of your acceptance of
this agreement.

ACCEPT? (yes/[no]): Yes

Router (config) #

*Jul 6 09:36:11.293: SLICENSE-6-EULA ACCEPT ALL: The Right to Use End User License Agreement
is accepted
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Router (config) #redundancy
Router (config-red) #mode
Router (config-red) #mode sso

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR LICENSE KEY
PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH PRODUCT FEATURE CONSTITUTES
YOUR FULL ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU ARE NOT
WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco, together with an
additional payment. You may use this product feature on an evaluation basis, without
payment to Cisco, for 60 days. Your use of the product, including during the 60 day
evaluation period, 1is subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EUIKEN .html If you use the product
feature beyond the 60 day evaluation period, you must submit the appropriate payment to
Cisco for the license. After the 60 day evaluation period, vyour use of the product
feature will be governed solely by the Cisco end user license agreement (link above),
together with any supplements relating to such product feature. The above applies
even if the evaluation license 1is not automatically terminated and you do not receive
any notice of the expiration of the evaluation period. It is your «responsibility to
determine when the evaluation period is complete and you are required to make payment to
Cisco for your use of the product feature beyond the evaluation period.

Your acceptance of this agreement for the software features on one product shall be
deemed your acceptance with respect to all such software on all Cisco products you
purchase which includes the same software. (The foregoing notwithstanding, you must
purchase a license for each software feature you use past the 60 days evaluation period,
so that if you enable a software feature on 1000 devices, you must purchase 1000
licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of your acceptance of
this agreement.

ACCEPT? (yes/[nol): yes

Router (config) #

Bl ov—RBRAEREZ A2 XD EULA DR

WOHIE, 77V r—va UILEMERED EULA O&AREZ R~ LET,

Router (config-red) #application redundancy

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR LICENSE KEY
PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH PRODUCT FEATURE CONSTITUTES
YOUR FULL ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU ARE NOT
WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco, together with an
additional payment. You may use this product feature on an evaluation basis, without
payment to Cisco, for 60 days. Your use of the product, including during the 60 day
evaluation period, 1is subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EUIKEN .html If you use the product
feature beyond the 60 day evaluation period, you must submit the appropriate payment to
Cisco for the license. After the 60 day evaluation period, vyour use of the product
feature will be governed solely by the Cisco end user license agreement (link above),
together with any supplements relating to such product feature. The above applies
even if the evaluation 1license 1s not automatically terminated and you do not receive
any notice of the expiration of the evaluation period. It is your responsibility to
determine when the evaluation period is complete and you are required to make payment to
Cisco for your use of the product feature beyond the evaluation period.

YILIIT FOTAR—Va Y REHAF
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Your acceptance of this agreement for the software features on one product shall be
deemed your acceptance with respect to all such software on all Cisco products you
purchase which includes the same software. (The foregoing notwithstanding, you must
purchase a license for each software feature you use past the 60 days evaluation period,
so that 1f you enable a software feature on 1000 devices, you must purchase 1000
licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of your acceptance of
this agreement.
ACCEPT? (yes/[no]): yes

WOHNT., BIEEZHEEED EULA OKRZ TR LET, SIENESHEEEL T 7 T 1 72T 5121,
D MIB B EE T,

« snmp-server view INTERCEPT VIEW ciscolpTapMIB
« snmp-server view INTERCEPT VIEW cisco802TapMIB
« snmp-server view INTERCEPT VIEW ciscoTap2MIB

Router (config-red) #snmp-server view INTERCEPT VIEW ciscoIpTapMIB included

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR LICENSE KEY
PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH PRODUCT FEATURE CONSTITUTES
YOUR FULL ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU ARE NOT
WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco, together with an
additional payment. You may use this product feature on an evaluation basis, without
payment to Cisco, for 60 days. Your use of the product, including during the 60 day
evaluation period, 1is subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EUIKEN .html If you use the product
feature beyond the 60 day evaluation period, you must submit the appropriate payment to
Cisco for the license. After the 60 day evaluation period, vyour use of the product
feature will be governed solely by the Cisco end user license agreement (link above),
together with any supplements relating to such product feature. The above applies
even if the evaluation 1license 1s not automatically terminated and you do not receive
any notice of the expiration of the evaluation period. It is your responsibility to
determine when the evaluation period is complete and you are required to make payment to
Cisco for your use of the product feature beyond the evaluation period.

Your acceptance of this agreement for the software features on one product shall be
deemed your acceptance with respect to all such software on all Cisco products you
purchase which includes the same software. (The foregoing notwithstanding, you must
purchase a license for each software feature you use past the 60 days evaluation period,
so that 1f you enable a software feature on 1000 devices, you must purchase 1000
licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of your acceptance of
this agreement.
ACCEPT? (yes/[no]): yes

show 2 <> FOH H4l

show license EULA < > KO H A4l

Router#show license EULA
Feature name EULA Accepted

VIMIITTFIOT4R—2avEEFMAF



Cisco RS 1 £ ADKE
B showlicenseall 27> RO A

adventerprise yes
advipservices no
ipbase n/a
avc n/a
broadband n/a
broadband 4k n/a
cube 250 n/a
cube 250 red n/a
cube ent 100 n/a
cube _ent 100_red n/a
cube lab n/a
cube video b2btp n/a
cube video b2btp red n/a
firewall n/a
fpi n/a
fwnat_ red no
gtp_addon_aic n/a
internal service n/a
ipsec no
lawful intr no
lisp n/a
nat64 stateful 2m n/a
otv n/a
sgt fw n/a
sw_redundancy yes
throughput 10g no
throughput 20g no
throughput 36g no
vpls n/a

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH
PRODUCT FEATURE CONSTITUTES YOUR FULL ACCEPTANCE OF THE FOLLOWING
TERMS. YOU MUST NOT PROCEED FURTHER IF YOU ARE NOT WILLING TO BE BOUND
BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco,

together with an additional payment. You may use this product feature
on an evaluation basis, without payment to Cisco, for 60 days. Your use
of the product, including during the 60 day evaluation period, is

subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EUL1KEN .html
If you use the product feature beyond the 60 day evaluation period, you
must submit the appropriate payment to Cisco for the license. After the
60 day evaluation period, vyour use of the product feature will be
governed solely by the Cisco end user license agreement (link above),
together with any supplements relating to such product feature. The
above applies even if the evaluation 1license 1is not automatically
terminated and you do not receive any notice of the expiration of the
evaluation period. It is your responsibility to determine when the
evaluation period is complete and you are required to make payment to
Cisco for your use of the product feature beyond the evaluation period.

Your acceptance of this agreement for the software features on one
product shall be deemed your acceptance with respect to all such
software on all Cisco products you purchase which includes the same
software. (The foregoing notwithstanding, you must purchase a license
for each software feature you use past the 60 days evaluation period,
so that if you enable a software feature on 1000 devices, you must
purchase 1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of
your acceptance of this agreement.

show license all A< > KD H A5

Router#show license all
License Store: Primary License Storage
License Store: Built-In License Storage

W VPhIITTIOTAR—VAVEEAAF



Cisco ERS 1 2V RDEEE

StoreIndex: 0 Feature: adventerprise
License Type: EvalRightToUse
License State: Active, In Use
Evaluation total period: 8
Evaluation period left: 6
Period used: 2 weeks 1

weeks 4
weeks 2
day

show license all 2 < > KD H A5

Version: 1.0

days
days

Transition date: Aug 24 2012 05:14:39

License Count: Non-Counted
License Priority: Low
StoreIndex: 1 Feature: advipservices

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 2 Feature: fwnat red

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License
License
StorelIndex: 3
License
License

Evaluation total period: 8
Evaluation period left: 8
Period used: 0

Count: Non-Counted

Priority: None

Feature: ipsec

Type: EvalRightToUse

State: Active, Not in Use, EULA
weeks 4
weeks 4

minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 4 Feature: lawful intr

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 5 Feature: sw_redundancy
License Type: RightToUse
License State: Active, In Use
License Count: Non-Counted
License Priority: Low
StoreIndex: 6 Feature: throughput 10g
License Type: EvalRightToUse
License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License
License
StoreIndex: 7
License
License

Count: Non-Counted
Priority: None

Feature: throughput 20g
Type: EvalRightToUse

State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

Version: 1.0
not accepted

days

days

Version: 1.0

not accepted
days
days

Version: 1.0
not accepted
days
days

Version: 1.0

not accepted
days
days

Version: 1.0

Version: 1.0
not accepted
days
days

Version: 1.0

not accepted
days
days

Version: 1.0

not accepted

License Count: Non-Counted
License Priority: None
StoreIndex: 8 Feature: throughput 36g

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
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. CiscoOne R 1 — +

CiscoOne X 1 — k

CiscoONE A A — NI, BEHENA LV T TARNT I T v V7 N =T ZWAT HT20DFH LI
£C9, CiscoONE T —H B ¥ —, UL RZ VT Xy hI—7, BIXORa—h L7 r7EA
Xy N =27 RO BEEO T U HCER b E N T, BRREEET VERILL £, Cisco
ONE A A — MZOWTOFEMIZ, [Cisco ONE Suite] &ML T 72&0,

Cisco RS 1 2V ADEE I

CiscoONEX A/ — k SA BV RADT7 VT4 R— 3 UK

FlEDHE
1. enable
2. configure terminal
3. license boot suite suite-name
4. exit
5. reload
F gD EF 4
OV FERET7IVa Y By
ATy T enable FHE EXEC E— R& A RX—7 LIZ L E T,
NAT—REANLET (FERENEER)
Bl :
Router> enable
2Ty T2 configure terminal ra—sYLar 7 4 Xab—a - REBLET,
1 -
Router#configure terminal
ATFvT3 license boot suite suite-name Zf— K FSA B AEETILLET,
51 - GE) Zoa~r N, B, EHIRT A 2 XD
Rou-ter (config)# license boot suite ji%j? 77 A 7&:#6 7’:&)0:%\%'@“’9’*0
FoundationSuiteK9
ATy T4 exit sa—sYbar 74 Xalb—ra B RERTLET,
1 -
Router (config) #exit
ATv 75 reload N—Z%yu—RNLET, Y7 V=T AL — 2T/
T A= T HIZITY B — RPAMETT,
1 -

Router# reload
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http://www.cisco.com/web/solutions/trends/ciscoaci/cisco-one-software-suites.html

| CiscofEzRS Ao 2DHE
zonszas W

W, AA—F FGA B AET 7T 4 _— T B2 R LET,

Router>enable
Router#configure terminal
Router (config) #license boot suite FoundationSuiteK9

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH
PRODUCT FEATURE CONSTITUTES YOUR FULL ACCEPTANCE OF THE FOLLOWING
TERMS. YOU MUST NOT PROCEED FURTHER IF YOU ARE NOT WILLING TO BE BOUND
BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco,
together with an additional payment. You may use this product feature
on an evaluation basis, without payment to Cisco, for 60 days. Your use
of the product, including during the 60 day evaluation period, is
subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EULKEN .html
If you use the product feature beyond the 60 day evaluation period, you
must submit the appropriate payment to Cisco for the license. After the
60 day evaluation period, your use of the product feature will be
governed solely by the Cisco end user license agreement (link above),
together with any supplements relating to such product feature. The
above applies even if the evaluation license is not automatically
terminated and you do not receive any notice of the expiration of the
evaluation period. It is your responsibility to determine when the
evaluation period is complete and you are required to make payment to
Cisco for your use of the product feature beyond the evaluation period.

Your acceptance of this agreement for the software features on one
product shall be deemed your acceptance with respect to all such
software on all Cisco products you purchase which includes the same
software. (The foregoing notwithstanding, you must purchase a license
for each software feature you use past the 60 days evaluation period,
so that if you enable a software feature on 1000 devices, you must
purchase 1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of

your acceptance of this agreement.

ACCEPT? [yes/no]l: yes

)

% use 'write' command to make license boot config take effect on next boot

Router (config) #

*Nov 6 01:48:34.023: SLICENSE-6-EULA ACCEPTED: EULA for feature FoundationSuiteK9 1.0 has
been accepted. UDI=C3900-SPE100/K9:FOC14440KXB; StoreIndex=3:Built-In License Storage
Router (config) fexit

Router#write

Router#reload

ZDIDSEEH

Z DT, Call Home #FEICEET 52L& R 23 L £,
MAEEH

EPERERS 24 kL

CiscolOSXE a2~ K [Cisco I0S Master Commands List, All Releases.]
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

ZDMDESEEN

Cisco RS 1 2V ADEE

ESPEBEY=]

24 bIL

Smart Call Home ' —EARNEIR LI A3 5
NA AT Web 77 v 2T 51k, £ T

R AN

UTNEALT T— etk LTy b
U—7a it & m L L CEBOYRILEXD 5
HEEHHLET,

['Smart Call Home User Guide.

T ARTORHEYGLDOERIZT 7 B AT 570D
Cisco.com @ Smart Call Home @Y1 K ~_R—,

[Cisco Smart Call Home siteJ

CiscolOSXEY 7 " =T ORRFT— A7 T
ANT 7 Fx (PKI) LRBRERIOBRE

[Cisco 10S XE Security Configuration Guide:
Secure ConnectivityJ

b

A 24 kL
ZOMEE TR — F SNDHHOEREE 12138 | —
FINERETH Y FH A, £72, BFOEYE
DFR—MIEFEINLTHOEEA,

MIB

MIB MB®D! >4

CISCO-CALLHOME-MIB

BINL7=7F >~ F 74—, CiscolOSXE /7
=27 VY —2 BIOT74—Fx vk
DOMIB DG B LA v ru— KT 51213,
k@ URL (24 % Cisco MIB Locator Z £/ L £
T

http://www.cisco.com/go/mibs

RFC

RFC

24 bIL

ZOMEREIZ X VAR — N SN HTE RFC £ 72
IXET RECIEH Y FH A, F7/2Z OfREIC &
HEEFE RFC OV R — MIEEIIH Y £ A,
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http://www.cisco.com/en/US/docs/switches/lan/smart_call_home/book.html
http://www.cisco.com/c/en/us/support/cloud-systems-management/smart-call-home/tsd-products-support-series-home.html
http://www.cisco.com/en/US/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book.html
http://www.cisco.com/en/US/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book.html
http://www.cisco.com/go/mibs

| CiscoAS At 2DBE
Call Home (<8¢ B1¢eissR [

SRADTY ZHIL YR—F

Bdl] 9

A aADYR— | Web A K Tld, A =2@ | http://www.cisco.com/cisco/web/support/index.html
G727 /) nY—IClT L R T v a—
T4 TR EINTWEETH LI, v==
TR —NVEIZLO LT HEERA T A
UY =2z L TWhES,
BHEWORGOEF 2 U T 1 FHRSOHEINEHRZ
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOZFE—ERITMATE ET,

VAaADYR— bk Web YA FDY— W7 s
T 294 BEL. Cisco.com D—H ID B LU/
A ]7"— ]‘\‘7‘1)‘)‘%‘%‘?#0

Call Home [ZB8 9 4 #£RE (B

TTy R T A= LDPR=IBIRY 7 b7 A A=V O K- MCBET L ERERET DI
I%. Cisco Feature Navigator Z{# f} L £9~, Cisco Feature Navigator i fl 4% &, #sEDY 7 h v =
TIVIV—=A, T4—=F ¥ty b, FLEFTT7 v b7+ —L%&YAH—FF 5 CiscolOSXE DY 7
Fo =7 A4 A—U%¥RH]TXEF, Cisco Feature Navigator {21, http://www.cisco.com/go/cfn 7> 5
77 BALET, Ciscocom DT 72 MILEHY FHA,

A

GE) TOMBERBEROFITIT., BED CiscolOSXE V7 h =7 U —RABETEEDOMBEL R —
F9 25 CiscolOSXE V7 b =7 VU —XETFHRRINTWET, BFIZHE I L TWARWE
D, CiscolOSXEY 7 b7 =7 VU —RBEDOKRIDO U V—XATH ZOMREEZ YV R— N LET,

YIRIIT FITFAR—Vav BESAE )


http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

Cisco RS 1 2V ADEE I
. Call Home ZBS 9 % HBETRR

%% 3: Call Home |89 2 AL 1ER

Iy

Hae )1)—2x HREER

Call Home Cisco IOS XE Release 3.13S Call Home #8E1Z. 7 VT 4 h
IR AT N AR "&E
A=/ LT Web Tl L
L, By bR,
W DOEFA—, FT2Z
XML ~_— 2D H&ENT 7 7Y
=33 v L Ol e HHED
eoll, SEISERAvE—Y
DIFAMEMTE £7,
RO~ RPEANETIIER
SNFE LT,

[show diagnostic] 2=~ > N
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%5%

Call Home D& E

Call Home #§8E1X., 7 VT 4 INIRV AT A A X hEE A—LBIX N Web ETiEALET,

Ry UL —E A W@HEDEF AL, itiXMLN%X@E%%ﬁ77)5%Va/&
D HIMED =012, SESERA v E—VoRANFERATE £, ZOEIED R E
HAREZE, *y b —27 R — MR EFEOEHE—T 7 Xy T — 7ﬁmv%95/?
VA —~DE A=)V, PR — K Web VA h~D XML DEE, Y AIDT 7 =7 P K—
r (TAC) TOEBZEDREFIERK D7D D Cisco Smart Call Home V' — Y ADEH2 ENH 0 £,

© BERETEMOMERR, 55 N—v

* Call Home OH#ESME, 56 ~—

* Call Home O3, 56 ~_X—

* Call Home D& 715, 58 ~—

* TOMDOBEERL, 103 ~—

* Call Home (ZBH4 2 B&Relf#, 105 ~—

HEEIRH DR

CHHOY 7 =T VY —ATEH, ZOFYa— /L THHINDI TR TOEENIFR—FEh

TWDEEFRY /A, RFTOBERERE SIS L O IZ OV TiE, Bug Search Tool 3 L NTHEH D

Ty N7 —LBILRNY T 2T V) —ZADY Y — 1/—F%ﬁ%LT<ﬁéWD:@%

Va— /LT SN HHEREICET 2. BLOSEERTR—rad ) UV —2D—ElZon
TIE, HRBEFROREZSRL TEEN,

TT Y b7 A= DR = PRIV AT YT b =T A A=V OV R — MIET D IERA HE
F % 121X, Cisco Feature Navigator {1/l L £, Cisco Feature Navigator (27 7 & 23 % |Z1%
www.cisco.com/go/ctn IZBEE) L £9, Cisco.com DT AT MIMNEHY FH A,

VIRIIT TOTAR—Y 3L BEAA R
I


https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

Call Home D&E |

Call Home DATIREH

Call Home D RIIREH

Call Home DR TEFEIT. HREOFEHBEMICL > TR Y £, Call Home % E T HRNICKROE
HlzEE L TLIFE N,

LY ARARZERAE—VDORETEHBTE B L OICEKTEE N, Call Home EESEH D
BT A—)L, BaEE ST, BIOEFROBHREEEL £,

CETA—N A yE—VEEEZHEH L TWDGAIEX. 774~ U Simple Mail Transfer Protocol
(SMTP) DARIETILIPvE 7 KL AZIEL 7

NI MNBEF A= (I DF TR F 358 HTTP U — 3~ IP #5t & fife il
[_/iﬁ‘o

* Cisco Smart Call Home Zf# 4 235613, 58427 SCH V—E A 2T 272012, T35 &
EXIRE LT — B R R M TT,

Call Home DI E

CallHome #7325 &L, E A=V _"—ZXB LN Web X—ATHEHKLIAT LA X NOBEME
T2F9, K7y bULP—E R @HEOEL AL, £72IEXMLAR—2O B EENT T 7"V 75—
VarEOWYIRHEMBEDT- DI, SEISERA vV EHTE T, ZOBED
erI7e B FEICIE, *y MU —7 YR — NEINEOE#ES—V 7 Ry N —7 F XL —
var kA —~DE A—)LViEH, VR —F Web WA b ~D XML DEE, Y AaDT I =H)v
HR— (TAC) TOEBEOHEFIAERKDT-D D Cisco Smart Call Home —EZDFEHR ERNH Y
£7,

CallHome #pE A2 & | &, BRESME. A XU MU sysloghB XN T v va £ X |
WCOWTOEHREELT 7 —F AvbE—VERETEET,

Call Home #%HE Cl. Call Home 5657 11 7 7 A MZHE» THEBOZEH T 77— b%%ﬁf%i
T, T T AT, AvE—VEBREa T oY T IV ERETETET, TREL
DFESe7 v 7 7 A (CiscoTAC-1) DR TERY | MADLET 0 7 7 A V& E #é:&
H TEET, CiscoTAC-1 7’17 7 A VA LT, Cisco TAC ~DH— R EROIERKIZAEH T
& % Smart Call Home & —EAD/NNy 7 = K =27 T — M &21%{E LE 7, Cisco TAC I,

FRA 2R E N D SmartCallHome P —E R AR — F B LT 7 — FOBEKEIKELET,

FZR A v —VORMEA T a vt I r—~y F AT a0l k0 [HEROYR— FEAA
HitkeaTE £,

CallHome Z{ERT H5A U v k

Call Home BREIZIZRD L H 72 AU » b 3H VY £97,

THBOA =Y TH =y b AT va

VILDIT FITAR—2 3 BREHAF
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| callHome D&%
smart Call Home ¥ —E 2 0I5 [

cva—hTXAD ATy VLV EFRAREAO LA — b RE,

cTL—r TX AR ANMATLOIE L ERICEEER S A v —UF#R,

° XML : Extensible Markup Language (XML) ¥ & U Adaptive Markup Language (AML) 3(
FHEF (DTD) &M L7ofiAa iy wagle~ v F 2 7 A, XMLBERIZL Y| Cisco
Smart Call Home ¥— /3 & O3#{E 23 7T e,

*EED A v — s~ DRIRFEUE 23 P HE,

CEEBOA =T BT GRE. BESRME. A XU MY syslog, ATy Ta vy b
77w A

CEHERKELRIY 2T LD A E—VDT AN F Y T

C WA v E—UBEDAr 2= T

Smart Call Home H— E X DEWE

VA O bLEEY—E AN EEA TV DEATL. SmartCall Home V— B A TG T £ 9, Smart
CallHome /%, SmartCallHome A v &— %047 L, Wil EHELEREEE 242t L ¥4, 27V T«
H VIR I DWW TIE, Cisco TAC |2 Automatic Service Request 23 ERE S0 E 5,

Smart Call Home |Z1%, ROMRENRH Y £97,
SRR T NA A ANNVA T Z Y T EUTAEA LT T— R,

* SmartCallHome A »&— 00041, MEIZS LT, BE—E RAZR GERRZBIE RN S
END) BERREN., #UT 25 TAC F— LIV —T 4 7 EN5H 70, BRI % & sl
TEET,

X aTRA = VEEN, THEHOT AL ADLER:, FIEHTTP 7o h—n3%
Zyroa— RaReRRisk s — U oA (TG) Z#EH L TIThiLET, TGHEMIRA - ME,
BHEDOTNA 22 R— T 558 FERITEX 2V T 4B LT, TS REA X —
v MIEEEFH CE R WERICHEHATE T,

* 4~ T Smart Call Home 7734 A Smart Call Home A v & — EHEAFHFIE, 4>~ R
., BELOBEHBRICWeb T 7 AT HZ LICLY, BT 57 ¢ —/L Nilx, EF=l
TS, BLOYAR—METHERICT 7 BATEET,

Smart Call Home TWRDIAR # &&HTHMLERH Y £7,
* JL— % O SMARTnet K% =
*EFA—JL T RL R

* Cisco.com D1 —H4,

Smart Call Home @ Cisco ASR 1000 2V — X JL—H OFRTE & &k D HFIEIZ OV TOEHRIL Smart
Call Home Quick Start Configuration Guide 22 L T 72 &\,
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|


http://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/QuickStart_ASR1000.pdf
http://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/QuickStart_ASR1000.pdf

Call Home D&E |

B calHome nEAE

Anonymous Reporting

Y

Smart CallHome (%, %< D A2 $—ERAZKICE TN 5 — B AEEET, BRI BEEEZ L0 R
IR CED L IICHET D Z L2 AMELTCWET, /2. 7T vy a A vb—UnbEG
L7fBdiE, v A apNBg oMo E L T A A2 BR L4 < LEd, Smart Call Home %
R L7eWA T8, Anonymous Reporting & A R — 7 /WZT 5 & A 2T /31 A b /MR
DT —BILONNVAERE X 2T I2%(5TE £9, Anonymous Reporting % 1 % — 7 /LT L7z
Ua. BENHETO D2 0EEADE T, MBMEHRIZEE SN EREA,

G¥)

Anonymous Reporting & A X —7/WZT5H &, VAT EIIT Ao TEEEITI NV

F—IHRET — A HHriETHZ LICAET A2 Z &I £79 CRKEUANOEEZET) . v A=
T, TRTCOBRRDOT TA N —ZFR#E L TVET, VAT TOMEAFROTY T2
VW TIE, Cisco Online Privacy Statement (285 v A A D T T A N — ZAT— M A 2B L

TSN,

CallHome NEL TRESNTWVWDE, 77y va, Av_UMN), BIORTRAN A=
TR RAZREINET, BRI EINETA,

THHEDRA =V TEEEINLFEROFEMCHOWTIX, 79—k Z—70fEE A X |k &
a<w R 873 arEERLTLLIEE N,

Call Home D% E A%

Smart Call Home D& FE (HE—a< > F)

FIRDHE

1 DD a~<y RTTXTO Call Home DEARREE A X—T7 W T DI, ROFINEEZFEITLE
@—O

1. configureterminal

2. call-home reporting {anonymous | contact-email-addr email-address} [http-proxy {ipv4-address |
ipv6-address | name} port port number|

VILDIT FITAR—2 3 BREHAF
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http://www.cisco.com/web/siteassets/legal/privacy.html

I Call Home D& E

FIEDFH

Smart Call Home DFEE (HE—a< 2 F) B

ARV RFERETI Y

E:)

ATy configureterminal Jua—rLar7Z 4 Xal—ary ET— NEEBLET,
71
i :
Device# configure terminal
A7y |call-homereporting {anonymous || > =1+ N2 L TF X TO Call Home DIEATRE A A L —T7 /M L
-2 | contact-email-addr E

email-address} [http-proxy
{ipv4-address | ipv6-address |
name} port port number]

1 -

Device (confiqg) # call-home
reporting contact-email-addr
email@company.com

* anonymous : Call Home TAC 72 7 7 A VT T v a, A X2 |
V. BEOTA M A=V TEERFL, BEATAvE—V%ERE
TEDHEIICLET,

* contact-email-addr : Smart Call Home V"—E 2D 7 /L LR — M&HE
A RX—=T ML, ZN A b A yt—T% Call Home TAC 7
o 7 7 A L5 SmartCallHome H— 2R E L T ARG T e X %
Bt L £ 7,

* http-proxy {ipv4-address | ipv6-address | name : IPv4 £72(L IPv6 7 N L
AFETTI =M, RARRIT 64 X7 T,

* port port number : " — FNEE, ARNEOHIPFIL 1 ~ 65535 TY,

GE) HTITP 7R A7 a Tl Ny 77 V73572 00MA
DTEF L= RNEBLOTF N, ZANLDOYF 2 T2 FIf T
7

GE) call-home reporting =~ > FA il L ClEA £7213 7 VR ERE—

K¢ CallHome % [EHIZA X —T Mz Lz, A XU kY A
T —UNEE SN E T, Call Home NELET— R TA x—7MZ
2o TWDHEE, BELDA X N Ay E—UREEINE
7, CallHome 78 7 /VEGERE — K TA 31— T M7 > TN DA,
TIVBEFE—FD T AR b Ay —URNEESRET,
INHDORA Y=V TEEINHEROFEMICONTIE, 7
T— I N—TOREA R N av R B varESRL
TLIEEW,

YIRIIT FITFAR—Vav BESAE )



I smartCall Home D% & H#1E

Smart Call Home D% FE & AL

Call Home D% E

FIROWME
1. configureterminal
2. call-home
3. profileCiscoTAC-1
4. destinationtransport-methodhttp
5. active
6. exit
1. contact-email-addremail-address
8. exit
9. service call-home
10. exit
11. copy running-config startup-config
FIED
AR EERERTIVa Y EL:y
2Tv 1 configureterminal Jua—) a7 4 FXalb—aryE— RRE2RRIBL
£,
i -
Device# configure terminal
AT97T2 call-home CallHome 2> 7 4 ¥a L—v 3 v E— REMBLE
o
i -
Device (config)# call-home
ATv73 profileCiscoTAC-1 CiscoTAC-1 %857 1 7 7 A /L ® Call Home %655~ 1
TrAN AT 4 Fal—arE— REBLE
Bl R
Device (config-call-home) # profile
CiscoTAC-1
ATFvT4 destinationtransport-methodhttp (HTTPS Z (i L CWA A DHMIE) http D A

{1 -

Device (cfg-call-home-profile) # destination

transport-method http

=V EGEERELET,
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I Call Home D& E

Call Home D41 x—ILibeF+2—Ttt

AT RFEREIT7IIY

Sl

ATvT5 active SEET e T AN A X =T M LET,
fA
Device (cfg-call-home-profile) # active
ATv76 exit CallHome 5707 7 AV 2T 4 Fal—a
T—RF%&&TLT, CallHome 2> 7 4 ¥ =2 L —39
P - v E—RIZREY £,
Device (cfg-call-home-profile) # exit
ATFvT7 contact-email-addremail-address AKDEA—/)L T RLAZE YK TET, EX—/L
7 RVRA 74—y MIIAR—Z72 L THRK 200
{1 - NFETANTEET,
Device (cfg-call-home) # contact-email-addr
username@example.com
ATvT8 exit CallHome Z> 7 A Fal—Ia v ET— REKT L.
Ja—s)arZ 4 Xal—rvaryE®T— IRV F
E 7
Device (cfg-call-home) # exit
ATvT9 service call-home Call Home #§pEZ 1 R — 7 /LIZ L £ T,
{51 -
Device (config) # service call-home
2T 710 exit Ja—rbar 7 4 Xalb—rarE—REKT L,
¥iHE EXEC £— RIZREY £,
f
Device (config) # exit
ATvIN copy running-config startup-config Z DFRE % NVRAM IZIRFF L £7,

11 -

Device# copy running-config startup-config

Call Home D1 %*—JJLibE T4+ —TILiE

Call Home #§fE % 1 X — T N E 21X T 4 B—7 T HI12iE, RO FNEIZHENE T,

YIRIIT FITFAR—Vav BESAE )



B EscmEgozmc

Call Home D&E |

FlEDHE
1. configure terminal
2. service call-home
3. no service call-home
FED M
OV FERET7TIVa Y H&Y
2Tv 1 configure terminal ra—_")Lar74X¥al—varyE— K%y
Bt L7,
&1
Router# configure terminal
ATw T2 service call-home Call Home #§8E% A 2 —7 Mz LET,
51 -
Router (config) # service call-home
ATv73 no service call-home Call Home #6427 4+ E—7 MIZ L ET,

&1

Router (config) # no service call-home

> == =S
EAR S IBERDERTE
BN— RIS THEEHDETFA—L T RLARGENTWALERD Y £3, (L5 T, Bk
. EAT. BRID, W AF~—1ID, VA FIDEEVYTHZLENTEET,

BB HMAE Y M THITIE, ROFIEAZETLET,

FIRDHE

configure terminal

call-home

contact-email-addr email-address
phone-number +phone-number
street-address street-address
customer-id zext

site-id rext

© NS R wh =

contract-id fext

W VPhIITTIOTAR—VAVEEAAF
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EREBERMDRE

FEDEFHA
IV N3 i = A7 B B#
& A configure terminal Jua—\)ary7 4 Xal—rarET—ReBLET,
51 -
Router> configure terminal
ATvT2 call-home CallHome 2> 7 4 ¥ a2 L —3 3 F— RZBBLET,
51 -
Router (config) # call-home
ATvT3 contact-email-addr email-address BEDE A—/L 7 FLAZE DY TES, EXA—L T FL
A T F—~ v MITAR—R L THRK 200 LFFE TAT
151 TXFE7,
Router (cfg-call-home) #
contact-email-addr
username@example.com
ATvT4 phone-number +phone-number (LR MEOEGRESEZH Y TET,
Bl GE) BFIIMLT T T A (+) GeFTHED, ¥y o
' () EEFTEINREEND L OICTL TR,
Router (cfg-call-home) # phone-number K16 LFETANTEET, AR—=AZEH
+1-222-333-4444 BTG ANINEE “ESINGE () CHT L E
NHY FEF,
ATv 75 street-address sireet-address ({EE) RMAMZsOBLLSE TH HBEDOEFZEH Y Y CF
T K200 LFETANTEET, AX—REEDDHY
11 : a. ANINEZ B HF () THDULERS D £7°,
Router (cfg-call-home) # street-address
“1234 Any Street, Any city, Any state,
12345”
ATy 76 customer-id zext (EE) IAZ~—IDZfELET, K64 LTFETA
HT&xEST, ARX—REZEDIHAE. ATINEZ _&EH5|H
1 - (<) THDUEERDH Y 7,
Router (cfg-call-home) # customer-id
Customer1234
ATvI1 site-id fext (EE) W AX~—O% A FID ZHEELET, KK 200 L
FECANTEEF. A2 %EBIEE. ANNES
i “HEAI A (<) THDYLERHD T,
Router (cfg-call-home) # site-id
SitelManhattanNY

YIRIIT FITFAR—Vav BESAE )



Call Home D&E |
B sxsoorrionE

ARV KRFEEEFET7TIa Y =E]:g]
ATvT8 contract-id text (EE) V=X ITHEROIKID #fEE LE T, &Kk 64 X
FTECTANTEET, AR—REEOLIHE. ANNE%E
i - C“HAI A (<) THODLERHD 9,
Router (cfg-call-home) # contract-id
Company1234

!l
W, HEEEEROREG Z R L ET,
Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # call-home
Device (cfg-call-home) # contact-email-addr username@example.com
Device (cfg-call-home)# phone-number +1-222-333-4444
Device (cfg-call-home) # street-address “1234 Any Street, Any city, Any state, 12345”

Device (cfg-call-home) # customer-id Customer1234

Device (cfg-call-home) # site-id SitelManhattanNY

Device (cfg-call-home) # contract-id Company1234

Device (cfg-call-home) # exit

(o] E I-.-I
WHETOAT7AILDETE
seSeT a7 7 A VI, T T — MBRANCHEREER RN A > TWET, 1 DEITEERO X A
TOEDOmE T e T AN ERETEET,
LV T e 7 7 A NVEER L CERLIZY, sy a 7 s AV a— LT

TEET, ILVWET 7 7 ANV EERT LHEIE. 77 7 ANAEZR DY TOHLERDY
£, LW T e 7 A NEERTLOHEE. Tu 7 7 A4 eE0 S THRERHY £,

Cisco Smart CallHome #—E AT 55, 727 7 A VI XML A vE—Y 74 —~< v
FTRITHIER D £ A,

VILDIT FITAR—2 3 BREHAF
[ 64 | |
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seeTnrrrose |

A

G¥) Call Home ¥§REIZ. T 7 4 /L FCIHT 7 T 4 772 CiscoTAC-1 & W\ ) AHIOFHFNIEE SN
a7 7 A NEEMLET, CiscoTAC-1 72 7 7 A /LUiE. Smart Call Home — & 2 CfE 9
HILEHEEMELTEY, ZOY—1E RX% CallHome #EHETA R — 7 /W T B 72O DEFE DB
MBRETFIERMLETT, ZO7r 77 A BT 25OV T, EFRFAD CiscoTAC-1
T a7 A NVOFEHESRL T EIN,

A

GE)
WO EBIET e 7 7 A IR ETEET,

U Ty AN Aa—WFERDEILET 0T 7 A N EBISGENT AT, e T A A
1131 XFF CTCRXFE/NXFIER SN ERA, Tr 77404 E LCallififlc& £
A,

CHRE L T I — FEERETATDDEEA =X L (E A—/LE 72T HTTP (HTTPSZ &
i) ) .

c A —PERBDILET O T T AINDEE, EXA—ANT 74/ T, EHLONERIEHS
DEREA N = AL A X—TMZTEET, MFOFEET =TT 5L, E
A — LA X —T TR0 £,

cHOMNUBHER ST CiscoTAC 7' 7 7 A VDA WTIVDPDERIE A D= A L% A
=T TEFETN, FRFICIEA =TI TEERA,

FESET LA T T bARET DEE B L EEOT KL,
Call Home ®/3—0 5 > 3 Cl&, Cisco TAC-1 72 7 7 A VOS2 EFE X 3,

A=V T I FOREIHEATIEA vV, 2—PESE LT T AL
OWAA T avid, v T AN, Ya—bTFTFA M, FHEXML T, T 74/ B
IZXML T, ERBFLDIAITAC T 7 7 A LVDOEE. XML LHMERATX F4% A, Cisco
Smart Call Home % — B2 214 256, 50707 7 A VI XML A v &=V 74—~ v
K CRITNIER Y FH A,

A=V YA R FEA BV ORRKY A X, ARhefBHIL. 50 ~ 3,145,728 /XA K
T, T 7 4/V M 3,145,728 /31 FTT,

CVR—RNHE TR T ANDEDT —=F 2 LAR— b 5023 T& £9, SmartCallHome
DT — A X Smart Licensing 7 — 4% % 7’0 7 7 A WZ LR — b TX £7, Smart Licensing 7 —
ADOVUR—NMI, 1EIC12DT 7T 4 77a7 7 A MO TORFASNET,

* Anonymous Reporting : & ID #EADEFIZTH L IBIRTEET, Zicky ., @slE
WOBEE SN EE A

CBLDHDLT Tk TN—=T OB  FAOHLEEEZRTT 7=k Z— TR
DT EMTEET,

ZZTIE. ROEEIZHOWTEHA L ET,

VIMIITTFIOT4R—2avEEFMAF
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B sxsoorrionE

LB TO T 74 ILDIERL
BLSEET B 7 7 A A ERER L. BETHI0E. KEFTLET,

{1

FIEDHE
1. configureterminal
2. call-home
3. profilename
4. destinationtransport-methodemail
5. destinationaddressemailemail-address
6. destinationpreferred-msg-format{long-text | short-text | xml}
1. destinationmessage-sizebytes
8. active
9. exit
10. end
F g 48
ARV EERERTI Y3y B8
ATvT1 configureterminal ya—s L ar7 4 ¥al—iar B— FEEL
£
i -
Device# configure terminal
ATvT2 call-home CallHome 21> 7 4 Fa Ll —va v T— FEHBLE
‘é_O
i -
Device (config) # call-home
ATv73 profilename fHEShizgide 7 v 7 7 A /L4 @ Call Home 58557 10
TrANar7 4 Xal—arE— RERBLE
Ik T, HESNSET 1 7 7 A VDBEE LR WA,
Device (config-call-home) # proﬁle proﬁlel ﬁzﬁk é ﬂi VTO
2Ty T4 destinationtransport-methodemail ER) BT A—NDAvE—VEEFXERELE
T, ZHUET 74V R TT,
i -
Device (cfg-call-home-profile) # destination
transport-method email

VILDIT FITAR—2 3 BREHAF
[ 66 | |
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ETOAT7AILDERE

avY RFEREF7TIIY

S]]

ATFvTH destinationaddressemailemail-address (WZH) CallHome X v B — % ET A5 E T A —
NT RVRAERELET,
1 -
Device (cfg-call-home-profile) # destination
address email myaddress@example.com
ATFYT6 destinationpreferred-msg-format{long-text | | ({-%) T AA v E—VRAEZHZELET, 7
short-text | xml} 7 4L ME XML T,
1 -
Device (cfg-call-home-profile) # destination
preferred-msg-format xml
ATy T1 destinationmessage-sizebytes (EE) k7 7 7 A NVORRBIEA v E— YA
A (50~3145728 /5A K) ZRELET, T 74/ b
Bl - fi13 3145728 /34 R T,
Device (cfg-call-home-profile) # destination
message-size 3145728
ATv78 active (EE) mh7n7r7A Ve, 3x—T M LET, T
T AN NTIE, 2= ERT 7 7 7 A JVIIERFRC A
i X =TT £,
Device (cfg-call-home-profile)# active
ATvT9 exit CallHome 555c 70 77 A/ a7 4 Fal— g
ET— N2 TLT, CallHome 2> 7 4 F a2l — 37
51 - V= RITEY £97,
Device (cfg-call-home-profile) # exit
2Tv710 end ¥iHE EXEC £— RIZEDY £,
Bl :

Device (cfg-call-home) # end

JOJ74ILOEZE— FDRTE
WEDTa 77 AV Eabt—LTH LW T 1 7 7 A VEVERT BI2IE. IROFNEIZHENET,

VIMIITTFIOT4R—2avEEFMAF
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Call Home D&E |

FIROWE
1. configureterminal
2. call-home
3. copyprofilesource-profiletarget-profile
FIED
ARV RFERETI3 Y B
2Tv 1 configureterminal Ja—R)L a7 40X alb— gy EF— REG
LET,
i :
Device# configure terminal
ATvT2 call-home CallHome =7 4 ¥ o L —y 2> T— R&BA L
7.
i -
Device (config) # call-home
2TFwvS3 copyprofilesource-profiletarget-profile BEfF D57 a7 7 A L LR Ui E TH LWgi e~

51 -

07y A NVEERLET, THAENORBEITKRD &
%DT?O

Device (cfg-call-home) # copy profile profilel
profile2

W VPhIITTIOTAR—VAVEEAAF

75—k GI—F~DERF

TI—=bF IN—=T1F TRTONL—FTHR—F SN TWD CallHome 77— F &2 dH 5 LOE
FL-V 7Y FTI, CallHome 77— MIX A ST LWZHIOT T — b T A—F1 7 —7F1k
ENET, ROTT7—k ZA—TBNMEHREETT,

* %7€ (Configuration)

* B

AR BT

* Syslog

e Crash
KT T— N IN—=TORE AN NI T T —F 7 NA—TOREA R Feawr F] ITRLT
WET, 77— M V=T XAy —TVONET TAvE—VORE] ITRLTVET,
SENET O T AN ECZETDHT T— N IN—T % | DEITEERINTE £,



Call Home D% TE

A

seeTnrrrose |

G¥)

EHEHN

CallHome 77— M, #® CallHome 77— " NEENTNWDET T— bk F A —F T8I
TWASEET a7 7 A M LB REENERA, EBIZ, TI7— b INV—T% A4 F—TWZ
THLERH Y £,

Configuration ¥ 7213 Inventory 7 7 — k /L — 257 0 7 7 A Va5 & FEE L7 HIM
WEMICE RN T 79— F V=T Ao —U 2% ET L L O BIRTE 4, XEHM
E. ROWVTHINTTEET,
* Daily : 24 FEE]OFE: 43 hhemm (] @ 14:30) TEETHRANZHE L 7,
* Weekly : day hhomm & WO B THER LR AFRELET, Z2C, day IFHERZA~LT
7 hLE7 (fl : monday) .
* Monthly : date hhomm & W9 JET 1 ~31 OH LRRAFEEL £7

Ayt—CERELELME

A

35e7 17 7 A /L% Environment, £72/XSyslog7 7 — F ZNA—TITRET HE, AvE—TVD
BREIZESNTT I IN—T Ayt —VE2FMETHLEWVEZRETESET, sk
T AMABESINTE LEWVEL Y BIEVWEREDO A v E—U0%, FEEICEESNEEA,

G¥)

syslogs L' ~/L73 10S CLI 41 L TER S 7286, H LVWED 10S St D 7 et R 2h 7 m
NE—=REN, ZNHDO Tt AFI0SITE » TERE DK vsyslog A v E—T ZE L7<
720, 10S D7=bdD CPU ¥ A 7 V% iR LET,

RIZ, [catastrophic] (L)L 9, BXRA L~V E) 75 [Debugging] (L-L 0, ALV
K) OEKELZZRETHEOIHEHINDIF—U—F2—EFRLET, BRELEVEIRE
ENTWARWEA. 77 4/L MM debugging (L1 0) TY, 7-7-L. P T—ShbAvE—
COBEBBEIC, T 740 MIHREETA,

GE)

Call Home DEKREIT. VAT A AvbE—Y aX L 7OEKREL TR 3,

R4 EXEE syslog LRILDIYELS

LR F—J—FK Syslog L' X)L S BA

9 catastrophic B X BU— 7 BRI
IREO 72 NI A LT
WET,

YIRIIT FITFAR—Vav BESAE )
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Call Home D&% E

LR F—J—FK Syslog L\ )L S BA

8 disaster ML T BT — T\ ZEKR
HEN R NET,

7 fatal A (0) AT BHME A FTRE
7R EE,

6 critical 77—k (1) 7 VT 4 FVIRIREE,
721 BICEENVE,

5 major HE (2) HEHRRIREE,

4 minor =J— (3) 7 IRTE,

3 warning BA (4) BIERTE,

2 notification wE (5) FARM) Zpimdnds KO
WA yE—TT, fh
ERAR LUV, EENE
DR EE TT,

1 normal TEH (6) FEREIIRSZ L&
RYIEHEAL X R T
—g—o

0 debugging FRw 7 (7) TRy T Ay—,

AFyToaybavr R YR MOERE
AFwFvay b avwr R VA NERETDHITNE, WOFNEEZFETLET,

FIEDHEE

R W=

end

B /7 9T TITaN—=YaY

call-home

configureterminal

[no | default] alert-group-config snapshot

[no | default] add-command command string

BEAAF
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FIEDFH
ARV RFERIETI Va3 Y B#
2Ty 1 configureterminal sua— ) ar7 4 Xalb—aryE®— 2Bl
5
i :
Device# configure terminal
ATvT2 call-home CallHome 2> 7 4 Fa b —va v E— R&EMtA L E
j‘o
A
Device (config) # call-home
ATFw T3 [no | default] alert-group-config snapshot 2FyFayvy har74Xal—yaryE— K%
BRLE L £,
il - no £7-/3 default =2~ FiL, 7 XTDORAF v Sz
Device (cfg-call-home) # alert-group-config | N =~ > RZHIFRL £7,
snapshot
ATvT4 [no | default] add-command command string |Snapshot 77— k 7V —7|Za~ > REZBML £,
no ¥ 721X default =~ > NI, ®hT 523~ RaH|
i - FRLET,
Device (cfg-call-home-snapshot) # 'COanandSUingZ 10S :I<?>/]:o E%j(f%kilZS jC
add-command "show version" .
FTY,
ATvT5 end ETL, REZRFLET,
i -

Device (cfg-call-home-snapshot) # exit

— R EFA—IL AT aVDETE

A—IL H—N\DEE
EA—/V Ayt —VHk 2T 512, 27 < &b 150 Simple Mail Transfer Protocol (SMTP;
VUTN A= MR T B R an) EA—A Y= ANT RLAEZRET OLEND Y T, KKTH
FF5ODA— NP —NERIIXI L, BHKADDONY I T v TEF AN —NERETEET,

A=) P—RERETIHEIE. ROTA FTA 2B LTI IEEN,
Ny IT T E ANV —NF, B9 44) 7 %K 5%#HAL T, mail-server 2~

Y REMRYIRTLEERTEET,

YIRIIT FITFAR—Vav BESAE )
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Call Home D&E |

* mail-serverprioritynumber /X7 A — 21X 1~100 IZEETEXET, 7 T4 4V T 4 BERLED
(FT7AF VT 4 FZZDPEBIED) =R L ET,

— RV B A A=V AT a VERET DL, WOFIEENET,

FIEDHEE
1. configureterminal
2. call-home
3. mail-server{ipv4-address | name} prioritynumber
4. senderfromemail-address
5. senderreply-toemail-address
6. source-interfaceinterface-name
1. source-ip-addressipv4/ipv6 address
8. vrfvrf-name
F g 48
ARV RFEREFT7TIVa Y EL:y)
ATv I configureterminal sua— b ar7 4 Xalb—vary - RERBLET,
i
Device# configure terminal
ATvT2 call-home CallHome 2> 7 4 FaL—1 a3 T— REMBLET,
i -
Device (config) # call-home
ATvT3 mail-server {ipv4-address | name} BIA—N =T FL2ZE YT, REFHDEF A —/L

prioritynumber

1 -

Device (cfg-call-home) # mail-server
stmp.example.com priority 1

P NNOFRI 2T T A F VT 4 ZE Y B TES,
WOWTNNOFETHRELET,
CET AN Y —RDOIPT RLAEZIL

CET AL SOTERIER K AL 24 (FQDN)
£7)

(64 3¢

1 EDTIAFIVT 1) 236 100 KD TFA4 AV T 4) D
TIAF )T 4 FFEEY Y TET,

W VPhIITTIOTAR—VAVEEAAF



| call Home D3t

seeTnrrrose |

AT RFEREETO VI Y

B

ATvT4 senderfromemail-address (f£) CallHomeE #A —/L * v ¥&— D [from] 7 4 —/L RIZFKR
SNDHE A= T FLRAZFEVYTEST, 7 FLAREESNT
fl : WRWEATE, BIEHOE A—L T RUABMERSET,
Device (cfg-call-home) # sender
from username@example.com
ATv 75 senderreply-toemail-address (fF-7) Call Home E A —/L # v & —0 [reply-to] 7 4 —/L NIZ
FRENDE AT RLREEI VY TET,
1 :
Device (cfg-call-home) # sender
reply-to username@example.com
ATvT6 source-interfaceinterface-name Call-Home A v & — V% EETHILDODOFRKEILA v ¥ —T7 = A A4
ZEID Y TES,
Bl - interface-name : FBAZGTCA VX —7 = A A4, WAEIL 64 LFT
Device (cfg-call-home) # ‘g’*o
source-interface loopbackl ) B
GE) HTTP A vt —Y DG, BETA v F—T =1 S %
RETDHITNE, Fo—\var 7 4 Xal—rg Ly T—
R T ip http client source-interfaceinterface-name =< > K
ZREHLET, UKD, T3 ZDFTXTD HTTP
TIAT LV INBRRERICEETA VX —T = AT
HE 07 E£T,
ATvT1 source-ip-addressipv4/ipv6 address | Call-Home A v & — V% FET 572D DOREILIP T KL AZED
UTET,
i - o
* ipvd/ipv6 address : 3850 TP (ipvd £ 721X ipv6) 7 KL R, fx
Device (cfg-call-home) # ip-address KEIT 64 STF T,
209.165.200.226
ATvT8 vrfvrf-name ({£&) CallHomeE A—/L A v & —T%%ET S VRE A A X
VAERBELET, VREZEELRNE, Za— UL )b—F (v
151 : 7T NABMERINET,

Device (cfg-call-home) # vrf vpnl

GE) HTTP A v & —ITld, FELA ¥ —7 = A A5 VRE
WEEMIT N TWAEEE, Z7r— UL a7 X
L — = > F&— KT ip http client
source-interfaceinterface-name 2~ > RZHH L T, T3
AADTXTOHITP 7 747~ hTEEboiuDd VRF A
VAL ABERELET,

VIMIITTFIOT4R—2avEEFMAF
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B sx o0or1r08%

B . — R 7RBEB A= AT a v

WOBITIL, —fRARBEFA— N AT a &R LTHET,
Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # call-home

Device (cfg-call-home) # mail-server smtp.example.com priority 1
Device (cfg-call-home) # mail-server 192.168.0.1 priority 2

Device (cfg-call-home) # exit

HTTP 0% 4—/\DiEE

%6512 CallHome HTTP (S) A v —VZXETH-OICHITP 7 X o —N\EHEET DHITIL.
WDOFINEEZEITLET,

FIEDHE
1. configureterminal
2. call-home
3. http-proxy {ipv4-address | ipv6-addressname} name
F gD 48
ARV KRFERETI VY EL:3)
ATy T configureterminal ra—nN)ary7 4 Xal—ary EF— RNy
Bt L £,
i -
Device# configure terminal
AT T2 call-home CallHome = 7 4 ¥l —v 3 E— F&p
WMLET,
i -
Device (config) # call-home
ATFw T3 http-proxy {ipv4-address | ipv6-addressname} name |HTTP B R Do x> —ZEL £1,

&1

Device (config)# http-proxy 1.1.1.1 port 1

W VPhIITTIOTAR—VAVEEAAF
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CallHome * v +—2 M 108 a7 2 FERTT 57D AAA ZBEEDE L
AAA RBFEZ A F—7 W LT Call Home A & — Y OHADUUEE A X —T T % 108 v

RE2FATTHITIE, ROMEXEEZFATLET,

FIEDBE
1. configureterminal
2. call-home
3. aaa-authorization
4. aaa-authorization [username username]
FIEDEFH
ARV RFEREFTIVa Y B#)
ATFvwT1 configureterminal Jo—nN) a7 4 Xal—arEFT— RERBL
*7,
i -
Device# configure terminal
ATw T2 call-home CallHome 2> 7 4 ¥ =2 L—3i g E— REBMBLE
ﬁ—o
i
Device (config) # call-home
ATvT3 aaa-authorization AAA FBREZ A R—T VI LET,
Bl - GE) F 7 4/ hTlt. AAAFREEIT CallHome T
' T4 =T NTT,
Device (cfg-call-home) # aaa-authorization
ATFvT4 aaa-authorization [username username) TR DO —T4EEELET,

1 -

Device (cfg-call-home) # aaa-authorization
username username

* usernameuser : 7 7 + /L h O —HF 4 1% callhome
T7, IKREIL64 XFTT,

syslog RO 1) VT DERE
Call Home syslog A v &—Y 02y N 7 & A RX—T NV ETIET 4 —7 /2L, Call Home
syslog A v E—U Y IRLEESINRNEDIZT 51T, ROFIEEZEITLET,

VIMIITTFIOT4R—2avEEFMAF
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FIEDHEE
1. configureterminal
2. call-home
3. [no] syslog-throttling
FIED
ARV NFERERETIVa Yy BHY
2Tv 1 configureterminal Ja—)ary7 4 Xal—aryEe— RNREPBEELEST,
i -
Device# configure terminal
ATy T2 call-home CallHome = > 7 4 ¥ a2l — g F— BB LET,
il -
Device (config) # call-home
ATvT3 [no] syslog-throttling CallHomesyslog # vt —Y D20y b v T h A Fx—T )L
F72137 4 B—7 M2 L, CallHomesyslog A » &2 — 3k
L DIRLEESNZWE S ICLET, T 740 h T, syslog
Device (cfg-call-home) # A /t—:/ Ay b YA *_7‘/1/,6‘340
syslog-throttling

CallHome 7—% TS5 A /N —DERTE

data-privacy =2~ > N, FABED T FTA N — RS BHT-DIC, IPT RLAREDT—Z DA
7T T ETWET, data-privacy 2~ REA RX—T NI THE, KREDT—XDAT T
B TR A T o 7o & 2 CPUMARICREL KT Ln3d Y £7°, BIfE, show & show

running-config DX E A v E—VERNT, a~v 2y FOHIFERIIAZ Z 00 B I TnER

/Uo

FIRDHE

1. configureterminal
2. call-home

3. data-privacy {level {normal | high} | hostname}

W VPhIITTIOTAR—VAVEEAAF
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F B D FEHE
av U RFEEETIa Y =E]:g]
ATy configureterminal Jua—)bar7 4 Xal—varyET—REBLET,
1 -
Device# configure terminal
ATw 72 | call-home CallHome 2> 7 4 ¥ a2 b —3 3 F— RZBBLET,
1
Device (confiqg) # call-home
RATFvT3 data-privacy {level {normal | I—FDTTA N —%RHET DD, B{fTar 7 4Falb— g
high} | hostname; Y IFANDT =R EAI T TMBILET, T AN D
data-privacy L /L1 normal T,
o G data-privacy 2~ R& A X—7 Wl DL, KREDT—F
dotae e hinhs # DAY T T ETT 7= L &2 CPU RIS L K
ata-privacy level g FTZendbn £,
*normal : TR TOEHL YL o< RE2XT T 0L F
j—O
*high : fRAEL L G NIZINA T, IP RAS A EPT R
APaAwY ROAT Z 0 T ETWET,
* hostname : 5 L~/ 2= NIZINZ T hostname 2~ KD A
T T EIT O ET,
GE) —HWDTT v b7 A= LT, REA v E—VDRA MM E
A7 T TEEY 5 L Smart Call Home ZLEE N IR 5
ZENDHY ET,
SEETO T 74 ILDIEE

ZOHTIE, 57T R T 7 A NVTIEITTELNLODODPDFAZIZOWTHHLET,

SAETAIT7AINDT I T4 TLBLUVETIT1T1E

TEFEW A CiscoTAC-1 711 7 7 A L &FRE . T Call Home 5656 7 1 7 7 A /L HMERERIC H )
N7 774 7120 ET, 777402 T IEALRWEEIE, 207077 A VEIET
7T 4 7L TEET, CiscoTAC-1 77 7 A ME, T74NBNTIHET 7T 47 Lo TEY, fE
AT HI0ET 7T 4 ZWCTHHERHY £,

YIRIIT FITFAR—Vav BESAE )



B sx o0or1r08%

Call Home D&% E

ST Ty ANET VT 4 TEIFIET 7T 4 7T DI ROFIEEZFATLET,

FlEDHE
1. configure terminal
2. call-home
3. profile name
4. active
5. no active
6. end
F B M
ARV EFEREFT7IVa Y B®
Z2TFwT1 configure terminal Ja—sLar7 4 FXal—varE—RefhLET,
1 -
Router# configure terminal
AT T2 call-home CallHome => 7 4 ¥ =L —va v EF— RZBLET,
1
Router (config) # call-home
ATvT3 profile name ESNI5E 7 17 7 A L CallHome 5645 7 1 7 7 A
Nar 74 Xalb—iaryE—RElBLET, HES
1 : N5 7' a7 7 A VIMFE L WG, fElShvET,
Router (config-call-home) # profﬂe test
ATvT4 active W77 ANV T—T M LET, T 74/ 8T
E LT e 7 7 A VIR ERIFRRZ A XR— 7 L2 ) &
1 <+,
Router (cfg-call-home-profile)# active
ATwv 5 no active TR T ANET 4 E—T T LET,
1 -
Router (cfg-call-home-profile) # NO
active
ATvT6 end CallHome%s2e 7 u 77 A ary 7 4 ¥al— g F—
Ra# T LT, ¥4 EXEC T— FICTEY £,
1 -

Router (cfg-call-home) # end

W VPhIITTIOTAR—VAVEEAAF



I Call Home D& E
seeTnrrrose |

BETOT7AILDEHER
BEfFo7m 7 7 A VOLRIEERETHI20E,. WOFNEEZFITLET,

FIEDHE
1. configure terminal
2. call-home
3. rename profile source-profile target-profile
F g 48
ARV RFERERETIVa Yy B#Y
& configure terminal JTa—)ary7 4 Xal—aryE— REBEIELE
j—O
il -
Router# configure terminal
ATw T2 call-home CallHome = > 7 4 ¥ 2 L—3 a3 E— REBA L E7,

i
Router (config) # call-home

2TFwv T3 rename profile source-profile target-profile |FE{zD YV — A 77 A LDOLEIEEH LET, FILEFND
PR D LB TT,

i . o e
* [source-profile] : BEfF D7 &0 7 7 A VDL & FRTE

Router (cfg-call-home) # rename profile2 LFET,

testprofile

* [target-profile] : BEFD 7' 1 7 7 A )L DFF LA R
fRELET,

EEFHD CiscoTAC1 FEETO T 7 A ILDER

CiscoTAC-1 71 7 7 A L%, Cisco Smart Call Home H— E 2 TFEMAT 572812, Call Home f4HE
THBEMICRESINTWET, 207177 A /VZid, 5BHEETA—/T KL A HTTPS URL
72 EORFEDE SR, 3 X0 Smart Call Home —E R L@BETAT-ODTFT 74V DT F— K 7
N—TNEFENTWET, 580EEFA—/LT RL A, HTTPSURL, A vt—UERARE, —#0
BMEIIEFECTE EHEA,

YIRYIT PHFAR—La Y BEAA R
|



Call Home D&E |

. Call Home B{EDFENE(E

FF A —/LETITHTTP #5k 2l L C. Smart CallHome —E AD /NNy 7 = K H— R Li@EE
TXxET, T 74/ FTIL, CiscoTAC-1 7 a7 7 A IIET 7T 4 7T THY ., T 7 4/ hDlE%E
TiEELTETA—AMEAENE T, BT A —NVEBEZERT LI, Zo7a 77 A 0EA
F—TIWNZT HZF T, 7272 L. (HTTPS %41 L C) Cisco Smart Call Home % —E A &% =7
=TT T ANEFEHTLEAIE. T 77 A NV EA X =TT DT TR, K
DOBNRT L DT, Ik JiE%E HTTP ICAE 5 2 & b ME T,

Router# configure terminal

Router (config) # call-home

Router (config-call-home) # profile CiscoTAC-1

Router (cfg-call-home-profile) # destination transport-method http
Router (cfg-call-home-profile) # active

Smart Call Home % — B 2 Z K E T 5 72O OB MB35 3/ DWW Tid, Smart Call Home
Y —EREZYR— 95 KL 9T Call Home R ET D HEEZSR LTI EEN,

CallHome 7O 7 7 1 JLDERTEDHESR

CallHome D71 7 7 A Vi E & Mg 3 5121%. showcall-homeprofile =~ > &AL £9, %
s L OBz DWW T, Call Home X EEROTRREZSHL TS IEIW,

Call Home B{E D FEE(E

HOFESE O Call Home 315 & FH TR4(F T& £4, Call Home @3 & 4157 51010, ZOHOEEE
;ﬂéﬁ?bi‘j‘o ::"G{i\ {Q&O)V\jﬁ@i’)b\“(%ﬁﬁﬂ L/iﬁ‘o

CallHome T X b A v E—LDFHFHEE

call-home test 2~ > &AL T, =2—¥EFHKD CallHome 7 A b A v =TV HEBEFETEET,

FIEDHEE
1. call-home test [“test-message”] profile name

FIED
ARV RFEREETI 3y B8

ATy F1 |call-home test [“test-message”] profile | {57 ESN/=56587 7 7 A NZT A N AvE—VEFELET,
name S PEROT A b A v E—TDT XA MILERE T, A

N=ZANGEALLEIEL. B () THDLERSH Y £,

I - A—PEEDA v E—URRESNLTORWEE, 774/ b

Router# call-home test profile profilel

AyvE—UREESNET,

W VPhIITTIOTAR—VAVEEAAF



I Call Home D& E
Call Home B{E D FENE(E .

CallHome 75—k HIL—T A wtE—CDFEHEE
call-khomesend =~ FAFEHA LT, BEDTIT—hF INV—T XA v —U%FHTEETEET,

CallHome 77— h 7V —7 A vt — V& FHTHET 25T, ROEEFHEINE> T EZS
AN

carv 74 Xalb—var, i Inventory 77— b F— I FETEE T E T,

CTFENTT I—h N~ RAoe—TUREIBL, BT 77 ANAERETDE, AvE—
ViR, TR T FANDT VT 4T AT —H A, BEFAT—HF A FTITEKEOFRE IR
. meET e 7y A TEESNET,

* Configuration £ 721X Inventory 7 7 — ks Z/b—7 A vt —U %2 FECEE L, sEE72 7 7
AN EFRE L2 E | normal E72IIFEESNTZT 7 — b I —T ~DOEMB IR ERIRE
SNTET I T4 TRTT 7 ANTXUIA v =TI NEEINET,

* Diagnostic 7 7 — h Z /b —7" A vy —TUZFETE L, sk7 07 7 A VA ERE LR
L. AvbE—UiF, BEShIZAr Yy I LR R LY L EREREIMENT R TOXH
ENTmE T 7 7 A MZEESINET,
CallHome 77— ks JV—7 A vt —T%FEIT MY T—F2121F, ROFNEICHENE T,
FlEDHE

1. call-homesendalert-groupconfiguration[profilename]

2. call-homesendalert-groupinventory[profilename]

FIED M

=V N3 il = Ay = B#

& A call-homesendalert-groupconfiguration[profilename] | 555 70 7 7 A LD 1> (FEEINTWAELS) =
TR I TNDTRTOZIETr 7 7 A LI

i Configuration 77— h 7 /—7 X vt —V % %G L
\i ?—O

Device# call-home send alert-group configuration
profile CiscoTAC-1

ATvT2 call-homesendalert-groupinventory|[profilename] TR T A ND 1o FEESNTWAES) £
FIEBER SN TN D TR TOFET 7T 7 4 ME
Bl : Inventory 7 7 — K ZV—7 A vt —UEEEFELE
R

Device# call-home send alert-group inventory

VILDTT7 7HOTFA4R—=LaVBREAHNAFR
|



Call Home D& E I
. Call Home B{EDFENE(E

Call Home T H L U L R— FERDIE(E
call-homerequest =~ > RZfEH LT, v A7 A[EHOER| 20T B LU AR— MEREZEET D
72, VAT MM B IEH A Cisco Systems (ZEF T E4, X2 U T 4 0L Ao
I NRNANTFGIT 4R, av R Ty Ly ARE SESERVAR—- FERERTEET,
Call Home 73#736 LNV AR — FERZ FE) CEET 256, ROEEFHIIES TSV,
* profilename #¥5ETH &, BRIZT o 77 A WZEFEENET, 7r 7 7 A ADBREINT
W7 WA BRI Cisco TAC 71 7 7 A MIZEESNE T, Call Home BERDOZ(EHL T o
Ty ANEALA F—T T DHLELIHY A, BERA v~ % Cisco TAC IZHRE L,

Smart Call Home ¥ — B A7 b IK[E %2 %{5 TX % L 912, Transport Gateway 23ix% i S AU72 78
A= T RLRAETa 77 A VIZHELET,

* ccoiduser-id 1%, Smart Call Home = — W D% g% ID T, user-id ZFRET D & B IT8 &
=P DEA—NLT RUARZERENET, user-id 26T LT IE, JREILT A ADiE
B AL T RLAZEEINET,

CHRTHLAR— MDY A THERETHF— T — NIZESWT, ROBFEHRPEINET,
° config-sanity : BIfEDFATa L 7 4 X2 bL—2 a VICBETLIRA N 7777 ¢ AEH,
° bugs-list : F1T/3— 3 VB LOBEEH STV O BERRICET 2B N7,

° command-reference : T2 7 4 X2 L — a3 DFTRTODa~vy FIZHTAHRBY
N7

° product-advisory : % U — 27 NOEE AL 5 2 5 A[REMED & % Product Security
Incident Response Team (PSIRT) #45 . #7R— M&E T (EOL) F7213Mk7EH T (EOS)
#&rE  Field Notice (FN) DU 300,

Cisco Output Interpreter > — /LB 3788 KON L AR — MEROERZHEFET 2121, RO FNEIZHE

WET,
FIRDOHE
1. call-homerequestoutput-analysis“show-command”
2. call-homerequest {config-sanity| bugs-list | command-reference | product-advisory}
FIEDFEHE
ARV RFEREET7TIVa Y ]3]

ZF w71 |call-homerequestoutput-analysis“show-command” | 5547 & U CHE L7~ show 2~ RO HEEE L E
jﬂo show =2~ }‘lj:\ glﬂgjf@: (vm) TT{MZ\%#‘&) D jﬁ
16“ : ,éAO

(profile name) [ccoid user-idi

VILDIT FITAR—2 3 BREHAF
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I Call Home D& E
Call Home B{E D FENE(E .

AR RFEREETOVa Y ]3]

Bl :

Device# call-home request output-analysis
“show diag” profile TG

ATy 72 |call-homerequest {config-sanity| bugs-list | M D 7=, showrunning-configall 35 J O showversion
command-reference | product-advisory} gy RERVHIEDa~Yy Ry FOHAZEELE
9, F72. callhomerequestproduct-advisory V7 =< >
K NiZiE, §R_ToA R hY 7I—h Z—F a<
(profile name) [ccoid user-id) v FBEENET, call-homerequest =~ > FDH &J:
RETHF—U— NI, BEZRVAE—- DI A TZRL
i) ER

Device# call-home request config-sanity profile
TG

151
WIZ, —FHRED show 2~ ROGHEROF ZRLET,

Router# call-home request output-analysis "show diag" profile TG

120aAT U RFERFATVR YR MHOOAT Y FHEAAYE—DFEIEE

call-homesend =~ > R&{HHT 5L, CLIZ3ETL, a~y NHAOE v AaE-IIBEDE
A=)V T RLUARIZERFTEET,

avr RO EEET LA, ROFEFHIIES T EIN,

*I0S o~ FELIFIOS =2~ R UARLE LT, 9 TCOEYa—/LHADa~< L REEH
T, EBEOF Ta~y REIEETEET, a~r R, 5% (<) THGLLERH Y 4,

* lemail] ¥— UV — RZFoTEFA—IN T T arZRBIR L, BEFA—IL T RLRAZIFTE
T5HE, A~ REDZEFOT RLVARZEEENET, BFA—NV A7 a b HITP A
YvarbIEELRWES, HOEED Y — b REREF S LIz 7 7% 2 MMEX TCisco
TAC (attach@cisco.com) (ZP5{E SN FET,

* Temail] ¥—Y— R Thttp] F—TY— FLEELRWGA, rr 7 75X Mgl XML
Ao —UROW ST T —ERAERBESNNLEE SH, BFA—/LVOBLITICY — B RAH
REFDRENET,

*HITP 47> a & EL TCWAHE. CiscoTac-1 71 7 7 A /)LD%iss HTTP % 7213 HTTPS

URL 23%65E & LCEA &N E9, Smart Call Home 7 HEFA—/L T RLAIZA vE—T%
HRET 5 L5, SEEDEB AV T RLAZBECTEET, WX, WEOETA—L

YIRIIT FITFAR—Vav BESAE )
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. Call Home B{EDFENE(E

T RVAETTISRESOWVWTNNEEET 2LENROY T (MGEEETLHI L TE
£7) .

avy REFATL, a~vy FHANZEET 2123, ROFIHEZFETLET,

FIEDHE
1. call-homesend {cli command| cli list} [email email msg-format {long-text | xml} | http
{destination-email-addressemail} |[tac-service-request SR#
F g 48
ARV FFEREETIVa Yy B8
e call-homesend {cl/i command| cli list} [email email CLIE7IZCLIVU XA NEFEIT L., BT A—/LFETITHTTP
+ v | msg-format {long-text | xml} | http HCHAZEELET,
— 1 | {destination-email-addressemail} |[tac-service-request
SR# * {clicommand|clilist} : 1 >D10S 2~ RE/=ix (1]
TREI-72) 10S 2~ F URMEFEELET, T3
1 - TOEY 2—/MITHa~vr Raegie, 55 rrun

vy REETEET, Zhboa~y RIZ5I%
() CTHEHTMLERDY £,

Router# call-home send “show version;show
running-config show inventory”

emailsupport@example.com msg-format xml * email email msg-format {long-text | xml : = @ email 4~

TaryPERENTWDLSE. BEOEFA—L TR
VRIZAFTr 7 7% A MERELIIXMLIEA T2
~ v NN FEE S, = RBERE S D Z D4
WEENET, BT AT FLRA, —ERERF
T FRIFIFOWMGEEETALERHY £, &
A=V T RUABBESNRWERIE, —EvX U7
TARNEEPNLETT (F7+VITEH, v 7%
Z MEX DA T attach@cisco.com, XML X DA
IZ callhome@cisco.com) ,

http {destination-email-addressemail : Z O http 47"+ =
YIERSN TV DA, 2~y FHAIEXMLEAT
Smart Call Home /X 7 = K #—N (TAC Va7 7 A
JVTCHEE &U72 URL) IZEEENET,

Ny P2y R —=N)pBEF A=V T RLAIZA Y
TV EREERTE D L DICT DI,
destination-email-addressemail # 5 E CX £9, BT A—
VT RUA =B RERE S, £T20Om x4
ETHUENRDHY £,

* tac-service-request SR# : Y — A RFE S AFHE L F
T, BT AT RLARBEINLRWGAEIL, —
ERA V7T A NERGHLETT,

VILDIT FITAR—2 3 BREHAF
[ 84 | |
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Call Home D% E [ |

ARV RFERRTI A Y =]

1
WIZ, CLLa~y ROMAE2—FHEDE A=V 7 RLRAZHET DB &R LET,
Device# call-homesend ' showdiag" emailsupport@example.com
RIZ, SRESFVIEEI N, =7 7% X MBI Tattach@cisco.com [ZiE(E SN D 2~ N D
Bz LET,
Device# call-homesend' showversion"; ''showruntac-service-request 123456
KIZ, XML 2 vt — VAT callhome@cisco.com [ZHEE S b a2~y R OFZ R LET,

Device# call-homesend ' showdiag' emailcallhome@example.com msg-format xml

Call Home D& E
Call Home #§8B1%., 7 VT 4 INI2V AT A A X FEE A= /LB Web ETHILET, &
o b =R BEOBES AV, FIE XML X—ZAOHBENT T ) r—a vl o
RO 0IC, SESERA v =R TE £4, = OBEED — R 2
FEZE, *y NT—7 BR—  EREOBEES—V 7 Xy hT—7 FXL—vay By
H—~PDE A—/LI@H, VR —F Web ¥ A F~D XML DEE, Y AaDT 7 =) PR—h
(TAC) TOHEFZEDOHEHFILKDT- D Cisco Smart Call Home —E A DfEHAR ENdH Y £97,

Smart Call Home H—E X #H7R— + 3% K 512 Call Home 2% ET 5 5%

ZZ T, A3 T3 AT Call Home #fE % 5% E L. HTTPS Z i L C Smart Call Home " —
B R EBRIGRIET DT OICLE IR DOMO KRR EEIT O 72 DI B 72 i/ NBO FINE O %
HBLET,

Smart Call Home % —E A &% E L CHAT DH1IC. ROBHESFMZH- L TWD Z L 2R LT
<&

CRIET DT NA ARFN R —EABKOMRE R TNWD AR LET,

* Cisco HTTPS #— "L IPEfi CX A Z L 2B L £ 9,

HOAa Y= tXa VT 4 AEAEL RS L E T, Cisco IOS XE Release 2.6.0 TliL, LA
T A% Cisco Systems DY —N X 2 U7 4 GEEDORFTOTF A MERRLET,

MIIDAJjCCAmsSCEH3Z/gfPgB63EHINn+6eJNMYwWDQYJKoZIhveNAQEFBQAWgCEXCzZAJ
BgNVBAYTALVTMRcWEQYDVQOKEWSWZXJpU21lnbiwgSW5]jLjES8MDoGAIUECxXMzQ2xh

VILDTT7 7HOTFA4R—=LaVBREAHNAFR
|
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c3MgMyBQdWJIsaWMgUHJIpbWFyeSBDZXJ0aWZpY2F0aWSuIEF1dGhveml 0eSAtIECyY
MTowOAYDVQQLEzE0YykgMTk50CBWZXJpU21nbiwgSW5jLiAtIEZvciBhdXRob3Jp
emVkIHVZzZSBvbmxSMR8WHQYDVQQLEXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMB4X
DTk4MDUxODAWMDAWMFoOXDTI4MDgwMTIzNTk1OVowgcExCzAJBgNVBAYTAIVTMRcwW
FQYDVQQKEwWSWZXJpU21lnbiwgSW53LIE8MDOoGAIUECxKMzQ2xhc3MgMyBQdWIsaWMg
UHJpbWFyeSBDZXJ0aWZpY2F0aWSuIEF1dGhveml 0eSAtIECcyMTowOAYDVQQLEzZEoO
YykgMTk50CBWZXJpU21nbiwgSW5jLiAt IEZvciBhdXRob3JpemVkIHVZZSBvbmx 5
MRB8WHQYDVQQLExXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMIGEMAOGCSgGSIb3DQEB
AQUAA4GNADCBiQKBgQODMXtERXVxpOKvTUWPMmRIZmDCOFoUgRmM1HPOSFIIThbbP4
POOMBRcPO/mn+SXXwc+EY/J8Y8+1R/LGWzOOZEAEaMGAUWQCRXfH2G711Sk8UOg0
13gfgLlptQ5GVi0VXXn7F+8gkBOvglzdUMG+7AUcyM83cV5tkaWH4mx0ciU9cZwID
AQABMAOGCSQGSIb3DQEBBQUAA4GBAFFNzbS5cy5gZnBWyAT14Lk0PZ3BwmcYQWpSk
U01UbSuvDV1Ai2TT1+7eVmGSX6bEHRBhNtMsJzzoKOmMS5EWROzLVznxxIgbxhAe71
F6YM40AIOW7n60RzKprxaZLvcRTDOaxxp5EJb+RxBrO6WVemeQD2+A2iMzA01KpY
oJ2dazZH9

CARSRERAYVFDEEH &L UVEEE

Smart Call Home ¥— A fIZ Cisco HTTPS ¥ — & O@IE # ML T DITIE, v Az —1_ &

T2 U T 4AEAFELZES L, BRET 2LENDH Y £,

Call Home D% E

FIEDOHME
1. configure terminal
2. crypto pki trustpoint name
3. enrollment terminal
4. exit
5. crypto pki authenticate name
6. Yo T T, EX 2 T AGEIEOT XA AR T ET,
1. quit
8. yes
9. end
10. copy running-config startup-config
FIED
ARV NFERERETIVa Y EL:Y
& A configure terminal Juau—N) a7 4 FXFal—ay ET— RERB
LET,
i -
Router# configure terminal
ATvT2 crypto pKi trustpoint name N—HBDCA NTAIKRA L FEEHESL, CA N7

151 - B ES,

Router (config)# crypto pki trustpoint cisco

ARRA v a7 4 Falb—aryET—RNE2H

W VPhIITTIOTAR—VAVEEAAF



I Call Home D& E

Call Home D% E [ |

aAvY RFERET7IIY

Sl

2573 enrollment terminal SEERGRT, FEHTOH v kT F— 2 F
ZHEELET,
fi
Router (ca-trustpoint) # enrollment terminal
ATvTa exit CAFITAMRA Y Far7 4 X¥al— g E—
REKTL, Jeo—ar 74 F¥al—vay
{1 - T— NIZREY £9,
Router (ca-trustpoint) # exit
ATYT5 crypto pki authenticate name A& CA ZFEFEL £,
- GE) CA D4 HIIX. crypto pki trustpoint =~ >
' RCHE S 7z name & —ET 501 H
Router (config) # crypto pki authenticate cisco DET,
ATvT6 a7 T, XV T 4R EOT XA |\ X2 ) T 4 HAEOCT XA MEIEEELET,
MR AT ET
f
Enter the base 64 encoded CA certificate.
f
End with a blank line or the word "quit"
on a line by itself
{1 -
<Paste certificate text here>
ATvI1T quit X2 VT AGEAEDOT XA MDD ZHEE L F
R
{5
quit
ATvT8 yes X2 VT 4FEHEDOANOZIT AN LR L E
ﬁ‘o
fi
% Do you accept this certificate? [yes/no]:
yes
ATvT9 end Ja—r L ar 74 X¥al—ay BT— REKT
L. ¥ EXEC E— NIZTREY £,
fi

Router# end

YIRIIT FITFAR—Vav BESAE )
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Call Home D&% E

AT RFERET7IIY BH#

ATy 710

copy running-config startup-config

Bl :

Router# copy running-config startup-config

Z DORED NVRAM I[ZHRIFE L £,

B2 a =R X2 T 4 FHEOES L FEF

WIZ, Y AADY =" tx a2 )T 4FENEDES LRECEHN SIS

Router# configure terminal
Router (config) # crypto pki trustpoint cisco
Router (ca-trustpoint) # enrollment terminal
Router (ca-trustpoint) # exit
Router (config) # crypto pki authenticate cisco
Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself
MIIDAJjCCAmsCEH3Z/gfPgB63EHINn+6eIJNMYwDQYJKoZIhveNAQEFBQAWgCEXCzAJ
BgNVBAYTALIVTMRcWEQYDVQOKEWSWZXJpU21lnbiwgSW5]jLjE8MDoGAIUECxKMzQ2xh
c3MgMyBQdWJIsaWMgUHJIpbWFyeSBDZXJ0aWZpY2F0aWSuIEF1dGhveml 0eSAtIECyY
MTowOAYDVQQLEzEOYykgMTk50CBWZXJpU21lnbiwgSW5)LiAt IEZvciBhdXRob3Jp
emVkIHVZzZSBvbmx5MR8WHQYDVQQLEXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMB4X
DTk4MDUxODAWMDAWMFoXDTI4MDgwMTIzNTk10OVowgcExCzAJBgNVBAYTALIVTMRCwW
FQYDVQQKEWSWZXJpU21nbiwgSW5jLjESMDoGALUECKMzQ2xhc3MgMyBQdWI saWMg
UHJpbWEFyeSBDZXJ0aWZpY2F0aW9uIEF1dGhveml0eSAtIEcyMTowOAYDVQQLEzEO
YykgMTk50CBWZXJIpU21lnbiwgSW5jLiAtIEZvciBhdXRob3JpemVkIHVZzZSBvbmx5
MR8WHQYDVQQLEXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMIGEMAOGCSgGSIb3DQER
AQUAA4GNADCBiQKBgODMXtERXVxpOKvTUuWpMmR9ZmDCOFoUgRm1HPI9SFIIThbbP4
POOMBRcPO/mn+SXXwc+EY/J8Y8+1R/LGWzOOZEAEaMGAUWQCRXfH2G711Sk8UOg0
13gfgLptQ5GV]j0VXXn7F+8gkBOvgl zdUMG+7AUcyM83cV5tkaWH4mx0ciU9cZwID
AQABMAOGCSgGSIb3DOEBBQUAA4GBAFFNzb5cy5gZnBWyAT14Lk0PZ3BwmcYQWpSk
U01UbSuvDV1Ai2TT1+7eVmGSX6bEHRBhNtMsJzzoKOM5S5EWROzLVznxxIgbxhAe71
F6YM40AIOW/n60RzKprxaZLvcRTDOaxxp5S5EJb+RxBrO6WVcmeQD2+A2iMzA01KpY
o0J2daZH9
quit
Certificate has the following attributes:

Fingerprint MD5: A2339B4C 747873D4 6CE7C1F3 8DCB5CE9

Fingerprint SHAl: 85371CA6 E550143D CE280347 1BDE3A09 E8F8770F

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

Router (config) # end

Router# copy running-config startup-config

Smart Call Home D& $ZDEAA
Smart Call Home ®%§k 7" v & X % Bi#h9 5 121%, CiscoTAC-1 7’1 7 7 A /LIZ [Inventory] 7 7 — b

FIRDHE

IN—T A vt—VEFERTEELET,

1. call-homesendalert-groupinventoryprofileCiscoTAC-1

VILDIT FITAR—2 3 BREHAF
II!HHII

REDHIZRLET,



I Call Home D& E

FIEDFH

Call Home D% E [ |

ARV RFERETI Va3 Yy =)

ATy T

call-homesendalert-groupinventoryprofileCiscoTAC-1 |[Inventory] 77— F /L —7 A vt —T%

1 -

Device# call-home send alert-group inventory profile
CiscoTAC-1

CiscoTAC-1 5857 1 7 7 A WICFE TR L
35

WOVES

Call Home

FIEDHEE

1 A —/L% Cisco Systems 7* 53{8 L, $5/RIZHE> T Smart Call Home Web 7 7Y r—3 2 D
TN, AR ETET LET,

* kM URL 7>5 ., Smart Call Home Web 7 7' U 77— g &2 #EEI L £,

https://tools.cisco.com/sch/
ERRBREEZZITANET,
* BEDRE T T o7z Call Home 7 /34 ADT /A ARGk LT,

Smart Call Home Web 7 7"V - — 3 2 » O OFEMIC DWW TIL,  [Smart Call Home User Guidel
ZZRLUTLIIES, ZOa—FUA NIZE, 73, ZbEHE, F3EEr— v =1 (TG)
HEHIHRA > P& LT SmartCallHome X v — V2 RETHZOOREFAbLEENTWET, &
BOTNA A% HR— T HLEOHLGEC, BEXa VT 4 BIRCL S TT A ABA  H—
X MOEHEER SN NZ EBMATHA5GA1E. TGHENFRA v e T E T,

REFBDET

showcall-home =~ > N I F I FRBATHEH LT, Call Home O EF#RE LR TEET,
X EHF A D Call Home [F#H A R T 5121%, IkOa~v>y KO 1 DFEIFEREZMEHLET,

showcall-home
showcall-homedetail
showcall-homealert-group
showcall-homemail-serverstatus

showcall-homeprofile{all | name}

S kR N =

showcall-homestatistics

YIRIIT FITFAR—Vav BESAE )


https://tools.cisco.com/sch/

. Call Home D& E

Call Home D% E

FEDEFHA
ARV EEEET7Ia Y B
ATy 1 showcall-home Call Home X € D E 2 F£m LET,
1 -
Device# show call-home
ATvT2 showcall-homedetail Call Home %X E DFEfl A KR LET,
1 -
Device# show call-home detail
ATv73 showcall-homealert-group ERTRE/R T T — N T N—T L ZN LD AT —H
AxERRLET,
1 -
Device# show call-home alert-group
ATy T4 showcall-homemail-serverstatus BEBFBHLDEA—NL P —R_ROT XL TV T 4%
Fxv 7 LTERRLET,
i -
Device# show call-home mail-server status
ATy 75 showcall-homeprofile{all | name} BEINHBETn 7 7 A NVDOREEZFR N LE
T, al ¥—U— REFEH L TT_XTomk7 =
Bl T ANDREERRLET,
Device# show call-home profile all
ATv76 showcall-homestatistics Call Home 1 XY Ot R Z R R L E T,

1 -

Device# show call-home statistics

CallHome D> 7 4 X1 L—3 3 Ufl
wIZ., showcall-home =~ NORMLAIA Ty a v 2 ERALESEOH B 2R L ET,

5] = Call Home D EH)

Device# show call-home
Current call home settings:
call home feature : disable

call home message's from address: username@example.com

call home message's reply-to address:
vrf for call-home messages: Mgmt-intf

username@example.com

contact person's email address: username@example.com

W VPhIITTIOTAR—VAVEEAAF



Call Home D% TE

contact person's phone number: +14085551234

street address: 1234 Any Street Any city Any state 12345
customer ID: customer@example.com

contract ID: 123456789

site ID: example.com

Mail-server[l]: Address: smtp.example.com Priority: 1
Mail-server[2]: Address: 192.168.0.1 Priority: 2
Rate-limit: 20 message(s) per minute

Available alert groups:

Keyword State Description

configuration Enable configuration info

diagnostic Enable diagnostic info

environment Enable environmental info

inventory Enable inventory info

syslog Enable syslog info
Profiles:

Profile Name: campus-noc
Profile Name: CiscoTAC-1

5]« BEFHD Call Home [EH D M

Device# show call-home detail
Current call home settings:

call home feature: enable

call home message's from address: router@example.com
call home message's reply-to address: support@example.com
vrf for call-home messages: Not yet set up

contact person's email address: technical@example.com
contact person's phone number: +1-408-555-1234

street address: 1234 Picaboo Street, Any city, Any state, 12345
customer ID: ExampleCorp

contract ID: X123456789

site ID: SantaClara

source ip address: Not yet set up

source interface: GigabitEthernetl

Mail-server[1l]: Address: 192.168.2.1 Priority: 1
Mail-server[2]: Address: 223.255.254.254 Priority: 2
http proxy: 192.168.1.1:80

aaa-authorization: disable

aaa-authorization username: callhome (default)
data-privacy: normal

syslog throttling: enable

Rate-limit: 20 message(s) per minute

Snapshot command[0]: show version

Snapshot command[1l]: show clock

Available alert groups:

Keyword State Description

configuration Enable configuration info
crash Enable crash and traceback info
inventory Enable inventory info
snapshot Enable snapshot info

syslog Enable syslog info

Profiles:

Profile Name: campus-noc

Profile status: ACTIVE

Preferred Message Format: xml
Message Size Limit: 3145728 Bytes

Transport Method: email

Email address(es): noc@example.com
HTTP address(es): Not yet set up
Alert-group Severity

configuration normal
crash normal
inventory normal
Syslog-Pattern Severity

. *CALL_LOOP.* debug

Profile Name: CiscoTAC-1

Profile status: INACTIVE

VINIDIT7 FIT4R—>3>
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Call Home D&% E

. Call Home D& E

]

1)

il

Profile mode: Full Reporting

Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Transport Method: email

Email address(es): callhome@cisco.com

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Periodic configuration info message is scheduled every 14 day of the month at 11:12
Periodic inventory info message is scheduled every 14 day of the month at 10:57
Alert-group Severity

crash normal
Syslog-Pattern Severity
. *CALL_LOOP.* debug

A FREZ: CallHome 75—~ 71—

Device# show call-home alert-group
Available alert groups:
Keyword State Description
configuration Enable configuration info
crash Enable crash and traceback info
inventory Enable inventory info
snapshot Enable snapshot info
syslog Enable syslog info

FBEFA—L P—RNDRATFT—H 2‘%?&

Device# show call-home mail-server status

Please wait. Checking for mail server status ...
Mail-server[l]: Address: 192.168.2.1 Priority: 1 [Not Available]
Mail-server[2]: Address: 223.255.254.254 Priority: 2 [Available]

TRTCORELET a7 7 A4 VOEHR

Device# show call-home profile all
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): noc@example.com
HTTP address(es): Not yet set up
Alert-group Severity

configuration normal
crash normal
inventory normal
Syslog-Pattern Severity

. *CALL_LOOP.* debug
Profile Name: CiscoTAC-1
Profile status: INACTIVE
Profile mode: Full Reporting
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 14 day of the month at 11:12

Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity
crash normal
Syslog-Pattern Severity
. *CALL_LOOP.* debug

W VPhIITTIOTAR—VAVEEAAF



Call Home D&% E
Call Home D% E [ |

Bl » 2= PEROFIET BT 7 A DR

Device# show call-home profile campus-noc
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email

Email address(es): noc@example.com
HTTP address(es): Not yet set up
Alert-group Severity
configuration normal
crash normal
inventory normal
Syslog-Pattern Severity
.*CALL LOOP.* debug

% . Call Home D#EEHE R

Device# show call-home statistics

Message Types Total Email HTTP
Total Success 3 3 0
Config 3 3 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 2 2 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total In-Queue O 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total Failed 0 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total Ratelimit
—-dropped O 0 0
Config 0 0 0
Diagnostic 0 0 0
Environment O 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0

Last call-home message sent time: 2010-01-11 18:32:32 GMT+00:00

TI4ILMERTE
Call Home OF 7 )V NZRED—BE T,
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Call Home D% TE

Call Home D&% E

INT A —% (Parameters) FI4I bk
Call Home $EED AT — & A F4E—TIL
I—PFERESA T A NDAT—F A Active
ERFHDY A TAC 77 7 A )LD AT — | Inactive

S

HAE 51k B A—IL
Aye—VOT =<y N IALT XML

oy FHXAN, Ya—hTHxA M, F720E | 3,145,728
XML ERTEEEND A v =V D50 A v
=Y A X

TI5— K TIN—TDAT—H A A =T )
Call Home A vt —OBEKFE L X \VMHE 0 (T/3v7)
1 BICEET DA v =0 L— MR 20

AAA Authorization Fae—T
Call Home O syslog A v&—Y Ay N U7 | 4 F—T )L
T—H T TAN— LYl FRYE

To5— b TL—TOEEBAR AT UK
Call Home ##) A X MIT T —k Z—T12 T V—7{b &, &7 77—k T —7120IA

rOFRAERFICFEITTDLICLIa~ Y RAED Y TEHENE T, CLIz~y FHEREESID A v

T—JICEFENFET, £5: CallHome 77— b Z—7 A X0 b, BIOEME,
X, K7 77— M I N—FICEENIHEEA R PR LET, ZHIDE, A FOERE L
FITENATTFT— K ZA—7DCLI 2~> RbEENET,

W VPhIITTIOTAR—VAVEEAAF
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I Call Home D& E

#5: CallHome 75—k FIL—T, AR+, BEUBE

Call Home D% E [ |

TI73—bTN—T

Call Home &EE11 X2
~

Syslog 1 N2 k

EXE

REBAEEITEINS CL
avU kR

Crash

SYSTEM_CRASH

VAT LT T v =il
BIEd 514 X b,
T Ha~vr R
show versionshow

loggingshow
regionshow stack

TRACEBACK

V7R 7O KL —
ANy AR N
BHELET,
FTTHavr N
show versionshow

loggingshow
regionshow stack

X7 (Configuration)

=P HERL L TeBE
FLR (TACIZIEE)
FITENLHCLIa~v
K

showplatform
showinventory
showrunning-configall

showstartup-config
showversion

Environmental

ER, 77 WET
T — D X D IRERETR
HERICBET 5 A
> b (TACIZEE) .

ETENACLI=~
e

showplatform
showenvironment
showinventory
showlogging

YIRIIT FITFAR—Vav BESAE )



. Call Home D& E

Call Home D&% E

7o3—hGL—7

Call Home 228114 N>
~

Syslog f N>

EXE

B EETEINS CL
av Uk

LY

Inventory A7 — X A
X, 2=y R —b
K7 — k&= %E
X, FRUBMEAE 21T
iy QI NP Wik S Ak =1
EIND, ZiuE, B
KTIE7eWnWA X p &
RzpEi, BHIEA
T—H AL BREREIC
R END (TACIZE
12) .

EITENACLI=~ v
e

show diag all eeprom
detail | include
MACshow license
allshow platformshow
platform hardware qfp
active infrastructure
chipset 0
capabilitiesshow
platform software
vnic-if
interface-mappingshow
version

Syslog

syslog |2 v Z5idk S
DA

FATShbHCLla~y
s
show logging

AyvE—CDARB

WDOFRIZ, TI9— K TNV —T A v —CORNEORRELRLET,

*ShortText * YV E—C F—TILDITA—I Vv I a—FTHFA K AvE—V0ar5w
VDT 44—V RIZOWTERH LT,

*TRTCOITILTHFRAME KU XML Message T— JILAOIED 7 ¢ —)L RIZTXTHO 7L
TEARMNBIORXML A v b=Vl T5a 07007 4 —L RIZOWTHB LET,
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BEDT F—h I N—7 Ao —IZBEBDT ¢ —V Rid,

NET, FHARAL L MIFIRLTWET,

Call Home D&% E

7 4 —/L FORMICHRA S

B FE[EFHA R b A E—DITHHASND T 4 —IL FOFRIZ, LA v E—

(TAC r — A% ME LT 5V AT LlEE)

ETBIA v E—Y (VAT A NRT f—<v A

DR T 25 & T REEDOH L) ITHASNOINET 4 —/V FaRLET,

CAURVFIDARY R AyE— F—TIILIZEBAESNZ 7 4=V RIZA o _U MY Ay
=V AINTa LTV DT 4L RIZOWTEH LET,

OB a i, YU A=V EREHELEROY T v a b EENTWVWET,

£R6: 23— FTEIFAvE—COEK

T—ARIEH SR BA
T/ A ID B ST A 24
HIFA X EEA R NDEA AR T

T —HHIA =

FEE A~ b ORI (EE)

T T — ADBRA

VAT A AyE—VIZEAINs Lo T —
L~

K7 AV TEXERRMAYE—CEXMLA vE—SFRTIZHBOT 4 —IL K

T—ARIEE (FL—r TR

BB (TL—r TR B LUV XML)

MML # % (XML 7=

b & & T XML) (1)
Time stamp ISOBELEEI TDOA X D HAF/Z A A | CallHome/EventTime
AR T
YYYY-MM-DDHH:MM:SSGMT+HH:MM.
A= A=V D4, BEDOA R MAIE | va—F TFA L

(7T — K T N—TOREIA X~ o
2 U R B Y CEEENTWE

A o= DED
I

‘640
Av— AT [Call Home| Z 57, CallHome/Event/Type
Message subtype BrEDA vE—3 ¥4 7 full, delta, | CallHome/Event/SubType

test

Ao—T FT—F

lreactive] ZEE, T 74/ NI
lreactive] TH D720, EE,

72 L, Long-text A v
-V

YIRIIT FITFAR—Vav BESAE )



. Call Home DX E

T—ARIEB (FL—r 7%

BB (TL—r TR B LU XML)

MML 24 (XML 7=

Y R— F—ERIT L > TEKD
HDEDOMDOT —ZIER SN AT
varDa—YREMET 4 —/L K

k& & U XML) 1)
BHRE A B—DOEKPE, Body/Block/Severity
%fE7C ID U—7 7u—T VbR ERRET 5 | Long-text A v kE—¥
I A7, — I 7 I V4T HH
j‘o
F 314 A ID A —VFERT AT K534 20 | CallHome/CustomerData/
Unique Device Identifier (UDI) , # v -— | ContractData/Deviceld
CIRNT 7TV v 7 AL v FITEA TR
Ba. 07— RIEZEA, BT
type@Sid@serial T,
*type IZ. /3w 7 7 L—> IDPROM
DO ORI,
*@ XYY ST T
*SidliZCT, YUT/VID&ZTv—
VU TNEEE LTRELET,
* serial 1 X, Sid 7 4 —/V RIZ X - Tilk
MEN5E ST,
f5 : ASR1006@C@FOX105101DH
Customer ID HR— k P— B R Lo TEEEHF | CallHome/CustomerData/
OO DI &5 473 3 o o — | ContractData/Customerld
FROEAHETR T 4L K,
25 1D PAR— b P — BRI Lo TR Z | CallHome/CustomerData/
OO DI &5 473 3 o o o— | ContractData/Contractld
PRIETRAR T 1 =1V,
A ~ID Cisco Systems 23MEffk9- 54 | ID %7z | CallHome/CustomerData/
ContractData/Siteld

W VPhIITTIOTAR—VAVEEAAF
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Call Home D% TE

T—ARIEB (FL—r 7%

b & & T XML)

BB (TL—r TR B LU XML)

MML 24 (XML 1=
1+)

Server ID

A=V NT 7T I AL vTFND
ERINTWBEAE., ZHEAAL v TFO
& DT84 % ID (UDID) .

BRUX ppe@Sid@serial TT,

*type lX. /N 7 7 L—> IDPROM
B ORLEL ORI,

*@IEXEY T

*SidiZCT, U7V ID&EYY—
VVITNAEFELTEELET,

*serial 1. Sid 7 4 —/V FIZ L »> Ci#k
MENbHEZTT,

f5 : ASR1006@C@FOX105101DH

Ry THEANRAY
=T OGO

A=Y O] T T —Z Rt D O ICE, CallHomeMessageDesaription
TINA A AR IBRET D — R, Ziug, 7 | CallHome/CustomerDate/
IS ADIR A R LT, SystemInfo/NameName
L4, Sy WA ) — RIS % [0 | CallHome/CustomerData/
A e DS 4, SystemInfo/Contact
HEESEE A—L T =v N DEKETH B AN E T | CallHome/CustomerData/
A—L 7 RL A, SystemInfo/ContactEmail
Contact phone number ZOa=y N OEKETHH A EEE | CallHome/CustomerData/
e SyseminoContactPhoneNurmber
ERT o=y MIEBE L7 RMA #Bi0% | CallHome/CustomerData/
fHEEFT A L T D47 a o | Systeminfo/StreetAddress
74—V K,
ET A N—=ZDETNVA, ZHUFRE 7 7 I | ClHomeDevieCro Chess
5HO—HThLEEEFLTT, Model
Serial number 2=y bV —T DV TAEE, CalHomeDeviceCico Chessy/
SerialNumber
X — v O XY= O ETRET Y ES, CalHomeDevieeCoo Chasy
——
“PartNumber”

Call Home D&% E
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Call Home D& E

T—ARIEB (FL—r 7%
b & & T XML)

BB (TL—r TR B LU XML)

MML 24 (XML 7=
1+)

System object ID

AT DEBICHBIT 5 VAT A AT

vx7 b 1ID,

CalHomeDeviceCisoo Chasss/
e HADG
“sysObjectID”

n

AT AELR

BHIRIER T SN AD T AT LB,

CalHomeDeviceCisoo Chasss/
HicrgliEar 7

“sysDescr”

BEDT F—h TN—7 A
v —YOEEDT 4 —V N,
ZZICHASIVET,

ZOTI— b Z—FTx L TERO
CLI o~y RINEfTEND &, kD

T 4=V D IEINDIHEERH Y F
j—o

Call Home DX E

o< R4 AT I N5 CLI =~ | AdAdhmasAtdmaNare
¥ ROIEM72 407,

WA~ THEyF A hoK | aAadmesAtdmetaype
A7, WEIX
“inline”,

MIME % A 7 SEHE faml/Attachments/Attachment/
1. "text". "plain"\ Data@encoding
FFHF by A
DUNT I,

a<wr NHAT A B HENICEIT SN 5 | mmlaadhmesdchmentiicd

a2 RO,

=8 HUMELFFHHAR F AvE—DICHEAETNE T —ILF

XML)

F—AI1ER (FL—VTFRALELU

S (FL—r TFRX B EUXML)

MML %25 (XML 7Z17)

X —IDN—R T RN—=T g

VX —YDN—RU T NN—T g

HardwareVersion

CallHome/Device/Cisco_Chassis/

T oN—=Ta

2= R—=NA P E2— )L VT Tz

:/O

HEELLVDY T Ry 2T N—U g

CallHome/Device/Cisco_Chassis/
Additionallnformation/AD@name=
“SoftwareVersion”

DI D FRU D4

ARV N A=V B ERT S,
D ¥ %5 FRU D4 i,

=
-2

CallHome/Device/Cisco_Chassis/
Cisco_Card/Model
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| call Home D3t

Call Home D&% E

T—REH (FL—rTFFRXEELY
XML)

B (TL—r THZX FELTXML)

MML %5 (XML 72(+)

EEDIH S FRU DY TILEE

EEDIH L FRU DY T IILEE,

CallHome/Device/Cisco_Chassis/
Cisco_Card/SerialNumber

DI 5 FRU OB S

D % A FRU OS5

CallHome/Device/Cisco_Chassis/
Cisco_Card/PartNumber

FRU 2 m v b

AR Ay—UFRAER LTINS
FRU D A1 &R,

CallHome/Device/Cisco_Chassis/
Cisco_Card/LocationWithinContainer

FRUN— R =7 RX—T g

EEDBHS FRU DN— R7 =7 N—
Ta,

CallHome/Device/Cisco_Chassis/
Cisco_Card/HardwareVersion

FRUY 7 hUx=T7 RN—T g

DS FRU ETEMEL TWS Y
T T RN—=T g,

CallHome/Device/Cisco_Chassis/
Cisco_Card/Softwareldentity/
VersionString

R AVKR—RV ARV AvE—CDEATA—ILEK

T—REB (FL—CTFFRXLELY
XML)

BB (TL—rTHFRRX B LUXML)

MML 24 (XML =11)

VXY=V DN— R T N—=T g

VX =V DN— Ry =T R—=Va

CallHome/Device/Cisco_Chassis/
HardwareVersion

A= R=RNA P 2=V T Uz
T oN—=Ta

KELVLDOY T Ry T N—TU g
Vs

CallHome/Device/Cisco_Chassis/
Additionallnformation/AD@name=
“SoftwareVersion”

FRU name AR AvE—RART S, 28 | CallHome/Device/Cisco_Chassis/
D5 FRU D4 i, Cisco_Card/Model
FRU s/n FRU O U 7 IILE S, CallHome/Device/Cisco_Chassis/
Cisco_Card/SerialNumber
FRU #5036 FRU OHLLE 5, CallHome/Device/Cisco_Chassis/
Cisco_Card/PartNumber
FRU A1 v b FRU ® A& v &5, CallHome/Device/Cisco_Chassis/

Cisco_Card/LocationWithinContainer

FRUNN— R =T R"—T g

FRU DNN— R =7 NRN—T g

CallHome/Device/Cisco_Chassis/
CiscoCard/Hardware Version
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Call Home D% TE

Call Home D&% E

T—REH (FL—rTFFREELY
XML)

B (TL—> THX B LUXML)

MML %5 (XML 72(+)

FRUY 7 hU =T N—T g

FRU ETEIfELTCWAY 7 =T
N—T g,

CallHome/Device/Cisco_Chassis/
Cisco_Card/Softwareldentity/
VersionString

XML #2 =X T®D syslog 7 5 — ~EEI D5

WIZ, XML R TO syslog 77— b OB Z R LET,

<?xml version="1.0" encoding="UTF-8"7?>
<soap-env:Envelope xmlns:soap-env="http://www.w3.0rg/2003/05/soap-envelope">

<soap-env:Header>

<aml-session:Session xmlns:aml-session="http://www.cisco.com/2004/01/aml-session"
soap-env:mustUnderstand="true"
soap-env:role="http://www.w3.0rg/2003/05/soap-envelope/role/next">
<aml-session:To>http://tools.cisco.com/neddce/services/DDCEService</aml-session:To>
<aml-session:Path>
<aml-session:Via>http://www.cisco.com/appliance/uri</aml-session:Via>
</aml-session:Path>
<aml-session:From>http://www.cisco.com/appliance/uri</aml-session:From>
<aml-session:MessageId>M8:9SINMSF22DW:51AEAC68</aml-session:Messageld>
</aml-session:Session>
</soap-env:Header>

<soap-env:Body>
<aml-block:
<aml-block:
<aml-block:
<aml-block:
<aml-block:
<aml-block:
<aml-block:

</aml-block:Builder>

<aml-block:
<aml-block:
<aml-block
<aml-block:
<aml-block:
<aml-block:

BlockGroup>
GroupId>G9:9S1INMSF22DW:51AEAC68</aml-block:GroupId>
:Number>0</aml-block:Number>
IsLast>true</aml-block:IsLast>
IsPrimary>true</aml-block:IsPrimary>
WaitForPrimary>false</aml-block:WaitForPrimary>

</aml-block:BlockGroup>
<aml-block:Severity>2</aml-block:Severity>
</aml-block:Header>

<aml-block:Content>

<ch:CallHome xmlns:ch="http://www.cisco.com/2005/05/callhome" version="1.0">

<ch:EventTime>2013-06-05 03:11:36 GMT+00:00</ch:EventTime> <ch:MessageDescription>*Jun 5
Clear counter on all interfaces by

03:11:36.041:

%CLEAR-5-COUNTERS:

Block xmlns:aml-block="http://www.cisco.com/2004/01/aml-block">
Header>
Type>http://www.cisco.com/2005/05/callhome/syslog</aml-block:Type>
CreationDate>2013-06-05 03:11:36 GMT+00:00</aml-block:CreationDate>
Builder>

Name>CSR1000v</aml-block:Name>
Version>2.0</aml-block:Version>

console</ch:MessageDescription> <ch:Event> <ch:Type>syslog</ch:Type>
<ch:SubType></ch:SubType> <ch:Brand>Cisco Systems</ch:Brand> <ch:Series>CSR1000v Cloud
Services Router</ch:Series> </ch:Event> <ch:CustomerData> <ch:UserData>
<ch:Email>weijuhualcisco.com</ch:Email>

</ch:UserData>

<ch:ContractData>
<ch:
<ch:
<ch:

CustomerId></ch:CustomerId>
SiteId></ch:SiteId>
ContractId></ch:ContractId>
DeviceId>CSR1000V@C@ISINMSF22DW</ch:DeviceIld>

Name>giang-vm</ch:Name>

<ch:

</ch:ContractData>
<ch:SystemInfo>

<ch:
<ch:Contact></ch:Contact>
<ch:

<ch:
<ch:
</ch:SystemInfo>

B /7 9T TITaN—=YaY

ContactEmail>weijuhua@cisco.com</ch:ContactEmail>
ContactPhoneNumber></ch:ContactPhoneNumber>
StreetAddress></ch:StreetAddress>
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<ch:CCOID></ch:CCOID>

<ch:IdToken></ch:IdToken>

</ch:CustomerData>

<ch:Device>

<rme:Chassis xmlns:rme="http://www.cisco.com/rme/4.0">
<rme:Model>CSR1000V</rme:Model>

<rme:HardwareVersion></rme:HardwareVersion>
<rme:SerialNumber>9SINMSF22DW</rme:SerialNumber>

<rme:AdditionalInformation>

<rme:AD name="PartNumber" value="" />

<rme:AD name="SoftwareVersion" value="15.4(20130604:093915)" /> <rme:AD
name="SystemObjectId" value="1.3.6.1.4.1.9.1.1537" /> <rme:AD name="SystemDescription"
value="Cisco IOS Software, CSR1000V Software (X86 64 LINUX IOSD-ADVENTERPRISEKS-M),
Experimental Version 15.4(20130604:093915) [mcp_dev-giazhou-ultra ut 100] Copyright (c)
1986-2013 by Cisco Systems, Inc.

Compiled Tue 04-Jun-13 02:39 by jsmith" /> <rme:AD name="ServiceNumber" value="" />
<rme:AD name="ForwardAddress" value="" /> </rme:AdditionalInformation> </rme:Chassis>
</ch:Device> </ch:CallHome> </aml-block:Content> <aml-block:Attachments>
<aml-block:Attachment type="inline"> <aml-block:Name>show logging</aml-block:Name>
<aml-block:Data encoding="plain"> show logging Syslog logging: enabled (0

messages dropped, 1 messages rate-limited, 0 flushes, 0 overruns, xml disabled, filtering
disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: level debugging, 391 messages logged, xml disabled,

filtering disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,

filtering disabled

Buffer logging: level debugging, 391 messages logged, xml disabled,

filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 56 message lines logged

Logging Source-Interface: VRF Name:

Log Buffer (4096 bytes):

*Jun 5 03:11:18.295: %SYS-5-CONFIG I: Configured from console by console
giang-vm#</aml-block:Data> </aml-block:Attachment> </aml-block:Attachments>
</aml-block:Block> </soap-env:Body> </soap-env:Envelope>
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CiscolicenseCallHome Z{EFA L =514 ADA VX F—ILFE=IEXY

TJhDxz7D7yvITTL—F

FIEDOBE
1. PAK ZATLET,
2. enable
3. show license call-home pakpak-id
4. license call-home install pakpak-id
5. show license feature
FIEDEFH
ARV REEEF7Ya Y B
ATy I PAK # AFL £, PAK T, BFEDT T v b7 4 —2HD7 4 —F % & b
OFRAMEZTEXB LA T S & X5 & Ed, PAK
IZEEONRDVIZRDILDOT, T4V AORSE v E
AD—EE L THEHENET,
ATw T2 enable F¥iHE EXEC E— RZA 3 —7 M LET,
il *RAU—KREANLET (FERINEHE) .
Device> enable
ATv73 show license call-home pakpak-id fiefit X417 PAK THIH AIHEZR Stock Keeping Unit (SKU)
UZAKEHREERRLET,
1 -
Device# show license call-home pak
3XPXRIE7D30
ATv T4 license call-home install pakpak-id Cisco License Call Home ¥§fEZ=FH L TT7 AL A% A A
F—L LET,
{1 - . .
cavwr RO Te 7 MOSELET,
Device# license call-home install
pak 3XPXR9E7D30
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ATvT5

show license feature

1 -

Device# show license feature

SAE AT EMEEDY A NERRLET,

Cisco License Call Home AL =51/ XDB KX k

FlEDHE
1. enable
2. license call-home revoke uditarget-udi output-of-rehosted-license-url
3. show license detail
4. license installstored-location-url
FIED M
ARV RFERET7IVa Y EL:g]
ATy T enable ¥ibE EXEC E— K& A X—7 MZ L ET,
5 - *NAT—REANLET (ERINEZHE) .
Device> enable
XTFw T2 license call-home revoke uditarget-udi| 7 — 23 L % —4 > FUDIZFEHA L TIA B A2 L.
output-of-rehosted-license-url B LET, #—5 v FOEAT/ A ARMBTF (UDD 2B L
TYVARADTA R AL LT TARNTIITF Y ZHARIAN Ty
K REEEL, ZhETA BV R 77 A MEHBRLT, $EELE
Device# license call-home revoke URL L:f%ﬁ L ij—o
udi AS54XM-AC-RPS:JAE0948QT6R
flash:licensetargetudi.xml cTu L 7 MOHENTS, BAA NHOEE O SKU D HIE
RLUT, B U THEREAI LET,
ATFvT3 show license detail FAB U APEEINTZ AR LET,
{5
Device# show license detail
RTw T4 license installstored-location-url EE) BWELEFIAE 224 A —L LET,
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CTIARBADOREELT v 7T L— ROFEMIZ OV T,
[ Configuring the Cisco 10S Software Activation Feature] &
Va—VEZRLTIEZSW,

Cisco License Call Home Z{ERA L I-BEESNE=51 > XADER

FlEDHE
1. enable
2. license call-home resenddest-lic-location
3. license installstored-location-url
FIED M
ARV FERET7IVa Y By
ATy T enable b EXEC E— K& A X—7 ML ET,
. PRAT— FEANLET ERENEHA) .
Device> enable
ATFv T2 license call-home resenddest-lic-location| = DF /X4 ZANFFETHTXTHOITA B AXFE L, 5E
LG En G 2R E L ET,
fi
Device# license call-home resend
flash:licenseresend.lic
ATFvT3 license installstored-location-url (FEE) BWELEIA B 2R A A —L LET,
CTARVADHRELT v T T L— ROFEIZ OV T,
[ Configuring the Cisco I0S Software Activation Feature]
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XV I bz T7DOT7YvTIL—FK

KIZ. Cisco License Call Home ##E% {1 L C. license license call-home install pak =~ > KT
AL R VA =N TEHHEEZRLET, Z0avr FiZko T, LABROANEZRD S
a7 hbERINET, show license feature =T~ > NiZ, 4 A M—/LOMERIEH SN E
j‘o

Device# license call-home install pak 3XPXR9E7D30
CCO User name: Userl

CCO password : kkkkkkkkkkkk

Pak Number : 3XPXROET7D30

Pak Fulfillment type: SINGLE

1. SKU Name : Gatekeeper
SKU Type : Product
Description : Gatekeeper
Ordered Qty 1
Available Qty 1
Feature List :

Feature name: gatekeeper Count: Uncounted
Platform Supported : N/A
5400
5350
2800
3800

Do you want to install the above listed SKU(s)? [yes/no]l: yes
Please enter the user's detail:

First Name : First-name
Last Name : Last-name
Title : Software Engineer

Company Name : Cisco Systems
Addressl : 510 McCarthy Blvd.
Address2 [Optionall]:

City : Milpitas

State : CA

Province [Optionall]:
Zipcode : 95134

Country : USA

Phone : 408 526-4000

Fax [Optionall:

Email : Userl@cisco.com

Installing...Feature:gatekeeper...Successful

Device# show license feature

Feature name Enforcement Evaluation Subscription Enabled
gsmamrnb-codec-pack yes yes no no
Device#

{51 : Cisco License Call Home Z{#FRB L7=5141 > AXNDEBEHRX k

Wi, V—ABIOZ—4 v h® UDI 2/ L T license call-home revoke udi =~ > R CT7 A &
VAORYH LB I OEGEEIT) HiEERLET, Z0avr Rokos T, RAKHROANZK
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WH7a 7 FhEREINET, show license detail =~ > NiL, T4 BV ANmEINT-Z &%

s D7 I ET,

Device# license call-home revoke udi AS54XM-AC-RPS:JAE0948QT6R flash:licensetargetudi.xml

CCO User name: Userl

CCO password : *¥kkkkkkkkkk
Retrieving the sku from swift ........iiiiiiiiiiininnennn.
1. SKU Name : Gatekeeper
SKU Type : Product
Description :
Ordered Qty 1
Available Qty : 1
Feature List :
Feature name: gatekeeper Count: Uncounted
Platform Supported : N/A
5400
5350
2800
3800
3. SKU Name : Gatekeeper
SKU Type : Product
Description :
Ordered Qty 1
Available Qty : 1
Feature List :
Feature name: gatekeeper Count: Uncounted
Platform Supported : N/A
5400
5350
2800
3800
4. SKU Name : GSMAMRNB
SKU Type : Product
Description : Transfer this feature set
Ordered Qty 1

Available Qty : 1
Feature List :
Feature name: gsmamrnb-codec-pac Count: Uncounted
Platform Supported : 5400
5350
5. All of the above
Please select the sku number you want to revoke : 4
Retrieving the permission ticket from swift .............
Installing permission ticket and retrieving rehost ticket........ Done

Device# show license detail

Index: 1 Feature: gsmamrnb-codec-pack Version: 1.0

License Type: Evaluation

License State: Active, Not in Use, EULA accepted
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 4 days

Lock type: Non Node locked

Vendor info

License Addition: Additive

License Generation version 135266304

License Priority: Low

Store Index: 0

Store Name: Evaluation License Storage

{5l : CiscolicenseCallHome Z A L I-BEEIN=-Z1 o ADEXK

KIZ. licensecall-homeresend =~ > FEFHHA LT, ZDOFT A ANFETHTXTOTA LA

AT L, FBE LB EN S 2RET 5 ke R LET,

Device# license call-home resend flash:licenseresend.lic
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Userl
% % % % Kk Kk %k %k Kk Kk kk

CCO User name:
CCO password :
Email Address: Userl@cisco.com
Getting Licenses from SWIFT

Saving it to flash:licenseresend.lic..... Done
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5T LT, Bl T — AR
7w, Y7 ho=T7 I4k
Ak A A M=)V L THERFT %
DICESADA BT I T 4T
a7 N aRE L ET,
124(15)XZ TiX. Z OEREIT,
Cisco AS5300, AS5350,
AS5400, AS5400HPX.
AS5350XM 35 L TN AS5400XM,
2800, 2851, 2821, 2811,
3800, 3825, L3845 7
Ty N7 —LTHEAINEL
770
ZOBRETRD A~ ROEA
HHVIEEShE LI,
license call-home install, license
call-home resend. license
call-home revoke, license
call-home url, show license
call-home D% =1~ > R)VE A
SNE L,

W VPhIITTIOTAR—VAVEEAAF


http://www.cisco.com/go/cfn

7.

Cisco Smart Licensing 7 514 7 >

Smart Licensing 7 7 4 7 > h DFEREIX, Cisco ¥ 7 b = 7 & fli#& L L. Cisco ¥ 7 b7 = 7%

Xy FT—=7BEKTEDL I

R SN DT BT 2 DI LS T A B R

Z v 7 4 —2AT9, Smart Licensing X, 9XTD Cisco V7 bV =7 T4 ADEMT

Ty N7 F—ILTT,

D R¥= A NTHE, Cisco Smart Licensing 7 7 A 7 > MEREOHEIZOWTHE L, #&0
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P
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Cisco Smart Licensing 7 7 A 7 > b OHlFIFHIHE, 118 ~_—

Cisco Smart Licensing 7 7 A 7 > h D1F#H, 118 ~—
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T7Y N7 —ADOP R I BLIOVRAY T b T =T A A—VOYR— MNIET D IHEREME
F % IZ1%, Cisco Feature Navigator Z-fii ] L £3°, Cisco Feature Navigator (27 7 & A3 %
CRBEILET, Ciscocom DT A7y MIMLEH Y FHA,

www.cisco.com/go/cfn |

Cisco Smart Licensing 7 5 1 7 > b DRIREH

* Call Home |3 Smart Licensing 7 7 A 7 > MEREZEH T 2RNIZANT/R > T\ D 2 & &
I_/i‘j‘o

Cisco Smart Licensing 7 5 14 7 > D HIF9E18

T A7 A (RTU) F721% Smart Licensing E— FOWTINND T A o ZAE— R7EZTFN
PR—FINTWET,

Cisco Smart Licensing 7 5 14 7 > b DIEHR

Cisco Smart Licensing : #1 =

LA Cl, Smart Licensing & FEEN S, H— 0)’77 =S LTI AR BTV
DHRFEINTWET, it T_TOY R aBFITEE L~V DOEK L [R5 OMRE X $2Htd 2

ZEEAMELTVET,
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@7‘%%3:7? %’f;ﬁTﬁ‘ét Z Smart Call Home f5i% A 7 ¢ 7 % 1 U T Cisco Cloud License Serv1ce
LimfELET,

Smart Licensing ® HAILX, T X THOY Az 2B —DiEgELIn=714 87 v
Va—varza—WZRidsz T,

Smart Call Home O£l 2 fEFR 9~ 5 121X, Smart Call Home Z &M L TL 72 &0,

CISL A 5 Smart Licensing ~D 1T

Cisco Smart Licensing €7 /L Cld, Fpl72Y 7 b =27 F—F/ZT7 v 77— IA4 BV A T 7
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FRRIC, mEetERE, N7+ —~ A, BIOBROHIR, £I3HIBRT 123, REva~vy

RaflR+ 2 0B8R H Y £7,

WOT I >aryDNTIPNELBNTZL, T4 ADIRREDE T IR ([E][FHIREIZ Smart Software
Manager T/ &AL, WEIZRT 7 v a URFEITSNET,

CiscoOne X 1 — F

CiscoONE A1 — b, BEENRA LV T TA T IF v V7 " T2 T ZBATHZOOH LW
£ T9, CiscoONEITF—4F o Z—, UL R UT Ry hU—7 BIXPae—haLT7 7R
Fy N —=J B OBEEDO TV AIER ST, BiFZ R T V2R LE T, Cisco

ONE A A — NNTHOWT ORI,

[Cisco ONE Suite] Z#Z&M L T 7Z& V),

CiscoSmartlLicensing”V S A 7 bET7 0 T4 N— kT 5
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AX—hrSA 2 ADA 2—T It

FIEDHEE

enable

configure terminal
license smart enable
exit

write memory

U A o o

show license all

FIED

ARV RFEEETI VY

E:)

2Ty enable

i :

Device> enable

¥i#E EXEC £— K& A 2 —7 /M LET,
R T—KREANLET (FEREINTEHE) .

AT T2 configure terminal

f1 -

Device# configure terminal

rya—r gL ary7 4 X¥al—vary E— REEEBELET,
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ARV RFERERTOVa Y

S]]

ATvT3 license smart enable 7 /3A A 1> Smart Licensing % A0 L7,
- B Av—h IRV AEAHCTHE, YA YT ]
& YT T4 LA (CSL) BECTTDTA £ %
Device# license smart enable a—)UF, Av—bhz—Yzr @B LET,
0] TAV— F TA B ANT TILHEFEISN TV DIHE, A~v—
b =—Y = ME [license smart deregister] D#EfEA T L T
Smart Licensing Z b LET, T XA ADCSLET /7 47
T 21%, 72 M 2%V r—RNLET,
ATvT4 exit Ja—syarZ 4 Fal—varyE®—ReKETLET,
f5
Device# exit
ATy TS5 write memory NVRAM (29T 7 4 Xab—a VERELET,
£
Device# write memory
ATvT6 show license all (EE) T XTI RCHlT LI~ —fFRaefRLE

&1

Device# show license all

S

AX— oS4 RDEE

FIRDHE

enable

configure terminal

no license smart enable
exit

write memory

reload

N o kR wDhN-=

show license all
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FIE D
ARV RFERIETI3Y B
ATy T enable FiHE EXEC E— R&Z A R—7 /LI LE T,
Bl CRNRAT—=REANLET (ERINZHE)
Device> enable
2Ty T2 configure terminal sua— ) ar7 4 Xal—vary ET—RElBLET,
fAi
Device# configure terminal
ATvT3 no license smart enable 7 /3A A @ Smart Licensing % #E5h( L &7,
GE) Av—h T4 REZHEINCTDHE, PR3 VT |
B V=7 I4E % (CSL) BLUFT_RTDOITA R
Device (config) # no license a—/UE, Av—h -V EERBLET, [no]
smart enable T2 — ]\ '7/])“12‘/1ﬁ§‘§_’6017‘\"$%éﬂ’(1/\5%{5\\
Av—h ==Y = MI [license smart deregister|
BE% 984T L C Smart Licensing & #2hk L ¥4, T
AADCSLZET 7T 4 72T HI2IE, T4 A%
n—RLET,
25y T4 exit Ta—r ) ar7 4 ¥Xal—vary ET—REKTLET,
i
Device (config)# exit
ATy 75 write memory NVRAM [ZFfTa>r 7 4 X2 b—va Y ERGFLET,
fA
Device# write memory
ATvT6 reload EE) 77 M AZ/EBH LT, LW 4 —F ¥ By oA
F—=T M LET,
Bl - GE) CiscoONE AA — hERELTHZTT A A% a—
Devicet reload RLTWARWEART A 2% Y n— FLET,
ATvI1 show license all () F_CDIA s AET D~ U e L&

1 -

Device# show license all
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FIEOME
1. enable
2. license smart register idtoken idroken [force]
3. license smart deregister
4. license smart renew [ID | auth]
FlED
OV RFERETOVa Y B#
ATy 71 enable M EXEC E— R& A R—T7 M LET,
Bl - *RXAT—REANLET (FERINEHE) .
Device> enable
RATFw T2 license smart register idtoken idroken Ny Ty ROYP—NEFAAL A LB LET, b—2T
[force] ID /X Smart Licensing ¥ — XD AH a/c 2 HRAFTE £97,
i - *force : 7 /3A AMBEFEINTWEINE I DD LT
TN ARG B ER L E T,
Device# license smart register
idtoken 123 NN .
GE) T NA AL Ciscor— N2 h—7 ID ZHfit L
365 HAZN 7 (7340 ZGEHE) iRk ShE
ﬁ*o
ATFvT3 license smart deregister Ny Ty ROV =" FT A A D BERE L7,
11
Device# license smart deregister
2T T4 license smart renew [ID | auth] (FEE) FHTIDRTCERITEBEEHLE T,

51 -

Device# license smart renew ID
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CiscoSmartLicensing7 A 72 rDFZ TV a—T 4

b

5

Smart Licensing DHF ML OREE b T TNy a—T 4 V7T HI2ET A ATRO 2~ Refl
HALET,

* show version

* show running-config

* show license tech support
* show license entitlement
* show license feature

* show license certificate

* debug smart_lic error

* debug smart_lic trace

Cisco Smart Licensing 7 5 14 7 > kD& E I

Bl TRTHSAEURIZET I YT —IERDETR

RIZ show license all D2~ > FEFH LT, §XTDT A L RO TOEKIEFHREFR T D
FlERLET,

Device# show license all
Cisco Smart Licensing Agent, Version 1.0.0 development

Smart Licensing Enabled: Yes

UDI:
PID:CISCO2911/K9, SN:FTX1643AJFR

Compliance Status: In Compliance
Assigned License Pool: ISR G2 Cisco_ One
Grace period: Not in use

Entitlement:

Tag: regid.2014-06.com.cisco.ISR 2900 FS ENT,1.0 71846b6b-db2a-46£f3-9c8e-ce0fc68882fc,
Version: 1.0, Enforce Mode: Authorized

Requested Time: Wed Oct 29 23:34:58.011, Requested Count: 1

Vendor String:

Smart Licensing State: authorized (4)

Licensing Certificates:
ID Cert Info:
Start Date: Oct 29 23:42:33 2014 UTC. Expiry Date: Oct 29 23:42:33 2015 UTC
Serial Number: 97879
Version: 3
Subject/SN: 241e4492-9582-4f0a-9b01-221fdecc2alb
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. {5 . Smart Licensing DB 1k

Common Name: 1A4BF5460E0939AED4D14B2E3C7CD809A98CFCC9::1,2
Signing Cert Info:
Start Date: Jun 14 20:18:52 2013 UTC. Expiry Date: Apr 24 21:55:42 2033 UTC
Serial Number: 3
Version: 3

Upcoming Scheduled Jobs:

Certificate Renewal: Apr 27 23:45:24 2015 UTC (179 days, 23 hours, 59 minutes, 47 seconds

remaining)

Certificate Expiration: Oct 29 23:42:39 2015 UTC (364 days, 23 hours, 57 minutes, 2
seconds remaining)

Authorization Renewal: Nov 28 23:45:35 2014 UTC (29 days, 23 hours, 59 minutes, 58
seconds remaining)

Authorization Expiration: Jan 27 23:42:54 2015 UTC (89 days, 23 hours, 57 minutes, 17
seconds remaining)

Daily Job: Oct 30 23:28:04 2014 UTC (23 hours, 42 minutes, 27 seconds remaining)

5] : Smart Licensing D &1t

RIZ. Cisco ONE A A — FRHHIZ > TWDEMNE I 03 & iEFR 9 5 72 91T license smart enable =
~ 2 REFEHT D HEOHZRLET,

Device# license smart enable

Currently only Cisco ONE license suites are supported by Smart Licensing.

Please make sure your Cisco ONE suites are enabled before turning on Smart Licensing. Any
other licenses outside of Cisco ONE suites would be disabled and made unusable in Smart
Licensing. If you have any questions, please get in touch with your Cisco representative
before using this mmode.

Please confirm Cisco ONE suites are enabled? [yes/no]l: yes

Cisco Smart Licensing 7 5 1 7 > kD EIMNTEER

BEIEE I=aT7ILEA L
CiscolOS 2 ~v > K [Cisco I0S Master Commands List, All Releases.]
Cisco License Manager 7 7'V r—3 3 [ User Guide for Cisco License Manager

VTR T DT IT 4= 3 ORE&EIZE | [Cisco 10S Software Activation Conceptual

O Overview] ¥ = —/L

VI NO 2T T IT4R_N—vgravs R [ Software Activation Command Reference

Integrated Services Routers 7 1 & > A ['Software Activation on Cisco Integrated Services
Routers
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MIB
MIB MB®Y >
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A2, BLOT7 4—F v &y MM T 25 MIB %
BLTHX U ra—RKT5I12iE, RO URL IZH
% Cisco MIB Locator Zff ] L ¥4,

http://www.cisco.com/go/mibs
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BHEODWOEEOEX 2 U 7 4 (FHRCHAMNE R 2
ANFT57-91Z, Cisco Notification Service (Field
Notice 75 7 7 & &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— KRR O —EATMATE £,
TAADYR—F Web A DY — /LT I
29 5ERIX, Cisco.com D —H ID ¥ L O
AT — RPLETT,
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HRE

Iy
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HAEEHR

Cisco Smart Licensing 7 7 A 7
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Cisco IOS Release XE 3S

Smart Licensing DF%AEIL, Cisco
ANV E YA E (AU S
kU — 2 /KT Cisco ¥ 7 b
V=T RED I D IEDIL T
D OBMEZ BT % 7o 8 DOFENE
fkEn=o7 4> A 77> b
7 4 —2X"C9, Smart Licensing
1. §XTDCisco Y7 F V=
T I AR T T >
N7 4 —LTT,
ZOMERIZT T v N7 F— AT
BAFL T EREA,

WD <> KL, KD license
smart enable, show license all
PBEREIC L > T, HAEITER
SNFE LT,
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