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WIZ, A3 T 31 A~D Cisco Networking Service ExR A v Z—V D7 +—~ > &R LET,

<?xml version="1.0" encoding="UTF-8"?>
<SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope">
<SOAP:Header>
<wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="0">
<wsse:usernameToken>
<wsse:Username>john</wsse:Username>
<wsse:Password>cisco</wsse:Password>
</wsse:usernameToken>
</wsse:Security>
<cns:cnsHeader version="1.0" xmlns:cns="http://www.cisco.com/management/cns/envelope">
<cns:Agent>CNS CONFIG</cns:Agent>
<cns:Request>
<cns:correlationID>IDENTIFIER</cns:correlationID>
<cns:ReplyTo>
<cns:URL>http://10.1.36.9:80/cns/ResToServer</cns:URL>
</cns:ReplyTo>
</cns:Request>
<cns:Time>2003-04-23T20:27:19.847%2</cns:Time>
</cns:cnsHeader>
</SOAP:Header>
<SOAP:Body xmlns="http://www.cisco.com/management/cns/config">
<config-event config-action="read" no-syntax-check="TRUE">
<config-data>
<config-id>AAA</config-id>
<cli>access-list 1 permit any</cli>
</config-data>
</config-event>
</SOAP:Body>
</SOAP:Envelope>

GE)

ReplyTo 7 4 —/b FIIMEE TY, ReplyTo 7 4 —/b RARWGEIE, ERICK§ 2 8B 132K
DFEETLTHDHFLICEFEINET, ZOA v E—VORKEHFIESAS B — FREENTE
V. Agent 7 —/L FIZFCiR 41TV % Cisco Networking Service T— 3 = & MZ Lo THBE S
nET,

BEAvE—T

WIZ, BRIZHHT DINE L LTDOY AT T /31 A9 5 O Cisco Networking Service JitnE A v & —
D74 —~<y hERLET,

?xml version="1.0" encoding="UTF-8"?

SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope"
SOAP:Header

wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="true"

wsse:UsernameToken

wsse:Username infysj-7204-8 /wsse:Username

wsse:Password NTM3NTg2NzIzOTg2MTk2MjgzNQ==/wsse:Password
/wsse:UsernameToken /wsse:Security

CNS:cnsHeader Version="2.0" xmlns:CNS="http://www.cisco.com/management/cns/envelope"
CNS:Agent CNS CONFIG /CNS:Agent

CNS:Response

CNS:correlationID IDENTIFIER /CNS:correlationID

/CNS:Response

CNS:Time 2005-06-23T16:27:36.185Z /CNS:Time

/CNS:cnsHeader

/SOAP:Header

SOAP:Body xmlns="http://www.cisco.com/management/cns/config"
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config-success config-id ARAA /config-id /config-success
/SOAP:Body
/SOAP:Envelope

A

Gx) Correlationld DL, XL THERA vE—U bz a—InET,

ZDRA =V DOREHIITIEL, BERITHT DA TR ANLDISENGENET, ERMN
IEFIAB SN T E . AREIFEREZUHE e — Y = MK o> TIHRA SN2 RE DOfE
WEENET, ERPEFIUHETE R o756, RMEHSICE T —IRERNGENET,
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i_\‘biﬁ‘o

?xml version="1.0" encoding="UTF-8"?

SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope"
SOAP:Header

wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="true"

wsse:UsernameToken

wsse:Username dvlpr-7200-2 /wsse:Username

wsse:Password /wsse:Password

/wsse:UsernameToken

/wsse:Security

CNS:cnsHeader version="2.0" xmlns:CNS="http://www.cisco.com/management/cns/envelope"
CNS:Agent CNS_CONFIG_CHANGE/CNS:Agent

CNS:Notify /CNS:Notify

CNS:Time 2006-01-09T18:57:08.441Z/CNS:Time

/CNS:cnsHeader

/SOAP:Header

SOAP:Body xmlns="http://www.cisco.com/management/cns/config-change"
configChanged version="1.1" sessionData="complete"
sequence lastReset="2005-12-11T20:18:39.673Z" 7 /sequence
changeInfo

user/user

async port con 0 /port /async

when

absoluteTime 2006-01-09T18:57:07.973Z /absoluteTime

/when

/changeInfo

changeData

changeItem

context /context

enteredCommand

cli access-list 2 permit any /cli

/enteredCommand

oldConfigState

cli access-list 1 permit any /cli

/oldConfigState

newConfigState

cli access-list 1 permit any /cli

cli access-list 2 permit any /cli

/newConfigState

/changeltem

/changeData

/configChanged

/SOAP:Body

/SOAP:Envelope

WHIA v =V, REEFEMTONTZEZFITHIETIERA v =V LT AT T, AD
LEEENET, AvE—VOREIIZBEB MO, 0 — KNEEN, =T —1FRNEENIHE
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74—V REFITCE WS, =7 —REORDY I T —@MA v —UREFEINET,

Cisco Networking Service > 7 4 ¥aL— 3> A4 K
[ 8 | |
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Cisco Networking Service ID B

I5— LR—F

TT—F, JEEA v =T FERIFEMA v =TV DOARED SOAP Fault =L A > F THE SN E
T, Wi, VAR—h 27— T7 g —~<v bERLET,

?xml version="1.0" encoding="UTF-8"?

SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope"
SOAP:Header

wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="true"

wsse:UsernameToken

wsse:Username dvlpr-7200-2 /wsse:Username

wsse:Password /wsse:Password

/wsse:UsernameToken

/wsse:Security

CNS:cnsHeader version="2.0" xmlns:CNS="http://www.cisco.com/management/cns/envelope"
CNS:Agent CNS_CONFIG /CNS:Agent

CNS:Response

CNS:correlationID SOAP IDENTIFIER /CNS:correlationID
/CNS:Response

CNS:Time 2006-01-09T19:10:10.009Z /CNS:Time

/CNS:cnsHeader

/SOAP:Header

SOAP:Body xmlns="http://www.cisco.com/management/cns/config"
SOAP:Detail

config-failure

config-id AAA /config-id

error-info

line-number 1 /line-number

error-message CNS_INVALID CLI CMD /error-message

/error-info

/config-failure

/SOAP:Detail

/SOAP:Fault

/SOAP:Body

/SOAP:Envelope

Cisco Networking Service ID

Cisco Networking Service ID I%, HFiE? Cisco Networking Service =— = > MNEIF CHEAIND T
* 2 R 3CFHITY, Cisco Networking Service ID 1%, Cisco Networking Service =— < = > k317
FTLY—NT TV = a KL TAFEHIT 72l snE 3, 72L& 23, Cisco
Networking Service ¥ ET— = > ML, Xy NIV —F T TR Rbar 74 F¥al—ay
=N DB THET IHAOHREID PEENET, 274 Falb— 3 P—F Cisco
Networking Service i & ID Z¥—& L CTHEHA LT, RETNVOREEFEILTH LT 31 AHD Cisco
CLIREZ GTEMEE RO £,

Fy NU—VEHEZX, V=T 47 T ATERK STV D Cisco Networking Service = —
Yz MID L V=T 4 7 T ZORETHICT DT 4 L7 MU BMEICE £ D Cisco
Networking Service T— = > F ID B —H L TW5H Z L 2MERTHMERHY £9, L—T 1
7T /34 ATlE, Cisco Networking Service T— = > N ID OF 7 /L MEIZHEIZH A AT E
SNFET, KA MABRETEIND L, Cisco Networking Service =— = > M ID AR INFE T,
Cisco Networking Service =—3 = > FID S CLI ZfE ] L TRRE SN TW DA HAE. BENTHhND
LA YE—U D syslog ICEESNDD, FHIFARXV N Ave—UREEINET,

Cisco Networking Service T— = > M ID i3t ¥ = U 7 ¢ BEIZKHL L FH A,

Cisco Networking Service I > 7 4 ¥aL—> 3> HA K [ ]



Cisco Networking Service D% & I

Cisco Networking Service /XX 7 — K

Cisco Networking Service /XX J— K

Cisco Networking Service S A U — R, Cisco Networking Service 7 /XA A DFBFEIZfEH S E 7,
WO TT /A A%fdE L7z & &, CiscoNetworking Service ’SA U — RZRET HHLENH Y £,
Cisco Networking Service /XA U — Ri%, #FET YV (CE) ITHESNTWET— AT v
NRAT—=REFUCICTHRERHY ET, T ABIWOCET— A NT vy T OMWHD/RAT —
RIZT 74V FREEBEH L T D56, HiL<BESNIZT A AL CE IR cEE3, #
FEESN 5 & CE I Cisco Networking Service /S AU — R&EEH L9, % v hU—27EMHEIL,
Cisco Networking Service /82 U — RINEH I TWRNWZ L ZfERT 20BN H Y £7°, Cisco
Networking Service /XA U — RAEH X5 &, CE ~O#EftIILDONET,

Cisco Networking Service £ 0 %2 v F

Cisco Networking Service € 17 % » FHHEEIX, 7 /34 A A Cisco Networking Service % &L > ¥ 1T
Pt L, EREZHBNICRET2E8r 2y FRERRAY Y 2—va VAR LET, 2oL,

P—ERITMALTNDY—ER T r A, X =D Fa—PFF @B T 5 — 07—
NANT v TRET 7 A M X > THEEIZZ2 Y £3°, Cisco Networking Service 7 L' — AU —7 T
I BEIE, A H =T A RZAT BRIAT artun—F 247 AT ) nE
DTN AFFEEZR Y U= EAOERELEAETIC, ZORNAT— AT v TREL
ERCE £7,

Cisco Networking Service #2fiei#EIZ. Cisco Networking Service #fi7 > 7L — ks v M &AL
TRE SN E T, CiscoNetworking Service #f5¢ 7' 12 7 7 A /L&, Cisco Networking Service % & T >
TUACERE L. IMAFEENES (CPE) 7 /3A A|Z Cisco Networking Service #fi7 > 7L — h &
FAEF BT DITHERK L £, Cisco Networking Service #£#t 841X, Cisco Networking Service 5t 7
YT U= bREADT L—ABNVL =L LTHENTEET, 777 17 DLCLZR ED Z OEKIT,
Cisco Networking Service ##5t7 > 7 L — R 3T /3 ZD/3—H—(Z3EE SN DA, FEEEOE &
EEMZONET,

o ¥y FEREEAEHTLI2E, SN T A RCHT — b A N T v TRENPMLET
T, ZOFREITIL, Cisco Networking Service ##%t7 > 7" L — b, Cisco Networking Service £#¢ 7" 1
77 A /b, B I Wensconfiginitial =~ > R3FENET, ZD =~ RiX, CiscoNetworking Service
BHoitsre 2B L £ 7,

Cisco Networking Service #EHiHREIX, T /31 ADA U X —T = A A [Alf}, BLOMEFAMEE/ =
YRR —F % L THEEOping D IRLEFITLET, VKL I &IZ, CiscoNetworking Service
PEGEAEIT Cisco Networking Service i% T > ¥ T ping kA F 97, ping NIEFIZFEITIND
L. Cisco Networking Service X ETL > PV INLEETIREFTREF Vo u— R TEEJ, Cisco
Networking Service 7% iE T > ¥ T HEE T & 72 54, Cisco Networking Service H25iA%AE (38R &
NleA v 5 —7 oA AT S5 E & HIBR L. Cisco Networking Service #f5t 7" &2 2 2 73 Cisco
Networking Service £t 7' 10 7 7 A /L THRIE SN IRICHE A ATRE/e A V¥ — 7 = A ATHB S E
7

Cisco Networking Service €17 % » FHREIZIL, ROFERH Y £7,
* Cisco Networking Service =~ > FO—EM 2R T £,

Cisco Networking Service > 7 4 ¥aL— 3> A4 K
[ 10| |



Cisco Networking Service D% &

Cisco Networking Service D% /5% [ |

*Fy LY —b A=y b El£/HETIarbo—F) ZEATEET,

Cisco Networking Service D% E A%

Cisco Networking Service 7/ 1 X DEE

20y (Fy) BREEMHTDHE, VE— K T30 AZPWERER., Z0MICRETEET, 20
FXEIL. Cisco Networking Service ix E L VU 2N L TCFEHTITHOMLERH D FT, LY ALT

EHERTLE, RET VT L — FOEE, NI 2= OfE, BIOT A A~OFHHEET 7
Ry hE, VT MU TN R =7 FHEESETICFEITTEET,

([T L& BRI
Cisco Networking Service DFIMEEE % F#H)TA A M —/L T 5121%, ROEEEZFATLET,

UE—F TS RFE, 7= FA N7 v TREVEN SR THM SHET, FIEERER AR

2, 773 A X HEHNIC Cisco Networking Service it E =2 ¥ U b MR EEZ 7V L ET (F

BIATTLE0CT VP THI LB TEET) o MHIRER, FHZIRD 2 OIZEMRAS (5

) REET LUV THIELTEET,

Cisco CNS @ iET > il L T CNS WIIEE 2 HBIIZ A > 2 b=/ 2 TFIEDOFEHNC D0

Tix. [Cisco CNS Configuration Engine Administrator's Guide
(http://www.cisco.com/en/US/docs/net_ mgmt/configuration_engine/1.3/administration/guide/ag13.html)

AL TLLTEEN,
Cisco Networking Service D ¥ 5% E

VE—RFT AL ANy NU—7 ETHIbEn s &, UE— T34 2AOMEEN HEIIC

ITONET, (EET, ZOREXFHMTEITTLHZEHTEET,

Cisco Networking Service (X, —EHDIP 7 RV AEIIHR A MaE Y E— K T3 AZEID ¥ TE

T, IP 7 R L ADfi##% (Serial Line Address Resolution Protocol (SLARP) . ATM Inverse ARP
(ATM InARP) | F7Z{ZPPP 71 b= vz2ffiffl) | VAT AIMEETRAL » R—Lh VAT A
(DNS) UN—=R )Ly 7T v T2 MH LT, 73 RZHRA MM EHID 2T, Cisco Networking

Service T— = h & #LE) L, Cisco Networking Service i Ex > Y LM ELZ X V1 —
FLET,

ENERE
FEYRRE Z BT HITIX. Cisco Networking Service 23l L TH 0 . £ 72 Cisco Networking Service
TV MRRESNTOVEILERD Y £7,

Cisco Networking Service I > 7 4 ¥aL—> 3> HA K [ ]



[ | Cisco Networking Service 7/ R DECE

Cisco Networking Service D% & I

FIROWE
1. enable
2. configureterminal
3. cnstemplateconnectname
4. cliconfig-text
5. AT w7 4EMYIELT, LERCLI A~y FEdT_XTEINLET,
6. exit
1. cnsconnectname [retry-intervalinterval-seconds] [retriesnumber-retries] [timeouttimeout-seconds|
[sleepsleep-seconds]
8. koWThrEFEITLET,
* discover {lineline-type | controllercontroller-type | interface [interface-type]}
* templatename
9. exit
10. cnsconfiginitial {host-namelip-address} [encrypt] [port-number] [pagepage] [syntax-check] [no-persist]
[sourceinterfacename] [statusurl] [event] [inventory]
11. exit
FIEDFEH
aARVKRFERETI VY B#Y
ATv 71 enable FitE EXEC £ — R&E A X —7 VIZ LET,
- *RAT—FEANLET @ERINEHD) |
Device> enable
2Fw T2 configureterminal rua—)ar7Z 4o Xal—ary ET— RNEPEBLET,
i
Device# configure terminal
ATv73 cnstemplateconnectname Cisco Networking Service 7> 7 L — Mo o 7 4 F =2 L —
v a v E— R%&BAtt L. Cisco Networking Service #fc 7+ 7°
i L— NOARTEERLET,
Device (config)# cns template connect
template 1
ATvTAa cliconfig-text AN Z=—Tx2A AERET DA~ FeEELET,

Bl :

Device (config-templ-conn) # cli
encapsulation ppp

l Cisco Networking Service 2> 7 4 Fal—2 3> A F



I Cisco Networking Service D% &

Cisco Networking Service 7/ R DEZE .

aAv Y RKFERET7Ia Y

S

ATv 75 AT v T 4%V L T, BBERCLIZ | AT v 7 4% VIELT, A V¥ —T =2 AETTET Al
vV RETRTEMLET, MAEFRET D7D OMO CLI 2+ > REBEM L ET,
i
Device (config-templ-conn)# cli ip
directed-broadcast
ATvT6 exit Cisco Networking Service 7 7 L— i a7 4 ¥ 2 L —
vaE— R&H T L, CiscoNetworking Service £t 7 > 7’
15 - L—hOREZTET LET,
Device (config-templ-conn) # exit GE) exit 2~ RO ATNINETT, i@o>TCelia~vy
REMTFICa~y FEETTHZ R0 E D,
ZOBEEPHHE STV ET,

ATvI1T cnsconnectname Cisco Networking Service #fit = > 7 f ¥ 2 L— 3 » EF— K
[retry-lntervallnter.v al-seconds] % B4G L, Cisco Networking Service 3 E T > ¥ U ICHHE 35
[rfetrlesnufnber—retrles] 72 @ Cisco Networking Service #fit 7' 12 7 7 A L D/XT A —
[timeouttimeout-seconds) s

& %}_)/:Efﬁii L/ i ‘d—o
[sleeps/eep-seconds]
i
Device (config)# cns connect profile-1
retry-interval 15 timeout 90

ATvT8 RONTNNEFATLET, (EE) WH7—FA Ty TREZHRELET,

* discover {lineline-type | * discover : Cisco Networking Service f% €T > ¥ 2 ~D
c.ontrollercontroller-lype | interface &2, Cisco Networking Service ¥ 7 1 7 7 A LIND
[interface-typel} LY B=T = A RTA—HEEFELET,

* templatename

E 7

Bl * template : 7 /N 2D EIZHH T 5. Cisco Networking

' Service 5t 7 1 7 7 A JLIN®D Cisco Networking Service

Device (config-cns-conn)# discover %;‘%}T% VL — DU A R %?Eﬁ Li-@‘o

interface serial

i

Device (config-cns-conn) # template

template-1

ATv79 exit Cisco Networking Service #fit = > 7 4 ¥ 2 L —+ 3 > F— K

ERERTL, Fa— a7 4¥al—y gy E— RIE

i DET,

Device (config-cns-conn) # exit

Cisco Networking Service I > 7 4 ¥aL—> 3> HA K [ ]
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Cisco Networking Service D% & I

aAv Y RKFERET7Ia Y

S

ATv710 cnsconfiginitial {host-namelip-address} Cisco Networking Service & ET— = > hZE#) L, Cisco
[encrypt] [port-number] [pagepage] Networking Service % if = > ¥ ATHEE L, PR E 2 BAG L
[syntaxjcheck] [no-persist] ¥4 ooy NEEATE A0, L A5 AEHO
[.sourceznterfacename] [statusur/] [event] M IR DAL E T
[inventory]
GE) Secure Socket Layer (SSL) ZHAR— F3 251 A —
%l - VIRY . AV a Denerypt ¥— U — REFH
Device (config)# cns config initial Té&ij‘i ~ .
10.1.1.1 no-persist FE NVRAMITHTHIRRE & # ZIA T & X |2 no-persist F—
J— REBETDHE, TOT—FARNT v THEIL
EExINET
ATvITN exit Ja— L ar7 4 Xal—var - REKRT L, Kt
EXEC £— FIZRY £7,
i :
Device (config) # exit

FIRDHE

l Cisco Networking Service 2> 7 4 Fal—2 3> A F

£ Y & 72 Cisco Networking Service FHE

= E 71 Cisco Networking Service #48E D % TE

WET DT, ROTEFEAZFEITLE T, CiscoNetworking

Service T— = > FBREMEL TV D &, ZOMOMEEEZ X E TX £, Cisco Networking Service
AR 2=V A R—T N (DFD FARALZADTA T — REET 2a—LDA
>~ [ Y % Cisco Networking Service X E T > ¥ 1Zi%(§) LT, Cisco Networking Service 1 &

Ny Y = RERTEET,
Z OO SR FEREIC LV |

V7 =T EREFy b (SDK) Z{#H L T Cisco Networking Service

BENOEE HERL MIB IFHRA~DOT 7 2 A FIEEZRETEET, FERR (SNMP) 1 7k &L
B (XML) B 7'M D, 2507 TR EEHTX E T,

enable

configureterminal

cnsinventory

transportevent

N o a R wbdh-=

exit

cnsmib-accessencapsulation {snmp|xml[sizebytes]}

cnsnotificationsencapsulation {snmp|xml}



I Cisco Networking Service D% &

= E 73 Cisco Networking Service #AE D% E

FIEDFH
ARV RFERETI3 Y E]:g]
ATw 71 |enable ¥t EXEC E— R& A X —7/LIZLET,
Bl - AU —REANLET FERINEHE) .
Device> enable
XF w72 |configureterminal Ja—r\ ) ar7 4 Xal—gy B— REBBLE
@—O
IR
Device# configure terminal
AT w73 |cnsmib-accessencapsulation {snmp|xml[sizebytes]} | ({T-&) MIBFH~D T 7 & X MEHT 5B 7 EAALD
IATHEELET,
If -
i  MIB H 0T 2 & A IERE Ay 72 AL 5 i
Device (config) # cns mib-access encapsulation +35Lr5 K?E‘ET%) Wi, snmp F— 17— R
o LET
* MIB {58 ~D 7T 7 & Z TR0k B 7 & Ak 16 4
HEOICHEETHITE, xmlF—U—FREFEHALE
T, T a3 Dsize T—T— RNt JSEA X
FDEBRRYIA X (RNA ) ZFRELET, 7741
kDA MEE 3072 TY,
X w74 |cnsnotificationsencapsulation {snmp|xml} (f£7) Cisco Networking Service i %100 255 BF (i 9
LHTRMED I A TEHIBELET,
I .
B * Cisco Networking Service 181D & F R IZIERDIK 7 7
Device (con'fiq) # cns notifications ?/V{K%{ﬁ)ﬂ‘@‘é i) @::‘F'Elﬁﬁiﬂj—é W2 snmp e
encapsulation xml
U—REEALET,
* Cisco Networking Service il H1 D E(F RF IR 7 7 &
MEZET % &9 ICHET 211E, xmlF—U —
Rz L ET,
AT w75 |cnsinventory Cisco Networking Service f X ) =—T = h & A
F—T7/Z L. Cisco Networking Service { > <> kU
i - E— RFZRBLET,

Device (config) # cns inventory

CTNAADTA I — RBINEY 2— /1D A X
> R UM, CiscoNetworking Service % £ T 3 T

HEShET,

Cisco Networking Service I > 7 4 ¥aL—> 3> HA K [ ]



B Cisco Networking Service T—2 x> bD LS T)La—F a0y

Cisco Networking Service D% & I

ARV RFERRTI Y

S]]

AT 76 |transportevent A X2 kU ER A Cisco Networking Service A /X
M) ==Yz b A=V TEEINDLIITHEE
i L7,
Device (cns-inv) # transport event
ATw 1 | exit Cisco Networking Service f > h U £— K& T L,
rya—rar7 4 ¥al—aryET— RIREY T,
i

Device (cns-inv) # exit

CZDawy REMDIR LT, ¥ EXEC E— RIZ
R ET,

Cisco Networking Service T— > D RS TS a—TFTa 05

FIEDHEE

Z ZClX. Cisco Networking Service =— = > NOREE N T 7NV a—T 4 V7§ 5 HEICD
WTHHALET,

Cisco Networking Service 4 A —Y =— = > M HIZIERC S 4172 show =2~ > RiE, 7354 ANTE
WiIZ)m—RanBIZBriZV Yy FSRDEREZRLET, A A—VEUET 2 AORE
WEoTE LA A=URF I e— RS2 WGEarnd 0 £9, 7<) n—RIni
WAL 1— RIZRIL7235A 11X, Cisco Networking Service f A—3 =— = k@ show =
YU REFEALT, A A=Y ==Y = PR HTTP TA A —VREV— NS T o nE
I, FETFA A—Y =—T = b Cisco Networking Service £ X2 h NRAEHLTT 7Y r—

arnb AN b ERELTVWDNE D NEHERLET,

enable
showcnsimagestatus
clearcnsimagestatus
showcnsimageconnections

showcnsimageinventory

showcnseventconnections

O NS R wDh =

showcnseventsubject [name)

l Cisco Networking Service 2> 7 4 Fal—2 3> A F

debugcnsimage[agent| all| connection| error]



I Cisco Networking Service D% &

Cisco Networking Service T—S x>V bD RS TV a—F o045 [ |

FlED M
aAX U RFERET7TIVa Y B
ATy T enable Kb EXEC £ — F72 &0 WfLOMER L~ L% A X —T /T LE
—g—o
i - . .
CRNAT—=REANLET FERINZHE)
Device> enable
ATy T2 showcnsimagestatus (f£E&) CiscoNetworking Service {f A —Y T— x> hDAT —
ST HERER R LET,
151 :
Device# show cns image status
ATv73 clearcnsimagestatus (fE:%&) CiscoNetworking Service f A —Y T=—V = D AT —
S 2ADMEHERE 7 VT LET,
11
Device# clear cns image status
ATvT4 showcnsimageconnections ({E&) Cisco Networking Service 4 A — VEEH—/30 HTTP
F 72T HTTPS #4562 S ma 2R L,
1 :
Device# show cns image connections
ATvTh showcnsimageinventory (f:E) Cisco Networking Service f A —Y =— x> DA
Ny MU REFRRLET,
1 : . .
bl DA REF A AT =T 2 DA N N HE
Device# show cns image inventory ;k)( /“’Z*—“/Kﬂﬁ‘éﬁﬁgfﬁﬁ éﬂé XML 0)&“:/7";%
FoRLET, XML HNIEZ, 77V r—va k> TH
REINLIEREMART DTDIHEHTEET,
ATvT6 debugcensimage[agent| all| connection|| ({f:&) Cisco Networking Service f A —Y T=—Y =¥ k #—1
error] ADT Ny T Ayt —VEFRRLET,
11 :
Device# debug cns image all
2FvTT showcnseventconnections (fE:E) Cisco Networking Service £ X2 s =— = 7 s OFfe

&1

Device# show cns event connections

DAT =B A%RRL (F— MU= ARSI TV D, B
BEI. I T2 T4TRE) L ZDOAR b=V b
ko THEHEND Y~ = EZDIPT FLALR— E
HFERRLET,

Cisco Networking Service I > 7 4 ¥aL—> 3> HA K [ ]
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B Cisco Networking Service T—2 x> bD LS T)La—F a0y

AU RFERETIVa Y =]:g]
ATvT8 showcnseventsubject [name] =R 77V r—3 a3 k> TIA &35 Cisco Networking
Service f XV ==V 2 OV TVl FOY A NEFRRL
£ F7,
Device# show cns event subject
subjectl
¢l

RIZ. showensimagestatus 574 EXEC =2~ o R4 {#i [} L T Cisco Networking Service 4 A —3 =—
VYV bDOAT—=H AFHRERRT OB AR LET,

Device# show cns image status
Last upgrade started at 11:45:02.000 UTC Mon May 6 2003
Last upgrade ended at 11:56:04.000 UTC Mon May 6 2003 status SUCCESS
Last successful upgrade ended at 11:56:04.000 UTC Mon May 6 2003
Last failed upgrade ended at 06:32:15.000 UTC Wed Apr 16 2003
Number of failed upgrades: 2
Number of successful upgrades: 6

messages received: 12

receive errors: 5
Transmit Status

TX Attempts:4

Successes:3 Failures 2

XIZ. showensimageconnections #7#% EXEC =~ > R % {#i H{ L T Cisco Networking Service 1 A —3°
EHHTTP D AT — # AT HIF R e £rnT 202~ LET,

show cns image connections

CNS Image Agent: HTTP connections

Connection attempts 1

never connected:0 Abrupt disconnect:0

Last successful connection at 11:45:02.000 UTC Mon May 6 2003

RIZ, showensimageinventory 5i# EXEC =~ > K% f#i ] L C Cisco Networking Service 4 A —
T—=V 2 b A R_UMICEATOERER R T DR E R LET,

show cns image inventory

Inventory Report

imageInventoryReport deviceName imageID Router /imageID hostName Router /ho

IOS (tm) C2600 Software (C2600-I-M), Experimental Version 12.3(20030414:081500)]
Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Mon 14-Apr-03 02:03 by engineer /versionString imageFile tftp://10.25.2.1.

RIZ, debugensimage F#t#E EXEC =2~ > RZ A L T3 T Cisco Networking Service A A —7
TV MY —ERDOT Ny T A obt—VUEFRTIHHERLET, ZDHID CiscoNetworking
Service f A —Y T—T = MEIHTTP TA A —¥ $—NICHH L CWET, Bk, A A—

P—NFoRa TR ADA R b ZERLET,

Device# debug cns image all
All cns image debug flags are on
Device# cns image retrieve

May 7 06:11:42.175: CNS Image Agent: set EXEC lock
May 7 06:11:42.175: CNS Image Agent: received message from EXEC
May 7 06:11:42.175: CNS Image Agent: set session lock 1

Cisco Networking Service > 7 4 ¥aL— 3> A4 K
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Cisco Networking Service T— x> D RS TN a—F 404 [ |

May 7 06:11:42.175: CNS Image Agent: attempting to send to

destination (http://10.1.36.8:8080/imgsrv/xgate) :

?xml version="1.0" encoding="UTF-8"? cnsMessageversion="1.0" senderCredentials userName
dvlpr-7200-6 /userName /senderCredentials

messagelD dvlpr-7200-6 2 /messagelD sessionControl imageSessionStart version="1.0"
initiatorInfotrigger EXEC/trigger initiatorCredentials userName dvlpr-7200-6/userName
/initiatorCredentials /initiatorInfo /imageSessionStart /sessionControl /cnsMessage
May 7 06:11:42.175: CNS Image Agent: clear EXEC lock

May 7 06:11:42.175: CNS Image Agent: HTTP message sent url:http://10.1.36.8:8080/imgsrv/xgate
May 7 06:11:42.191: CNS Image Agent: response data alloc 4096 bytes

May 7 06:11:42.191: CNS Image Agent: HTTP reqg data free

May 7 06:11:42.191: CNS Image Agent: response data freed

May 7 06:11:42.191: CNS Image Agent: receive message

?xml version="1.0" encoding="UTF-8"?

cnsMessage version="1.0"

senderCredentials

userName myImageServer.cisco.com/userName

passWord RO1GOD1hcgGSALMAAAQCAEMmMCZtuMFQxDS8b/passWord

/senderCredentials

messagelID dvlpr-c2600-2-476456/messagelD

request

replyTo

serverReply http://10.1.36.8:8080/imgsrv/xgate /serverReply

/replyTo

imageInventory

inventoryItemList

all/

/inventoryItemList

/imageInventory

/request

/cnsMessage

WRiZ, 77A4~Y = oz ABIONR I T F— =24 DIPT RLAER— FEFD
Bz~ LET,

Device# show cns event connections
The currently configured primary event gateway:
hostname is 10.1.1.1.
port number is 11011.
Event-Id is Internal testl
Keepalive setting:
none.
Connection status:
Connection Established.
The currently configured backup event gateway:
none.
The currently connected event gateway:
hostname is 10.1.1.1.
port number is 11011.

W2, 77V r— 3 Lo TIMA S L5 Cisco Networking Service £ X2 h =— = hDH
TV DY R NERRFTLHHERLET,

Device# show cns event subject

The list of subjects subscribed by applications.
cisco.cns.mibaccess:request
cisco.cns.config.load

cisco.cns.config.reboot

cisco.cns.exec.cmd

Cisco Networking Service I > 7 4 ¥aL—> 3> HA K [ ]



Cisco Networking Service D% &

Cisco Networking Service % 3£ 451

Cisco Networking Service @ &% & {5

{5 : Cisco Networking Service 7/\1 X DEE

w2, VE—bF T A LOYMRERN 2R LET, VE—F T/ ADKR MIE—ED ID
T9, Cisco Networking Service Z¥ L V> D IP 7 KL A% 172.28.129.22 T,

cns template connect templatel

cli ip address negotiated

cli encapsulation ppp

cli ip directed-broadcast

cli no keepalive

cli no shutdown

exit

cns connect hostl retry-interval 30 retries 3
exit

hostname RemoteRouter

ip route 172.28.129.22 255.255.255.0 10.11.11.1
cns id Ethernet 0 ipaddress

cns config initial 10.1.1.1 no-persist

exit

{5 : Cisco Networking Service tO 2 v F Y 1Ja1— a3 DFERA

SYFILAUB—T T4 R LDPPP DR

Wiz, YITN A H—T A ALETPPPZRETHILDDT — A NI v TREH R LE
‘é‘o

cns template connect ppp-serial

cli ip address negotiated

cli encapsulation ppp

cli ip directed-broadcast

cli no keepalive

exit

cns template connect ip-route

cli ip route 10.0.0.0 0.0.0.0 ${next-hop}

exit

cns connect serial-ppp ping-interval 1 retries 1
discover interface serial

template ppp-serial

template ip-route

exit

hostname 26ML

cns config initial 10.1.1.1 no-persist inventory

EREAA V2 —T 241 XA EDPPP DERTE
Wiz, EREAA 2 —T =2 A AZPPP &R ETDTODT—FA RN T v TREHERLET,

cns template connect async
cli modem InOut

exit
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{5l : Cisco Networking Service tA 24 v F V1)1 —> 3 VDFEA [ |

cns template connect async-interface

cli encapsulation ppp

cli ip unnumbered FastEthernet0/0

cli dialer rotary-group O

exit

cns template connect ip-route

cli ip route 10.0.0.0 0.0.0.0 ${next-hop}
exit

cns connect async

discover line Async

template async

discover interface

template async-interface

template ip-route

exit

hostname async-example

cns config initial 10.1.1.1 no-persist inventory

SYTILA A —T A X LD HDLC DEFE

WIZ, SUTN A B —T oA AN LY F—2 U 7HIf (HDLC) 2RETHT-HD
T— b AT THREME R LET,

cns template connect hdlc-serial

cli ip address slarp retry 1

exit

cns template connect ip-route

cli ip route 0.0.0.0 0.0.0.0 ${next-hop}

exit

cns connect hdlc-serial ping-interval 1 retries 1
discover interface serial

template hdlc-serial

template ip-route

exit

hostname hostl

cns config initial 10.1.1.1 no-persist inventory

EWNTNARAVE—T 4 ADEKTE

WIZ, BEEV TN A B —T oA ABIW, 731 A2 (DCE & bIEIND) o= hr—
FTOVNVTNA L B—T oA ZAERETHH T LET, HREELT 572010, HBHT7 31 2
WCIERA VMY —=RA VN YT A B =T 2 AERETDHIVLENDY 9,

BE)TFILAVE—T AR

interface Serial(/1

no ip address

encapsulation frame-relay
frame-relay intf-type dce
exit
interface Serial0/1.1 point-to-point
10.0.0.0 255.255.255.0

frame-relay interface-dlci 8

A FA=5DV)TILAE—TAR

controller T1 0

framing sf

linecode ami

channel-group 0 timeslots 1-24
exit

interface Serial0:0

no ip address
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encapsulation frame-relay
frame-relay intf-type dce

exit

interface Serial0:0.1 point-to-point
ip address ip-address mask
frame-relay interface-dlci dlci

IP over Frame Relay D% E
RIZ, CPET /31 A|ZIPoverFrameRelay # X ET 572D D7 — F A N7 v TREFZRLET,

cns template connect setup-frame

cli encapsulation frame-relay

exit

cns template connect ip-over-frame

cli frame-relay interface-dlci ${dlci}
cli ip address dynamic

exit

cns template connect ip-route

cli ip route 10.0.0.0 0.0.0.0 ${next-hop}
exit

cns connect ip-over-frame

discover interface Serial

template setup-frame

discover dlci

template ip-over-frame

template ip-route
exit

cns config initial 10.1.1.1

T1 %4+ L 7= IP over Frame Relay D% E

WIZ. CPE 7 /34 A2, T1 %4 L7z IP over Frame Relay 2R ET 572D 7 — A T v T7EE
BlERLET,

cns template connect setup-frame

cli encapsulation frame-relay

exit

cns template connect ip-over-frame

cli frame-relay interface-dlci ${dlci}
cli ip address dynamic

exit

cns template connect ip-route

cli ip route 0.0.0.0 0.0.0.0 ${next-hop}
exit

cns template connect tl-controller

cli framing esf

cli linecode b8zs

cli channel-group 0 timeslots 1-24 speed 56
exit

cns connect ip-over-frame-over-tl
discover controller T1

template tl-controller

discover interface

template setup-frame

discover dlci

template ip-over-frame

template ip-route
exit

cns config initial 10.1.1.1
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[Cisco IOS Master Commands
List, All Releases]

Cisco Networking Service =2~ & R : =2 FEXDOFEM, =2~ | [Cisco 10S Cisco Networking

YV RE—FK, avr RERE., 571 MRE.
H, BIXOW,

fEH EOEEZE | Services Command Reference.]

Cisco Networking Service 3% ETx > ¥ (CE)

['Cisco CNS Configuration
Engine Administrator Guide, 1.3

ZEESKXURFC

RZ/RFC

24 kL

COMEEIZEI DR — N SNDHIRFEITEFE
SNT-HERE/RFCIIH Y WA, T2 Z OFRE
2 X DEEAEOFEAE/RFC DY R— MIZEE |TH
D EHEA,

MIB®D' >y

Z OREIC Ko THAR— h &5 8 L MIB
FRREFEINT-MIBIZHY FHA, Fi2Z2
DOFEREIC L D BEE MIB O W R — MIEH L H
D EHEA,

BINL7Z27F Y h74—2L4, Cisco V7 hU =
7 V)= BLXOT7 4 —F % v D MIB
ERBELTH Y ra— T 25881%, IROURL
({24 % Cisco MIB Locator Zf#H L £,

http://www.cisco.com/go/mibs
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. Cisco Networking Service D HRETE R

SRADTY ZHI YR—F

Bdl] 9

EDOURLIZT Z7EALT, YA2am5 7 =3} | http://www.cisco.com/cisco/web/support/index.html
WY R—FERKPIIEM LT ZE, Zh
LD Y=L, VYT NI =T A A=)
LCHELEZY, YA/ R{T 7 ) ay—
(ZBAT D EARAIRIBE A R L 72 0 T D 7o DIl
HLTLZEIV, ZO Web¥A F EDY—)1
W7 7 B AT HERIL, Cisco.com D17 A 1D
BILUOANRY — RRMLETT,

Cisco Networking Service DB &R

ROFIZ, ZOFY 2—/L Tl LIoBRRICET 2 ) U —RE#®E R LET, ZOoRIF, Y7 b
U7 VU= FA U THEEROV R — FNEASNEEDY T hy =T V) =T %
ALTWET, TOKREIZ, FHTED B320VIRY . ThUEO—#HDY 7 by =7 V) —ZTH
PR— SN ET,

TI7 Y 7 d— LDV R=FBLIORA YT MY 2T A A=V OYR— MY D HHREHRE
9 %121, Cisco Feature Navigator % ffi ] L £3°, Cisco Feature Navigator (27 7 & 29 5 1Z1%,
www.cisco.com/go/ctn IZE) L £ 3, Cisco.com DT I 7 MILEDH Y FH A,
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% 2: Cisco Networking Service D% Ee 154,

Cisco Networking Service D H#RETE R [ |

HEEe4 1) =2 AR R
Cisco Networking Service Cisco 10S XE Release 2.1 Cisco Networking Service #HE
12.2(25)S & UE— b A MERERY
12.2(33)SRA ? Qisco IO? i‘y % *\ﬂP ;/7
T A ADEGE, BELO—HRO
12.2(33)SB CLIz~> KDV E— NEfT%E
12.2(33)SXI AT % — £ ADELT

D

COREIZ LD, kDA~ R
DEANEIEREINE L,
clearcnsconfigstats,
clearcnscounters,
clearcnseventstats, cli(cns),
cnsconfigcancel,
cnsconfiginitial |
cnsconfignotify,
cnsconfigpartial,
cnsconfigretrieve, cnsconnect,
cnsevent, cnsexec, cnsid,
cnstemplateconnect,
cnstrusted-server,
debugcnsconfig,
debugcnsexec,
debugensxml-parser,
loggingcns-events,
showcnsconfigstats,
showcnseventconnections,

showcnseventstats,
showcnseventsubject
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* CNS RET— = FOHEREFHR, 34 ~—

ﬁ‘l"b,‘i =7

*g?. AE |ﬁ *&O)EE At
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Va— /LT SN HHRBICET 2 H. BLOSEERT R —raid ) UV —2D—EZon
Tid, BEEFRORZZR LTI 2SN,
Ty N7 —ADOY R I BIORAY T b =2T A A—VOYR— MIET DR E MR
9% IZ1%, Cisco Feature Navigator Zf#i ] L &4, Cisco Feature Navigator (27 27 & 29 51213,
www.cisco.com/go/cfn IZBE) L 3, Cisco.com DT I 7 MILEDH Y XA,

=FL = s -
CNSERXEI— x> MIZTDLNT
Cisco Networking Service X ET—> x> b
Cisco Networking Service fX & =— = > MM, v A2 T34 AR E R L O O3 E

IZE EALTWET, CiscoNetworking Service (X iET— = &7 77 ¢ 7123 ZIZIE. cnsconfig
CLI 2= FOWFArE AT LET,
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Cisco Networking Service D #)#z% E

N—T 4 T T AZ, PO TEEIT S & ¥ CLLI 2~ R Th S cns config initial =1~ >
K% L C TCP i 2 ffexr 3% Z L 12 X - T Cisco Networking Service # EL— = hD
T4F¥alb—var =N arR—xr MR LET, 75 REIEREFEITL, 227 4

Fal—vary P— N —BOREID ZRIELTT A A EH L ET,

Cisco Networking Service Web — XX 2> 7 f F a2 b —a v 77 A NVOEREZETSH L. Java
P—=7 Ly FEOCH L, %Y T28DALa— FE2FETLET, ZOHDALa— FOFRIZ
& > T, Cisco Networking Service Web h—/ 337 4 L7 h U = REBLOT 7 AV VAT AT
JHEAL, ZOTNA A (REID) ADar74Xal—var 77 Ly AT 07— %
BAWY E£T, RET—V =2 ME T L= MICHEESN TV ST RTONRT A=l
ZOT A ADHHREERAL T, YT A Fal—var Ty A MDA v AL L AEIERL
FT, a4 FXalb—arh—NE RET 7 ANVEN—T 4 T TN, REET D120
IZ Cisco Networking Service Web H—/NZHRE L F 77,

Cisco Networking Service i €T — " = > M, Cisco Networking Service Web ¥— "ML E 7 7
ANEZFE LT, XMLHTZ#54T L, iz T =y 27 L (EE) . REZ7 7 A VEu— KL%
T V=T AT T AL RAFTRER— RORAT—F A% Xy NI =7 =X Y T EITT—
770 —=T TN r—=a B TR TATTEDLANFELTHELET,

Cisco Networking Service 7% & ¥ & ffi ] L C Cisco Networking Service D #JHIE & % H #hi1y1C
A VAR =T D HEOFEMIZOWTIL, [ Cisco Networking Services Configuration Engine
Administrator’s Guide]  (http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cns/ce/rel13/agl3/
index.htm) ZZML T 7E SV,

=JL ==

Cisco Networking Service D ZE 7 5% €

F v MU — 7 BEE3 5 &, Cisco Networking Service X E-— = v FEFEH L TH LWV —E
AFBIMTEET, 2 ) REIN—T 4 v 7 THAA RAZEETEET, EEOREE,
AR RAB—=RELTARY M= =A% LT (Fy =) | £2037 54 R
TN FX = a VERBIELEFAR NE LTEEFETEET,

N—T 4 T TN AL, BREEZBAT IO LETF = v 7 TEET, XN ELWEA
. =T A T TN RTEGREEBEHA L, 207 4 Falb—Ta =N Z(E BT
RRDARY FEFRITLET, V=T 47 TR ANENHREEWA Lo o, =7 —
BT AN M EFITLET,

N—T 4 VT TNA ANESRELZEH LTch, ZORELZNVRAMICEZ AL Z L, EXIA
HIEROGBEN KL ETHHETH L TEET,

avIJ4Falb— 3 nDRE
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Cisco Networking Service 1 "> F T—V 2 U FBKUVEXECTI—V T
v FDEFE

FIRDHE

enable

configureterminal

cnsconfigpartial {host-name | ip-address} [encrypt] [port-number] [sourceinterfacename] [inventory]
loggingcns-events [severity-level]

cns exec [encrypt] [port-number] [source {ip-address | interface-type-number} ]

cnsevent{hostnamelip-address} [encrypt]| [port-number] [backup] [failover-timeseconds]
[keepalivesecondsretry-count] [sourceip-address | interface-name][clock-timeouttime]
[reconnect-timetime]

A S o

1. exit

FIED

ARV RFEREETI 3y El:5)

AT enable it EXEC E— Ra A X —7 MIZLET,
71
5 - *NRAU— R AN LET ERINEHE) .
Device> enable
ATy configureterminal Jua—r L arZ 4 Xal—ay T— NEEBLET,
72
1
Device# configure terminal
ATV cnsconfigpartial {host-name | (%) CiscoNetworking Service X E=— = > BB LET, 21
73 ip-address} [encrypt] [port-number]| ;v < 2=z 754 7+ FT Cisco Networking Service 3% 78— & A 432
[sourceinterfacename] [inventory] HES R 34 (E4)) RENEME S ET
i - *ar74Xal—vary h—"oR-  NESERETLIE. AT

v a > @ port-number B EMFERH L ET, T 7 4/ MME 80 TT,

Device (config) # cns config
partial 172.28.129.22 80

* Cisco Networking Service ¥ ET— = > b D@FE DXL E LTIP
T RUVRAEMHT S X HITIEET AL, A7 3 D source ¥ —
U — R & ip-address 515 L E T,
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B Cisco Networking Service f N> F T—S U FE LUV EXECT—2 1Y FDRE
OV RFEREETI 3y B
*HTTP E:RD— & L T Cisco Networking Service % T2 ¥ T
NAADTA T —REFV a— VDA X b ZEET DT,
47> 3 @ inventory ¥ — U — K& L ET,
G¥) SSLEZHYAR— T4 A—=IITRY . A72 3 D enerypt ¥ —
U—Ra2fiHTE £,
ATy loggingens-events [severity-level] | ({£&) XML 74—~ hDY AT LA AR F Ayb—aX o 7%
74 Cisco Networking Service f X2 h N2 &I L CEETE £,
i . N o -
*Avbk—TUhu ZICRET HDERKEOF S EITAFETRET DI
Singiéing;g) # logging %, A7 a3 D severity-level I AR LET, 774/ NI L
LT (TR ) TT,
AT cns exec [encrypt] [port-number] | ({f:%) Cisco Networking Service EXEC =— = k& A F—7 /L L T
75 [source {ip-address | BELET, TN, 23 7 F A7 NI CiscoNetworking Service
interface-type-numbery] EXEC —bE AR I E T,
1A : *EXEC Y — DR — FNESEZIEET 511E. A7 a3 & O port-number
, , JIE AR LET, 774/ MI 80 TT,
Device (config) # cns exec source
1r2.17.2.2 * Cisco Networking Service EXEC =— Y = > b Di#E{EDEELE LT
IP7 RLAZEMHT D X DITHRET DT, A7 3 D source
X —U— R & ip-address/interface-type number 5150 & EH L £ 7,
GE) SSLEZYR— D4 A—=DIZRY , A7 3 D encrypt F—
U— & TExd,
ATV cnsevent{/iostnamelip-address} (fE#&) Cisco Networking Service £ X2k 77— 7 = A ZRELE T,
76 [encrypt] [port-number] [backup] | = j1,iz Ly = 2= 7 5 A 7> FZ Cisco Networking Service - <> h
[failover-timeseconds] P RS E T
[keepalivesecondsretry-count| A °
[sourceip-address | *SSLEHR—FT 54 A—=DIZRY . A7 3 D encrypt ¥ —U —
interface-name][ clock-timeouttime] FaEERTE£9,

[reconnect-timetime]

1

Device (config) # cns event
172.28.129.22 source 172.22.2.1

AR Y= ARNOR— NESZEEET DL, 7 a 0
port-number SR LET, 7744 M, 11011 (KE{k7e L)
BLO11012 (FE{kdHbv) TT,

D= T A NN I T T F—= 02 THDHILERTIC
L, A7 a D backup ¥—TV— REHEHALEST, Nv o7 v
TF—=RNU A EZRETDHANZ, TTA~V F— R U =ABRREZN
TWHZ LR LET,

NI T v =R T A ~DN— FBRELSINT%, T T7A4<
TR U= AON— NEFHET DREERR (B ZHRET 51213,
A7 a D failover-time ¥ — U — N & seconds 5152 H L F 7,
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| ensmEr—ozob
ensErz—vrrrozeEs

ARV NFERERETIVa Yy B

X =TT IAT AT TN (B) BROFRITREEEEET 5
1L, A7 =3 D keepalive ¥ — U — R & seconds 35 K U\ retry-count
i EHERLET,

* Cisco Networking Service £ X2 h =— = hOWEEOEEFITLE L
TIPT FLRAZMEHT 2 XD IHREET 5121E. A7 3 O source
F—U — R & ip-address/interface-name 3|13 &fEH L E 5,

C R vy 7 BB LT DMAE (SSL7RE) 1T/ vy 7 RERIE S
#1% F T Cisco Networking Service £ X2 b =— = > MK T 5
BREEHE (43) ZHEETDI2E. A7 3 O clock-timeout ¥ —
U— Rz L ET,

cEBRKERITHYA LT U NOREMRER LIREZRET 503, 7=
@ reconnect-time ¥ — 7 — FZ&2#fH L £9,

GE) cnsevent 1~ > K% A J)9 % & T, Cisco Networking Service
RN RNRASOEREFERE N, 72\ T2 Z Do Cisco
Networking Service T— 3 = > MIB# L A,

ATy exit JTa—r )L ar7 4 Xal—grE— REET L, BHEEXECE— R
71 R F£9,
51

Device (config) # exit

SOV a—TaTDEV

* Cisco Networking Service f X2 kb = — = > [ 73 Cisco Networking Service -1 X2 77— |
U = ANTEE STV D Z & AR T 5 1ZI1%, showenseventconnections =~ 2 & L &
R

ARV =Tz NOF TV MAPBEINTND Z & 2R T DI,
showcnseventsubject =~ > R Z{li ] L £7, Cisco Networking Service f A —Y =— = |
DY TV =7 M4 1X cisco.mgmt.cns.image THAE VD £ 77,

CNSEREI—2 2 FDEREH

{5 : Cisco Networking Service T—> x> DA R2—TILEH K UVHRTE

KIZ, cnsconfigpartial 2~ R CRET—V 2V haAf X —T7NWITDHZENbIEEY, SF&
% 72 Cisco Networking Service T—Y = & A X —7 W bB L OREL T, VE—F T/31 2 |k
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CNSFEET—Czob |
. {51 : Cisco Networking Service 1 * — DY —/ M > DEE

TES (F5y) BEEIT O BZm LE T, Cisco Networking Service X ETL> P> D IP 7 KL A1
172.28.129.22, AR— F&HF1X 80 T, Cisco Networking Service EXEC =—L = & [P 7 R L X
172.28.129.23 T, Cisco Networking Service f "X b =— = > F & IP 7 R L A 172.28.129.24 TA
F—7WZ L £ 9, Cisco Networking Service f X b =— = b & A X—T7/WZTHET, il
® Cisco Networking Service =— ¥ = > MIBIWEL XA,

cns config partial 172.28.129.22 80

cns exec 172.28.129.23 source 172.22.2.2

cns event 172.28.129.24 source 172.22.2.1

exit

KIZ, CLI Zf#H L T Cisco Networking Service £ A—Y =—T x> b NT A —F ZZRET HH%
/~LET, GigabitEthernet f % —7 = A A 0/1/1 DIP 7 RV AZFEHTHEHI1A4 A=V ID %
FE7E L. Cisco Networking Service f A — T—Y x> b h—ERAD/RAT — K& E L, Cisco
Networking Service 1 A — 7 v 77 L— RiEATRIRZ 4 3EICRE L, A A —VEHY—F
FORAT =2 A P —_ERELET,

cns id GigabitEthernet0/1/1 ipaddress image

cns image retry 240

cns image password abctext

cns image server https://10.21.2.3/cns/imgsvr status https://10.21.2.3/cns/status/

W OFITIE, Cisco Networking Service A <2~ /N2 ZA#i 3% X 9 |Z Cisco Networking Service
A=Y 2=V FNERELET, Xy FT—F T TAALADN— Ry =T I TAESL
LTA A=V IDZIREL, D/ /T A —% %}5E L T Cisco Networking Service £ X2 —=—
VAT MELET, SHICFxF—TU— NELITA TV 3 &2 FEEHE 71T CiscoNetworking
Service f A —Y =—V = & A X —7 /WL L E7, CiscoNetworking Service f A — =— =
> MZ, Cisco Networking Service £ X3 f /NA ETA Xy M EFFLZITET,

cns id hardware-serial image

cns event 10.21.9.7 11011 keepalive 240 120 failover-time 5
cns image

cns image password abctext

{5l : Cisco Networking Service 1 * —> DY —/\HM 5 DEF

RIZ, cnsimageretrieve =~ > R[] LT, Cisco Networking Service f A —3 =— = > k)3
T AN =R —U 7T 5% LET, Cisco Networking Service f A — =—3 =k
DT TICAR=T NI > TNDHETDHE, ZITHRESNLE T 7 ANV —R"ERT—Z 2P —
NONRANZE S THFDOA A=V 2=V h P —REBLOAT =X AREN EEXINET,
LT 7 AN Y =R KR—=D TS, HILWAA—=URHLGEEFER Y NT—F 7 T3
ALF T rn—FEnET,

cns image retrieve server https://10.19.2.3/cns/ status https://10.19.2.3/cnsstatus/
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T R Y EHIERT 212, oi 2~ RO no JERDO%ICHE T2 EXEC 2~ > FEMHLET, B
ﬁ@ﬁuv%UXb%%ﬁmfé&\%Lwlybum%@ﬁUv%UxF@%&KEMéni
To RV — UVRAMAO=Z N ZFKAT HIZIE, showrunning-config =~ FAfEH L £ 7,
RV —=VAMEIBEZETETTHEI 1/7/1—) U7 Ut 3713 showrunning-config
av REHFHALTLARY — U A MIFRENETA,

RIS —VZRMI, RI—VRAIRRIF D a— ) T ENTFRICEETXETN, ERY > —
UANMI, ETTDEIAZVa—) VT EINDHNHRTTHLENDY £9,

ATV R RHECa—5FHAHALUR

say L. I~V R AY D a—TF FHVUVARETIND LI A 2— U 74 5H]

W2 V=T 4 T TR R Zmﬁ?ﬁ‘%’)%?#&)@i?‘ 7 vy 7R E STV WA,

kronoccurrence =< RE AN)T5 L, BEAy—URay Y —/VEEICERRINET, 72>
7R 2R ET HIT \mm:v/kitix/bv 7 AL han (NTP) ZfEAL
ij_o

v R ATV a—FI ko THEITEND EXECCLIE, V=T A>T TNRAALETTARL
T, 7ar 7 haAERLEYD, F—A e —7 TEITHRHEILIZD T2 2 R ETandhe
IMMEMERT HMLENRHY 7, CLIL=T7—03H55E6, a3~ KR ATV a—F3Z0RY
U= U APMEEREHIRLTLEY>ZZO, HIDIZT AR LTEBL ZENEETT, RY—U X |
ZHIBRT 285481, CLIOEKFRRICE > T T =" E LV E S ICLET,

conditional ¥ — 7 — R % kronpolicy-list 2~ > NIZIETH &, =7 —PREELLEGAICa~Y
ROFEITITEIL SN ET,

FIEDHEE

G¥)

CFIFICFEIT T AL IR 2= I TEBRRY— U X ME3LELLTFTY,

CUVEALNFTH VU ARERT Y a— T LA, AL ADETHRIC
showrunning-config =~ > RZHH L TH, TOAD LU A TR RENEHA,

enable

configureterminal
kronpolicy-list/ist-name[conditional]
clicommand

exit

U A o o

kronoccurrenceoccurrence-name[userusername) {in[[numdays:\numhours:\nummin| athours:min[[month]
day-of-month] [day-of-week]} {oneshot| recurring| system-startup}

~

policy-list/ist-name
8. exit

9. showkronschedule
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ARV R RTDa—FRKYS— YR MBLUFTH LU RADRE

ATV R RZTa—35 (Kron) |

FlED M
aAv U RFERETIVaY B
AT 71 |enable FiME EXEC E— R& A 31— 7 /MZLET,
5l - *RAT—REANLET (FERENTEHR)
Device> enable
ZFw 72 |configureterminal Jua—\)arZ4Xal—varye—RefBLET,
i)
Device# configure terminal
Z 5w 73 |Kkronpolicy-listlist-name[ conditional] HHEFIIMFEOa~ L RAF V2= R v— U A D
LZai&EfE L, kron-policy 2> 7 4 ¥ =zl —3T g F—NK
E R L ET,
Device (config)# kron policy-list cns-weekly * list-name 75§;‘3ﬁ4iﬁ@%é\@i\ %ﬁ' Lb‘ﬂf U S — U =z ]\1%@:
DERL S IVE T,
* list-name NEEFD LD TH HLHEL. TOBEGFORY
U A MESICT 7 EALEYT, AU T— U A ME
WE LTNEIZFAT SN, mEREREITIH Y FHEA,
* 47 3 ®conditional ¥ —V— R&fifAT 5L, =
TF—NRAELESEAICa~ Y ROFEITIMEIEINET,
ATy T4 |clicommand BESNca~vr RAFYVa—F R ) v— U A MOV b
U & LCEMESh 5 5%E2EM EXEC 2+ R X OBE 4
i LML ERELET,
evice (config-kron-policy)# cli cns image . VAN = - R S =3
Dretrie(ve sfer%/e}; httgs }//53.19.12.3/cnswee?</ #E Y L BOE LAY »— U A b SSIENIRS
status https://10.19.2.3/cnsstatus/week/ %Lji?fo
*ZOFNEAMEY KL T, FIRZE 7 X FERIR CETT
Lt EXECCLI 2~ RaARY &— U X MZBML
iba‘o
GE) Tar T NEARLIZD, ¥—R hue—27 THELT
N SN0 HEXECa~y Rk, =7 —¢&
AL S
ATy 5 |exit kron-policy 7> 7 4 ¥al—a E—RK&EKTL, 7/
A AT =L a7 4 Fal—aryE—RNIRLE
1 - R

Device (config-kron-policy) # exit
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I av Y R AR5 Pa1—5 (Kron)

ARV FRTDa—FRYS— VR MBEVF ALV RADHRE

AU RFEEET7I 3

B

AT 76 |kronoccurrenceoccurrence-name[userusername] | il E -1 IEGFO A~ R AV 2 —F FH L ADLHI
{in[[numdays:1numhours:1nummin| LAY 2 —/)LEFRE L, kron-occurrence 227 f ¥ = L—
athours:min[[month] day-of-month] [day-of-week]} Sy E— RAEBEBLES
{oneshot| recurring| system-startup} °

CZDavy RORERIIGT 274 ~—RNRIE I
i T A RERIFR AR ET 5120, in ¥ — 7 — R&ff
Device (config) # kron occurrence may user ;ﬁ L/SE?rO
sales at 6:30 may 20 oneshot ‘B Hj{:%#ﬁ/ﬁfj—éﬂ:!i\ at 17— h?&ﬁ)ﬂ Liﬁ—o
OV RAF TV a—TF AL AR 1 EIE I IR
LAY a—1U 79 5I2i%, oneshot¥—7V— RFE7=
I¥ recurring ¥ — 7 — ROWTFNnE@RIRLET, v
AT DEBRHCA T L A B EITT DAL, A7V a
> @ system-startup ¥ — 7 — R&BMLET,
AT F 71 |policy-listlist-name aAav U RAFVa—F K v— VA RERELET,
il - KT RUIE, REINZIEICA T LAY R MIA
' MEET,
Device (config-kron-occurrence) # policy-list
satesmmay G HYUT— URRMNOCLIa<y KR, Far>
FEARLIZYF—X ba—2iI2k>THEr S
3 5E, =7 —PAEKIN, ORI —1
A MIHIBRESNET,
ATy T8 |exit kron-occurrence X2 7 f F a2l — g F— REHKT L.
FRA AT a—\Lary 7 4 Xal—aryEF—RNIRE
i LET,
Device (config-kron-occurrence) # exit - - @%“Lﬁ\%ﬁ'@ D 5& LT\ 7‘11 — L arr e ﬂF‘:,_ L —
‘:/ = v F%%\gT Li—a—o
R w79 |showkronschedule (EE) a~  FAX Y a—TFF BV ADAT—HAE
JORTFVa— W EREFR R LET,
151

Device# show kron schedule

il

OB TIL,
IWERNEREINET,

Device# show kron schedule

RESNTWDLRAVY U RAT Y 2a—=F F NV ADAT —FZABLOAT ¥V a—
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aAX2 R RH5Pa2—5 (Kron) |
B ‘rsorva—Fsv50Evb

Kron Occurrence Schedule
cns-weekly inactive, will run again in 7 days 01:02:33
may inactive, will run once in 32 days 20:43:31 at 6:30 on May 20

ST a—TaTDEV L
av L N AV a—T0a~vy NEE NI IV a—F 4 7T 51213, BHEEXECE— R T

debugkron 2~ REZEHLET, T3y 7 a~vw U FZEBRELTHEHAL T EZEN, ElENhDd
HOEIZE > TT A ZAOBMEREL o720 2L LTV T52E083H0 77,

F X452 a1—5 (Kron) DE&TEHI

Bl : AR R Da2a—5R)O— )R MBEUVAAHLUR

RIZ. CiscoNetworking Service 2~ > K& &2 OO EXECCLI® v F #3474 5 K 912, cns-weekly
EWOARID AT RAF P a—F RV —5RETHPZRLET, LT, TORY v —%
o2 5DRY —L—fZ, THE TR0 T LICFTTLLIICATYa— L LET,

kron policy-list cns-weekly

cli cns image retrieve server http://10.19.2.3/week/ status http://10.19.2.5/status/week/
cli cns config retrieve page /testconfig/config.asp no-persist

exit

kron occurrence week in 7:1:30 recurring

policy-list cns-weekly

policy-list itd-weekly

policy-list mkt-weekly

RIZ. Cisco Networking Service 2~ > R&ZFATLTCUE— F = NIDBREDA A — T TAGT
58 9IZ, salessmay E WO AFID AV R ATV a—T R v—2RET P2 r~LET, £
LT, £ORY—%5H 20 ADOFHT 630 IC—EREITFITTLHLOICATY2a— L LET,

kron policy-list sales-may

cli cns image retrieve server 10.19.2.3 status 10.19.2.3
exit

kron occurrence may at 6:30 May 20 oneshot

policy-list sales-may

RIZ, Cisco Networking Service 2~ > RZZFE[TLTY E— k H— I, E%fﬁ@/l)f D BT
5 X 912, image-sunday & WO LBID A R AV a—F R —%2RETHHERLET,
ZLT, ZORY —Z A AR OFRT 730 IZFTTHEIICAT Y a—L L ET,

kron policy-list image-sunday

cli cns image retrieve server 10.19.2.3 status 10.19.2.3
exit

kron occurrence sunday user sales at 7:30 sunday recurring
policy-list image-sunday

RIZ., Cisco Networking Service 2~ > RZF[TLTYE— K = \MBEED 7 7 A )V EHUFT
5L 912, fileretrieval E WO LRIO A~ KR A2 —F R —2RETHHZRLET,
ZL T, ZORY =% AT AEBIFRIZFEITT DR OICAT YV a— L LET,

kron policy-list file-retrieval
cli cns image retrieve server 10.19.2.3 status 10.19.2.3
exit
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av Y R AR5 Pa1—5 (Kron)

kron occurrence system-startup
policy-list file-retrieval

ZDMDSEEH

ZOMDEEEH

EEEE

XZaT7ILEA ML

CiscolOS =< K

[Cisco I0S Master Commands
List, All Releases]

=L

v RE—F, avr NER., 774V MRE.

H, B IO,

Cisco Networking Service 2~ K : 2= F#EXOFEM, a2~

['Cisco 10S Cisco Networking
Services Command Reference]

i o ESE

Cisco Networking Service #%Ex > ¥ (CE)

['Cisco CNS Configuration
Engine Administrator Guide, 1.3

BREH ZURFC

24 /RFC

24 bIL

ORI E VAR — P SN HT R E AR
SN HERERFC I H Y £ A, F72Z OMRE
2 & DEEAFDOIEHE/RFC DY R— MIEFILH
D EH A,

MB®D' Y

Z DOEREIC K> THR— F S8 L MIB
FRREFEINTMIBIZHY A, 722
DOFEREIZ L A EEE MIB O AR — MIEE L H
DN EHA,

BIRL7T7y b74+—24, Cisco V7 hU =
7UVIV—=A BLXOT7 4 —F ¥ v D MIB
ERBELTH Y n— T840, IROURL
({23 % Cisco MIB Locator Zf#H L £,

http://www.cisco.com/go/mibs
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/cns/command/cns-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/cns/command/cns-cr-book.html
http://www.cisco.com/en/US/docs/net_mgmt/configuration_engine/1.3/administration/guide/ag13.html
http://www.cisco.com/en/US/docs/net_mgmt/configuration_engine/1.3/administration/guide/ag13.html
http://www.cisco.com/go/mibs

AR FR7Pa—7 (Kron) DHEEEFER

SRADTY ZHI YR—F

aAX2 R RH5Pa2—5 (Kron) |

Bl

)

FEDOURLIZT Z7EALT, YRAadDT =%
WY R— R ERKBIEA LT ZE, i
LDY Y=L, VT RNT =T EA AR
LCRELEZY, vAZOHELT 7 Jany—
BT D BRI A R L7205~ 5 7o DIl
HALTLEE Y, ZOWeb¥ A F EDY—1
W27 7 A3 BB, Cisco.com D17 A 1D
BILUOANRY — RRMLETT,

http://www.cisco.com/cisco/web/support/index.html

OY Y KX a—5 (Kron) DHERETEIR

WORIZ, ZOFY2— /LT LIEEREICET 2D ) —AFHE R LET, ZoRIE, Y7 b
727 JU—A P A U TEHBEOTR—FREAINZLEDOY 7 T V) —R7ET%
RLTWET, ZOMREIL. 5FICH 0 B2V RY . ZRLEO—#HDO Y 7 vy =T U Y —ZATH

PR—FENET,

TI N7 F— DY R—FBLR A2V T 2T A A=V OYR— MCET HRERE

9 %121%, Cisco Feature Navigator #ff ] L 97,

Cisco Feature Navigator |27 7 £ A3 521X,

www.cisco.com/go/ctn IZE) L £ 3, Cisco.com DT I 7 MILEDH Y FH A,

R6:AXV KR a—5 (Kron) DEEETEER

Hee4 1)) —x

HAETEHR

12.3(1)
12.2(33)SRA
12.2(33)SRC
12.2(33)SB
12.2(33)SXI
12.2(50)SY

a<w KAV 2—5 (Kron) |CiscolOS XE Release 2.1

axy R A7V a— 78RR,
—¥DEXECCLI 22~ > D3
1T 2 K5 IE DOWFZ FE 721 3R E DM
W CAT Y 2 — )¢ DIREZ 1]
L E9,
ZOREIZ LY, kDA< R
PEANFIIEEINE L,
cli. debugkron,
kronoccurrence,
kronpolicy-list, policy-list.,
showkronschedule
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http://www.cisco.com/go/cfn

av Y R AR5 Pa1—5 (Kron)

avy R z52a—35 Kron) oikeER |

| =2 o
VAT AEEH -~ K 24 | 12.2(33)SRC L2 F MEB T~y | R
Va7 Kon) KV Y= 122508 Ya—7 (Kon) K v —HHE
12.2(33)SB ﬁ\2XTfE@ﬁK%va
Al 2= TR AR~ | T
12.4(15)T

EHLOICLET,
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ARV RRZTa—5 (Kron) |
B o< Fx521—5 (Kon) OH#EEER

Cisco Networking Service 3> 27 4 ¥al—>3> A4 K
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%’7$

Yy cJ—0%ETORIL

Ty hU—=7@ETm b a (NETCONF) 1%, fv hU—27 T84 2O, BET —Z D
B, BLOFLWRET —FDOT v 7/ a— REBEEIT O OO AN = AL EERT DD
?DTY, NETCONF Tif, FET—#BLOTr har X ye—T L LTHBERE~—2 7 v 7
ZiE (XML) R—=2DF — XG5 b &AL £9,

* BERETE W OMER, 57 N—v

* NETCONF OHi#&5M, 58 ~—

* NETCONF O#f%E, 58 ~X—

* NETCONF O E L, 58 ~—

* NETCONF O ER], 66 ~—

* NETCONF |23 2 BMfE#H, 69 ~—

* NETCONF OF§RENE#H, 70 ~—

© HEESE, 71 N

WANEE =
PERETRERDTERR
CHHOY 7 b =T VY —ATEH, ZOFYa— /LT EINL TR TOERENIFR— &
TS EIFRY £H A, AT OBERE P L OVEEIZ DWW TIX, Bug Search Tool 38 X OVZTEH D
Ty I F—LBIRNY T =T V=20V U —2 ) — EBRLTLLEESD, Z0OF
Va— /LTl SNAERRICET A, BLOSERENTR— b)) —2AD—EITHoN
Tl e RoREZSRL T Z3 N,

TT 9 R T A —bDOFR— PRIV R YT vy =T A A=V OV R— MIET D IERE HE
9% 1Z1%. Cisco Feature Navigator Zf# ] L 9, Cisco Feature Navigator (27 2 & 29 5 (Zi3,
www.cisco.com/go/cfn [ZF8) L 9, Cisco.com DT H 7 > MNILEDH VD FH A,
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Fvbko—sBEIOraL |
B NeETCONF omTIREH

NETCONF D RIIZSH

netconfmax-session =~ > K CHF/E L7- NETCONF & v ¥ a » Z LI vy Bl 2 HET 2L ERH
VET,

NETCONF OO #1 2

NETCONF ;& 47

Nmtmw@\MH&WFLT&EEE@@%%%ELifo@ﬁ@ REEEMTbZ &

ERTANRY RTYT, BEIIE, REOBM, HIFR, EMEERHY 5, @aE, @EIAT

DN EEEDRZIT, uﬁszwﬁémt HEDBATIZOWVTEBD A vE—UTiE<,
—HDOEELZTT 1 ODA v =L LTEREESNET,

NETCONF D&% %E /5%

NETCONF Ry FD—HO 12— 75— 3 VDERTE

FIEDHE
1. NETCONF % SSH %7 v A7 A& LT T X 912, NETCONF X hU—7 <% —
TV —a VERET DI, RO CLI CFHNEHEH L ET,
2. NETCONF & v ¥ = v Ot <IZ, <hello> 2 & Tek D X 572 XML XEEEETDHZ LI
LoT, —OfEL R LET,
3. ko XML LFFNEEA LT, NETCONF %> hU—27 w3 —T % 77U r— 2 )
NETCONF @ 2 X2 ETEH L 21 LE T,
4. NETCONF % hU—7 <F— % 77V r—3 3 O NETCONF ;@i DO%(E £ 1-13%E %
B4 52i%, RO XML XF8 &2 L £,
FIE D FEHE

ATw 1 NETCONF % SSH %7 v A7 A& L THOHT X 512, NETCONF v hU—7 ~F—V % 77V Ir—
g UERETHITIE. RO CLI XFHNZFEH L ET,
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| ®yro—smEIOraL
NETCONF v t7—4 2 2—Sv 77U —vavniE I}

51 -

Unix Side: ssh-2 -s companyname@l0.1.1.1 netconf

ATFw T2 NETCONF t v g OEi#%T <IT, <hello> ZETHRkDE 572 XML XEZEETHZEICk- T,
P —ROBREE R LE T,

51

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
<capability>
urn:ietf:params:ns:netconf:capability:startup:1.0
</capability>
</capabilities>
<session-id>4<session-id>
</hello>]11>]11>

7547 M. <hello> 258 XML XELZEEL UK LET,

51 -

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
</capabilities>
</hello>]1]1>]11>

() ZOBITIEL, = 3D <hello> A v B =V EFE LRI TAT 2 EHD A v =V
TWET 23, NETCONF B 7 o 27 LOYHHLE T <IZ, Wit A RO HIREFRIFICA v &—Y
MWIEE S NET,

Ev bk F_XTONETCONF ZRlE, ZEROKDY 2R ]]> TROLILERH D T, PPV —
FUANEFEEINDET, T AFERZLHE L R A,

R DOBNZHWTIE, ] : NETCONF over SSHV2 D% E] #ZMH L TL &0,

ATy T3 WROXMLLFHEMA LT, NETCONF & v NV —27 v —Y v 77V r— 3 73 NETCONF il %1 %
EZETELEIITLET,
i
<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.0"><notification-on/>

</rpc>]11>11>

ATw T4 NETCONF % v hU—2 =3—U % 77V /r—3 3 0 NETCONF @ E1 D %[E £ 7213%E 2 E1ET 512
1. kD XML CFEANEFH L E9,
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Fvbko—sBEIOraL |
B NETCONF < O— FOE(E

51 -

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.13"><notification-off/>
</rpc>11>11>

NETCONF X O— FDE{E

NETCONF XA B— K& Ry hU—F ==V % TV r— 3 AZBETHITIE. RO XML
SCFHNEEA L ET,

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="http://www.cisco.com/cpi 10/schema" elementFormDefault="qualified"
attributeFormDefault="unqualified" xmlns="http://www.cisco.com/cpi 10/schema"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<!--The following elements define the cisco extensions for the content of the filter
element in a <get-config> request. They allow the client to specify the format of the
response and to select subsets of the entire configuration to be included.-->

<xs:element name="config-format-text-block">

<xs:annotation>
<xs:documentation>If this element appears in the filter, then the client is

requesting that the response data be sent in config command block format.</xs:documentation>

</xs:annotation>
<xs:complexType>
<xs:sequence>
<xs:element ref="text-filter-spec" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="config-format-text-cmd">
<xs:complexType>
<xs:sequence>
<xs:element ref="text-filter-spec"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="config-format-xml">
<xs:annotation>
<xs:documentation>When this element appears in the filter of a get-config request,
the results are to be returned in E-DI XML format. The content of this element is treated
as a filter.</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:complexContent>
<xs:extension base="xs:anyType"/>
</xs:complexContent>
</xs:complexType>
</xs:element>
<!--These elements are used in the filter of a <get> to specify operational data to
return.-->
<xs:element name="oper-data-format-text-block">
<xs:complexType>
<xs:sequence>
<xs:element name="show" type="xs:string" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="oper-data-format-xml">
<xs:complexType>
<xs:sequence>
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| ®vro—s@EIOLaL
NETCONF ExID 7+ —< v+ [

<xs:any/>
</xs:sequence>
</xs:complexType>
</xs:element>
<!--When confing-format-text format is specified, the following describes the content
of the data element in the response-->
<xs:element name="cli-config-data">
<xs:complexType>
<xs:sequence>
<xs:element name="cmd" type="xs:string" maxOccurs="unbounded">
<xs:annotation>
<xs:documentation>Content is a command. May be multiple
lines.</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="cli-config-data-block" type="xs:string">
<xs:annotation>
<xs:documentation>The content of this element is the device configuration as it
would be sent to a terminal session. It contains embedded newline characters that must be
preserved as they represent the boundaries between the individual command
lines</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="text-filter-spec">
<xs:annotation>
<xs:documentation>If this element is included in the config-format-text element,
then the content is treated as if the string was appended to the "show running-config"
command line.</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="cli-oper-data-block">
<xs:complexType>
<xs:annotation>
<xs:documentation> This element is included in the response to get operation.
Content of this element is the operational data in text format.</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element name="item" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="exec"/>
<xs:element name="show"/>
<xs:element name="response"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:schema>

NETCONF &X1D T +—< v bk

NETCONF %X v hU—7 =% —V % 77U r—a 0%, xsd Ax—~ 77 A V&R LT,

NETCONF * v hU—7 =x—V¥x 77U r—3 3 & NETCONF over SSHv2 % 7213 NETCONF
over BEEP 3BT~ 5 7 /34 A L DO CTikE S5 XMLNETCONF @M A v E—V D7 3 —< v
FNEFlR LET, TNODT7 7 A VX T T U EIEF AT —~ AR Y — VLV TFRRTEET,
INOEDAX—<ZMH L TXMLOZEMELZRFAECTEET, ZRHDAF—v TRk 20D1%,
REEINDT—H D7 4 —~v FTH> THRTIELY THA,
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Fvbko—sBEIOraL |
B NETCONFEHOTF—T v b

NETCONF (% <edit-config> #§BE A4 i/ L T, FFEDORET X TEREDF —7 v MREICR— R
LET, ZOHLWEREZAN LGS, ¥—7y MEERESHRAONETA, ¥—F v bk
EIX, BROERELOT X BLOERINTZEHEIS U TERTINET,

WIZ, CLI, CLIZ7 v v 7 BLOXML D% 7 +—= v kD NETCONF <edit-config> H#HE D % & —
~%&Znr~LET,

NETCONF <edit-config> &K : CLI 7+ —< v b

<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<cli-config-data>
<cmd>hostname test</cmd>
<cmd>interface fastEthernet0/1</cmd>
<cmd>ip address 192.168.1.1 255.255.255.0</cmd>
</cli-config-data>
</config>
</edit-config>
</rpc>]11>11>

NETCONF <edit-config> [5% : CLI 74+ —< v k

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply message-i1d="101" xmlns="urn:ietf:params:netconf:base:1.0">
<ok/>

</rpc-reply>]1>11>

NETCONF <edit-config> ZX : CLI JAvY Y J4+—< v b

<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id="netconf.mini.edit.3">
<edit-config>
<target>
<running/>
</target>
<config>
<cli-config-data-block>
hostname bob
interface fastEthernet0/1
ip address 192.168.1.1 255.255.255.0
</cli-config-data-block>
</config>
</edit-config>
</rpc>11>11>

NETCONF <edit-config> i5% : CLI 7R vy J74—< v b

<?xml version="1.0" encoding=\"UTF-8\"?>

<rpc-reply message-id="netconf.mini.edit.3" xmlns="urn:ietf:params:netconf:base:1.0">
<ok/>

</rpc-reply>]1>]11>

WIZ, CLIBXOCLI 7 1 v 7 DK 7 +—~ > ~® NETCONF <get-config> BERED A ¥ —~ & /R L

£
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NETCONF BHID T+ —< v + [}

NETCONF <get-config> 2k : CLI 7+ —< v +

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>
<running/>

</source>

<filter>
<config-format-text-cmd>

<text-filter-spec> | inc interface </text-filter-spec>
</config-format-text-cmd>
</filter>

</get-config>
</rpc>]11>11>

NETCONF <get-config> i& % : CLI 7+ —< v b

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data>
<cmd>interface FastEthernet0/1</cmd>
<cmd>interface FastEthernet0/2</cmd>
</cli-config-data>
</data>
</rpc-reply>]1>11>

NETCONF <get-config> Z3k : CLI R vy J4—< v +

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>
<running/>
</source>
<filter>
<config-format-text-block>
<text-filter-spec> | inc interface </text-filter-spec>
</config-format-text-block>
</filter>

</get-config>
</rpc>11>11>

NETCONF <get-config> i5% : CLI 7R YY) J4—< v b

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data-block>
interface FastEthernet0/1
interface FastEthernet0/2
</cli-config-data-block>
</data>
</rpc-reply>]1>]11>

NETCONF | <get> #fEZ L T, BREB LT A ZADIRRER # & i3 L £, NETCONF
<get> 7 +—~ > ME, CiscoI0S show =~ NIZHY L £9, <filter> /X7 A —H (X, VAT L
RER LT AL ZRET — 2 OMAE 2 fE LET, <filter>/37 A —Z NEOLEEIE, H
BEINEEA,

WIZ, CLIBXOCLI 70 v 7 DF T 4 —~ v FOD <get> EREDO AF —~< &R L £,
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NETCONF @X1D 7+ —< v k

NETCONF <get> Z3K : CLI 7+ —< v b

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<config-format-text-cmd>
<text-filter-spec> | include interface </text-filter-spec>
</config-format-text-cmd>
<oper-data-format-text-block>
<exec>show interfaces</exec>
<exec>show arp</exec>
</oper-data-format-text-block>
</filter>
</get>
</rpc>11>11>

NETCONF <get> /&% : CLI 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data>
<cmd>interface Loopback0</cmd>
<cmd>interface GigabitEthernet0/1</cmd>
<cmd>interface GigabitEthernet0/2</cmd>
</cli-config-data>
<cli-oper-data-block>
<item>
<exec>show interfaces</exec>
<response>
<!-- output of "show interfaces" ------ >
</response>
</item>
<item>
<exec>show arp</exec>
<response>
<!-- output of "show arp" ------ >
</response>
</item>
</cli-oper-data-block>
</data>
</rpc-reply>11>11>

NETCONF <get> 3K : CLI JOv Y 74+—< v k

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<config-format-text-block>
<text-filter-spec> | include interface </text-filter-spec>
</config-format-text-block>
<oper-data-format-text-block>
<exec>show interfaces</exec>
<exec>show arp</exec>
</oper-data-format-text-block>
</filter>
</get>
</rpc>11>11>

NETCONF <get> [5% : CLI Oy Y J4+—< v bk

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
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<cli-config-data-block>
interface LoopbackO
interface GigabitEthernet0/1
interface GigabitEthernet0/2
</cli-config-data-block>
<cli-oper-data-block>
<item>

NETCONF v > avnE=4 UL s8sU4v7T+o2 ||}

<exec>show interfaces</exec>

<response>

<!-- output of "show interfaces" ------ >

</response>

</item>

<item>
<exec>show arp</exec>
<response>

<!-- output of "show arp" ------ >

</response>
</item>
</cli-oper-data-block>
</data>
</rpc-reply>]1>11>

NETCONFE Yy a3 DEZARIUIGELEUVADTFUR

* 4 fHLL D[R NETCONF £ v g VAR ETHLENHD 77,
* K 16 fHDO[FKE NETCONF v & a v AR ETX £7,
* NETCONF TiX SSHvl I3V FR— FENFH A,

FIEDHEE
1. enable
2. shownetconf{counters | session|schema}
3. debugnetconf{all | error}
4. clearnetconf{counters | sessions}
F g 8
ARV RFERRETIVa Yy EL:Y
ATv I enable Fite EXEC E— R& A X —7/WIZLET,
bl - *RRT—FEANLET (ERENEHAE) .
Device> enable
ATFv T2 shownetconf{counters | session|schema} NETCONF {54+~ LET,

11 -

Device# show netconf counters
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OV RFEREEETI3 Y B#
ATV7T3 debugnetconf{all | error} NETCONF t v ¥ 2 v DF Ny 7 kA F—T LT
i‘j‘o
i -
Device# debug netconf error
ATvTAa clearnetconf{counters | sessions} NETCONF #t&F 4 7 o % # L OYNETCONF & v & 5

1 - EBR L FE T,

Device# clear netconf sessions

VEIZUT L, BETS Y 25K, vy

NETCONF &% 7E 51

{5l : NETCON

FRY D= IX—Dw 7TUSr—2 a3 VDEETE

RIZ, NETCONF % SSH # 7' A7 L& L TR F & 912, NETCONF > hU—7 <% —

U TV = arERETLHHERLET,

Unix Side: ssh-2 -s companyname@l0.1.1.1 netconf

NETCONF & v v 3 Ot 9 <2, <hello> ZEHRDO XK 5 72 XML LEAZEXETLHZLICL-

T, b= OREZ R L £7,

<?xml version="1.0" encoding="UTF-8"7?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
<capability>
urn:ietf:params:ns:netconf:capability:startup:1.0
</capability>
</capabilities>
<session-id>4<session-id>
</hello>11>11>

74T b <hello> 5T XML XEEZEEL TUSELET,

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
</capabilities>
</hello>]11>]11>
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# :NETCONF v > 3>nE=49>s I}

RO XML CEF| 2 LT, NETCONFA* v hU—2 ~%— % 77U r—3 3 U )XNETCONF
BHEEZECTELELIICLET,

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.0"><notification-on/>
</rpc>11>11>

WD XML LFEHN A LT, NETCONF *y hU—7 =32 —U % T XU r—v g itk
NETCONF i@ D525 2151k L ¥,
<?xml version="1.0" encoding="UTF-8" 2>

<rpc message-id="9.13"><notification-off/>
</rpc>11>11>

f5] - NETCONF £ v 3> DE=ZS Y VY

KIZ. shownetconfcounters =~ > KO H %R L F1,

Device# show netconf counters
NETCONF Counters
Connection Attempts:0: rejected:0 no-hello:0 success:0
Transactions
total:0, success:0, errors:0
detailed errors:

in-use 0 invalid-value 0 too-big 0

missing-attribute 0 bad-attribute 0 unknown-attribute 0
missing-element 0 bad-element 0 unknown-element 0
unknown-namespace 0 access-denied 0 lock-denied 0
resource-denied 0 rollback-failed 0 data-exists O
data-missing 0 operation-not-supported 0 operation-failed O

partial-operation 0

Iz, shownetconfsession =~ > ROH 2R L £,

Device# show netconf session
(Current | max) sessions: 31 4

Operations received: 100
Connection Requests: 5

Operation errors: 99
Authentication errors: 2 Connection Failures: 0

ACL dropped

30

Notifications Sent: 20

shownetconfschema =~ > KO /71%, NETCONF ZRE L NZEDOERICTH T HINEDOT L Ak
WiEE2FRLET, ZOAF—<E, #Y)7 NETCONF ERDIERE L OZE OBRITHT 5 I6%
OFFFTICERATEET, AF—~D/ — RIZOWTILRFC 4741 THES N TWET, KIZ,
shownetconfschema =~ > RO Al 2R L £,

Device# show netconf schema
New Name Space 'urn:ietf:params:xml:ns:netconf:base:1.0'
<VirtualRootTag> [0, 1] required
<rpc-reply> [0, 1] required
<ok> [0, 1] required
<data> [0, 1] required
<rpc-error> [0, 1] required
<error-type> [0, 1] required
<error-tag> [0, 1] required
<error-severity> [0, 1] required
<error-app-tag> [0, 1] required
<error-path> [0, 1] required
<error-message> [0, 1] required
<error-info> [0, 1] required
<bad-attribute> [0, 1] required
<bad-element> [0, 1] required
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<ok-element> [0, 1] required
<err-element> [0, 1] required
<noop-element> [0, 1] required
<bad-namespace> [0, 1] required
<session-id> [0, 1] required
<hello> [0, 1] required
<capabilities> 1 required
<capability> 1+ required
<rpc> [0, 1] required
<close-session> [0, 1] required
<commit> [0, 1] required
<confirmed> [0, 1] required
<confirm-timeout> [0, 1] required
<copy-config> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1] required
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<delete-config> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<discard-changes> [0, 1] required
<edit-config> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<default-operation> [0, 1] required
<test-option> [0, 1] required
<error-option> [0, 1] required
<config> 1 required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1] required
<> any subtree is allowed
<get> [0, 1] required
<filter> [0, 1] required
<config-format-text-cmd> [0, 1] required
<text-filter-spec> [0, 1] required
<config-format-text-block> [0, 1] required
<text-filter-spec> [0, 1] required
<config-format-xml> [0, 1] required
<oper-data-format-text-block> [0, 1] required
<exec> [0, 1] required
<show> [0, 1] required
<oper-data-format-xml> [0, 1] required
<exec> [0, 1] required
<show> [0, 1] required
<get-config> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required

l Cisco Networking Service 2> 7 4 Fal—2 3> A F

Ty b= HZETAROL



Yy bD—H%EIOLOL

<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1]
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<filter> [0, 1] required
<config-format-text-cmd> [0, 1]
<text-filter-spec> [0, 1] required
<config-format-text-block> [0, 1]
<text-filter-spec> [0, 1] required
<config-format-xml> [0, 1] required
<kill-session> [0, 1] required
<session-id> [0, 1] required
<lock> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<unlock> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<validate> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1]
<cmd> 1+ required
<cli-config-data-block>
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1]
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<notification-on> [0, 1]
<notification-off> [0, 1]

required

[0, 1]

required
required

NETCONF [ 9 & EMN1F¥R

EEEH

NETCONF [=B89 %iE/iEHR

required

required

required

required

required

HEIEE

X=—aT7ILE3A LI

CiscoIOS =2~v > K

[Cisco IOS Master Command List, All Releases.]

NETCONF =< K : o< R, o~ K
E— R, avr REE, 774V b, FEHICE
THEEFEHE, B0

[ Cisco 10S Cisco Networking Services Command
Referencel

X2 VT A BIPRIPTIZ7ER VRN avy
RN avy FEXOFEM, a~v RE—R, =
~ v NERE, 774V FXE, FH EOFEES
H, BILUOW

BN

[ Cisco 10S Security Command Reference]
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Fvbko—sBEIOraL |
I NETCONF migEEfESR

BREL X URFC
R#/RFC 24 ML
RFC 4251 [ The Secure Shell (SSH) Protocol Architecture]
RFC 4252 [ The Secure Shell (SSH) Authentication Protocol]
RFC 4741 [ NETCONF Configuration Protocol]
RFC 4744 [ Using the NETCONF Protocol over the Blocks
Extensible Exchange Protocol (BEEP) ]

DRAMTY Z AL HR—F

Bl s

EDOURLIZT Z7EALT, YA2abd5 7 =3 |http//www.cisco.com/cisco/web/support/index.html
WY R— MERRBIEHL TSN, 2
bOY YV —=RF, VT NI =TEA A=)
LCRELEZD, YRR T 7 /o v—
(RS D EARAIRIBE A R L 72 0 35 7o oD il
HALTLIEEY, 2O WebHA kDY —1
W27 7B AT HERIL, Cisco.com D u 7 A > ID
BILUOANRY — RRMLETT,

NETCONF ) #48E1E ¥R

ROEIZ, ZOTYa—/LTHl LIEEICET DY U —AffHRaeRLET, ZoRE, Y7 b
TxT7 VU= FLA U TEEREROYRN— FREASNTLEOY T o =2T V=R T %
ARLTWET, ZOWREIZ. FFHTHD BRWRY | 2 LIEO—EDY 7 h =7 VY —ZXTh
PAR—hSHET,

TI7y N7 —LbDYR—=FBLOV AT T =7 A A=V OV R— MIET LIERE MR
J"%1ZlE, Cisco Feature Navigator Zffi ] L &4, Cisco Feature Navigator (27 27 & A3 5121,
www.cisco.com/go/ctn IZFE) L £ 9, Cisco.com D7 7 2 MIMLEDH D £H A,
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[=E3 B

5= 7. NETCONF D#4hel53R

HERE J1)—=Z HRETEER

Iy

NETCONF NETCONF 7’1 b 2 /Vid, Fv
T —2 TR ZDOER, &
ET—F OB, BLOH LW
RET—Z DT v 7r—RNE#
TEDOMHIRA I = AL EER L
%9, NETCONF Ti¥, &
T—HBIOTa han Ay
=L LTIRE e~ — 7
7w 7SR (XML) X—RAD
T—A B LA L ET,

COMREIZ LD, kDA~ R
DEANFEIIEEINE LT,
clearnetconf, debugnetconf,

shownetconf

NETCONF XML PI NETCONF 7' 12 b 2 L3RR &
L. 9T D Cisco 10S EXEC
awy RO7+—~ v MNEED
PAR— FBIN SV E LTz,
WDa<wy RPEFEINEL
7=, clearnetconf,
debugnetconf, shownetconf

BEEP : 7 11 v Z YRR ATREAHA T 0 b =L, ax s v CRIERIR AR O 72D O T 7
g—Laryabhal g —LU—7,

NETCONF : v MU —2FET 0 b2, Xy bU—27 FALZOEH, BET —Z DR,
BLOHLOWBRIET —ZO7 v 7 u— REBIEOMBRAN = A L2 ERT LT 0 b2,
SASL : Simple Authentication and Security Layer, #fi~—A D7 1 b 2 VIZFRFEY A — K &85
LI2bDA B —Fy MERS X, SASL%Z, X2V T ¢ 77T A T A& Lightweight Directory
Access Protocol (LDAP) H— LD THEHL T, 2—¥ilarz b & 7,

SSHV2 : EF a7 v x/b /3= 32, SSH L, FEMEORW h T AR — MNED EEITHEITS
A, BRI 7RFERERERE & WS SUAERE A fRIE L 97, SSHV2 2T 5 L. Bloar Ba—HIiZxy
NI =2 %N L TREBILT 7B ALTERILa~vy REFATTE DX 518780 7,

TLS : Transport Layer Security, FHAFIRE, SEEMEDTZDD/Ny v a D, 77 A4 N —{R#ED
7DD FALEZARICT HZE T, 7794 T R —NEDORIZEX 27 RBELZERT LT
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B ==

P r—ay L7 e k3T, TLS Tl GERE. A% —. B UM 3 —42 0/
L/ji‘g—o

XML : Extensible Markup Language, World Wide Web Consortium (W3C) IZX > TEHE I T

o, EEEZIEEST 2~ —27 7 v T EHREAERT 2720 O 2 EFRT DR, F G,

HHROSMEL (K7, A2V v 7R E) TER FROZAT UIAEFELART FLRRY) %
ERLET, SMEOTm A TINLOFEMEZRIEL, SESET7+r—~ v FTARTS
TENRTEET, XML TR, MACH ARSI~ A ALy —I T v 7 Siha ERTEET,
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NETCONF over SSHv2

Fv N =278 E 71 k=2 (NETCONF) over B =7 v =)L /38— 32 (SSHv2) FEHE

EA LT, Ba{bIEkIC LY Ciscoa~> R4 v A v Z—T x4 A (CLI) 4 LCxy hU—
JREEFEITTEET, NETCONFZ T4 7 b THDBNETCONFF v U —27 w3 —T v i,
NETCONF #—/_"~DF v U — gk e LTEF a7 =/ /=52 (SSHv2) %17
BN Y £9, NETCONF Y — 21340 NETCONF 7 54 7> M 3MEf C& £9°,

* BERETE SR OMER, 73 ~X—v

* NETCONF over SSHv2 DRi#E5AE, 74 ~—

* NETCONF over SSH D HlfHFIHE, 74 ~—

* NETCONF over SSHv2 |22\ T, 74 ~2—3

* NETCONF over SSHv2 D% E Sk, 76 _—

* NETCONF over SSHv2 D% EHl, 83 ~—

* NETCONF over SSHv2 |2 B4 2 8% H, 85 ~~—

* NETCONF over SSHv2 DHEREIF ], 86 ~<X—

4ok £ =3

PWEEIFER D MERR
THEHOY 7 2T VU —RATiL, 2OFY 22—V TiAENE T XTOEENRTR— &
TS EIFRY A, EFTOBRET I X OEEIZ- DV TIE, Bug Search Tool 38 K O'ZTHEH O
Ty b7 —2BLNY T 2T V) —=ADV Y —R /= ESZHLTLEIVN, ZOF
Va— /LTl SN AEERICET AW, BLOFEENYTR— sV ) —2AD0—EITHoN
Tl #EEFRoRLZR L TZ3N,
TT v R T —bDOPR— FBIOV R YT vy =T A A=V OV KR— MIMET D IERE HE
9% 1Z1%. Cisco Feature Navigator Zf# ] L &9, Cisco Feature Navigator (27 7 & 29 5 Zi3,
www.cisco.com/go/cfn [ZFE8E) L 9, Cisco.com DT H 7 > MINEDH D FH A,
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B NETCONF over SSHv2 DBTIRE 4

NETCONF over SSHv2 D FijiZ &4

* NETCONF over SSHv2 TlX. netconfmax-session =~ > K C{§E L7- NETCONF & v 3
Tliivty R EHETORLERDH Y £,

NETCONF over SSH D #l#93E18

* Xy hNU—Z#&ETm 2/l (NETCONF) X% =27 =/l X—T 52 (SSHv2) L. &
K16 DRty g 29 R—FLET,

*SSH A= a2 0B R—FEINET,

NETCONF over SSHv2 [ZDULYT

NETCONF over SSHv2

NETCONF over SSHV2 #§REZ FEATT 57202, 7 74T b (A2 V7 M= T 03BEHL T
HY AT INAR) [T —/3 (NETCONF X v hU—7 w3 —Tv) L O SSHUEREE 2T L
T4, KOKNZ, FEAN)72 NETCONF over SSHV2 % v hU—27 OfkERLET, 7 74Tk
EF—=NE, X2V T A BRI RAT — REBARIZER T 5% — 2 4H# L £9, NETCONF %
FITTHSSHR By arDa—HIDBLONAY — T, Bl X OEHEZ1T 9 721
SNFET, ZOZ—VFOHERL~UNEHEINDGZOH, HoIZEWHER L)L ThRiTIX, 77
AT by a N NETCONEBHEIC 7L 7 7 B A TE £ A, RiF. . THT T4
V7 (AAA) MDRESHTWEEARIE, T3 ACK L Ca—YNEESSHYE v a VAT L
ENDE I ICAAA P —EABREH SN ET, %ﬁ@ﬁ%:)74 RE &M T D L, NETCONF
SNOBATHNIRIE Y — L LV A ATONE T, 7747 2 NIRRT 5 & SSHEER 7' 1 b =21
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NETCONF over SSHv2 [}

ZIFOMH L, SSHE v a V&Y LET, SSHE v a URHELENSE, 22—V EHET 7
U/sr—3i g 0%, Tnetconf] &9 SSH 72 25 AL LT NETCONF & MOV LE,

1: NETCONF over SSHv2

EEM Policy

Event Register Keyword * Required in every policy

Environmental Must Defines

Mamespace Import

Entry Status

Body » Required in every policy

Exit Status

155585

SSH/\— 322

SSHv2 1%, BHMEDEW N T v AR — MO EETHEIT S 4, 581 7258FEHRE & K5 B(bigRE 2 12
LU Ed, SSH 25 &, HlOoa s Ba—XIlxy NI—2 &2 LTEEIZTZ7EALT
BRZa~vy REFATTEXH X120 £,

NETCONF % SSHvl Z %R —F LTWERA, SSH A=Y a0 2 $—"OREL, SSHA—V 3
V1 OFREEFRETT, RET D SSH D A=Y 3 U A&FFET HI21E, ipsshversion =2~ > K& {#
ALET, Zoavr RERELRWES, 7744 KT SSHIFABRE— RTERITESNET,
N=T g ENXN=Va 2@ HFOERMAATE ET,

GE)

SSH A=Y a v 1id, BETERSA TS e b2 T, REROT B FaL (RN—
Tarl) IZTFNAAL ANRT =Ny 7 LI K 9129 5121%, ipsshversion =1~ > R % i ff]
LTAR=Va 2 2BETH0LENH Y £7,

A% TE T A D Rivest, Shamir, and Adelman (RSA) F—% i35 SSH #ki a1 1+ — 7 /WIZT HIT
I%. ipsshrsakeypair-name =~ > K% ffff] L £, ipsshrsakeypair-name =~ > K% % — X7 D4
AZEEL TRET D L. £DOF— XTWNFET D5EIE SSHBA X —T7 /W2 £, £/
T, BTHR— T DBERSND & SSHRA RX—T MY £, o< P&l LT SSH
A X—TNMCTHHE, FAMMBIORRNAAS VAERET HLETIHY A,
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B NETCONF over SSHv2 DR EH %

NETCONF over SSHv2 D& E 5%
KA RRERALVZEFEALESSHA—S 30204 2— T Lt

TDXATHEFITLT, SSHAR—=T g 2DT A A%, RARGE RAAL A &FEHLTRE
LEd, RSAF—RTHREZMHAL T, SSHNRN—V a3 L 25 HETHZIEHLTEET (RSAF—
RTEFEHLIZSSH A=V a0 204 %=k, (77 %—=) #&M) |

FIRDHE

. enable

. configureterminal

. hostnamehostname

. ipdomain-namename

. cryptokeygeneratersa

. ipssh [timeoutseconds | authentication-retriesinteger]

N OO ST RN =

. ipsshversion2

F IR D48

ARV RERIFITIaY B
ATy T enable ¥ EXEC £ — K& A 2 —7 ML £ T,
* RATU—REANLET (FEkEhi-h

7).

Bl :

Device> enable

2Ty T2 configureterminal Ja—s b ar7 4 ¥al—valr E— e
BLUET,
i

Device# configure terminal

2T T3 hostname/ostname TNA ADRA MR ELET,

Bl :

Device (config)# hostname hostl

2Ty T4 ipdomain-namename FAAD R AL A BE LET,

i -

Device (config) # ip domain-name domainl.com
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RSA ¥— X7 &@EALESSHA—Sava2nsx—Tutt [

ARV RFEREETOVa Y

B

ATvT5 cryptokeygeneratersa 12— VB LY E— FFRAEHIZ SSH — 3% A
F—=T M LET,
i
Device (config)# crypto key generate rsa
ATv76 ipssh [timeoutseconds | (LE) 734 A - C SSH A &5 E L £
authentication-retriesinteger| +,
1 -
Device (config)# ip ssh timeout 120
257y ipsshversion2 FNA ATHATT 5 SSHDOA— 5 w2 H6E L E
‘g—O
i -

Device (config)# ip ssh version 2

RSA X — R7 ZfERAL-SSH/NN—T 3 Y

TDHATHFITLT, RAMRRAL VAERETTITSSHAA—Va 2% 4 Fx—T ML

FIEDHE

FT, RELEXF— TR TI/FELTND

204 r+—TILiE

DA, FRF®%RCTEREINDSE. SSHR—V 3

VOIMWAX—=T NI ET, RAMMBIVRNAAL VAORTEEZFEHLTSSHAA—Y a2 %
BRETHZIELTEFET (RAMERAL U ZAEHERALIZSSH A=Y 902 DA X —T UL,

(76 ~—°) &) ,

enable
configureterminal

ipsshrsakeypair-namekeypair-name

o kR wbh =

ipsshversion2

cryptokeygeneratersausage-keyslabelkey-labelmodulusmodulus-size

ipssh [timeoutseconds | authentication-retriesinteger]
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RSA X— R7ZHEALI=SSHNA—Tav 204 #+—T)LiE

NETCONF over SSHv2 |

FlED M
aAX U RFERET7TIVa Y B#J
AFw 1 |enable FFHE EXEC E— R&Z A R—7VICLE
j_‘o
i - o . .
CNAT—REANLET (FERkESh
Device> enable 7ié%f§) .
X Fw 72 |configureterminal ra—)ary7 4 X2 l— g E—
Na2Bta L ET,
i -
Device# configure terminal
AT 73 |ipsshrsakeypair-namekeypair-name SSH Z A 9~ 2 BRI % RSA F—
RT EBHRELET,
Bl GE) YRI T AT
Device (config)# ip ssh rsa keypair-name sshkeys RSA F— X7 HEHETZF
ﬁ‘o
R w 74 |cryptokeygeneratersausage-keyslabelkey-labelmodulusmodulus-size | 5 /84 2 Ca—H /LB LN T— N3
179 SSH ¥ — %A X —T7IZLE
1) R
Device (config)# crypto key generate rsa usage-keys label SSH X—Y g2 Tl %@i#%%/f;ifj
sshkeys modulus 768 768 [f“/ ]\uif&)éd\é\gﬁ)% D iﬁaﬁo
G¥) RSA F— 7 ZHIBRT 51
IX. cryptokeyzeroizersa =~ >~
NEfEHLET, RSA a2~
RZHIFRd 5 &, SSH #—
NHBMICT 4 B—T V7
DET,
AT w75 |ipssh [timeoutseconds | authentication-retriesinteger] F L A T SSH A2/ E L E
_3‘0
1 -
Device (config)# ip ssh timeout 120
AT w76 |ipsshversion2 T ZATHEITT D SSH D= 2 >
ZHEELET,
1 -

Device (config)# ip ssh version 2
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UE—F FRAREOBES v avoms

JE—F TNAREDESE Y 3 DR

VE— bRy NT—F 0T TFNA REDWESAbE v v a VEBGT 2I121E, ROE(EEZFEITLE
T (TN RAEARX—TNMITHMEIHY FHA, SSHIZT 4 E—7 /L E— RNTEITTEE

—é‘) o
UNIX £ 721X UNIX 7 A 7 72T /34 A BiE, @, woa<w REEA LT, SSHEva v
ST L ET,

ssh -2 -s user@router.example.com netconf

FIEDHE
L RoOoWTFrzaIATLET,

e ssh [-v {1|2}] [-c {3des| aes128-cbc | aes192-cbc| aes256-cbc} | [-m{hmac-md5 | hmac-md5-96
| hmac-shal | hmac-shal-96} | [1 userid] [-o numberofpasswordprompts n] [-p port-num] {ip-addr
| hostname} [command)

F a8
ARVKRFERERETI VY =[]
ATy  |[ROWTNNEFATLET, UE—bF Ry NT—2 TNA AL DKL ENT
w < N N
71  ssh [-v {1]2}] [-c {3des| aes128-che | aes192-cbe| | C 7 ¥ 3 ¥ EPHIAL ET,
aes256-cbc}] [-m {hmac-md5 | hmac-md5-96 | 1 OHOHIE,. SSH N—T 3 2 2 OIEICUENLL T
hmac-shal | hmac-shal-96}] [1 userid] [-0 WET, L EKRT RN v Y g VR E
numberofpasswordprompts 7] [-p port-num)] {ip-addr . 2— L ERA NS T Ao LT, b
| hostname; [command] ZUE. 2 ODORERITH, 1 O L 7 LR
PRONET,
i -

Device# ssh -v 2 -c aes256-cbc -m hmac-shal-96 -1
user2 10.76.82.24

{1

Device#
ssh -v 2 -c aes256-cbc -m hmac-shal-96
user2@10.76.82.24
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B t5orva—Fcrv0EVE

FSOLWLYa—TFTa2TDE
ip ssh version =~ > KX, SSHORED b7 TNV a—T 4 VIR TEEYd, X"—Ya %
BEFTHILICkoT, MERSHL SSHA—Ya v ERETEET,

RDEE

ssh 2~ > ROFEIZ DWW TiE,  [Cisco I0S Security Command Reference] %2 L T 72E 0y,

X217 DI IIVEHEDRT—2 ADIESR
TNRA A LD SSHEHGED AT —HF A& FormdT D%, WOEEEZFEITLET,

MY

GE) KD show =~ Nif., == —H EXEC & — R EXEC E— R TX F4,

FIRDOHE

1. enable
2. showssh

3. showipssh

FIEDFH

ARV RFERFTIVaY E]:g]

ATy T enable (=E) ¥ EXEC =— RZ A x—7 M LET,
Bl *RNATU—FREANLET (FERINEHE) .

Device> enable

2ATFw T2 showssh SSH — i D AT — X A% TR LET,

{1 -

Device# show ssh

ATFvT3 showipssh SSH D=V a VEBXORET =X 2 FRLET,

{1 -

Device# show ip ssh
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NETCONF over SSH2 01 *— Lt [

1

D showssh =~ > RO AICIE, SSH A= 5 0 2 OFICHET A AT —Z ANRFRIN T
F7,

Device# show ssh

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

%No SSHv1l server connections running.

KD showipssh 1~ > RO NITIL, 4 RF—T N7 > TWD SSH D/X—V 3 2 BiEX A LT
U ME, B EORREOHRITREE SR RSN TOET,

Device# show ip ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

NETCONF over SSHv2 O 14 =—JJL1t

)

NETCONF over SSHv2 % A % —7 /W2 T H1T1E, IROVEEEZEITLE T,

([T C&H BRI
SSHV2 Z AN T 2 LEDRH Y £,

FIEDHEE

GE) [AF NETCONF & v > = LR UL LD viy (TR E SN TWDMENH Y 7,
Y
GE) * 4 fELL EDOJEEE NETCONF ¥ v v a v ERETHHENH Y £,

* K 16 [HO[ERE NETCONF £ v > a v ARETEXET,
* NETCONF TiX SSHvl iV H— F &N FEFHA,

enable

configureterminal
netconfsshlaclaccess-list-number]
netconflock-timeseconds

netconfmax-sessionssession

U A o o

netconfmax-message size

Cisco Networking Service I > 7 4 ¥aL—> 3> HA K [ ]



B NETCONF over SSHV2 OO *—J L1k

NETCONF over SSHv2

FEDEFHA
ARV EEEEFET7Ia Y =]:g]
ATy 1 enable ¥iHE EXEC E— REA X —7 M LET,
5l PRAT—REANLET ERIALHD) .
Device> enable
ATFv T2 configureterminal ra— ) ar7 4 ¥al—ary T— RelsLET,
1 -
Device# configure terminal
ATvw 3 netconfssh[aclaccess-list-number] NETCONEF over SSHv2 % A % — 7 2 LET,
B - AEE T, ZONETCONF vy a7 /7 Ax ar b
' a—/L URNEERETEET,
Device (config) # netconf ssh acl 1
ATvT4 netconflock-timeseconds (f:#) NETCONF #E % i ENThR RV L icr v
7T HRERMEZDEM THEELET,
1 B .
*ARRHIPHIZ, 1 ~300FTH, T 740 MEIZ 10T
Device (config) # netconf lock-time 3
60 °
2Ty 75 netconfmax-sessionssession (F-15) 714 45 [ NETCONF & v o 7 > Ok Hcx 15
f_E’ L/i_a—o
i - B .
*HRREPHIX, 4 ~16 T, T 74V MHEIX 4 TT,
Device (config) # netconf
max—-sessions 5
ATvT6 netconfmax-message size (f£&) NETCONF v > a VvV TZETAA v E—VDEK

1 -

Device (config) # netconf max-message
37283

FA XFu A (KB) THRELET,

AN HIPHIZ, 1 ~2147483KB T¥, T 7 4/ MEILEE
fRC,

* RV A REMERICEET S I21E, nonetconfmax-message
av s RaALET,
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NETCONF over SSHv2 D&E51 [

NETCONF over SSHv2 0 % & 451
Bl : RRARMRE LIV RAALA R ZEFHLI=SSH2 D1 *—T )Lt

configure terminal
hostname hostl

ip domain-name example.com
crypto key generate rsa

ip ssh timeout 120

ip ssh version 2

RRAXF—%#EALf-EFa7zibn—2ar2nAx—TILEDH

WIZ, RSAF—%HLTEXaT Vol AXN—Ua 254 3= NI T A6 %R LET,

Device# configure terminal

Device (config)# ip ssh rsa keypair-name sshkeys
Device (config) # crypto key generate rsa usage-keys label sshkeys modulus 768

#
Device (config)# ip ssh timeout 120
Device (config)# ip ssh version 2

JE—F TNAREDESIEEY L 3 VOERBDH

WIZ, UNIX F72I1X UNIX B2 DT, AnD, VE—F Ry hU—F 27 T3 2 & DK E1L
SSHt v arvawthT 20 ER~RLET,

Device (config)# ssh -2 -s user@Qrouter.example.com netconf

NETCONF over SSHv2 0 &% E {3
RIZ. NETCONF over SSHV2 # iR ET DR L F T,

Device# configure terminal

Device (config) # netconf ssh acl 1

Device (config) # netconf lock-time 60
Device (config) # netconf max-sessions 5
Device (config) # netconf max-message 2345
Device# ssh-2 -s username@l1l0.1.1.1 netconf

WIZ, V=T RNy A B —T A A113DBELXTETHHEZ R LET,

FIEDHEE

1. 5wz, Thello)] #%ELET,
2. iz, get-config BRAZHEF L E T,
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B NETCONF over SSHv2 D&

FIEDFH

ARV RFERETIVa Y

X

2791 RIC, Thello) &i%IE LET.
1
<?xml version="1.0" encoding=\"UTF-8\"?>
<hello><capabilities>
<capability>u?rn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:capability:writeable-running:1.0</capability>
<capability>urn:ietf:params:netconf:ca?pability:roll?back-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:startup:1.0</capability>
<capability>urn:ietf:params:netconf:ca?pability:url:?1.0</capability>
<capability>urn:cisco:params:netconf:capability:pi-data-model:1.0</capability>
<capability>urn:cisco:params:netconf:capabili?ty:notificati?on:1.0</capability>
</capabilities>
</hello>]1>11>
ATY T2 | IRIT, get-config BRZEE L £,

11 -

<?xml version="1.0"?>
<rpc
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"xmlns:cpi="http://www.cisco.com/cpi 10/schema"

message-id="101">
<get-config>
<source>
<running/>
</source>
<filter>
<config-format-text-cmd>
<text-filter-spec>
interface Loopbackll3
</text-filter-spec>
</config-format-text-cmd>
</filter>
</get-config>
</rpc>11>11>

TN ZNRDH I PERSIVET,

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-id="101"xmlns=\"urn:ietf:params:netconf:base:1.0\">
<data>
<cli-config-data>
interface Loopbackll3
description test456
no ip address
load-interval 30
end
</cli-config-data>
</data>
</rpc-rep?ly>11>11>
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NETCONF over SSHv2 (ZB89 % B IN1EER

NETCONF over SSHv2 (ZB§9 5 EMN1EHR

EEEH

ESPERE=]

I=—a7ILAA LI

CiscolOS =~ K

[Cisco I0S Master Command List, All Releases.]

NETCONF @i<w > R : o< RS, a<w> R
T— K, a<r RERE, 71/, #FHICE
THEERE, BILOW

['Cisco 10S Cisco Networking Services Command
Referencel

P77&8A YA avr R: avy RO
M, o~y RE—FK, a~vr NEE, 77+
v NERE, BEHLEOETEESFE, B0
X2 VT avs N a~vy RESTOFER,
avw U RE—F, avr FNERE, T74L M
B, A EoFEEFEHE, B LU

[ Cisco 10S Security Command Reference ]

P77EAVAL

['Cisco IOS Security Configuration Guide: Securing
the Data Planel]] @ [IP Access List Overview] 35
J O [Creating an IP Access List and Applying It to
an Interface] D

X T BT =T g
2

[Cisco IOS Security Configuration Guide: Securing
User Services] @ [Configuring Secure Shell] &
T a—)

BEE I URFC
RFC 24 kL
RFC 2246 [ The TLS Protocol Version 1.0]
RFC 4251 [ The Secure Shell (SSH) Protocol Architecture]
RFC 4252 [ The Secure Shell (SSH) Authentication Protocol
RFC 4741 [NETCONF Configuration Protocol]
RFC 4742

['Using the NETCONTF Configuration Protocol over
Secure SHell (SSH)/
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

NETCONF over SSHv2 (D14 B 15 4R

SRADTY ZHI YR—F

NETCONF over SSHv2 |

Bl

)

AOOO0OIZT Z7EBALT, YRAadr 7 =4/
HAR— M Z2RRBIIEHLTIEIN, Zhb
DY Y=L, VYT NU=2T A A=V
THRELEY., YRAapfliles 7 ) ad—|C
B9~ 2 HAfr I 2 i L7= 0 35 7= DI A
LTLEE, 2D Web A b EDOY—(Z
77 AT HEEIL. Ciscocom Dz 7 A DB
FORRAY — FRMETT,
TAADYIR— K Web A DY — T 7
¥ 24 BER%, Cisco.com D —H D I LY
AT — RINMETT,

http://www.cisco.com/cisco/web/support/index.html

NETCONF over SSHv2 ) #48E1% R

ORI, ZOFY2— VTR LIBIEICHT 2 ) U —Afile R LET, o, Y7 |
Ve YU—=A FA CCEHBREOY R — FBEAShILEDY 7 by =T VU =20 %
FRLTWET, ZOMEEIE, FHIW 0 B2V RY . ZhLEO—#EOY 7 k=7 U J—2ATh

E— P ShET,

T R 7 =DV R—FBLR AT YT b7 A A—VOYR— MIEAT HEMREBRR

9% |21, Cisco Feature Navigator Zf# il L £,

Cisco Feature Navigator (27 7 & 23 51214,

www.cisco.com/go/cfn (ZFEHEN L F9°, Cisco.com DT AV > MILEH Y FHA,

3= 8 : NETCONF over SSHv2 D H4REE R

HHER 1)1)—=x R EEIBRER
NETCONF over SSHv2 Cisco IOS XE Release 2.1 NETCONF over SSHv2 #HE % fif
12.2(33)SB ATse, bz b7
12.2(33)SRA AR —h kT Ciscoa~vr K7
A A4 B —T=AZ% (CLI)
12:2(33)5X1 S L DRy b T B R ST

12.4(9)T CxEF

ZOMREICEY ko~ R
PEAFIIEEINE LT,
netconflock-time,
netconfmax-message,
netconfmax-sessions, netconfssh
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%9%

BEEP [Z & 55X E~®D NETCONF 7 U £ X

Fy T —27FREF 1 kb (NETCONF) over 7 1 v 7 L3R A[REAZ# 7 11 h =1/ (BEEP) #HE
ZfEH LT, NETCONF L CREAEDEMAEEFECEET, WAL, RELEMTbON-Z &
BRI ANy NTT, BRICE, REOEM, HIBR, ERIMEENRH Y £9, BT, RERE
DIEFETHRIC, —HEOLEEEZRTIODA v =L LTEEENET, BEISNEZHRET L
WZEBNZ A v =V 2 EETHDITTEHY £HA,

BEEP %, Simple Authentication and Security Layer (SASL) v 7 7 A V&2 H L TBEFOEFX =
VT 4 BT VICHMARERE~ vy 72 LU E9, £7/~. NETCONF over BEEP |Z. hT A
R—rEE¥=2UF ¢+ (TLS) ZEA LT, V—@GE, IV —lIE 7547 MIITD
PREED D L, WITNMNDFBREEIT D B BRE S A W= A L E kT2 L TEET,

* HEREME R OMERR, 87 ~X—

* BEEP IZ X A% E~®D NETCONF 7 7 & A DORi#ESAM:, 88 ~2—

* BEEP IZ X A% E~D NETCONF 7 7 & A DOil#)ETH, 88 ~X—

* BEEP |2 X B8R &~ NETCONF 7 7 & A 22O\, 88 ~X—¥

* BEEP |Z X A E~D NETCONF 7 7 & 2ADHRIEFE, 90 ~_—

* BEEP (2 X A& E~D NETCONF 7 7 & A DOFERF], 95 _—

* BEEP |Z £ A E~D NETCONF 7 7 & 2124 28 & HR, 95 ~—

* BEEP |Z X 3% E~0 NETCONF 7 7 & 2 DHSRER H, 96 ~—

AN D =
PEREIRER D HERR
THERAOY 7 R 2T JU—ZX T, ZOFEY a2 — LTSNS T X CTOBRENRYR— NS
TS LR £8 A, EHOERER I L OVEEIZ OV TIX, Bug Search Tool 35 X OV H D
TGy I F—LBIRNY T =T V=20V —2 ) —FE2BRLTLLEEN, Z0F
Va— /LTIl SN AKERICET A H,. BLOSEELITR— b)) —Z2AD—EIZHoN
TiE, BREFROREZSRL T ES N,
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BEEP [ & 53~ NETCONF 72 £ R |
I BEEP (C & 33 E A~ NETCONF 7 7 £ R DRTIREH

TT Y N7 A =D R— PRIV R YT v =T A A=V OV R— MIET D IEREHER
9% 21X, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 23 5121,
www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 MILEDH YD FH A,

BEEP [Z & A% EA~D NETCONF 7 7 + X DRIIES

NETCONF over BEEP Y A} —|Zi%, Simple Authentication and Security layer (SASL) % #ZET 54
ERHY ET,

BEEP [Z & 55~ NETCONF 7 ¥ £ X D#HIFIEIE

Transport Layer Security (TLS) ZfE/H 3 % BEEP ZXET HIZI1X, BEoA A—T %I 7T H0E
N ET,

BEEP [Z K 55%TE~® NETCONF 7 U £ XIZDIVT

NETCONF over BEEP D&

BEEP |2 X 2% &~ NETCONF 7 7 & A#§HEI%, BEEP Z izt 7o haL & LTA Rr—7 /T L
C. NETCONF v g o CEHATE A XL 5IZ L% T, NETCONF over BEEP Zf#i 45 & |
NETCONF $—/3F72IZ NETCONF 7 7 A 7 > b DWF BN E2 BT Lo ICRETE £
T, ZHUCE ST, TS ARWHHICBER SN KRR Y N =00, 77 A4 T U4 —LE
XUy hU—27 7 RLAEE (NAT) BHDH7-DICE B2 T DM EDOH 5T /A A%
PR—FTEET,

BEEP|L., 27 ¥ a VHRGERIEMHEMER O OOWNRAT 7 r—ary7a hal 7L—h0 —
7T, ZHUL, MEREESEATn baroBECMELRIH S CE MRt L
ZHKE L TWE9, BEEP X —#%AYIZ Transmission Control Protocol (TCP) ETEMEL. X v t&—
CORMMNARETT, HTTPB L REEO 7o ha L L1382 | OO TH A v —
UHhEEFETEET, BEEPIZIIRF AL EFRRED 7 7 2 U T 4 b EENTEY . @BWIEERH Y &
7

BEEP 7’12 b 2/U(Zix, ET7RIERREFCHN. L TA v E—VEaRBTEL 7L —I 07 A=
ZAANEENTVWET, BEINLODA vy E—VT XML 2 H L THERESNET, TXTox
Bud, ke V7 o, 2—VGE 3T — A FOREICEREINZT ) r—a
VERHEICSA U RENTZ AT XA RNTIEITINE T, ZONRAL T 4 T2 H o TF ¥ RN
B ENET, BF ¥ RVITIIZMENDI A v E—V OB LB L0~ T 4 7 25 EFHT 5B
BT ONEZT a7 7 A ANBHY 97,

BEEP & v ¥ 5 IENETCONF —ERIZvw v 7 ENET, By a VBN IN5 &, % BEEP
ETIEEERY A= T30 77 A NVET XA XLET, T xVOEKFIC, 77947
» b (BEEPA =T —X) ZZDF ¥ RILDIOERITEROT a7 7 A NV ERLET, ¥—
7N (BEEP U 2} —) BNF ¥ RAEAEKT 256, F—NdnTnrorm7 AV E@RIRL, £
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BEEP [Z & %5%E~® NETCONF 7 7 £ X

NETCONF over BEEP O#EE [

DTRT 7 ANEIRETERLEY, V= NE, EOTuT 7 AV bZITANTE RN & 2R
L. T 1V OEREMDGELH Y £7,

BEEP Tid, FFHIHEOT — 4 ZMTF ¥ IV EHHTE £,

BEEP (IE°7 Y —t7 71 ha/)L TR, BEDH A I T TEITLTWHRENISC T, £
TIZT BT Bk T, BEEP® v a » ORESIHC, HiiBi 245 5% 5 &7 23 BEEP U
AP =TT, VAT —~DEHEMLTDH I —FOET S BEEP A === ) £9, &
W29 % BEEP E 737 747 2 M T, &5~ BEEP B 7 3% — 3T, i, -
DN ZFATT HBEEPET I, U v AT HREGFITL LT, 7272 L, BEEPIIE T Y —ET
T barThoiNb LS T, Y= "OEEFNEZFATTH BEEP 72, U v AT 5%&E S FE
TT20EILHY A,

NETCONF over BEEP & SASL

SASL IZ, #EfpiN—ADT 1 ks a/MIRFEY R — b2 BINT D72 DA 2 —x v MEREL AT
9, SASLZE=EX=2VUT 1 77747 AL Lightweight Directory Access Protocol (LDAP) #—/3
EOMTHEML T —VREGEARETEET,

BEEP U 2} —IZi%, SASL 2% ET HVLE R H VY £97,

NETCONF over BEEP & TLS

TLS i%, FHAFEGE, 522D Ny 2 DFEH, 774 R —R#ED =D DR 5 & FREIC
THZELET, 7IAT Vb —NEDRICEX 2T REEE2EET I T AV r—v g L
O7a han Y, TLS TiE, fEAE, ABFx—, BLUOMEX—ZFEHLET,

FERAEE T XV ID — Rl CWET, ZOfERER. 72794 7 ML TH—D 1D %
SEA L E4, KiEHRBICIE, BT U OLRT, FEHEBORITRZ T 4T 4 DL, =T 4
T 4 DABF—. BLOGEHEOFDIREZ RTH A L AX U TREENET,

ABF—B LI OMEX—IL, BFTHROEEABIOE S LITHEHA SN IESF—TT, A% —

Aﬁéhi#ﬁ Wa% IIABRENDZ EEH Y A, AFRF—LEMBF—DOK T 13—
WEMELET, AF—Z2HH L T bENTZT — %, ZOMBEF—CORE L TEET,

NETCONF over BEEP & 7 VX ) X +

#4733, NETCONFover SSHW2 Ev > a VDT 78R VA RERETEET, 77ER
UA KNI, IP T RLARICHT 2B L OEROLMZIAEE W72 b 0Ty, A2 Y7k
TxTlE, TZRBAVARDOEMHICH LT, TRLRAZ 1 OFTHOFT AN LET, RO
XoT, Y7 U=TNRT RLARZZITFAND D, HERTLI200NRED T, B —HERED
Do RITRMEDT A PR T T 5720, FMOIEFIZEETY, £EA—HLARTE 7F
VAIESR SN ET,

TI7EA YA NOMHICEET S 2 o0 FEARAEEITRO LB TT,
1 7782 VA NORBEEFIZLRET VB ASLMEAREELT, 7278 R2 VA NEERT S,
2 FIORRYVRANEA U H—T 2 ZAFETITIREFRCEH T 2,
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TR YA NOBREDFEIZ OV T,

BEEP [ & 53~ NETCONF 72 £ R |

[Security Configuration Guide: Securing the Data Plane

@ TP Access List Overview] 35 U8 [Creating an IP Access List and Applying It to an Interface] &
Va—numZRLTIESN,

SASL A 774 ILDETE

SASL Z{#i ] L T NETCONF over BEEP % A %x— 7 /WZ ¢ 5121%. £ SASL 70 7 7 A LV ERE
THULENHYET, SASLT 07 7 A /UL, TN ANDT 7B ARHF I EINDH2—FEEEL

EXTE D NETCONF 7 UV L ADERTE A A

\i —a—O
FIEDOHME
1. enable
2. configureterminal
3. saslprofileprofile-name
4. mechanismdigest-md5
5. serveruser-namepasswordpassword
6. exit
F g 48
ARV RFEREFT7TIVa Y ]3]
ATvT1 enable ¥t EXEC £ — R& A X —7 VIZLET,
Bl - CNAT—FRE AN LET (FERSnHE) .
Device> enable
ATFv T2 configureterminal Jua—) a7 4 Fal— g rF— RERHEBL
i —a—o
i -
Device# configure terminal
2T S3 saslprofileprofile-name SASL 7 7 7 A V& E L, SASL 77 7 A )L

51 -

Device (config) # sasl profile beep

a7 4 Xal—vary T— REBEBLET,
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AT FEREETO VI Y ]3]

ATv74

mechanismdigest-md5 SASL 7277 A )V AH=RALNEHZELET,

51 -

Device (config-SASL-profile)# mechanism
digest-md5

ATy T5

serveruser-namepasswordpassword SASL ¥ — Rz E L EFT,

51 -

Device (config-SASL-profile) # server userl
password passwordl

ATvT6

exit ra—N)ary 7 4 Xal—ary T— REKT
L. ¥ EXEC E— FIZ&ED £,
& -

Device (config) # exit

NETCONF over BEEP )1 r— JJL1t

(X L& BRI
* [AlIF NETCONF v ¥ 2 > ERIUHLL LD vy ITINERE SN TV D LENH Y £77,

* SASL % {#i 19 % NETCONF over BEEP #i% 9 521L, £I SASL a7 7 A VEHET D
VBN H D F9,

A

GE) *4{HLL EDFFE NETCONF & v a VARETHLENH D 97,
* K 16 [HO[EKE NETCONF £ v > g VARETEX T,
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FIEDHEE

enable

configure terminal

crypto key generate rsa general-keys

crypto pki trustpointname

enrollment urlur!

subject-namename

revocation-checkmethodl [method2 [method3]]

exit

© oo NS REwWDN =

crypto pki authenticatename

—
Q

. cryptopkienrollname

-—
—

. netconf lock-timeseconds

—
N

. linevty line-number [ending-line-number)

-—
w

. netconf max-sessionssession

14. netconfbeepinitiator {hostname | ip-address}

BEEP (2 & %5 E~® NETCONF 7 7 £ X

port-numberusersasl-userpasswordsasl-password[encrypttrustpoint| [reconnect-timeseconds|

15. netconfbeeplistener|[port-number] [aclaccess-list-number] [saslsasl-profile] [encrypttrustpoint)

16. exit

FIEDFH

ARV RFEREEETY 3y

B &

XF w71 |enable

1

Device> enable

¥i#E EXEC E— K& A 12 —7 2 LF
Er

CRAV—=FHEANLET FEEREN

=55

o

Z 5w 72 | configure terminal

11 -

Device# configure terminal

Ja— a7 4 Xal— gy E—
NaBsm L £,

R w73 |crypto key generate rsa general-keys

1 -

Device (config)# crypto key generate rsa general-keys

Rivest, Shamir, and Adelman (RSA) % —
T EAR L, WHAOX—XT 24K
HEIICHEELET,
ZOFNEZ—EZITFEITLTIIEIN,
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AU RFEEETIVa Y

S

X w 74 |crypto pki trustpointname N—BTEHATANTARNRA L NEE
SL.CARTA KA v T 1%
1 - L—y gy E— RREHBLET,
Device (config) # crypto pki trustpoint my trustpoint
AT w75 |enrollment urlurl FORESE (CA) DBER/NT A —H ZHEE L
iﬁ‘o
i -
Device (ca-trustpoint)# enrollment url http://10.2.3.3:80
27y 76 |subject-namename AW EEROFAE 4 A HEE LE T
ol (B FTV= MR T AD
Bl RAAL Y X—D VAT A
Device (ca-trustpoint) # subject-name CN=dns name of host.com (DNS) A4 THHIVLERHD F
R
R Fw 77 |revocation-checkmethodl [method2 [method3]] SEAEORNA T —F A F w7 LE
o
i -
Device (ca-trustpoint)# revocation-check none
ATv78 exit CARFAMRA P ar74F¥al—
varE—FREKRTL, Zr—UL =
U Y74 Fa2lb—varyE—RNIRERDE
Device (ca-trustpoint)# exit 7r°
XF w79 |crypto pki authenticatename CA OIFBHEZ IS LT, IR &2
L%,
i -
Device (config) # crypto pki authenticate my trustpoint
AT 710 |cryptopkienrollname N—2 OFEHFEE CA L EFFLET,
i) :
Device (config) # crypto pki enroll my trustpoint
T w 711 |netconf lock-timeseconds ({:7&) NETCONF & E % P RIEENTT

1 -

Device (config) # netconf lock-time 60

bk ooy 74 Sk 256
ELET,

seconds 5| DB N 72 EOFFIL 1 ~ 300
BTd, 7740 MEZ 10 BT,
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BEEP [ & 53~ NETCONF 72 £ R |

ARV FERET7IVa Y E]:g]
Z T 12 |linevty line-number [ending-line-number] VE—h oY —)L 77 &AW
EREL Y VNP
B NETCONF & v & = > O ks & [ Uk
Device (config) # line vty 0 15 O vty IR AR ET D2HERH D 77,
X w713 |netconf max-sessionssession EE) #ZTE SN A[EIEENETCONF & v
Ta v DORREBERELET,
1
Device (config)# netconf max-sessions 16
X w 714 |netconfbeepinitiator {hostname | ip-address} ({+3=) BEEP % NETCONF v 3 3 >
port-numberusersasl-userpasswordsasl-password[encryptirustpoint] | izt~ F L b LTHEEL. BT %
[reconnect-timeseconds] BEEP f =L T— X L LCRELE4
Bl - GE) Z ®FJEiLX, NETCONF BEEP
f=v—F bty iaEH
Device (config) # netconf b initiator hostl 23 1 . A - g .
password passwordl encrypt 23 recommect-time 60 ETHHEICFTLET, R
T, BEEP) A F—F v g
ERETHZEHLTEET,
AT w715 |netconfbeeplistener[port-number] [aclaccess-list-number] ({£&) BEEP % NETCONF Diizit 7' 1
[saslsasi-profile] [encrypttrustpoint] Rl LTEEL. 7 % BEEP U 2
T LTRELET,
1
6= Z ®FJEiLX, NETCONF BEEP
Device (config) # netconf beep listener 26 acl 101 sasl D U X’j“—‘ + v V%g&ﬁ;
profilel encrypt 25 e e
TOHGEICETLET, LR
T, BEEP A =y =—X% & v
VarEHRETHILHTEE
7
AT v 716 |exit Ja—s\ v ar 7 4 Xal—arE—
R&#T L, ¥ EXEC £— RIZKEY £
15'] . j_o

Device (config) # exit
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BEEP [Z &
#

Device# configure terminal

BEEP [ & 5% E~0 NETCONF 7 2 £ 20%Es ]

ETEAD NETCONF 79 2 X DR EH

Device (config) # crypto key generate rsa general-keys

Device (ca-trustpoint) # crypto pki trustpoint my_ trustpoint

Device (ca-trustpoint
Device (ca-trustpoint
Device (ca-trustpoint revocation-check none
(

)
)
)
Device (ca-trustpoint)

# enrollment url http://10.2.3.3:80

# subject-name CN=dns_name_of_ host.com
#

#

crypto pki authenticate my trustpoint

Device (ca-trustpoint) # crypto pki enroll my trustpoint

Device (ca-trustpoint)# line vty 0 15

Device (ca-trustpoint) # exit
Device (config) # netconf lock-time 60

Device (config) # netconf max-sessions 16

Device (config) # netconf beep initiator hostl 23 user my user password my password encrypt

my_trustpoint reconnect-time 60

Device (config) # netconf beep listener 23 sasl userl encrypt my_ trustpoint

BHEETE~D NETCONF 7 £ R IZEY %:EMIF

HEIEE

X=—aT7IL 3L ML

CiscoIOS =a~v > K

[Cisco IOS Master Commands List, All Releases.]

NETCONF @< K : o< R, o~ K
E— R, avr REE, 774V b, FEHICE
THEEFEHE, BILOW

[ Cisco 10S Cisco Networking Services Command
Referencel

ZEB K URFC
124E/RFC 24 kL
RFC 2222 [ Simple Authentication and Security Layer (SASL) ]
RFC 3080

[ The Blocks Extensible Exchange Protocol Core ]
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B BEEP (& BETE~D NETCONF 7 & £ R DHgEENE R

R 4E/RFC 24 kL
RFC 4741 [NETCONF Configuration Protocol]
RFC 4744 [ Using the NETCONF Protocol over the Blocks
Extensible Exchange Protocol (BEEP)]

SRADTHYZ AL YR—+

BLL] o

EOURLIZT Z7EALT, Y2adF 7 =3 |http://www.cisco.com/cisco/web/support/index.html
NHR—=FEERRBPIIEHL T ZI, Zh
bOYY—=RE, VT U =TEA ARV
LTERELED, YRapflfesr 7 Jad—
(BT D EARPIRIE 2RI U720 95 7o DI
HLTLEE, 2D Web A K Loy —1
W27 78 AT HERIE, Cisco.com D1 27 A 1D
BLOARRYT— RPRMETT,
TAaDYR— b Web A bDY— T T
T A4 BHEEIE, Cisco.com D —H D I LU
AT — RBMETT,

BEEP [Z & A% EA~D NETCONF 7 & + X D EEIFR

ROFKIZ, ZOFY2— /)L THH LIEEEICET L) U —2AfFRe R~ LET, ZOXRE Y7 h
VT VU= b A U THEBROYR—IPNEASNZLEEOY T =T V) —RE T %
ARLTWET, ZOMRBIT. FRTHD BRWRY | EALIEO—ED Y 7 by =7 VY —ZXTh
PR—=FINET,

Ty N7 —ADOYP R I BLIORAY T b T =T A A—VOYR— MIET DR E MR
9 2%1Z1E. Cisco Feature Navigator Zfifi § L &9, Cisco Feature Navigator (27 2 & 29 5 (TI3,
www.cisco.com/go/cfn IZBE) L 3, Cisco.com DT I 7 MILEDH Y £XH A,
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BEEP [ & 552 ~0 NETCONF 7 & £ 2 nistettsn [

& 9: BEEP|Z & BT~ NETCONF 7 7 + X DHERETESR

BERER 1)1)—= BEBETR IR
BEEP |2 X 3% E~D Cisco IOS XE Release 2.1 NETCONF over BEEP F&HE % i
NETCONF 7 7 & & 12.2(33)SB 4% &, NETCONF $—/3F
12.2(33)SRB ﬁmmnq@F7747yb@
EL LR ARG T 5 L9
12.2(33)5X1 CRETEET, ThUCko
12.409)T T T AR R e &

Ao KRB R v U — 27 R0,
T7AT U —BLO
Network Address Translators

(NAT) 238 % 7= 9\ Z & Bk
BT HMBEDHHT A A
YR —FTEET,
ZOBERBICZER Y |
netconfbeepinitiator 35 X T
netconfbeeplistener =~ > N73

BAFHIIEFTINFE LT,
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