]
CISCO

Nexus Dashboard Orchestrator
ACIl 777Uy,

JUY—X 4.4.1 HD

Cisco APIC 7 771w

7 D

Cisco Confidential



H R

R A bl @ R N iy A | R 1
ITRTDAPIC 77TV IDT7TIYT PUOEBRRY =D oo 2
T7TVYYT TIEZTOINIL TRY U DERTE oo oceee ettt ettt 2
T7TVID TOIECR AV =T I A R TRY D —DFERTE eeeeereeeieieeiieeertee sttt 3
JE S NV ES Ay &GS X x 33 A A Ry 05 1) A 6
I el S I OSSPSR 6

I el Y B A/ ) oy = 1= Pk 11 = = = PSRRI 7
DE—BF V=T ZAYFDIL—FTIL T TRY RDEXTE oo oeeeeeeeiieee et 7
JE—N U—7 R Y F OB E DI et 8
CISCO MINT ACH 7 77 7 1) ) 7 ettt ettt eae e eaaaaseassesseasseasssesssssssessesesssssssssasnsssssnnssnsnnnrnnns 10
T T T ) T DIBIIEBIBR oottt ettt ettt ettt e e et et et e et e e ae e aeeteeteeareeaeeeaeeeneenns 11
Cisco NDO & APIC DFBEIERIMED IR ] oottt ee e e s e e aeeeenees 11
(OIS W XS B ALY s X5 3 1= ) 1 12

T T T U T DBIBR .eeeeeeee ettt e e e et e e e e e b e e e eat e e e e beeeabeeeeaareeeaareeeareeeareeeaas 13
F7TVYYT AV FO=FADTEEIRE oocveeeveeeeeeeeeeeee ettt ettt re s 17
A A s . 1 R 18
AV T TERTET Y U ATR R ettt raeeae s 18
AR R D [ S e B i Y s A i - TR 19
=)L A AIEERD T A R T A Y ettt 19

A T T D R T — R o ove et ettt ettt ettt et e e ea e e eae e bt e ae e aeeteeteeteeateaaeeeaeeereeans 20
CiSCOAPIC 7 F TV Y T DAYV T TDRERR oeveereeeeeeeete ettt ettt sae et eenaeene s 25
PR At 1Lk 5| RT T T S 25
AVTTDERE AV TLZR T FZT U Y TDERTE oeeeeeeeeeceeeeee ettt sae e et sta e s sres s sreeenns 25
O A A = N A N0 T 4= 29
VA IO 5 3 Y A (7 G (R L 29
Cisco Cloud Network Controller 7 7 7 Uy T DA >/ 7 TDFERR .uvvevrreereerereireriereiresrenesnesssnnssnssnnnnnnnnnnne 32
A N i A AV IRV > o i 0 L 2k 5 OO 32
AL 1A Ay N Sl Y Ry A0 1 = 32
Cloud Network Controller 77 7 Uy I DT IV T A ADSDEITE ...cooeeeeeeeeeeee e 35
YN A AV R R A - [ RO R AP AR -1 100) - OO 38
O A & 5= 0) = TSROSO 38
AVTLIRETTUR 77TV Y TEDERDBEIML oo 39
T T TUITDT I T LR et e e et e e e aae e e eare e e e aeeeeanes 45
BB oot e e e e te e —e e e e eteeateeateeteaeeeeeaeeateeateeateeateeteaeeeneeareeareeateeateenreerean 45
D oy g = =8 1= OO 47
AVhA—ZERAYTF /—RDT77—AD 72777 VY 7ICTTIYO—RT B i 47
i Y N B 1) By B A Dl SO SSRUSPRTSRRPPO 50
el N W s A Wl SRRSO 53

Cisco Confidential



Ry R7aTZyrANVEeER)— T—TF

K777y ID APIC ICIE, Ry R RUY— FIL—T%=EHORy R 7O7 741K 1 DHETY, 7

F7UVYIICRY R RUDY— TIL—THBWNEEIEF. ERTZ2HENHDET. BE. ChoDRTEF
FTICEELTWT, 777V vV Z2RAICBRALICEZICRELLEEDICHR>TVSIEFTTY.
1. 777Uy 2D APICGUI [cOZ14 > LXEY,
2Ry R 7AO77A4INICKRY R RV = TIL—THEENTWBIIESh Z2ERLE T,
[Z777 Vv (Fabric) 1>[7 77V » % RV — (Fabric Policies) ]> [~ F (Pods) ]>[7r~
74V (Profiles) ]>[Xy KR a7 7 A VDF 7+ F (Pod Profile default) ] IC2EIL X T
3. WMETHNIE., Ry R RIVY— TN —TZEHRULET,

a. [Z777 Vv (Fabric) 1>[7 77V v 27 RYJ I — (Fabric Policies) ]> [y F (Pods) ]> [&
Yy — Z)v—= (Policy Groups) ] IC#EILE T,

b. [RY ~— Z—7 (Policy Groups) ] 2H7YV v o L. [Ry R RY — IN—TDER
(Create Pod Policy Groups) ] ZZiRL X9,

c. BYBEREASLT, [EfE (Submit) 155U v LET,
4 FHLWRY K RUY— JI—FEF 74 RORy K 7O7 7 A LICEID $T T,

a.[Z777Yv2 (Fabric) 1>[7 77V v 27 RY I — (Fabric Policies) 1> [~ F (Pods) ]1>[7
2774/ (Profiles) |>[Ry K v 77A1DF 74/ (Pod Profile default) ] IC#E#L F

EP
b. F7AINMDTO7 74 I EBERUET,
c. HiILLWIRY R RUY— JIL—T%ERUL. [EF (Update)l 22V v LET,
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TRTOAPIC 777 Vo D777 V7 T
TR RY —DER

APIC 7 7 7V v % % Nexus Dashboard Orchestrator [CIBff1L. Nexus Dashboard Orchestrator [C & D
BETE3LDCTBICE. 77TV VICEICERETDENNER, 777V IBEEDERDT Y
ARV —DHDET,

T TV TIERTa— )R —DHRE

ZDt%Y 3> 7TlE. Nexus Dashboard Orchestrator [CBAIL. BT BHIC. APIC 77 7Uvw o &

ICHER S 2EBLAHZ50—/NIL 777V 79X RV I—DREICDOVWTHALET.

1. 777YUwo®APICGUI IcOYA Y LET,

2. Ay FETF—=Y a3y AZa—Hm5. [Z777V v (Fabric) 1>[7 27X RY — (Access
Policies) ] #i#RUL X7,

7 771w %2 % Nexus Dashboard Orchestrator [ZIB1T %ICld. W2 DT777YUw o RYI—
BRI IVNELNHDET., APIC OEEHISIE. R AFIL RAMZEHEL TWEIEE ERBRIC,

RAALY, AEP, RUY— JI)L—7, BLUVA VI —T 241 R CLIFVEZREITDENTEET,

BUIILFT777VYT RAAVICBTZDIRTDZ 7TV IIC/H LT, ANAY RAYF AV
Y—T7xARZ7 77V IERY NT—VICERIT D-ODRLATaVeERET 2NENHD
Y.

3. VLAN 7—LZHEELET.

AICRRET HDIF. VLAN 7—IL T, LAV 3 HTA V5 —T x4 RXF VLAN 4 ZERALTHS
T4V T RICVRA Y F=2T7 77 Vv IHERY MT—JICEHRLET.

a. ZflloFETS— 3y Y U—7T, [F—/ (Pools) ]1>[VLAN] Z£8RL X9,

b. [VLAN] A7V %A Y v L. [VLAN 7—/LDfERL (Create

VLAN Pool) ] #i#iRL %9 . [VLAN 7— L D{ERK (Create
VLANPool) ] V4 KRDT, XOIEE%ZEELET.

« [47T (name)] 7 4 —JLRT. VLAN 7—)LD4&R] (7z& ZI1E. mfabric) 23 ELE T,

= [Allocation Mode (£ Y 4 CE— R)|DFEIE. [RT T« v 72D YT (Static Allocation)] & 87
LT,

« [Encap 7'm v 7 (Encap Blocks)] Di5& (&, B—O VLAN 4 27 Z2IEELE T, mAD
[Range (#iBH) 1 74 —ILRICAILBEEZANTSZ I LICL>T. B—D VLAN ZIEETEE
3-0

4. EHORE7 VR TV T 474 7O7 74)L (AEP) Z4ERL L E T,

a. ZflloFESX— 3y —7, [ e—rUL R Y — (Global Policies) ]> [ TRe2 7 7 & &
x> Y Fu 774/ (Attachable Access Entity Profiles) ] #£8BL 7,

b. [T# vFRERT 78R =T 4T 4 7u7 7 A/ (Attachable Access Entry Profiles) ] /1
TAVEHIIVYIULT, [TEYTFHRERT 7ERA VT 4T 4 77 7 A /VDOIEK (Create
Attachable Access Entity Profiles) ] Z&RL %9,

(BGERIRE7 VR TV T4 74 707 74 JLOER(Create Attachable Access Entity Profiles)]
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74> RJT, AEP M4%R] (ffl: mfabric-aep) 23 EEL X,
c. [k~ (Next) ]2y ULTI[*E (Submit) JUET,
AV —T A ARBREDEMDEEIINESLHD XA,

5. RAM v &ERELET,
METDBRASMVIE. D777 Uy %BINY %E =T, Nexus Dashboard Orchestrator 5 3#3R
TE5HDICKDET,
a EOFET—3y V) —7T, [WEK FAA v 8 KA A > (Physical and External
Domains) ]> [#M#/L—F v K FX A » (External Routed Domains) ] #28B L 9.

b. 4/ —F v K KA A (External Routed Domains) 1 A5V /I Uy oL, [LA
¥ 3 FAA DR (Create Layer 3 Domain) ] Z&IRLZE T, [L A Y3 RAAL L DE
% (Create Layer 3 Domain) |74 Y Ko T, XOIEB%2EELET,

= [4AFl(name)] 74 —ILR T, RASVDOEZFZEBELET. f=&zx(E. mfabric-I3TT,

« EEMTONTWAEBERABEC T 4T 4 a7 7 A NLVDBEIE. ATy 7 ATER LT AEP
#ERULET,

« VLAN 77—V D&, 27y 7 3THER L VLAN 7—ILZERULE T,
c. PAE (Submit) 122Uy o LEY,
X2V T4 RASMVBEDEMOEEIINESH D FEA.
KIZTT 9 FEH -
JO—=NIL 7R RV =R ELIEL. (7770 POERA AV =T 42 R I—DER

(Configuring Fabric Access Interface Policies) | OFBRICIE> T, A1 Y9 —T A4 XA RU I —%BMNT
ZEBEHLHDET,

TZ7T7V9 I TIBAALVE—T 2L ARY) —DHRE

4560 5 FIC

777U9IDAPIC T, [Z777Vyv o 721X - O—/N)L R — (Configuring Fabric Access
Global Policies) ] MEHBAICHE> T, VLAN 7—JL, AEP, 8LV RAA VY REDT/O—NIL 77TV vy
TR R —ZEBBEUTEKDLENHD XY,

Dt avTik. & APIC 7 7 7Y v % ® Nexus Dashboard Orchestrator T{Th iR lTh RS LNT

7TV POEBAAVI—T 24 ADEREICDOVWTEHRALE T,

1. 777w o ®APICGUI IcOY A LET,

2. A4 FET— 3y AZa—»m56, [Z777 VU v (Fabric) 1>[7 27X RY I — (Access
Policies) | #E#iRU X7,

BIDtEY Y a vy TR ELR VLAN, AEP, BLUP KA/ VICMAT, 777V vy IHXYy hT—2I(C
BGRITZ2777TIVVIDANAY ZAYF AVI—T A A/ LTAVI—T 4 RX RUI—%
ERLLE T,

3 AN Y RVY—JIN—T%ERELET,
a. EFEY—v3ay YU—=7, [A & —7 =4 A2 KRV — (Interface Policy) ]>[RV T — F
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—7 (Policy Groups) ]> [AX1 v RY — F)—7 (Spine Policy Groups) ] #2BUL XY,

Ihid. RPZAZI) Y—NZEBMTZ2HELHLULTVWEINA V=T RUY— JIL—-T Db
DICZANAY RUY— T —T%2ERT 2mNERDET,

b. [AX4 v RY ¥— Fn—F (Spine Policy Groups) | A7V —%H[7J) v o LT, [AXA
TI7EAR—bRY— FL—TFDIERR (Create Spine Access Port Policy Group) ] %i&iR
LET,

[ARL Y TR RY — T —TDIERR (Create Spine Access Port Policy Group) ] 7«
YRUT, UTOEBHIBELET,

« [487 (Name) 1 74 —ILRT. RUY— JIL—TOLRIZIEELE T, fc&ZIlE Spinel-
PolGrp T9,

« [V 7 v RY — (Link Level Policy) ] 74 —ILRT. RNXA4 Y X4 v F & ISN OfF
DYV RIY—%=HEELEY.

« [CDP RV 2 — (CDP Policy)] Di54&. CDP 2BMICTBMEIHEBIRLET,
« [t L7274 7+ 717 7 4\ (Attached Entity Profiel)] Di5&. IOt Y L 3V T
FUM AEP 2 BIRUL X9, f& Z(IE mfabric-aep TY,
c. B%ZE (Submit) 122 VUvw o ULEY,
TXaUT4 RAAVRBEDEBMODEEIINESH D Tt A,

4, Z)\A/Y 7077141V =8ELE T,

a. £FESY— 3y YY—T., [ v Z—T7 =R KYU — (Interface Policies) ]>[RV I — 7V
—7 (Profiles) 1> [A/%A4 v RY I — Z)—7 (Spine Profiles) ] #28BL £,

b. [rZ 741 (Profiles) ] A7 TJVEHRIVY L, [RAA VAV E—T2A R T
v 7 7 A JVDIERX (Create Spine Interface Profile) ] #®RULXT, [A X/ AV
H—T xR a7 74 )VDVER (Create Spine Interface Profile) ] V4« >~ KT,
RDEEDIEELET.

« [487 (name) 1 74 —)LRT. 7O7 71 ILDEH] (Spinel1-ISNZRE) ZIBELET,
W [fvEF—TxA4 2 L2 H (Interface Selectors) 1. + iE88%7 1) v LT, ISN [CiEf:
SNBZANAY ZA4YFLEDOR—FZEBMULET, RIS, [RAA T 78R R—F kLS
% —®D1ERR (Create Spine Access Port Selector) ] V4V RUT, XD&LSICEEELET,
- [%A87 (Name) ] 74 —I)LRT, R—b ELIYDAFIZEELET (Spinel-ISN i &) .

2« [1%—7 =14 ZID (Interface IDs) ] T. ISN [CERTDRAAM v F Rh—hZIBELE
9 (5/32 &) .

o [M v F—T7 242 BY T — ZL—7 (Interface Policy Group)] IC. BIOFIETIERL 7=
RUY— JTIL—T%EIRL 9 (f: Spine1-PolGrp).
Zhhs, [OK]l 22y o LT, R—k LIV Y 2REFLET,
c. [#fF (Submit) 122Uy o LT, RIAY AVF—T AR 7A7 71 ERELET,
5. ANV ZA4 v F L I5F-RUI—%2RELET,
a EFES—ray -7, [AAL vF R VU I — (Switch Policies) ]>[Fuv 771V
(Profiles) 1> [A%A4 v v 77 A/ (Spine Profiles) | #28BUZX9,
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. [R%A4 FaT 74 (Spine Profiles) 1 A7 JU R Vv o L. [A
A4 a7 7 A4 )VOVER (Create Spine Profile) ] Z&EIRLE T, [R/31
vV AVHE—T A AT 7 A /LVDVERKR (Create Spine Interface

Profile) 1 V4V RUT, XOLSICEELXT,

« [£RT(name)] 74 —ILRIC. 7O7 74 ILDO&RIZIEELET (f: Spinel).

« [Af VL7 & (Spine Selectora) ] T. + 7 U v  LTRANA VEEML, XDIEHK
HANDLET,

« [471 (name)] 74 —JILR T, LYY DEFIZIEEL X7 (Fl: Spinel)
« [72 v (Blocks)] 74 —ILRT, RINAY /—RZEEELZET (fl: 201),

. [¥%7 (Update)] 22Uy I LT, ELIYZ2RELET,
[k~ (Next)] 27Uy o LT, ROEEICEHET.
. HIDFIETHERLIcA VY —T A X TO7 74 IV EERLE T,

5] : Spine1-ISN,

. [52T (Finish)l 22Uy UTRNNAY 7O7 74 I 2R ELET,
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JE—h V=T XA vFEELT77 7Y v I D&
Nexus Dashboard Orchestrator 7 —F+7 7 Fvid. YVE—k U—7 R4y FZFERLE ACl 777V

wOEHR—MNULET, KDY 3 TlE. Nexus Dashboard Orchestrator AZh 5D 77T Uw s
AEWTEDLDICTZHICHERTEEIE,. §IfREIE. BLUREFIEZHALET,

VE—F J—7

JE—KF V=7 R4y FiE, RBARY KXYy ;T7—%2 (IPN) 2/ LT ACI Ay F—49tv 45—
(DC ) I[C#EHEITBU—7 /—KRTT, VE—KN V—TJikEEERATZE. B2 ACI Ry R (U—7
J—=REZANRALY /—R%EED) ZBET S ENTARELTLEFEFLLBVWIE—-F OFV—Ya A
DEGEIRL., —BEUERY D—2XETEFET, UE—N OF—Yavid. #RICZHDOV—7 R
19 FERBBEUVRVWNRBRT -5V —TEBREINTVWREEFHDET., Tns5DJYE—F U—
7 249 FIF, AAVACITF—H VI —DRINAY /—RAOEHKEEILET., Ths5DYE—H
)—7 R4y FiE,. 777V IROBEDRY RICRLICHEESI N, ZORY RKNOEEHRIZ) —7
A4y FERKRICEMELE T,

Cisco Nexus Dashboard Orchestrator |3, —mibtThRUI—F&H (A1 VTV h) LEEBERZICL.
ROEEZTIREEULET,

- SFETFEBACI 77TV DEEEREBOE=S UV Y,

- 777Uy VEEVPN Oy bO—IL TL—VEZHEILITZ-HDTAEOBKO 7O 3 =V 7,
- 777V oREORYV—OERELTIOEY 3 Z VY (EEDOEHH) .

- 777Uy I EOBEEX .

el i S VAN

- RIVFU 7 K O#ERE

Cisco Nexus Dashboard Orchestrator (NDO) YU —2X 4.4 (1) KDL, VE—F U—7 X4 v FI,
O—AIl R4y FEVE—F R4 v FZXFTSZEEBL, BEREDY—T7 A4y FERUAETA
—TJAML—=FICL>TEEBINTVWELE,

JE—F V=777V 079 TIVVIR—FE. T4 5—T 24X VLAN 4 ZFERALIEAS Y
ACI/Ry RADIY bO—IE LV T 7L —> (VXLAN) #E#EICHIRE W, BLT7 Yy 7YY IR—b
TEMDYTA VI —T 24 RFIFAShFEATUR, LOUt A7 77Uy IPN UV ERUTI/INA
RACEFENTWBIVE—F V=T R4 Y FDFE. IPN 50D 2 DOERDT v 7TV I hExz 7
OEY3aZyI920ELAHD, 777V v & LOUt IEHRKICERZ A VY —T 24 ANRETL,

ACI Y- 6.1(1) 28FH LV E—F Y—7 X4 v F®D Cisco Nexus Dashboard Orchestrator Y )
—2Z 4.401) Y. A= XAML—FEO-HI V=T FA4TEVE—F U—7 514 T72XKRITES &
SIERD, UE—F V=7 R4V FICEFDOKEZEBTEDLSICHBDE L, &ED ACI UY—2X
TlE FITVE—F V=7 R4V FICHIET 22U WEENEBASIhTVET,

CDMEEMERICE D, T4V —T A4 A VLAN 4 D777V v oklfE TF—4 7L —Y OlADESR
ICBE—D7y 7TV FERTESEL5ICED. 7F2 b L30ut (VRF-Lite) &YV SR- MPLS 1> 7
SANZIF v L30ut DBMDYTA VT —7 14 ADRELAREICKRD £,

57+ h& SR- MPLS L30uts (d, 74 Y5 —T7xA/4 XA VLAN 4 #FHTERVN EITEET B LN
BETY, chid. VE—bF U=7 T777V9 94 05—=T7 x4 ARBICFRIBEHICHE>TWSRIHTY,
DE—KF U—TH5DFTF b L30ut DEFEMAICDWNTIL, [Cisco ACI Remote Leaf Architecture White
Paper] ZZ£BLTEEL,
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VE—F V=7 OREFHLHIREHE

Nexus Dashboard Orchestrator [CEDEBEEBENDUVE—M V—T7%HD APIC 777Uy U %1BINT %
BE. ROAA4 R4V EFIBINEREINET.

- CiscOAPIC ZUU—2 4.2(4) LIBRICT7 Y T L—RT2HBLAHDET,

- BEIIC ACl 777U v D VXLAN E#HICERALEOERL7 77Uy R—b&FERALT. O—
AL L30ut ZEAHLTHERY R T—9 RAAVANDEGZIBHETZSEDICHEDFELZ. TFV
RUY—FYTL—hk&E L30ut WIEDFFHMAICDOWNTIE, TL30ut 7 7L —bDER] 28BLTL
=3 Ly,

- -EXBLU -FXBBORAM Yy FOIRD, JILF777Vyv I TERIBZIVE—N V=T A4 yFEL
THR—FEhTWET,

- JE—KF U=TF. IPN R4y FEFERALBWNY 2V —NyIEHT 7 Ty I TlEHR—bENhT
WEtA,

120777V IDVE—F V=T R4y FTHDZ7 77Vy D L30ut Z2FAT R EIFTEZE
/l/o

TV RAAVEDVE—N V=7 A Y FICERTSER. VE—N U—THETSZ 777Uy
JIZLToHFO—AILTHZIZHENHDXT, UE—F U—7 R4y FICEBEINT7YYY K
AAVERNDTZ 7TV VIHERT D&l FTR—bIhTWEEA,

F7-. Nexus Dashboard Orchestrator T7 77U v ZEBMUTEETSICIE. ZOHRIKDY R %
RITT2NELAHDET,

- UE—F U—=T7 ZAVYTFICEHRELTWSBLAY 3 IL—9DA V=T 14 AICERAThTWS
DHCP U L —3&ET. Cisco APIC /—RDIL—FT 4 VJHEER IP 7PRLAZEBMTZ2VELHDFE
3-0

- RDIBETHBEITISZELSIC, VE—HF U—T0EEBEZEMICL. 7277 Uy ID
{FabricControllerShortName} TIL—% 7L Y7 Xy N = EEEBR T Z2VENHDET,

£ APIC /—RDIL—FT 4 VI ARERIP 7 KL X, APIC GUI ® System > Controllers >
<controller-name> DV —7 4 V7R IP 74 —ILRICRRESNWZET,

VE—RKJ—T AL TFDODNL—F TN BV TRy NORE
ey oYl
- CiscOAPIC £ET7 77Uy IARDINRTD/—KEYY—Z4.1(2) LIBEICT v J9L—KULZET,
- REITBIN—T a4 VTR TR Y MDIL— DRy KXYy b T7—% (IPN) TR ZERJEETH B
E.BLUCHTRYMDPUE—NYUY—T R4y FHSEZETMETHD L ZEELET,

122 EDYE—F V=7 R4y FZELT 77" v % Nexus Dashboard Orchestrator [Zi1B1T %I
&, ZOHIIC. YVE—F U—7 /—RHBEERITSNTWSERY ROIL—FT 4 Y JRIERY TRy M Zi&
EIT2VENHDET,

1. 777w ® {FabricControllerShortName} GUI [CE#EOJ 14> L X,

2. AZa— N—H5, [Z77 YU v 7 (Fabric) 1>[1 XU (Inventory) ] ZERLZE T,

3. [Navigation] 7 1 > K7 T, Pod Fabric Setup Policy #2 Vv 27 LZ%7,

4. [77 7V w2 vy 77 RYU I — (Fabric Setup Policy) ] /XXJLT. JL—RNAJRER Y T XY b

ZBHTBRY K2 TILIYVYIULET,

Cisco Zonfidential


https://www.cisco.com/c/en/us/td/docs/dcn/ndo/4x/articles-441/nexus-dashboard-orchestrator-aci-external-connectivity-l3out-441.html#_creating_tenant_policy_template

5, APICY 7Rk xz7DV)—RICIHEUT, YTRYMNFERIFTEP T—7ILOBERICTZ VLA LET,
0 42(3) XDHELFIDY Y —RATlE. [V— FATRER Y 7% » b (Routable Subnets) ] 5—7 )L T [+]
=OUv oI ULET,

o 4.2(3) DIBEDH#. SNV 7 x> b (External Subnets) 1 7—7ILT[+] 22 Vv I LET,
o 4.2(4) YPETIE. [4MF5 TEP (External TEP) ] F—7IL T[+] &I Uv I LET,

6. REICUTIP 7PRLREFHT RLRAZAAL. REZT 7T 4 T XIRBHET 7T 4 7ICRELE T,
oIP7RLRIF. O—FT7INIPZAR—RELVTERET DV TRV N TLT4vIRTT,

o FHIZRLRIF. ANAY AV FE LV E—F V=7 XAy FICHNICEIDZTTIEWITR
WHTXYMADTRLZADBTY., AUV MIEICHYTRY bORYID IP HhSIAED. IEEHIC
BMULET, COT—ILH5IZF+ XA TEP (CNSOFIEDERTEHMENET) 2EDHTS
mRE. FTHIT2RENHDET,

7. [E%r (Update) 1 Z27 Uy ULT, FILWAEBIL— TIL YTy b TRy ME/IE TEP 7—7
JLICEMU XY,

8.[777 Vv ¥y b7 v RY — (Fabric Setup Policy) ] /XXIL T, [Z/E (Submit) ] &5V
v ULET,

INSDREZIToRE YT7XY MEEE TEP =TI DBEHZZEET 2ELNH S
o Z&IC. [Cisco APIC Getting Started Guidel] @ [Changing the External Routable
Subnet] OFIBICHEL. CThSDEEETVET,

UE— b V=7 24 v FOEHHBRE DAL

12U EDYE—F V=T R4V FE2EEL T 77 v U % Nexus Dashboard Orchestrator (ZIESNT %I
&, ZOFIC. ZO7 77V Y 7ICHULTEEYE—N V—7@EZREITZIVELNHDFET. UE—h
) — 7 EEEEHEEICRIT 2 BMIEERICD W TIE. CiscoAPIC L7+ 3 Fv U—2 227 ¢ F2l—
Ta T4 PESBULTCESIN, ZITER JILVLF 7277V 90 EOREICEBOFIEE A RZ4
YOMBEZFRBLET,

" VE—h U—7 A vy FOBEBEBEEENICTEE. 1 v FREFLVE— K TOHIEE
LET,
1. 777" w4 ® {FabricControllerShortName} [CE#O7 4> L% 9,
2 UE—bM V=T ZAYFOEEN S T4 v VEEZBMICLET,
a. AZa— NN—H5, [¥ZXF 2 (System) ]> [ AT LDRE (System Settings) ] ICBEILE T,
b. ZRIDY A RIN—DAZ2—hm5[77 7V v 7 2E0RE (Fabric Wide Setting) ] ZZEIRUL £,

c. [VE—F V—7 EHE T 7 4 v 27tst (Enable Remote Leaf Direct Traffice Forwarding) ]
FIvIRYIREAVICLET,

CNEBNCTZE, UE—RN U—T ALY FHEVE—F U—T 2L FD
" TEP I CEIERET DL DICH DD, ANIY A1y FRFZ I EREIEY 2 ~

(ACL) A YAR—ILLT, YE—K U—=T7 RAYFHEDNTT 14 v HiRE
ThinkSIiIcL

F9, NYRILEUE—F U—7 24y FRICEEINEIC

H—E XD —BHICHITE N BI88DHD £T.

d. [%15 (Submit) ]2V vy ULTZEEEZRELET.
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3. BHANELKRESNTVWSIERT SICIE. ANAY R4V FTROAYY RZANLET,
spine# cat /mit/sys/summary
HARABRTRDNAZAREINTWVWERTA VZERBLTLESIY, AV T74FaL—IayMIELLER
ESNTWIHDERENTEEY (ZILHAODEKERE) .

podid : 1
remoteNetworkld :
0 remoteNode : no
ridirectMode : yes
rn: sys

role : spine
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Cisco MiniACl 7 77U v 7

Cisco Multi-Site (&, BIMDFREZVLBEETIC. —RREBAVYTLIR 777 v & LT Cisco Mini
ACl 777Uy aHYR—rLET, TZTIE. Mini ACl 777Uy DBEICDVWTEHALET, D
FATDT7 77V I DEAEREICET B5FMIBHRIE. /Cisco Mini ACI 77 7V » 2 35 L Ok
APIC/ ICEBRENTWVET,

Cisco ACI U 1)—2X 4.0(1) Tl&. /MEEEAMEIFIC Mini ACl 777Uy ohEBEAZTNFEL, Mini ACI
777Uy 1D APIC &, RIEVYI VY TEITESNS 2 DD{RME APIC (VAPIC) THERIN5
[CiscoAPICShortName] S AY TEMELE Y., ChiCLk D, APIC V5 R DY 7Yy N TU VK
EAXRMHMHEIREES . ACl 777 Vv 0%, MEBHNAREERBEPYIHIZINDLESHIC. ZILAT—ILD
ACl 1 VARM—=ILAKRANTRWVWE SRR, TvI AR—ZIAVYBFEI’ RSN F VA (2O —Y 3
VRV VT IIIN—LAT =T —RE) ICEBATESLDICHRDET,

RDOEIC., YR APIC & 2 DD{RAE APIC (VAPIC) %{§A 7= [CiscoACIShortName2] 7 7 7'V v o Dl
#RULEY,

501956

X 1. Cisco Mini ACl =7 7 =71 >~
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/Cisco-Mini-ACI-Fabric-and-Virtual-APICs.html#reference_ivy_scn_cmb
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/Cisco-Mini-ACI-Fabric-and-Virtual-APICs.html#reference_ivy_scn_cmb

777V v 7 OBME IR
Cisco NDO ¢ APIC OHEEAMOYR— k

Cisco Nexus Dashboard Orchestrator (NDO) Tl&. IXTD7 77Uy I THRED/IN\— 3D APIC
ERITTIHVERIHDETA. 87 77UV ID APIC ¥ 5 X% & NDO BfEIE. Nexus Dashboard
Orchestrator Y —E XA VYA M—ILENTWS Nexus ¥y ¥V aR—KRICT 7TV v I %A VR—KRTE
5RO, HEICHIZLTZ vy 77 L—RL., BEMEE—RTRITTZIENTEET, 2D, BIC
Nexus Dashboard Orchestrator D&g#H ')V —RICT7 v 7L —RULTHELZEZHEHHLET,

U 1 DEREEBRO7 77y T APIC V5 R59%7 v 7T L—R9IBHIIC NDO 27y 7L
—RgBE, #HLL NDO Di#gED—EBA. BREID APIC VY —RTELEHR—bShTLWRLENWSRK
MBELCTRCEITFRELTLESWL, CDBA. FET7TY7L—FTFz v IHERITEIN., IXRTORE
BIHATavDI—Ty ks 77TV I THR—FZIN TSI EZHERLET,

CDFIvIIE. TYTL—bERETSZHD. TVTL— N E2EBHTREEICEITESNET, TV TL—
AT TICT7 77V ZICEIDYETENRTVSHER, YR—FINTLWRVWEREA TV aVIidRESINE
Bhe TVTL—MDFEEDHETOENRTVWRWGESIF. 777UV IICEIDYTEIENTEZTH.
TZ77VyIBYR—BPLTOVRVEREIEETNTVSRIBEIF. AF—TE2RELILODEHRELIEDTSBC
EIFTEFEA,

HR—F SN TOWBRVWEEIRESIND E, I7—AvE—IDBRRINET, fl: SO APIC 777Uy
Y I\— 3 v <fabric-version>|&, NDO TEHR—rEINTLWEEA. The minimum version required
for this

<feature>\3 <required-version>LL k.,
ROFKIC, BHEEL. ZNZFNICDERBR/NED APIC VY —X%ZRULET,

1) —2X 4.2(4) (¥ Nexus Dashboard [CAY/R—KULT, TOYY—RAD

o TROMBED—EZRIZLLEID Cisco APICY Y — X THR— kM S TWE T A,
MDashboard Orchestrator TEETZ5R7mbHWI U —XTY,

Hene B/honN—Ta v
ACI R ILFRy ROYR—b ) 1)—2 4.2(4)
H—ERX 57 (L4~L7 H—ER) )Y—2 4.2(4)
5\88 EPG Y1) —2 4.2(4)
ACI R T v VMM DHR— k 1) —2 4.2(4)
DHCP Support )Y —2 4.2(4)
BAMFvHh— )1)—2 4.2(4)
vzAny 1)1)—2 4.2(4)
IRARAR=Z2DIV—T 14V )1)—2 4.2(4)
CloudSec B5E1t J1)—2 4.2(4)
LAV3ITILFFr+r A )Y —2 4.2(4)
OSPF ® MD5 £33 )1)—2Z 4.2(4)
EPG %XV IL—7 ) 1)—2 4.2(4)
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Bee > Z VA g

777Uy IBL3T7UR ) —2 4.2(4)
QoS DEEIESL ) 1y—2 4.2(4)
Y kZ%2 k QoS EB5lEiL ) —2 4.2(4)
VI YA YA (SSO) Y—25.0(1)
IILFFvRAN SVYFT—RA4Y b (RP) YR Uy—25.001)
— bk

AWS LU Azure 777V vy IDLZVIy N7 1J1)—2Z5.001)
—bkU x4 (TGW) HR—K

SR-MPLS H7R—k )Y —2Z5.0(1)
227k O—RNS Y SalA%R— Y 1J—2Z5.0(1)
UDR #ER LY —ERXYZ7 (L4-L7 H—ER) Release 5.0(2)
I IRTODY—RKN—FT 4 TINA ADHR—bF  Release 5.0(2)
220K O=—RNZUHOY—7y MERTE— R Release 5.1(1)

8

Express Route #2H TR|5ZERJRELRIE ACI XY k7 — Release 5.1(1)
D Azure TOEF21VTFABLUY—EREA

HR—k

CSR 774 X—K IP #R—b Release 5.1(1)

Azure DY T TR XA 747 H—EXD ACI7RY Release 5.1(1)
U— ETILE BEMLDILER

Azure DB — VNET ATOD#EED VRF H7/R—K~ Release 5.1(1)
(bl QY4 7 YN TIAYF—ay

|Azure PaaS 8L U H—RK/N\—F 1 H—EZXDT Release 5.1(1)
FAR—KN UV BEt

ACI-CNI Z{#F L 7= Azure T®D OpenShift 4.3 IPl  Release 5.1(1)
VIR T77TIvY FVFT—L A DHER y—25.2(1)

Cisco ACl 7 7 7' U v 7 ™iBIN

4560 5 FIC

- ZOEDRIOEY Va3V THIALEELSIC, AVTILIZADACI 777 )y I %#EBMTBEICIE. &
777VYIDAPIC T7 77Uy VEREDEHET T LUTWARELAHDET,

- BMT3777V v D1 DHUENYY—R 4.2(4) IEZRITUTWS I LZHERIZVENHD X,
Z CTld. Cisco Nexus Dashboard GUI Z{£F L T Cisco APIC ZF 7=zId Cloud Network Controller 7 7 7
Dy o x=EML. Z®7 771 w42 % Cisco Nexus Dashboard Orchestrator TEETZ5L3ICT3H
EICDOWTERABLEY,

1. Cisco Nexus Dashboard ([CO%' 1 >~ LT [E# =Y —/ (Admin Console) =B Z %7,
2. EOFEX— a3y A a—h5 [H4E (Operate) ] Z3ZIRL. [Z77 7V »Z (Fabric) 122V v
LXY,

12 Cisco Confidential



3.[777V v7miEN (Add Fabric) ] #&#iRUL. 777Uy ViEHREANILET,

a. [777Vv2 #4147 (Fabric Type) ] T. BMT 2 ACI 777Uy ID7 4 FIZIHL T [ACI]

F 7=1Z [Cloud Network Controller ] Z&IRUL %7,
b. Ay bAO—ZBHRZEANLET,

« ACI 777V ZIREBTELTWVS APIC O bO—ZICDWT, [RRX NPT RV A

(Host Name/IP Address) ]. [=—#—4% (UserName) ]. B&L U [AT—F
(Password) ] Z ANT2ENHDET,

APIC 7 77 YU w 2 Tl&. Cisco Nexus Dashboard Orchestrator —E XD
" HTT77VY I %FERATBHEA. APIC DA VYNV RERETIRATN
YRIP 7RLRAZIEETEZ XY, Cisco Nexus Dashboard Insights TH 7
77V O EGERITZEEIE. 1V VR IP 7PRLAZIEET DZVNELD

nET,

« Cisco APIC ICL>TEEBZINDAVYTLIR ACI 777V IDIHEE. COT777Vv %
Cisco Nexus Insights IREDTA 2 AXRL—I 3y 77V o= a v THERT 5. B
9 % Cisco Nexus Dashboard 27 7 7V vy V7 [CEKRIT DIHICFERTS 1N F EPG £
LIEEITIVELNHDET. ZhUSNDIFE. COT777Yvo% Cisco Nexus Dashboard
Orchestrator TOMKMEAT 258E. CDT7 4 —ILRZZEHDEXXICTZIENTEEY,

= Cloud Network Controller 7 7 77U v o DizE. 7OFVBATIZIIR 777V v IICE)E

TZ3EHE. [uxv%2%F%) (Enable Proxy) lICLX 9,

70OF 2 (F, Cisco Nexus Dashboard MY S XY /ETI TICERSNTWVWIRENHD X

I, BEERY MNV—BBFT/OFVICERETEZSEEIE. TOFVIPZRLABORY T4
YOBBXYNT—7 IL—FNLEBMTZ2UELAHDET., 7OFEIL—NDEBROFMICD
WTlE., BELDOY Y —ZD Nexus Dashboard 1—14%— 4 REZBLTL S,

c. [tr#F (Save) 120Uy LT. 777V v IUDEMZRTLEY,

RE. 777U v 713 Cisco Nexus ¥y Y a/R—RTHERATEETH, ROFIETHAT S LD

IC. Cisco Nexus Dashboard Orchestrator EED=HEMICT Z2VELAH D XTI,

4. BT 21E=D ACI E£1=IZ. Cloud Network Controller 7 7 7Y w2 ICx U TRIOFIEZEDELET,

5. Cisco Nexus Dashboard @ [—E 2 (Services) ] X—Ih 5, Cisco Nexus Dashboard
Orchestrator t—EXZHE X9,

Cisco Nexus Dashboard Z1—H'—O5 1 ViEwREFERAL CEEMICH I Y1V ULET,

6. Cisco Nexus Dashboard Orchestrator GUI T7 7 7 U w U EEBULE T,
a. EOFETF— g AZa—nm5[77 7Y v (Fabrics) | Z&RULE T,

b. X4 RA4 VT, NDOTERBIZE7 77V v oD [IREE (State) ]| = [FEFEETSH
(‘Unmanaged’) ] »5 [EEXIS%K (‘Managed’) ] ICEELZEY,

777Vv VBRI BERIEE. 8777 VVIIC—BOT7 77 )y V#EF=EET 20
ENHhHEI,

777V v 7 OHIBR

4560 B HIIC -

Bl 277 7V v ICEEMITONRTVWEIRTOTFYIL—rABHEEIhTWRWNZ L 2HERET ZNE
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hKHbFErd, CDtEY 3> TlE. Cisco Nexus Dashboard Orchestrator GUI 2R LT 1 22U ED 7 7
VAR A))

777Uy IEBEEYICTEZAEICDOVWTHBELEY. 77 7Y v Id Cisco Nexus Dashboard (255D
ia-a

1. Cisco Nexus Dashboard Orchestrator GUI ZBZ %9,

Cisco Nexus Dashboard @ [#r— Y X h# r 4 (Service Catalog) ] 5 NDO H—EXZRHE£Y.
Cisco Nexus Dashboard 2 —%—O%5 1 VIEHREFEAL TEEFHNICH I Y1V LET,

2. IRTODTVYTL—bD5 777V vy %HIBRUET,

T77 7Yy EEBERR L T Cisco Nexus Dashboard N SHIRT 2E1IC. BEEMITOSNRTVWEITAT
DTFYTL—r5T7 77Uy I %HIRTZ2HELAHDET,

a. [#&mk (Configure) 1>[F7F > F 7L — 1 (Tenant Template) 1[7 7V #r—< a v
(Applications) ] ICBFHLET.

b. 777V vV ICEERITONIC 1 DULEDTYTL—bhZ2ET [AF—< (Schema) 120V v Y
LET.

c. [(fE (Overview) | KOy F7F¥Fouhs, BRI 2777V v Z7ICEERMITSTVWS TV L
—hNZ2BRLET,

d. [727vav (Actions) 1 ROy 75 o vhs, [777V v 7 oiEMNEIE (Add/Remove
Fabrics) ] ZiZIRL. BRI 277 7VvIDF v %5 LET,

ChICED, COTYTL—beERLTIDT7 77Uy 7 ICREASNICBRDEIRENE T,

AMLYFEhTLWBWTFYTL—bDIFE. RbOIC [T27var
(Actions) 1> [7 77V v 7 OBEfTIT %#f#BR (Dissociate Sites) ] Zi®iRL

t’ T TYTL—=MC&2T777V VI ICBREINBRERIET S EEER
TEEY, TOATVavEERTSE. NDO ICL>TERS B ERIS
TEEIHN. ZNSDATI V8% NDO oSBT R LIITERCEDE
ER

e. ZDRAF—VBSLVMMDIRTORF—I TCEERBERI D777V v 7ICEEMITOATNETAN
TOFYTL—hI2WT, ZOFIEZEDIELET,

3. 777Vv D7 —LAERZHIRLET.
a. EOFEFX =3y AZa—hm5, [ (Configure) 1>[7 77V v 7 ik (Site To Site
Connectivity) ] #i#RUZE Y,

b. XY RAVICH S [#Kk (Configure) 127Uy I LET,
c. EOY A R)\—T, BEYEISHT 777 v I %EBIRLET,
d. [BsMnFE R (View Details) 127 Uv o LT, 777Uy UEEEO—RLET,

14 Cisco Confidential



cisco Nexus Dashboard &' Orchestrator -

R N Configure / Site To Site Connectivity / Configure
@ overview g 2 9

Configure
Q) operate
& Configure General Settings Sites
&o Admin
@ @ site1
© @ site2 @ Site Site2
b Site-to-Site Connectivity Success
>
@ Pod pod-1
7 spinel-al 7 spine2-al

BGP peering on BGP peering on

Refresh

View Details

Healthy Level warning

X 2 [#k (Configure) ] > [~ 77"V » 2 &% (Fabric to Fabric Connectivity) ] >[ 7 7 7"V » 2

(Fabric) ] > [7E#0Z5r ( E'= — Details) |

e. GO A RNN—D[Z7 77V v 7w (Inter-Site Connectivity) 1 ¥ 7T, [/

F777Y 27 (Multi-Site) ] Fx v IRy I REATICLET, ThicLh, 207

77V EMDT 7T Yy IEDEVPN EZ ) Y INEMICED XD,

f. [BBE3 2% (Deploy) 122Uy o LT, 777Vv I AOZEEZEHLZT,
4. Cisco Nexus Dashboard Orchestrator GUI T7 7 7 U v 7 2 EMICLE T,

a EDOFET—Yay AZa—Nm5[777 VY v (Fabrics) | #&RUEY,

b. XY RAVT, FEEBHRICHELLLVWT 77V v 7ICx LT [HRKE (State)] = [FEEIEX S

(Unmanaged)] »* 5 [EEXIS (Managed)] ICEEL X7,

277Uy on 1 DU EDRRASNIcT YT L —MMIBEERMISNTWDIEG,
O oshecrRLiisE, thioro Tl FERMBRIEEC. ZORES B

Y& ((Unmanaged’) 1 ICEET R &I TEE A,

5. Cisco Nexus Dashboard ™57 7 7V v o %EIBRLET,

CD777VyvIEBEBLED, 077V Tr—2a vy THERALED I2RELN BB HE.

Cisco Nexus Dashboard 567 77U v o 2HIRTZ %7,

t’ ZDT7 77 Y wHIF. Cisco Nexus Dashboard 7S ZFICA VA R—ILEhTW3

EDQOY—EXTHFEAShBVELSIICLTLLESE Y,

a. FEgnrESY—> 3y N—T[F—Ls (Home) 1 742V %%2 1) w%o LT, Cisco Nexus

Dashboard GUI ICED £ 9,

b. Cisco Nexus Dashboard GUI DERIDFES — a3y A=a—Hn5, [#4E (Operate) 1>[7 77

Y v 7 (Fabrics) | #&RULEY,
c. HlIfg9 2 1 DU LEDT7 7TV I EBERLET,
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d AV RLAVDALICHD[TZ7 3 (Actions) 1>[7 77V v 7 Dl (Delete Fabrics) ]
#7UvIULEY,
e. 777Vv oD A vA VigHRZEANL, [OK]Z0 Uy I LET,
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Cisco Nexus Dashboard 57 7 7Y v I hEIlREShE 9,

777 Vw7 aryhrue—I7~OHAEEE)

Cisco Nexus Dashboard Orchestrator [3IRTE. 77 7V v I DA T EICTW DO DERA T aveE
HR—MLTWET, BIMOEZL DERATVav TR, Z77 0y o0y NO—ZICEEYA VA1V
ITEIUNELAHDET,

NDO @ [#:4E (Operate) ] > [77 7V v (Fabrics) | BEASEED7 77 Uvs aAvhO—50D
GUINYORELENTBICIE, 77 7VVIDEICHZT7Iay (..) AZa—%=&RL, [2—F— 1V
2 —7 x4 ATH<L (Openinuserinterface) 127V vy o L%xd, 7OXiEHE, 777Uy IDT7Y
NAZ7I/)X>v K (OOB) BEREIPTEMELET.

Cisco Nexus Dashboard& 7 7 7V w o TRILA—H—H B SN TV 5158, Cisco Nexus Dashboard
1—H—CPAUYI VA ViEREERALT. 777y 70y b O—-ZCBFWICOY A VY LET, —
BMZHRD/IC. Cisco Nexus Dashboard &7 7 7wy ekTcHhBOI——([CLD Y E—MNEE%E
BRIDIEEHREBLET,
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7T —ERE
VT ITREF vV adrh—F

[#rk (Config) 1 > [77 7V v 7 BD#RK: (Fabric To Fabric Connectivity) ] X—J T, Cisco
Nexus Dashboard Orchestrator BEHDIXTD 7 77U v o &, 777V v VEEGEOBELNTR RS N,
ROBEHRIAEENRTVET,

alual Nexus Dashboard % Orchestrator

cisco

Configure | Site To Site Connectivity
Site To Site Connectivity ° Refresh

Connectivity Settings

B Overview
3} Operate

& Configure

z
3
(MK

“

o —

o General Settings PS
BGl pe
ull-me:

Keep Alive Interval (Seconds) Hold Interval (Seconds) BGP TTL Between Peers
180 6

Start Maximum AS Limit
True N/A

Folis s ACI Multi-Site: Cloudsec Encryption
on off

2 4 BGP ASN OSPF Area ID
655 backbone

Hidle Connectivity Status ~

SiteName Deployment Status () Operational Status BGP EVPN Status. Tunnel Status

site2 N/A © oK 4114 40 NA 8116 40

i ACI Mutti-Site Cloudsec Encryption APIC Site ID
Pod: 5 e y
s pnes 50 g
1 2 BGP ASN OSPF Area Type Ext d Domain
100 regular ut-Infra
o Hide Connectivity Status ~
Inter-Site Connections
 overtay status | undertay status |
Device Device Status Interface Status Peering Status BGP Peer
spin-at ET 63+ Up OSPE 4 Up
spinz-al ) 63 1 Up OSPF 1 Up

K] 3. 1> 7 ZRE DR
1. [#%5%E (General Settings) 1 ¥ 1 JLICIE. BGP E7 U VY 54 7L ZDERICET 3158k
NERREINET, FHICOVTIE. Kot Y3V THREALEY,

2. [ 71 I X (On-Premises)] 71 JLICIE. Ry RERNALY XA v FDE, OSPF :[ZE. $LUA
—I\—LA IP £&HIT, Multi-FabricR AL Y D—8THZIRTDAVYTLIRX 777V v IICHE
T REHRIRRINET,

T777VYIRDKRY ROEERTTZ[Ry F(Pods)]| 91 IEI Vv oITBE. &Ry ROA—II
—LA4 A=ZFxvAMTEP ZRL RICET BIEHRERTTCEET,

ZhIc2WTlE, TConfiguring Infra for Cisco APIC Fabrics] #&BL T &),
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https://www-author3.cisco.com/c/en/us/td/docs/dcn/ndo/4x/articles-441/nexus-dashboard-orchestrator-aci-preparing-cisco-apic-fabrics-441.html#_configuring_infra_general_settings_2

3. [Z7 77 F(Cloud)] ¥ 1 JLICIE. Multi-Fabric KAA Y D—EZTHBIRNTDITIOR 77Ty
LB 3BHmE. V—YavBBLUOERNLGT7 7 7Y vy VEBRIRRINET,

ZhiTDWTIE, TConfiguring Infra for Cisco Cloud Network Controller Fabrics] #2BL T &
LY,

4. [B8ge AT — & ADFx (Show Connectivity Status) ] 27U v o LT, BEDI 7TV IDT 7
Ty U REEROFlERRTEEXT,

5. [#FR (Configure) | RYVEFEARALT. 777V v VBEGBRICBEITEZET, ChicDW\WTI.
XDty avTEULLEHBALET,

ROEIVavTiR, @BNBT777V9 T AV ISREERITOILHICHELRFIBICOVWTHBALET,
777V IBEOEGEFIEIZ. BEITZTI7TVYIDBEDIATICEDWT, ROETHALZ
9,

A7 ZDREZEDBEIC. IO Va v THRALELSICZ7 77Uy V2B L TENT 2HED
HOET,

MAT. ZANRA Y R4y FOEMPHEIBR., £EFERN1Y /—REBIFOEEREDA VT ZANTY
FrOZEEICE. —BHEBA YT SOBHFIED—F & U T, Refreshing Fabric Connectivity
Information ICEEEEh TULB LS4, Cisco Nexus Dashboard Orchestrator D7 7 7' v 7 #5HIEERD
EHHIMDETYT,

WR—=T )V Ayra7Z7 7V w7l

Nexus Dashboard Orchestrator NEEBITZIXTDT 77V INSMHBDIRTDT 7Ty IAD7
F7VYIBBREBHR TS 7L Av Va2 BHEICMAT, 2OYY—RTRN=UvIL AvYa1ERD
HR—MULTWET, N=Iv)L Ay VaBRTE. D777V IANDT7 77y EEREZRFLE
WAXFYR7AY E=RT777VUvI%EBBULED., 777 VyIEBREIILF 77799 KX
AYHROMDT7 77V v IDH Ty hOHHIRLIED TEET,

Nexus Dashboard Orchestrator ) J—2X 3.6(1) KDEITIE. 777Uy IBD7 77w U EEREHIE
BEhTW<TH, 777V IETTY7L—bEHGRL. o7 77V vV ICBREShicthDo TV
TL—D5RUI—%BBTE, ZhoD7 77UV IBOT7 77y VREEGHIERINTVWELT
H, 77TV IBTHELGVWERILIENS 74y Y Z7O0-HLHEELET,

1JY—2X 3.6(1) LBZ. Orchestrator Tld, ZhS5D7 77V vy IBD7 77 v U BEGEHIBEYICERE
FUEBHINTWSESICOHA, (MOT777VyvIICEBREIhTWS) o7 7L—MS5T7V 7L
—RNEVE—FBBRYUY—Z 22U LOT7 77V Yy VR THIETEZZET,

XDt aVTEAT S L SIS, Cisco APIC $ LU Cisco Cloud Network Controller 777U v o ®D

777V99 AVISANTVFv BRI DIGE. 777Vv o T&IC, toEDT7TIVY 4V
T2AMNS U FviEGERELT 2 ZARNICEIRL. ZOEBRBHRO+ZIRHETEET,

N—= %)V Ao afEmDOlf RS54 v
K=ov )l Ay Y 1R EETEEE. ROAARSAVEEBLTI S,

- N=Uv )L Ay aERIE. 20095V 777V IR FBIIVREAVYTLIADT 7
ZVy IHETHR—FEhTWET,

IRTDAVTLIR 777V IRBTRERBRAY Y 1 BGIBEMICHEIIINE T,
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=)L A 1 E#ElIE. BGP-EVPN X 7=I% BGP-IPv4 7O M EZFEBRLTHR—FENTWET,

=1L, Y 7L—rDAKML vFIE. BGP-EVPN 7O M DN ZFERALUTEHGEENRTWEZ 777Uy
JICHULTOHFRIEND EITEELTLES WL, BGP-IPv4 ZHEALT 2 DU ED7 77V vy
EFEHELTVBIEES. ZN507 7709y 70WThMCEIDYTShizTY7L—ME. 1 DD7
77V IICOHEBRHTEXT,

AT T DRE: —ERE

CITEE, IRTDIZ 7TV I D—BHIBA V7 TR EEBMT 2 EICDOVWTHIALET,

RDFEICIF, INTOT777VvVICERAENZLDE, FHEDYATDT7 7Ty

o 4 (Cloud Network Controller 7 7 7V v I iRE) ICRBRIDENHDET, &7 7

20

Uy IBBEDT7 77V vy O—HILEREICEDHIC, 41 Y7 7—KERETULERIAN
TOREETTLTWS I L2HERELET,

. Cisco Nexus Dashboard Orchestrator ® GUI [cOZ 1>~ ULZE 9,

EDFESY—2ay AZ1—7T [#R (Configure) 1>[7 77V v 7 [B##k: (Site To Site
Connectivity) ] Z&RUL %7,

ALY RAVIZH D [#AR (Configure) 120 JVw o LET,

ERlOY A KIN—T, [ %R E (General Settings) ] #ZIRLE T,

[z he—/ FL—#B (Control Plane Configuration) ] 2 8EL Y,

a. [z2v bue—) 7L —H#E (Control Plane Configuration) | ¥ 7&&RUE Y,
b. [BGP v'7 YV 2 #A 7 (Bgp Peering Type) ] ZZRL LT,

« ZILAY T2 (full-mesh’) : &777VvIDIXRTODR—T— TF—rDx4 A4 v FIE
JE—F 777V I0DR—F—5—bDxA4 A4 v FEDETEREEILET,
[ZILAw <3 (full-mesh) ]| #m Tl&. Cisco Nexus Dashboard Orchestrator (& ACI S8
77TV IDANAY A4y FENDFCEEB 77TV Y IDR—F—F—hox A %E
BULET,

« [JL—F UZL%% (route-reflector) ]: route-reflector A7 3V aERATZE. E777
Jw o h MP-BGP EVPN £y av%iEId5 12Uty hO—)L 7L—Y /—K%#E
ETEZEY, IL—h UT7LYY /—R%ZFERATS3E. NDO ICL->TEEBEINZIARTDT 7
71w BT MP-BGP EVPN 7 /L A v ¥ aBHEBRIMEBRSINBLBDET,

ACIZ 77Uy oDigE. [JL—bk UZ7L %% (route-reflector) 1 A7 a>iE., EU BGP
ASN D—ETHZ 777V v 7ICFLTOHEHTY,

c. [¥—7T774 7 () (Keepalive Interval (Seconds) ) ] 7«1 —JLKIC.
F—TT7 A T7RERENBELUTANLET., 774N MEZHIIT B L2 HRL
£9.

d. [frEH () (Hold Interval (Seconds) ) ] 71 —JLKIC, {RES
BREZMEATANLES. T7AIMEZHIFIT D E2HRLET,

e. [2EE () (StaleInterval (Seconds) ) 1 714 —JLRIC, %k
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WEREMEAUTADLET., TIAIINMEZHTIT 5 L 2R
LET.

f. [JL—RX 7L AJLs8— (Graceful Helper) 1 A7 3y AV ICTEZHhEI I EBRIRLET,

g. [AS kBB (Maximum AS Limit) ] ZANLZET,
T7AIMEZHFFT B EZHERLET,

h. [£°7R]® BGP TTL (BGP TTL Between Peers) ] # ALY,
T7AINMEZHMIT T HEZHRLET,

i. [OSPF —~VU 7 ID (OSPF ArealD) ] Z#AHLZET,
Cloud Network Controller 7 7 7'J v I B2 WMEHR., COT74—ILREF U ICRREhFEA, Th
F. AYTLIZXIPNEZVYYITDEHICIZIOR 777V y I TERENS OSPFTY 7 ID T
ER

j. (A 7> 3 ) CloudSec EEE1dD [IANA £V 4 TAR— bk (IANA Assigned Port) 12BMICLE T,

F7#)L M TIE. CloudSec [FHBE®D UDP R—hZFERALET., COA TV avaERTIE.
777w oD CloudSec BEE21LICATRD IANA F#R—~ 8017 %{EHT % L SIZ CloudSec
R TEEY,

IANA FHIR—KIE, UU—2X 5.2(4) BIFEZERITLU TS Cisco APIC 777V v
JTcHR—FrZINhTWEYT,
COREEZTEITDHICIE. IXTDT7 77 v T CloudSec = EXfICT ZNEH
o HhFEI, BDEICIKHUT

IANA FHEHR—NZ2 B ICTZH. 1D UEDT 7
7' 1) w2 T CloudSec BEE{LHAT TIC BEMICHE-T LWBE FHIE IXTOT 7
7Y w4 T CloudSec #EMLICL 9 .
IANA F#JUDP R— K A7 avzdaMLTH S, BR7 77Uy 71U
T CloudSec #BEB®MICLET,

CloudSec %M 9 57 DFHMIEHRE FIBICDWTIE. [JACI 77 7'V > 7 Ji]DNexus
Dashboard Orchestrator #%/¢ 71/ (Nexus Dashboard Orchestrator Configuration Guide for
ACI Fabrics) J @ TCloudSec BgE1t] OEZSBL T LI,

6. [IPN 34 Z (IPN Devices) ] [E&RzANLZET,

AVILIREISUR T7T7VyIRD7 77Uy VEERZBRT 2 TFENBVNETIF. COF
gz x¥Fy 7 TEZXT,

BOEIVaVTHBIBZDLIIC. AVTLIREVZUR 77V IRBD77TIVv0 75—
LA EGZzEBl T 555, 77 TUK CSR NOEFZEILTHAYTL IR IPN 7N/ 2z BERT
ZRELRHDET, ChSD IPN FNNARIF, AVTLIR 777V Yy I OFREER CERARBEICK
EIC. CCTEEIDVENHDET., HMIE 1 V7 S0BH : AV T LIZADT7 77 )y URE
(Configuring Infra: On-Premises Fabric Settings) ICE2&EichTWET,

a. [ 71 I X IPsec T34 2 (On Premises IPsec Devices) ] 7 7%#&IRLE Y.,
b. [+4> 7V I X IPsec T/31 Z%iBM (+Add On-Premises IPsec Device) | #27 U v o L%9,
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7.

c. TINA A [FEXxE5 (Unmanaged) ] H [FFxI% (Managed) ] " ZEIRL. T/NA X
BEHRZRELUFET, chid. T/X1 XD NDFC IC&->TEEEEI N M ESI L Z2EELET,

- [BExIE (Managed) ]IPN F/\A R(CIE. YV FIVICTINA ZAD [48] (Name) ] & [IP 7
RLZ (IP Address) ] Z AL TLEE LN,

ELEIPZRLRIE. IPNTFNALAADEBEIP 7PRLATIEEBL., 59K CSRASD MY
XL EF7 PRLRELTHEAZNET,

« [BEXHR (Managed) ] IPN 7\ ZDHE. TINA ANA>TWABNDFC D [Z7 77V v
7 (Fabric) ] #i#RU.
ZFDT77TVYIDTNA RZRBIRLET,

KIS, A=Yy MTEHLTWBTNAAD [4 7 —T7 =4 X (Interface) ] ZiEIRL .
AVT—XY NMIEHLTWRT—RIzADIP7RLATHS [XZ7 A "y (Next
Hop) ]IP 7KL A%ZEELET,

d Fzv o I—0U 742V % 00y LT, TINA RAEHRE=FRELET,

e. BIN9 3 IPN FINA RICD2WVWT., COFIEZEDRLET,

[44 885 /34 2 (External Devices) ] 1§#Z AL,

Cloud Network Controller 7 7 7 w I B WMEE., DY 7IF U ICRRShE A,

Multi-Fabric K X« > IZ Cloud Network Controller 7 7 7 U w I B IaWEE., £EVvTOK 777
Yy ETIV0F IL—5EIFZFOMDNEETNA ABDEHREZRET DTFENBNERIE. TOF
B2 X%y TTEZXT,

RODFIRTIE, 770K 777V IDSDERERET DT IVF IL—5 TIBHET /N1 RICH
T 3EHERET HTEICODNVTHALET,

a. [4M55 34 % (External Devices) | ¥ 7% ERU %9,

Z D& 7, Multi-Fabric RAXA VDB EDH 1 DDYTTIR 777Uy IhHBIBEICOHE
FATE%9,

b. #5734 ZD3EH (Add External Device) ] 22U v L% 9,
[T 34 23BN (Add External Device) 1 ¥4 7OV hHE% 9,

c. 7/\1 2D [4#1 (Name) ]. [IP 7 KL 2 (IP Address) ]. £ U [BGP BV 2T 2ES
(BGP Autonomous System Number) ] # AZJLZE Y,

BELR IP ZRLRIE. TNARADEE IP 7KL XTIF# <. Cloud Network Controller @
CSR 5D hvxRIL E7 ZFRLREUTERSINEY, #Eftld. IPSec 2FERALTNT Uy Y
A1V —%y MEATHEIINET,

d Fxv o I—0 742v%7) v o LT, TI\1 RAEHREREFELET.

e. BT % IPN FINA ZAICDWT. COFIE%EEDERLET,

IARTONETINA RZEBIMLEES., XOFIEZFTULT. IPSec bV XRIL BTy b 7—ILICCh
S5ORMYXILICEIDUTESNZHNEBIP PRLARAZEELEXY,

8. [IPsec F v/ %7 % v kb 77—/ (IPsec Tunnel Subnet Pools) ] 5k AHLET,

22
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Cloud Network Controller 7 7 7 U w 7 IxWSH. COF 7 Ul ICRRShFEFRBA, T ITEE
TEDHTRXYNT=IICIE. KD2DO2D514THHDET,

o [V 7 %> + F—/v (External SubnetPool) 1: 75K 777Uy o®dDCSR &thd7 77
Dy (V79 RFLEAVYTLIR) BOERKICERAINET,

Zh5lE. Cisco Nexus Dashboard Orchestrator IC& > TEBI W AKBEELZRI/O—/NJL YT X
w N F—JLT9Y, Orchestrator (&, Tho5DT—ILhdLD/hNSBRY Ty N&2ERL., 777
1)y 8 IPsec b RILESERES: IPsec MY RILTERTZ 777y IICEIDYTEY,

12U EDIZOR 7770y IhoEEREZEMICT 25EIE. VP<EDL 1 DONETT
2y b T ERETIHNENHDXT,

o [Z7 7V vy Z7EEDY TRy b F—/L (Site-Specific SubnetPool) 1: V5K Z77UwvYy
M CSR ENNERTINA AR DITEGEICFERINE T,

hosDHY 7Ry M, 9 EfEE: IPsec MY RILDRFEDEHNICH S ENVBRIGEICESE
TEEY, ILEZE SBIL—FIC IP PRLRAZEID YT ZIHICHEDY 77Xy NI I TICHE
AEhTsh, Zhond 7Ry b% NDO 8KUIFTIK 777Uy IdD IPsec bV RILTH|
EREFEATZHERTY, NSO T XY ME Orchestrator ICE>TEEINT, S TRy
NME7 77Uy o2&EICEID Y TSN, SM8RER: IPsec b RILICO—AIITHERASINET,

AR EYTRY b T Z2BELRWMEETH, 75UK 777Uy oD CSR LT /INA
AR DEHRERET D E, MY TRy b T=ILA IPEDETICERASNEY. .

o HADY TRy N T—ILORINI AT EE /24 TT,

1 DUEDHETY TRy b F—A*EBINT 5I120% :

a. [IPsec NV V7 x>y b F—/ (IPsec Tunnel Subnet Pools) ] ¥ 7%&ERLZE Y,
b. 497 %> + 7—/ (External Subnet Pool) ] TV 77T, [+ IP7 FLZ2DEM (+Add
IPAddress) ] 227Uy 27 LT, 1 2BEOHEBH TRy b 7—ILZEMLET,

DY Txw M. BLETO Cisco Nexus Dashboard Orchestrator U —ZXT7 77U v/
#Z&#%EAC Cloud Network Controller TEETICHBR L. AV 7L I AEBICERS N3 7570
R IJIL—FD IPsec FYRIL A VF9—T A REN—TNyTICTULT BI-HICERINET,

HT7RYy NI BOAYTLIRTEP 7—)L EEELTIEED XA,
H7Ry MIIE /16 & /24 ODEDRY M T—OHFRBHET, 0.xxx £/=lF 0.0.x.x THH D &
FTEFEEA, IE&ZIE 30.29.0.0/16 DLSICLET,
c. FrwINX—U 7A4aAvEIIYI LT, 7%y MERERELET,
d BMI2HT7XYy bk 7=ILIZDWVWT, CThSDYTRATY TZ2iEDRLET,
12UED7 77V v Z7BEEFEDOY TRy b F— 1 2BINT 5120 :
a. [IsSec F %/ H TRy b 77—/ (IsSec Tunnel Subnet Pools) ] ¥ 7&&IRLE T,

b. [Z777VyZEBEDOY TRy + 7—/ (Fabric-Specific SubnetPools) ] TU 7T, [+IPT K
VADiEM (+AddIP Address) 1 227U v LT, 1 DU EDOHNESH TRy b T—ILEEBIIL Z
3-0

[&RiffE 7Ry b P—LDEM (Add Named Subnet Pool) 1 ¥4 7O HARZX9.
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c. ¥7% vy hD [4HET (Name) ]ZANLET.
ZIFE, YTRY M T—ILOEHIZFERALT. P7RLRAZEDHETEZT—ILZEIRTEET,

d. [+IP7 FLXDiEN (+ AddIP Address) ] Z7 Uy LT, 1 DU EDY TRy b 7—ILZEM
LEd,

HTXYyRNCIE /16 & /24 DREIDEZR Y N T—0 RRINMBET, 0.xx.x £/-1F 0.0.x.x TIEH 3
ZElFTEFRA, IEZIE 30.29.0.0/16 DELSICLET,
e. FxwIOX—0 74V )OI LT, Y7y NERERELET,
BUERIEY TRy b T—ILICEROY TRy N2 EBINT 5E81E. COFIEEEDERLET,
f. [(R7F (Save) 127Uy LT, GEITEH TRy N 7=ILZREELZET,
g. BMI3KFITEH TRy T7=ILICDOVWT, DY T ATy T&EDERULET,
KIZTT D (¥ -
RN A V7 IEREEEBR LR, BEIZ 777Uy D547 (ACL Cloud Network Controller,

E7cld NDFC) ICEDWT. 777Uy VEBADREICET 2EMEREZIEET HVENHDET. XD
IRTHAT B FIRICKE>T, 777V VIBBEDAI VYIS ANV FrREZITVET,
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Cisco APIC 7 7 7 U w7 DA 7 T DIERL
75 7V v U BRI E RO E S

2L VDEBMVHEIR. £/EANKAY /—KD ID ZEREDA VI TANTIIFvADETENMZS
h7-i5&. Multi-fabric 777Uy ORI 77V I DEHRHIVNEICRDES, COtEI Y a v T,
777Uy ID APIC h S BEESRHOEGEERENET 25 E52HRALET,

1. Cisco Nexus Dashboard Orchestrator @ GUI [COY 4 Y L% 9,

2. EDFET =3y AZa—7T [ (Config) 1>[7 77V v 7kt (Site To Site
Connectivity) ] Z&RU X7,

3. A RAVDHLIZHS [#EEK (Configure) 1227V v I ULXET,
4. ERAIORA VD [777V v (Fabrics) ] T. HED7 77V v I %ERLET,

5. A MY D4V RUT, APICHh 57 77Uy I IEREZBIST 27=0IC [EFH (Refresh) 1 Ry V&I 1)
VAY-

6. (A72ay) AVILIR T777IVvIDFE. BLEINIEANAY R4 v F/—ROEREZHIBR
9 5EE3. [#ER (Confirmation)] ¥4 7O TF v IRy IR EAVICUET,

CDFzvIRYIREZBWNCTSE, WEFHINRTOWEBVWRNAY X4 Yy FOITXTOHRTEFERD
F—HIR—ZAMSHIRENET,

7. &f&IC, [I3v (Yes) 127Uy LTHERRL, EitigHRzO—RFLEY,

ZhiICED. FILWZRNAS UPRBIBRES N RNA V2 RB L, IXRTOT7 77U v IICEELET7 77
) D#EfiE APIC 54 YIR—MULELET,

AV AT VIR 77T v 7 DBRE

CCTlE AVTLIR 7779901777V IBEDA V7 Z8REZEBRT 2 EICDOVWTHRBALE

o

<}

1. Cisco Nexus Dashboard Orchestrator @ GUI (O 14>~ ULXE 9,

2. EDFETF—Y 3y A= 1—T [#ER (Configure) 1>[7 77V v 7% (Site To Site
Connectivity) ] #ZRLZE T,

3. ALY RAVDALICH S [#Ek (Configure) 127Uy I ULET,
4. LRIORA VD [Z777Y »2 (Fabrics) 1 T. BEDAVYTLIXR 777Uy I %ERULET,
5. [FEMoFER (ViewDetails) 127Uy LT, 7Z77UvoH/REEO—RLET,
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af ]

Nexus Dashboard %' Orchestrator -

cisco

Configure | Site To Site Connectivity / Configure
.@‘ Overview 9 Y. g

e Configure Refresh
(8! Operate
& configure General Settings Sites
3o Admin
© ® siter
O & sitez % Site Site2 Refresh
v  Site-to-Site Connectivity Success ¥  Healthy Level warning
"
@ Pod pod-1
¢ spinel-al 7  spine2-al

BGP peering on BGP peering on

X4 [#5k (Configure) ] > [~ 77"V » 2 [HjEE# (Fabric to Fabric Connectivity) | > [~ 77"V v 2
(Fabric) ] > [7##ioZ5r ( E= — Details) |
6. 777V v HER BEREANLET,
a. GAlD <7 77V v 7 (Fabric)> [ E (Settings)] X1 VT, [*AVF 777V v 7 (Multi-
Fabric)] / 7%=BMICLE T,

hid. A—N—=LAEHEH DT 7TV 7EMDT 7T )y VETRIESNENES N ZER
bijo

b. (+7< 3 ) [CloudSec 51k (CloudSec Encryption)] / 7&&%MICL T, 777V v %2iEE
tLxT.

CloudSec BE81tid. 777V Vv IBNT 74 v 7 DIEELEEZIRELETT, COBEEDFHIC
DUV TIE. Nexus Dashboard Orchestrator CloudSec Encryption for ACI Fabrics &8 L T<
1R

c. [#—v A =i FF% R TEP (Overlay Multicast TEP) ] 2 5L X7,

CDTZRLRIE. 777V IBD L2 BUM BLT L3 TILFEVY AN M 749 I D=HIE
HEhfxd, COIP ZPRLRIE, B—ORY RXLETILFRYR 277Uy o THBMESH
[CIEFEHLLIRL, AL777VYID—ETHZIZIRTDRAINMY A4y FICEBHINET,

CDO7RLRIEF. D777V v oD [41>7F (infra) ] TEP 7—ILO7 KL AER I
0.x.Xx.X DEEMNSEETZLETEE A,

d. [BGP BT 25 L %ES (BGP Autonomous System Number) ] 2 5ELE Y.

e. (A7¥3v) [BGP X2 U — I (BGP Password)] #i5€L X7,

f. [OSPF =V 7 ID (OSPF ArealD) ] Z#ANULZEY,
777Yv & IPN BOF7 VY —LA#EIC OSPF 7O ML EERT 3I58F. KOBEH Y

ETY, {pbhIC BGP ZFHT 25FIE. COFIEZERTEZEXT ., BGP 7V ¥ —L 1 DIERLIE.
[Configuring Infra: Spine Switches] TSN TWVWE LS. R—bF LXNILTIThhET,
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g' Fl:l ‘y 757\'7\/ U Z I\b\g\ [OSPF fan 5% U 7 5/(79 (OSPF Area Type) ] ;d':igj;Rbia—o
777Uy & IPN MOF V5 —L A ##EIC OSPF 70~ DL EERT 354, ROBREI Y
BTY, O DIC BGP 2FAT 3BAIE. COFIEZARTEET., BGP 7V ¥ —L 1 DiEHIL.

[Configuring Infra: Spine Switches] TSI N TWAS L SIC. ;R—F LRNILTITONET,

OSPF TUT7H5A4T7E. ROVWITNMTRDET,

= NSSa

= EF (regular)
h. 777Uy o ®OSPF R —%#ERLET.,

777Uy & IPN D7 v5—LA84IC OSPF 7O ML EEAT 288, KDOBREHN Y
ETY, ADLDHICBCP Z2EAI 551, COFIEZEWTEEI, BGP 7 ¥ —L 1 DiEMII.
[Configuring Infra: Spine Switches] THEAIN TS LS, R—bF LXILTITOhE T,

BEDORY ¥— (1= & ZIE msc-ospf-policy-default) 227V v L TEIEET R EH, [+RY &~
—iB0 (+Add Policy) 1 #2 Uy 2 ULT#HLL OSPF ;/RY O —%ZEBMIT S EHTEET, Fh
NS, [RY T —oEBEM/ED (Add/Update Policy) 1 7«4V R T. UTEEELET.

« [RU—4% (PolicyName) ] 74 —IJLRICRYY—2EASILET,
« [XYy bU—2 #4147 (NetworkType) 1 7«4 —ILRT, [7O—KF¥ R

(broadcast) ]. [/R4 v ~hY—R4 > b (point-to-point) 1. F7l [KRIEE
(unspecified) ] DWITNHIEBIRLET, 77AI NI [7O—-KFv R+
(broadcast) 1 T9.
« [BESEIELL (Priority) 174 —JL RIS, B%IR
(BB ZANLEY., T7AINEIF 1T,
W [fvH—T7 242D X (Costof Interface) 1 7 1 —
IWRIC, AVY9—TzAZADIARARNEANLEY, TT74
LB 0 T,

o [{ % —7 A 2% (Interface Controls) | KOv 75> URMAS, BLTOWLWThH
ZBEIRLET,

« 7 Xy b&T K% A X(advertise-subnet)
« BFD
= MTUZ% 4 (mtu-ignore)
« NV TR—F 4 v R— 3 (passive-participation)
« [Hello i@ (#) (Hello Interval (Seconds) ) ] 714 —JLKIC. hello

MR EMBEATANLET T 7 AILNMEIE 10 TT,
« [Dead [ (#) (Dead Interval (Seconds) ) ] 7 4+ —JLKIC. dead

BFREMWBEMNTANLET., 774/ MEW 40 T,
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« [FEERR () (Retransmit Interval (Seconds) ) ] 7«4 —JLRIC, BAERR
EWEBEMTANLET, 774 MMER S TT,

« [EE5BIE () (TransmitDelay (Seconds) ) ] 74 —JLRIC., BEEFR
B TANLEYT, T74ILMER 1 TY,

i. (A7v3v) HEa— b FAA > (External Routed Domain) ] KOy 74U uh s, ERT
DRASVEBEIRLET,

Cisco APIC GUI TERL7=9EBIL—F KAV %EBRLET, FMICDLTIE. APIC U U—2X
IC4FED [Cisco APIC L1¥ 3 Xy T7—2U#R 74 K (Cisco APIC Layer 3 Networking
Configuration Guide) | Z#ZBL TS,

. (AF¥av) 777U v D [SDA £ (SDA Connectivity) 12BMICLE T,

T777V)yINSDA Xy M T—JICEHEINTLSIESIE. SDA 5/ 72850 LT. 4L
—5 v K FAA Y, VLAN 7—/L, LU VRF Lite IP 7— L& B DEHREEELE T,

777 Vv oD SDAEGE=BMICT B5EE. [ Nexus Dashboard Orchestrator SD-Access
and ACI Integration for ACI Fabrics] DFRBRICHE> T, BIMDREZIER T 2VENHD FT,

k. (A7v3ayv) 277Uy o0 [SDA ##: (SDA Connectivity) 1=B%ICLET,

777Y9 90 MPLS Xy h7—7Z2N ULTHEZESINTWSIEEICIE. [SR-MPLS £t (SR-
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72 NDO [CL>TEBEEHINTWBIBE., ZFOUVTIVRIZ 77Uy IICHEMITOATWBEEDOTY S
L— N2 EBRBRELIFEIRTERVNEE,NHDET., TDIFE. NDO TZ7 77V v o =idfHIC SRR
RLESETDE, 777Uy opREIELEGEETH. VBB LUVERIZ—HIELET SA[EMELH
nEY,

CDRENSEIET BICIF :

LHLWISYE Ry hT—4 AV RO=3 777Uy O EREL. 459K 777U v o 2EERL
=38
a. NDOICOY 1AV ULETY,
b. EBIOVY—ILZHEET,
c. [#&E (Operate) ]1>[7 77V v~ (Fabrics) ] R—J([CBEILET.
d BERRALEZ777V900BCHZ 703y () AZa—»nm5. [7770 y7 OfFE (Edit
Fabric) ]Z&ERL X7,
e. [777Vv o aEEET D (Reregister fabric) | Fxv IRy IR &Fz v I LET,
f. 7770y 0BEANLET.

777V IDFHLWNTIY T IPTZRLRAETA VA VERBRZREITZLENHDET,

g. *[{R%F (Save) I* &2 Uy o LT, 777V v 0 %=BEKRLET,
T777VYIDERGAT—I AN UP EXRREINEE. NDODT7 77Uy Y IPHLEHFHIh, HILL
777Uy od TEE] REICKRDET,

2. AF—T ZEICUAIICBRE N T Y 7L— N2 EBRBHRLUET,
a. NDOI[COZ/1 v LZEY,

b. [#5% (Configure) ] IC#8EIL. [TF > F 7L —F (Tenant Template) ]>[7 7V 7r— g
v (Applications) ] ##RL £,

c. 7VIL—rHRHASNTVWERF—TZ2I UV I LET,

d. [T 7 v —bF 7u¥5 ¢+ (Template Properties) |1 D#E(CH D [T 7 3 (Actions) | X =
2—h5, [Fr7F1r—r0OREMEE (Undeploy Template) ] Z&RL. 7Y 7L — A IEEIC
BHEEBREINSXTHELET,

3. 77TV oA Y7 SR EEHL T, #HL L Cisco Catalyst 8000V X4 v FH* NDO |ZIEME
5&£5ICLET,

a. [#8rk (Configure) ] ([C¥EL. [7 77V v 7 [E#E#kt ( Fabric To Fabric Connectivity) ] % i%iR
LEY,

b. BiEmA LD [#5% (Configure) 127U v o LET,

c.[777V v% (Fabrics) | /\RILTIZOR 777Uy %FRL, [EF (Refresh) 120V
A3

d. BEOGLEICHSZ [BE]Z7V Yo L. IRTODI7 77Uy IHERICEHENSETHELET,
4. CDUVZOR XYy M= A bO—F 777V IICEEMITISNTVWSIRTDOTYTL—F%E
BERUEY,

a. [TV — 3 (Applications) 1 %7 7T [#s (Configure) 1>[7F> s T 7L —F
(Tenant Templates) ] ICBEILE T,

b. MAEIICEBRAShTWRW T YT L—rZBRALTRAF—TZ2I7 Vv I LET,
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c. [777V v 7icERB (Deploy to Sites) ] 27Uy oL, 7V7L—MPBHEINZETHEFEZT,
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ACl 777U v I7MTDA 7 TR ERH
£ VT FBREDEHE

CITlE. BAPIC 777U IICA V7 SBRZREAT ZHEICDOVWTEHRALEY.
1. A RAVDALICHZ[ER (Deploy) 127V vy o LT, BRZERLET.

AVTLIRERIZITOR 777V oDHERELSEEE. B (Deploy)]l 22 Uv o LTA
VIIREERBEAULEY,

FeteU, AV TLIREVSUR 777Uy I DOEANHZIEEEF. ROEBMA T aveERATE
ig-o

o [[BF & IPN F/)\A RERE7 71L& 4> O— K (Deploy & Download IPN Device config files):]
FFLUIAD APIC 777V v 2 L Cloud Network Controller 7 7 7V v 7 OB FICREL
vval, FVFIVIREITIURN T7 7Y IOy Y —x2 v K f U F—axy b &ER
WZLET,

S5, 2DOATY 3T IPN FINA ZH5 Cisco VTR $—EZX JL—% (CSR) ND#z
MTEBLIICTBIHDOREBHRZSE zip 770N %eFovyO—-RULET, INTEIF—EB
DREZ7AINDEESZY I VO—RIBINERIRTESLSICTBHD, 70— v TH
HARTENET,

o [[BBH & IPN A RRETZT 7 A V& X 7. u—FK (Deploy & Download IPN Device config
files):] A ® Cloud Network Controller 7 7 7V v JICE&EZTv2alL. 950K 777Uy
JENEBTNA ABDIVRY—I VR A5 —x I b EBMICLET,

5T, COATIavTIE. BTN ZADS, BADIVZVR 777 Vv 7ICBEASI N
Cisco 757U K H—ERX JL—% (CSR) "EHRTEDLSICTBHD, BREBRESD zip 7
FANETOYO—RLET, INTHLE—BORE7 7AINDEESZY I YO—-RTEh%
BIRTE2LDICT206D, 740—7y 7TEHEINRREINET,

o [IPN FINA RERET7 714 D#H %% > O—K (Download IPN Device config files only):] #{E
WMErEtezip 77 AN EF Y a—RLET, Zhid, IPN 5314 225 Cisco Cloud Services
Router (CSR) ~D#ifki%x, WRZ BT Z LR ARICT A EDITANVS LD TT,

o [SEBFINA RBET 71 ILDF %S 7>~ O— K (Download External Device config files only):] #
BRE#REZEL zip 77 AV E2F v re—FRLET, Zhid, AT A 2> Cisco Cloud
Services Router (CSR) ~D#e%x, B EZEHTHZ LR FARBIZTH7DITAVSE D TT,

2. EEEE'?’( Vi I\ljfa [}j:l/\(Yes)] &7 U “/7 bia-o

[BRMFPHBINE L, 40777V Y IDBART—9AAYE—IICD\WTIE., EOAZ2
—%#ZB LT3y (Deployment started, refer to left menu for individual site deployment
status) ] EWS Ay tE—JICLD. 1 VT IBHRORAIPHIAS N ENRESNET. EflOXRS
VDT 7TV IRADEICKRRINETAIAVT, E7 77V VI DETRRAEZERTEET,
/=
AV A=—N=LAETVT-LADBEREN. $XTOT777Yy o0 bO-3EIFTKR
CSR ICRHENE T, E-7/-R%EDFIETIE. TRefreshing Fabric Connectivity Information] T:iAES
5&5IC. IPNFNKAREYZIJRCSRO MY XL EFERALUTHRELET,
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U FVIREI TR 77T v BOEREOERE
AVTLIR 777V90FEIVIOR 277V 900D H25EF. COEIVavERFY ST
=¥9,

CZTlE. AV FTLIZAAPIC 777 Y w4 & Cloud Network Controller 7 7 7V v 2 R D¥EEE BRI
ITH5AEICDOVWTERALEY,

57 # )Lk Tl&. Cisco Cloud Network Controller (&7T& Cisco Cloud H—E X JL—% 1000v ODXR7 %
BRALET, COIEOFIETIE, 220 RIVEEBRLET. 12@3A Y TL I XD IPsec T/81 XH 5
Zh5DFE Cisco Cloud H—E X JL—% 1000v %9 % IPsec > RILTY, EHDA>VTL I X IPsec
TINA AW HZBEF. EAYTLIZATNAZAD CSRICAIL MY RILERET Z2UELNHD XY,

ROERIE, AV TLIAD IPsec y—Ix—Y 3y FIN41RE LT Cisco Cloud H—EX JIL—%
1000v DAY RZRHULET, FOTFNARFITZYy M 74—L%ZFERLTVWSIEEIE. BHEOO
YV RZEFERALULEY,.

1. 929K 777V IICEBAZINICSREAVYTLIAD IPsec y—I =3y FINA A EDHE
DEFREAEMNCT Z-HDICTVBERVNELRERZINELET,

[Deploying Infra Configuration] MFNED—EFE L T. Nexus Dashboard Orchestrator @ [IPN 7 /N
A AREZ77ANVDRER L F U u— K (Deploy&Download IPN Device config files)] A 7> 3>
F72IF [IPN FAAL ZRBRET 7 A VD HA D a— K (IPN Device config files only)] & 7> 3 v %R
LT, RERREOHFMZRETCEZEY,
2. AV TLIAD IPsec TINA RICOTVA Y LET,
3. R DPCSRD MY XIIZEBHLET.
5#]D CSR M&t#AlE. Nexus Dashboard Orchestrator 54 Y O—RK U ISN F/NNA 2DV T
AF2L—a VT F7AINTHERTEIIN., ROT714—=ILRICIE. FEODERBEODEEZRENA RSN
x9,
o <first-csr-tunnel-ID> : CO MY RXJLICEID Y TZ—EDMYXRILID TY,
o <first-csr-ip-address> : RH]D CSR D 3 BFEBEDRXYNT—I A5 —T A4 ADINT )
w7 IP 7RLATY, FURILDFEEIE. 7V T—LAIEGDIATICE>TERDET,
 POT—=LADBNKTIY Y A5 =Xy MEADEZES. bYRILDERIFIVZVR IL—5 4
IVA—=T A ADINT VYT IPTY,

 PIT—LADNT T4 R—FES (AWS O DX X° Azure D ER i3 &) 2N LTWSIEE. b+
VRINDBHKIEIVZIOR L= AT —T A ADTZA4X—KIP TT,

o <first-csr-preshared-key> : &x#]® CSR OEgIHEF+—TT,

o <onprem-device-interface> |&., Amazon Web Services [CBF & i /z Cisco Cloud —E X )L
—% 1000v \NDEHEICFERAEINZ A VI —T 14 RTY,

o <onprem-device-ip-address> (&. Amazon Web Services I[CBB & 117- Cisco Cloud H—E X
JL—% 1000v \D#E#HKICHERAI NS <interface> 1 V7 —7 x4 RXTY,

o <peer-tunnel-for-onprem-IPsec-to-first-CSR> : )M 2 K CSRICHLTAVYTL I ZAD
IPsec TINA ZADET7 RYRILIP ZRLREULTERSINET,

o <process-id> : OSPF 7Ot X ID TY,
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o <area-id>: OSPF =Y 7 ID T9,

KRDAL. Nexus Dashboard Orchestrator U ') —2 3.3(1) &K U Cloud Network Controller 'J ') —
A 5.2(1) UBETHR—MEIh TS IKEv2 7OM L ZFRALEZ7 77 vV BEGRREERLTW
9, KEvl ZFEAHLTWSEEIE. NDO h5¥ U vO—RUK IPN BREZ 71 ILOSEHETER
sigahHbxIh. RAIIEILTT,

+

crypto ikev2 proposal ikev2-proposal-default encryption
aes-cbc-256 aes-cbc-192 aes-cbc-128 integrity
shab12 sha384 sha256 sha1
group 24 212019161514 2

exit

crypto ikev2 policy ikev2-policy-default
proposal ikev2-proposal-default
exit

crypto ikev2 keyring key-ikev2-infra:overlay-1- <first-csr-tunnel-id>
peer peer-ikev2-keyring
address <first-csr-ip-address>
pre-shared-key <first-csr-preshared-key>
exit

exit

crypto ikev2 profile ikev2-infra:overlay-1- <first-csr-tunnel-id>
match address local interface <onprem-device-interface>
identity local address <onprem-device-ip-address>
authentication remote pre-share

match identity remote address <first-csr-ip-address> 255.255.255.255

authentication local pre-share
keyring local key-ikev2-infra:overlay-1- <first-csr-tunnel-id>
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set infra:overlay-1- <first-csr-tunnel-id> esp-gcm 256
mode tunnel

exit

crypto ipsec profile infra:overlay-1- <first-csr-tunnel-id>
set pfs group14
set ikev2-profile ikev2-infra:overlay-1- <first-csr-tunnel-id>
set transform-set infra:overlay-1- <first-csr-tunnel-id>

exit
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interface tunnel 2001

ip address <peer-tunnel-for-onprem-IPsec-to-first-CSR> 255.255.255.252 ip

virtual-reassembly

tunnel source <onprem-device-interface>
tunnel destination <first-csr-ip-address>
tunnel mode ipsec ipv4

tunnel protection ipsec profile infra:overlay-1- <first-csr-tunnel-id>

ip mtu 1400

ip tcp adjust-mss 1400

ip ospf <process-id>  area <area-id>
no shut

exit

crypto ikev2 proposal ikev2-proposal-default encryption
aes-cbc-256 aes-cbc-192 aes-cbc-128 integrity
sha512 sha384 sha256 sha1l
group 24 21201916 1514 2

exit

crypto ikev2 policy ikev2-policy-default proposal
ikev2-proposal-default
exit

crypto ikev2 keyring key-ikev2-infra:overlay-1-2001 peer
peer-ikev2-keyring
address 52.12.232.0
pre-shared-key 1449047253219022866513892194096727146110
exit
EAN
L. #
TLZE
ER
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crypto ikev2 profile ikev2-infra:overlay-1-2001

I Please change GigabitEthernet1 to the appropriate interface match
address local interface GigabitEthernet1

match identity remote address 52.12.232.0 255.255.255.255 identity
local address 128.107.72.62

authentication remote pre-share

authentication local pre-share

keyring local key-ikev2-infra:overlay-1-2001

lifetime 3600

dpd 10 5 on-demand

exit
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crypto ipsec transform-set infra:overlay-1-2001 esp-gcm 256 mode
tunnel

exit

crypto ipsec profile infra:overlay-1-2001 set
pfs group14
set ikev2-profile ikev2-infra:overlay-1-2001
set transform-set infra:overlay-1-2001

exit

L ZNSDRYRIAVI—T A RIF. AVTLIZATFNAREI TSI RIL—FEDRA >
MY —Ra Y MEREBILET

MY RILDIESEE. P —LAEGDIA TICE>TRERBDEY,

1) 79 —LAPA VT —Fy MEHDEZES. MYRIDERERIEIIZVR IINL—F 1 V5
—J7 A AD/INTYY T IPTY,

12) P —LADT A4 R— EHDIZS., FYRILOEGREIETVZIVRIL—T 15—
TTAADTZARX—KIP TY,

AWS 0 DX ©>AWS D ER % & D

interface tunnel 2001
ip address 5.5.1.26 255.255.255.252
ip virtual-reassembly
I GigabitEthernet1 ZBEH)iR 1 V¥ —7 24 X MY RILDEETT
GigabitEthernet1 [CEZEEL T E& )
tunnel destination 52.12.232.0
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-2001 ip
mtu 1400
ip tcp adjust-mss 1400
! Please update process ID according with your configuration ip
ospf 1 area 0.0.0.1
no shut
exit

4. 2 BB, BLURTETIVENHDZFDMD CSRICDVT, ThoDFIEZEEDELET,

5, AV LI ZAD IPsec TINA ATRYRILDBATZ Yy TLTWRZ E&EZRLET,
BEDAT—HRAERRITBICIE, XoaAv Y Rz2ERALVLEYT. MADMYRILATZ Yy T ELTERR
SNTULRWERIF, COIEOFIETAALLBHREZERL T, MENREL TLWSAIEEENH D15

R LET,. MADNYRILD T Y TEULTRREINSET, ROV aVIEETRWTLE
=AM
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ISN_CSR# show ip interface brief | include Tunnel

Interface IP-Address OK? Method Status

Protocol
Tunnel1000 30.29.1.2 YES manual up *up*
Tunnel1001 30.29.1.4 YES manual up *up*

Cisco Confidential



TZ7 7V IDOT7 v T VL—FR
B

o C DHEEIX. Cisco APIC 777Uy TOHYR—RMEINET, Cisco75IK Xy kT
—2 Ay bO—7 E£/zlF CiscoNDFC 7 7 7Y v U TlIEYR— b EShTWEHA.

Cisco Multi-Fabric ZB AT 3KIC. EB77 7YY IDAPIC VS RAIBLVRAYF /—K VT Dz
TEIZ7ZTUvY LXRIVTEBICEERTZVENH D L. Multi-Fabric RXLYRDT7 77Uy oD
BHMEZDE, VI—RADTFA47 A OIWNETYTITL—RIF. VI —REEEOEIREDI-HICFEIT
FESLVUEETZVNELNH D/, EHICKDAEELHDET,

Cisco Nexus Dashboard Orchestrator [, §XTD 777Uy oDY 76027 7y 7L —RE8E—
DRA YV IDSEBTEST—I70—%2R#LET, BROT7 77V IBBENY I D7 7y 7
JL—REFEFTHABEIZVNENBL, Py TITL—RICHETIOREMEDH D, BENLEEZIBIET
=2Fx9,

[ (Admin) ] > [V 7 b =T7%&H (Software Management) ] [CEEILT. 777UV oDT7vTS
JL—RE@ICZVEATEEY, COR=JICIF 4 D2DZTHHDET, COEIVavERDEIY
3V THBALET,

[#EZ (Overview)] 7 7ICI&. Multi-Fabric KA/ YRADT7 77Uy o &, BRAShTWS, EIIRHED
EJ/HMNATETWBET77—L0z7 N=YaVICBTRERIPIRRINET, [777YvY TJ7—ADx
7 (Fabrics Firmware)] —EXIE, 5 A&7 77Uy % R—D)V LT, 7y 7TJ7L—K KUY
—DRMDAT—H ABEDFHUWT—F XCBEESINT—FZRULET., X1V RAVDHLREIC
»H% [EH (Refresh) | Ry>v%EI Vv IT3E. FETEHZN)VH—TEET,
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I'  Nexus Dashboard > Orchestrator Feedback B €@

s
€isco

e % Admin / Software Management

¥ Overview

= Software Management Refresh
8] Operate

~ Configure Overview Controllers Nodes Downloads

£ Admin

Summary

Firmware Update Summary

Controllers Nodes

6 18

Site1

Controllers Nodes

Site2

Controllers Nodes

3 6

@ Cisco Systems Inc. ContactUs  Privacy Statement

Current date and time is Thursday, August 24, 11:52 AM (GMT+5:30) m

K6 777 2o 75 —AUx TR
R—=JFXRD 3 DOFEFHICAIPNTVET,

- T77 =0T Tyl T—bOME : Cisco APIC BLUVRAYF 77—ADxT7%2858. VILF7
F7VYY RAAMYVADIRTDI 7TV IICEET D7 7—AV T A A—ID2ENLBHESE
R_#FLET,

ARA=IDIATEIL, BREDA A—JBZzEL. BHEOBERIERREINET,

o BT (Completed) : A A—YFRE. AV bO—FFRRBERAAMYFICERENTWET,
o #7vO—RKr (Downloading) (RAYF/—RDH#H) (A A=JIFRAAYyF /—RICF o vO—
KRepTd,

o A VAL—)LO#(EET (Readytolnstall) (RAYF/—KRDH) : A AXA—=JFAALYvF/—K
[CEBICYovO—KRah, 1 VAM=ILOEFHTETWVET,

o A YAK—=JLH (Installing) : AV rOA—FFLBERAAYvF/—RICREAA-JZRBFEFTY,

o XY AR—K (NotSupported) : UUJU—2X 4.2(5) KDEIDVY—RBRE, UE—F 77—AVUx
7 T7vTIL—REGR—NLTWERWNAS A=,

- 777 ) vy 7EABDFER (Fabric-specific information) : R—IDEMOEI V3 vICiE. HecD

777V IICETRBEHRIARTIEINET, ChiClE. REBRASIhTWSRY 772 70D/I\—Y 3
vE, Ay bhO—ZFkE/ —ROBHIEENFET.
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EEFHE L HINEE

Cisco Nexus Dashboard Orchestrator 57 77U vy 7y 7L —REZE{TTBIEE. KROHIRHIE
AEhxd,

lUpgrade and Downgrading the Cisco APIC and Switch Software] ( [Cisco APIC Installation,
Upgrade, and Downgrade Guide] ) |[CE2&E SN TUL\% Cisco APIC 7y 77 L—Fk 7OtZXICES
DHARZAY, HERFIE SSLUHIRBEZEZEL. ZhICESVDEN HDET,

- Cisco Nexus Dashboard Orchestrator % Cisco Nexus Dashboard IC[BE T 2V ENHD FI,

T777Yv D7y T L —RKiEEX. VMware ESXONDOE A TIIERTZXEHA. T/,
[Cisco APIC 1> X p—rb, T o 7L — N X2 L—FN 00 N JICGEI TOBIEED T
w T L— NFNEIZ A D B D FE T,

- 777YwlE. CiscoAPIC YUY —X 4.2(5) UEZEITLUTWBLELH D ET,

BRID APIC YUY —ZXZETLTWB 777Uy ok, Py 7JL—RK 79— 70—14I(CBIRTEE
¥ A. [Cisco APIC Installation, Upgrade, and Downgrade Guide J (Zil# i1 Tl SIEHED T > =7°
7 L— FFNEIZWE O FE T

77TV IODTYTIL—RIE. ChSsDT7 77Uy 0 %EBIZ 777V EBELAETS
CEEHBLUEY., BEMNBHEENIRELLBEE. FST7ILYa—Fqvioicaryio—3
FREARAYF /—RIZTZIVECRTEZVELNHDZET,

-7y TUL—RK 7OCRADERTTIFTVIYVY R4y F /—KRHWIEFI T 47 (inactive) JREEICTR
SfiZE (FEZE. N—RDxzT7FEFERES) . 7O0CREETTEEFEA. COE. /—R
PyTTL—K RYUI—%ZHIRELIEIZEET D EETEZFEA. Chid. NDO B/ —RHBFO VL
feh. EREFBIIZYTIL—RDOVT— b ZXFITERWN=HTT,

COREEERT BICIE. IE7VT47 /—K%Z APIC hoFEITTFAIVYavIBNELNDDE
9. CORFET. NDO 7y 7JL—K RUI—IZTEZBHL. KB (failed) AT—7XA%&RULE
I, ZD#%. NDODT7 Y7L —KR RUY—EFHLTRAL v FEEIRL. 7y TIL—REBXET
TZE9Y,

a bR —F LR F )—ROT77—Lb 0T 2777V
I Fyva— RT3

Py TIL—REERITISEIC, Ay bO—FERAMYF YTz T72 777V IRADIRTDT 7
Uy AvbO—ZCF O vO0—-—RIZ2VELNHDFET, XOFIEETTISE. BTH¥orO—KL
fcA A=V FERALTTZ Yy 7Y L—K 7JOER%ZHATEET,

1. Cisco Nexus Dashboard Orchestrator (O 1 >~ L%,
2. 77—ADx7 ¥ovO—REzty b7y 7TULET,
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1l =
cisco.  Nexus Dashboard » Orchestrator Feedback g o

: Admin | Software Management
@ Overview -

Software Management Refresh
[0) Operate
& Configure Overview Controllers Nodes Downloads

There Are No Downloads

Setup Download

K7 7772 Zr—ADx T DEEGRE

a EDFET—2ay RAUH5 [EE (Admin) ]>[Y 7 Yy =7%&#E (Software
Management) ] #i®IRULZ 7,

b. A MY 94V RIT[F 7 u—F (Downloads) 1 ¥ 7%EIRLE T,

c. [Fyrue—FDky 7 v/ (Setup Downloads) 19722 Uv o L%,

ENC 1 D2UESF D vyO—RzEy b7y 7LTWEEIE. RDDIC. A4 URAVDELICH
3[Fvrua—Fokey b7 v (Setup Downloads) 1 Ry &5y I ULEY,

[4 A—% APIC ~% %7 > o — K (Download Image to APIC) ] BIEARTENET,
3. 777 VvV EERLEY,
CCTERULLELIRTDTZ 77U v U D Cisco APIC [T A=IDF I VO—REINET,
a. [777 Y v 7 DER (Select Fabrics) 1227V v o LET,

b. [Z777V v DR (Select Fabrics)]l 7V« Y RUT. 1 DU ED7 77Uy o%AVICL. [EM
LTBELC % (Addand Close)] #27JUv o LEY,

c. (R~ (Next) |22 Uy I LTHITLEY,
4. FHZEANLET,
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Download Image to APIC b3

¥ Setup + Downloading @ Complete
L (]
Site Selection Authentication Confirmation

Download Details

o MSO-dl4

Protocol

'aci-apic-dk9.5.1.0.110a.iso ]

"aci-n9000-dk9.15.1.0.95.bin [x)

° © Add URL

Username

admin -

oAui!“entlca:‘cn Type
=

ELELIG SSH Key )

Password

e Next
X8 FF

a. [#R1 (Name) ]2 ANLZEY,
FOVO—RZEBIFT 2D DPTNVERIZEELXT.
b. 7ZOMJILEZERLE T,
HTTP H7cld SCPREMTA A—Y 25U VO—RFBHILZBRNTEET,
c. [+ URLDEN (+ AddURL) ] 227Uy LT, 1 DULEDA XA—JDIZFRZEEL LT,
APIC ERAYTF 77—AV LT A XA—JDOWAZRETELTY.
d. SCP ZERL figald. REARHREANLET, Y1V 1VT
% [2—¥—4 (Username) ] (admin i3 &) ZANT 20E
MH D FE9, [BRIEH 1 7 (Authentication Type)] ZiEIRL F
ER

« NRAT—FREEDHZE R}, AIICEEL LI —F—RDNZXT—RZAALET.
« SSH ¥ —FBADIFEIF. SSH ¥ —& SSH ¥ — "R T7 L —X%ZANTZ2LENHD X,

e. (R~ (Next) 122 v o LTHATLE T,
5. EEEE CIEHRZz#EZE L. [*fE (Submit) |20V vy I LTHAITLE T,

ERShd [V e— FH (Downloading) EET, 1 A—JYDF VUV YO—RODRAT—5 A%=HERT
=FY,
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AT—5R%7 Vv LT, BEITRADEFMZRRISILEHTELT.

Image Download - MSO-d11 x

ifav109-site3 X

URLs ~
% Setup * Downloading @ Complete ik

0.117a/final‘aci-apic-dk9.5.1.0.11 7a.ise
Download Details

Status
Name Overall Status Status Breakdown

MSO-d11 Downloading Downloading (30%)

{ N EE g (3)
[ = ') D i

{ = ] & ;
\ ]« Download Failed
A /

Sites

Filter by attributes

Site URLs Status

ifav109-site 1 loading (1)
ifav109-site2 1 Downloading (1))
ifav109-site3 1 Downloading (1))

IANTDYIYO—RATETITBE, [2T (Completed)] EE ICEITUET, [FUrue—FR
(Downloading) ] BEICFK T ZWNEBIHD XA, BIOFIETIEELEY Y yO—-RKRZE2 I Yy
79%E, [y v—FK (Downloads) | 7 750D THRDIENTEXT,

APICERA Y FI77—ATcF7%APICICOE—9 %R ¥—(F, Nexus Dashboard
Orchestrator (NDO) GUI "5 kU H—TZ%9, 7=/Z2L. APIC TOAE—SNh/-1 A—

o Yl&. Nexus Dashboard Orchestrator GUI M SHEIBRTEFEA. 7 7—A7V = 7 DI
I&. Nexus Dashboard Orchestrator GUI 15 Tld7%x <. APIC GUI S5 D#HFIRTE X
ER

a2y he—907vFITV—F

CITR 777VYIDAPICOSRYDY IR0 T7 7y 7IL—RERET BAEICOVWTEHIALE
ER

1. Cisco Nexus Dashboard Orchestrator [cO7 14 >~ LX 9,
2 APICOZRIDT7YTIL—REzLy 7Y TULET,
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afraln o :
ek Nexus Dashboard 5 Orchestrator reedback § @

iy 4 Admin | Software Management
@) Overview "

Software Management Refresh
8! Operate

& configure Overview Controllers Nodes Downloads

4o Admin

There Are No Firmware Updates

Please use the wizard to setup a firmware update

Setup Update

K9 22 pa—FD7 7 L—

a. EDOFETF—U 3y RAUHhS [FE (Admin) ]>[V 7 Fy=T7EH (Software
Management) ] #BIRL X7,

b. X4v 4V RUT[a ha—F (Controllers) ] ¥ 7&&RLET,

c. [EFnEy b7 v (SetupUpdate) 19750V v o LET,

RIS 1 DU EDOEFZREL TWBEEIF. RDDICAMY RAIVDELICHZ [EFoEY b
7 v 7 (Setup Update)] R7 %2 U v LET,

[Z777 Vv 77— =TOEHDEY N7 v 7 (Setup Fabric Firmware Update ) ] EH
PHZEXT,
3. 7y 7IL—ROFEFEHMEANLET,
a. [&RT (Name) 1A ULET,

Zhigx. WoTHT7 Y7L —ROETRRAZEBRT 2-HICFERATES. Ay hO—5D7 v 7
JL—KKRUY—ZTT,

b. [Z777V v 27 DER (SelectFabrics) |27V v LEd,
[77 7V v 27 DER (Select Fabrics)] 74 Y RUAHEET,

c. [Z777V v 7 D& (Select Fabrics)] V4« VY RV T, 1 D2BMEDT777Yyo%AVICL. 1B
LTBELC % (Addand Close)] Z7J)v o LEY,

d. PR~ (Next) |22 Uy LTHATLE T,

4. [X—T a »?Di&EIR (Version Selection) | BIE T, 7Y 7O—RULE77—ADV 7 N\—=Iav%i&
U, [k~ (Next) 127V v o LET,

77—AVI7lE. CCTHERAIEICBRZRIICZZ IV IICFIYO—RIZULELAHDET, i
DEIYaVTRELIVYO-—RDPERBICETULELDD, CITAA—IZFERTERNGE
E 777 Vv 77— =TOEHDOEY 87 v 7 (Setup Fabric Firmware Update) ] EiE
#EFL. [F# (Admin) ]> [V 7 b =7%# (Software Management) ] > [#£% (Overview) ]
Y TICRD., [E# (Refresh) | Ry >vx2o Vv o LT, FRAAGEREHERZVO-RLET. Zh
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NoT777Vv o7y TIL—RFIREZLSI—ERBLET,

5. [#88 (Validation) ] BE TIEHRZHEZEL. [k~ (Next) 120Uy I LZET,
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EENBWC L 2L, 7Yy 7T L—RICEET ZAREMN B 2B

BFHRZEHELET,

Setup Site Firmware Update x

it Setup : + Downloading . := Ready to Install - @® Installing

S O, )

Site Selection Version Selection Validation

ifav109-siteT ¢  Following nodes are notin vPC ['1111; 102,101, '104; '103'].

Configure vPC for the listed leaf nodes to avoid traffic loss during the reboot of leaf nodes.

ifav109-site] g Pod(s) [2] have fewer than two route reflectors for infra MP-BGP.

@ Complete

4

Confirmation

Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is always up by

upgrading/downgrading them in separate groups.

ifav109-site3 @  Following nodes are not in vPC ['301;'302'].

Configure vPC for the listed leaf nodes to avoid traffic loss during the reboot of leaf nodes.

ifav109-site3 @  Pod(s)[1] have fewer than two route reflectors for infra MP-BGP.

Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is always up by

upgrading/downgrading them in separate groups.

ifav109-site3 @  NTPis not configured.

Configure NTP via System > QuickStart > First time setup of the ACI fabric > NTP. This is recommended to avoid any issues in

database synchronization between nodes, SSL certificate check, etc.

ifav109-site3 @  APICs are not running recommended CIMC versions :node-1: 4.0(2f)

Upgrade to the recommended CIMC version. APICs have recommended CIMC versions based on its hardware model and APIC

firmware version.

Previous @

6. [#58 (Confirmation) ] BE CTIEHREHEZEL. [&E (Submit) 127 Vy o ULTT7yv7IL—K%H

mULEY,

7. [ A =N D¥ERET (Ready to Install) ] EET, [f1 A =) (Install) ] 20Uy I LET,

7y 7JL—K 7OEBXFIC NDO 5777y INDEFEMNARDNSE, GUI ITIE, EihkD
h3H1D, 7y 7L —RORHOBRMRAT—5 ADNKREINE T, ERI/BEIEZNDE, Ty 7T
TJL—RDRAT—9ADEFHEINETT. ERHSRDNICR. AV RAVDELEICHS [EH

(Refresh) | Ry v &I Uy I TDE, FENTEHRTEET,

J—FOT7 v ST L—F

CCTR F77VYIDRAYF /—RDY T 07 7y 77 L—RER/ETZDHEICDONTHAL

ESCIN

1. Cisco Nexus Dashboard Orchestrator ([COY 1 > UF 9,
2. 249 F /—RD7vTIL—REEy 7Yy TULEYT,
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3.

4.

54

afrafn k
tisco. Nexus Dashboard % Orchestrator Feecback B @

TE : Admin | Software Management
L Overview -

Software Management Refresh
&) operate

& Configure Overview Controllers Nodes Downloads

fo  Admin

There Are No Firmware Updates

Please use the wizard to setup a firmware update

Setup Update

K10 X4 > F /S — FDT » 77— N

a. EDQFET—I 3y RAUHS [EFHE (Admin) 1>[V 7 by =T7EHE (Software
Management) ] Z&RL X7,

b. X4 D4V RIT[/—F (Node) 1 #7%#&RULZY.

c. [BEFroky b7 v (SetupUpdate) 19722y o LET,

BETIC 1 DU EDEFHZRELTVBRIBZEIE. RODICASM Y RAVDALICHZ [EFoEY b
7 v 7 (Setup Update)] R &0 Uy LXY,

[/—F 77—2v0=T70OEHDDEY b7 v 7 (Setup Node Firmware Update ) ] BEmH B =
ia-ﬂ

7y TITL—RDFEFEEEANLET,

a. [#R1 (Name) ]2 ANLEY,

ZhiE, WOTHT7 Y7L —ROETRRZEHY B1cHICERATES 7Yy 7 L—R RUD—
%Ta-o

b. [ — FDOZRIR (Select Nodes)] 22U v o LET,
[/ — FDi&ER (SelectNodes) | V4 VY RUMNREREINET,

c. 777V U %a&ERL., ZDT7 77V IDRAAYvF/—RZERL T, [[BEMLTEHAL 5 (Add and
Close)] #2 Vv ULZEY,

—EIC120777VvIh5RA4vF /—RZEMTEET., tOT77T7VYINSAALY
FEEBMIT 35EE. COFIEZEDIELET., image::503324.jpg[,width=720]
d DT 7 TUYID/—RICDNT, BIOYTRF Y 7TEEDELET,
e. [RN (Next) 122Uy I LTHEITLEY,
[3—2 a3 DR (Version Selection) | EET. 7y 7/O—KUc77—AV 7 N—Yavzi#
RU. [IR~ (Next) 122Uy LXET,

77—AVI7lE. CCTHERAIEICBRZRIICTZZ IV IICFIYO—RIZUENAHDET, i
DEIYaVTRELIVYO-—RDPERBICETULELDD, CITAA—IZFERTERNGE
E 777 Vv 77— =TOEH DLy 87 »7 (Setup Fabric Firmware Update) ] EiE
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#EFL. [E# (Admin) ]> [V 7 b =T7%&H (Software Management) ] > [#f2 (Overview) ]
F7ICED. [E% (Refresh) | Ry >vz20 Uy o LT, HEHAERERHEHRZVO—-RLET, Zh
o777V o7y TIL—KFIEELS—ERBLET.
. [#R3E (Validation) ] BIET. BEAFFREEL TR EEHEEL. [k~ (Next) ] 20U v I LET,
BENWNWC EZERL., 7y 7T L—RICEET DAL H D EMNEREERLET,
D) —X5.001) £DEIOVY—REZETLTWBE 777Uy I, /—K Okt
o RoRLTWE A,

ZDf8 . NDOISDT7 YT L—RKRERIBRT BHEIIC. 777Uy Id APIC
TRAYF/—ROEEZERITZL2BHHLET,

Setup Node Firmware Update x

fe Setup 2 + Downioading := Ready to Install . @ Installing © Complete
N
& : o :
Sl
Node Selection Version Selection Validation Confirmation
ifav109-site3 ¢  Site does not support the Node Upgrade Validation feature. Node Upgrade Validation requires APIC version 5.0 or newer

Continue upgrade (without node validation)

Y - )

. [#3R (Confirmation) ] BE CIEHRZHEFE L. [XEF (Submit) |20 VUvy I LEXT,

INICED. BRULIRTOD/ —RICA A—INBFICY IV O—RENES, ¥ VO—KART
T2E, BEEN [ A P—LEHEET (Ready toInstall) ] (BB L. XOFIBICED LN TEE
¥,

(A7 av) [F#MERE (Advanced Settings)|ZZE L X7,

AT avEZEI SHIIC. Upgrade and Downgrading the Cisco APIC and

o Switch Software (Cisco APIC Installation, Upgrade, and Downgrade Guide)
TE &4 TV BCisco APIC T > 72 L— Rt X0y K772, REIE,
BLUHIREEZHEREL TS,

[f 2 b—ND#fEET (Ready to Install) ] BIE T, [F£M3%E (Advanced Settings) ] X =2
—ZHAVTEMDA TV 3V ERRTEET,

o [E#:F = v 7 2 %4 (Ignore Compatibility Check) 1: 7 #/LNTlE. TODATVaviE

[WVvZ (No) ] ICERESh,. BEMEF v IABWICB>TWET, Y AT ADREERITHDIN
—JaUhBSEESNEHFLWN=Ua yAD7y 7L —RNADBBR—bZhTWEHLESH
HERINZET,
(Bt F v 7 %] (Ignore Compatibility Check)] 7 4 —JL KT [IZL) (Yes)] T U T EaMF
TV VBT EMICLIGE. YVATATHR—FEINTVWERWZ Y T L—RHBEITESNBZUR
IhHD., VATADFATERIIREICKRZA[EELH D ET,

o[Zv—x7N FxvZ (Graceful Check) ]: T 7A#IBMTIE, COATIaviz [LWWhZ

(No) I ICBEShTWEY, Py 7Y L—K 7O0€CRTOT7 Yy 7T L—RETHICIE., EDR
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/apic-installation-upgrade-downgrade/Cisco-APIC-Installation-Upgrade-Downgrade-Guide/m_upgrading_and_downgrading_the_apic_controller_and_switch_software.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/apic-installation-upgrade-downgrade/Cisco-APIC-Installation-Upgrade-Downgrade-Guide/m_upgrading_and_downgrading_the_apic_controller_and_switch_software.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/apic-installation-upgrade-downgrade/Cisco-APIC-Installation-Upgrade-Downgrade-Guide/m_upgrading_and_downgrading_the_apic_controller_and_switch_software.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/apic-installation-upgrade-downgrade/Cisco-APIC-Installation-Upgrade-Downgrade-Guide/m_upgrading_and_downgrading_the_apic_controller_and_switch_software.html

1Y FHLTL—RTIILEA/MOIL (GIR) E—RICEShEtEA.

CDATVavEENICTRE, PFYTIL—RORTHIC/—KREJL—Z7ILIC (GIRZER
LT) 98 BBENTE, PyTITL—RICELB N T4 v IBEIBILLET,

o [E17F—F (Run Mode) ]: T7 A NTIE. COATYavid [KKEFICHTT (Continue on
Failure) ] ICRRESNTHED., /—RDT7YTIL—RKHIKKTDE. RO/ —RICEHET,
fold, TOATY 3 va [KREEFIC—BZ1E (Pause on Failure)ICERET 5 E. WTFhhD/—R
DT7YTTL—RPKRBUIGEICT7y 7L —K 7OCRXA%ZELTEXT,

8. [k (Failed) ] &=V &nlc/—RZ2T7 v 77 L—RKISHEIBRLET,

TZYTIL—RRYI—IC, 77—ADxz7DF o vO—RICEKKUEZ 1 D2BED/—RKHBEENT
WBBHR. 7y7JL—RzHITTEEEA. [KH (Failed) [RAF—7 RICH—VILZEHLES L.
SR E KMOERIARRINE T,

TYTITL—RKh5E/—RZ2BIBRTBICIE. [ R = D¥EHZT (Ready to Install) | BED [T
v 77— FOFMZIESE (Edit Update Details) ] 0V > o%z20 )y LET,
BEHEICERD XY,

9. [F A +— (Install) ] 20Uy o LTFPy7IL—RZRAIKLET,

7y 7JL—K 7OEXHIC NDO 57 77Uy IANDEGRI I RDONhZE. GUI (ITIF. BNk
R0, 779 L—RORHFOBRMRAT—9 ANKRSINET, BERL’IBELIINDE, 7y
TJL—RDRAT—FADNEHFHINITT., EELSEDhIE A4y RAVOAELICHD [BH
(Refresh) | Ry v%&2 Uy I 3TBE, FENTEHRTEET,

VR : 2024 £33 B 1 8
SISEHA 2024 F£7 B 26 H

KEAA

Cisco Systems, Inc.

170 West Tasman Drive
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USA
http://www.cisco.com
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Fax : 408 527-0883
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	ポッド プロファイルとポリシー グループ
	[ファブリック（Fabric）] > [ファブリック ポリシー（Fabric Policies）] > [ポッド（Pods）] > [プロファイル（Profiles）] > [ポッド プロファイルのデフォルト（Pod Profile default）] に移動します。
	a. [ファブリック（Fabric）] > [ファブリック ポリシー（Fabric Policies）] > [ポッド（Pods）] > [プロファイル（Profiles）] > [ポッド プロファイルのデフォルト（Pod Profile default）] に移動します。

	すべての APIC ファブリックのファブリック アクセス ポリシーの構成
	ファブリック アクセス グローバル ポリシーの設定
	ファブリック アクセス インターフェイス ポリシーの設定

	リモート リーフ スイッチを含むファブリックの構成
	リモート リーフ
	リモート リーフの注意事項と制限事項
	リモート リーフ スイッチのルータブル サブネットの設定
	リモート リーフ スイッチの直接通信の有効化

	Cisco Mini ACI ファブリック
	ファブリックの追加と削除
	Cisco NDO と APIC の相互運用性のサポート
	Cisco ACI ファブリックの追加
	ファブリックの削除
	ファブリック コントローラへの相互起動

	インフラ一般設定
	インフラ設定ダッシュボード
	パーシャル メッシュファブリック間接続
	パーシャル メッシュ接続のガイドライン

	インフラの設定: 一般設定
	b. [+オンプレミス IPsec デバイスを追加（+Add On-Premises IPsec Device）] をクリックします。


	Cisco APIC ファブリックのインフラの構成
	ファブリック接続性情報の更新
	インフラの構成: オンプレミス ファブリックの設定
	▪ サブネットをアドバタイズ(advertise-subnet)
	▪ BFD
	▪ MTUを無視(mtu-ignore)
	▪ パッシブパーティシペーション(passive-participation)

	インフラの設定: ポッドの設定
	インフラの設定: スパイン スイッチ

	Cisco Cloud Network Controller ファブリックのインフラの構成
	クラウド ファブリック接続性情報の更新
	インフラの構成: クラウド ファブリックの設定
	Cloud Network Controller ファブリックのダウンタイムからの回復

	ACI ファブリック向けのインフラ構成の展開
	インフラ設定の展開
	オンプレミスとクラウド ファブリック間の接続の有効化
	crypto ikev2 proposal ikev2-proposal-default encryption aes-cbc-256 aes-cbc-192 aes-cbc-128 integrity sha512 sha384 sha256 sha1
	group 24 21 20 19 16 15 14 2
	exit
	crypto ikev2 policy ikev2-policy-default proposal ikev2-proposal-default
	exit
	crypto ikev2 keyring key-ikev2-infra:overlay-1- <first-csr-tunnel-id>  peer peer-ikev2-keyring
	address  <first-csr-ip-address>
	pre-shared-key  <first-csr-preshared-key>  exit
	exit
	crypto ikev2 profile ikev2-infra:overlay-1- <first-csr-tunnel-id>   match address local interface <onprem-device-interface>
	match identity remote address  <first-csr-ip-address> 255.255.255.255
	identity local address  <onprem-device-ip-address>  authentication remote pre-share
	authentication local pre-share
	keyring local key-ikev2-infra:overlay-1- <first-csr-tunnel-id>  lifetime 3600
	dpd 10 5 on-demand exit
	crypto ipsec transform-set infra:overlay-1- <first-csr-tunnel-id> esp-gcm 256 mode tunnel
	exit
	crypto ipsec profile infra:overlay-1- <first-csr-tunnel-id>  set pfs group14
	set ikev2-profile ikev2-infra:overlay-1- <first-csr-tunnel-id>  set transform-set infra:overlay-1- <first-csr-tunnel-id>
	exit
	crypto ipsec transform-set infra:overlay-1-2001 esp-gcm 256 mode tunnel
	exit
	crypto ipsec profile infra:overlay-1-2001 set pfs group14
	set ikev2-profile ikev2-infra:overlay-1-2001 set transform-set infra:overlay-1-2001
	exit
	! これらのトンネルインターフェイスは、オンプレミスデバイスとクラウドルータ間のポイントツーポイント接続を確立します
	! トンネルの宛先は、アンダーレイ接続のタイプによって異なります。
	! 1）アンダーレイがインターネット経由の場合、トンネルの接続先はクラウド ルータ インターフェイスのパブリック IP です。
	! 2）アンダーレイがプライベート経由の場合、トンネルの接続先はクラウド ルータ インターフェイスのプライベート IP です。
	AWS 上の DX やAWS 上の ER などの接続
	interface tunnel 2001
	ip address 5.5.1.26 255.255.255.252
	ip virtual-reassembly
	! GigabitEthernet1を適切なインターフェイス トンネルの送信元 GigabitEthernet1 に変更してください
	tunnel destination 52.12.232.0 tunnel mode ipsec ipv4
	tunnel protection ipsec profile infra:overlay-1-2001 ip mtu 1400
	ip tcp adjust-mss 1400
	! Please update process ID according with your configuration ip ospf 1 area 0.0.0.1
	no shut exit


	ファブリックのアップグレード
	概要
	注意事項と制約事項
	コントローラとスイッチ ノードのファームウェアをファブリックにダウンロードする
	コントローラのアップグレード
	ノードのアップグレード
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