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AV TFIAT R

[z 7547 X (Compliance) ]IC&D. 1—H—F—EDIL—ILEEEL T, BESLVEROEE
FrF1—v—0FEEZEATEET,

[ (Manage) ]>[/v—/ (Rules) ]>[2v 7547 A L—/,L (Compliance Rules) ]> [
FA T A2 V—VDOVERL (Create Compliance Rule) ] DJBICEIRULE T,

IW=IERR—VICT ORI BRDOAEIE. GFANT O av o347 2T [aAVT
o 47V RIL—ILDIER (Create Compliance Rule) | R¥>VZ0 Uy 3%2&ETT,
ChICED, IL—ILDERICHEEILE T,

IW—ILDIREEIZ, 1ERRICEETEEXY, JL—ILH [B% (Enabled) | KEEDIFS. REIDEREFICZD
W= Z2FERALTIAVYTIA4T7 VR LIR—rDBERSNET, IL—ILH [#ER (Disabled) | HREEDISE.
ZDIL—IILIFERShEEA.

[#5k (Configure) 1> [/v—/v (Rules) ] DJEICEIRL. T—7ILD [JL—ILDIREE (Rule State) ] FlH
SHEDIN—INEZBMNEFEMLICLET. TO [7U 23> (Actions) | XAZa2—20Uv L. [#
#£ (Edit) 122Uy oLT[ar5A4T7 02 v—1DfE&LE (Edit Compliance Rule) |1 2= %9,

[{R#E (State) ] 71 —JLRT. KBE%E [H%) (Enabled) ] ICZEEL. [{#7F (Save) 1 22 Uv o LET,

AVTPITATVADEALT

)

AVTSAT7VRITIE, BEIAVTSATVAEBRIAV T SATVAD2EELFHDET., RE
HTEBIRTBE, RAN TS59FT A REEVXRRABGEEZMICITEBREAEMICLTGERATEEY,

[{#f§ (Communication) ] Zi&RI 5L, EVXRABLURFEBNE /T RYNT—0 ATk
BOBEX/IINBNTREICLDET, AV I FATZYRAEEN—IEERTSICIE. TOVvT547 Y
2 BEIL—ILDOER] 22BLTL S,

- BEIVTITAT VAR, ROAVT AT VR I—IL 54 TTEBEINET,

o F—ER L~LEHK (SLA) 2V FIFAT VR MIOIYT 4T« EBETHINENHDIIVT
ATADIL—IVERETEZEYT, AVT A7V AEZFERALT. /EAV T4 7V RI)IL—)
ERETEET,

o[FF 74 v IHIB= 7T 4T % (Traffic Restriction Compliance) ]1: A 7Y 7 NEDE
FEo7ORJILER—MNCETZHIREIBETEZET,

o[¥7AvTF—varv ar7FF(4 7% (Segmentation Compliance) ] : i TV F 4 T4 &
ELTRVWEIBRV—EDIVTATADRABICT 7A 7V A—ILTHRENCIY 7 EEULTEET,

- o> 75 A 7% (Configuration Compliance) ] Z{ERT % &, EFE LH#ERICKT L THEED
VISATPVRAFIVIBERTTEET,

BROAVTSAT7VRIE. S5ICRDA4DD9A TICHETEET,

o [AFvFvay bEEaVTSTFAT A (Snapshot Settings Compliance) ]: Zhid. #E1
VITTAT VR FrvIDFEUTWETS, RFv T3y bLBIRLEYS., COAEEME
BA3%&E. A7y 73y bEEZBFHTEZEEIC, ATV NOBEDEBUIEEINLBVLS
ICTEET., RFy7oay bEaBERUAAVYTZAT7VR IL—ILEERTBICE. T2+
vaybhzEERLEOVYTSA47 2 IL—IL OER] Z2BLTSIEEL,

o [FBEh#EBK (Manual Configuration) ]:BD. VRF, EPG, OV K~V bk, Y7z U b, LU



TAINIBEBFBEDAT IV MIINZBRTELT, IXNTOATI I MIA THYR—b
ENTLWSbIITEHDEEA, FEERTIAVTZA4T7 VR IL—ILEERT BICIE. TFEIE
BTAVT 5472 I —=IL%EEMT 5] 28BLTLLEZL,

o [Fv7FL—hF "= avFF47 X (Template based Compliance) ]: 7> 7L —k~X—
ADAVTZA 7V RA%FERT2E. FROBHICEOVWTAT Y7 ME2FRITEIRL, o3
VT AT VAT RV DBRERICHR— P EINBVS XTI ERYAITO—REEZRHETEET,
TYTL—MR=ZRDAVT ATV RA%Z2ERTBICIE. [TV T L—rRX=202AVT 547V
ADER] ZZRBL TS,

TYVTL—MR=ZRDAVT AT VRICED., TVTL—bZF/REL. JTVDHATZEEL T,

BUMCB-OTVWBREEZIREDERSFZERAT A7V beEZBEIRTEZEI, TV 7L—NIT

VERBZEHAT S L. BRERRRBAT Yz b 2BERL., AV T4 7V RICEATEBMEZEERT

EEX R

MOy T7OAVT 4T XBHED ) ') —XTIE, JSON/XML 77 ()L 27y 7O—RTEXY., 77
TIHDOBHRINTZDOITE-RLEY., £, BRIO—RICEDVWTHEDAT I/ b 2D
MERL., ZNE5DATI I b THR—FSNEEREMDRETEET. ChiZLD, BES N
FA=IANDAVTFAT VR EF YV F2RENC—BIBREXCBIEROATI I hZRETE
9.

+

- RO FS5A4 T ADA R —F (Import Configuration Compliance) ]: #§E U /#8mIC Xt
ULTAVYR—PMEBRZERITTEZT., BR77MILERERFYy T3y M2iEET S L. Cisco
Nexus Dashboard Insights H#GERIICF v U 9578, Cisco APIC TEERIN-ATI V&
BRTRERLEHEDOEEZHAITEET. BHENEEUVLRELCERDES. BRIRELET. BER
cElc, ERDERODEENTRINET, 512, ERTREBLWTFYMDIRTOAT IV b
ICHTZ2ITXRTCODERHZECH—DEENRELET., A VR—MNERIAV T4 T7 VA %ERT S
IZiE., T YR—=FEROIVYT o472 ZDEM] Z2RBUTL IS,

AT ITAT v ADH]

FUTL—MR=Z2QAVTSA TV ADH

o M. TY7L—MR=ROBEAVTZAT7VADEITY, ZOFITIE. £4BiIH Ctret_(1-3)
THREZDIARTODAVINZVMZERLET., TN S, scope Z—REBXT., Chid
context THHINEHLNHD XTI, £4RiN any (71 JLKAH—K) T, nameAlias H»* ABC TH 3D
ENAHZIAVESY MRIBZBIRLUE T, status MUST_EXIST (3. BETZINTOHR/ —RIC
DWT, D EDH 1 DD obj_type HEFEET VBN HDZIEZEHRLET., BIRNMEEINT
WBIEEIE. ZORBFICHESDENHDET,



{
"vzBrCP" :

{

" attributes" :

{
"STATUS": "MUST_EXIST",

"SELECT(name)": "REGEX(Ctrct_[1-3])",
"MATCH(scope)": "EXACT(context)"
2

" children" :
[

{
"vzSubj" :



" attributes" :

{
"SELECT(name)": " REGEX(.*)",
"nameAlias" : " ABC"

I
" children":
[
{
" vzRsSubjFiltAtt" :
{
" attributes” :
{
" SELECT(tnVzFilterName)" : "ENDS_WITH(3_1_1)",
"MATCH(action)" : " deny"
}
}
}
]
}
}
]
}

o BDICIFIPVA TRy hE, BEDTF Y MIBERMIT SN L3Out AHHFEITH., Thidk. X
DFV7TL—hTEMETEET,

"fvTenant" :

{

" attributes" :

{
"SELECT(dn)" : " OR(uni/tn-mgmt,uni/tn-tcam_comp_aepg_aepg,uni/tn-

Corp102)"
13
" children" :
[
{
"fvBD":
{
" attributes" :
{
"SELECT(name)": " REGEX(.*)"
3

" children" :



" fvSubnet" :

{

" attributes" :

{
" SELECT(ip)" : " REGEX(*"[A-Fa-f0-9J{1,4)\\:*)",
"ctrl": "nd",

"ipDPLearning" : " enabled",

"scope": " public"

}
}
"fvRsBDToOut" :
{
" attributes" :
{
"STATUS": "MUST_EXIST",
"MATCH(tnL3extOutName)" : " REGEX(L30Out_W02_[A-Za-z0-9])"
}
}
" fvRsCtx" :
{
" attributes" :
{
"MATCH(tnFvCtxName)" : " REGEX(VRF_WO02_[A-Za-z]*)",
"STATUS": "MUST_NOT_EXIST"
}
}
"fvRsBDToNdP" :
{
" attributes" :
{
"STATUS": "MUST_EXIST"
}



o EPG IC VMM R XA YA IhTWTIRBEDEEA, Thid. XOFYTL—NTETEZET,

"fvTenant":
{
" attributes" :
{
"SELECT(dn)": " STARTS_WITH(uni/tn-NAE_contract)"
12

" children" :

[

"fvAp" :
{
" attributes":
{
"SELECT(name)": " REGEX(.*)"
13

" children" :

[

"fvAEPG" :
{

" attributes" :

{
"floodOnEncap" : " disabled"

" hasMcastSource": "no",

"MATCH(name)" : " REGEX(*"EPG_WO02_[A-Za-z0-9_-]*)",
" pcEnfPref" : " unenforced",

" prefGrMemb" : " include",

"MATCH(prio)" : " REGEX(*level[0-9])",

"shutdown": " no

L

" children" :

[

"fvRsDomAtt" :
{

" attributes" :

{



"instrimedcy" : " lazy",

"reslmedcy" : " pre-provision"

"STATUS": "MUST_NOT_EXIST"
3

" children":

[

"fvAEPgLagPolAtt" :
{

" attributes" :

{

" annotation" :

15

" children" :

[

" fvRsVmmVSwitchEnhancedLagPol" :
{

" attributes" :

{
"MATCH(tDn)" :
"ENDS_WITH(LACP_SDN)"

s FYTL—=MR=R0AVTZ4 TV ADEMNH]

o XD #5)HTld. ABCXYZ WS EREID BD HH2HEE. fvBD OFADFATI o~ TV
TL—h ZZRY N> TEIREINET, 2 DOELBBZBIREAT IV NOWRITZRESE
ZAlgEEL DD, ALAT IV MEHEICHULTEEZHRHEFI G EFTER .,



CNIFERTY., LIA>T, [#47 (type) |3 [EF (regular) ] £/clF [fc] DLVIThHTT,

{

"fvTenant":
{
" attributes" :
{
"SELECT(name)" : " EXACT(tenantABC)"
1
" children" :
[
{
"fvBD" :
{
" attributes" :
{
"MATCH(type)" : "EXACT(regular)",
"SELECT(name)": " REGEX(.*ABC.*)"
}
}

{
"fvBD" :

{

" attributes" :

{
"MATCH(type)" : " EXACT(fc)",
" SELECT(name)" : " REGEX(.*XYZ.*)"

aV I T VR J—)b

AVT A7 VR IIN=IE, AV TSAT7VAEBREIAVTSA TV R EmI-ITAlEEDH D EE%E
ST 5E0ICERENET, AV TSA47VR IL=ILEEKRLES, AV TS547VR LIR—bEE
BULT, BETSERXY NT—IHQEDEEIL—ILICEELTVWSH ZHERTEET,

[## (Manage) ] >[/v—/v (Rules) ]1>[av 7547 X j—/ (Compliance Rules) ] DJEICZ Y
YIULET, TZIEF ERESNAEIXRTDIL—ILA—EBRRENFET, [AV T4 7V L=
(Compliance Rules) ] R—I Tl EBES NI XRTDIL—IL%Z 1 hITRRTEZXT,

D R - ¥ T . X O 8 % = £ T T B X 9 .,

11



- [LIRSVEERLUTOL—ILZRETFHEIRY

- FIv IR IREV VI LTERBDIL—ILEZBEIRL, TEHTHIBR/REET S

[z FF4 TR —LDIERL (Create Compliance Rule) ] R7 Uh 5L WIL—ILEERLE T,
- ROBMICL2BRBEZFERALTUIL—ILETAILTIVITULET,

o RISEEHK

- —IILDBEZRTRIBDATA KAV ERTRIBICE. L—-ILEes )y LET. ROEHRERRL
ia-o

o [£#& (General) ]1: JL—ILDFREA. 777V v, SLUIRE
o [BE

FXE (Settings) ]: IL—IL A4 7. IL—=IDERICEREINZA TV . BLUVERENS
BRIV TZA4T7VRIL—I,

- [727 v =3y (Actions) ] Tl IL—IL&HRE. HIFR. EYLTEET,

LTSI T VAR —)VORER
KOFIS, AVTSATYRIL—=ILOFlE, ZNOSIERT 242 TUET,

AVTSATYADIL—)L
ZHIH "a" THED. "2' THEDBZFTF VD
EPG iEENEKT.,

ZHEIA "a" THED., TFY A "xyz" TVRF A
VA VRZIZ"C" HNEEFNDVRFAVYRAI VR
CHH2TFYMDEPGHAEENET,

"d" EELLDERL, "a" THEBTFVERDOT
ICHBDINTDEPGAESENET,

DN A% uni/tn-rrr/ctx-sss @ VRF 4 VA& > R
HH B EPG %#[R<. "a" TWHBFEFZTFVRKDOT
ICHBITRTDEPGHEENET,

T T VARG

LW—ILAZEESnIHE.
SNIcT—I DR EBFRITTEET.
SNEIL—ILDTICRRENET.

12

FKEMEREShE L

MADEEZRICT "abz" BEDT TV FAD EPG
. TEEFEENTT,

5] : DN uni/tn-xyz/ctx-abcde @ VRF 1 > X%
AlCHBTF Uk Tabcl OTD EPG AEIREh
TW3IEE., 7FYNEVRF A YRSV ZADWA
DEEN—HT B EaERLZEI, DN uni/tn-

xyz1/ctx-abcde 23D VRF 1 YAV RICH DT
FY bk "abc" MEPG X, VRFf YAV ADTF
VIR URBRWHRBIRENWIEA,

T+ "abc" OTDEPG [FBIRESNTLWEE
ho TF VK "abcd" OTDEPG [FEREhTNE
A,

VRF A VRV ADTFHY MH—ET S7=6. DN H'
uni/tn-rrr/ctx-sss D VRF 1 Y AZ V AICHh BTV
k "abc" OTD EPG MEIRENFET,

FLEEFULWIL—LUIEMES nBEE. NF—DARRShEIT. T
IEEEFH] FclE TR 7713 . SoEEE X 7o I3EN



[727 v ay (Actions) | Ry VEFERATZE. HMAEBRTTEET,

[BZE (Summary) ] [CIE. EROE. EEAV VIO EMIL—IL. ERICEKZDERE. BLUIL—IL ¥
1 7RDERNIERREINET., [EXICELSEAIIL—IL (Top rules by Violation) ] dWghhdDIL—IL%&
Yy UTEHEEZERTL. [BRASDEEDE (Number of anomalies from Violation) ] D DA >
N2 UY I LTEEDYRANZRRTEZT,

[EX26DEY (Anomalies from Violations) ] (CIE. {ERiEh/zIL—ILICE>TRUHSNAEIART
DEEHN—EBERRINZXT, [VIL—T1 (Grouped) | Ea—TI—=ILZO Vv ITBE FDTIL—T
ICHEINIEEDY AMDRREINET, [JIL—T#R (Ungrouped) ] Ea—TIL—=ILEZ U YT T
& AVT AT VR I=IOFEFEAR—=JICVFA LI ENET, ChiE. IXRTOT777Uvy oD
IJIN—7 Ea—FHEBED 777V IDE2DE1—ICRRTEET., T—7ILICIE. BEDVES
T4. BEZNVALEIIL-ILDY AT, BRERHE. BLUPRT—F ADRRINET,

W=z )y 9B E, IL—ILOBEERIRASA RAVYHIARRESNET (BES. COBREZFIAY
LT-ER., & BLEFE)

MEZFRALT, 77V —Y3y 7O774I)%. BD &, AF73YV, AVTIATFYRA ATII b
B, AVTIATPIYR ATV 747, AV MZ U bA, EPG R, 74 )L57 4. L2 Out 4. L3 Out
B, LRI =&, YTz 0ME TFHY M, VRF ARBREDEBHETTI IS LET, mEFZ (O
Vid, T—TINDHNEHAYIA XS BHDICFEREINET,

[2o 7547 &2 V—/ (Compliance Rules) | 7—7JLICIE, BRI hIIL—ILEERLEEIL—ILD
BED, BIL—IL Y4 T7DOHELDBICRRTEINET, 7—7IICIE. BEDLR—MNDERICERSI W
IARTDIL=ILDB—EBRRINET., T—7ILICIE. BRI —ILFLEEEIL-ILHLESH. BLUZIL
—ILDERICLDEEZEDHNREINET,

BMEZFRALT. &Hl. L= 547, BRARAT—Y R, RIEEHBREDEETTIAILIUELXT,
[227F4T7 2 V—DERL (Create Compliance Rule) 1 RZ>VZ0 Uy o93E, IL—ILERNR
_:/‘:*gij]bia-o

aVTSIAT VADRY

U TAYT5A47 VR IL—IL%ZIEET S L. Cisco Nexus Dashboard Insights [F#&ED R F v T3y
NT., AV 7547V Z JL—=ILH Cisco APIC TR ENRY O—ICL>THEESh TSN ESHh %
ZHERLET,

RETZEFORIE. RFvT7yay MCEERI SN —LOBICEI>TEESNET., LEXE
TPYaTIVARAIN=THN 15 RSEICRFTYTYay hTAVT ATV ANMERITL. RF VTV
Y MI2DODIL—ILHBEERITSNTNSIBEE, 2 DDEENIRELIET.

AV TFITAT U AOEEREER X UHIREE
2T T ADEEREE

1 2DQAVTZAT VR IN=INEEBBOT7 77V I ICEEMITZIENTEZXT,

s JF7TIYICEICRKIODTZITATEEIVTZAT7 VA I—ILE 600 D77 574 7RIV
T2AT7VRA W= EZRETZELET, COFIRZEBZRZE. [20F 747 A0EHE (Manage
Compliance) ] TV 7 ICEHEZEMTEZE A,

-1 DEEREROT7 77V IICHLTAV I SIA T VR I3 THETHROBE. ThosnT7 77V
v g @D N T 2 F ¥ v &E BB LB W E ® 2L X T .

13



- 777Uy URKMNEIWDODTHLEETEEY,
=L DEHEIETZ7 77V 2ET—ETY,
AV TSA T VAL KD Cisco APIC U ) —ZRTHR—RMEShTWET,

3.2(x) UU—2X
4.0(x) YU—2X
4.1(x) Y)—2
4.2(x) VU—2R
5.0(x) U

o o o o o o
o
_\
—_~
X

[e]

5.2(x) U A
o 53(x)UU—

)

)

)

) UU—2
)Yy—

)

6.0(x) UU—2

[e]

AT TAT A N—IVEERT HT-ODEETH
AT AT VR IN=IEERTREESIC, AVT ATV RAERDEEICRRESND DAY AfRA

ZEMTEEY,

S AVTSIATVRIN=NWET 7TV YT LRILTEREhE T,
s AVTSATIVRI=IIE AT SAVEREAYTAIyOWNTAD T,

A VR— MER A T ITAT VARCETEHA RIA ¥
- HILWBHA TV 1Y hOBMEFTS 5ICE. CORY I REAVICLES, Thid, 7y 70—

RENTBHRT7 7AILICKELTWRHFHLWAT I I S EICEBREZRESEET,

AV TFIGAT VAR L— LD DEEEIE

- ZENE 3XFHEICLTLSZEEW

- BRIICHHXFZEaH 5 LI TEXEA

- ZRIE—BETHZIVEINHDET,

- 22D —ILICEU AR Z[M TR EFTEE A

T — hR—Z2D AT 5 AT v AT BRI S D HEEME DR
- TFYTL—bFIL=ILOEIE. BEOIEERA T I U b DHEREAH' 150,000 @D APIC DiF&EIE 5 T,

- TY7L—hZ&IC. FHLTI15000BDOATS I b EERLETY.
- TYTL—hBIEDDTFYRRIE 30 TFHYMT, TFHYMTEICTFT 500 BOATI U hEE

RUET,

s IRTCDTYT L= TBIREINIAT I 27 b OFRED 515,000 KiimThHD. APIC ADEBR DI

B 150,000 A 7T T MRMDIFEE. 5 DULEDTYTL—hZERTELT (L—ILDLRIEFE
it30TY) .

- 777V I CERRKIODTZIVT47BEIVT AT VA I—ILE 600 DT I T4 7EBKIAY
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FUF L — R hR—2Da L TFGA TV AOREEIR

- TV7L—bMICIE APIC 77/ THERASNSBELRUEENMERS N, A7V B &
LUFHHDET,

- 7y 7O—RTEBTVITL—F 774D HAX(E. EHEZEHTHERAKX 15 MB TY, Pretty JSON
T77A4NICIR, AVFYRNEYR—MTBLEHOZEALHDET, 77114 X2NSLTBHE.
EHZHIFRLTHS 7 7MILZEZ7y 7O—-RULTLEEL,

- FYTL—RTIR, AVTSAT7YANBEHICERE NS5, attributes DEZEIFNEATT,

- TV 7L —bMTIE, children OEZEIFEETYT., YT YUIC children AEZEINTWBIHE. BIRAR
EBRLIAT I 27 MOEBEOD children [CERASNET,

- TYTL—bTR FEIICEIC 1 @{EFRCAT IV NIATZ2EHBIENTEET. 257
2&T. BROEREZFIERIITAVTI ATV RIN—IDBREICODBLZEGIMER SN B AHE
MzEBETEEI,

- I/E. JSSON 7 7 A IDHR—bShTWET, XML 7 7 ILIFHR—FkZhTWEEA.

- 7y 7O—RTEBTYTIL—RI774ILDY A XIFRAKI15MB TS, Z71ILY A XH 5 MB =i
2556, RRAEERIERTEEEA, 77144 ZXH 5 MB 22358, 77/4I)L&245 00O
—RUTHBZXRRTEET,

2T TAT AT ORIREE

- ATIAVAICERTZESTLANIEHD TR A

s [2vFFA4 T A —/v (Compliance Rules) | 7—7 /L& [ER»HDEE (Anomalies from
Violations) ] 7—7J)LIE. YU —X 6.4(1) K DEICEREINILIR—NTREATEIEEA. T—7
IWERTRTBICIE. MMEBERITIDVENHDET,

- AVTZAT7 VA LIR—MI2BECEICERSNET.

IS5 T AR BENL—NVDOVER

1. L= ORFEFRAZANLET, IL—ILZBRICTEHNENLICTEHZEIRTEET,

2. W= e@BRTZ777 VvV ZBRLET. 1D, B B IXNTOTI 7TV v I ZBERTEX
3-0

3.[Av 7547V R IL—IL %47 (Compliance Rule Type) ] 7 1+ —JLRT. [&(E
(Communication) ] Z&RL %7,

4. [E¥# (Criteria) 1 ® [[@fE% 1 7 (Communication Type) 1 71 —J/LRT. BYIREEY A T%E
IRUET, [E@E (Must Talk To) ]. [BEERT (Must Not Talk To) ]. [BEfE® (May Talk To) ]
BREDATavhrepbxd, BEFYA 7L, 2 DOERZ ATV JI—THTEREAINETD,

5.[#7 V=27 b #4147 (Object Type) 1 74 —ILRE[FTF 742 L Z (Traffic Selector) ]
IYFT, BYIBATIIIOMENS 749 oL EBIRLET,

6. MADTI—TICEYBREEZBIRUET, EFEOATITIN Y4 TERRIT2—REEAT I
Jh%EELIMNULET, EHRAIGEBRAT VIO 9478, SEIEFR—HEEAT IV MNDOER
FECDOWTIE, T —XEE | 28BLTEIL,

7. [E#DENM (Add Criteria) | TU 7 TEEEZEZLLS, [BRLEAT V=27 boER (View
Selected Objects) ] U220y o LT, BIRUEAT Iz DBV THZ I EZEELET,
BEYITENTTav T LYY IL—IIOERICEDE, ERELEOAVTSA4T7 VR IL=ILHEK
RENET, BEFVATENT 74wy LLIYOFEMICOVWTIE, T BEIAVTSAT7VR] &5
ii=} L T < 1z = (A 0
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8. 777V UICBULIEAT YV BE I 74vVFIREZEELLES. IL—ILEROBESE
#RRL., V=D (SaveRule) 127w o LT, BlERETLEY,

9. IL—ILHRESI NS L. RAMNEIBEIARREINET, COR=IHNS, [2TFFAT VR Ba—
DR (View Compliance rules) 1. [2> 754 7 ZADFE R (View Compliance) 1. F7z(3 [3I
DayFI3A47 A NV—)LDVYERL (Create another Compliancerule) ] Z#RTZX 7,

o AER—ZADT 74 v IRELERR/ARET 5ICIE. [FM (Direction) ] &REFN 6
HERELET.

AF v T ay NBRTCaVvFI54 TR L—LOVER

1. [2v 54 TR )V— #47 (Compliance Rule Type) 1 T. [## (Configuration) ] Zi&#RL
ia-o

. [EA#EER DO E (Base Configuration Settings) 1 74 —JILR T, [RTF v a vy FORE
(Snapshot Settings) ] ZZIRL £ 9.

AR F Ay ay PO (Time of Snapshot) 1 74 —J)LRT, BROZXF+ v 73y NEEZIERL.
L&A (Apply) 120Uy ULET,

[FHLwwL—/L (NewRule) | T. [f£7F (Save) 124U v%Z L%, Cisco Nexus Dashboard

Insights B F = v I DE{TZRAIBLET,

AFyToaybhESFOoyO—-RT5ICIE. [RE (Settings) ] D [# V> r—F (Download) ] UV
Va7V v I ULET,

AVR— I MERaLV TS FAT v ADVERR

1. [2v 75947 &2 NV—)v ZA7 (Compliance Rule Type) ] T. [#m (Configuration) ] &R L
ij-o

2. [BEAER DR E (Base Configuration Settings) ] 7 4 —JIL KT, [4f ' F— & (Import
Configuration) ] ##RU £ 9. JSON/XML 7 7 )L&7 v 7O— R 3358, BRI —ILIZRET
EEtA, TOLOIBIBEE, 7747y 7O—K#%&, [7Z7 a2 (Actions) 1 "SBEILT. 7
FANERRELEFYOYO-—RTEFY,

3. 7y 7O—-RT3BICE. BESNET4—ILRIC7 74 E RSy Y 7Y R ROy 7FLET, [RFE
(Save) 1227 VUvoULEY,

FEBERICL D2 T T4 T VR V— VDR

T L= DBRIEHBEANLET . [B% (Enable) | £7old [H% (Disable) | DREZRIRTE XTI

2. W= e@BRIZ777 VvV ZBRLUET. 1D, B B IXNTOT 7TV v I ZBERTEX
3-0

3. [2vFS5A4T7 &2 —)v A7 (Compliance Rule Type) 1 7 4« —JL R T. [##rk
(Configuration) ] ZZIRLE T,

4. [EAHEROFE (Base Configuration Settings) ] 7 « —/L K T. [F&# (Manual
Configuration) ] ZZRULE T,

5 [A 7Y hDiEIR (Object Selection) ] T, [AF V=2 + 4 7 (Object Type) ] ZiERL.
DEICISUTEEZEBMULEY., [BIRLIEAT IV bDERR (View Selected Objects) ] R v
ZHEALT, BIRUL AT VI MNZRRITZIEDLTEFT, FEOAT IV A4 T7EGRT
52— REBEATIVMZBBRLET, FRAIELBAT IV IN 4 7E, SEITFTHR—BEEAT

N

w

P

o
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JxV MOEEAEICOVWTIEE, T —HEE | Z82BLTLEZIV., BEDEHFICOWVWTIE., TFF)
BRO OV 754721 #8BLTLLIEE0L,

6. FEETEBIRU/-—EEDI—ILE2ZITEMUET, JL—ILDEM (Add Rule) ] 27Uy L.
IL—ILDEY. FHEF. FLTEZERLET,

o LHIELHDTA YT RABEDEHIC (., [FEFIBIC—H (Matches Regular
Expression) | Z&RIT 2 EMA T avyhHbxd,

7. BRI B —ILDBELGERTL. [V—/LDIEFE (SaveRule) 124 Y v & L% 9., Cisco Nexus
Dashboard Insights (3. F8EL/c@@ AV T4 7V RABEHFICEDWTF v I D
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RiTZHIMULET,

8. IL—ILhRESIND L. RAMEMEENRREINET., COXR—=IMS, [aVTFIFAT VA Ea—
DFE~ (View Compliancerules) 1. [ 754 7 2ADFR (View Compliance) 1. F7:z13 [H
DaryFo34 7 A L—)LDOER (Create another Compliancerule) ] 2 BIRTE %7,

VRF |[CBEY % BD D& k. BIMOBEHEHNINETY, EPG BEEMITAY Y N E2NELT
% EPG BBER ITEEIBMEINET., hid.

2LV, EKE EEICTEET, 272U, BD I [EPG BEEFTITEH

(Association Requirement) ] £7z1& [ (Name and Attribute Requirement) ] ®
EBEHNZEBMTBLIICEIRTEZXT, INTOEMRE
BIRT B EETEFRA, FEFERIV T4 721 28BLTLEZN,

TV —MR—=R2Da ST T v ADVERK
1. [EAERDORE (Base Configuration Settings) 1 74 —JILK T, [T 7L —bR—20Da 754
7 % (Template Based Compliance) ] Z#iEiRL £ 9

2. [Ty Fa—FFB577ANVEBREIIRT vy 77 FRa vy (Choose afile or drag and drop
toupload) ] TVU7 T, V7L —M=XO7 70427y 7O0—-—RULZET,

3. 77A4INDT7yTO—RATET LIS, [RRIZ7AAVZ2IVv o LT, Zy7O—KRULEZ7/4ILD
NBZHERTEZT,

4. [fR7F (Save) 120Uy oI LET,

TYTL—h YUY IRDEMICONTIE. 4TI CLIYZBRITZIODT VT L—H]
ZBRULTLLEE N, TYTL—bDATIIM BLIVYZERITZHEICOVWTR, A7V 27k
LIy ZBRT BIcHDTYTL—b] Z22RBULTLLEE,

ATGAT VRGO NI T
[Av 7547 XAAHF (Compliance Analysis) | (. REfTr7 a7V AhERN) AL, AV TS
17 VABREEERLET,

1. [Z0#7 (Analyze) 1> [43#7/~7 (Analysis Hub) ]>[=2> 77 A 7> A (Compliance Analysis) ] I
BEILET,

2. RAYTHTOY AZa—hm5T777 Vv I EBRULEY,
3. LIR—bZaRRIBEAMZERLET,

3T b VI FZEERTDZODT T L— |

FHERZFERAL TERIIL—ILZ2ERT 556, WSOIDREDATI I/~ €L % (BD. EPG.
VRF 3 &) D&Y R—bEhET, 7VT7L—b2ERATRE FREOAT IV hZ2ERL. ZDRE
MIC—REEZERATEZEY,

A7U U ki, Cisco APIC DEEEDEEBMFAT IV MITBHIENTE, ZOEREIATI Y
bOEAIBICEDEET, BIREZEL L THDEREZERT 351, ZOATI 7 bOBMLBELZ
EATEEY., 7 EFRICEDONT, BREEL-HEEDOAT I I ELIFZBRTEXT.

BN, AT —F R, BIO—EEHE
WMBAAVT AT VADBE., AV T 4T VR JIL—ILIE. MATCH IC&>TREN 3 [name] &LV

18



[nameAlias] 7«14 —ILRICHD E T,
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20

- STATUS (3. AT IV MABET BN ESIHIHIDET, TYTL—FADBEDAT I b
DREEZTEHZL X T, STATUS EX(F, XOWThHhDF—T—RE2FHAULTEETZET,

o MUST_EXIST
o MUST_NOT_EXIST

UNRr5 v I ABITY.

{
"vzBrCP":

{
" attributes" :

{
"STATUS": " (<status selected>)",

"SELECT(name)" :" <KEY_WORD>(<value>)"

" MATCH(nameAlias/name)" :" <KEY_WORD>(<value>)"
}

}

}

- SELECT £ & U MATCH E#(3. ROVWIThHIDF—T—RZFERALTEETEEI. MATCH E#

&, AVTSAT7VR = EEETZLHICFERINET., SELECT TlE. A7V bDJIL—
THRBIRTDI-HOEELZTFETE, MATCH TIE, BIRULAEAT Iz MHEOLBLAHSEEE
BEEEETZET, AV TI5C4 7V RIL—ILIE. SELECT E#%FRAL TGEIREh/IATI I MC
BRAINZEY,

o STARTS_WITH

o ENDS_WITH

o EXACT

o OR

o REGEX
SELECT DYV F v T R .
SELECT(<attribute_name>): KEY_WORD(<value>)

MATCH D# 3 :

MATCH(<attribute_name>): KEY_WORD(<value>)

Attribute_name ICld, A7V 9 PODEEDEHEEETCEZET .,

o REGEX(<value> ) - {EIZEEDEHRER T V4 v & X "SELECT(name)":
"REGEX(Ctrct_[1-3])" [CREOSVEBEAHDFT, F—T— ROERRIROFMIC
SWTlE. [FEEBEEOHBE] 28BLT a0,

UNR5 vy RBITY,


https://docs.oracle.com/javase/7/docs/api/java/util/regex/Pattern.html

{
" <object>":
{
" attributes" :
{
" SELECT(dn)" :" <KEY_WORD>(<value>)"
"MATCH(nameAlias/name)" :" <KEY_WORD>(<value>)"
}
}
}

BHIC SELECT NMEESNTUVRWNES. mm & dn (3774 J)L M T SELECT ERIGEINET,

BT, KEY_WORD AEZEEI N TLWERWMEED., T 74/ NDEHEN
EXACT.TH 3V V5 v AFITT, MATCH(AN)E LU MATCH(m)%EHRT 5L, Thold—BEELL
TEEINZET,

B (dn LU rn BS}) [T MATCH Z /-3 SELECT AEES N TULWRWMES. T7 4
JJNTMATCH BB ENhET,

{
"fvAEPg":

{

" attributes" :

{
"SELECT(dn)": " uni/tn-aepg_vzanycons_imd_ctx_pass_7/ap-CTX1_AP1/epg-

CTX1_BD1_AP1_EPG7",
"MATCH(isAttrBasedEPg)" : " EXACT(no)",
"prio": " OR(unspecified, prio1)"

}
}
}

BPRDBITIE. 74 MT Tprio] A MATCH [CHD %9,

[V 7Z4 7> A (Naming Compliance) ] Z# L. BIRULIAT I 7 FH name F/(E
nameAlias [C—X9 %
TS — b4

{
"vzSubj" :

{

" attributes" :

{
" SELECT(dn)" :" EXACT(subj1)",

"MATCH(nameAlias)" :" STARTS_WITH(ABC)"

21



Bt dn (377 4/ N TEIC SELECT t Biiah., thDEMIEEIC MATCH B E N5/, BIRDT
VTL—KMEIXDFEDOLSICHEBILTEET, S5IC. F—T—RKHAERINTVWRWES, T7A4IL b
DOE{EIZ EXACT TT,

{
"vzSubj" :
{
" attributes" :
{
"dn":" subj1" " nameAlias" :" STARTS_WITH(ABC)"
}
}
}

FRDT Y 7L — BN TlE. "vzSubj]" DKL DICEEDAT I U M &FERATE, "dn"
o DR ICEEDEMZFERTEET.

oFVITL—hk VIV IR

LUTIE. KEY_ZWORD »' {} THZNATY7L—brDY Y5y 2FITS, TOFVYTL—MEFERL
T. BEOHRIIA X, BHEDREIR, FRIBBEITOIENTEET,

KEY_WORD DfElZXDLSICED ET,

o STARTS_WITH
o ENDS_WITH

o EXACT

o OR

o REGEX

{
" <MO type>":

{

" attributes" :

{
" SELECT(<attribute>)" : "KEY_WORD(<expression>)",

"MATCH(<attribute>)": " KEY_WORD (<value>)"
2

" children" :

[
{

22



" <MO type>":

{
" attributes" :
{
" SELECT(<attribute>)": " KEY_WORD (<value>)",
" MATCH(<attribute>)": " KEY_WORD (<value>)"
2
" children":
[
{
" <MO type>":
{
" attributes” :
{
" SELECT((<attribute>)": " KEY_WORD (<value>)", " MATCH(<attribute>)":
KEY_WORD (<value>,<value>)"
}
}
}
]
}

- BIEMEA NULL £721E EMPTY OF Y7L —hk
TR, BHES null £1-3ZEDFY 7L—hOFITT,
" REGEX(*.{0}3)"

"EXACT()"
"OR(test, )" <— use space

{
"fvTenant":
{
" attributes" :
{
"MATCH(annotation)" : " OR(orchestrator:msc, )",
"SELECT(name)": "REGEX(aepg_aepg_imd_tnt_pass_[0-9]+)",
}
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ARDTF Y7L —h2FRAULTHRBAVTSIATVADAT IO LYY ZERTDFIBICDOLNTIE.
[TV T L—hR=Z20DAVT 547V ZADIEN] #S8BULTLEEL,

& 7 L ER

APIC 1—H—& LT, BEAFATY Vb (MO) IEF T %=ERL. ERALTNS APIC \—Y 3V
ICED\T, taginst ¥7:(d tagAnnotation ¥ 1 7DFA TV =/ hEERTEET,

L7ch'> T, APIC TER SN JICEDWTAT Iz V h 2 BIRY B1551F. C0tI Y3 v TR
N7V 7L—hMCREW, §TEETRICEDVNTAT I I M LYY ZRETELT,

STz FFtaginst A4 TELTERRT BHITT,

{

" <object>":

{

" attributes" :

{
" MATCH(<attribute_name>)":" <KEY_WORD(<value>)"

L

" children":
[
{

" <taglnst>":

{

" attributes" :

{
" SELECT(<attribute_name>)":" <KEY_WORD(<value>)"

FA4 72 fEFtaginst ¥4 TE L TERRT BHTY,

{

" <object>":

{

" attributes" :

{

24



" MATCH(<attribute_name>)":" <KEY_WORD(<value>)"
L

" children":

[
{

" <tagAnnotation>" :

{

" attributes" :

{
"SELECT(<key or value>)":" <KEY_WORD(<value>)"

A7 ¥ hid. tagAnnotation X7z taginst ZF& U THRDESR APIC A7V MNTY, ATY
T FDEIRIE, taginst DIEE 4. tagAnnotation DIFE (FF—F /- (FfEIC SELECT Z{FERAL T,
taginst £ /- (3 tagAnnotation A 7Y 1V N TEEI XTI,

BIREZEEF, RoWwInhrDdF—T—RTT,

- STARTS_WITH
- ENDS_WITH

- EXACT

- OR

- REGEX

AV 7547V ZAI—=ILiE MATCH ZERALTHA TV VML TEERS L, BEEFEED
KEY_WORD #{FHUTEETEZ XY, taginst £7-(d tagAnnotation [LBIREEDH Z IR T S/-6.
AV 72472 IIL—=ILICIEBRLULEEA.

4 273 IBDs_in_cisco/ T& &7 ~XT?D fVBD % SELECT 757> 7L — fOfz~ 1L F7, BD DFF
/< BD F7=/1app1BD TbH SLZ R H D F T,

{
"fvBD" :

{

" attributes" :

{
"MATCH(name)" :" OR(BD, app1BD)"

b

" children" :
[
{

25



"taglnst”:

{

" attributes" :

{
"SELECT(name)" :" EXACT(BDs_in_cisco)"

TYTL—hEFERALTY T EFRICEODVWTAT YV ML Y 2BRT SFIEICOVWTE. T7v7
L=hR=Z2 AV T 547V ZDER] 28BLTILEI,

[Ty 7L—hR=2 AT 547 ZDIEM] OFIEZFERALTY T EFROATY
Vb ELYVYZEHT 255G, EMOFIEZERITIZHLELNHDET. [REF
(Save) 1 &2 VU v o3 3HE1IC. [HFLWWIL—/ILDER (Create New Rule) ] R—I T,
o [tagAnnotation/taginst (ZESW-F 7 V=7 MBIRZEZNZT 5 (Enable Object
Selection Based on tagAnnotation/taginst) ] 74 —JILKDF v IRy IR &EF Y
ICTBWENHDFET, LT, WThHhDAT I ¥ M tagAnnotation F7=(F

taginst B’H 2HE. 2 DDA T IV FOBEREEICEDVWTEHEMNEREINET,

BEaVTFIFTAT VA
BEFAT

- [E@E (Must Talk To) ] : EESNNS 74 v IFIBRIL—ILOTT, ELI% B ICL>THEIRS
NfcA7IzOMERLYY A PBETIVENHZ ATV MERETEET,

- GBEART (Must NotTalk To) 1: A7 I UM BLIY AICLo TERISHAET T2 P, &
BXAEE L TDONT T 0 2FEIHL T, 7 B2 FB ISk o CERIAES T2
FEBELBVWELSICTZIGEIE. COBHZEIRLET, CORETIE. FF710 v 7HIRIL—IL
EA7avTd,

CDATaveEFRALT. 2 D20EBZYA(TOBEIAVT A7V AZRETEET.

o[NS5 74w oHIEROY 754 7R (Traffic Restriction compliance) |1: L 2% A (Zk > T2E#
REIAEFT T2 PGS, FFZ 70 > 2 HIRA— I 2T SERSAEL AL TDNF T 2
LT, TL 25 B ICLo TERIWEF T2 FEBELULLBWEDSICTRNZ 7497
LI L= EZEBETEEXT. [ COBERFHIREINhTVET,

o[BI AVF—Yay AV T 547X (Segmentation compliance) ]: k27 4v Y L%
IW=ILEFEELRBWIET, BLYY A DT 752 NREDS L DT 7 2 3 HL T
bl oK% B DF 7 s PEBETERVWEIAYT—Yay AVTSAT7VRAEERTEE
I, CDBE. I—F—DEEITSZLZ 714 v 7HIRIL—ILIZHD EFEA,

- [BEW]: M T74vORIRAV T SA TV REZERTEEY, L 24 A IZLo TERIQEST

Pz ME FFT 4 2R — I B LFEDE A T D FT 4 I DHREFE/FL T, T L
FBICL o TERINES 722 P EHIETEET,

Nexus Dashboard Insights 1—#%—& UT. EPGANNZT7 4 v 44T TCPIP #{ERALTEPGB &
BETEDLERIETBICIE. EPGAN TCPIP 2{EAL T EPG B LBIEFIRER N5 7 4 v U HIBRIL—
26



W LET.

27



BEZATENT T4V T BLIZ A—NLDORIREERDAL ST TV AEHEF A
=

BEXAT FIT 4w TRV AL BRTERAT VI b arFITATURE
WEELE WA DR EPG T—EZ L~
ILEHY (SLA)
BEEART WA TR UVEIREY - EPG - [bZT7av T LY
— %7 JL—IL (Traffic
TFvh Selector Rule) ] %=
BIRL %
a8
AVTZ47VR I
—WEbZ 714w
DR

- [FZT74v 0 LY
4 )L—JL (Traffic
Selector Rule) | %
BIRLAL 1%
P
| == RN

[Av7Z547VR 1L

—JL (Compliance

Rule) ] (&,
TIOAYTFT—= 7Y
T9Y,

BEEST INBDIBIREY EPG N7 4y IR

EHPRER N T 747 BV Z L—)L

A—YXRy b ZATF Ia bkargL7
ARP -
FCOE -
IP - INT
- EGP
- EIGRP
- ICMP
- ICMPV6
- IGMP
- IGP
- L2TP
- OJPFIP
- PIM
- TCP
- UDP

28



MAC_SECURITY
MPLS_UNICAST
rUIL
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30

FEHERa L ST TR

BRL7AT V=7 MIUSCTRETE 2 BHEEM:

AT b

EPG

VRF

BREAT I b Bk
BEM I ShicE :

- [BE I N—F A "— (Preferred Group

Member) ]1: BETIL—TAVN—IZ. [ZD
5 (nclude) ] £1=\& [FA¢ (Exclude) ] DL\
T EFELLTHHFELLBLLTHENFVEE
/UO

- [f 77 EPG %43B (Infra EPG Isolation) ] :

41 Y7 5 EPG n@EF. [FEEHA
(Unenforced) ]/[3@H (Enforced) 1 &% L <
THEELLBLTHENFEVFE A,

- [QoS 7 2 (QoS Class) ]: QoS 75 A4,

REE/LNIL 1T/LANIL 2/LARIL 3 ERFEXT
FRAFTEHH TEA.

BEM T ShicE :

-[®H 7Y 7 7 v 2 (Enforcement

Preference) ]1: BRE7U 7 7L Y XIF, [FEHE
FH (Unenforced) ]/[@F (Enforced) ] ICE&TE
TZEXY,

- [R5 M (Enforcement Direction) ] : &FH

ARNE. ANEAEFLWAFLLBLDZR
ETEEY,

- [BF%: 7 v—7 (Preferred Group) ] : B5%J

W—71F. [#E% (Disabled) /[ & %
(Enabled) ] ICERETZXY,

- [BD #/ (BD Enforcement) ] : BD @M.

[EL (Yes) /[LWWZ (No) | ICRRETEE
ER



FTV= b BT DL R
Vv I RAALY (BD) ZORMRRDESLEDTY,

- [BD #4147 (BD Type) ]1:BD # 1 7i&. EE/
FC ICERETE XY, T 7 A/ MEIE. regular
ERIFICRESNTVET,

-[L2 RB = =% % X b (L2 Unknown
Unicast) ] : Chid. [7Zv K (Flood) ] %
fzld [N—F7Dx7 70OF%<Y (Hardware
Proxy) ] EEIUHA. ELLBLWHIDEESMNT
9,

- [L3 RAAVFEFXY AT vT 42 (L3
Unknown Multicast Flooding) ] : Chid.
[Z7Z2vT4>7 (Flood) l&@ELEhlcT7 >
w4 % (Optimized Flood) ]| ICSR¥ETZZ
9,

-[BD ~AFHmET7 T T 47 (BD Multi
Destination Flooding) ] : Thif. BD T[4
7t )L {t (Encapsulaton) /[ kO v 7

(Drop) 1/[Z75v K (Flood) ] ® [75 v K
(Flood) ] ICRRETZX Y,

- [PIM] : [H% (Enabled) 1/[#£%) (Disabled) ]
ERUELIIESKSICERETEET,

- [ARP 735 5 17 (ARP Flooding) 1: [I&
Ly (Yes) I/[LWWZ (No) JICERETZ XY,
[P F—=7%9TFxy MZHIR (Limit IP
Learning to Subnet) ]: [IZL\ (Yes) J/[L Y

Z (No) JICERETZEZY,

[2=F%% X bV —F 4 % (Unicast
Routing) ]: [IFL/ UL VZ (Yes/No) |1 £7=1F
[LWVE (Yes/No) JICERETZZEY,

- [¥7xv bk (Subnets) ]:[9=T (AI) )’z
L (None) N[A72< &b 1 23" (£
) N75A4~_X—k (Private) [['X7V v
(Public) ] IZRETE £,

BD & EPG [% DB DAL

COWREZFERIT S L. BERD EPG ZHDBD EL VY %Z2HEETZEY, BD AV 75347V RIL—IL
ZREISHIET. BD 2FEMIT 5N % EPG DRABZRETE LI,

COAVTZAT7VRIL—ILDERE LT, Bty FAELEEIRTLRNGS, EROBRENRELE
9, BEENEILEINTNSIEES, BHEEIFRELET., BD ELIIDBEARAIN TR WNSEDH,
ERENFEELET,

1[4

dA—H—E, BESIN/ED EPG ' BD [CEEMITONTVWS I L 2RI HICHDEHEZRETEET,
COBEHETHR—MENTUVSEEFIE. At least /At most /Equal to T3, /=& ZIE. BD Ik &
H 5 D0 EPG HEEMITONTVWIMENHIEHINRESNTED. BD ICEERMITSN TS EPG
N5 Xm0~ 4) DFA. EROBREHNRELET., /272U, BDICS5 AU LOERENHDIHEE. 8
HEENRELXT,



—BHLE

BRI TV :
TV=s b AATO—BKEEL LTHEATERL T V=2 b
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FTVx) NEAT

EPG

VRF

aAvheZ7b6

VA VAN

7415

—HREET T FOEE
—BEBEEF T2 N 2L
FFUk

VRF

—BEELF TV b
- TFHVh
- VRF
- BD
- EPG
- 77V r—=ay 7Oa7 74
- L3 Out
- L3 InstP
- L2 HA
- L2 InstP
- TF
T
- VRF

vk
vk

EBRITIE

tn - operator value Object type 2 (VRF E7/-(Z
BD o WZ\Fhh)

a.[VRF] ZBIRUL =158, IL—ILIESSITRDELS
ICEESIN XY, tn - operator value ctx -

operator value

a.[BD] #BIRUL=BE. IL—ILIFES5ITRDELS
ICEESINZET,

tn - operator value bd - operator value

tn - operator value ctx - operator value
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BD
—BEEF TV N FA T
EPG

77Vr—3y 7O774)

tn - operator value bd - operator value
ERF

tn - operator value ap - operator value epg -
operator value

tn - operator value ap - operator value

L3 Out tn - operator value out - operator value

L3 InstP tn - operator value out - operator value instp -
operator value

L2 Out tn - operator value 12out - operator value

L2 InstP tn - operator value 12out - operator value instp -
operator value

aAvhkZU 6 tn - operator value brc - operator value

H4 tn - operator value brc - operator value subj -
operator value

7415 tn - operator value flt - operator value

o operator and value can be set to anything.
NAE DEBOERET
HET B

RDEEFLLRBIFNERD ETEA

ROBEEFL <R

ReEOWENHS (Must Contain)

RegLlEFTEEEA:

RTHREBVENHD X

RTRTTD2RELHDET:

RTHREDBZELEWEFTZHEA:

RTHRDBZEFITEEEA:

34

COFEEFIE, BEShIEOTE—HERLE
ER

COFREFI. BUEZHCBVINTZERLE
3-0

COEEFIF. BESNEEZEELIRTEERLE
EP

COEEFIF. EBESNIEZEETRNVIRTEZR
LET.

COEEFIF. EESNIETHRELZIRNTDER
BUET,

COEEFIF. BESNETRDLDLZINTDOEE
BUET,

COEEFIE. BESNETHESHWNIANRT
DEZELET,

COFEEFIE. BEShETROLOBNIRTD
ExZRLXY,



mEMHELR—
WAL R— Tk

BEMLR—FTIE, YT DN\—RV 7LV INIT7DITA4 7147 I %0\ L. B
BTEEY, Cchid. 7vy7JL—REN—RIVT7DEFH%ZEEIT HDICERIEET, BARELR—F
lF. N\=ROxz 7LV T7 b2 T70BEEICOVWTIFZ7 77Uy o cEICEBR. AT—ILOBEEMEIC
DWTEZ7 77Uy o cEllERBERESNET., LAR—bTIE. VZbhox7, \—=RDz7. Y7L
T 7 EN—RD TP OEIHFEDLE. 77TV IDRT—ILOEEERT—Y A Z2ERITDIENTEE
9,

BEMLAR—NZFAL. BHD EoS $& U EoL @AICKHLTXY MT—ITY TR I 7ELVIN—
Roxz7 AVRVYNUDIREDRAT—9 A %2HER LSEDREELZFALT, BEEMZERELET, AV
R=K 777V IDRT—ILBEERT—YAHEZHITEXYT,

BEEMLR—bZ2ERATEE. ROIENTEXT,

- BR5E48T (EoS) FH/clEHYR—KMET (EoL) A v FERITI SV RV e&/NRICHIZET,

- BEHID EoS LU EoL BRICHUTRY N T—OTY TR Iz 7ELVN—KRI 7 41 R
YENIDBREDRT—Y AERRLT, BEHZEZELXT,

- XY NT—IRDY TR Iz T7ELVCN—R Iz T7DA R N)DFRPLGRBELEFALE
9,
AR —RKR 77T D 2= EEM2ITF—AA 25 F AN .Fd

BEMLAR—NE, BRENE-T777Vv DY 7027, I\N—ROx7, BLURT—IILOBEHERX
T ADHEERRILET,

BEMLAR—MTIEH. \N\—RDz7ELVOY T T7DBE. BERAAYFRIYINT7T7DU)—R
FEEN—KRDT7DTZ Yy 7 A4—A EoL ODRFMFE LY PSIRT DR THICEDE, 3 DOEKEICHE
EhEd, EXEICRRODEDAHDET,

- [EK (Critical) ]: PSIRT #8THF /IR EYR—MEIBEICEELE L.

- [FE (Warning) 1: Y7 ko7 UY—X® EoL BffE/zIF/\—KD 7 UY—Z®D EoS MigE
ICRELXLUL,

- [IEE 4 (Healthy) ]: PSIRT ##T7TH. £/ld H/R—METH. &LV EoL B, £/EVY 7LD
7 UU—ZXHBWNF/N—KIx7 YU—ZD EoS MEFRkFELET S, £HiFV 707 Y
IJ)—ZMDFol. N—RKR -7 1J1]—ZMD FoS MEFXhFHA..

IRFGERTELIVUZA 7L IIETOBNSBICHDIY TN TFAVYTFVRAVY—XDETH., &
U PSIRT O THIZ, ARV MU ZEIUT 4 HIL, BE, FLEEEOATIVICHET 2-HDSHE
JAIAN—VELTHERSINET,

BEMELR—RTRE 777VY DR T—VBEURT -5 R E. YT RHE. XMy FHELU0Y

FO—STEFLTVWAY I RI 17 N—Ya VD Cisco DRIEEHRT—FEUF 4 A4 KAV
ESVWTVET, EXECRROLDONBDET,

- BE IRTDOANY Y IEH 90%KE T,
- BESIR : 1 DU EDA R w U {ED 90% ~ 100%TT,

35



36

- BREIR : 1 DUEDARNY Yy IEH 100%%2BZTWET,

BEMHELR— F~DT 7 &R
[5#7 (Analyze) ] > [43#7~7 (Analysis Hub) ] > [#E&
(Conformance) ] IC#EILEY, KAV TFFIO VU XN
5 [777Yv Y (Fabric) | Z#IRULET.
el
[ (Manage) 1>[777 YV v
(Fabrics) ] ICBEILET. 777
Dy U EBRULET,
[£#8 (General) ]V Y avT. [EEk
(Conformance) 1 #27 Vw7 LEd, [LER—

rFER (ViewReport) 120Uy ULET,

HEMHLVAR— FDORR
1 75 9FERIA T 3> %% POF & LTHAKLK— M &RETSET (Chrome 35 &

U Firefox TOAHR—K) .

. (@& L/R—bk (Conformance Report) ] IC#EL XY, MEESMHLR—bADT7I 2] 28BLTL

k=1 AN

L RAYTEIOY AZa—h5T7 7TV I B [T_XTDT7 77 Y v7 (Al Fabrics) |ZiERU F

3_0

ROV Ty AZa—-HSYBELEBAIAZERLET. AIADLR— bHMERAIEERISEICDH.

RIAZERTEETY.

BEELR—MCE, BEEOBE. \—RVz7EVYT MUz 70EGY. ELUTRT—ILEAH
HRRRSNET,

. [BEZE (Summary) ] R=JIZF, N—F Iz T7ODBEEMERT—FABDTINA X, YT Tz T7DE

BUERT—IRABNDTINA R, 777V IFLEFERAYTFODRT—ILOBEEERT—5 ANEKRS
nEd, FHEICOWTIF, [BEEEMDFET (View Conformance Criteria) ] 271 vo LT &
L\D

.[)\—Ko 7 (Hardware) | £7/zlZ [V 7 b7 7 (Software) | R—IJ(ClF, BEURAT—F R, &

BHEDOREL. T/N\A ZADFHENRTRENET,

a. [EE&MREL (Conformance Outlook) ] £ ¥ 3> T, [£# (Overall) ]. [Y7 bU =T
(Software) 1. 7zl& [~ Fv =7 (Hardware) ] Z2V vy LT, V7D 7E/N—KRD
7. YR 2T7DIH,. FlFN—ROzT70HOBEEEERTLUET,

b. [7/\4 2D (Device Details) ] YA T, N\—RVz7HLVV T hV 7 OFMEHAL
3-0



C. \— RO T7DFHMICIZ, TINAREG, 777Vv0%, N—RIOzT7EEERAT—FX. EFI.
O—J)L. BEDT/INA ADIHEEYR—MNMETIN—RIT7HEENET, TINARAG=ET v
LT, BMOFEMAEZRRTLUET,

d V7O 70OEMICIE. TNNARE., 777Vv 08, YVINDIT7EEERAT—F X, EFIL.
YIZhY7 KN—VYay, O—Jl. BEOTFNA ZAOBBUESR—METY T R Iz 7HEFN
9. TNARAZEI UV I LT, BMOEMAERRILET,

e REEZFEALT. TNARA, 777Uy, \—ROx7HEEUERAT—H X, V7o 7EEMN
AT—H A, EFI. VZ7hoxz7 N\=Yay, BLUO-ILBEBERICZ4ILYULET,

f. SE7AAVEFERALT. T—7ILDF%EHRYIA4XLET,

6. [RT—I)L (Scale) | R=JIZIE, IRTOT7 77V I DBHE. RT—ILEEHE. BLXTRT—IL A+
JyIhRREINET,
a. [FRTOZ7 77V vy DOME (All Fabrics Summary) ] €27 ¥ avicid, 2FHNLBIT—ILES
LRIV, HEEREARNY Y I ERICESB LN 5 DDRAyF, AV bO—F & XAy FOILIRME A
MUy o, BLUILBREAN YV EROGEHIRRSINET,
b. #HICDO WL\ TIE., [EEE#ENET (View Conformance Criteria) ] 27U v o LTLEELN,

c. [RT—JLBEME (Scale Conformance) 73 vICid, BE6 nAEOOYMO—FEXT Y
FORT—)IVEEENIRRINET (RIOBDRT—)L LR—NHIERTIELRISE) .

d. [TXTDRT—)L AU w2 (Al Scale Metrics) 1 7 avIiCik. 777V ERLMYFD
AT—=IL ANV YIDFEMIGRREINET., ROV TFOY AZa2—»05 [TRXTOT777 Y v
7 (All Fabrics) ] ##RI 2 &, [TRXTDRYT—IL AKU & (Al Scale Metrics) | €2 3
YDNRTREINET,

. Z77VYODMICIE. 77TV IE. Y47 V7o 7 N\—=Yay, AvikO—7
ARV RBEEM. ZAYF ANV RBERZEHET. 777Uy o8%27)vy LT,
BIOMERRLET,

i. R4y FOFFEMBICIE, R4y FHR. 777Vv 0%, YVI7bh0ox7 N=Yay, EFI)I. &&E
A=) 7A7 74, ANV ABEEERBREINEENET, RIVFRZEIVIVITBE,
BMOFEHENrEZRREINET,

i. ®BEFRALT. 777V9 9, 947, YIMDzT7N—IaViREDBHET 74 ILTUNEL
x9,
iv. MEFA AVEFERALT. T—7ILDFE2HRIIALXLET,

e. [Z77Vvwo LX) ZT—J)L A~V w4 (Fabric Level Scale Metrics) | LT [RA4 v F LA
L 27 —JL ANV w4 (Switch Level Scale Metrics) 1 Tl&. 77 7Yy 8LV T777Uv Y
ICEAERMITSNTVWRRLIYFODRT—IL AUy aRRLET., ROYTTOY AZa1—H
5777w 0% 1DFBRTSZE, ChoDtEIyyaUhRRESNWETD,

L 777Uy ODFMICIE. ANUY Y, BEMERT—FY R, BLPV Y —RADOERKRREIFELTN
i?o

i. 24y FOFEMICIE. RA1YvFR., 777Uv 0%, YV7hox7 KX=Yav, EFI). &
2=l 7A774I)L, ANV ABEERELIEFNET., RAVYFREIIYITBHLE,
EBNOFHEIRREINET,

7. [72 3y (Actions) ] X=Za2—h5, [LAE— FDEFF (Run Report) 1 27Uy LT, AVFY
v N L N — b %z ES T L F El o
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A~Y T — CAM
ARY T — CAM T2V T

RUS—CAMBEEEIX, 777V Yy IRDY Y —RADOFERAEEFERSRZARAELET, /RU— CAM (&,
XYRT—=URDIVY—ZAFERAEE, RUI—FEAEY (RY— CAM) FRERDEICET 3EH%E
RELEXT,

[%#r (Analyze) ]> [4#7°7 (Analysis Hub) ] > [R Y 3— CAM (Policy CAM) ] DJBICEIRLE T,

[RU— CAM (Policy CAM) | ICBEILIcS. 777Uy IV Z&ERL. VY —RAEARERTT 2HEHE
DEYNRRAFT v T3y hEERL, [EA (Apply) 127Uy 7 LEY,

Analyze > Analysis Hub » Policy CAM Analyzer

BIRUCBHEBRRNT,. REODXFy7Tyav ki, 727709 0IC8Fn%
T777VvIDFNZENHNERENET, LA > T, BIRUEBEEERA
D7 TVr— 3y OFMDREERIETEET,

Policy CAM Analyzer

[ @® ACI-Paris ~ ] [ @ Feb 15th 2024, 6:02 AM ]

Associated Policies
Selecting any combination of objects or policies will update the tables below

o Provider Tenant View All (10) o Consumer Tenant view Al (10) @ Provider EPG View All (72) @ Consumer EFPG View All (44)
openshift462 openshift462 aci-containers-nodes aci-containers-default
E— L O L]
708 of 1.6 K Entries 708 of 1.5 K Entries 684 of 1.6 K Entries 226 of 1.6 K Entries
openshift414 openshift414 aci-containers-nodes aci-containers-system
O O — -—
519 of 1.5K Entries 524 of 1.5K Entries 3200f1.6 K Entries 198 of 1.5 K Entries
common pcv_prod_pci_tn aci-containers-system aci-containers-system
- - = -
69 of 1.5K Entries 620of1.5K Entries 108 of 1.5 K Entries 160 of 1.5K Entries
Contract viewAll (51) @ Filter viewall (33) @) Node View All (2)
Policy CAM Statistics
All Policy CAM Rules by Hit Count by EPGs Tenants [ Leafs Contracts Filters
Filter by attributes
Provider EPG Consumer EPG Leaf Contract Filter Consumer VRF Action @
leaf-102 3
aci-containers-nodes aci-containers-default ACI-Paris openshift-monitoring openshift-monitoring-filter openshift-external ° Permit
leaf-102 =
aci-containers-nodes dom34 ACI-Paris openshift-monitoring Y  openshift-menitoring-filter openshift-external @ Permit
. . leaf-102 ; ; ; .
aci-containers-nodes aci-containers-system ACL-Paris openshift-monitoring openshift-monitoring-filter openshift-external @ Permit
-Pari
leaf-102 -
aci-containers-nodes annoateddom ACI-Paris openshift-monitoring openshift-monitoring-filter openshift-external @ Permit
leaf-101 B o =
aci-containers-nodes annoateddom ACI-Paris openshift-monitoring openshift-menitoring-filter openshift-external @ Permit
leaf-101 : ,
aci-containers-nodes dom34 ACI_Daria openshift-monitoring openshift-monitoring-filter openshifi-external @ Permit
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Policy CAM Analyzer IClE. ROBERHARRENE T,

- BBET BRI —

- R ¥ —CAM #isHER
- iRU Y —CAM JL—)L

- IRTCODEE

Nexus Dashboard Insights U Y —X 6.3.1.15 Tl&. /RY >— CAM (& Cisco

Nexus 9300-FX/FX3 X4 v FTHR— b I X9, Nexus Dashboard
Insights J Y —2X 6.3.1.40LkxE /RY & — CAM (& Cisco Nexus 9000 FX3 X1 v F T
HR—hIhTWET,

BEESTARY v—

HEMITOSNRI) Y=, FRAAERBSIESERAT I I MFELRBRI) Y—DP—ERRShET.
RIVY—ZENSTICERRTSE. URAMNIFKREARZRE D/ —FHSIRED. RICEWMERRI GRS
£Y., BNNORBEEHZEIRL T, 7Fr b, VM5 T b, EPG HOBER T EEFRZERRTEET,

[+_T#ER (View Al) 1 20U v o LT, BIRLIEAT IV PDIART
D/ —REHYA RNKRXIVNRRLVLET, ROATI I bERIEFRY Y —%
FRTEZZEY.

O Y—57Fvk

- AV a—~xTFVb

- 704 ¥ —EPG

- AY¥1—<EPG

- AVNZU b

- 4Ly

- /=K

BETHZINTDAT I hERVY—ZRRIBICE. WIhDADOATI I b2y I LET,

RY T —CAM $EHEH

[[/RYU T — CAM #ist1E#ER (Policy CAM Statistics) ] 7—7ILICIE, 9 XTHD/—KREBETDIL—ILH
BRIN, BED/—ROFHICKRUINY IV TEZXT, T—7INICKRRTZBATI 7 bDF v IR
YORZIVYvILET,

RDATI U N=ERATEET,

- EPG

- FTFVbk

e

- aAVbhZU b

- 4Ly
ROBHICEDWTT—TINET74ILITEEY,
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- 7014 ¥ —EPG
- Av¥ 21—~ EPG
- =7

- AVRZU b
%4

- Qv 2—< VRF
- 73y

CDT—=TINICE, RDIALZAVDEY MEBRRENET,

- 158
- 18/
- 1 B
- BEt

MEFAAVEFERTZE. Ea—CElH%EYDBXITT—TIVEARIIAXTEET,

AU T —CAM L—)v

[V — CAM v —v (Policy CAMRules) 1 7—7IL T, BIRULIERFy 73y MIEDWTIAN
TO/—RDJZAMZRRTEET,

ROBEICEDWTT—T7ILZET7 4L TEET,

- =7
- 70/)\1 ¥ —EPG
- dY 21—~ EPG
-AVbhZU b6
- 7405
- L=l
- 7ONAY TFU R
- AV a—<I TFHYME
- Qv 21—~ VRF
[JL—JL (Rules) 1 7—7ILICIF. ROFBERIRRSINET,
- Y—7
- 70X« ¥ —EPG
- dY 21—~ EPG
- VST
- 7405
1 %)
- BHMBN—RUIT7IV MU
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- 7ANA T TFURNE
- AvYa—~XTFVRE
- dY3¥2—< VRF

BWEYAAVE@ERAT2E. Ea—CEDAztIDBATT—TIEHRIIA XTELT,

TRTORE

[E% (Anomalies) ] 7—7I/LTld, BIRULIBEORFy T3y N TERSNWEEZ, /—RT&

ISR, FIRFEHUTRRTELT,
RORBICEDWTT—TI 74T TEET,

- BELANIL

- PV —=23y 707 71I1L%

- BRIV ER IV T4 T4 TOT7 7414
- BD %

- BRTNAR

- BRAVI—T AR

- AYYa—x F77Vr—=3y 7O774I)1%
- AvYa1—YEPG %

- TINA RV ZRY

s TIARIZRI AVI—T 4R

- TINA RERRY O —

- EPG

- VLAN DA 7Lk

- 7770y U IP

- 745 %

s AVI—T AR RV I— T —T%
- NER/SMER

- L2 Hh%

- L3 A%

=T AVI—=T AR TOT7AILE
- Y=770774)%

- RIBEAVY—T AR AVTFAS

- MIBER XA VA

- 7ONA =TTV =3y a7 74 ILE
- 70/\A4 5 —EPG %

11



- 7AaNA Y —7F > ~EE
- JL—JL% (Rule Name)

- 777Uy

- ANA V%

- TFVNE

- REER—b~ FrxIL
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BEGEDATHT
B D 4T

EHGEOME2ERT5E, 2 DORBBZIVRKRAYMNEO7O0—%29HLT, TVRKRAVEIDREDLS
ICEFHINTLIHEZIEEL. MEIFARELTWATEEEDH 2B ETE X,

EBEHEEMTIE. BFED7O0—ICDO2VWTRY N T—VHNDORBBEDH S/ —R 2B UL THEET 25D THD.,
ROBBEZ(BEZTWVWET,

CEETHSBEIVRRA YV NETOEED7O—ICDOVT, EZ5NDZITNTOEE/INZAENL—ZL
ig-o
- FREDHZDT/INA A%=EEL, 7O0—%2 ROy 72EZE7,

- BRENR FryIDRIT BEUTF v h— LBV T7 b0z 7ELCN—RUz7REDOTOY S
SVIDEEY. XT vk UA—JR)—ICEIBFHELRE. ABOREARRAZRDATDICKRILS
ia-o

Baotht 7 a v

Embedded Logic Analyzer Module (ELAM) : ELAM (. /1 —U Xy b bZ74v o 70-DrZ7ILY
A—T A VIOV —ILTY, 7UVT«47 70— XTIy haxvT7FrL. 1—HRvbr7
L=y hROYy 7EZMMTLET, ELAM TlE, RETRANEBERANEOT7 V747 70—
NUETY, COAT2avzEMICLT. MAAERY VT4 7 7J0—-Z0HTEET,

[#E#T (Connectivity Analysis) ] TERITENZF Ty 7IRDEED TT,

- EEHNBIEEYR. V=T RAvF. ANAMY A4y F. VE—KN V=7 A4y FOEHEBZED R
Oy Fxzv?y

- IVRRAYVEDVRFH LU BDIYEVS

- PC. VPC. SVI. 7L—U 77 b, Sublf R&EDA V5 —7 =1 Ak

- )L—F4 VY F—TI. EPM, 8LV EPMC F—7 )L

- L30ut fEERE~NT v EV Y

- B#ERIR (ARP) T—7 L

- bV RIVIEER

- ALY R4y FDE/MI— bk (COOP) =7l

EEEHLEFNSEE
77TV EICRKI0BEDY 3 72X ETEET,
- EOFRTH, 777Uv I CEIC 1 DOEGAMTI3ITDHERITTELT, F2—DYaT%zF
kU, BloYa7%#ETTEET,
- EHEA AR, Cisco APIC U Y)—X 6.0(2h) & T Cisco ACI 24 v F U U—2 16.0(2h) BUFET
HR—bMEhTWET, Cisco Nexus Insights Cloud Connector (NICC) 77U —Y 3y IN\—=Y
3 3.0.0.350 (&, Cisco APIC U 1U—2X 6.0(2h) ICERIIC/Ny T —IktahTEDH, COEEICHE

T9. NICC OF#HU Y —AIMERARELSZE. [FFLWWAA—Ta V2 FEH TEET (New version
is available for update) ] NF—HNFERIhEIT. EHN—JaVANDOEHZHRLET.
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ATV TFTI YO TOH [FEGEEDT (Connectivity Analysis) ] #R{TTZ X7,

PR—bESND bR Y

- IVRRAI Y hOAEDE :
o EP-EP
o EP-L30ut
o L30Out-EP
o L30ut-L30ut
- TiY A7
o L2, L3, L4 (TCP/UDP)
o V4 LUV V6 DHR—b
o BB LU T/OFY 7O—
o HEY—EZX
- ROV :
o YVITIIRy RETILFRY R
o YE—hYU—THFALI K
M-Topology (ANLvF 777w 5&Et)
o vPC
3BT —FTVF v

B 73T DR

1. [Z3%7 (Analyze) ] > [o#7/~7 (Analysis Hub) ] > [##it:38r (Connectivity Analysis) ] (CF8E)
LEd,

2. [#Eett ot DYERR (Create Connectivity Analysis) 127U v L%9,

(e}

o

Analyze > Analysis Hub > C ivity Analysis > Create C

Create Connectivity Analysis

Source* IP Address v Destination IP Address*

[ Select an endpoint v ] [ Select an endpoint v ]

Layer 4 Parameters ~ (i)

Protocol Port Number Port Number

(Sectom opton 5] [ ] ( ]

B LAV 2HBLUVLAVINTGA=FICONWTIEF. RDELSICAALET,

a. (EEJT (Source) 1ROV TF Ty URRDDS, 2 DOIVRKRA YV NEO7O0—%2921HT 3% IP
7T RVAERIEMAC 7T FLAEERLET,

b. KOy 75Oy UAMDSEEFETIVRRA VN ZRBIRTEZN, TVRKRAIVMEANDLET,
—EICRK20@DIP 7PRLAXRIEMAC PRLRERRULET,

CLAV2BLIUVLAVINGA—FEFHTANTSZILEHTELTT, HEMEZFEICHRE (Edit
Details Manually) ] 227U v 2 LT, &EExTIP £/ld MAC 7 RL R, %% IP £7zld MAC 7
RLR, 777Uv0 547, FERXTTFHV b EET VRF, 5BHETFV b, 8LUVIEE VRF &
A | L S El .
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Analyze ) Analysis Hub > Connectivity Analysis ) Create Connectivity Analysis

Create Connectivity Analysis

Source* IP Address v Destination IP Address*

[ Source IP/Mac address ] [ Destination IP/Mac address
Fabric* Source Tenant* Source VRF Destination Tenant Destination VRF
[ teleixia-cs2-a-0 v ] [ Select Tenant v ] [ Select Tenant
m ~®
Protocol Port Number Port Number
(Somstanomton il ] [ ]
Analysis Options (1) ELAM

d. [38%c (Destination) |kOYy 75Oy UXAMHNS, 2DDIVRRAY NEO7O—-%2019 %
P 7RLAFRIFMAC PRLAZERLET,

e. ROYZ7H oY UAMDSHEETIY RIRA Y M ZBIRT ZH. BEIVRKRA VY NEANDLET,
4. LAV ANFGA=FIIHLT. UTFZANLETY.

a. [ZOK3JL (Protocol) ] RO FH oY A=a—h5, [TCP] £7/=(F [UDP] #i&IRL £,

b. IEETTR— b £FBER— M EBSZANLET,
5. [2FA 7> 3> (Analysis Option) 1 Z&IRUL %Y,

a. [ELAM] A 7Y 3 vzBMCLT, FRAERY V7«47 70N TEET,
6. [MFDEFT (Run Analysis) 122U v o LET,

7. [#E#2 1 (Connectivity Analysis) ] A58 79 % &, o1 H' [Connectivity Analysis Jobs (5t 50HT
Va?) 1 T—7IICRRENET, [H17 (Analyze) ]| > [447~7 (Analysis Hub) ] > [#&fetts
#r (Connectivity Analysis) ] ICEEIL T, [#EHE2HTT 37 (Connectivity Analysis Jobs) ] 37
ZRRAULET, [97 (Analysis) ]1d. T7AILREADEIDY TS, DMADRARTZZEETEZET,

a MM ZERBIRL. [727Y3y (Actions) ] KAV TH Iy AZa—»H»5 [HHOLEIERE
(Rename Analysis) 1 #27 VvV UTRRIZZEELZET,

Edrele
a. Pz IUv I LET, BEENTDOERT (View Connectivity Analysis) | R—I T, [7o Y3y

(Actions) 1 ROV FH Uy AZa—»h5 [FTOLFIERE (Rename Analysis) ] #27U v o LT
ZREEZELXY,

BERE DT DR

1. [o#%7 (Analyze) 1> [4#7~7 (Analysis Hub) ] > [B5%:2#T (Connectivity Analysis) ] [CF&L
F 9., [ E #H 9 M ( Connectivity Analysis ) ] ¥ 3 7 A X RKEI W FTIT .,
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Analyze > Analysis Hub > C ivity

Connectivity Analysis Refresh

Connectivity Analysis allows you to analyze flows between two different endpoints, provides insight into how your endpoints are connected, and helps you spot where problems might be occuring

Connectivity Analysis Jobs (O Current

Filter
Job Status Flow Status
O = Complete 1 O ® Success 1
Name Fabric Name Job Status Flow Status Source IP Destination IP Creation Time  End Time &
prod-fabric 19-07-2024 13: < 1 Jul 19 2024 Jul 19 2024
prod:fabnie () Gompioiz) (<) Gtz 01:37:24.000 PM  01:38:59.000 PM

37:23

2. ROy TFIY AZa—hSEHESEEZERULE T,

3. [#ZE (Summary) 1 TV 7ICIE. [#EHE2HT (Connectivity Analysis) 1 ¥ a 7O2@FHBRATF—4 X
E70— AT—FANEKRINET,

4 74 I N—%2FHLT. MZ274IIL7 LET, [EEHEDT (Connectivity Analysis) ] 7—7ILICIE.
T4l SNy a7hRREINET,

a JMORHLZI YUY I LT, 7—7INDI 3T =2itiREZET,
b. BE7AA V%7 Vv I LT, T—7ILDAEERLET.
c. RBULc[70— X7—% X (Flow Status) | D LICA—YVILZEhED L. FlLVRRESNET,

5. [#471 (Name) ] 227Uy LT, EEAMTOFFHEZERRLET. [EEMTORT (View
Connectivity Analysis) ]| XR—ITld, I3 TICANUVIEAANT A=, 370, bROV%E
*RULET,

. -
Analyze > Analysis Hub > C ivity Analysis > prod-fabric 19-07-2024 13:37:23
View Connectivity Analysis
Source Destination
& prod-fabric / @) tn-ni / @ vif1 1 @ I |5 I M prod-fabric / @) tn-ni / @ vif1 1 @ - I
Layer 4 Parameters ~ @
Protocol Port Number Port Number

Analysis Options @ ELAM Hide Job Details ~ | Re-Run Analysis

i
Creation Time End Time Run Time Site Source IP Destination IP Tenant Name VRF Name
Jul 19 2024, 01:37:24.000 PM Jul 19 2024, 01:38:59.000 PM 1 Minute 28 Seconds prod-fabric tn-ni vrfl
Destination Tenant Name Destination VRF Name
tn-ni vrfl

@ Analysis Complete

Aci|  PROD-FABRIC ACI Site @

—
3|
*) »
>

k2

2 Spines

a |
Source Destination
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a. [YVa 7 oMoz (Show Job Details) ] #7 U vy LT, {ERIEE. #&THRE. RITHR.
777V o, EETIP. %85 IP. AET VRF &, EERXT VNG, BET VNG, BET
FTYRNBRBREDY I TDFEMERRLET, NF—ICR Y3 TDRT—F ANRRINET, &FE
DNF—@FAFHEN LI EZRL., FBEONF—RFIMTICHERL/CEZRLET,

b. [T DEEST (Re-run Analysis) 127Uy LT, ?MTZBEXRITLEY,

c. [FRAOY (topology) ]| TUFP T, 7277VyvIVDEBE 2 —28R8EILTEXT, /—KRzFT)L
Vv oLT, 777Uy IRD/—ROBEEGEZRRCTEEXT, /—REDOT7I7 747 KR,
BRETHBARRINTWXYS, ThROY] Z2Z8BLTLESL,

° Analysis Complete

‘ACI‘ PROD-FABRIC ACI Site @

leaf4
Leaf Switch

Analysis details  Node details

o View all paths in Analysis Details

Ingress Connections

Local Port - Remote Port

eth1/53 - spine1 (Eth1/32)

eth1/52 - spine2 (Eth1/1)
Sourcé Destination Egress Connections

Local Port - Remote Port

eth1/13 =+ 4 (Destination)

d /—Rz2VUyI2LTY=IFyvTZ2ERRLET., YV=IFv7IZIE. /—KR&. /—FK %47,
BLUZFD/ —ROANEZRERNEEIERRSINE T, ANERELEDERTIE. YIBA VY —
T4 ADIHDIPERRINET,

e. [t D#EM (Analysis Details) 1 27U v LT, NAELUVTF—% TL—VERERTLET,

i [/$2 (Paths) ] 20U v I LT, ANBHRPENEHRG LD/ ZADFBERRTLET. AT
BELUHNEHRTY 7 IS, REBNGA YT -7 14 ADNRRINET,

Analysis Results for scaleleaf-204 X

Paths Data Plane

General
Source P Destination IP
Ingress and Egress

Ingress Information

Local Ingress Logical Interface Local Ingress Physical Interface

eth1/51 @ Active Path

Egress Information

Local Egress Logical Interface Local Egress Physical Interface Peer Device Peer Ingress Physical Interface

eth1/1 Destination Destination @ Active Path

i. [7—% 71— (DataPlane) 127Uy LT, #MAAT a3 voEREzRRLET.

i. [ELAM]Z2Yv%Z L. ELAM LIR—hZHRRLET, [7V LR— DR (View Full
Report) |22y LT, LAR—rZEFOO-RLET,
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Analysis Results for scaleleaf-204

Paths Data Plane

Data Plane Details

ELAM

Basic Information
Device Type
Packet Direction

] Incoming Interface

Inner L2 Header
Inner Destination MAC
Source MAC

802.1Q tag is valid

CoS

Access Encap VLAN

Inner L3 Header
L3 Type

DsCP

Don't Fragment Bit

TIL

IP Protocol Number
Destination IP

Source IP

Outer L4 Header
L4 Type

Don't Learn Bit

Src Policy Applied Bit
Dst Policy Applied Bit
sclass(src pcTag)

VRF or BD VNID

f.[/— KoM (NodeDetails) ]2 Uy LT, 1 YXVYMNID/—RDFHZERRLVLET,
4w~ kU (Inventory) | #8BLTLESL,

B ot DEH

1. [Z3%7 (Analyze) ]> [40#7~7 (Analysis Hub) ] > [E#%if:08T (Connectivity Analysis) ] ([C2&)

LET.

LEAF

egress

Eth1/51

iVXLAN
1
0
0
0x4002

2818048(0x2B0000)

Outer L2 Header

Destination MAC

Source MAC [
802.1Q tag is valid yes
CoS 0
Access Encap VLAN 2
VN-Tag is valid no
Src VIF(in from leaf/IPN) 0
Dst VIF(out to leaf/IPN) 0

Outer L3 Header

L3 Type 1Pv4
DSCP 0
Don't Fragment Bit 0x0
TTL 31
1P Protocol Number uDP

Destination IP

Source IP

2. [477 (Name) |27 Vv o LT, BERATOFHEEZRRLET,

Analyze > Analysi

View Connectivity Analysis

Source

Hub > C

y

> prod-fabric 19-07-2024 13:37:23

o prod—fabriclolmm / @vrﬂ /@

Layer 4 Parameters ~ @

Protocol

Analysis Options () ELAM

3. [7273ayv (Actions) ] KAY TH Uy AZa—hm5, [HHOEHEIT (Re-Run Analysis) ] %i&EiR

Port Number

L. ?heBERITLET,

Re-Run Analysis

Run Reverse Analysis

Destination Show Event Log

I 8 prod-fabric / @) tn-ni / @ vrf1 /

Rename Analysis

Port Number

Show Job Details Re-Run Analysis



4. [7U a3y (Actions) | ROy THF Iy AZa—hm5, [ DFEIT (Run Reverse
Analysis) ] ZERL. REARICHTZERITLEY.

5 [72 3y (Actions) ] ROV TH Oy AZa—hmh5, [A_XVF v DFER-R (Show Event Log) ]
ZERL, 0O 2RRLET., ARV OJTE. KRUEAOROIS— Ayt—I%ERT
=ET,

6. [77> 3y (Actions) | KOY TH Iy AZa—h5, [HFTFDLETIOEE (Rename Analysis) ] %
BIRL. MDA EZELET.

TANEY U TER
—EDT—ARAT., #EREZT74ILY LT, LOEFRICIERERDITEZZENTEZSOEEELHD T,

fcEZF B—DU—7 R4 Y FOTICEBDIY RIRA Y D HBH. FED VLAN fEZHDIT Y KRR
1Y MNCDHELLHBZENHDET,

CDESBHZE, BHRETAINIUVLTREEDIVRRA VY MNDHERTIZDILEHTEET,

74T DRDIAHTIIRDEEFZERALET.
HEF LA

== BUD7 4Ly 94 T TCZDEEFH LVEREDE
ZFEATZE. BE—RBOT—IHEEINET,

= RNDTAINEY 5147, COBEEFELVEEDE
zEATSLE. ALEZEITBVIXRTDOT—IH
RENFET,

~ 280 BNDTAIWNI T4 T, COEREFE L VEE
DEZERAT L. ZDEZETINTDT—
YHBSNhET,

Icontains BUDO7 459147, COBEBEFHLUEREGEDE
#ERATZE. ZOEZEXTHBRVIXRTOT—IH
BEhZxzd,

< BUDO7 4195947, COBEEFHLUERGEDE
ZERATZE. FOELDNSWV—HFT—FHIRSE
nxd,

<= DT 4T 547, COFEEFELVEGEDE
ZERAT L. ZOEUTO—HT—FrEShZF
ED

> BIDT4IY 947, COEEFH LV EEGED
ExEATZE. ZOELDHDRKENV—RT—FHIR
Snx9,

> = BUD74ILY 547, COBFEEFELVEREDE
#ERATZE. ZOEULEO—RT—IHRENE
g-o
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nJ avJs#
ot a7 H

OJL V5 ExFERTSE. XY RNT—IVADFT/INA 20O %N&E L T Cisco Intersight Cloud (C
7y 7O—RTEXY, /o, Cisco TAC 777V v I EDTNARICEBIT 207 DAY TV RINE
# MU AL, Cisco Intersight Cloud " 5OY BB TE5L5ICKHDET,

OJ73aLI%ICIRD2DDEFE—KAHDET,

- [2—H—BAA (Userinitiated) ] : I—H—F7 77V vV LOT N 20072 R&EL. OJINEY
37DRTHICIEL-O% % Cisco Intersight Cloud IC7 vy 7O—RULET, QOF/INEI I TDRE
T#. O 7 74 )% Cisco Intersight Cloud [CEHEIICT v 7O—RTZ2ZET,

- TAC B#8 - Cisco TAC &, EESN=T/N\A1 20O DAYFIY KIN&E%E MY H—L. Cisco
Intersight Cloud 507 % 7ILULE T,
TAC BEtE = L 7 Z DT 34 R RIS RE

Nexus Dashboard Insights (&, Cisco Nexus Dashboard M5 /\ 4 Z ki sEBmmAiE 2z FHAL TTF/NA X
EBELXY. BRI, TAC IC&->ThUA—hiAVYTFIY RO REZF v I ULET., T
NAREBETZLOICT777Y v I BEYICHEE I TULERLES. Nexus Dashboard Insights H 5K
DOBEHNERRINET,

- TINA ARG/ —ROEEERARAIIGICREENTOEEA.
- TINAZRTOY/ ALY FIaTREITTEE A
- Nexus Dashboard Insights A7 /N1 R ICEHETEE A,

FINAAD/ —ROEEEANEETRVES,. OV L4072 NETEZT/I\M A& BRTEFEE
Ao GUITIX., TNNARIFTL—FRRINhTWXET,

nJyav gy aRh—RK
[45%F (Analyze) 1> [43#7°7 (Analysis Hub) ]>[2 2 =212 # (Log Collector) ] ICT8EIL £

[z 2127 % (LogCollector) 1 ¥y aR—RICIE. WEDZ7 77 Vv oDI37 A7—4%AjF|o0O
TDTZTHERRSN, BMOOTPNENRRENET,

T4 N—ZERTRE. AT—F R, &l 947, /—F. AR, $LURTERZ
TOVZ74INF0EBTEEY., T4 DRDIAHICIFRDEREF=FERALET,

HET Bl

== BYDT 145 54 T TIDEEFE L VEEDE
ZEAT L. REHOT-IHESNFT.

I= D7 4ILY 547, COBERFELVEGEOE
ZEAYT2 L. ALEZESEBVIRTOT—IH
RENET,
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HEF Bl

~ =20 BNDTAINITAT, COEEFELVEE
DEZERT B L. ZDEZATINTDT—
IHRENET,

Icontains SBUO7 45947, COBEEFHLVEREDE
#FEATDE. ZOEEEELVIRTOT—FH
BEEhxd,

COR—=VICIE, OVIREY 3 THRFEATERRENET, YaTJR@FAT—YATY—rEhhTWET, 7
—7)oOJN&EY a7 #ERL. ENOFlERRLET.
N

hiE, YaTdDRT—9RE. AT—9RBDTNA ZABERT TS5 7R RLET.

RDEHEN—ERRSNIT.

- {ERN X

- & THEER (End Time)

- /—K

- Job ID
BRLE/—F

ChICED, BYTDRT—YABELVT7 Y TO—REniT774ILDT7 vy TO—RAT—FREEBIC,
/—RDYRXMHTTHEHATRRENET,

o [T_TDOT7 74 NDT »Fu—F (Upload All Files) ] Tld, §~XTD7
7AN%E7Yy 7O—-RTEET,

BT 7AW EERICY O yO—RTBEETEET,

TAC Bitfpou a7 ¥

TAC BitApO4~ aL 2 #IC& . Cisco TAC |E. Cisco Intersight Cloud NDIEES Nic 11— —F /A
ADOATDAYTIV RNEEZTNA RARXIZICMNVH—TEEY,

TAC 7V Ja7HhRTISE HLWwyazp [AF aAL U4 (Log Collector) | 7—7ILICEKR
ShEd, 771007 REY 3 7#FERL., BMOEMERRILET, [R7IXE (Log Collection) ]
AT—=H R, AT X, —BHRER. /— FOFHABEDBERNIRREINET,

TSOYHRA T3 vhH3PDF ELTTAC 7VRN I3 7O M RETCEET
(Chrome & & U Firefox TOHHR—K) ,
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Cisco Intersight Cloud ~Ou 7 ®7 v 7 u— K

- Nexus Dashboard Insights A* Cisco Intersight Cloud ICifis N TWA T &= EELE T,
- Nexus Dashboard Insights % Cisco Intersight 7/\f A XTI ¥ IS h TSI L 5T

FEULEY., [ (Analyze) ] >[4 7 (AnalysisHub) ]1>[=22 =27 % (Log
Collector) ]>[#HL\wu 2 =217 # (New Log Collector) ] #i&IRL X9,

1. A2 ABDLET,
2. [777V v 7 DiFER (SelectFabric) 122y LT, 777V vV ZBRLET,

3. (A7vay) OVNEYaTDRT#ICOY 774 L% Cisco Intersight Cloud ICEEIIICT v 7
O—KR9$3ICE. (OTF770)ILOBEE 7 v 7O—K (Auto Upload Log Files) 1 &4 12 LE9,

4. [IR~ (Next) 122U v oI LET,

5 [—FmiEM (AddNodes) 122Uy L. [/ — FD&EIR (SelectNodes) | A=a1—H»h5/—K
ZERLET,

6. (&M (Add) 120V v o LET, /—RH[/— FD=RER (SelectNodes) | 7—TILICKRRES &
3-0

7. [INZE DER%E (Start Collection) 127U v o LT, OV NETOC A ZHIBALET,
JaT7hARTISRE FLWwaagA[rrarvr ¥ 5T—T7ILICRRENET,

8. F—7INTYa7&I Uy LT, BMOYa7OHMAEERRLETD,

9. U A AvE I UYL T, [v71X&E (Log

Collection) ] Z7—% X &—yﬁﬁ?biﬂ'o 10.
/J—R%ZZERL. A4 AV IYv I LET,

1. [TACT YA MZZ77A4V%ET v7r—FK (Upload File to TAC Assist) 1 %2y o LT, #ERU
/—RDE—DT7 74NN EFFPTry 7O0—-RLET,

12. [7v7ue—F (Upload) ]227Yvy 2 LT. BRUE/—RICHULTERS N
IRTOOY 774 )V EFEgTcry7O—RLET., 7y 7O—RDRAT—5 XId.

[BRENI/ —FIT—7ILICRRENET,

HEEHEIE L fHFEE
- O707y7AO—RKRHI—8D ./ —RKRTKREL., DD/ —RTHIILIESBE.
[BIRENE ) —FI F—TILDRT—H RCIR[FZTIEERSNET,

- —ZD/ —ROWEHIKBLTH, D/ —ROWRERFEITEIhET, NEHNTTITRE. 7y 70O
—RAMAESNE T, BIRENT7-/ — T (Selected Nodes) ] 7—7ILTlE. HEEEINI=AT—% R
N [RT—% R (Status) ] FlICKRRENFT,

- —28D /) — R TWELRINLIZA., 7y 7TO—RAKRKUEBE., BRI —TF]
FT—TINDRAT—5 AT ER]ERRSINET,
[ 774 V0B8 7T vy e —FliZ, —EIC1 2D/ —RTOHRRITTETZXT,
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N7 49758

NZT7 47558

RST74v IR TIE, XYy NT—J DB, BE. ROy 2E=ZYTEET,

N7 4vO0ilE, BEXID TCP LAY 4 R—b &I 5 —EX TVRKRAV N AFTYERET
52¢EET. 777V9Y XRYRMNT—UTRITENTWVWEY—EXZBFHWICHKREL X9, Nexus

Dashboard Insights (&, XOA KU Y ZICHLULTUEMEICEDWTYH—EX N7 A—IVREFET
X7,

- DBZ#E (Latency) 1: /N7 Y bDEFEDMZ T4 vy 7O0—DANI—T RA4yvFEHAIV—T XA
YFOEEBHTIDICHHDLEOBEETA VOWBATAELE T, BEE. H—EX TUKR
RAVNEZFDISATVYNEDAANSZ 74 v ERANST T4y VOMATERESNET,

- [#8# (Congestion) ]: X h 7 —U HEIEBOFEAZE, Quality of Service (QoS) D7V 7« 7L A
H=ZXA, 7544V 574 70—l (PFC. &L UBHRIEEEEM (ECN) ZHIEL T, Y—EZX
TXYRNT—UDEBBHIAREELTWBIINESHEHITLET,

-[kOv 7 (Drops) ]:CRC T5—, T—7ILDOEE. ZOMOTNAABEDOERZERL T, K
Oyv7anfzTry hEEEShEZNTY bORAT7FFEZRAELET,

BIE, 88, ROvTREDNTA—IVIAANYYIICREN HZIHE. BEIRELEIT, NTA4—
IVA A7, FAVNNtE—r a3 v cEIlHHESN, Y—EX TV RKRA VY MNFEREIZVRRAIV B
LARNIVICEETESh, EEZRELET.

NT7A—= VR ZAO7E. UTICEDVWTEHESZWET,

B TV RRAVNETTZ 974 7RB—E U-ERERENSTEINE T,
- [BIE (Latency) ]: BIOAYNtE—Y 3V OFIGEBENSDREIHEINET,
ROy AvNnNtE—ravERRY—EXOBRBEICEERIGUET, [~

774 v 79 (Traffic Analytics) | ZERAT 5 &, LFOZ EATIEEICAED
ig-o

- NIT 4V EILEBBEICEZY—TEET,

s NTA—=IVZA AN ICREUVEEZERAL TN T A—I Y ADREZHELE T,
- H@FEY—EREVTATYRNEY—ML. YRATARD LRI N—H—2HBELET,
- B—EXTEDSYN £ RST AUV R ERELET,

s AVTFIRYRTAYN =Y avFEEET7O—-2 77V a—TFT4 VT ULET,

NG o495 h o N\ E— gy

TCP AvN\t—yavid, 72478 IP ZRLRA, —/VIP PRL R, =/ ;R—b., BLT7O
NIJIIWEED 4 5TILTT, IETCP hvN\t—ravid, EETIP PRLR, B IP 7PRLR, &
o7ORINEED 3 TILTY, B—DUSA4T7 VM. Y—EX TV RKRA Y MIETTERDXE
TTR—MCE > THIAS N/ EROEE7O—2HIIT 55E. BEITIZIXTOMBEHRERN ST 71
IR T—7TINDOE—DIVRN)ELTENINET., Y —EXIVR RAIVBME IPPZRLZA, R—b,
FLU7ORINICE>TEESNET,

AvNE—ravol—hHRzEZ%E. EENRELIY, [BFHEE (Admin) | > [T ARE
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54

(System Settings) ] > [7 = —I4 (Flow Collection) ] [C#¥&LZd., [B% 1 BEONZ T4 v
M AT —% A (Traffic Analytics status) | $BIT. AV /\t—> 3> L—RMHFIRISIED LTS HN
FFBBLTVWSH ERRTEEYT., £/, [NF 74 v U2 (Traffic Analytics) ] L a—RA RO
vy 7LTWBHh%E



ERTHLHTELT.

NT T4y 7 DR —)VHIR
RICE b7V IRRRAT—ILBIRERLET.

FZZ o 2 Z GHrDR T LR

Nexus Dashboard 7 7 X #

195V EEDD N E—

FIREITO T ITNY a—T 4

v g a7
6 I8 100,000 8
3 YR 50,000 5
1 ¥ 5,000 1
6 &8 10,000 5
3VUE— M 5,000 1

N7 4 v 7 T OEREERR X UHIREH
- Nexus Dashboard Insights [&. Cisco Application Policy Infrastructure Controller (APIC) U YU —2X
6.1(1) UEZHR—FLTWVET,

- Nexus Dashboard Insights (&. 'J E— b XFit: Nexus Dashboard T 1 2870 5,000 D H v /\tz—
vav., 3 ./—RKRODOYE Nexus Dashboard T 1 7= b 50,000 FDAHhv/\Et— 3. 6 /—KRD
13 Nexus Dashboard T 1 7% 7=D 100,000 FO AV N\t—Y 3V EHR—MNULET,

- [N 74 v 9 (Traffic Analytics) ] & Cisco ACI W ILFH A K TIEFHR—rShTWEEA,
- [N 74 v 0 (Traffic Analytics) ] IERILFF v XA MZHR—MLULTWWERA,
- [FZ 74 v I (Traffic Analytics) ] IFEX R4 v FE=HR—MLTWEEA,

s NSTavIHIE. 77TV IRNICEETEND IPvA X IPv6 TV RKRAVNEBONS 7499

7O0-—TOHFERATEET, TNSODIVRRSAV NI, [BEHE (Manage) ] > [77 7V v 7
(Fabrics) ] > [##t (Connectivity) ] > [=> F&RA >+ (Endpoints) ] R—J[CRTRSINZET,
EBETELEBEIVRRAVY IR T 7TV Y IDNEBICEET BBE. N 74 v I 0HBITIES
Z74vIMT—TILICRREIhE A,

- [©#%7 (Analyze) ] > [%#T/~7 (Analysis Hub) 1> [+ 5 7 ¢ v 27 447 (Traffic Analytics) ] IC#8

LT, TCP Y—EXBLV IS4 7V NAYNtE—YaVICBT2ERERTLUET, [TV FR
A 77427447 (Endpoint Traffic Analytics) 1 % 7IC8&1LT. JE TCP H—EXB LV
ISATYNAYNE—YavVICEBT 3 ERERRLET,

- Cisco APIC T NTP A':8E & . PTP MEMICE>TWVWR T EEERELET, FEMICOVTIE,

[Cisco Nexus Insights BB 4 K1 B LU lPrecision Time Protocol (PTP) for Cisco Nexus
Dashboard Insights] ZZ8BLTL &,

N G IR DL 357

1. [BH#%E (Admin) ]> [ 27 LR E (System Settings) ] >[7 r—I4£ (Flow Collection) ] [C7%

LTI,

2. [7ue—ixfE+E—F (Flow CollectionMode) ] TU 7T, [FT7 7 1 v 7 3% (Traffic Analytics) ]

ZBRLET.


https://www.cisco.com/c/en/us/td/docs/dcn/nd/3x/deployment/cisco-nexus-dashboard-and-services-deployment-guide-321/nd-prerequisites-ndi-32x.html#concept_ylb_q5j_g1c
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/precision-time-protocol-for-cisco-nd-insights.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/precision-time-protocol-for-cisco-nd-insights.html
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System Settings Refresh

System Issues System Status Details ExportData Flow Collection Microburst Metadata

Flow Collection Modes

Select one of the following modes to run on all your fabrics based on your needs

Traffic Analytics Flow Telemetry

@ Automatically discover services and visualize flows based on well-known O Classic monitoring of flow collection supporting Netflow, Netflow+ and
L4 ports, identifying congestion, latency, drops and more. Flow sFlow. Does not include automated service discovery and other
troubleshoot is not supported on fabrics with out-of-band streaming. features. Not supported on fabrics with out-of-band streaming.

Traffic Analytics status for the last hour View All Traffic Analytics Rate Statistics

Within Limit: 54,000 Conversations/min (] No Drops Traffic Analytics Record Drops (]

Received System Conversation Rate 0 Conversations/min

3.[777 Vv ZLn7u—IE (Flow Collection per Fabric) 1 7—7ILT. 777U v %&ERL
ia-o

4. BEE 72V EI Vv oL, [E%{k (Enable) ] 20Uy UTRZ 74 v I EBICLET,
o 70— FLAMNUDNTZ 7TV Y Y LTI TITEMNRIEE.

IRTDT7 77Uy oD70— FLANYZRAICENICLT. vt eslz
BT BHIICITRTO70— IL—IL%HIRT Z2HEBHHDET,

5 (@1 BEONS 74 v IDTAT—4 X (Traffic Analytics Status For The Last Hour) ] 4818 T.
HRZBXIAYNE—aVDOBENT T4y VM ROY TOBZHERTEZET., mRAVNE
-3y L—MIBRZBRARBVWLSICTEIVELNHDETT., KAV /N\tE—Ya3y L—MHRZEX
&, 70— La—KRTkOy7HERRSh, AIREICHKELZXT,

6. 777UV IARADZERALY FOMETZERRT BICIE. [TRTORT 7 4 v 79— MREHORSR
(View All Traffic Analytics Rate Statistics) ] =27 v 27 U7,

N7 4 v BHTORR
BrD77 TV IDRNTT 4 v 7 H5ORR

1. [%®¥ (Manage) 1>[77 7V v 27 (Fabrics) ] ICBEILET.,
2 777Vv 0%V v I ULET,



& w Interfaces
563 538 ——im r——

Anomaly Level Critical Advisory Level Major

Total Physical sica ot mUse (4),
2 total critical anomalies, out of which 0 occurred in the last 2 total major advisories, out of which 1 occurred in the last
week week
O General
() Inventory
Sh t recently available data
< Kpimg iostiecenty, avalabie dat Showing most recently available data
N Type Connectivity to Nexus Dashboard Insights
AGH R Comr30<|ers s\qxges
Telemetry Collection Status Software Version
@ ok 6.1(0.338a)
Creation Time on Nexus DagfMard Nexus Dashboard Insights Collector Configuration View Hardware Resources  View Capacity
May 09, 2024, 01:19:34 PM 1PV4

Telemetry Streaming Network
In-Band < v
Connectivity

12 53

Analytics Summary Endpoints L3 Neighbors
Conformance Traffic Analytics
Unknown @ Healthy @

External Traffic (O
Sustainability ® Received

MB oftotal af
®$134.04 righer 45 1340.36 kwnnigher (7] O Kg COze higher o

121.35 MB of total trafi

3. RAYTF Oy AZa—HoREEREZBERLET. 774 MTIE. BREORZ (BF 2 BR)
(Current time (last 2 hours)) ] MEIREShTLE T,

4. [9MFEZE (Analytics Summary) | TU 7T, [N T 7 4 v 7 4#%F (Traffic Analytics) 122U v oL
T. ZQ7 77V IO 7499 RHOEMERRLET., [FF 714 v 70 (Traffic
Analytics) ] R—=ITIlE, IXRTOBEHRRIPZDT7 77V oD —ERX AFTVELTYIL—TLS
nx9.
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Traffic Analytics X

a Traffic Analytics Score reached Warning
6 service endpoint categories have Warning Traffic Analytics Scores.

Summary Trends and Statistics

Metric Scores

Latency o Major

Amount of time it takes for a data packet to go from one place to another.

—
—_—
é Congestion @ Healthy

Reduced quality of service that occurs when a network node or link is carrving more data than it can handle.

/,_; X Drops @ Healthy
° Lost packets not reaching their destination due to congestion, faulty cables/devices or other problems.
Endpoint Service Category by Score Endpoint Service Category by Category
m Critical 0 u Web 1002
m Major 0 ® Remote_Connection 1001
® Warning 6 . & Email 1000
® Healthy 1 4506 m Database 502

u Info 0 Total m File_Sharing 500
B File_Transfer 500
Qther

5 [#EZE (Summary) 1$BIBICIZ. FS 74y IR RATE. ANV YIDRERENRTRINET.,
IVRRAVNHY—=ER AFTVDONZ 74y 77 74N ZAAT7ELV0ATITURICEKRT
=FXT,

6. [fEm L #Et (Trends and Statistics) 127U vyoUT. 3574y 7O774)L, EITY KRR
AV Y—EXRRAT7DEE,. BLUVLEHAIVRRAV N AFTVERRLET,



Traffic Analytics

. Traffic Analytics Score reached Warning
6 service endpoint categories have Warning Traffic Analytics Scores.

Summary Trends and Statistics

Traffic Profile

Tx

\W,
12.62 M%
\ 4

m Database  6.85 MB
= Email 11.69 MB
 File_Sharing 5.91 MB
 File_Transfer 9.36 MB

Top Endpoint Service Score Changes

Categories

Score Change

Rx

'\ [/

Vo.ﬂ MB

View Analysis

m Database  8.69 MB
= Email 11.70 MB
® File_Sharing 5.91 MB
u File_Transfer 177.97 MB

Affecting Metric

Database

File_Transfer

Remote_Connection

Email

File_Sharing

RoCE

Web

7 items found

Top Endpoint Categories by Rx Latency v

A\ Warning

A\, Warning

A\ Warning

/i, Warning

A\, Warning

O Unknown

/i Warning

° Healthy
@ Healthy
@ Healthy
A\, Warning
A\, Warning
@ Healthy

/A, Warning

Latency s,

Latency

Latency

Latency —

Latency —

Latency —

Rows per page 10 > @

Categories Average Trend
File_Transfer 2.01us A 39,
Remote_Connection 2us A 4%
Database 2us M 0%
Email 2us M 0%
File_Sharing 2us i
RoCE Ous -
Web 2us 0%
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a. [F574vy 7O774)L (Traffic Profile) | 4B C. TV RKRAV bk H—EX AFTUDKS
74V IEEZRRCTEXT,

b. [EfITY RRA VY M H—EX 27 DZ{t (Top Endpoint Service Score Changes) ] 2818 Tld.
BIRUACRHEESEE TCREEAI70E{E. RAT7OEICHETZANY vy (GBI, BE. RO
wTRE) ZERRTEET,

c. [EfIZY RARA4 >+ AFTY (Top Endpoint Categories by) ] 485 Tld. Rx & KU Tx EBEE.
BREZXO7. $LUKOYy 7 RA7HICEMAT IV EHEEBTEET,

7. [5¥roFE R (View Analysis) ] 22Uy LT, IRNTDIT7TVYIDRT T4 v I 9iaEERRL
ia-o

TRTCOTZ 7TV I DT T 4 v I GFORT

1. [4#7 (Analyze) 1> [~7® 53#7 (Analyze Hub ) 1>[+F 7 1 » 74347 (Traffic Analytics) ] D&
ICEERLE Y.

2. FAYTIIY AZa—5T7 77 )y I EBRUET,

3. ROYTHUY AZa—hSKHEEEZERLEY. 774N [BAE (Current) | T, BE 2 B
BICHERES NI HENRRSNE T,



Analyze > Analysis Hub > Traffic Analysis

Traffic Analytics Refresh

Data is shown based on telemetry-monitored hardware. You can learn more about our methodology here.

[ @ hahamed-sal v ] [ (@ current v ]

Summary ~

E Traffic Analytics Score reached Warning
6 service endpoint categories have Warning Traffic Analytics Scores.

Traffic Analytics Metrics

= Latency @ Major A Congestion @ Healthy 9 Drops @ Healthy
Amount of time it takes for a data packet to go from one Reduced quality of service that occurs when a network node o Lost packets not reaching their destination due to
place to another. or link is carrving more data than it can handle. congestion, faulty cables/devices or other problems.
Service Category by Score Number of Service Endpoints by Category
® Critical 0 ® Remote_Connection 1002
= Major 0 u Email 1000
= Warning 6 = Web 1000
® Healthy 0 u File_Transfer 504
= Database 500
u File_Sharing 500
Qther
Manage Service Endpoint Categories
View Service Categories v by Traffic Analytics Score v
T \ r @ Database
/ @ Emai
/! @ File_Sharing
|
A |
\ /
i /
01— ————— T » r 1 y
02-01 1:58:11.000 PM 02-01 2:28:11.000 PM 02-01 2:58:11.000 PM 02-01 3:28:11.000 PM 02-01 3:58:11.000 PM
Traffic Session
Endpoint Service Port VRF Node Interface Analytics - Category Protocol Client Count Coiiiit Reset Count Tx Rate Rx Rate @
Score
n9k-leaf-2 Remote_Con
L1112, Warnii - - . 4
20.11.12.13 22 myvrf_50003 — po1 A\, Warning B— TCP 12 66 9.45 Kbps 11.14 Kbps
20.11.12.14 25 myvrf_50003 :gt::::f pot A Waming  Email TCcp 10 56 . 883Kbps  10.96 Kbps
n9k-leaf-1 - " i
20.11.12.15 445 myvrf_50008 o L pot A\, Warning File_Sharing TCP 10 53 - 8.67 Kbps 10.33 Kbps
n9k-leaf-1
20.11.12.18 443 myvrf_50003 Ok leaf-2 pot A\, Warning Web TCP 12 65 - 8.69 Kbps 11.00 Kbps
n9k-leaf-1 - Remote_Con
20.11.12.19 22 myvrf_50003 HOKIEER2 po1 A\ Warning p-—" TCP 12 61 10.25 Kbps 12.27 Kbps
n9k-leaf-2 ” .
20.11.12.28 445 myvrf_50008 0 "o pot A, Warning File_Sharing TCP 12 62 - 9.62 Kbps 12.03 Kbps
n9k-leaf-1 . ’
20.11.12.4 25 myvrf_50003 pot A\, Warning Email TCP 12 64 - 9.79 Kbps 11.53 Kbps
n9k-leaf-2
Ok-leaf-2
20.11.12.45 80 myvrf_50003 : 9k-l::1— p pot A Warning  Web TCP 12 62 - 9.43 Kbps 11.28 Kbps
n9k-leaf-1
20.11.12.47 80 myvrf_50003 po1 A, Warning Web TCP 12 61 - 9.96 Kbps 11.98 Kbps
n9k-leaf-2
n9k-leaf-1 . .
20.11.12.6 143 myvrf 50003 o pot A, Warning Email TCP 12 65 - 10.03Kbps  12.62 Kbps

4. [#FE (Summary) ] $BIEICIE. PSS 74 v IMRRATZEARNY Y I DREFENRRINET,

RIS, A7 EATTVRNICH—ER TV RKRA Vv h AFTVDBHRER T TEEd, H—EX TV
RRAVMDATITITIE, BEORXRY N T—IDT7AILNEERLIEATIVICEDNT
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ATFTVICEID Y TESNIR— D SEBREINET, ChosDATIVEFNTHD., WOTHLEHT
x99, T—ERXTVRKRAVY S A7TVDEE] 28BLTLEZ,

KOy 75Oy UAMEFERLT, 274wy X377, BEXO7, BEX7,. kOv7 X3
TPIREODBMEDY—ER AFJVFELIEFY—EX TVRRA Y MNEHRETZ7ERATERUET,
[—EX TV RRA YL (Service Endpoints) | ZEiIRg2&. NI T70 v VRO 7. BEZX]
7. BEZ2O7, ROy 27, tyyavi. JEy b TX L—bF, Rx L—FREDSFE
FREUHDLEL 10 DIV RRA Y MERRTEEYS, [IREDEZ (Current Time) ] T. [FF 7 4
v 7 i 227 (Traffic Analytics Score) ] @ [h—E X HF7 TV DRKR (view Service
Categories) | #iBiR9 2L, VS 7%2FRAULTEERAOA7EREERRAAT7OBOEBREZR R TE
x99,
[FZ7 4 v o9 (Traffic Analytics) ] T—7ILTld, H—EX TV RKRA Y hOERERRTEE
I, U—ERFLBEIVRRA VMDD 74y 2 2a7EHRIF. BEZO7, BERXD7. 8LV
ROy 7Z2AT70OEFELETT., RAT7HEHESINS L BEXIT7OEHANR/NTHED, KOy
TAAT7DEHDRKICED XY,
a. [N 74w oD A7 (Traffic Analytics Score) 1FlICh—YVILEEbEDE. H—EXD
Z74 VI AAT7DRRERRTEZXT,
b. RBEN—%FRALT. Y—EX AFTJY, Y—EX IV RRA Y ME. FEEZOMDETT7 1)L
YUZET,

C. EFAOAYEI VYOI LT, [NF 74 v (Traffic Analytics) ] T—7ILDFIZHRELET.

[r—E R R—F (ServicePort) 127y LT. BEDHY—EXDFEMAEI A7V M ERRLE
3-0

Service Details for Category: Email >
Feb 012024 01:58:11 PM - Feb 01 2024 03:58:11 PM

Traffic Score reached Warning

! 1 clients have Warning Traffic Analytics Score

Endpoint General Details

P Port Hostname Last Updated VRF VLAN Protocol Nodes Interfaces Fabric
25 - Feb 01 2024, 03:59:11.975 PM myvrf_50003 - TCP n9k-leaf-1 po1l
n9k-leaf-2

Top Clients by Traffic Analytics Score v

~ 02
\ '
\ °
\
\
Inf \
N
Inf A o2
N =
N
By
Healthy +— ® . T g o ° . o e ° —y
02-01 1:58:11.000 PM 02:012:28:11.000 PM 02:012:58:11.000 PM 02-013:28:11.000 PM 02:013:58:11.000 PM
Client IP Traffic
Address Node Interface Analytics  _ Hostname Start Time End Time Sessions  RST Tx Rate Rx Rate VNI VRF @
Score

p Feb 012024,  Feb 012024,
n9k-leaf-3 eth1/1 i, Warnin, g - 1:50:36 PM 3:38:21 PM 5 - 4.25 Kbps 3.11 Kbps 50003 myvrf_50003 TCF

Feb 01 2024, Feb 012024,
n9k-leaf-3 eth1/1 @ Healthy - 1:50:34 PM 3.47:56 PM 7 - 3.88 Kbps 3.18 Kbps 10011 myvrf_50003 TCF

Feb 01 2024, Feb 01 2024,
9k-leaf-4 th1/1 Health; - 6 - 1.31 Kb 1.50 Kby 10011 rf_50003 TCF
nokea ¢ Qlssiiny 224:36PM  347:56 PM pe i v

Feb 012024,  Feb 012024,
n9k-leaf-3 eth1/1 @ Healthy - 1:50:37 PM 3:51:41 PM 6 - 4.26 Kbps 3.30 Kbps, 50003 myvrf_50003 TCF

n9k-leaf-4 eth1/1 @ Healthy - :'9220211 2:’514 59:1 211 2:;4 5 - 1.57 Kbps 1.57 Kbps, 50003 myvrf_50003 TCF

a. [fE (Overview) |4EIETld. TYRRA Y MOSHAE., LRI SATUYRPISA TV RNEY
—EABOESEFEREDI A 7Y NOFHERRTEET,



i. [TV RRA Y NDO—#BR 554 (Endpoint General Details) ] T, [IP 7 KL X (IP
Address) 1227 Uv I ULTIVRRA VY FDFHAERRLET., INTERRCEET

ZDIYVRIRAYEITRAMZNTVZIRTOY—ERE, SOOIV RRAY MO SMDY
—EZANDOEHREIP PRLRAZRTTEXT,

i. ROy 750y VANZFERALT. S 74 9y IR MAATRMOEM IS4 TV~ EERD
7. ROy 7 2RA7LBEDERERTLET,

i. [7Z247>k (Clients) ] 7—7I 7T, [FZ74 v X27 (Traffic Analytics Score) |
ICh=VileEdbtE3E, ZOUVTAT VMDD T4y IR HRAAT7ORRIPRRINE T,

b. [FL Y K &#5T (Trends and Statistics) [$EIEICIX. FOH—EXDI 47V ., H—EX,
BEZREDEDML Y RAKRTEINET,

c. [E% (Anomalies) 4B TIE. FS74 v ZAAFICEDVWTHEHEDY—EX TV RKRA VU
DEEERRNTEET,

d. [7O0—UXE&E (Flow Collections) ]85 T, ZOH—EXO7O-REEZXRRTEZET,

P —E RV RRAV N ITITYOBEHE

[—EX TV RKRA4V b~ AFTYDEE (Manage Service Endpoint Categories) ] T 7 Tld, 1E%#
DRYNT=IDTF7AINNEERLUIEATIVICEDWTATIVICEID Y TOSNIER—MERRTE
9. R=rDPATITVICEIDHTSNTVRWZEIEF. BEOATIVOVITNMNICEID LTS M.
LWATFIVZERTEET, ChiIZED, RYMNT—IR—bELIDVENICBESLIVUEERTEXT,

1. [Z3%7 (Analyze) 1> [T ® 23%7 (Analyze Hub ) 1>[FF 7 4 v 7 3#F (Traffic Analytics) ] DIE
ICERLZET,
2. RAYTHF O AZa—hm6T777 Vv aBRUET,

3. [RA7RIY—ER AF TV (Service Category by Score) | TV 7T, [r—ER =V FRA VN IT
= U O&EHE (Manage Service Endpoint Categories) ] #2Uv o L%9,

4. FLWAT IV 2RI BICEF. [HrL s TTY (New Categories) 122 ') v I LEY,

< Manage Service Categories X

New Service Endpoint Category

Category Name*

[ )

Port Selectors

Protocol Ports
[ Protocol ¥ [ Enter specific Port(s) or ranges (using "" or "-") ] w
© Add

AT7TVDERIZANLET,

[ZOKk3JL (Protocol) 1 KOy FH o) ZMH5 [TCP] ZEIRLE T,
[[/R—bk (Ports) 1 74 —JLRT. R—bFFLFR—MEEZADLET,
LB (Add) 122 Uvo LT, 7O0RJLZBIILET.

[tR7F (Save) 120 Uv I LET,

© © N o O



10. A7 TV %=RET 3ICIF. BREST7Z7raAVvE Uy oL, [HE (Edit) ] 2BRLET.,
a. EZMREL. [IRF (Save) 127V v LET,

1. A7 TV ZHIRT BT, EREETZIaAVvEI Uy oL, [HIER (Delete) | #BINLET,
a. [#E38 (Confirm) 122V vy LZEY,

TV RRAV DT T 4 v 7 BT OERR

. [&# (Manage) ]1>[777 VU v (Fabrics) ] ICBEILZET,
777V oR%E )y I LET,

. [##& (Connectivity) ]>[=> F&RA b (Endpoints) ] ICBBEILX T,
IVRRAVYEN FTF—TIT. PZRLRZIUYILET,

—_

a o~ W N

. [IP DM (IP Details) | R—I T, [F 77 4 v 7 447 (Traffic Analytics ) ] 22Uy LT, TV
RRAVMDRNZ T4 IR E2I—ZRRLET,

IP Details forIP % 0 X

Current

Overview [P History Anomalies Traffic Analytics Trends and Statistics Flow Collections

Q Traffic Score reached Healthy
This score change generated 0 anomalies over the last 2 hours

Services Hosted on this Endpoint

Filter
Traffic Analytics
Service Port s ! 7 + Category Protocol Client Count Session Count Reset Count Tx Rate Rx Rate o
core
Remote_Connectio
3389 © Healthy Sl A - 30 131870 5 11.94 Kbps 3463 Kbps

1 items found Rows perpage 10

Connections to other Services and IPs from this Endpoint by Traffic Analytics Score
Over the last 2 hours

@0
@0
o2
Heatthy - —» ¢ o8 o o oo —» - o
02-10 12:05:11.000 AM 02-10 12: 35’ 7177[05 AM 02-10 1:05:11.000 AM 02-101 35’11 000 AM 02-10 2:05:11.000 AM
Traffic
Endpoint Service Port Node Interface Analytics - Hostname Category Protocol VLAN VRF Sessions Tx Rate &
Score
20.11.41.1 4791 n9k-leaf-1 eth1/1 @ Healthy - RoCE TCP - myvrf_50003 4149 314.00 Bps
20111111 9092 n%k-leaf-1 eth1/5 @ Healthy & Database TCP - myvrf_50003 4413 406.00 Bps

Ja—D K NI TN a—T 4 UV—rT70—

64



70— NSTNYa—F4vy 7—070—7TF 2 DDIVRRAYVFEDODITARTHO70— LI—FK
ZINETEZEJ, {CiscoNIRShortName} AT 2L, 7O—NEDHBEZIEEL. BELHBHEORE
DIYVRRAYIMEDOLI—RZRETEET, BREL T, NROTAHRIE,
54707 0—1ER. SLKE4 D7 O—THELMBEERRTEET.

1. [3%7 (Analyze) 1> [T ® 4347 (Analyze Hub) ]1>[F7 7 ¢ v 7 4347 (Traffic Analytics) ] D&
[CEIRLET,
2 RAOYTHFIOY AZa—h5T7 77V v I EERULET,

3. RAYTF IV AZa—hmoREERZEIRLET. 774 NTlE. REORZ (BF 2 KFHE)
(Current time (last 2 hours)) ] H&IRENTWET,

4. [E=—5] (Viewby) ]1TU7DF—7IL T, TVRKRAVbEREIRL, [—EX ;R—F (Service
Port) ] ICH3ITY RRA Y hDR—MEEE
7w 7 L¥ET,

5. [t—E XD (Service Details) ]| X—Y T, 7547V M IP 7RLADERZEEZIAVEIY
v U, [7ua—INEDB# (Start Flow Collection) ] Z#IRULE T, BRIEET7A IV EHETET S
&, 9247V MNIPZ7RLADT—=TIVEaAET TR O-ILT2RENHZABEENHD XTI,

Sel’Vice Details for ke - Category: Congestion_Category X

Top Clients by Traffic Analytics Score v

Critical P 8
Major
Minor -
Warning {
Heatthy T T T 1
06-27 4:31:25.000 PM 06-27 5:01:25.000 PM 06-27 5:31:25.000 PM 06-27 6:01:25.000 PM 06-27 6:31:25.000 PM
Tx Max Rx Max Tx Average  RxAverage Tx Max Rx Max
I Rate 9 9 Start Time End Time Sessions RST &
Burst Burst Latency Latency Latency Latency
= Jun 27 2024, Jun 27 2024,
352.00 Bps  4.00 Bytes 4.00 Bytes - - - - 5:10:59 PM 6:24:16 PM 4391 4390
Pl Start Flow Collection
1 items found Rows perpage 10 ~ 4 1

6. FEDHHMOD7O— LO—ROHY Y7L ZNET2HMZRIRLE T, [BBL 7 —INELX 72
#95 (Start and go to Flow CollectionsTab) ] #27 Vv o LZ%d,

< Service Details for Category: Congestion_Category X

SerVICe Details fOr Category: Congestion_Category
Jun 27 2024 03:56:59 PM - Jun 27 2024 05:56:59 PM

Overview Trends and Statistics Anomalies Flow Collections

Filter

Source Destination Destination Port  Protocol Start Time v End Time Collection Status @

Jun 27 2024, 6:0 = :
85 TCP 1-08 PM - = Scheduling No Records

1 items found Rows perpage 10 ~ ¢ 1



7. [[R&EXF—% X (Collection Status) ] IC [52T (Completed) | EEXRahiz5, [La— FOFRR
(View Records) ] 27 v LT, ZOHREDH—ERX TV RRAY D70~ L IO—ROFEH
ERRAULET,
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& Service Details for i Category: Congestion_Category X

Flow Records between dand [
Job details
Start Time End Time Collection Status
Jun 27 2024 06:01:08.050 PM Jun 27 2024 06:10:41.604 PM ° Completed
Source Address Source Tenant Source VRF
tenant1 cix
Destination Address Destination Tenant Destination VRF Destination Port Protocol
tenant1 cix 85 TCP
Filter
Source Ingress Desti
Anomaly ) TCP/UDP
Lavel » Record Time Switches Address Port Tenant VRF Address
Jun 27 2024 3
06:02:07.820 PM ifav22-leaf8 i 84 tenant1 cix
Jun 27 2024 .
m 06:03:07.882 PM ifav22-leaf8 j 84 tenant1 ctx
Jun 27 2024 .
m 06:03:07.882 PM ifav22-leaf8 85 tenant1 cix
Jun 27 2024
- i |
06:04:08.003 PM ifav22-leaf8 85 tenant1 ctx
Jun 27 2024 .
@ 06:06:07.125 PM ifav22-leaf8 ] 84 tenant1 cix

8. 777 Vwyo7O—-N&EEXRT SICIE. [BEE (Manage) 1>[777YV vZ (Fabrics) ] DIEIC
BIRL, 777Uy EFEIRLT,
[##%& (Connectivity) ]>[7 2 —I¥£ (Flow Collections) ] %2 v o LZEY,

9. ETCP 7O—7O—-NEZXKTTBICIE. ROV TXATYv F=#HKTLET,

a IYRKRAYN T=TINT, TVRRAVY I RAY MDY —ERR—rZEI UV I LET., ZD
IVRKRLAY D [—ERXDFM (Service Details) ] R—IMNRRINET,

b. [t FRA v FOLOFHM (Endpoint General Details) ] TV 7T, IP 7 RKRLZX%Z7 VWY
LEd., ZOIPZRLZAD[IP 7 FLZ (IPDetails) ] X—IMNERRINET,

c. [N 74 v 2755#% (Traffic Analytics) 19722 U v LET,

d TYRKRAVEN F—TILT. TYRRAYNOEREETZAIVEIIVY I L, [7e—INEDH
15 (Start Flow Collection) ] ZERL X T, ERES 7/ AV E2KRRI SICIE. TVRRIV b
DTF—T7INZRhiHEETAI7O-ILTE2UEBENHIIGENHDET,

Z0-DrZT7Na—FT4VTI TR, ROVFIVATIE, FELI—FK O/N\Ty ~HER
o THEITNRTDRAL Y FHRRENBUVIZENHD T,

- Nexus Dashboard Insights IC7O— KOy 7H'$H 258
s N—=RU 7 TT—T7INOERIEELIBE
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e FTREME L AN — b
ke RlgefE AR — b

Nexus Dashboard Insights Y 27+ EVUFT 4 LAKR—KE. XY NT—JDIRIIF—FERHE. BETS
KRERHHE, BIXIILF— DIXMZ2EZSVVY. Fll. AETZEDICRILEET. TATFTEYT 4
LAR=KTlE. IRXRTOT7 77V I DIXRIF—FEHE. CO2 FHE., TXRILF¥F— JAMCETSZ A
vHA4 N BBRATRIETEEY,

LR—NIE. BEENODAXEZEGEL. BIRULIEAD 1 HSEIC, E777V9IDIRTDTINA R
DERET—5 28595 ETERENEY, TDFT—4 % Cisco Energy Manager L IFEaHE 3
ET, IRILF— RN, HTEHHE, HEEXAM Y FHBEHOEEAT. ZOFERAREIAZEKRT D
haLIDECEBITZIENTEET, Cisco Energy Manager ICBE9 %5£#d. [Cisco Energy
Manager] ZZ2BL TS,

LAR—FOBETY 7ICIE. BIEJIXN, BEXAM Y FEHEE. SR, HEHHEREDBERESA
TWZE9,

-HWEIXAMNTR,. BHOIRILF—FERHEICEONT. 777 Vv 70BSHEDTFEINZER%Z
MR TEET,

- FREINDZRAAYFHEBEENZFERATIE. AAYFHENZEDERENERNICEALTWSH %
BTZx%9, [FTEEhs PDU /&S (Estimated PDU Power Consumption) ] IC& D, F/NA
AFE7fld Panduit BBE1=wv b (PDU) MMERAULTWSENEDFMAEZRUET,

- HE CO2 HHHETIE. FHIBENFEEEICEDNT, 777V v 7IC LBl DELD #H M
MR CO2HIEEICRIFIHERIMETEET,

Nexus Dashboard [C Panduit PDU %A >7/R— K L TUL\%3158&. you can use the [F—# Y —A (Data
Source) | 7L ZERLT. YRATFEYT 4 LIR—FT2 DOERBIZESHELZRETEXT. 1D
XAy FDH. 1DlEPDU T,

- [R4wF F—% (SwitchData) 1: 777V v ZICBMENZBLZ DALYy FICL>THEShI-ES
F—5DHEER
- [PDU ¥—% (PDU Data) ]: B/ R—hEhTW3 PDU ICL> THRESh-BEHTF—Y%2FAHLET,

CDT—=FICF. RAvF,. 77V, LU PDU [CYBHICERS N TV ZDOMDT/INA AHEX
h¥d.,

[F7—%>Y—R (Data Source) ] M7 ILTEIRUAEICIHL T, #HEIXAMP CO2 HHHERE., i A
Ry ZICHUTETESNBELNEDD XY,

YATFFEUT 4 ZEALT, UTDZ EHAIRETT,

7TV IDIRILFEF—HBEOLEREEZSISICFRAIL. FEINEBRDEREZ LD IEEICKMY
5£5ICLEY,.

- BleDT7 77y oD 1 BEICEDIRILF—FRHEZLDEILET., FRABZNESIET
F—rRETOEIER &2 RIT5 LT, REMNICERKETIFS N TESAEEMELHD £
3-0

- 777Ny ERITUTCVWSBICKIEZFICEZ PEENBY AT FEY T A ANDEEXEEL
F9., REMIC CO2 HIHEZEBMT S & T, KikE=HHEZIEIRL., ESG HEDEMKICH TS
TEBR T EZ BT EHEESNET,
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o Nexus Dashboard Insights D% X7+ E U 74 LR—bNORFEREIE 12 MARTT,

Cisco Energy Manager

Cisco Energy Manager (& Cisco ICE DRI N-T—EXTHD, SXIXHT—F 7O/45h 56T
—5%ZNEL. T—FH5 GHG HFHEL IR F—FEZHEL X I, Cisco Energy Manager (&. Cisco
Intersight 7 2 R TRARENET,

AAFOYVRTFHFEY T 4 LR — FDER
1. [Z3%7 (Analyze) ]> [40#7~7 (Analysis Hub) 1> [V 27 FE U T 4 LAR— |k (Sustainability
Report) ] ICBEEILET.

2. ROV TITIY AZa—h5, AVSA4Y T7TV I ECBERDAYZA4Y 777 v z&R
Llig-o

3. RAYTH Oy AZa—HhSREHEEREZBEIRLET,
4. [ROT—% %%~ (Displaydatafrom) | NJILEEHELT. A1y FHhSDT—9%RRLET,
5. [VR— F0%(E (PrepareReport) 127Uy o LET,

YRTFFEVT 4 LIR=MCE, BRUCAROHBED7 77V vy I/ OHBE., IX . IXILF— &
UHEHEDBHARRENE T,

6. M= (AtAGlance) | TV 7%ANT, BIRL/-BOHEIRA N, HEXA v FEIHEE. BLV
HETEHIHEDHEZERELE T, [ (LearnMore) 1 74V a o Uy o LET,

Sustainability Report

Showing data for This Month

[ All Fabrics (28) v ] This Month 4 ¢ Display data from Switches C’ PDUs

May At a Glance ©

Emissions are estimates based on fabric locations and utilities’ self-reported energy sources, plus third-party services like Electricity Maps. You
can learn more about our methodology here

Monthly Summary
@ Estimated Cost (%) A, Estimated Switch Power Consumption (%) @ Estimated Emissions (%)
$7622.89 /' 76228.87 kWh 29989899.50 kgCO2e

7.[22 b (Cost) ] TV 7%=HEEL. BIRLAAD 1 HHADDEEIRME, 777UV ITED 1
B » £ »» o 131 X2 + # HF = ® VW L F I .
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8.

10.

70

Cost

Est. Daily Cost this month

$302.33

Estimated daily cost this month, based on your
fabrics' energy usage and the average energy
cost in each fabric's region

Share of Daily Cost Per Fabric

W NX2-50 8.82%
Il NX1-50 7.8%
M teleixia-nx12-a-3 3.34%
M teleixia_ns3-f-1 3.32%
M teleixia-nx12-b-0 3.32%
M teleixia-nx12-b-1 3.32%
M teleixia-nx12-c-0 3.31%
M teleixia-nx12-c-1 3.3%

teleixia-nx12-a-1 3.3%

Il All Other Fabric 60.16%

(A7v3ayv) [72v3ay (Actions ) | AZa2—Hm5 [Z777Uy I ITRILF—H/E ( Fabric

Energy i€ ) 1 ZiBIRL. LV EELRBEZF/ILHICHADFYIIAR N 2HRITAALET,
HEIXRMEEHHT SICIE. Nexus Dashboard Insights (&, &Y —Y3vDy Uy R IXILE—DF
AR MIEDILKBEZERALTVET,

.[=xrX— (Energy) 1 TUZ7%ANXRT, BIRULIEADIRILXF—{ERE%E kWh B THERLET,

Energy

This month, you've used significantly more energy from the grid
across your sites

Usage this month

1076.55 kWh

Total energy usage this month at this
site, based on total daily energy usage in
kWh

748.0529737472534kWh

400kWh

200kWh

000081010,
25

[EHiE (Emissions) ] TU 7 Tld, 777V v I CEDRBEHEFLIIMEIBIE. B LDHEES
W32 -BILREREHFHE, BREIRINF-—BELIVZOMODIRILF—FEINSDIRILF—DF
HEE, BIRULICADIRTOATE 3 BEDOLAR—MNIBRICERAIhCIRILF—ROKEHE
DEGEHERT B ENTEET,

7770y EOMBHETREIMFERICOVTIE. ML EZERALTY I 7RI EIRERT
BwRERRLET,



Emissions

About 51% of your energy this month came from low-carbon sources on average with nuclear making up the majority

Total Emissions v Per Fabric

16 of your fabrics have much higher
emissions than your fabric's average

@

Emissions this month

Fogagges

Estimated monthly carbon dioxide equivalent

emissions. Emissions are estimates from utility data

and third-party services.See Methodology.

Energy Mix

\\‘\_/_ 51%

Solar 4.24%

Wind 17.42%

Hydro 4.16%

Hydro Storage <0.01%
Nuclear 25.21%

1. [EAL5 5 /314 X (Top5Devices) | TV 7%
BHZ (GHG) HEHENRBLEWVW LA 5 DOFNA XA EHBLET,

(o] =

1071067.84 kgCO2e W Lower W Higher
Average Emissions per Fabric B ]

_|_

Average percentage of energy
from low-carbon sources

Other sources

Coal 15.95%
Biomass 0.14%
Geothermal 0.21%

Oil 0.13%

Battery Storage 0.23%
Gas 31.95%
Unknown 0.34%

FTNXRT, HEIX ., BEEN=E. BLTHTERE

/|

%

71



72

12.

Top s Devices

Showing devices by highest est. cost, energy consumption, and est. GHG emissions for the selected time period

@ Estimated Cost Energy Consumption @ Estimated GHG Emissions
= SJ-Switch-1a ] SJ-Switch-1a ) =) Switch_Alaska_AA =
$1.30 USD estimated A 4.2 kWh Energy Consumed 8 kg COe a
SJ-Switch-1b Controller-1 Switch_Alaska_AB
$1.27 USD estimated Al . 4.1 kWh Energy Consumed al 5 kg CO.e al
SJ-Switch-1c Controller-2 SJ-Switch-1a
$1.18 USD estimated 2] . 3.8 kWh Energy Consumed 2] 3 kg COze 2l
Controller-1 SJ-Switch-1b Switch_Alaska_AC
5 0| || @ e
@ $1.12 USD estimated s &) 6 wn Energy Consumed S - kg COze e
@ Controller-2 ] = S$J-Switch-1c 9 = Switch_Alaska_AD g
$1.09 USD estimated 7 3.5 KWh Energy Consumed 3 kg COze 3

[T RTOT A ADFER (View all devices) 1 27U vy L, 15 F/N14 RFZIFTIIEL, IXT
DTFINAADT—5 =B LET,

[Z77YvY (fabric) | kA7 ¥ Oy XA Za—Hm5T777 )y ZBRUT. 1HEHLOHDOIR
IWF¥—EEZeRRLET.

B DRIV F—FKE, BIRL-ADINRTOHTE 3 BEIOLAR—NARBFICERSI N
IXINF—EBZY—RARNRRLUET, XOLKR—PFZ2ERTESLDICBZFETTOR/NEEFEIE 3 BF
MTY,

Hourly Energy Mix

7.25kWh—
Amount of total energy used during each /
three-hour reporting period by source,
over all of the days for May /“
u Solar » Wind |
AKWh-
m Nuclear m Coal
W Biomass W Geotherma | 1
e
m Hydro m Battery 2kWh— ESS
Storage
mGas
OkWh~ ' | ' i ' ' i
5pm gpm 11pm 2am 5am 8am 11am 2pm

PDU DY AT FEY T 4 LAR— FDOFRR

1.

[23%7 (Analyze) 1> [%#T/~7 (Analysis Hub) ]> [ XTFE U T 4 LA — b (Sustainability
Report) ] ICEEILET.

ROAYTIIOY AZa—"5, A4V 777V I FEERDAYZA4Y 777Uy I %FER
big-o

ROy T7F Oy AZa—HSERERERZERUET,

[k>F— 4% %%~ (Display datafrom) | R )LZERALT. PDUMISDT—9%2T4ATLALE
9,

[VAR—Fo%#fE (PrepareReport) 127U v ULEY,

YRFFEVTFALAR—NCIE BRULEAOBED7 77Uy /OE, Ik, IXILF— &

FUHHBOBEIERREINE T,

[#IE (AtAGlance) ] TY7AHANT, BRUCADEEIZR N, EERS v FENHEE. LU
THHEOME2MELET. [#¥#M (Learn More) | 74 AV &V Uy I LET,



December At a Glance ©
Emissions are estimates based on site locations and utilities’ self-reported energy sources, plus third-party services like Electricity Maps. You can learn more about our methodology here

Monthly Summary
@ Estimated Cost (%) ¢ Estimated PDU Power Consumption (%) Q Estimated Emissions (%)
$485.41 4854.14 kWh 1097.85 kgCO2e

7.[22 b (Cost) ] TUT7%ZMEREL., BIRLICBD 1 BHILOOEEIRNE, 77T7VvITED 1
HBHDOIRAMNEFZERELET,

Cost

Est. Daily Cost for December Share of Daily Cost Per Site

$15.66

Estimated daily cost for December, based on your

sites' energy usage and the average energy cost M candid-scale2 99.95%

in each site's region M teleixia-cs2-a-0 0.05%
M candid7 0%
M candid8 0%

8. (A7vayv)[7o¥ay (Actions) | AZa2—Hm5 [777Vy I IXRILF—H/E ( Fabric
Energy R ) ] Z&IRL. SN EHLGREEEZB2-HICYUADOFEYIRMNEHRYITAILET,
HEIXANZEHT BICIE. Nexus Dashboard Insights &, &U—3vD4 Uy R TRILF—DF
AR MIEDLKEZFERALTVEY,

9. [zx/¥— (Energy) ] TVU7%ZFAXRT, BIRUIADIXRILX—(FEHE% kWh B THEELET,

Energy

For December, you've used significantly more energy from the grid across your sites

b b 50.47% Higher
Usage December This Month

Higher S—

Total usage from December 1 to date,
when compared to your usage for last
month November 2023

32% Higher
Daily usage versus prior month’s average

| 0-5% lower W 0-24% higher

) 7% Higher
® 5-12% lower B 24-51% higher
W 12%+ lower B 51%+ higher

18% Lower

10. [BEHE (Emissions) | TU 7T, 777V v I CEDEBHEHEE, BCLEDEESI N _BILxE
HMEHHE, BREIXILF—BESLUCZOMOIXILF—FEISOIRILF—DFHEE, BERL
FFADIXRTHOHTE 3 BEOLAR—MNMIBEFICERIWIRILF—REORELEEDEIS = HERT
52ENTEZET,

777Uy CEDREHEICOVWTIE. MILZERAL T, V3 7BAFEIREATEREZRRTL
ia-o
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11.

12.

74

Emissions
About 41 of your energy for December came from low-carbon sources on average with nuclear making up the majority

Total Emissions Per Site mj

1 of your sites have much higher 548.92 kgCO2e

emissions than your fabric's average Average emissions per site

Filter by attributes

Site Name Estimated Total Emissions (In kgCO2e)
candid-scale2 1096.97
teleixia-cs2-a-0 0.88

2 items found Rows per page 10 v

[EfL 55 /34 2 (Top5Devices) | TYU7%ZFANRT. #HEIA S, BEENE. BLTHEHTERER
BHZ (GHG) HHENRIEWLR S5 DOFNA A EHERLET,

[T RTOT A ADFER (View all devices) 1 27U vy L, 15 F/N1 RFZIFTIFEL, IXT
DTFINAADT—5 =B LET,

[Z77VUwy (fabric) ] KAYTH Iy A Za—h5777UyI%BRLT. 1 BEHIOOIX
IFX¥—REEXRTLET,

BRIz VX —FK([E, BIRUL-ADINTOHTE 3 BEOLAR—NARBPICERShE
IRXILF—EZY—APBICERRLET, XKOLR—MEERTEDLOICHRZIETTOR/NEEIGZ 3 B
Fﬁﬁ-t‘\a_o

Hourly Energy Mix

2.54kWh~
Amount of total energy used during each
three-hour reporting period by source,
over all of the days for December
W Solar W Wind
1.3kWh—
B Nuclear H Coal
W Biomass W Hydro
oil W Battery 0i6ERVY=
Storage
W Hydro m Gas /
Storage
8 Unknown OkWh T T T T T T 1
4pm 7pm 10pm 1am 4am 7am 10am 1pm



T IVE ST

Va2 & i

Nexus Dashboard Insights [EEHIRIICH 1 FDRTZEXRITL. T—FIF/—RRICIKU-FERTIREZ L
ig-o

J— ¥ Interval
100 AK5E 2 K5
100 ~ 400 3 HFfE
400 B E 12 B5fE

Nexus Dashboard Insights (&, SERETIY MO—F/RVI—¢ET7 77V v I ICEATZRITROKRED X
FTyv7avbhaFvyT7FrL. HERITLUT. BEEZERLET. ERSNhERER. RFvy 73
Y NEETOXRY N T—UDREERLET.

ENNNEERTSE. 2 DORFTY T3y FEIORY V— RITRORE, BLUXRY b7—7 DK
BEOEWNWEMITEET,

[Z2aHTDOfERR (Create Delta Analysis) ] : $TL WER DT ZER L. BBEOAMHZEETEEY,
=0 OIERN] Z28BL T,

EEMEDES

EEHEDOESTIE, 2D20RFYy7Yay b EICEBT2 777V Yy IDEEMHDENENMMTLE
9. FFHICOVWTIE. TEFEEESDITOERR] Z8RLTLESN,

ACI DRY v —D75y

RY—DEFTIE. 2 DDRF v T3y FEADKRI—DEWVWZAFTL, ACl 777UV IDEER
DOHEEICEAET S E1—ZRHLET.

SRR OVWTIE. TRUY—ESaiDE21—] Z8BULTLESL,

257 DB EHE L HlEHE

R, —ECEROEANRERRTEETH, —ECEHOEAMIEF 21— CARBNZ £ BE
BLET. 351, A5y 777Uy ORBMTORTRMICBEEE52 5 20 EERT
BHIC. FILWATZERT BFIICAOL (9105)) O LZzHBOHLET,

ENAMICE>TT—IR—XDERMEMT B/csd, HEKEIFFRLELTY, BROERLIEN
MIICEDT—IR—RDEFTHIBEVNVREL R SIND L AV ITAVARMORITHREICKEZSX
ZAREMEN B D E T,

- APIC =7 AR— F RY ¥ —F, @ADRF v 73y hTRALZA—<v b (XML/JSON) T
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BRINZET,
- APICEREI YV AR—FRUI—DINELIS—HHZER. RUY—DENEETEIhEEA,

CRARESNDERDPSEADEFDEEETAINYITES [ARBFHFOEEEZEH S (Include
Acknowledged Anomalies) | ® M7 ILTlE. FIATEBEHADERE IR RS NEEA.

TN E Gt 2 AERR

ACI 7VaFPSVR TIL—FT 21— —0IEE. APIC EIEE D writePriv #ERICLD. APICRA M E Y —
TAAYFTERENETEZET, APIC REZ 7 AR— I RY > —%ERT BICIF. APIC BEED
writePriv ¥#[RHANETT,

[247 (Analyze) ] > [Z0#7~7 (Analysis Hub) ] > [Z%%#T (Delta Analysis) ]| > [ZE50HT O1ERR
(Create Delta Analysis) ] ZZRL X9,

1. [EHHH D 471 (Delta Analysis Name) ] 7« —JLRIC, &EIZANLET., &L, IXTOH
MTC—ETHZ2VENHDET,
2.[Z777Vv7 (Fabric) 122y o LT, 777Uy %&&ERLET,
3. [fid2F v 7 ay FdEIR (Choose Earlier Snapshot) 127 U v L. ENMIORIIDRF Y
7oay bEBERUEY. [ERA (Apply) 1200y o ULET,
4. [BORF v 7 ay FDOER (Choose Later Snapshot) 1 27V v o L. E90HFD 2 FEEHDRF
vy7yay hERBIRLET., VUV I LET,
[EHl=7Uy o LY :
FTILYTRISGERL-2 DDRFy7ToayvhiE, AL777Vy
o SICBLTLRREABHDET.

5. [BfZ (Summary) ] CERSN-ESPHOBEEE2—LET,

6. [fR%E (Save) |22V vy o LET., TIIRTDORT—4 RIE. [T/L5 547 (Delta Analysis) 1 5
—TJIICERRENET. BTE. [EHoHroFE ™ (View Delta Analysis) | 73 [BIDZEL 54D
YEE% (Create another Delta Analysis) ] #R{TTCZ %9,

—EIZ 1 DOERAMERITTEET, FOENTHERITI BICIE. BEDENAHZFELLTH, S,
AMOERMTZRIET D2RENHD LY.

1. (F8) [RT—% X (Status) 15Ih 5. ETHECBIRTVa—LEhlcathzBERL, [LJATY
avo
[fFLlk (STOP) 120 Vv I LTERRTZFELLET,

2 [..1200v092E. ERLIcaHTZ RIBRTEET,

o EMI—IDERFICTS—DEELLBEE. L—IEROBEICNF—ELTERREN
Y,

T IVE G DR

COR=JTIF. MAHPREATERRINET, MERAT—FZATY—bIhTWET, [BELHHTOE
B% (Create Delta Analysis) ]/RY VRT3 E. FILLWERITZERTEET,

MIDRAT—% ZlE. [FBF (Aborted) ]. [fRE+H (Pending) ]. [£1L% % (Stopped) 1. [ELH
(Stopping) 1. [%Z (Success) 1. [:Bk (Failed) ]. [—#F2Ex (Partially Failed) 1. [¥ = —% %
(Queued) ]. [52T (Completed) ]. [#1TH (In progress) ] DWLWFhhIZHEDET,
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741 N—%FERT%E. ROBRTHMZ 74 ILYUEBTEZET,

- ZHl

s AT—H5 R

- Fabric)

- XEEID

ENNWY Y Y aR—RICIE. DTO—REVGEEHN. EEH LR D—DERELEDHICRREINET,

ACI_Deltal

General

° Delta Analysis Completed
Submitted on January 22, 2024, 03:00:28 AM

Site Submitter ID Earlier Snapshot Later Snapshot Time Range
ACI-Paris INSTANT January 22, 2024, 12:02:43 AM January 22, 2024, 02:02:52 AM 0d 2hr Om 9s

Health Delta Policy Delta

Anomaly Count

Total Anomalies

Earlier Snapshot Later Snapshot

16 16—

0 Cleared ° 16 Unchanged > 0O New o

& Critical Anomalies & Major Anomalies & Warning Anomalies

- ERMOESMTOERERTT BICIE. TEREOESTTORERI 28RBLTILEE N,
- RV Y—DFTIVINFDERZERTTBICIE. [RU—DERATTOERT] 22RBLTILES L,

IEEMEDZED DI DR

EFEHWDESTIE, 2 DORFyT7Yay b EICBIIZ 777V IDEEHDENEAHTLET, FR
[FxDOTY ZICRREINET,

[EERBEHDEEEZEHS (Include Acknowledged Anomalies) | DR ILEAVICT B L. EKELZEHD
BEREEZRTERISHRNTZENTEZXT, BUNRER. FHTEESINLEER [BEAVVH
(Anomaly Count) ] IC&EEXh T,

- [E¥% (Anomaly Count) ] : X7 v 7Y a3y h2FDEKRECLICEEROENRRINET, X
REhdEWEIYvI3DE, [TRTORE (Al Anomalies ) ] T—7ILAZEFNICIELTZ 4L
YY) TEINET,

SYIOEIE. URIDRXF Y 73y bTOHARDIDSIERERZRLET. 2 FEEHOHIF. MADRF v
7oav MIHBIZRERZRLET. 3 BEEORII. BODRFTY T3y hTORRIN>ICEEH
2RULET,

[V Y —RBIOEFEHEDES]  EEEICEELARSNIEYY —ZXDOEDL YA THICRRESNET, [E
Bx#37~ (View Changed) ] Fx v IRy I REAVICLT., EEUINTESINILYY —RERRT
52&EHTEFEY, HEF7AM AV aFERATRE, Ea—8ICHEDRYIAATEXT, 74115
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N=lF, TUY—=R] TT—TIRADVY—R%&TA4ILIFTZDIRIEET,

TN AV REFEEERENDNRRENET, WUV FERICE. EBERUYV—-REEER
DY —Z0MANEENTT, 7A4IIIUBESNEEMERICEEETREVWI Y —XDHHIRRE N,

- [T RTHOEHE (All Anomalies) ]: [ —7{t (Grouped) ] Ex—ICiF. 2 DDRXFvT¥ayh
MTENINICEEDENRT—IANKRRINET, [ V—7#Ek (Ungrouped) ] E 2 —IC(E.
2DDRAFTYTay MNEICBIIZEECLEDENAT—IADNRRINET,

BEE. XOBEDORFy T3y MIDODWTURNMETEET,

- BRIOR >y 73y b

- BORFvTavhk

- BEIORF vy 73y hD#H
- BORFY T3y hDH
-WMADRFYTavh

EENUTOT7 4 =)L RTREATRRSNET,

- Y148
- EBLANIL
- h73JY
- 8

WE7A OVaFERT3E, Ea—C&ICHZ2DRIRAXTEET,

ROBYHICEDWTHRZ 74 LI TEET,

- EELANIL

- 77V —=3y 7O774JL DN
- BD DN

- 14K

- AV hZ7 K DN
- EPG

- SMERIL— b

- AVIY—=T MR
- AT T Xy b
- L30Out DN

- U—7 DN

- 77>~ KDN

- IVRRAVH
- VRF DN
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HEZBERL, EEOFM@ZzRRLEY.
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R —Z5 G DFERR

Analyze > Analysis Hub 3 Delta Analysis ) DA_Offline_candicd

DA_Offline_candid4

BUWE

General

° Delta Analysis Completed

candid4_3epochs INSTANT July 28, 2022, 02:06:24 PM July 28, 2022, 11:20:24 PM 1d 8hr 14m 0s

Health Delta  Policy Deita

Changed Policy Objects Policy Viewer * Audit Log
-~ Earfier Later # Modiified by admin

+ Created by admin

Vitrw More

# Modified by admin

# Whoditied by adimin

# Miodified by admin

[RY v —mpES (PolicyDelta) 1% 27Uy UT, 220RFy 73y NEICBIFTZRY Y —DEES
FRULET., RUIY—DEDICIE. [BEShZRYY— AT o b (Changed Policy Object) ]. [/RY
Y— Ea—7 (Policy Viewer) 1. $& U [BEEOY (AuditLog) 1D 3 2DtEovavhEEFhTWET,

1. [EEEN=2RY v— 7Y =27 b (Changed Policy Object) ] /XXILICIE. 2 DDRF v T3y
RETEEINERYY— ATII 8 YVI—DPERRINFET, [(RUI—E21—-7]BLV[EED
IR TR, WILT2EENRFARTINE T, [BREK] N\—Z2FEALT. DN &ERZXTLET,
a FEDATIzVMZRIVILYOVULT, BESINCAT IV M4 T2RRUET . BFE.

ATIzVMIHTEIEEOHZRLUET,

b. ZEESNIcAT IV b Y4 TEBEBRLT, BESNICEEZRTLET,
c. [ DN]JU¥2%20)v LT, APIC THEZRIIBATI I MIATICTY IV EALET,

d. [EE»F*’~ (Show Changes) 1 %27 Jv - LT, [[RYUI—Ea1—7 (Policy Viewer) | 8LV
[E5EO4 (AuditLog ) ] XRILICZEEZXRRLET,

2. [KY—E=—7 (Policy Viewer) ] /XXILICIE. BEIORF Y T3y NEBDRAFY T3y b
ICh1z3RYY—EBEIARTEINET, £/, 2 DO Fvy7Yay b ETEM Z8., 8LUHEIRKR
ShiRY D—BlERRL. RYY—ENDODEESN/IV7ICETZAVTFANZRRTZD
ICH®IBEY,

a. AZ—a—R%ZFERALT. 2 DORY—RETEM. B, ZEShiaVTVY., BLUVEES
nhTuwanwidyFyYaRILLET,

b. D Z<DAVTYYERRT SICIE. [RITBMO2— FERRIELE[TIZEBMDO 2— F&£R]
#7VvIULET,

c. ¥ovO—K ZA4AvEI Uy I L. MEIORFYy T3y bR Y—¢EEBDODRFy T3y bk
RUY—DRY—BZEITI AR—NULET,

d. [B5%& (Search) ] N\—ICEZ AL, RUIY—Z50DEM. T8, B, ZEShTWERWLWIY
TDTFAMERZERITUEXT,

3. [BEf =7 (Audit Log) 1 /XXILICIE. 2 DDRF YTy 3y NETERESNZIXRTOEREOI LR
~EhZEF, Cisco Nexus Dashboard Insights (&, APIC hSEEFEO/ZNEL, 2 DORFYv TV
3y NEDOEEOJ/DEWVWEETELET,
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F—H VY —TEEINABTOHEEE 2 —» [BEE 7 (AuditLog) ] /XRILICKRRESNET, [EE
Shi:

RY ¥ —F7Y=2 k (Changed Policy Objects) ] /X\RXILTHEEDAT Iz hN2BIRT DL, BET
LIRERAN [RY — Ea—T (Policy Viewer) ] /XX THRAXRTSI N, BETZIEEO/HN [EE S
(AuditLog) ] /\RILTHRIARRKINE T, APICEETNV L. EBEAETHZIVENHZOT71vE&0Y
TIORPEREDEELRE, I—H—DHBLIEARYMDLOI—KRTY, IXRTODRFY T3y IO
T, BEENVOEREIIEE 24 BREE CICHBEEhTWET,

a. [741# (Filter) 1 /\—%;EFALT. DN, I—HY—8AF . FEFIEET74ILY0ELET,

b. EEOY TV MNUTI[EHMZEZET (ViewMore) | 227Uy LT, TEBKNELEEELZRRLET,
EFO/IVNIDIAARYVTIE. APICEBEOTDY A ARY Y TICHIGLUET,

c. [BEEOV]ITVNVZESV YUY I LT, APIC TREZRIBATIIMIATICTZIEALET.
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2 |
BRETDOSHT

[43#7 (Analyze) ] > [%#7~7 (Analysis Hub) ]> [Z¥E (Pre-Change) ] DIEICEIRUL X7,

[ZERI9 (Pre-Change Analysis) | Tld. 777Uy OERZZEL,. ERULEZEZETILILL.
Y4 NADBEEDEARRF Yy T3y MIHUTERRIOAMTERITL. ZOZEE CEHMDERIER S
nNamrESNaERTEET,

Analyze > Analysis Hub > Pre-Change Analysis

Pre-Change Analysis o e s

Filter by attributes

D Pre-Change Analysis Name Assurance Entity Name Base Epoch Analysis Status Analysis Submission Time  Submitter ID @
February 01, 2024, 11:24:35 February 01, 2024, 11:48:29

O test2 ACI-Paris yok ' @ completed WL ' Local: admin
PM PM
February 01, 2024, 11:24:35 February 01, 2024, 11:43:47

[ test ACI-Paris 5 yok ' @ completed o WL ' Local: admin

2 items found Rows per page 10 % E]

© Cisco Systems, Inc.
Current date and time is Thursdav February 15 07:60 AM (IST)

ZTEFIOMIY I ZICHTZEEZETILELLEES, [fR7F (Save) | /-ld [fRF L TH#Hr (Save And
Analyze) | ZBIRTEZ XY, [fR7F (Save) ] 2FIRIT 2L, I<ICAMZHABLAELSTH, ZEEFION
WYa7%2RETEET, BTYITICRD., DEICKUTEEZHEEL. MERITTEET. [RE
(Save) | A7 avid. FHTEEULLEEFIOMTI a7 TOHIR—bIhTWET,

[R7FELTH#Hr (Save And Analyze) | #i&R9 2 &, Ya7HRTVya—ILEh, HHRESNET.
ZEFERSNR—R RFyv T3y MTERASh. 2HAERITEIh. BREVERINET, RICUR
RENTWBIXRTOEERDOAMTI I TICDOWT, BEXRFyToay beFliCEBRSNEAFYy T
a3y NOBTESTHRITENET,

[ZERIDS T (Pre-Change Analysis) | T. T T LIZERIOMIY 3 7OHMERRT BICIE. 77—
TIWHDZFDI 37520V v I LET. ThickD., ROBERERTIZHLLWR—IDHEETET,

-y aR—R
- FILY R
s AVT AT VAN
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Analyze > Analysis Hub > Pre-Change Analysis > test2

test2 [ Explore Pre-Change Analysis ] m
Pre-Change Analysis information is based on the simulation created for the Feb 01, 2024, 11:24 PM snapshot

Dashboard Delta Analysis Compliance Analysis

General Information

ADD
ACI-Paris
fvBD
02/01/2024 11:24:35 PM Bridge Domain’s Parent
uni/tn-00B_Management
Unspecified Dd1 MR
Change Defir Private Network
Manual

no

no

[—#815%R (General Information) ]ICiE. KDTF—IHEREINET,
- 77TV IH

- AFv T3y COFEM

- FREA

- EEDEE

FFLEEDIZSIE. ZOYITRICETIVELINEE (BEYAT. ATV Ib6 947, &1T1A4Y
TR, BEE, A, 77V —T3y 7O774I1) DURXAMHBERREN, JSON/ XML 7714 ILD7T
v 7O—KRDBEIF. TEVIaL—yvavyhRRSNET,

JaThETITRE. [EXEFEEIC. ZhoDZEEICHUTEMSINEEENRRSINET. [ESO
(Delta Analysis) | ICRTRENZT—Y BT BICIE. [EN01T (DeltaAnalysis) | #&RRNULET,

[AY 75472 X9 (Compliance Analysis) | ICRREIN2TF—92EBRT 3ICIE.
[Ov 7547 A (Compliance) | #82BLTLEEW, [.] Ry VEFERTDE.
RDT7Oa3vaEEITTCEET,

- AEAIR T OiRE
- BRI ORH
- AT DRIRR

N7 vavid. BIOY3aT7DFzv IRy IR%ETUYIFBh.
723y (Actions) | REZVEFHALTCINODT 7 v a v 2ETTH2LbTEET,

—

RDIDDT7IaveRITSBEOEEFIR :

1. FHEEDSEEDH. BERONMMTI 3 T2/ RHTELY.

2. —EICBK 10 BEOZEERIONMIY a7 ZHIBRTE £, [RITH (Running) | REEDI 3 7%
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HIBRTEERBA. BIRRLELS ET2 L. BYRBHINRRENET.

DI TEENRELEEE. BRICEODVWTRELREBIEZMZ. BEOWHERINIESNZ X THNZ
BEITLEY, ZEEFIOMTIYa70FovO—RAT 3y %2ERT S &, Cisco APIC (7 y 70O—
RTE% JSON 770 I)L&aF Do vO—RTEXT, £FZL. 774 7y 70—k Z7O0—-F%&ERL
feim&ld. JSON E7-lE XML Cisco APIC R 7 7 M I)L&a7y 7O0—R LT, ZEERIOANMMTY 3 7%RT
TEXEY,

AMrARBENEE. YaTDRAT—Y A [RITH]ERREINET., COME. EESNIEEFIELRR
Ty 7oayvbhOLICETFIVESN, RUD—pREAVTSA TV AZELRERBEF v 7 HERIT
ENET, AAVFYITRDz7ELIEITCAMOF v 7 ERITEINEFA. EATESTOT2ED
RTIT2E. BEROMIIITORAT—5 AN [5ET (Completed) ] £E¥—03hFd., EZA0HH
HERICr UV H—Sh, BEITZEEFMONMMTY 3 7HZDR [EfTH (Running) | ELTERRESNET,
ENNTIE. ZEFOANI a7 THR— M IR TVBF v ZICHLTOHEITEINET,

T=7INTYaTEIIYITRE, BED [BEERIDMT (Pre-Change Analysis) ] ¥ 3 7ICa1—H—
NERAULEEEZR RN CEZZEY, DEREFEZ2FHFTEATIE. I—F—DNBIRULAEIXIELREFEZRRT
EF9, YaTH ISON 771 L= ERALTHEREShTLWSIEE. [EEEE (Change Definition) ] 7«
—ILRIC, ZEDA VR—KTD JSON 7 7 1 LD GRINRREINET,

[ZERIOHT (Pre Change Analysis) ] ICld, RITESN/cIXTORFANRDT7 4 —ILREZESLERFERT—E
RRASNET,

1. 2

2. PVATIVAIVTAT 1%

3. EXIRy Y

4. HHRAT—H R

5. XZ& D

BRI O AT a v

RDYZNE, BEROMMII I TISEIRTE S AT 3V zEELET., JARSIhTWSAT VY
PDHYR—FShTWET,

1. 7Y h&EM. B8, £EEEIKRLET,

2. 77V EPG Z=EBN. TE., F/EEIBRULES (A= FPEIATOHSEN  BEITIN—TAVIN—,
EPG W8, 77V EPG »fjt% BD. &#t. BE. #7— AV IV bk, AVIIIV MDD T2 XF
— M MAVR=BMIYR—LrZTNRTLWEEA) .

3. VRF #EN. T8, F/FHIKRULET (FA—FS3ATHSEE RYY— Y bO—I)LOBEARFRE.
RUY— Ay bO—IILOERAR. BD BBRARAT—Y R, BERTIL—T AV I\—, ) .

4. BD ZEBM. ZTE. FFHIKBUET (A~ — F&A TS EH 5. WAN Sigigos@Et. ¥4
7. ARP 759 Fa4 VT, IP 5—=VJ, IP 53—y 5% 37Xy MIHIR, L2 RBHI=Fv X .,
A=F v AN =T a4 VY., RIWFBETITVTa4VYT, JILFF+ANEFT. L3FTRATILFF+ R
NT7SvyTFavy)

5 ZHEEM. BE., £EEFHBRULET (FA—F3A T SEM: A=, ).

6. AVEZIUVMNYTIzHNEEM. ZE, FHREBIRLET (FA—F3ATHSEM: VIN—R 7

4L R—. SHEE. BEIERL. ¥—4v k DSCP. 747 %&. EE74I)IL5%&. YIN\—Z 74l
4 £ ) .
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10

11.

12.

13.
14.
15.

16.

BTy hNEEBM ZTE., FREEIBRULEYT (P FS5ATHSEN: A=, 8%, @B, 7
FJA4XYIP7ZRLR, REIP7ZRLR, Y7y~ avbkO-—-)l) .

77070774 EEM. BE. FBHIRL X I (BTIREL. 528A).

L30ut Z&M. BE. LEFHIBRLET (FF+— S TS E N BB, VRF &, ¥—7v
DSCP. JL— hHIfEER) .

L20ut =810, Z&E. FLFHBRULEYT (PFAF— XA TS /EH: 588, BD 4. h 7Ly 1 7.
H7+IL D) .

L3 Ext EPG ZBfl. Z&. F/IFEIBRULET (#+H— FrSATHSEN : BRITIN—T XAVIN—, &
BH. B%&lEf, VA — F ST SHF VRF, Btehiav cZ o 6, BESK-OVENT TN,
Y7—., #—%v k DSCP) ,

L2 Ext EPG ZiBM. Z&. FEFBEBRLET (FA— 3T SEIE: BRTIN—TAVIIN—, §t
BA. BEIERI. #—4 v b DSCP B&LURHEh/ZIVEZ I b HR—bEhTWZAVNZY b,
g7‘_:|y|\57 I\) o

L3EXtEPG # 7R v bZEM. EE. IBFHIRLEYT (V57— FIA TS ET: R 8EE) .
57— AV bIUbEEM EE. FIBEIRLEYS (77— FSATHSEMY: FR) .

§7— BTV bMzEM BB, FLEEIRULEXT (P — XA THS/EHE: &EL. @R, 77
— F &F T S B947 - vzRsDenyRule)

TZa4NLE. T4NFITV M) ZEM ZEE. SLCHIBRLE T,

T777 Vo7 TI7EARY V—0OBE. BEEROSTY a 7IZUTORNREZBNTE 9,

—_

© © N o 0o & w N

EPG &WIE R X o VEOBFRZEM. ZEE, FFEBRLET,

IR R XA > ERET S VLAN 7—)LEOBEEREEMN. 8. £FEHRULET.

IR R XA Y LERAIRER T Y T« T« 707 71 LEOBFREEM. ZE, F/FHEIBRLET,
V=7 AV —T7 4R 707 71I)LZEBM. BE. FLFHRLET,
R—bELI5ZEM. BE. FEFERLET.

24y F7OT7 71 ZEM. BB, FFEIRLET.

24y FEL U5 ZEM ZE. XIFHIFRLET,
AVI—TzAA RV Y— J)I—T%ZEM. ZE. £IFEIRLET,

COPE LU LLDP DA v —T 4 ARY I —%EBM. B8, X/FHPBRLET.

ERAIOERFEE X UHIREFIE

TEHOMrEFERT 2BEE. KDHA RSA4 Y EFINBIBICHKE > TLIEE L,

- 777V IELIVT Y TO-RSNc7 7AILICH L TEERDO A2 RITTEE T,
-BUERRFTY T3y hTEROEERONTZRITTEEXT,
- ZEFIOATIE. BEXZXF Y T3y bELTERSNTVWSEERIORFTY 7Y 3y MWL TRERE

TTEE A,

- MEBROREDOHNETIVIEESh, ZERIOSTRITENET. AAvFVYT7 ko7& TCAM

DEBRFETFIVLESNTWERA, DANTTITRE,. ENNRHPBEFNICHBEI N, TERIONMFIC
EoTERESN ATy Tvay heEBEERRFY TV gy MHARBENET., Z001IE. ZERION
frya 7 THR—PFEINTWLWBFIVI2ICHULTDODHEFETESNET,
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- ZEFIONH. BEXXF Y73y MIFETIREDEERL. ZEROAMTIEAMMTINIEA,
ZDWER. BRHMEIZEHEFEIT ZEHERTH. ZoDERBRZEERONMMTAFT Yy 7o a3y MIIFE
TENFEBA. ZOLOBAXRY MDEEFIOAHTTAS NGB WVWERE, ZhSOEEDOATICE
MIBT—YIEITRHRS, R4y FY 707 & TCAM T—5 HMEREHNSTT,

- AVT ATV AR, BERIOMIRFTY 723y hOAV T ATV RAF v 7 DERMNERR
EhE9d,

- ZEROPRAFT Y T3y bHASEEOO—NILKREEZRITL. [y =2FR—F (Dashboard) ].
[Z4 4% (Delta Analysis) 1. [2 754 7 244 (Compliance Analysis) ]. & & U
[Explore] DB EDY 7ICBEFML T, EREI Va3 VICRRLUET,

- EEFOAA T, Y —ERXAFz—VICHETZEEPAT I MIYR—F BB EThI LA,
- [E7717 (Delta Analysis) 1 Tld, ZERIOATRAFT Yy 7o ay hzBRTEE A,

- BEATY T3y FORET—IHEELLBWGEIC. TORFTy T3y MaFERUTEERO
MY a7z2EKT95E. HULWREBBR 7 7MILIEERMSIhEFRA, COLSBEERIOTY 3
7DigE. [F7>vAO—RK (Download) | 74 aAVIEH A RNRILTY L —FRRFLIFEIICKEDET,
HUWREBERZY Y YO—RIT B EETEE A,

s AVR=RFINEBRICHR—F IR TVWRWAT IV MHAEFThTWVWRIEE. ZEIIOMTIE [k
BY (Failed) ] REEICRZOIEEMA H DT, TZFRIONTA T av] V2 avESRBUTHR
—bhEhTWEW Cisco ACI A7V hEREL. HIBRLT. BlZEESA VY R—MLTHS,
DODEERONMMTY a7 ZzMaLET. RBRUZEEFIOAMTAH BIEE. KBOIZ7— Aytz—IH
[48r 27 —% A (Analysis Status) ] @ [ZERIDMT (Pre-Change Analysis) ] 7—7I)LICERRS
h¥xd,

- ZERIODTHLEEIL, Cisco APIC U U —X 32 UIETHR—bEhTWEYT, UU—X 3.2 KDOHID
Cisco APIC VY —XTZERIDAMIZRITLELOET D E. ZTERIDIRIEIE APIC 3.2 LIETHYR—
FENTWBIEERITIIST—AYyE—IDLRRIN,. MMZERTTEEEA,

- ZERIOATORMBKICIHRERITHROAMAH 2HE. RITPFOIa 7HARAICETLET, itk
IaTERT YV a—ILEhERTUE I hEF, Cisco Nexus Dashboard Insights [, R4S 1—
IWEERTERY Y —RAICKRBERIEFTYa7Z2XTLET. ZEFIOAMNIaT7Z2E8LINRTOY
37ICiE. ALEBEIEMAIAEZSNET,

- JSON Z7zl¢ XML Cisco APIC 7 7ML &7 v 7O—RKRLT. ZEFIOMTY 3 7&ERTTEET,
o 771IDEAKYA XiE. vND Dig& (1 10 MB, pND Di5& (L 50 MB T9,

o 7y Z7O—REni=7Z714IIF. 774114 X %2EBTBHICEAEIVRRAVMNAT VT
2 & (FVCEP) ZHIRT B &IC&>TTIN—=vTiEShZET,
- BEFIMMTY a7 Id. RELGEETRETEXS, L. 777V v o DI5E. EERIHIY 3T
F—EIC1 DOUHIKRITTEEEA.

- TFYNIBTRAT IV NEZTETDBIBEE. ZOTFYNOZEEROMMT 7 71 ILDOY 1 XF 10
MB Z#fz2 5 &l TEEEA.

ERBIOGITCBT 5EEAT V=7 FOYR—F

BEOTFYMNMIMAT, ZERIOMMAD JSON £/2ld XML a3 70—8E ULTEROA VY IZAMS
JFv ATV VM EEBMTREHTEELT, ZEFOMTO7 Yy 7O— KRN R Z2FERTZE. RUD
—1ZN—ZXL2FETEROATI I b ZEM. BE. BLVHIBRTEET. COBBEZFERT 270IC
WEREBMORTEIIHDFEA, 7y 7O—RULEZ7AILICEDWT, E8ATI 7 NOZEERIOD
M v 3 7 pa) = 17 =y h x El .
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RDT77AINT7y 7O—RERZFEATEET,

- B4 ZXH 1 D IMDATA Z&T JSON /el XML 7 7 1 L.

- BRIVLZEEOE—OY TV Y —%Z288 IMDATA, Y7V —DIL—hE, BEFE—DHY TV —
EULTRENBMRD., UNI FBMOEBHURAT I I MITEHIENTEET,

- JSON F7zld XML X257y 7O—R U774 2FERALT. ZERIOAMMTEZERITLET, TF
BIOAMARTUES, AU7 704 E ACIHICZy7O—-RULT, ZTEICHERATEXY,

EREHIOZHTIZEE T D BEA DORRE

- ZERIONTDRT—ILHIRZEBZ D E, T5—A Y E—IDNRRENT ICAHTHKRET HAIEEMEN D
NEY,

- ZEFIDOSNTY 3 7 Tld. EPG. BD. VRF DA 16,000 ZBZ 5 EZZELRNTLCZE L,
- HILWEFERIONMTZERT D EEIF. ROBISEFELTLEZ L,

o 7Yy 7O—K&N3 JSON/XML 771 )LDH A ZXH' 100 MB K&ET 15 MB %8B X %158, AP
BI77AINEWRTEL. 7> 77— N7 77 DY X735 15MB(oND)/8MB(VND) & /R % % T
LWF 9 (Uploaded file size exceeds the 15MB(pND)/8MB(vND) maximum limit.) | & J 5 7248
AFT 77— Xm—XhFJ, 1—1—5hH Cisco Nexus Dashboard Insights IC7 o7t ZX L.
15MB(pND)/8MB(VND) %8257 7 L1 X TEBRIOAMN I a 72ERL LD LT L&,

[ =771 #0 Xt 156MB(pND)/8MB(VND) zi& < 5 = i1 T& FHA (File size cannot be
larger than 15MB(pND)/S8MB(vND).) 1 £ WS IT5—H Ul h5Z20O0—hxd, LA -T.
15MB(pND)/8MB(VND)Z 2% 7 7 1 ILIZZEERI DA TEYR— b I nTVEEA,

o HR—bFEhTWRBRWAT IV MNZEL 77427y 70O—K9%E&,. Cisco Nexus
Dashboard Insights [FH/R—kShTWBWAT I h&HIBRL, Y3 7&2ETULET,

- Cisco ACI #HIC Cisco Nexus Dashboard Insights THR— b 2 h TOWRWEELAS TN T BIEE.
ZERIONMMTY 3 7 IR T 2h., BocEREZRT ENHBDET,

- H—EXF—%ET Cisco ACISRETIE. ZERIOMTIIHR—FEINTWEEA,

- Cisco Nexus Dashboard Insights (&, ZERIOAFDI=HICT7 v TO—KENf= JSON 7 7 1 )LICXT
LTREESN—EDF v I %2ETLET, CiscoACIE. CDT7AILEEEITZHBENHDF
ER

- ZEFOATIE, HEBIL—TY R XY T=0DHTXy hOBMICET SIS —HE>THRES
h3BahrHhET.

- TERIOAIE. KD Cisco APICY U—RATHR—FINWTWET,
3.2x)) U—ZTlE. 3.20nUEIAYR—RhESNhTWET,
4.0(x)V U —ZTlE. 4.0(1h)LBEINYR—bShTWET,
4.1x)V V=Tl 412 MEIAYR—FEThTVET,
4.2(x) YU —RTIE, 4.2(7s) BEIAFR—bShTVET,
5.0(x)) U—XTlE. 5.02e)UFIAYR—rhEINnTVET,
)
)
)
)

(e]

[e]

(e]

[e]

(e]

51x)YJ—XTlE. 5.14c)UFINYR—rEhTWET,

5.2(x) UU—XTIF. 5.2(4d) BEINYR—FShTWVEXT,
5.3(x) UU—XTIF. 5.3(1b) BEIAYR—FSIhTWVET,
6.0(x) YUY —XTIE, 6.0(4c) BLEINYR—FEINTWET,

[e]

(e]

[e]

(e]
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ERERIDOLGHY a 7 DYER
1. [40#7 (Analyze) 1> [42#7~7 (Analysis Hub) ] > [Z£¥ i (Pre-Change) ] DJEICIEIRLE T,
2. [E=Hi (Pre-Change) ] X—I T, [BEERIOGH DIER (Create Pre-Change Analysis) ] D&
ISBIRULET ., [EERTODHTDOIER (Create Pre-Change Analysis) ] T. RDREEZEITLET,
2%

. [EERiDHH4 (Pre-Change Analysis Name) ] 7 1« —JLRIC, &BiZAHLET,

. WERISEE. [B (Description) ] 74 —JLRIC, ¥V DOFHAZEMLET.

c.[ 777V v (Fabric) ] 74 —ILRT, BYIBR7 77Uy I %ZBIRLET,

d. [RF v 73wy b (Snapshot) ] 74 —JLRT, BYIRRFyToay bEEELEY,

V)

(o2

ALY

a. [£®E (Change) 1 T. @A T3 v&BBRLUET. ([JSON/XML 77 A VDA »FR— b
(Import JSON/XML File) ] £7-|& [FEZE R (Manual Changes) ]) .

o BIRNBICISUT. ANT2EET A —ILKAERSNET.

JSON Ffld XML 77427y 7O—KR$27704I A VR—bk A7 a3vaBRUEES
(&, MRFELTHEIT (Save & Run) 1 27V v o LT, ZTEHONTIRIELZBIIAT Z2VELNHD
9,

FEFLEEA T 3 v EEIRUKIESIE. [Change Type]l £ & Uf [Object Type] ZEiRL. 37 %
RELLIIRTITSEHN. YaTZ2RELT. [T27T 3 (Actions) ]| > [EEHIOHHFORE

(Edit Pre-Change Analysis) ] 227Uy 2o LT, [(RFELTEST (Save &Run) ] 271 vo LT
#THiBTEXY, [HHE (Edit) 1 TlF. MEICIWNUT—ZHO 74 —ILRZ2LEITZEHTEFE

WEICIHEUTERZERT U, [R7F (Save) | /i3 [RFELTHEST (Save&Run) 127Uy I LET,

TERIONMIY a3 7HART T2 L. [EFEFTDOHH (Pre-Change Analysis) 1 7—7ILICY 3 TDRAF—
AN [T (Completed) | E LTERENET,

HERTI2EEMONMMIBZI YUY ILEY. ARIOY A RN—TIE. YaT7DRHE. XFv T3
v BEEERYATRED—RERZSLIICHHAIRREINET. Ya7RAKETIMEESNIZEED
DAMSHFEATELI. TTLEYaTZRRLTVZIHEEE. ZEORBRELTERSNIEEN D
R=IDLEICRRESNET,

SIUEYaToEEE. YA RN—DALICHZT7A4A%E ) v I LT, BEXR—-JICBFHLET,
Ja7oFME. [y =R —F (Dashboard) ]. [Z%4%#T (Delta Analysis) 1. [Z2v T4 7 &
43%7 (Compliance Analysis) ]. B¥EDY 7O TICRTEINET,

EERIOSH a 7DF 7 a—FK
RDFIET., BEOEERONMIEZSF VY O—RKTEXY,
- [EERiID44T (Pre-Change Analysis) 1 77— 7L T, T LI-ZERIOAY 3 7OBYI LR ZEER

DB EIIVY I ULET, 77425 vO—KR$5ICE,. FovO—KR 74aAv&oUv oL
x99,
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- ZEFIOMMTIE. JSON XX TCRRESNBZEEROMIAV T UV EEL AT SA4 v tar 7714)LEL
TH¥OvO—REhZEd,

FovO—KRUIE77A4IIL TR, ZEShEEEEZEEINTVWRVWEEZESD
IRTOEYERTITEZET, VEICKHLUT, FovO—K U7 Z#Eisco APIC (T
7y 7JO—RTEET,
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NTRAFx v
NI R%x v

Nexus Dashboard Insights (&, 3 XTDF/INA ZANS TV ZhIL HR—MERZNEL. BRNOEL T
v M UTETL, {ISd%XKMEE PSIRT ([C7 549 %3 TE9 ., Nexus Dashboard Insights (&,
PSIRT 7 RINA P U ERBORELERLEX T, AFT—FDOYR—bOFEHRICONTIE., TEEHE
U7 BEINA5 )] Z2Z2RUTLIEEL,

INT ZxvUkgEL. 777V IRDTINA ANSTIZAI YR—F OJ%NEL., By LA
BEMDHZNTE#ZAFv Y ULET, CPU BLUAEY DERARRHIRESNIZLELME 65% UTTHNh
. 77ZA) YR—boassrR&ES . TINARADINT AFx v UHRITEINET., CPU BLUAE
YOFERKRENRESINIZLEWVMEZBZITWRIEE., ZOT/NARIFNT ¥ v Uh oS h.
BIRDTF 7AW NDINGT ZAFvy, £TEFDTNAADAVYTIVE NT ZAF v ERTITBEIC
BRI IhZET,

TINAZAD/ —ROEBEAHLSFEETRWNMGES. QOVINEDHICNTAF vV ERITITET/INA A &E
RTEXECA, YaTEBRITZT/NA RAEZBIRTEE A,

T77TVYIDAVFIVRING AXx vV aRTITRIEHTEET, FHICOVWTIF TRY9— Ty T
HAR]I @ TAVTFTYRAF] #8BLTLIEE,

TIFIWVEIDNRT AF ¥

N ZF+ vIE. Nexus Dashboard Insights [CAYR—F 4 VT ENIEIRTOT 7TV IIC{HLT
ET3h, ET/N\ARICHLT 7 BSEICEBBRTYa—IdhEzT., CORTYVa—)LIFEEINTH
D, HRAIIAXTEFHEA.

NG ZFvUid, BIEONY ZAFxvy, FEENT XZF v UHUBIICEITSNTVRWNEEEA VR—
FAVIBEICEDWT, 777UvVICE8FENET/NA ATRITESNET., REDINT AFvUh50D
FBARFEARVWTINA ADBEEINET., T/NAATINT XAXxvUDLERITEINDE, LKL
MTHHIHS5T, X0 7 BEIIELT/INA ZAICHUTHID/INT AFxv UhRITEShEHA.

INT ZAFxvid, TINAAD CPU EXFUDARMNYYILRZARNI)—=I VTN, ERFED 65% KD
BRICOIH. TINA ATERITTZELSICHFRT Y2 —-ILEhET,

feleU, A7V R NT RFv v idflstThh, BEIAT Y 2a—ILEhiETLDBELESNh, 21—
F—HFRT %76, CPU EXAFBVDAMY Y IREERBEINTEA. BEIRTVa—ILENRXAN 7
TZIOTAADETRTHD., AVFTFIVRDRAN 753974 ADBBREIh/=13E. Nexus Dashboard
J—RTEATFELRUY—XICEDVWT, BEDRAN 753974 ADETHELIIBEDORAN 735
ITTARADETRICAVTIVRORZN 750574 ADBBSINET,

BEDTINA ATRITTEZ/NY RF¥vVIE—EIC 1 DEEFTY, 272U, N XX v NS TICEST
FD 12074 R Y bH25E. 2 FEEHD (BERTYVa1—-ILFEAYTIVRD) NJT X+
+ (%, Nexus Dashboard Insights [C+ 2R U Y —ZADHBIGEEICOAEITTEET., TR DIGEEIE.
)Y —ZAQMEAAIEEICR D ETCICRESI N, RS X9,

- Py TIL—RERBIYOVIL—F
- /—kovyno-—Fk

o NT XFv v, ROVFIATEFNICKYAZNET,
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TIT 4T NTERBERTOT VNI DRR

NG AxvVEREEIL. 777V IRNDOTINAADSTIZAI YAR—k OJZNE&EL. v LT
BEEDHBZNTZZAF VY UET, INT AFXFVvVDRTRIC. RYNT—VICEEEZE5Z225709T747
NTEREEZIITPTVWNITEZRRTESLSICBDELR,

- [7UF7 47 INYT (Active Bugs) | : BB 7 7MILBLUTIVZ=AIL HR—b Z7A4ILICED
WTRy hT—oU TS hz, N\—YavICEET DI\,

- [EEZITP IV (Susceptible Bugs) ]: Xy NT—VICEEEE5Z DR[EEDH D, /N
—JavICErRET BN,

1. [%#%F (Analyze) 1> [43#7~7 (Analysis Hub) 1> [N7 2% x> (Bug Scan) ] DIBEICEIRL X,
2. RAYTIIY AZa—h5, AVSAY 77TV I EICBERDOAYZA4Y 777 ) v 7 Z&R
LEd.

3 RAYTIOY AZa—HmBY Tz N=IaVE@RLEIT, BRULETZ7 77Uy EY TR
V7 N=9avDT7IT47 NTEREEBEZITIPIVWNIHRRREINET,

Bug Scan Refresh

| -||AHV sssssss

Summary
Overall Active Bugs Severity Level Major
U 1 major active bugs found out of 3 bugs
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