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HEED—BPIERICEEH N TLWEEA,

# 1. Cisco Nexus Dashboard Insights D#FEERE & 2/ X =B E

& e Jyy—=x e il
N7 4y I NZZ74v 9 TIE.  6.4.1 NZT7 4y IR

Ry NT—UDEIE. &
B KOy 2E=45—
TZZE9Y,

CDRF 1AV K, Cisco Nexus Dashboard Insights DGUI 8 & U A >~ Z 4 > T www.cisco.com TA
FTCEFET, FEDODERHFH/N—IY3VICEAULTIE., T[Cisco Nexus Dashboard Insights | @
IDocumentation] ZZBL TS,
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N7 49758

NZ 7497598

NS74v IR TIE. XY NT—J DB, RE. KOy 7 2EZ54—TZZEY,

RS74voniid. BHIOLAY 4 R—bEWRTEH—ERX TVRRAVY N AFTVEBET ST
ET, 777V9Y XYRNT—UTERITENTVWBRY—ERZBERICHERE ULZE T . Nexus Dashboard
Insights (. KDOAR Y v I ICHUTERLULEWMEICEDVWTHY—EX XT7A—I VR TEE
ER

- BIE : )\T Y MO B BIGFIHN SRIDIGRTICIEE T 2DICHhH 2 LA (SUM) ZREL
ig-o

- BB Xy MU — 7 HIRIEOEAE & Quality of Service (QOS)D 7 U T 4 T X W= X A%
ELT, Y—EXATRYMNT—VDEBEHINFRELTVIHIESHZHIFTLET,

- ROY 7 :CRCIS—, T—7IDOEE., ZOMDTINA RABREDERZERELT,. ROV
ShicN\Ty bEEEShENTY FOEIEZRAIELXT,

BIE, BE. RO TREDNTA—IVIAANIYIICRENHZIBEE. BENFEELET, NTA4—
IVRA RAT7REZFTELICEHESh, Y—EX ZTYRKRAVMERIEIIVRRAV N LRIVICEHSH
TEENIRELET,

N7 A=YV R ZAA7IE. UTICEDVWTEESINET,

BB IVRRAVINETTZ VT4 7RB—8B U CEBERENGFTEINET,
B AESNIER—RATA U SDREHNTESNET,
- ROV T - AVNNtE—YavELLEIY—EXORBEICEERIGLES, M5

T4V I nmEFERT 5L,

- N7 4 vV ZILEBHEICEZY—TEET,

s NTA—=IVRA AN ICREUVEEREZERAL TN T A—I Y ADREZHRELE T,
- HOBEY—EREVSA TR EY—ML. YRTFARD LA —H—EHBELET.
- H—EXTEDSYN £ERSTHO Y R ERELET.

- AVFIVRTHY NN =Y avERE70-% 572 —F4 VI LET,

Ayvnt—vavig. BET IP PRLR, 8HEE IP 7RL R, BEAR—N L0703l
HEEBL 4 9TINELVLTEERESINZT, B—DI 47V D, Y—EX TVRKRA Y MNIAEITTE
BOEETR—MIL> THBINEROBE7O—%2EI T 21558, BET %I XTOREHE
AN T4V IMMT—TILOBE—DIY MY ELTENEINET, Y—EXI VR R4V b
. IPZ7RLR, R—bF, BLO7ORINICE>TEERSINET,

AvNE—2avoslRzEBZ%E. BENFRELET. [BEHEE (Admin) | > [V X T LRE
(System Settings) ] > [7 2 —IX4 (Flow Collection) ] [CI8&ILE T, (B 1 BHERERONS 74
VIR AT —4 X (Traffic Analytics status) ] $BIT. Av/\t—Y 3y L—MAEIRISIED W
TWah, FEEFEBEBALTWSLIZERTEEXT, £k b 7q0voamLI—FkokOy7H
ARAMFAINERBT AT LTS
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EEFHE L HINEE

- NS 74 v I ARIE. Cisco NX-OS U U —X 10.4(2)F IETHR—F SN TWET,
- NSTAVINIIG. LAY A~ LAV 7 H—ERXTEYR—bSINTOWEEA,
NS T4 ISERILFYA TR R—FEShTWEEA,

- NetFlow #RD NDFC Y44 R TR 74 v I RRZBMICTBHEIIC, V—T RAYFICTV—T *—
ARYI—EBMTZIZVELNHDET., ChiCTED. bZ7 4 v 7594 H Nexus Dashboard Insights
MSEHICHE > TUVWBIES. Netflow SBEFEIREINEEA.

- bIT4VIRMTRIIILFFY ANIYR—bEShTOEEA,

- NSTavINIE. 77TV IRICEETNS IPV4/IPv6 TV RKRAVNEDONS 74y o 70—
TOMEFATEZXT, ChoDI YV RKRA VNI, [FE (Manage) ] > [V1 + (Sites) ] > [
(Connectivity) ] > [z FARA > b (Endpoints) | XR—J|[CRREINET., EETELEEETIY
RRAVYEIDTZ 7TV IVDORBICEETZBE. NI 74v 00 70—- 274y 0 0HT—
TILICERRShZEEA,

- NS T4V INDHREFIEFT Y AR— KM E, Cisco Nexus 9500 EV a2 BV v —Y TP R— b
SNTVWEBAD., 720-Dr 7NN a—F4VT Ja7lE . X 729 bhT7x—A ZA4VvFB &K
U Cisco Nexus 9500 EV a2 7B vy —YTHR—bMINTWVWET,

- NST74YIRTLR—BICIE. TCP H—EXE TCP 54 7Y NEFEDHMNRREINET, CDIE
HERRIT DIEDHIC,

[92%7 (Analyze) 1> [A#7/\7 (AnalysisHub ) 1>[FZ 7 1+ » 77347 (Traffic Analytics) ] DJEIC
BHLULET,

Traffic Analytics Refrazh

Data is shown based on telemetry-monitored hardware. You can learn more about our methodology here.

[ @ rveesams-su-ai [(@ Lastaay ~ |

Summary ~
v Traffic Analytics Score reached Major
11 service endpoint categories have Major Traffic Analytics Scores.
Traffic Analytics Metrics
= Latency @ Major A Congestion @ Healthy .~ Drops © .
I o i 1 mkes o o it o g5 o o poce o ot cuced aualy of s w o p— @ ks ot 1 a e
datathanitcanhandle. ~ otherproblems.
Service Category by Score Number of Service Endpoints by Category
e
u Hestthy 0
eeeeeeeeeeeeeeeeeeeeeeeeeeeeee
View Service Categories v+ by Traffic Analytics Score v
A\
Service Port o hnshic estio Score  Categor Ses: se )

Score o 2 oy
© Maj © Healthy © Healthy © Major ity TCcP 0 9728¢ Mt 08 M|
© mai © Healthy © Heaithy OMsior  NMS TP 200 9278 M M
© Maj © Healthy © Healthy © Mo M B TcP 200 97285 Mt 0¢
O Major © Healthy © Healthy O Major MicroServices TCcP 200 97288 2.14 Mbps 15.08 Mbps
© Mo © Hoalthy © Healthy 0 Ma Streaming ~ TCP 200 97279 Mt
O Major © Healthy © Healthy 0 Major NMS TCcP 200 97282 2.15 Mbps 15.08 Mbps
© M © Healthy © Heaithy © Maio &  Tee 200 97289
© Maj © Healthy © Healthy © Major M B e 201 9728; 215 M 5.0
© Mai © Hoalthy © Healthy © Major MicroServices ~ TCcP 200 97274 M M
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- UDP 8LV ICMP 7O—/AvN\E—Y 3y LIR—ME, TVRKRAVEF LRIVLTORARRINET,
[%# (Manage) ] > [ # 4 b (Sites) ] IC¥BHLEFT. YA MEBIRLETT., [
(Connectivity) 1> [ F&RA >+ (Endpoints) ] > [ R&ARA > b (Endpoint ) |]>[+FF 7 4
v 7 5347 (Traffic Analytics) 1 DIEICZ Vv o LT, COBHRERTLET,

IP Details for IP < A X
Last day

Overview IP History Anomalies Traffic Analytics Trends and Statistics  Flow Collections

Traffic Score reached Healthy
This score change generated 0 anomalies over the last 1 day

Services Hosted on this Endpoint

No data to display
Connections to other Services and IPs from this Endpoint by Traffic Analytics Score «
Over the last 2 hours
.
.
.
Traffi
xxxxxxxxxx erage Max M
Endy Serv de  Interface Analytics _ Hostname Category  Protocol vLAN VRE s TxR RxR
Bu By Latenc: Latency L Latency
sssss
NV-SJ-Leaf3 eth1/10 © Healthy - uoP - wif_20001 - 76.00 Bps 8
1433 NV-SJ-Leaf3 eth1/10 © Healthy - Database TCP - vrf_20001 147 21.02Kbps - 8
NV-SU-Leafd  ethi/10 © Heatthy Datsbase  TCP wi_20001 146 21.10 Kops 8
1433 NV-SJ-Leafd  eth1/10 © Heatthy Datsbase  TCP - wi_20001 148 21.03 Kbps 8

- VRF 1 Y RAZ Y ZADFHULUW L3Nl E=RTRESNTWRIEE. T 7 4 v IRICEBTNBT—%
BREREINBZELHDFET, FILL LIVNI E— RDOFFMICD LV TIE, [Cisco Nexus 9000 & 1) —
Z NX-OS VXLAN #mAH4A Kl =#8BLTLEEL,

NZ T 4 v 7 BT ORERR
1. [EE#E (Admin) ]> [V 2T ARE (System Settings) 1> [7 =—I£ (Flow Collection) ] [C#%
BLET,

2. [7e—I£EE—F (Flow Collection Mode) ] %8BI T. [+ 77 1 v 27 %#F (Traffic Analytics) ] %
BIRLET,
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m_configuring_vxlan_bgp_evpn.html#concept_en4_gtg_wtb
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m_configuring_vxlan_bgp_evpn.html#concept_en4_gtg_wtb
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m_configuring_vxlan_bgp_evpn.html#concept_en4_gtg_wtb

System Settings Refresh

System Issues System Status Details Export Data Flow Collection Microburst Metadata

Flow Collection Modes

Select one of the following modes to run on all your sites based on your needs

Traffic Analytics NX-OS Only Flow Telemetry
Classic monitoring of flow collection supporting Netflow, Netflow+ and sFlow. Does not include
automated service discovery and other features.

@ Automatically discover services and visualize flows based on well-known L4 ports, identifying
congestion, latency, drops and more.

Traffic Analytics status for the last hour View All Traffic Analytics Rate Statistics

Within Limit: 5,100 Convers: ations/min (] No Drops Traffic Analytics Record Drops (]
Received System C Rate 3,526 C

Flow Collection Per Site

Site Collection Status Node Status
hahamed-sal © Enabled 95 Vo 0 0
hahamed-sjc18 ® Disabled 90 ¥, 0 6

3. [V rFZL D 7u—It# (Flow Collection per Site) ] 7—7IL T, Y4 FEBIRLZET,
4. EEET7AVEV Uy o L. [B%L (Enable) 1 20Uy I UTRS 74 v IR EBMICLET,

E: ZO— FLARNUDNY A NTITICBMICH>TWRESRIE. NS 714 vontiadsh
[CTBHIC, IRTOYAL bDT7O— FLAMN)ZEMICTIUNENHDET,

5. /—R RF7—H%ZF|T. &/ —RO7O0-NERT—FRERRTEZET,
o JU—y : JO-NENEEICEMICHE>TVET,
o Ly R : 70-RENBFHICHE > TLEEA.
o AL VY 7O-REMNEBAIICEMTY,

o JL—: 7O0-PNEIMYR—FIhTWERWD, T—FHRIOMDEEBA. X1 v FHEWRED
ma. [VL— (Gray) | AT TVICEENET.

.BE1TEBEONS T4 v I RAT—% X (Traffic Analytics Status For The Last Hour) ] 4815 T.
HRZBRIAVYNE—23VDOBENT T4y VMO TORZHERTZEIT., AhV /Nt
—YavVHIREBIABVWLSIICTIRENHDET, RRKAVN\E—Y a3 VilIRZEBZ%E. 70—
LO—KRT kOy 7HKRERIN. AIREICEELXT,

7. U1 FRDOE/ —ROHEERRTBICIE, [TRXTDORFT T 4 v 70— MEFHORSR (View All
Traffic Analytics Rate Statistics) 1 %27 v 2o ULZEd,

o

NZ 7 4 v 7 RriERR O

EZI—WHKE—KD NDFC 7 77U v DiFE. Nexus Dashboard Insights (37 7 7V v JRDITRT
DRAYFICN T T4 v IRHBREEREUERA. IRTDRAAIYFICN T 74 v VB ZERT
ZUEHAHDET,

1. [F#E (Admin) ] > [ 2T LARE (System Settings) ]| > [V AT LRXT—F ZDEH (System
Status Details) ] [CIBEILE T,

2. 14 EERLULET,

3. BREEET7aAVvE I Uy I L. [FHEIN S (Expected Configuration) ] 22Uy o7 LXT,
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4. [T S B#Ak (Expected Configuration) ]IS [V 7 b =T T 1L X MU (Software

Telemetry) ] 8LV [7r—F LA U (Flow Telemetry) ] D FICHZBEER TS LVOIE—T
2FE9,

5. A%V R A4 V%FERALT, RA4yFIcOd4 v LES,
6. ROAX YV RKEASLET,

switch# configure terminal
switch(config)# copy running-config startup-config

NF 7 497 B3 OERR
e DY A v DNTT 407 HHORT

1. [&# (Manage) ]1>[¥%1 k (Sites) ] ICEBEILET.
2. Y1 hBZV VY I LET,

Manage > Sites > hahamed-sal

L3

hahamed-sal

(Gorer)

Overview | y C ivity A i Advisories Integrations

w INTERFACES
192 180 v

Total Down (89)
ANOMALY LEVEL WARNING NO ADVISORIES Total Physical o e
81 total warning anomalies, out of which 81 No advisories found
occurred in the last week
GENE.RAL p INVENTORY
Showing most recently available data p F
Showing most recently available data

Type Connectivity to Nexus Dashboard

NDFC @ ok Swi(5t:hes

Conformance Telemetry Collection Status
T
5 @ Healthy @ ok
_8 ) ) . View Hardware Resources  View Capacity
=l Traffic Analytics Switch Software Version
(7]
g A\, Warning 10.4(2)
(2]
3 Creation Time on Nexus Dashboard Insights Collector Configuration
()
b4 Jan 14, 2024, 07:31:57 PM CONNECTIVITY

AdArEAdnn [a%a)

3. RO TH Iy AZa—HoBEEEZBRLET. T7AI TR, REOEZ (B 2 IFR)
(Current time (last 2 hours)) ] ’MEIREhTWET,

4. [£4% (General) ]8I T. [F T 7 1 v 7 %7 (Traffic Analytics) ] Z2VU v LT, ZOH1 LD
RST749v IR FhDFMERTIUES, [NZ7 4 v 79 (Traffic Analytics) | R—ITlE, IXT
DIEFEBHIZOH A bDY—EZXATFIVELTTIL—FLEINZET,
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Traffic Analytics X

a Traffic Analytics Score reached Warning
6 service endpoint categories have Warning Traffic Analytics Scores.

Summary Trends and Statistics

Metric Scores

Latency o Major

Amount of time it takes for a data packet to go from one place to another.

—
—
é Congestion @ Healthy

Reduced quality of service that occurs when a network node or link is carrving more data than it can handle.

/,_; X  Drops @ Healthy
° Lost packets not reaching their destination due to conaestion, faulty cables/devices or other problems.
Endpoint Service Category by Score Endpoint Service Category by Category
B Critical 0 ® Web 1002
m Major 0 ® Remote_Connection 1001
® Warning 6 . ® Email 1000
m Healthy 1 4506 m Database 502

u Info 0 Total m File_Sharing 500
m File_Transfer 500
Qther

5 [#ZE (Summary) 1$BIBICIE. RS 74y IMMFRAT E. ANUYTDRERENERRINET,
IVRKRAVNHY—ER AFTVDONZ 74y 77 74N ZZAAT7ELV0ATITURICEKRT
=XT,

6. [fEm L #Et (Trends and Statistics) 127U vyoUT. 3574y 7O774)L, EIT Y KRR
AN P—EXR RAT7DEE, BLUVLEHUIVRRAV N AFTVZERRLET,
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Traffic Analytics

. Traffic Analytics Score reached Warning
6 service endpoint categories have Warning Traffic Analytics Scores.

Summary Trends and Statistics

Traffic Profile

Tx

\W;
12.62 M%
\ 4

m Database  6.85 MB
® Email 11.69 MB
 File_Sharing 5.91 MB
= File_Transfer 9.36 MB

Top Endpoint Service Score Changes

Rx

p L7

to.ﬂ MB

® Database
= Email
® File_Sharing

® File_Transfer

View Analysis

8.69 MB
11.70 MB
591 MB
177.97 MB

Categories Score Change Affecting Metric
Database A, Warning - @ Healthy Latency
File_Transfer A Warning @ Healthy Latency
Remote_Connection A\, Warning - @ Healthy Latency
Email A Warning =¥ A\ Warning Latency —
File_Sharing A Warning A, Warning Latency —
RoCE O Unknown - ° Healthy &

Web A Warning A\ Warning Latency —

7 items found

Top Endpoint Categories by Rx Latency v

Rows per page 10 v

J

Categories Average Trend
File_Transfer 2.01us A 39,
Remote_Connection 2us 1%
Database 2us M 0%
Email 2us 0%
File_Sharing 2us -
RoCE Ous -
Web 2us M 0%

Cisco Qonfidential



a. [NS74ws Z7O7 74 )L (Traffic Profile) ] 4BI&CT. TV RKRA VM H—ERX AFTUDKLS
74V IEEZRRCTEXT,

b. [EfITY RARA Y~ —EX 227 DZEA (Top Endpoint Service Score Changes) | %815 T &,
2 BREICHE2RERI7OZIE, AIFOBICHETHANY v (BE. BE. KOv7
BRE) ZRRTEEY,

c. [EiITY KR4k AFTY (Top Endpoint Categories by) ] $BIE Tld. Rx $ KU Tx BEE.
BREZO7., $LU0ROy 7 RA7HICEMATI) Z2HERBTEEXT,

7. [t pFER (View Analysis) 122U v LT, IXRTODYASNDRNZ T4 v I RthaRRLET,

TRTOYA "D T T 4 v 7 53 DRR
1. [4%7 (Analyze) ]> [T ® 43t (Analyze Hub ) 1>[FZ 7 ¢ v 74347 (Traffic Analytics) ] DJE
[CERLET.
2. RAOYFHF IV AZa—h5Ha4 M EBRUETD,

3. RO TH Iy AZa—HSEEEEZEIRLET, 774 MTIE. BEOKEZ (BF 2 M)
(Current time (last 2 hours)) ] MMEBIRESNTWE T, [IREDEFZ (Current time) ] ZBIRT B &,
BE2EBEICNS 74 v I AA7 THERESN-HEIFRTEINET,
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Analyze > Analysis Hub > Traffic Analysis

Traffic Analytics Refresh
Data is shown based on telemetry-monitored hardware. You can learn more about our methodology here.
[ @ hahamed-sal v ] [ (@ current v ]
Summary ~
Traffic Analytics Score reached Warning
6 service endpoint categories have Warning Traffic Analytics Scores.
Traffic Analytics Metrics
= Latency @ Major A Congestion @ Healthy s Drops @ Healthy
Amount of time it takes for a data packet to go from one Reduced quality of service that occurs when a network node o Lost packets not reaching their destination due to
place to another. or link is carrving more data than it can handle. congestion, faulty cables/devices or other problems.
Service Category by Score Number of Service Endpoints by Category
® Critical 0 m Remote_Connection 1002
- X = Major 0 = Email 1000
g A 'y = Warning 6 = Web 1000
6 u Healthy 0 4506 m File_Transfer 504
g J Total = Database 500
® File_Sharing 500
\ Qther
Manage Service Endpoint Categories
View Service Categories v by Traffic Analytics Score v
47 @ Database
@ Ema
Sharing
12+
6
01— T T T —
02-01 1:58:11.000 PM 02-01 2:28:11.000 PM 02-01 2:58:11.000 PM 02-01 3:28:11.000 PM 02-01 3:58:11.000 PM
Traffic Session
Endpoint Service Port VRF Node Interface Analytics Category Protocol Client Count Coiiit Reset Count Tx Rate Rx Rate @
Score
n9k-leaf-2 Remote_Con
L1132 A, Warnil - - £ 4
20.11.12.13 22 myvrf_50003 —— po1 4, Warning — TCP 12 66 9.45 Kbps 11.14 Kbps
20.11.12.14 25 mywrf 50003 "oK1ea2 pot 4 Waming  Email TcP 10 56 - 8.83Kbps  10.96 Kbps
n9k-leaf-1
n9k-leaf-1 . . .
20.11.12.15 445 myvrf_50008 o G pot Warning File_Sharing TCP 10 53 - 8.67 Kbps 10.33 Kbps
n9k-leaf-1
20.11.12.18 443 myvrf_50003 pot A, Warning Web TCP 12 65 - 8.69 Kbps 11.00 Kbps
n9k-leaf-2 .
n9k-leaf-1 o - Remote_Con
20.11.12.19 22 myvrf_50003 nok-leaf-2 pot /4, Warning —— TCP 12 61 10.25 Kbps 12.27 Kbps
n9k-leaf-2 o . 5
20.11.12.28 445 myvrf 50008 0o pot 4, Warning File_Sharing TCP 12 62 . 9.62 Kbps 12.03 Kbps
20.11.12.4 25 myurf_50003  "o<leatt o1 & Warni Email TCcP 12 64 9.79Kbps 1153 Kbps
11112, yvrf ! nokiaafd p A\, Warning X P ] P
Ok-leaf-2
20.11.12.45 80 myvrf_50003 :Qk-l::f- p po1 A Warning  Web TCP 12 62 5 9.43 Kbps 11.28 Kbps
n9k-leaf-1
20.11.12.47 80 myvrf_50003 pot A Warning  Web TCP 12 61 - 9.96 Kbps 11.98 Kbps
n9k-leaf-2
n9k-leaf-1 o . ’
20.11.12.6 143 myvrf 50003 o pot 4, Warning Email TCP 12 65 - 10.03Kbps  12.62 Kbps

4. [#5Z (Summary) | $BIEICIE.

2749 IRMAIATEA MY Y TDRETENRRESNET. K

L. RATENTIVRICH—ER IVRRAVE DT TUOERERRTELT, [Y—ERX TV
KARL Y~ AFTYOBE] BEHTIE. BEDRY FT—JOF 7 AL EERLIATIVICED
WTHFTUREIDSTSNAR— P A SHBRENET, ThEONTTURBKTSHD.
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7.

12

WOTHEHTEEY, T—EXITVRRAVE ATTVDEE] #28BLTLLES,

R, ROy 7OV YR MNZ2FERALT. bS5 74y PV R07, BEXO7, BEXO7., kOv 7
ZA7REDEBHDHY—ER hFTVELRFY—ERX TV RRAIVMNEREI 7R TERRLUET.
[—EX TV RKRAL Vb (Service Endpoints) 1 ZBiIRT2&. bF 74y VA7, EBEZD
7, BE2O7, fOy 7237, Eyoav Yey b X L—b, Rx L—FREDSFE
FREUYDLEM 10 DIV RRA Y MBLERRTEET., REDEZ (Current Time) 1 T, [FF 7«
v 7 58T A 27 (Traffic Analytics Score) ] @ [—E X LTIV DERR (view Service
Categories) | 2 BIRT DL, VS 72 FRAULTERERRAOZEREERERAAT7OBOBRERRTE
F9.

[FZ 74 v o9t (Traffic Analytics) | 7—7IL T, —EX AFIVFEEHT—EX TV KRR

A4V NDERERRTEET, Y—EX AFTVERBFIVRRAVYNDNS 7 4 v 27 ERIE.

BREZO7, BEXO7. $LU0ROy7RAT70HEAEDLE T, AAT7HEESIhD L, BEX

A7 DEMXDFNMIED, ROy TRAAT7DEMNDHRKICHEDET,

a. [N 74w oD A7F7 (Traffic Analytics Score) 1FlICh—YVILEEbEDE. H—EXD
STAYIMIAATDAREZRRTCEET,

b. BBEN—%FERALT. Y—EXAFIVFXELEFY—EXZVRRAVNDETZ4IILY) VT LE
9,

c. MEFZAAVEI UV I LT, [FZ 74 v U9 (Traffic Analytics) | T—7ILDF%EFRELE T,

[r—v 2 A—F (ServicePort) ]| 27V vy LT, BEDH—EXRDEMERRLET,

Service Details for Category: Email %
Feb 01 2024 01:58:11 PM - Feb 01 2024 03:58:11 PM

Traffic Score reached Warning
1 clients have Warning Traffic Analytics Score

Endpoint General Details

P Port Hostname Last Updated VRF VLAN Protocol Nodes Interfaces Site
25 - Feb 01 2024, 03:59:11.975 PM myvrf_50003 - TCP n9k-leaf-1 pot hahamed-sal
n9k-leaf-2

Top Clients by Traffic Analytics Score v

7 .
Warning 5

S ©20.14.352
pY .
\
.7 o 2 48.24
\\
%
Infc \
Info-{ \
o S P——
N\,
\ °
\
N
Healthy — . . o o o . . . PR ° ° —
02-01 1:58:11.000 PM 02-01 2:28:11.000 PM 02-01 2:58:11.000 PM 02-01 3:28:11.000 PM 02-01 3:58:11.000 PM
Client IP T
o Node Interface Analytics  _ Hostname  Start Time End Time Sessions  RST Tx Rate Rx Rate VNI VRF ®
ress
Score

Feb 012024,  Feb 012024,
-leaf-: Warni - - 3 1
n9k-leaf-3 eth1/1 . Warning 1:59:36 PM 3.38:21 PM 5 4.25 Kbps 3.11 Kbps 50003 myvrf_50003 TCF

Feb 01 2024, Feb 01 2024,
9k-leaf-3 th1/1 Health; - 7 - 3.88 Kby 3.18 Kby 10011 rf_50003 TCF
neked © © Healtny 1:50:34PM  3:47:56 PM PS; i A

Feb 01 2024, Feb 01 2024,
n9k-leaf-4 eth1/1 ° Healthy - 2:24:36 PM 3.47:56 PM 6 - 1.31 Kbps 1.50 Kbps 10011 myvrf_50003 TCF

Feb 012024,  Feb 012024,
| X Health; - - * X
n9k-leaf-3 eth1/1 @ Healthy 1:50:37 P 35141 PM 6 426Kbps  330Kbps 50003 myvrf 50003 TCF

Feb 012024,  Feb 012024,
-l -2 Health; - - P o
nok-leaf-4 eth1/1 @ Healthy 550551 Pil 45147 PM 5 157Kbps  157Kbps 50003 myvrf 50003 TCF

Feb 012024,  Feb 012024,
- - Health: - - X .
nOk-leaf-3 eth1/1 @ Healthy 1:59:34 PV 35526 PM 7 3.88Kbps  3.16Kbps 50003 myvrf_50003 TCF

Feb 012024,  Feb 012024,
-leaf- Health: = e . E
n9k-leaf-4 eth1/1 ° lealthy 1:59:34 PM 3:55:26 PM 6 2.50 Kbps 1.90 Kbps 50003 myvrf_50003 TCF

Feb 01 2024, Feb 01 2024,
n9k-leaf-4 eth1/1 @ Healthy - 2:04:34 PM 3:38:21 PM 5 - 3.58 Kbps 2.69 Kbps 50003 myvrf_50003 TCF

Feb 012024,  Feb 012024,
n9k-leaf-3 eth1/1 ° Healthy B 1:59:34 PM 3.42:06 PM 5 - 4.17 Kbps 3.17 Kbps 50003 myvrf_50003 TCF

Feb 01 2024, Feb 01 2024,
n9k-leaf-4 eth1/1 ° Healthy - 1:50:34 PM 3:42:06 PM 6 - 3.20 Kbps 2.94 Kbps 50003 myvrf_50003 TCF
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a. [BEZ (Overview) ] S TIZ. TV KRSV hOFE, LRI SA TV R PIIATVREY
—ERAMDRFEBREDY ATV b OFlERRTEET.

i [T RIRA Y bDO—REHIEEM (Endpoint General Details) 1 T, [7Z24 7Y MIP 7KL R
(Client IP Address) 1 #27Uvy Y UTIVRRA Y NOFMERTLET., ZOIY RAKRA
VERTRARNEINTWBIARTOY—ERE, TOIYRKRA Y MHSMMDY—E ZNDIER
EIP7RLRAERRTEEY,

i. KOy 74Oy VDANZFERALT. S 74909 MAATZRMOEM IS4 T b, EBERD
7. ROy 7 RA7HBEDFEREERRTLET,

i. [7Z47>hk (Clients) ] 7—7IT. [FZ74vI9HRAF (Traffic Analytics Score) |
ICh—VIilzghbtEdes, ZO—ERDNZ 74 v VAR AAT7DRRIATREINET,

b. [FNL Y K &#EET (Trends and Statistics) 4BI&ICIEX. ZDH—EZXDI 5S4 F7 v . Y—E X,
BIEZEDEDNL Y RERREINET,

c. [E% (Anomalies) 4B TIE. S 74 v ZAFICESVWTHEDY—EX TV RKRA U+
DEEZRRTEXT,

d. [7O0—UXE& (Flow Collections) ] 48T, ZOH—EXD7O—N&EEXRRTEZET,

P—ER UV RRA U F BT OBEHE

[—EX ZTYRRAV s ATTYOEE] \RTE. EEDXYNT—IDTTAIL M EERLIEAT
TJUVRESWTAHATIVICEDETOSNR—bZ2RRTEXT., R—bHPATIVICEDHETShTL
BWSEEE. BEOATIVONWITIANICEIDZETSHA, HILWATIVZERTEET. ChicLD,
XY RT—=UR=b 2L DHENICEES L UEETEZET,

1. [43%7 (Analyze) ]> [T ® 73#%7 (AnalyzeHub ) 1>[+F 7 4 v 7 3#%7 (Traffic Analytics) ] DJE
ICERLZET,
2. ROY T I AZa—hoDHA MN2BIRLET,

3. RAYFF IV AZa—hoREERZEIRLET. 774 NTlE. REORZ (BF 2 KFHE)
(Current time (past 2 hours)) | BMEBIRShTWE T,

4. [ROA7RIY—ER A5 TY (Service Category by Score) ] 4B T, [—E R = RRAL U b BT
U D% (Manage Service Endpoint Categories) ] %271 v 2 LZEY,

5. FILWATF IV ZEMT BICIE,. [FrLWhHTTY (New Categories) 1 27Uy o LET,

< Manage Service Categories X

New Service Endpoint Category

Category Name*

[ )

Port Selectors

Protocol Ports

[ Protocol ¥ ] [ Enter specific Port(s) or ranges (using "," or "-") ] w
© Add

6. h7JVDRARZEANLET,
7. [ k3L (Protocol) ] ROw 7oy URMAS, ZJORIILEBERLET,
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8. [[R—bk (Ports) 1 74 —JLRT, R—bF/FKR—FEHARZADLET,
9. [ (Add) 127 VUvys LT, ZORIJILZEBMULEY,

10. [f*7F (Save) 120Uy oI LET,

M. ATV %REET 2T, EREET7raAVvEI Vv I L. RE (edit) | ZEIRLET,
a. {E=MREL. [fR7F (Save) 120U v I LZET,

12 A7 TV %HIBRT 2013, ABRET7A V%27V v I L. [HIFR (delete) ] ZBIRLE T,
a. [#& (Confirm) 120Uy I ULETY,

TV RRAV D NT T 4 v 7 GHTORR

. [%# (Manage) ]1>[%1 ~ (Sites) ] ICBEL XTI,

A NREIUYIULET,

. [#5#%¢ (Connectivity) ]1>[x=> F&A >+ (Endpoints) ] ICBEL XY,
IVRKRAVYNT—TILT,. PZ7RLREVVUYILET,

. [IP OFt# (IP Details) | X—I T, [FZ 7 4 » 7 438 (Traffic Analytics) ] 227V v o LT, TV
RRAVMDRNZ 749 IR E2I—ERRLET,

—_

a A WM

IP Details foriIP ~~ o0 x

Current

Overview [P History Anomalies Traffic Analytics Trends and Statistics Flow Collections

Traffic Score reached Healthy
This score change generated 0 anomalies over the last 2 hours

Services Hosted on this Endpoint

Filter

Traffic Analytics

Service Port
Score

y Category Protocol Client Count Session Count Reset Count Tx Rate Rx Rate @

Remote_Connectio
n

3389 © Healthy TCP 30 131870 - 11.94 Kbps 3463 Kbps

1 items found Rows perpage 10 ‘ 1 ‘

Connections to other Services and IPs from this Endpoint by Traffic Analytics Score +
Over the last 2 hours

® X
@2
e2
Healthy-{ D S N - — & itfeeiily
0210 120511.000AM 0210 1235:11.000AM 0210 1:08 11000 AM 210 T3CMO00AM  021020511.000AM
Traffic
Endpoint Service Port Node Interface Analytics - Hostname Category Protocol VLAN VRF Sessions Tx Rate &
Score
20.11.11.1 4791 nk-leaf-1 eth1/1 @ Healthy u RoCE TCcP - myvrf_50003 4149 314.00 Bps
20.11.11.1 9092 n9k-leaf-1 eth1/5 @ Healthy - Database TCP - myvrf_50003 4413 406.00 Bps
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Zu—Dr I TNV a—T 4T UV—7 70—

ZO0-DrZ7Noa—TFT4vy 7—070-%2FRAT2E. b T74vIRHRAATHY—EZIIVER
RAYVPMIHUTEETRWMERIC. 2 DOIVRRA Y MNEDIXRTO7O0—-LI—RZPNETEET,
{CiscoNIRShortName} =AY 2 &, 7O—NEDHE%EIEEL. EBELLHEOBENTY RKRA Vb
MOLI—RZNETEZEIT., ZOHER. NZADOFRAL. 5 ¥7)IL0o70—FH. HLUE4«D70—T
EEUCHEZRRTEEY,

1. [Z3%7 (Analyze) ]> [T ® ##F (AnalyzeHub) 1>[+F 7 4 v 7 3% (Traffic Analytics) 1 DJE
ICEIRLE T,
2. RAYTH I AZa—h 54 NEERLUET,

3. RAYTI VY AZa—HSREEHZEIRLET. 774/ MTIE. [REDORR (BF 2 BFE)
(Current time (last 2 hours)) ] AEIRENTWET,

4. [H—ER TV RKR4 vk (Service Endpoint) ] 7—7ILT. b5 T7 4 v IS RAATZHIERE THL
IVRRAY M EBIRL, [—E X R—F (ServicePort) 122V v o LEY,

5 [—E XD (Service Details) ]| R—I T, NS 74vIRRRAATHEERIZATVRNIPT
RLRAZBRLEYS, RIS 7/ avEI Y v I L. [7e—IUEDEL (Start Flow
Collection) ] #ERLF 9.

6. FEDHRDO7O—-LI—-ROY Y7L 2NETZHEZERLE T, (B (Start) |27V v I LE
ED

7. [7 e —Iu% (Flow Collections) ] 27 Vv UL TAT—7RA%Z&XRLET,

8. [IN&EXF—% X (Collection Status) ] IC [52T (Completed) ] EXRShizD, [V a— FOFER
(ViewRecords) 127Uy LT, ZORBEDH—EX IVRRAbO70— L O— KD
ERRAULET,

D LI MDIRTOY—ER IVRRA Y bO70— ALY 3V ERRT SICIE.
[## (Manage) ]1>[¥1 I (Sites) 1 ICELET., 1 hEBIRLET, [
(Connectivity) ]1>[72—IX%£ (Flow Collections) 1%y ULZET9,

Z0-DrZT7Na2a—FT4VI TR, ROVFIVATIE, FELI—FK O/N\Ty ~HER
FTHINTD/ —RHBRRSNBWEELNHDET,

- Nexus Dashboard Insights IC7O0— ROy 7HH 255
s N\N—RTzT7TT—TILDEEHNRELI-IZE
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& VFHE

CORZaZINICRBBSINTVWBRLHRSLIUHRBICET 2EHRIE. FERUICEESINDIENHDET,
COXRZaZINICEEHESINTVWERIR, BHR. SLUHREIEL, IXTEETHDIEEZTVWETH,

AR TOHNERRNTON., —TORIAEODEFTZEDLBVWELDELET, COYZaF7ILICE&EH I TL
LZEBOFERIE, IRXTA—Y—HlDEEERDET,

MFRBFOY IRV T A4V AERERIEIE. ERISH TS [information Packet] ICEESEH S
THDH, COBBICEDARIZ2T7ILICHAATFNZBDELET, RIS h TR MERICIE. KB
ICCEEL IS,

Cisco MERALTWLS TCP ANy ¥ —[EHEHEEIX. UNIX ARL—F 4 V4 Y XFAD UCB (University
of California, Berkeley) M/INT7 U w4y RAALY N—UayvEULT, UCBABEERLAETOVZAZFERAL
=6 DT9, Allrights reserved. Copyright © 1981, Regents of the University of California.

CCICRREEINTVLBMMOVNIRBBRIEICHEIS T, FHOINTONZaT7ILELVY 7 V73,
FEEHEHT MAROFFX] ELTRHShFET., YRAABLVLEREER. Ematt. FEENES.
BLUFREORIE. HUSIFEDEIE., EA. TLEBEBITHORETZRIEZEHL. CNSICRET
e ARELBIBEROINTORIAEZHRELET .

WHRBBIGEICEVWTH, YAOABLIVZOHEEIX. COXZ27ILOFERELEFFERTERV EIC
Lo THRETZHBEDERPT—YDEEZIIUHET S, BEN. REM. BREN. H5 0 IE%RE
EICDOWNWT, HOWBAEEUEN VAT CEFZOHREBEICHMS I TVTH, ZnoICWHI3EEZ—)
BhbR\WHDELET,

CORZa7INTHEALTWS IP PRLABLUVERFEESIE. RBEOF7RLABLUVERFEEEZRITHD
TREHDEFEA, YZa27/L0F0f, ATV RHA, Xy hT7—2 FROVE., $LUZDOMORIL.
HBAOAHAZEEHNE LTERSNhTWETY, HEEORICEKFED IP PRLABLUVERESHMERIh T
ELTH, ZRREERGHDTIERL. BARAO—RCLZHLDTT,

COHEBOIZa7ILEYy MME, RRADBVWEEBZFEATZLOICEEINTVET, CORFa2AVE
Ty NTORADBWEE L E. FEs. BE. 3. \NERN7ATVT14T74. RENZATVT4T7 4.
MRiEE. HERENA. BLUA VY Iy—tEI Y3+ VT ICE DK ERZEKRULLBVEEBELELTES
ShTWxd, RV IMN7 27014V =T A AIZ/\N—ROA—KR2ZINTWSEE. RFP OR#*
AAVKMIEDWTHEAINTWSER., FLEESBIN WS —RN—FTsRETHEAINTWVSE
BICED RF 2 AV MNIHNDEET ZEEHHDET,

Cisco & UCisco MOTIE. Cisco X/FZDHAERMDKEE LV ZDMOEICH T 2EFEX/IEH
FEETY.

EREEIIEFEETT, YAIDEED—EIL, http://www.cisco.com/ go/trademarks TSRV
EIEY, BEINTWBH—RN—T 1 DEEIZ. ZhZENOMBEICIBELET. NN\—kF—1 &
WSEENMERAShTWVWTH, YRAOEMHDOBIC/N—FF—BRIPIFEETZEEZEKRTDIHDTIEH
hxthA, (1110R) ,
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