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a Ay FETF—=Yay AZa1—Nn5. [EH] > [RFE] (Administrative > Authentication) ®DJE(IC
BIRLET,

b. A4y RAVDHELT, [T27¥ 3> (Actions) | A=Za—%I7Uy oL, [vTA4Y FAL D
e (Create Login Domain) ] Z&RUL X7,

.[e A FAAL o DERL (Create Login Domain) ] BEA BV =S, KAV OFMBEANLET,
a. [481 (Name) 1 ICRAA YDERIZEANILET,

b. ({EE) [#P (Description) ] ICRK A1V DFBAZANILET,

c. [Vvas (Realm) | ROy 7H U rh 5 [Ldap] ZBIRLE T,

d. XKIC, [+7ue 4 ¥—miBM (+Add Provider) ] #2J v o LT,

JE—MREY—/N\—ZEBMLET, [Tue s F—0EM (Add
Provider) 1 V4« Y RUDBHEET,

. UE—MEREY—N—D5HAE AN LE T,
a H—N—DKRAME%E [F X b4 (Hosthame) ] ICAN TSN, H—N—D[IP7T KL X (IP
Address) ] ICAALET,

b, (A7 3Y) H—N—DHEE [39 (Description) ] IZAHLET.
c. [¥—TF (Port) ]HEZANLET,
LDAP OF 7 # )L hDR—bI(E 389 TY,

d. X—ZX DN % [X—ZDN (BaseDN) ]I(C. /X1~ K DN % [/ > FDN (BindDN) ]ICAAULZE
9,

N—2ZDN&E /XA Y KDNIE, LDAPH —/IN—HDEDLDICEHEINTWLWBEIMNTEL>TERD X,
LDAPH —NN—TER S niz1—H—D#HBEZHh S, R—ZXDNE/NA Y RDNDOEEZRBETZZET,

AN—ZDN(E, H—N—P1—HY—%KREITSRA > TI, ffl : DC=nd,DC=local,

N4>V K DN [, Y—NICHITBREIEICHEAEI 20714 VIEHRTT. Hl : CN=admin,
CN=Users, DC=nd. DC=local,

e. ¥—% [¥— (Key) |ICANUTHERLET.

Zhig. NAYRDNI—H—DNRT—RTYF, ER/N\M Y REYR-—rSThTWRWH, 7
A =ILRCBENRMEZANT 2LENHDET,

f. BREE T —N\—CEHRITIBDIA AT I E [#4 2T T+ (Timeout) ]I, BETEEE [RTT
E# (Retries) ] [CEEELZET,

g. [LDAPE#: (LDAP Attribute) ] 7 4 —JLRICAAL T, TIL—TFT AV N=2y
Z7EO—IWZEELE T, RD2DDATYavhYR—bhahTWET,

= ciscoAVPair (77 #JLK) : I—%— O—JLD Cisco AVPair B4 TRE L 7= LDAP H— /X
—ICEAINhET.

= memberOf : LDAP J')L—7 <y 7 TH/E L LDAP Y—N\—([CEHINET., JIL—T<v
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TOEMICOWTIE., ROFIETHBELET.

h. (fEE) LDAP @EDiFE L [SSL] #BMICLE T,
SSL #BMICT 2HEE. [SSL FEBHE (SSL Certificate) ] & [SSL FEBHEMRGE ¥4 7 (SSL
Certificate Validation) ] 38§ I 2 EBEHLNH D FT,

« [EFA] (Permissive) ]: ERDFREEF (CA) ICL>TERINAZT2ZIT AN, BELIC
FERLXT,
« [E1& (Strict) |: AT SRIICHBPEF 1 —V2EZRELET.
i. (EE) [V—"—DFE=%Y 7 (Server Monitoring) ] #BMICLZET.

E=F ) U TR TBAEAIE, [2—Y—% (Username) ] & [/XXT—K (Password) ] b5
ETIHINEHNHDET,

j. BRFE (Validation) ] 7« —JL RIC, BI0Y % LDAP H—/\—TI TICRES N TWVE1—H¥—0
[z—¥#—4% (Username) ]& [/S2U—F (Password) ] ZAHULET,

Nexus Dashboard [ Z DI —H—BHRICEDVWTIVRY—IT Y RDFFFEZHRIEL. AN URERE
HEYUTHEIHI EEELET,

k. [{#7F (Save) 127 Vv LT7ONA Y —BEETTLET,
. TORAAYTERT SLDAPRE Y —/N\—A\MIcEoniE. COFEZEDRLET,
5. ({ff=) [LDAPZ L —F< v N —/ (LDAP Group Map Rules) ] ZEMICLTHRELE T,

Cisco AVR 7 XF5|ZzHEHA LU CLDAPA—H—% R %i551F. COFIEEZAF v 7L TL S,

a. [LDAPFEREMDEIR (LDAP Auth Choice) ] T. [LDAPYI)IL—7< v 7)L—JL (LDAP Group Map
Rules) ] Z&RL X9,

b. [LDAP ) —7 = v 7 —L®DiBil (Add LDAP Group MapRule) 127Uy ULZEd,
[LDAP/ N—TF< v 7 — DB (Add LDAP Group MapRule) 1 V4« Y RUABEEET,
c. 7)L—7®[Z—7DN (GroupDN) ] 2EEL X,
74—y ME, LDAP YV U—I[CL>TEBD XY, Bl : DN=xxx, OU=xxx, DC=xxx i&&,

d. LDAP Z)L—7® [m—/v (Roles) 1% 1 DU EERLET,
e. [(RfF (Save) 12V Vv I LTYIN—TREEZRELET.
f. BIIDOLDAPY IL—ThdpniE. COFIEZEDRLET.

6. [fERL (Create) 120V v o LT, RALVDEMZETLET,

VE— MR X4 X —¢ LTOD RADIUS F7-1Z TACACS
PREYIN

12U 5 FIE

[)E— R REEY —/\—0REl ORBICHE>T, UE—MBIEY—/\—IC 1 AMEQI—Y—%5R
ELTHUBENHDET,

Z7ONA Y —BROREDIY RY—ITY ROWEICIE. BEOLI—YY—%2FHTINENHDET,

RadiusEX 7= IFTACACSY E— FEREE7O/NA ¥ —% BT BT, XOFIEEZEITULET,
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1. Nexus Dashboard @ [§# = —)L (Admin Console) ] ICEEFLE T,
2. SEER A v EBMULET,

a Ay FEST—Iay AZa—Hh5, [BH] > [733E] (Administrative > Authentication) ®DJ[E(C
BIRLET,

b. A4y RAVDHELT, [T27¥ 3> (Actions) | A=Za—%I7Uy oL, [vTA4Y FAL D
e (Create Login Domain) ] Z&RUL X7,

3. [@ 74 AL DIER (Create Login Domain) ] EEA BV =5. RXALVDOFHEANLET,
a. [481 (Name) 1 ICRAA YDERIZEANILET,
b. ({EE) [#P (Description) ] ICRK A1V DFBAZANILET,
c. [V v (Realm) 1 ROy 74 o vh 5 [Radius] E£7=Id [Tacacs] Z&EIRLE T,
d. XKIC, [+7ue 4 ¥—miBM (+Add Provider) ] #2J v o LT,

JE—MREY—/N\—ZEBMLET, [Tue s F—0EM (Add
Provider) 1 V4« Y RUDBHEET,

4. JE—MEIAEY—N\—DFAEANLET,
a Y—N—DFAMAZEANTEN P7RLAEZAALET,
b. (A7Y3av) ¥—N\—0&AE% [#iH (Description) ] ICANTILZET,
c. U—N—PERATZFEETOMILEBRLET,

[PAP]. [CHAP], 7l [MS-CHAP] " 5ZFEIRL X
R
d ®R—rESZANLET,
T7 A FDR—kIE RADIUS (3L T 1812, TACACS XL T 49 TT,
e. ¥—% [¥— (Key) ICAHULTHRLEY.
InR7AONS Y= —N—\DEHTHEATZ/XT—FTY,
f. (&) [r—3—DE=%V >~ (Server Monitoring) ] ZHZICTZ2HhEBIRLET,

EZHV VT EBMCT BIHEEE. [2——% (Username) ] & [/XAU—F (Password) ] %
BET2MENHDET,

g. [RFE (Validation) ] 74 —JLRIC. BMT BV E—FM—/N—TITITREThTWVWZ I —H—
D [—¥—% (Username) ] & [/$2V— K (Password) ] #AHLZET,

Nexus Dashboardld CD1—H—IFRICEDVWTIVRY—IT Y RDOBFAEMRIEL. AN UHRE
P EYUTHBII ZERLET,

h. [lR7F (Save) 122Uy oLT7ONA Y —BFEZTTLET,
i. BINOY E—REREEY —/I\—DbbniE. COFEZZEDELUET,
5. [fEsk (Create) 1227V w2 LT, RALAVDEMEKRTLEY,

JE— ba—F—n J A ORFE
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Nexus Dashboard T, BHEDI—YHY—DI LTy IvIILzERALTOYM v E2R{TIRZET, UE—
NEBEE 7 O/NA ¥ —DEERREMZ IR TEE T,

1. Nexus Dashboard @ [&§# = —)L (Admin Console) ] ICEEFLE T,
2. TAMNTBRASVICEHLET,

a Ay FTET—= 3y AZa—nhm5, [EFH] > [BFE] (Administrative > Authentication) ®DJ[E(C
BIRLET,

b. BEDRKAA V&I )Y I ULEY,
c. Al 7ONFT 4 Y4 RIN—T, 712>V %EI

vy ULET, RAAM VD [EE (Overview) | R—Y
HHEEET,
3. [EE (Overview) | R—IU T, TANTBZ7ONA Y —DIEICH D [#IE (Validate) 122U v oL

ia-o

4. [Fu A4 X—O#FE (Validate Provider) 1 V4 Y RO T, CORE7ONA T —TEESINTLS
1—H—) [2—%—4% (Username) ] & [S2U—F (Password) ] Z AU, [#EE
(Validate) 1 227U v o LZEY,

AN AL ESDERT Ay E—INKRRENET.

IR A v E—IUDARREINIIBESIE. RE7ONA T —D Y —N\—(CRETRETH B E. BLY
FTAMNCERALEI—Y— @7b7//vw#ﬁwknorab TONA T —THRESINhTWS &
LTSS,

U:E*‘quﬁEF>x4’/“Dﬁﬁﬁ§
ERRUTc R AL VICEEEMZ 3581, XOFIEZETLET,

1. Nexus Dashboard O [§# = —)L (Admin Console) ] ICEFLE T,

2. AV FET— 3y AZa1—nHm5., [EH] > [333E] (Administrative > Authentication) OJ[E(Ci#ER
LXY,

3. RAS YD [T 7 v ayv (Actions) | A=Za—h5, [T A2 FAAL v OFE (Edit Login
Domain) ] ##RL XY,

FRER XA VDRFMETY A TRIEETEEEAN, FAETONA Y —RERFEETEET,

|:| BICHIZEMI SR E. OV Y RAM VICEEZMA BRI, BFEOTXTOT
AN Y=L TF—Z2BANITBRENHD LT,

U E— FEREE R A A DHIER

1. Nexus Dashboard @ [&¥ = Y —/ (Admin Console) ] ICHEEIL X7,

2. AV FEF—I 3y AZa—Hh5, [EH] > [FR5E] (Administrative > Authentication) DJ[E(ZEIR
LET,

3. RXAAvD[7T27vav (Actions) | AZa—m5, [27 142 FAAL U DHIE (Delete Login
Domain) ] #®RLE T,

4. [HIBEDO#ESR (Confirm Delete) ] 7OV 7T, [OK] 22U v LTHEELET,
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2 E R

D) —R21.200, 1—9—0O7 4 VICELERFBIE(MFA)Z{EH T % & 5 [CNexus Dashboardz & E T&E
ig-a

LERDLZRET i565. KeXRTLET.

TMFA 70O/)\4 5 —&LT®HD Okta 7 hH U hDiER] THEAZhTWSELS5IC. MFA 7O/NA/ 5 —
DEIL—F—ZEBHLET,

CDOYY—XTIE. MFAZO/NA Y —& L TOktaDHF M P R—bEShTWET,
IMFA 254 7 kDiER] THIAZShTWEESIC, MFA 7ONKAY—¢E0 547V MDA
HEMYUET, COVY—XTIE. MFAS14 7Y cELTDUODHFD T R—MEINTWET,

Okta # Y E—FFAE7ONA Y —E L TEMT %1 THEZNTWSELSIC, MFA 7O/\1 5 —
% Nexus Dashboard OVEPEREER A1 & LTEMULE T,

MFA a4 X —L LTOOkta 77 FDERL

RODOFIETIE, Oktaz 7O/NA 45— & L TERL TNexus Dashboard DMFAZ B MICT B 7= ICIHER
HEAGEZRLET., FHBO0kaREIL. CORFIAYVNOEEINTYT, FAHAELIRTOATY 3
VICDWTIE, OktaD RFa AV hESBLTLIEE,

Nexus Dashboard MFARICOkta% 8 €9 B ICld, KEETLET,
1. OktaZ Ao v hlicOJA4 v LET,
TFHhov haEEMRT BICIE. https://developer.okta.com [ICF7 7 A LZET,

2. LW TUREZEEMULE T,

a. ZllOFETS—va v AZa—nm5, [TFVr—var>T7FYr—a (Application >
Application) ] #i&RU X9,

b. [77V /r—v a3 VA DIER (Create App Integration) 122U v  ULXY,

c. [VrA4 4 v HE (Sign-in method) ] (£, [OIDC - OpenlD#Ef: (OIDC - OpenlD Connect) | %
BIRLET,

d. [77V r—> av #4147 (Application Type) ] (E. [Web7 FUsr— 3> (Web
Application) ] Z#ERULZE T,

e. [k~ (Next) 122Uy I LZET,
f. [77Y r—va%E4 (Appintegrationname) | Z#EEL X I, & Z(F nd-mfa T,

ROFETIE, 77VHEEZLELT nd-mfa ZFALTVWSEZFHRELTVWEY, BlOogeT%=
BIRT ZBEE. VEICIHELU T nd-mfa 2BEHZ2F9,

g. [r4 4V &A1 1L2Z FURI (Sign-inredirect URIs) ] (C(Z. https://<nd-node1-ip>
/oidccallback ZANULZET,

<nd-nodel-ip> FV FR% /—RDIP7RLRXICEEZH#Z. [+URI 28/ (AddURD) 1% Uy
LT VFRAIDINTD/—RD URI ZHELFT,

Cisco Cddfidential


https://developer.okta.com/

h. [l & 727 27X (Controlled Access) ] T. [SFTIL—TDEIDY¥TZZFv 7 (Skip
group assignment for now) ] #ERL 9,

i. ZOMDT 4 —ILRET 7 A MEDTXICLT. [fR7F (Save) 120U v I LET,

3 WEREMET 7AINI—F—ITEMULET,

a. ZfllOoFET—va v AZa—nm5, [FaVvZ bV >Fur7r A4 =5 1 # (Directory > Profile
Editor) ] ZEIRL £ T,

b. [Okta =—¥— (F7xb) lo7a774I)L=o Uy ULET,
c. [+BHDiEM (+Add Attribute) ] 22Uy o LZET,
d. [F—#%! (Datatype) ] TlE. XF75| (string) Z&EIRLET.

e. [ 74 (Display name) ]. [£%$4 (Variable name) ]. £ XU [#H (Description) ] (.
CiscoAVPair E AL E T,

f. [BHEDSSE (Attribute required) ] A4 7 (unchecked) [CR->TWBZ E%HERBLET,

g D74 —ILRIET7AIMEDEFICLT, RFLTEHITENMN (Save and Add Another) | %
77Uy LET,

h. [F—#% (Datatype) ] Tld. XF35 (string) ZZERLET.

i. [ "4 (Display name) ]. [£%£& (Variable name) ]. & U [#i# (Description) ] IC.
nduser EANULET,

i [BESME (Attribute required) ] A4 7 (unchecked) [CHR->TWA T E%MERELET,
k. ZOMD7 4 —=ILRIFT7AIMEDEFICLT, [RfF (Save) 122U v I LET,

4. fER{ U7z nd-mfa 2—H—(CEBELREMEEZEMULET,

a. ZfllOFET—ay AZa—Hm5. [T4V 27 b >Fur7rA =5 & (Directory > Profile
Editor) ] Z#IRL £ T,

b. nd-mfa =—¥%— (F7#/VF) O7O774IL&22V v L%T,
c. [+BHDiEM (+Add Attribute) ] 22U v o LZET,
d. [F—#% (Datatype) ] Tld. XF7| (string) ZEIRLET,

e. [ 74 (Display name) ]. [£%$4 (Variable name) ]. £ XU [#H (Description) ] (.
CiscoAVPair E AZLE T,

f. [BHERHSE (Attribute required) ] B’A VICKR->TWSZ E&2ERLE T,

g MDOT74—ILRIFT7AIMEDOEFICLT, RFELTEHITEN (Save and Add Another) | %
gy LET,

h. [7—#%%! (Datatype) ] Tl&. XF5 (string) ZFEIRLE T,

i. [ "4 (Display name) ]. [£%£& (Variable name) ]. & U [#i# (Description) ] IC.
nduser EANULET,

i [BHESHKE (Attribute required) ] AAA VI ICHR->TWBZ E%ERELET,
k. ZOD74—ILRIFT7AIMEDETFICLT., [BR7FE (Save) 120U v I LET,

5. BEZ=~VYvEYILEY,

16

a. Tl ETSY—ay AZa—»m5. [T4VvZ7 ) >Fr7r7A v x5 4% (Directory > Profile
Editor) ] ZEIRL £ T

b. nd-mfa =—#%#— (nd-mfaUser) 707 74L&y L%,
c. A U4 Rud (B (Attributes) | IR T, [Ty EY
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4 (Mappings) 122V v 7 L¥d, [nd-mfaz—F— 7o
774N <y 7 (nd-mfaUser Profile Mappings) ] 7

1V RINHEET,
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d.

e.

f.
g.
h.

nd-mfa User Profile Mappings

a nd-mfa to Okta User Okta User to nd-mfa

nd-mfa User Profile Okta User User Profile
okta
appuser user
appuser . userhame v oy - login

Use default username setting for Okta user

appuser.given_name v o - firstName
appuser . family_name v D> v lasthame
Choose an attribute or enter an expression... v , ¥ middleName

o L O LW o O O oW O oV O o O o o o S N S S S S N S S S S S S S

oappuser.CiscoAVPajr v v CiscoAVPair
°appuser .nduser v L1, v nduser

© Preview : i op d Save Mappings Cancel

[nd-mfaz—¥%— e 77 A <2 7 (nd-mfaUser Profile Mappings) 1 7V« Y KRooD L
#C. [nd-mfa # Okta =—H¥—iZ] 2o Vv o LET,

[CiscoAVPair] Di&ICH B ROy TH 9 A= 12 —h 5 app.CiscoAVPair ZEIRUL X T,
[nduser] DIEICH D ROV THF I A= 2—Hh5 app.nduser ZBIRLF T,

[y v 7Di7FE (Save Mappings) 127U v o LET,

[49<EH%LEMA (Apply Updatenow) 127U v LET,

6. I—HZERLET,

a.

EROFETF— a3y AZa—hm5, [F4VvZ FU > 2—F— (Directory > People) ] #i&iRL
ig-o

[+>=—¥—miEI (+Addperson) ] 20Uy I LET,

A—H—1FHREANLET,

R L TE 5B (Save and Add Another) 1 22V v UTRIOI—H—%EBMT 2H. [
T (Save) 127Uy o LTTULET,

Nexus DashboarlCOJ 4 Y TE3LIICTBIXRTOLI—H—%BMNIT 2NELHDET,

7. A=Y= F7TVICEIDETEY,

18

a.

b.
C.

d.

ERDFET—a vy AZa—nm5, [TV r—var s> 7Y r—3 3 (Applications >
Application) ] ZZERL 7.

R LI=7 7V 45— 3y (nd-mfa) 22Uy o LEY,
[(2%E (Assignments) ] ¥ 7%#EIRULZE T,
[B10 Y T>=2—9F—i2HY YT (Assign > Assign to People) ] ZEIRL X7,
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[2—H—~Dnd-mfaDF| Y 24T (Assign nd-mfatoPeople) 1 V1 Y RUDBHEET,
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[2—Y—~DOnd-mfaDE| D B T] V4V RIT, A—F—DEICH S [EIV BT (Assign) ] =
210w L., 1—4%—H Nexus Dashboard [COY A4 TZ25LIICLET,

I—H—D5 Y 1~ R9HE =S, [CiscoAVPair] £ &L U [nduser] 74 —JLRICEZANLE
a-o

CiscoAVPair OfEl&. [Configuring Remote Authentication Server (V) £— hEREEH —/\—D1E
) 1 THEIShTWET (fFl: shel:domains=all/admin/) .

nduser D{E(E. Nexus Dashboard [COY 4 V93 ¢EEICCDI—HF—DA—H—ZL UL TERS
nxd.

[EfFELTCE% (SaveandGoBack) 127 VUv 2 LETY,

h. BlOI—H—%EDHTBH. [5ET (Done) ] 27U v I LTRRTLET,

BIDFIETER LI NTDI—F—ZEMI 2VENHDET,

8. 77U D [ER (Claims) | Z8ELXT.

a EDFEFX—Ia v AZa—Dm5[EF=2VUT 1 >API (Security > API) ] Z&IRULE T,
b.

T7xNVEDEREI YV ILEY,

c. [k (Claims) ] ¥ 7%&RLET,
d.

[+ERDEM (+Add Claim) ] %2 v 2 LT, CiscoAVPair EXRZEBIMUL XY,

[487 (Name) ] 7«4 —JLRIC, CiscoAVPair EANILET,

[F—2V 24 712&H 5 (Includeintokentype) ] KOy 754U vuhs, [IDN—2 > (ID
Token) |1 #BIRLE T,

[IDk—% > (IDToken) ] DERAZHESHLEITH, [7UVTR b—2 Y (Access Token) 1 HHR
—kEhTWET,

[fE (Value) 1 7« —JLKIC. appuser.CiscoAVPair E ANULET,

h. [{#7F (Save) 122V v o LET,

m.

i [+FRoEM (+Add Claim) ] 22 Y v o LT, nduser DEXRZEMLET,

[487 (Name) 1 7«4 —JLRIC, nduser EADLET,
[F—2V 24 712&H 5 (Includeintokentype) ] KOy 754U vuhs, [IDN—2 > (ID
Token) 1 #BIRLE T,

MADEKRERU h—7 Y TERT ZLENHDEI. D b=V ETIER =Y VDRERY
R—bhEhTLWEEA,

[fE (value) 1 7 4 —JLKIC. appuser.nduser EADULET,
[#7F (Save) 120Uy o LET,

9. Nexus ¥ ¥ a/R—RDBVEE7ONA 5 —& L TEIMT B-0HICNER Okta 7 H U v MNEHRZE INE
LEY,

20

a.
b.

C.

EOFET—ayAZa—nm5[kF=2UT 1 >APl (Security >APl) ] #&IRUZE Y,
T7xNVEDEEZEIYYIULET,
[3847# (Issuer) | DEZEZHEHET,
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Settings Edit

Name default

Audience api://default

Description Default Authorization Server for your Applications
Issuer . https://dev- .okta.com/oauth2/default
Metadata URI https://deu- .okta.com/oauth2/default/well-

known/oauth-authorization-server
Signing Key Rotation @ Automatic

Last Rotation 15 Nov 2021

d. ZAOFES—avAZa—nhm5, [TFVr—Tar>T77 U r—ar (Application >
Application) ] ZZERL X7,

e. ERLI7 7V —> 3y (nd-mfa) 29Uy LET,

f.[27547>1+ID (ClientlD) 1&[Z75A4T7 >k —2Z7 Ly b (ClientSecret) ] DEZEZ=E%
9,

Client Credentials Edit

Client ID

Public identifier for the client that is required for all OAuth

flows.

Client secret "..o".oc".oooaovuq»furouniooiciu»i-oo

Secret used by the client to exchange an authorization code
for a token. This must be kept confidential! Do not include it
in apps which cannot keep it secret, such as those running

on a client.

MFAZ 547 N DRE
ZDYY—ATE. MFAZ 51 7Y k& LTCisco DuoD @AY R— h ShTWET,

RODFIETIE. Cisco Duo for Nexus Dashboard MFAZ{ERTZ 5 LD ICT R-HDICWBELRERDEEIR
HUXYT, MR DuoiREIL. CORF 1AV MNDOEHFBEN T, FEHAIERINTOA T3 vICDOVWT
&, CiscoDUoD RF a1 XAV hZEBLTLLEZL,
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Duo%sREJd 5ICIF. X&EETLXT,

1. OktaZ Ao v hlicAA4 Y LET,

2. DUOZMFA%Y 4 & L TEMULEY,
a. EDFET—vavAZa—hm5 X2V T > LER (Security > Multifactor) ] ZFIRL T,
b. [E# ¥ A 7 (Factor Types) 1 ¥ 7. [Duo £+ 215« (Duo Security) ] Zi8RLE T,

Duo Security &+ 7Y 3 Y AR WEEE. https://support.okta.com/help/s/opencase Hh 5 Okta T
YIR— T —RZzFEA<HELNFHD XTI,

c. [Duot* =Y+ (DuoSecurity) ] V4>V RKRUT, VERBFHREADLET,

HEF—. WEBFX—. APIRAMNBGZEF T 25 E0MIC D TIE. https://duo.com/docs/okta
aBLTLLEZL,

Duo 21— —Z DRI EFA—ILICHES N TVWS I EZEELET,

d. [(#% (Save) 122 Uv o LET,
3. Duo IL—ILEERLE 9.

a. ZfllFETS—va v AZa—nm5, [TFVr—var>T77Ur—ar (Applications >
Application) ] ZZEIRL X9,

b. fER L7 7TV —> 3y (nd-mfa) 20Uy ULET,
c. [#A4 4+ (SignOn) 19 7% BIRLET.,

d. [ F> RY < — (Sign On Policy) ] 4BI&T. [+ —/DiBH (+AddRule) ] 22V v oL
9,

e. L—ILDaFZAALET,

f. [727+& X (Access) |4BIH T [EED 717 (Promptforfactor) ] Z2HMICLT. [TT
DY A4 (Everysignon) | ZEIRLET,

g A—RT—AOME[CIHEL T, AT avEEELET,
h. {#7F (Save) 122Uy o LET,
4. Okta & Duo D#iE%=EBRLET,

Okta THERELc1—Y—H" MFA FI®D Duo 7 7Y ZERATEZ 5L 5ICT2HEIF 2 2HDEY, Duo
BEZ(IC Duo ¥y Y aR—RFERLULI-—YF—ZIRTEMLTHLS5IHD, 4 DI—H—5H Okta (T
074 Y ULTEBRTEERIBNTI,

Duo¥vy ¥ aR—RTCA—H—%{EIT BICIE. XZEFRITLEY,

a BEEEI—Y—¢LLTDuw¥yvakk—KRIcOy4vULEd,
b. EOFETF— a3y AZa—Hm5 [2—%— (Users) ] ZiEIRLET,

c. [=2—¥—miEfM (AddUser) 122 1) wo L, Okta D1—H—IFHE—T ¥MAIEHRE AL
9,

d. OktalSBMUL=dRTHDI—H—[CDT, D
FlgxghiRUE9, BEEIRIT 5ICIE. XEETL
9,

a. TMFA Z7ONA 5 —&ELTOD Okta 7H o hDER] THERLIEIRXTOI—H—C, BED

22 Cisco Confidential


https://support.okta.com/help/s/opencase
https://duo.com/docs/okta

Okta RAA/ VA FEHULTENTOkta IcOY 1 VT 2LDICERLET.

AT S Okta KA VERETBICIE, [TFVr—Tar > 77V r—a (Application >
Application) 1 IC#8L. #EF L7/ nd-mfa 77U 45— 3>% 2 v LT, [Okta KA A >

(Oktadomain) ] ® URL Z#E—U XY,
« Back to Applications

©

nd-mfa

‘ Active

‘ 8 ‘ View Logs

General Sign On Assignments Okta APl Scopes

o 2F o W S S S S S W S S S S W S S S N Y

General Settings Edit

Okta domain . okta.com [

p FPUCHION 0 0 0 0 0 £ 0 0 000 00000000
b. A4 vd%E, ALEOI—HF—XAZ1—H5 [RE (Settings) | XR—JICBETEXEY,
c. [Duokt¥x=U T t3RE (Duo Security Setup) ] Z#ZIRL. BEDIERICEVNET,

U E— FEEE S 1A F— & L TP Okta DB
/3D B FIIZ

I Configuring Okta Account as MFA Provider] THBHENh TS &L SIC, Okta i 1 A LD 1—
H—THERINTWEULELHDET,
-Okta 7HIYIDSDIFATMID, 275472 Fo—2 by b, BITEBRIFETICHDINEN
HODFET, TNICDWWTIE. TConfiguring Okta Account as MFA Provider] O&R#&DFIETHAAS
nctwxd,

- 7O0F VAL T Okta 7AV Y MIERT 2I551F. AT ARKRE] THREASNTWSELSIC,
T7OF D EREHTHIVENHDEY,

Oktaz U E—RFEREE7ONA Y —E L TEMT %ICIE. XEETUET,
1. BEEEI1—H—& LT Nexus Dashboard [cO4 14 ULET,

2. [&# =YV —/ (Admin Console) ] ICBREFLET,

3. FEER A v EBMULET,

a Ay FETF—=Yay AZa1—Nn5. [EH] > [BFE] (Administrative > Authentication) ®DJE(C
BIRLET,
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4

5

b. A4y RAVDHELT, [T27¥ 3> (Actions) | A=Za—%I7Uy oL, [vTA4Y FAL D
e (Create Login Domain) ] Z&RUL %7,

.[e A4 FAAL o DERL (Create Login Domain) ] BEA B LV=S., RAASVOFMBEANLET,
a. [481 (Name) 1 ICRAAM Y D&RIZANLET,

(fE=) [FiHH (Description) ] ICK X1 v DEHAZEANLET,
c. [Lva (Realm) | KOy 74U vh 5, [OIDC] #FRULET,

d. [7Z7A4 7 FID (ClientID) ] 74 —JLRIC, Okta 7HDY hHSBRBLEIZA 7V MIDZA
HULEY,

e.[7947 b —271L v b (ClientSecret) ] 74 —JLRIC, Okta 7HhO Y A SEEBLIEY S
A7V —9LyNEADLET,

f. [3817%& (Issuer) ] 74 —JLKRIC, Okta 7H U Y D SERELIZ URI ZAHLET,

g ((FE) 7Ox VAT Okta LRI 258 E. [2—F—7vF%> (UserProxy) 1A 73y
ZAVICLEY,

h. [&iPH (Scopes) 1 A7V aviEFAT7DEXICLET,

o

D) —ZTlE. openid DEFERDHHINYR—FESNhTWET,

. [fEE (Create) 122 ')y LT, RASVDEMZLRTLET.

MFA Zf# F L7~ Nexus Dashboard ~»wu 7' A

1

2.

24

. BEEB D, Nexus DashboardDIPD1DICEELE T,

[eZ74 2 ALY (LoginDomain) ] KOy 790 uhs, TVE—FRIET R AL F—LLTD
Okta MEMN | THEM L7 OIDC K XA Vv ERIRLET,

2—P—L{ERRT—FRDT7 4 —=)LREFRRSNhEEA.
. [Loginl 22 Vv o LZET,
OktaO /A yR—JICHEL T,

TMFA 70/)\4 5 —& L T®O Okta 77170 > b DIER] OFREAICHE> T, Okta TR I h/-1—H—
#EALTOVAYLET,

DuoV 4 7Y MITy Y aBAIXEENET,
DuoZzfERL TRV A v EERBLET.

Nexus Dashboard UICU %4 L7 h&h., Oktal—H—%FAHALTOFAI Y LET,
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a2—F

[=—#%— (Users) ] ® GUI R—ITlE. Nexus Dashboard [C7 I LA TEZIANRTDIL—HF—2RED
LUBHETEXEY,

[e—Hv (Local) 17 7ICiEFgTRTOO—-AILA—H—HFRRIh, [VE—F (Remote) ] % 7L,
U:E |\nunIEJ t7/3 /@nHEH‘\_ﬁED_Cl_jJDlJTL. U:E I\WL’FIIE.'T /\ CEQEE‘TL'CL\%)—_L—'U'—W?E
R~enEd,

- T7AIhoO—-h) EEEI-F—-FHIRTEZ A,

o - Nexus Dashboard, 77 7VUwv o, XU 7 TV sr—IravEOY Y
TJIYA YAV (SSO)E, VE—bI—Y—DHIERATEEFT, VE—PI—H—
DERFEDEFMICOVWTIE, TUTE—REEEE] 2#2BLTL S,

12— )V 2—F DB

1. Nexus Dashboard o [§# = —/)L (Admin Console) ] ICEE#LE T,
2. HLnO—AIL1—HEERLET,
a XY FEF—Y 3y AZa—Hm5, [BEHE (Admin) ]>[=—%— (Users) ] ZEIRLF .
b. XY RAYVDHLT., [m—H ) 2—F—D{ERK (Create LocalUser) 127y o LET,
3. [e—Hhr=2—F—dDfERk (Create Local User) | BEA WS, I—HF—DEFMlZANLET,
a OJAVICERT 22— —ID ZANLET,
b. RHID/NSAT—REANUTHERLET,
c. I—H—04., t BFA—NVT FLRAEANLET,
d. I—H—Du—/L EHEREZERULET,

F1—H—(C@LT12ULtoO— L% &RTEE9, FAAELZO—-ILEZDERICDWNTIE.
MO—)LEHER] =8B LTLLEZL,

BIRLEITARTOA—T—O—-)LICFH LT, SiRDERT7 IR ERIRD/IEZEAHT IR
DEESEZFAMCTEI2BIRTEXT, ARDER7I7EXDBE. 1—F—Far01—Y
—a—/VTHFASNIEAT IV MNEREZRRTEZIN, BEET D EIITEXEA,

e. [fEsk (Create) 127Uy L TA—HY—%2RELZET,

o —h ) 22— DOfRE

1. Nexus Dashboard @ [‘&#. =Y —/L (Admin Console) ] ICBBEFIL X T,

2. A—YoFHEmEREET.
a Ay FETF—=Yay AZa—Hm5. [BE (Admin) ]>[=2—%— (Users) ] ZEIRLZT,
b. X4 R4V T, A—F—D&F=ZI )V I ULET,
c. SRS VAW S, [ (Details) ] 7V %o Uy I LET,

3. <user-name> DFFAEMEM RS, WL (Edit) | 72V %=2o Vv I LET.

4. [2—¥—0fEE (EditUser) | BE T, HEICIHU TREZEHLIT,
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XU T g

[ =Y 5 ¢ (Security) 1 ® GUI X—Tld, Nexus Dashboard TERINZIHAEEETE LVER
TEXY,

X2 U T ARE

[E# (Administrative) ]> [tt¥ 1Y 7 1 O (Security Configuration) ] X—/ T3, Nexus
Dashboard 7 5 A% THEAINZRIALYVavDIAATIhE X2V T AEAEEZRETEET,

VEbY o XY
- Nexus Dashboard THERAT 2 FEDF—LHAEN T TICER SN TLWEILELAHD XTI, EF.

NICIRDT7 71ILHBEENRET,

o #W#E+— (nd.key)

o FREERF (CA) X7V v VEAE (ca.crt)

o CA EL{TZHAAZE (nd.crt)

BEERAHAEAOLE7 7MILOERICOVWTIE., THEF—ECBCELIAHAED £l THASN
TWEY,

X2V TADETEELET BHIC. Nexus Dashboard 7 S AY DERIINY I 7y TH5ERT B &
HEHULET,

Ny 7y TOEMBICD W TIE. Nexus Dashboard Operations @ TNy o 7w 7 &1ET] 28BLTL
V-1 AN
X1V T 1 DEREZRET BICIE. XEEITLET,
1. Nexus Dashboard @ [&# =Y —/L (Admin Console) ] IC#E#LE T,
2. EX VT A DRELZRELET,
a XY FEF—Y 3y AZa2—H5, B (Admin) 15[t F=UF 1 (Security) ] ZBIRL Z
3-0
b. X4y RAVT, [BEF=2VT 1 DFE (Security Configuration) | ¥ 7 #EIRLE T,

C. XY RAVDBELICHS [WE (Edit) 1 722/ Vv I LEY,
3. [EX=UF 1 DRk (Security Configuration) ] BET. HEICIGU TEHEHZEHLET,

F—ELRRAET 7ANLDT Yy TO—R@EYR—FShTORWH, RDT 4 —ILRICERZID (T
BPUENHBIEITERELTLEE N,

a.[EyvarZAL L7~ (Session Timeout) | 2EF#H L XY,
D74 —ILRIE APl =0 Y OFERHEZERLET. 774 ME 20 MCRESNTVET,
b. [74 kA& A4 .77k (Idle Timeout) ] 2F#H UL XY,

CDT714—ILRIF. Uty yayvoimaizEELET,

c. [FA A4 (DomainName) ] 74 —ILRT., RASVEIEBELXT,
d. YATALEDOLANILTT Z A5 Qualtrics %= ERMELICT %I, [ Check the Enforce

26 Cisco Confidential


https://www.cisco.com/c/en/us/td/docs/dcn/nd/3x/articles-321/nexus-dashboard-troubleshooting-321.html#_generating_private_key_and_self_signed_certificate
https://www.cisco.com/c/en/us/td/docs/dcn/nd/3x/articles-321/nexus-dashboard-troubleshooting-321.html#_generating_private_key_and_self_signed_certificate
https://www.cisco.com/c/en/us/td/docs/dcn/nd/3x/articles-321/nexus-dashboard-operations-321.html

Strict Content Security Policy ]| Z&RL £ 3,
e. SSLIFE 74 —ILRkZEZ VY LT, BMCTZEMOBEERM— 2 ROy 75U Uh 5&IR
IT5h., BEOEEXA—bDx 742V % Uy ULTHIFRLE T,

EEXA— NI, XY NT—VEGERETB-HDICEREINEZILITU XA (F—H, —IE8
Bt AvtE—IRBEEOI—RRBE) Z2FELET., COT71—ILRZFEHTSE. Nexus v
AR—K 9ZR9DBRY NT—VBEICERTZEERSN—FE2HRIIAL AL, REMDEL
TLS1.2 P TLS1.3 BREDEBF UK BVWRL— M2 EMICTHIENTEZT,

f. [¥— (Key) 1 74—JLRT, WEBEX—%2EELET.

g. [RSAGEHZE (RSA Certificate) ] 74 —ILKIC, CAERX/-IIBECERDIIPEEEEELET.

h. [ — FiEBAZ (Root Certificate) ] 74 —JLRIC. CADNNT Y v JAIRAEZIEEL Y.

i (A72av) CAPHREIRAEZRHEL TWBRIEEIE. Zhe THEHE 71 —ILRICASIL
ig-a

. [RTF (Save)l 22U v/ LT, ZEABRZRELET.

TEZzRETDE. HLLREZFEALTCGUINYA—RShET,

X274 RAAL YV

HRAEEEF2 VT4 RAMVZERAT R L. BEEELE. MADOTIL-—T7DI-Y—ICAUHENEIDY
TONTWBHZETEZ, AOEFaUT4 RAXAYDA—Y =TI —TICL>TER S hIcAT I =Y
NEeRRECIFEETELBWLIICTBIENTEXY,

frEZIE, FIREMEEX 2T 4 R AALY (domainl) OBEZEL, BlotEtxaUTa R ALY
(domain2) @777V vo, H—EX, V5%, A—HY—-EBRzHETZ I A,

A—H—(F, - —HBEYREREZFE > TVWE Y RATATHERSNEBRICH LT, BICHARDER
DOAREEFE DO EITEELTLES W, HIRMEEF2VTFA RAMYDI—HY—[CIF. ZFORAALY
ATIRBLEVWLANILOEIEEEZ D ENTEET, I—HF—HBDY I —TOYEBEICRIETHES
Ez 2 0EIEHD EEA,

tF¥alUT4 FALVZERTZFIR:

1. Nexus Dashboard @ [‘&#. =Y —/L (Admin Console) ] ICBBEIL X T,
2. iLWwEFaVTa KAV EERLET,

a AMY FEF—Yay XAZa—Hm5, [BHE (Admin) 1>[EXF=UF 4 (Security) ] Z&IRLFE
9,

b. X4y RAVT, [EF=2VT 4 FAA > (Security Domain) ] ¥ 7%&RLZET,

C. AAYRAVDHELT., [BEF=2VT 4 FAAL U DIERR (Create Security Domain) 1 %2 v o
Llig-o

3. [EF=2VFT 14 AL DIER (Create Security Domain) | BEN LS. KA Y OF#EAD
big-o

a. [487 (Name) ] ICKRAAS VY DARTZEADLET,
b. (&) KAV OFHBEANILET,
c. [fERZ (Create) 120Uy I LT RALSVERELEY,
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v 7 RERAEDRREE

777Uy Ay rAO—ZDFFFE (CA) IL—MFEEHEF £ —> % Nexus Dashboard [C4 ViR—KMT

=F9, chiTkD. Nexus Dashboard

gy (7770v o2y b0O-35RE) FEHTHD., 777UV IZEMT %L E(ICEETEZREAR

(CA) IC&>TERENDRAMDIIAZEZHETEET,

Cisco APIC 26 DFFAEF = — v D7 XFR— k

1. Cisco APIC (cO%Z 1Y ULZET,
2. BBV UVERAICERAEATWSF— UV T aERELET,

"c'.'s’é';' APIC (mishield-bld.insieme.local)

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Invel "8 Fabric Policles |

Policias Management Access - default

HTTPS
Admin State: | Enabled

Port: 443 Z

Allow Origins

B
Allow Credentials: Enabled )
i

SSL Protocals: I TLsv1.2

> [ Switch
ce

Admin KeyRing: | default

Oper KeyRing: uni/userext/pkiext/keyring-default

Client Certificate TP: | select an aptior

Client Certificate Efabian
Authentication state o4
SSL Cipher Configuration:

~D

State

Y I-Y-YY

Q

Policy Faults History
General Web Access Console Access
e

D €D €I

a. EBOFET—2ay N\—=7T, [Z777 Vv 7]>[777 Vv 7 R -] ZBRLEY.
b. ZAIDFET =23y AZa2—T, [RKIT—]>[Ry F]>[EHEHT 7 EX] Z2ERLZET.

C. A Y R4 T, AdminKeyRing 7 1 —IL RO&RIZ2E=BHET,

LEEEOfITIE, default F— DY IAMFERINTWET, /=L, DAY ASBAEF T — V%2 FEH
LTHRY A F— VU TEERLIEIEEIR. Z2OF— U YT D4R Admin KeyRing 7 1« —)L

RICURRENET,

Cisco APIC D AW RZ ALELF21VT4REICDODWVNTIE.
Security Configuration Guide/ ZZBRUTLEE LY,

3. F— UV THEASNBIAAEZII AR—FLET.

I ield-bld.insieme.loc
AL APIC (mishield-bld.insieme.local)

System Tenants Fabric Virtual Networking Operations Apps Integrations

rs | Firmware | External Data Collectors | Config Rolbacks | Import/Export

Security

Authentication

Security b

Users Filter by atiributes

lefault Settings Security Domains Roles RBAC Rules Certificate Authorities Key Rings]

Name 2 Description Admin State Key Type ECC Curve
o “‘ Default self-signed St completed RSA secp521
started RSA none

28

CERADY Y —XD [Cisco APIC

@ ODOOO

Modulus
MOD 2048

ECC Curve
secp521r1

Certificate Authority

Certificate

MIIDQzCCAiugAwIBAGIUWrvhVTRAEKTbLeTvB+oi
qX0z3HcwDQYJKoZThvcNAQEN
BQAWMTELMAKGA1UEBhMCVVMxDjAMBgNVBAOMBUNp
c2NvMRIWERYDVOODDALBUELD

TmdobnauHhenMiMaTA2MMZN mwhennnmarax__ _onfidential
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o+ ES—2 3> )IX—7T, [Admin] > [AAA] ZEIRLE T,
ElOFET—3y AZa2—7T. [BEX=2V 741 Z&RLET,

AAY RAVT, [F— V7159 TEZERLULET,

d. FIOFETROUF— VYV IDEZFZI )y oL, fEAE ZIE—-LXT,

T o

o

FRDOFE. BIDRTYTD IFT7AIb] F— UV TERLTWET, IcfEL. hRAT A F—
VYIRS N TSR, F— YUY TOERICERS I CARIRAEF = —VZ2BIRLE T,

AE-92T7FAMCE, ----- BEGIN CERTIFICATE----- & - END CERTIFICATE-----
EEHIUBENHDET.
RICHIZRUET,

[...]

Cisco NDFC 75 DFFFAEF = —v D7 AFR— b
1. Y—EX%ZRZX ML TULV% Nexus Dashboard [CcOY 1 >~ LE T,
NDFC DigH. H—E R EIFBIDEEHEN LR LV/=8. Nexus Dashboard /RX FDFEAEEFHAL X,

2. fIRAEZ TV AIR—FLET,
a XY FET—Yay AZa—Np5, [FH]>[EXx=2VT7 4] ZBRLEY.
b. XA YRAVT, [EFx=2V T 1 ORE] ¥ T ZBIRLET
c. [Ex=2V 74 BHIR—IUT. RE]I 7127 Vv ILET.
d. V— biEAE Z23E—-LET,
o AE—-UIeXFICAR=ZPBITXF (\n) BEENBVELSIC

TBHIC, AMAEFz—VZ [ExF 2 T BRI R—Ih
SEEIE-—T50TIHXK [REIX—IUHS5IAE—-FTBHLZHEHHLET.

AE=927FANCE ----- BEGIN CERTIFICATE----- & - END CERTIFICATE-----
ZEHIULBENDHDET,
RICHZRUET,

[...]

Cisco DCNM 7> 5 DOFEFAEF = — 2 D7 AR — b

1. Tsysadmin] 1—%—& LT Cisco DCNM [T SSH THE#HELU X9,
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o4 b aOvbO—5&FELD,. DCNM
EAHOET,

REAAEIE Ul TIRIEATER WV, CLI ZERAY 5w

# ssh -1 sysadmin <dcnm-ip-address>

2. /var/lib/dcnm/afw/apigateway/ 74 LI N UAZEL XY,
fEBAZE (denmweb.crt) 7 7 M ILIEC DT« LV MJICHD F
ER

dcnm# cd /var/lib/dcnm/afw/apigateway/ dcnm#
Is -Itr /* View the contents of the folder total 128

-rw ------ 1 root root 1844 Nov 18 13:14 dcnmweb.key.2019-11-20T132939-08:00
-rw-r--r-- 1 root root 1532 Nov 18 13:14 dcnmweb.crt.2019 11-20T132939-08:00
-rwW------- 1 root root 1844 Nov 20 10:15 dcnmweb.key.2019 11-20T132950-08:00
-rw-r--r-- 1 root root 1532 Nov 20 10:15 dcnmweb.crt.2019 11-20T132950-08:00
-rw ------ 1 root root 1844 Dec 22 13:59 dcnmweb.key

-rw-r--r-- 1 root root 1532 Dec 22 13:59 dcnmweb.crt

3. L—hitAEZFz v I LET,

S DEZICHERAULRIER/ICE > TE. JL—MEERAEAD Tdenmweb.crt] 7 74 ILICEEh TS
BEE, D7 74ILELVLTRESTWRIZELHD XTI,

W= REEAENEENTVEINESIH ZHERT DI :
dcnm# openssl x509 -text -noout -in decnmweb.crt

774 MEAZENEENTVSIEEEF. ZhzdE—-LEY. ZnSoizald. SEREICE
BIBHELEEICHBEIILENHDI—MERAEZ7 7ML 2FERALET.

Cisco 77U R Xy hU—27 ar ba—Ipnb0iHEF =— DT 7 AR — |
1. Cisco 72U K Xy h7—7 v bO—-3ZCOV1YLET,
2. JIBEZ TV AR—bMULET,
a XY FET—=Yay AZa—h5, [BHE]>[EX=2VT7 4] ZERLET.
b. ALY RAVT, [F— VU719 T%&ERLET,
c. Nexus Dashboard [C4 Y/R— T ZiEAZEOZFZI ) vV L.
WAL/ (CA) H=avr—LET,

EREDOFF. default F— VYT EZRLTWEY ., L. AR A F— UV IHBRENA TS
e, F— VY IUDOERICERS N CAFERREF = —V 2 BRLE T,

JE—92%7FXMCE ----- BEGIN CERTIFICATE----- & ----- END CERTIFICATE-----
ZEHBIUENHDET,
RICHZRULET.
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MIIDvTCCAgWgAwIBAgIJAIGWIRS8DXDgLMAOGCSqGSIb3DQEBDQUAMEAXCzAJBg
NV

[...]

Nexus Dashboard ~DIFEHED A > FR— b

1. Y4 M EEA%EHT % FED Nexus Dashboard (COT 1~ ULET,

2. fEAAZE%Z Nexus ¥ ¥ aR—RICA YR—M LT,
a. 777V v &AVIR—RTBFED Nexus Dashboard [COV 1>V LT,
b. ZADFET—Y 3y AZa—7T., [BH]>[kF=2VT7 4] ZBRLEY,
C. A YRAL T, CAGEHE ¥ T E2RBIRLET.

d. [CAGEFHE % BN (Add CA certificate) 1] 27 Uv o L, SFBHED—EDLARZIEELT,. 77
ZYy o0y O—5HS5AE—USERAEF — V2D I E T,

I BEEESHY A MOEMZHEITLEIN, [ETEAFEORIE] A 7VaveBMLET.
HIRD DD XY

BNRHREZ A VAR— N T IC[ETEAZEEZRIEl A 73 v 28WICTZET 7TV I DEAE
fBIFHRERSICR B T EITEFELTLEE L,

777Uy IOBMICOVWTIE., 7770y mEM #28BLTLIESI,
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PR

CORZaZINICRBBSINTVWBRLHRSLIUHRBICET 2EHRIE. FERUICEESINDIENHDET,
COXRZaZINICEEHESINTVWERIR, BHR. SLUHREIEL, IXTEETHDIEEZTVWETH,

AR TOHNERRNTON., —TORIAEODEFTZEDLBVWELDELET, COYZaF7ILICE&EH I TL
LZEBOFERIE, IRXTA—Y—HlDEEERDET,

MFRBFOY IRV T A4V AERERIEIE. ERISH TS [information Packet] ICEESEH S
THDH, COBBICEDARIZ2T7ILICHAATFNZBDELET, RIS h TR MERICIE. KB
ICCEEL IS,

UZANEAL TS TCP ANy 45 —[EfEHEEIX. UNIX AXRL—F 4 V% Y XFAD UCB (University
of California, Berkeley) M/X\T7 U w4y RAALY N—Uav e LT, UCBAMELAETOVZAZFEEAL
=6 dDT9, Allrights reserved. Copyright © 1981, Regents of the University of California.

CZICREEINTVRMMOVNIRBBRIEICHEIST . FHOINTONZaT7ILELVY 7 V73,
FEEHEHT MRRKOFFX] ELTRHShFET., YRAABLVLEREER. Emakt. FEEES.
BLUFREDORIE. HULSIFEDEIE., EA. TLEHEBITHOSRETEIRIEZEH,. CNSICRET
e, ARELBBEROINTORIAEZHRELET,

WHRBZIGEICEVWTH, YAOABLVZOHBEEIE. COXZ27ILOFERELEFFERTERV EIC
Lo THRETZHBEDERPT—YDEEZIIUHET S, BEN. REM. BREN. 50 IIE%RE
EICDOWT, HOWBAEEUN VAT CEFZOHREBEICHMSEINTVTH, ZnoICWI3EEZ—1)
BhbR\WEHDELET,

CORZa7INTHEALTWS IP PRLABLUVERFEESIE. RBEOT7RLABLUVEFEEESZRITHD
TRHDEFFTA, YZa27/L0F0fF, ATV RHA, Xy hT7—2 FROVE., $LUZDOMORIE.
HADOHAEZBMELTHEASNhTWEYS, HBEOFICEERD IP 7 RLABLUVEFHFEEIEASI N T
ELTH, ZRREERGHDTIERL., BARAO—RCLZHLDTT,

Cisco & UCisco @AOT(E, Cisco XFZDEHESHOKES LU ZDMOEICH T EEELITE
JEIETY,

EREE - IERFEEIETYT, YAIDOEED—EIL. http://www.cisco.com/ go/trademarks T ZHEER V=

RIET, EMESNTONDY— K/(—F 1 DEER. ZhENOFEEICBELES. T/N—hF—) &

WOEENFREINTWTYH, YRIDEMHOBIC/N—FF—BRIAFEET R EEEKRTZHDTIED

D¥xth.,. (1110R) ,
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