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BF|/ea<2 K

VRATFAT—INDT I EANEIRES N TLBIES.
TEF9., XOIATY R%E{EHL T, Cisco Nexus Dashboard CE F I HigEE =T =29,

" acs passwd : rescue-user D/N\AT—REZZLTETEEY,

rescue-user E UTEBDYV Z A7 /—RICATA YV

GUl @ ladmin] 2—%—& CLl LAF 1 —-I1—Y—-[CERBRB/NAT-RZRET
o 35EIF. COAVY R2FERTZRENHDEI . GUI T admin 1—HD/XRT

—RE2ZETSEE. RU/INZRT— KA rescue-user [THBEHEFMI

SITFREDN T IN 2 —T

* acs health : 75 25 DIEEMERERFORBEZRRLET.

* acs cluster config : 7 5 XY DERERRTLET,

" acs show nodes : 7 J AYRDITRTD/ —RICEHATHEHRERRLET.

* acs show masters : 7 ZAYRADT 747 /—RICETZEHRERRLET.
" acs show workers : 7 52RO tHYFY /—RICET2EHRERRLET.

* acs show standbys : 75 XY A D standby / — R ICET 2EHRERRLET,

* acs ntp show : NTP 1§&EE=&RRLE T,

- acs techsupport : EEESNIHATITVDTF I =AY R—MNERENELE T,

© acs techsupport collect -s system : 1 V7 AN Fv DTV A BR—MERENELET.

© acs techsupport collect -s cisco-mso — cNexus Dashboard Orchestrator Y—E XD T2 = AL

HR—MERZERELF T,

© acs techsupport collect -s cisco-nir —Nexus Dashboard Insights f—E XD 77 ZA)L HiR—

hMEmRZENELET.

o acs techsupport collect -s cisco-appcenter : App Store D72 ZHJL HiR— MNEREIEL X T,

* acs version : Nexus Dashboard ®/\— 3 v %#BELZE T,
* acs deployment -- 7S A DEMAE—RZEBETEZXT,

© acs deployment show : IREDY F XY THR—F SN TLWBIEBAE—RKRZRXRLET,

S acs deployment show

B4 H—EZX
ndfc dvbkO—<

ndi Insights

ndo Orchestrator
ndfc-ndi Controller,Insights
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ndo-ndi Orchestrator,Insights

o acs deployment running : IREDEBEE—REXRRLET,

S acs deployment running
Running deployment mode ndfc-ndi

o acs deployment clear : IREBHAIN TLWS Y —EXZHIFRL. RESNIEBHE— R EPRMIC
HIFRL X9,

acs deployment running AV Y RZFEHAL T, AV RAMINLIEC L 2EETEET,

S acs deployment running
RITHOERBEE—RZL

ZDIAXY REFEALEE. UTTHAT S acs deployment set AV RZ2EAL THLU LVERH
E—RZBRTEZY,

© acs deployment set --mode<ndfc, ndo, ndi> -- FIULWERE—RZE&ZELZE T,

HUWEBHT—RZREIDHIC. BHE—REIUT7ITEZNELNSHDET., BHE—RHITTIC
HESINTWSEE, COOVYRIRIS—%2RUET,

ROFIE, FHASNTVWERIARTOIAYY RZFEALT. BEORMETE—RZHIBRL. #UWVERH
E-REREITZHZEEZRLTVEY, 7OCRALEHINTTITEHETITRK 200 HMHBIBEHLD
DEY,

S acs deployment show

B4 H—EZX
ndfc v bk~Aa—<
ndo FA—T Xk

S acs deployment running
EBHT— K ndfc OF{T

S acs deployment clear

EL 20OV RIEF, P7VTr—2ayvDIRTOT—9 EREZHIRTE ZER
EHULE I, Proceed? (y/n):y

BHEE—RAERICIVUTENE LI

S acs deployment running
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KITPORRAE—RIRL

S acs deployment set --mode ndo

L. 0OV R, PTVTG—2a3yDIRTOT—5 EREZEIRTEZ 2EM%
E#H L X9, Proceed? (y/n):y

EBRE—RPIERICEHRINELL

S acs deployment running
KITHPORAE—RMHD XA, BHNOERAE—RAndollRESNTWET, YU—R
DRITREICBZETHFLELE,

S acs deployment running E{TH®O
BFME—RK ndo

TS ZD Y T
" acsreboot : IRTDY—EREEBREZFDEEFERALT/ —RKkEYT—-MLET,

* acs reboot clean : Nexus Dashboard £ 77U —YavDeT—49zHIRLU X I H. Nexus
Dashboard D7 —K XM Z v THEHBERY R 41 A=JFRFLET,

JU—v )T —bE INXNTD/—FTRAKICKITIBDVENHDEI, D220 75143 /—
KA ->TWBEIC 1 2O/ —RZI V-V T—hr9BE. UT—bEhic/—KHEEL. BFF
DY ZAIH5EELET,

Nexus Dashboard? 5 X7 ##]$b CiENT 5 &, FHIBRA7OC A TURELRINTORY R4 A=Y
BDAIYVAM=ILEhFET, RyYRAMA=I%FFETDELE, VT—MEDI T ATDEFHIERILEH
ig-o

JZAIRADINRTD/ —RZBAVAM=ILT 255, RIDICTHANBLOT7 TV 5= 3 ViEEHR
BOV—=V TPV TITEZRENHDET, COHFE. YA MDIXRTOT7 TV T—2 3V TEYHICHEST
D, NDVZ R SHERESNhTWA I EZERLTL S,

] acs passwd <Y K%L T rescue-user DRID /KA T — R Z#EBREL L IZIBE.
o KZXT—KiE,. BHDYISAY—T—hARSy 770t 25 (CHE
BUETO/IFNIUEy hENET,

* acs reboot factory-reset : 75 X% 77—k X NZ v TR % ST Nexus Dashboard &7 7 r—
AVDETF—FEEIRUETH. 77UT—yay A A-JREFBLET,

Nexus Dashboard? 5 X7 ##$p TiLENT 5 &, FHBA7OCATUHERINTORY R4 A=Y
DAVAR=ILENFET, RYRAMA=IZRFRFITZE. V77 RA7DEFINERILENET,

VDZATADIRTD/—RZBA VAT BHEEE. KRADICHAMELOT7TIVIr—2 3 VER
EOV—=VT7VTITRERELAHDET, CDFE. YA DN IRTOT7 TV —2a v TEMICEST
ED. NDVZRIDSHIFRESNTWS I EZHERL TS EE,
SRTNEEFAT S N T TNz — T
- /logs T4 L bV ld rescue-user AV TFTFHICY IV hEh, EEY—)LTRETZEY,
- ping AXYVRIFE, FEAEDATVayTHR—FSRTWET,
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- ip XY RIZE. ip addr show & ip route show 243, OAXY ROFEAROERY 7y &Y
R—MUET,

- kubectl A< Y R, FHENDERA Kubernetes A¥ Y KR&EHR—MNLZET,

fcEZE, InZzFRALT, YATATRITENTVEINRTORY ROUZX M ZEETEET -

S kubectl get pods -A

NAMESPACE NAME READY STATUS RESTARTS AGE
aaamgr aaamgr-54494fdbc8-q8rc4 2/2 Running 0 3d3h
authy-oidc authy-oidc-75fdf44b57-x48xr 1/1  Running 3 (3d3h ago) 3d4h
authy authy-857fbb7fdc-7cwgg 3/3  Running 0 3d4h

cisco-appcenter apiserver-686655896d-kmahq /1 Running 0 3d3h

- acs elasticsearch AY Y K, Y—ERICHAT BTNV JIBREME TEE2HRYALA I—FT4 VT«
#HFUOHLUET,

S acs elasticsearch --name cisco-ndfc-controller-elasticsearch health

{

" cluster_name" : " cisco-ndfc-controller-elasticsearch",
" status" : "green",

"timed_out" : false,

"number_of_nodes" : 3,
"number_of_data_nodes" : 3,

" discovered_master" : true,
"active_primary_shards" : 10,

" active_shards" : 21,

"relocating_shards" : 0,

" initializing_shards" : O,

" unassigned_shards" : 0O,

" delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,

" active_shards_percent_as_number" : 100.0

RDOFIDLSIC, kubectl AVY REFEHAL T, Y—ERBEBDRY REDV AN EREBTEET :

S kubectl get pods -A | grep elasticsearch

cisco-ndfc-controller-elasticsearch es-data-0 2/2 Running 0 109m
cisco-ndfc-controller-elasticsearch es-data-0 2/2 Running 0 163m
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cisco-ndfc-controller-elasticsearch es-data-2 2/2 Running 0 104m

T r— g LFHR
- acs apps instances ANX Y RiE, 7RI TRITENTVWBZINTO7 TV r—3vERRLET,

- acs apps actions AY Y KiF, 1 YAM—=IL. ZvTIL—K, HlgE, 77V5—Y a3V TERIT
ShiigEEREZR®RRLE T,
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UCSH— N T757—AU=TDT vV —F

Nexus Dashboard Y7 b0 x 7% 7 v 7 L—RK93i55IE. Nexus Dashboard /— K TE{TEhTWL
% Cisco UCS H—/\ 77—A 7 ( CIMC, BIOS. RADOY ,O—5. BLUF4 AT BLU NIC
FEITIT7—ATxT7%288) L7 v 7T L—RIZVERHDET,

Nexus Dashboard D&Y Y —XTHR—bFENTWB UCS H—N\ 77—ADx7 IN—=Yavid, Z0
DY—X@EEED V) —2 /—bk [CEBEIhTWET,

RDOFETIE. Cisco RAN Zv 7 L—RK 1—F74 )5« (HUU) Z{EHL T Nexus Dashbaord UCS
H—N T7—ALDx 72797 L—RITBAEICDVNTEHRAL LT, Host Upgrade Utility DEFHICD
LW TIE. Upgrading the Firmware on a Cisco UCS C-Series Server Using the HUU ZZ&8BL T Z& 1,
=gy o¥sY: I/
- BfELD Nexus Dashboard Y —ZXD JY—Z/—k T, ZOYY—IATHR—FZhTWS
UCSH—NT77—ATx7 N=IUavaERLTLEE,
- 77T L—RICETRBEFEZEERL T ESN,
7y 7 L—R7OCRICHEBERIFEIIE. O—AILTI YV EUCS-COY—IVBOY VI DERE, V—
ABLVIY—TI b VIR 2T7 A A=Y, ZOMORBIAVKR—KX Y bDN—=IgqVikE, T
FRERICL->-TELBDZET,
- BHWT7F—AVI P ERITLTVWRIDD/—RE27y T L—RUTBEDY Z XY IEMT 358
&, 95 A9DIRTD/—RTELGL, ZD/—RTOHRDFIEZEITLXT,

-UCSH—NT77—ATTT7%2EHITBICIE. UCSH—NT7—ATT7D7 v T L—RICERS
N3 vKVM Z2E{TTBHIC. 750UV Java VIR 7 N—IavaEHdT 20ENHZER
LHHET,

o UCSH—NT77—ADx7 N\—=3av%x7yv7TJL—KULT%H. Nexus Dashboard
/=R 749 IDT—5 NRATEFN TRV, EBEXY NT—7I(CIFE
Z2LEtHA.

Nexus Dashboard UCS 4 —/N\ 7 7 —AD 727 v 7L —R$3BICIF. ROFIEZXRITLET.
1. 759 %HZ. CIMCOIPT KL ZICBEIL. CIMCOOY 1« viE@REFEALTOV/I Y LET,
CIMCDZ L 7>+ )lid. Nexus Dashboard GUID IV L7V oy ILEIFRIRBIZEEINHD L
ISEBLTLEE,

2. [¥r—2"—]> [#tZE (Summary) ]TBIOS/\—Y 3 v DRIIDEN =2 L. Nexus Dashboard @
UCS 75 Y b 7A—LDEFILEHBELET.

Nexus Dashboard(d, UCS-C220-M5& & U*UCS-C225-M6H —/\—%HR—KL XY,

nagement Controller

A / Chassis /| Summary Refresh | Host Power | Launch vkwM | Ping | CIMC Reboot | L
Server Properties - Cisco Integrated Management Controller (Cisco IMC) Information
Product Name:  SE-NODE-G2 Hostname:  C220-WMP250600S0
Serial Number:  WMP25060050 IP Address:  172.28.1856.116
PID:  SE-NODE-GZ MAC Address:  48:8B:0A45:EC:D0

UUID:  09A2DBOE-A6C0-4FED-9CO1-2665E18FFEDC Firmware Version:  4.1(2a)
BIOS C220M5.4.1.2a.0.0624200115 Current t Time (UTC):  Tue Mar 21 21:07:09 2023
Description: Local Time:  Tue Mar 21 21:07:09 2023 UTC +0000

Asset Tag: | Unknown Timezone: UTC

6 onfidential


https://www.cisco.com/c/ja_jp/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html
https://www.cisco.com/c/ja_jp/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-c-series-rack-servers/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html

3. MEICKRLUT, BFEOOV =0V 7ULET,

BE=x =»

M/ ../ Faults and Logs / System Event Log
Chassis Y | Fault Summary Fault Hio System Event Log Cisco IMC Log Logging Controls
Summary .
Inventory |  System Event Log

Sensors o Clear Log 100%

Power Management

Time Severity Description
Faults and Logs o |
- . 2023-03-21 17:57:28 UTC @ Normal BIOS_POST_CMPLT: Presence sensor, Device Inserted / Device Pres
Compute
2023-03-21 17:67:27 UTC @ Mormal System Software event: System Event sensor, OEM System Boot Eve

INYN=H—=AZ21—%0 )y I LT, FRHAAEBRAT 3 VvERRULET,
. [EERB L Un 2/ (Faults and Logs) ] ZBIRL XY,

C. A IYRA VT, [VATL AR vl (SystemEventLog) | ¥ 7%BIRL. OV HFHMHMAE
nNs0%F5%9,

d O7Hh”WsEWCHE>TWBIESE. [eZD27 V7 (ClearLog) 122w o LET,
4. BYIBHUU ISOA A=Y &5 vO—RULET,

[WV)

O

Software Download

Downloads Home / Servers - Unified Computing / UCS C-Series Rack-Mount Standalone Server Software / UCS €220 M5 Rack Server Software / Unified Computing System (UCS) Server Firmware- 4.2(2g)

(@ search.. ) UCS €220 M5 Rack Server Software
Release 4.2(2q) Related Links and Documentation

A My Notifications Release Note for 4.2(2g)

Suggested Release >
Latest Release =
All Release v File Information Release Date Size
42 — Cisco UCS Host Upgrade Utility 23-Nov-2022 914.78 MB o -+ At i
’ ucs-c220m5-huu-4.2.2g.is0
4.2(3d)
4.2(3b)
b 4.2(2g)
4.2(21)

a U—N—FEFINDOYT7roz7 FovO0—K R=J[CBHLET,

UCS-C220-M5 Dig&Id. https://software.cisco.com/download/home/286318809/type/
283850974 [C7 UV EALET,

UCS-C225-M6 D& Id. https://software.cisco.com/download/home/286329390/type/
283850974IC7 VEALET,

b. ZRIDYH A K/X\—T. Nexus Dashboard D% —4 'y hUU—XTHR—FSNhTWB/N—
UavaEBRLET, YR—br2hTWBYVU—XDYURNF, YVU—X/—KFICEHEEHh
TWEY,

C ALY RAYT, Fyrma—FR 747V v I LET,
d. [FA4 & 2&%Z %R (Accept License Agreement) | 27Uy o LEYd,
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https://software.cisco.com/download/home/286318809/type/283850974
https://software.cisco.com/download/home/286318809/type/283850974
https://software.cisco.com/download/home/286329390/type/283850974
https://software.cisco.com/download/home/286329390/type/283850974

5. CIMC GUIN5KVMO Y Y =)Lz gL X7,

o KVM OV Y —LERL C EATERMESHE. Java N\—Ya VEEHT2ULELHD
AR B D E T,

ment Controller B U admin@ I C220-WMP250600S0  $3
M / Chassis /| Summary Refresh | HosfN =unch vKvM | Pir
Server Properties Cisco Integrated Management Controller (Cisco IMC) Information
Product Name: ~ SE-NODE-G2 Hostname:  C220-WMP25060050
Serial Number:  WMP250600S0 IP Address:  172.28.185.116
PID:  SE-NODE-G2 MAC Address:  48:8B:0A45:EC:D0
UUID:  03A2DBYE-AGCO-4FBD-3CY1-2665E18FFBDC Firmware Version:  4.1(2a)
BIOS Version:  C220M5.4.1.23.0.0624200115 Current Time (UTC):  Tue Mar 21 21:07:09 2023
Description: Local Time:  Tue Mar 21 21:07:09 2023 UTC +0000
Asset Tag: | Unknown Timezone: UTC

6. 7Y 73THFUvO—KRUKHUUISOA A—JEIIV MLET,
a. KWV Y=o KRB AT 47 (Virtual Media) ] A=a2—h5, [RATS

A 2DT 2T 4 74t (Activate Virtual Devices) 12&EIRLET., ThickDb.

(AT ATIAZ2—ICREBAT 47 OAT a3 vhiEMENET.

b. KWM VY —ILDO [RBAT 4 T] A=Za—H5. CDIDVDO~o 7 #BIRLET,

c. KRS [{R#E AT 17 -CD/DVD] ¥4 7O T, [ (Browse) 1227V v L. HUUA A
—VZERERLET,

File View Macros Tools Power BootDevice Virtual Media Help ‘ A

Virtual Media

Image File : ucs-c220m5-huu-4.2.2g.iso

Map Drive Cancel

d fR&IC. [vy7 K747 (MapDrive) 127Uy ULET,

7. KVWM OvY—=)LD [EJR (Power) ] A=Za1—Hh5, [VRATLAOEFEBFEA (Power Cycle
System) ] 2 BIRLTH—N—2BEHLET,

8. —N—pEEHLTWNBEEIT. F6 2L TT—MAZ21—%FK/RL. Cisco vKVM-Mapped
vDVD %#&RL X7,

8 Cisco Confidential



Please select boot device:

ATOMIX

UEFI: Built-in EFI Shell

UEFI: Cisco wKVM-Mapped wDVD1.24
Enter Setup

T and ! to move selection
ENTER to select boot device
E to boot using defaults

9. Cisco V7 hDx7 A4V RAZHICAETELSICKkDHENTIS, [FE (Accept) | ZEIRLE T,

HOST UPGRADE UTILITY

Ciseo Softare License Agreement

IMPORTANT. PLEASE READ THIS END USER LICENSE AGREEMENT CAREFULLY. DOWNLOADING INSTALLING
OR USING CISCO OR CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS AGREEMENT

CISCO SYSTEMS, INC. OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF CISCO SYSTEMS.
NG 15 WILLING TO LiC SOFTWA 0 YOU ONLY LIPON THE CONDITION THAT YOU
ACCEPT ALL OF THE TERMS CONTAINED IN THIS END USER LICENSE AGREEMENT PLUS ANY ADDNTIONAL
LIMITATIONS ON THE LI SET FORTH IN A SUPPLEMENTAL LICENSE AGREEMENT ACCOMPANYING
THE PRODUCT (COLLECTWVELY THE "AGREEMENTT.TO THE EXTENT OF ANY CONFLICT BETWEEN THE
s THIS END USER LICENSE AGREEMENT AND ANY SUPPLEMENTAL LICENSE AGRE
LEMENTAL LICENSE AGREEMENT SHALL APPLY.BY DO CQADING, INSTALLING OR  USING
URSELF  AND USINESS ENTITY  THAT
A TO THE AGREEMEN YOU DO NOT AGREE TO ALL

TERMS OF THE AGREEMENT, THEN NG TO LICENSE THE SOFTWARE TD YOU AND
¥OU MAY NOT DOWMNLOAD, INSTALL 1 WARE AND (B) YOU MAY RETURN THE SOFTWARE
(NCLUDING ANY UNOPENED CD PACKAGE AND ANY WRITTEN MATERIALS)FOR A FULL REFUND OR IF THE
SOFTWARE AND WF MATERIALS ARE SUPF D AS PART OF ANOTHER PRODUCT, YOU MAY RETURN
THE ENTIRE PRODUCT FOR A FULL REFUND, YOUR RIGHT TO RETURN AND REFUND EXPIRES 30 DAYS
AFTERF C E FF CISCO OR AN AUTHORIZED CISCO RESELLER. AND AF ES ONLY & E
G TERMS OF THE AGREEMENT GOVERN CUSTOMER
CCESS AND USE OF EACH CISCO OR CISCO-SUPPLIED SOFTWARE ["SOFTWARE"), EXCEPT TO THE
) THERE IS5 A SEPARATE SIGNED CONTRACT BETWEEN CUSTOMER AND CISCO GOVERNING
CUSTOMER USE OF THE SOFTWARE OR (B) THE SOFTWARE INCLUDES A SEPARATE LICENSE
AGREEMENT OR THIRD PARTY LICENSE EEMENT AS PART OF THE INSTALLATION ANDYD! LOAD
E OF THE SOFTWARE. TO THE EXTENT OF A CONFLICT BETWEEN

OREGOING DOCUMENTS, THE ORDER OF PRECEDENCE SHALL BE

0. [EHLTTRTE27 275 174t (Update & Activate All) 1 ¥4 70O45 T, [EHFLTT T4 74k
(Update & Activate) ] Z#iZIRLE 9,

Cisco Qonfidential




11.

10

Actrvation will be tiggered for aliselecied components and as
_ pan of actvaiion, KM session will be disconnected, Please
~ reconnect virusd KV and re-map the HUU 150 0 update amy

oitmer adchlional Simware componenis

TYTTL—RAERICET U E2ERT BICIF. GUI Z{FEHT 5H, Cisco KA~ 7y 75 L
—RI1—F4YF4 (HUU) 28EL T [EBROELHO#HR (Last Update Verify) 1 A 7> 3 V%8
IRU, IRTOOAVR—KXVIMDEBICTZYTIL—REn-CEZ=EELZXT,
TTITL—RPRETUES, NFRATYR TS5y bT7a—A TY2—)LIRE(TPM)AER
ICBR-OTWR %R LET., RS LUAERMLIE. [BIOS] > [BIOS D% E (Configure

BIOS) 1>[tEXx=V 5 ¢ (Security) ] A=21—T{T2%7.

Cisco Confidential



JIRAEDFENT ST —FK

o Nexus Dashboard 3.1.1k TEHH 7 v 7J L — K &E{T9 S5 L. Cisco TAC (TELE
LT, S8OD77VaVICBBTRZHA TV AEZAFLTLIEZ,

VRO T7YyTIL—RICE, T727—AT0xz78E (VZRA5D 7y T7L—FK) |
(#_firmware_management_cluster_upgrades) €7 ¥ 3 v THIAZNh TW S F|IE2FERT 2 L &H#
BLEY.

2L, B—/—R (V5 ZRZICHLL/—RZEBMLTWVWSEH, /—RAFWIT 7—AT 7 E2ETL
TWBIEBE) £REFIVTR5LE (GUIZY T L—RABRIILENSTIEE) OFF 7Yy 7L —K%
RITT5E5IE. KbbC, XOFEEERIT S ENTEET,
HWI7—AVTT7E2RITLTVWBE—D/—KRE7yvTIL—RLT
" BEDY T2 IBMT 2188, 77 R92ETIREL, 20/ — KIS0
UHDFEIEEEITLET,

1. 7v7TI9L—KR93D/—KI|Crescue-user £ LTOJFA VY ULET,
2.79TITL—RISODA A=V 774N %EE&/ —RD [tmp T« LV MVICOE—-ULZET,
3. IRTD/—RT7yv 7L —RZHBLET.

INTD/—RzitifTLTT YT I L—RTEEXT,

# acs installer update -f /tmp/nd-dk9.3.0.1a.iso
Warning: This command will initiate node update to new version.

Proceed? (y/n):y
Update in Progress ... Do not press CtrI*C
4. 77—ADxT7DT7 VT L—RPRTITBETHEFELIEELN,
" ROFIBSEDHIC, TRTD/—KAT v T L—KORETEHOUEAHDET,

Update succeeded, reboot your host
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/) — RFROHBA A—1k

Nexus DashboardD¥B/\— R Uz ZPHAFTICEVEAT. V774 A=JEH5HhLHO—K
SNTVWEYT, BEODYV I N 7ER/ETZHLEITOBEIF. oI/ vavERFyTLT, TEhy
1) J—ROEE] £FlF TR VN4 /—RDEHE] [CEHET,

FET/—REFRHOVY IO TZN=I3VICT7yvTIL—R3BEEIE. KOIC TV ZA5DFEE)
7y 7T L—R] OFEICE->TL IS,

Z ZTlE. Nexus Dashboard/\—R Iz 7ICV 7Dz T7 Ay 2BEBRITZAEICODVWTEHABELED.
H—INN—DARL—F A VI IRATLY GUI L7V ERATERLKBZIFEDHGHBEELNERE LSS

P, BEON=IaUyhSsOBEET7 Y TIL—RKRPF oL —RpPR—rZhTOWRWEIOU Y —2X

ZRMI2EHEEIE. ROFIEZ2FERTZI2RENHD XTI,

BEEDNexus Dashboard ¥ S X7 #HBA VA M—=ILT 2RI, |RYICHANETTUT
o —yavoiEREI V-V Ty T
TEZVNELHDET, COBFE. 77X ZELETBHEIC. A 8D
IARTCDTZ TV T—o a3V TEICHES>TED, ND VS RAIhSHIBREShTWSZ &%
HEELTLS S,

12U 5 FIE

- H—)\—®D CIMC ND#45IC % Serial over LAN (SoL) R— M &ZFERAT2Z2UELAHDET, H—/N—
DCIMCIP 7RLARESSHIZA 7Y D HBEEZERBLTLES,

CIMC |[jEICEI Y BFl1ERIE. https://www.cisco.com/c/en/us/ support/servers-unified-
computing/ucs-c-series-integrated-management-controller/products- installation-and-
configuration-guides-list.html TAFTZ X9,

- YIR—bENTWB/N—=I3 VD Cisco UCS H—/\ 77—AVz7Z2RITLTVNSR I LZRERELET,

HBR—RMINTWBUCSH—NT7—ADx7 N=IaviF. 99—y~ U)—Z®D Nexus
Dashboard 7/ /—x /— F|[CUZARNESHTWET,

UCS H—N\T7—AVxT7D7yv7T7L—ROFEMBICOWVWTIE, TUCSH—/NT7—ADT7DT Y
T77L—F1 #22RBLTSEESL,

JE— RTHRRABPEINTWABA A= %A L7-Nexus
Dashboard® 1 A h—)V

Nexus DashboardV 7 b Uz 7 &#BA VYA M—=ILT3BICIE. ROFIEEERTLET,

1. Cisco Nexus Dashboardf A—< %4 OvO—KUZET,
a. Nexus Dashboard XR—J([CEEHL, 1 A—Y%EFovO—KRLET,

https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/series.html

b. [#7>vO—Fk (Downloads) 197%2Uvo UL%EY,
c. ¥ 0O— K3 % Nexus Dashboard D/N\— 3 Vv EFIRULE T,
d. Cisco Nexus Dashboard4 AX—</(nd-dk9.<version>.is0)= 4% 7> O—RKUZXY,
e. REBRNOWebY —/N\—TA A=V %ERATA VI LET,
AA=—I %IV INTBEEIC http URL ZIEET HNEBLHD XTI,
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2. 1ISOEHY—NICEHEULET.

CODFIRETIE, Y—/\—0D CIMC ICEHKEITZIVENHDET, CIMC FREICET HFMIFHRIE.
https://www.cisco.com/c/en/us/support/servers-unified-computing/ ucs-c-series-integrated-
management-controller/products-installation-and-configuration-

guides-listhtml TAFTE %7,
a. —/\—®d CIMC |[CT SSH ##: L £ 9,
b. REAT 1 7ZICHEHRELET,

C220-WZP21510DHS# scope vmedia
C220-WZP21510DHS /vmedia #

c. CIMC-Mapped vDVD (4>~ 0O— K U7z Nexus Dashboard 1 A—3Y%#<IvwEYSIULEY,

C220-WZP21510DHS /vmedia # map-www image http://<ip-address>/<path>
<image>

RICHZERUET.

C220-WZP21510DHS /vmedia # map-www image http://172.31.131.47/images nd-
dk9.2.0.1.iso

d A A=IHBITVRENTNBI L ZHELET.

C220-WZP21510DHS /vmedia # show mappings
Volume Map-Status Drive-Type Remote-Share Remote-File Mount-Type

image OK [C [<ip>/<path>] nd-dk9.2.0.1.iso www

e. Y —N\ZBEEHL. VYV —-ILICEHLET,

C220-WZP23150D4C /vmedia # exit
C220-WZP23150D4C# scope chassis
C220-WZP23150D4C /chassis # power cycle
C220-WZP23150D4C /chassis # exit
C220-WZP23150D4C# connect host
CISCO Serial Over LAN:

Press Ctrl+x to Exit the session

f. CIMC Web R—U %z, OJ14 Y ULZET,
i. [KVM Di#2E) (LaunchKVM) |22 Vv o LZET,
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i. [EiJR (Power) |. [VATADYUE Y~ (ResetSystem) |DIEICZV YOI LT, Da—A T—
FZ=EITLUET,
i. Serialover LAN £y 3 vVICRED., ZIHhSKRDFIEISERET,
9 7—hFNAREBRLET,

RDAYE—IDNRRENDET, 7—h7O0CRZERLET.

Press <F2> Setup, <F6> Boot Menu, <F7> Diagnostics, <F8> Cisco IMC Configuration,
<F12> Network Boot

F6 3L T. 4 A—Y (Cisco CIMC-Mapped vDVD1) #V¥ TV NUREAT A 7TINA X%
BIRLET,

| (Bus 05 Dev 00)PCI RAID Adapter |
| UNIGEN PHF16HOCM1-DTE PMAP |
| Cisco vKVM-Mapped vHDD1.22 |

| Cisco CIMC-Mapped vHDD1.22 |

| Cisco vKVM-Mapped vDVD1.22 |

| Cisco CIMC-Mapped vDVD1.22 |

| Cisco vKVM-Mapped vFDD1.22 |

| UEFI: Built-in EFI Shell |

| IBA GE Slot 0100 v1585 |

| IBA GE Slot 0101 v1585 |

| Enter Setup |

| ~ and v to move selection |
| ENTER to select boot device |
| ESC to boot using defaults |

h. RYMT—UZRELET,
H—/N\—DYEEERFIC, ROHANNKRRENET.

+read -r -p '?" url

? http://172.31.131.47/nd-dk9.2.0.1.iso O

+'[' http://172.31.131.47/nd-dk9.2.0.1.iso = skip 'T'
+ [ http://172.31.131.47/nd-dk9.2.0.1.is0 = " ']’

+ '[' http = nfs: ']’

+ echo http://172.31.131.47/nd-dk9.2.0.1.iso
+grep -q "\[.*\]
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++ awk -F '/]:' {print $4}'

+urlip=172.31.131.47

+'['-2172.31.131.47 ']’

+ break

+'[' -n http://172.31.131.47/nd-dk9.2.0.1.iso0 ']’

+ set +e

+ configured=0

+'['0-eq0]

+ echo 'Configuring network interface' Configuring

network interface

+ echo 'type static, dhcp, bash for a shell to configure networking, or url to re-enter
the url: '

type static, dhcp, bash for a shell to configure networking, or url to re-enter the url:
+ read -p '? ' ntype

? static @

+ case Sntype in

+ configure_static

+ echo 'Available interfaces'

Available interfaces

+ Is -1 /sys/class/net total

0

Irwxrwxrwx. 1 root root 0 Apr 26 01:21 enp1s0f0 ->
../../devices/pci0000:3a/0000:3a:00.0/0000:3b:00.0/net/enp1s0f0

Irwxrwxrwx 1 root root 0 Apr 26 01:21 enp1s0f1 ->
../../devices/pci0000:3a/0000:3a:00.0/0000:3b:00.1/net/enp1s0f1

Irwxrwxrwx 1 root root 0 Apr 26 01:21 enp1s0f4 ->
../../devices/pci0000:5d/0000:5d:00.0/0000:5e:00.0/0000:5f:01.0/0000:61:00.0/000
0:62:00.0/0000:63:00.0/net/enp1s0f4

Irwxrwxrwx. 1 root root 0 Apr 26 01:21 enp1s0f5 ->
../../devices/pci0000:5d/0000:5d:00.0/0000:5e:00.0/0000:5f:01.0/0000:61:00.0/000
0:62:00.0/0000:63:00.1/net/enp1s0f5

Irwxrwxrwx. 1 root root 0 Apr 26 01:21 lo -> ../../devices/virtual/net/lo

+ read -p 'Interface to configure: ' interface

Interface to configure: enp1s0f0 (®

+ read -p 'address: ' addr

address: 172.23.53.59/21 @

+ read -p 'gateway: ' gw

gateway: 172.23.48.1 (®

+ ip addr add 172.23.53.59/23 dev enp1s0f0
+ ip link set enp1s0f0 up

+ ip route add default via 172.23.48.1 RTNETLINK
answers: Network is unreachable

++seq 12

+ for count in 'S(seq 1 2)'
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+ ping -¢ 1 172.31.131.47

O AA=IYDOYVE—bF OV—2avzaANLET (L& ZIE, http://172.31.131.47/nd-
dk9.2.0.1.is0) .

@ IP 7RLZRICDWTIE., BERNIC DHCP H—/)\h'H %IHE(E dchp, 5 TRUMGEIE  static
EANLET,

@ AVI—T A4 ROV TIE, RYDEBER—bF (enp1s0f0) Z AL FET . 'enpls0f0’ &
‘enp1s0f1” [& UCS-C225-M6 H—/\DEE/R—KTI A, ‘enol” & ‘eno2” (& UCS-C220-
M5 ﬂ-_lqa)%igﬂ_:_ }\Ta_o

@ static ZFEIRUIIEEIE. ERTEHRAIZIP 7PRLRAZEELET.
® static ZERUIHRIE. ERETERIZ T —hU 1 ZHEELET,

BLEELIAA=IDSY—N—DEELIS. ERAAELRE—DA YA M—ILATave&

16

RUET, 1 YAP—ILTOCADRTTBETICRR209MDBIHEENHD T,

MFERENES, T vhyyY /J—Fop B £ TR VN4 /—ROEHE] OFBEICKE> T,
PVSRAFIC/—K%EZBIMTEZXY,
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BEED 7 T R X DOBES

BEFEDI SR DBIBEIDEICBRDZIEDNHDET, ILEZE TRV NT—IDY TRy b
/—RODT—FIP7RLRAZZEETBHERET. ThICRISRYDBRANVLETT,

1. TNexus Dashboard Operations] @ [/\v 27w 7 E18t] DFRBBICHE > T. Nexus Dashboard o
SRAIEBRENYIT7YTLET,

2. VSR ICEBHESNTVWSAIXRTOY—ERDEREE/NYIT7YvTULET,
NDOICD W\ T . D HEE] > [Ny 7T v FLBET] 2B LTLEZE N,

NDICDWTId, Nexus Dashboard Insights User Guide @ [#4E] > [Ny 7 7 v 7L ET] 288BL T
<f2En,

NDFCICDW\TIE. NDFC D [#E]l> [Ny 7 T v 7L ET] 2B LT EE N,

3. VSAINYEBT IS4 7V AEUVLTERIhTWSIEA...
a LAF¥xa1—1—H%—-¢LTE/—RICOJA4 > ULET,
b. £./—RT. acsreboot factory-resetzE£{TLE T,

ZhiC&h, /—RATSHEAROREICY Y bSh, BEFShET.
c. AULN=RVz7%2ERLTI SR ZBRRALET.

VA9 ERICBRUICEZLERAUFIRZRITTEZEXT, ChICDWTIE. Nexus Dashboard
Deployment Guide @ TDeploying as Physical Appliance] OETHBAZI N TWVET,

4. VZZ29MRET VY (VM)ICEBASIh TWSES...
a. BEOVMOERZHID XTI,

HLWISRYZREL. T—EXREZDREZEBTISET. BEDIZRID VM ZRIFT
EFET. TOR. HWISRYD VM ZHIRTEE T,

b. iLWI S X5 =BREMALET.

VA9 ERAICBRAULCLZLAUFIEZEITTELXT. ChICDWTIE. Nexus Dashboard
Deployment Guide @ [Deploying in VMware ESX] Z7zl& Deploying in Linux KVM] DET&x
BHENhTWXY,

5. [ Nexus Dashboard Operations] @ /Ny 27w 7&&m] DFRBAICHE > T. Nexus Dashboard
BRZETLET,

6. 7Y T 1THER LN O 7y THhEZ Y —ERDEREEZETLET,
NDOIZD W\ T . D [HBEI> [Ny 7T v FLER] 2B LTI EEN,

NDICDWTId, Nexus Dashboard Insights User Guide @ [#4E] > [Ny 7 7 v F L] 288BLT
rEE,

NDFCICD W\ TIE. NDFC Guide @ [#:E] > [Ny 7 T v 7 L 1E5x]
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M

ML TS TEE D,
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AppStore— 7 —

Nexus Dashboard @ GUI T, [¥r—E X > AppStore (Services > AppStore) 17 7IC7 AL LD &
IT%E. ROIZ—HWRETIEENHDET,

{

"error": " There was a problem proxying the request”

}

JRIAT

7TV AT H—EZADRRITENTWVWBETZ4Y) /—RICESEVELET D E, 77U AT H—EZX
DADIY RS —/—RICBREEESNSETICERSAINBEENHDET,

V. o

H—EZXDEELTR—IHDEHRENDETHLEET,
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AR PO T RAFR—F
Syslogf XY MAY, BHIDOHNEA XY RERY—EXICEELTVWEEA.

SR
COMBEORL—BINERRAE. Syslog LT —/N—DBESNTLLRLD, EULLEEShTLWEE
Mo

R
75 25 DIERL > Syslog* DAY — R —DERHMNIEL WS EZEEL TSV, FHAICOVTIZ,
[V 27 ARTE] 22BULTLIEE,

JRIA2

DE—FMH—N—ZBFEDIPZRLADEY "HISDNZT T4 v I DIHZEHFRILTED., Nexus
Dashboard/— RKRDIP7Z RLANSDRZ 74 v IdFashTWEEA.

JF R T2

SEf—IN—DRTEZEFH L T. Nexus Dashboard7 S X4 /—RHhSDRNS 74w 2ZFRILET,
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TH MR ORE~D Y > b

E/—RTROOATVREZFRITLT, YIS RYLeEEYVLEY N TEXT,

# acs reboot factory-reset

CREFSE. TRTDISAYBEE T T U —avhikbhal-th, 7525 EHEHE
o EF ZNENHD ET.

RAEE7=132 52 KRELD Nexus Dashboard 7 5 X4 % SERADIZEAIE. [Cisco Nexus Dashboard 5 A
77 Ml TREAINTWSLSIC, IRTO/—REUEY FF20TEERLS. BEED VM ZHIFRLTY
FZAY LR ZERETIZILEZEHOLET,
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J—FRIP7 RVLAOEH

T—9XY N T—=UDIPF7RLADEEEFYR—bZNhTVWERA, VF7XY /—RDT—5 IPT7RL
AEZEIZIEREF. V7RI ZBIERTIVENHDET,

SVIN J—R USRI EBBLTNSIEE. SR EBERLAVERD, BRBIP 7RLXOEELY
R—hShth,

RILVF/—R ISR ZBBLTNSHEIF. ROLIICT1DOUED/—FDEEIP7RLRAZEETE
9.

1. Nexus Dashboard @ [‘&#. =Y —/L (Admin Console) ] ICBBEFIL X T,

2 A FET=Y 3y AZa—p56, [VRATLY Y—R> 77— (System Resources > Nodes) | =
BIRUET,

3. /J—ROBICHD (...) A=a—h5, [/ — FoiREE (EditNode) | ZERLET,

BEOJAYLTVWEBW/—KRD IP PRLADAHZZTETERLISFELTLEE W, RIT/—K
DIPZZLEITBICIE. IO/ —KROBE IP PRLRICEBHLTOJA VL, D/ —RKREFTZOD
FlE=#EDRLET,

4. /—RD[EF¥E Xy hU—27 7 KL 2 (Management Network Address) ] & [EB Xy hT—2
4% — r 7 =4 (Management Network Gateway) ] Z2E8#H L EXJ. - ZIE. ZhZEh
172.31.140.58/24 & 172.31.140.1 TY,

5. [fkfF (Save) 120Uy U LET,

ZEEFICICRBMEN, FHILWPPRLRZFEALT/ —RICTFIERTEZLSICBDET,
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77 AFERT T —

Nexus Dashboard T7OF Y —N—ZHREXFEET D&, [7 T A Z#RL (Cluster
Configuration) ] X—J/(C. L\ DA D cisco-mso service: Replicaset() not in desired state T2 —h'F&
RENZEEFHHET,

SR
IS—FH—EXOBREIFICRRS N, 30~60URNICEFNICHEREINET,

HERAE
H—EZADEELTIR—IDEHEINBZITHEET,
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a7 A NERO NS 2RO I ERFREE(2FA)

BRI 2FALRYOOT A Vi, 20EROOJ7 4 VRAITTIEA—T—RE/NAT—ROBERIFEK
Ihd., KbhICEHDODR—=—IDBRRSINET,

JRIAT

OIDC7 74— 3 VICERESINTLWSCookieD % 1 A7 U bH, Nexus Dashboard TERES N TULVSEE
=0 YDIAALATINEDERLBO>TVET,

HFRFE
T20DFvry a2l Ure5E. BETOCADHRFTFESDICHELETY.
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Red Hat Enterprise Linux(RHEL)® & BH

RHEL ¥ XF AICOY A4 >~ L T/logs/ndlinux/ T4 LY M) #ERTDE, A VA=) OV %EXRRTEE
9,

[ESTIVoa—TFT4avT)] OvIYayTHAI N TS —ER%Nexus Dashboardd k5 7)Y 21—
F4 v AXY RA2E{TTBICIE. =F)ICNexus DashboardIBIBIC 7 VX T H2MEAH D X,

RHELY X2 5 A SNexus DashboardBBIEIC 77X T 2ICIE. KEETLET.

1. 41 A M—=)LEICYAMLEERL 7 7 4 )L THEE LU 7=Nexus Dashboard 1—H'—%{EFH U TRHELY X T A
lcoJ4v U9,

2. attach-nd <Y K %Z%£4TL TNexus Dashboard BIEIC 7V A LE T,
/usr/bin/attach-nd

Nexus DashboardiRIZIC 7V RXFTBE, COAAMRD TS TIVVa—FT4vT1 DI 3a VT
BHEh TR ITNTO—EE%Nexus Dashboard AX Y K& FHTZ %9,
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APICERTEEDA v — MERIZH A MBS TE 20

Cisco APICH 1 b %ZNexus DashboardiCA Y R—FT 4 V7 T3¢, AVvR—FTavizRMRITBLSIC
APICERENEFMINE T, ZD&. APICTURID®REZ A YIR—bT 3% &. 4 bHNexus Dashboard
FrFY—EXTERARAE L TRRESNDEENHDFT,

JFAIA

LETOY A REBEICIH. A VR—KREhTL 3BNexus Dashboardy 5 X4 ICEBDERITSEFhTLEE
/UO

HERTE

%4 kH'Nexus DashboardiCAVR—F 4 v Shiztk. SEDBRTEDETDIHICAPICEEEEZIY X
R—RTBTELaEEBHLET,

1% ICRAEARRT B(C1E. Nexus Dashboard GUITH A R ZEBEZHFLET.

1. Nexus Dashboardy 2 X% lCcOJ 4 L%,

2. [&# =Y —/ (Admin Console) ]>[¥1 b (Sites) ] ICEEFLZET,

3. UL MDD [7 27 3> (Actions) ] ([...]) A=a2—n5, [¥A4 FOFRE (Edit Site) ] ZEIRL *
ER

4. [V1 MEEE (Site Edit) ] BET. [U1 FDEZEER (Re-register Site) | Fx v IRy I X%EAVICL
T. Y1 hOFEHZBEANLET,

5 [*7%F (Save) 120UV o LET,
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o— — ~ O - ) ~

WM FTRAEZ~DEICLSTFTA4~Y /— FOFEEBM
Ot avTTIA4R) /) —REYEBI S RAYICBEMT SAZEICOWTEHBELEYS, COYFUA
. EDYt Yy~ (acs reboot factory-reset 72 &) F/=ld vMedia OBA VA M—=ILICLK> T, /—
RHOEES> TEREERNICHIBRES NIZIBRICRET SH[EEIH D ET,
G RIICRIVINA /—RKHHBIEARIE. Replacing Single Primary Node with Standby Node ®EiEH
ISR TRIVYINA /—R&2TZ4<) /—RI[CEZH,Z T, KIC Adding Standby Nodes DERBRICHKE
2TCTZ4<7) /—RZHULWRZYNA/—RELTEMULET,
IN=RIIT7EEDLHICTZ7M4TY /—R2ZTLICE# (RMA) 320EBLH DN, FEHAMRELRRAY Y
NA /=R RBWNEEIER. RbDIC TR YNA /J—REBLTE—DTZ4<7Y /—ROEH:] THEA
SNTWVWBFIEICHE>TLIEE LY,
7747V /—RZERUIVZAYICBEEBMT %ICIE. ROFIEZEITLET,
1. /—RHAISHEAEROREICYEY FShTWE I EZHERELET,

J— RHBFRBRIREDIZE (L, rescue-user £ LT/ —RICOVA4 YL, XAV R&EFERALT/—K

)ty NULET,

# acs reboot factory-reset

2. IEBR/—ROWIThHIDEEIPY KL X%Z R U TNexus DashboardGUIICOJ 14~ LE T,
3. [AF7 AU Y—R (SystemResources) ]>[/—F (Nodes) ] DJEICFZELET,

I BH/— KD [E7IT 47 (Inactive) ] ELTUIICREREShET,
4. /—ROF7ovav ([.]) AZa—Hm5. [BE
(Register) ] Z#EIRULE T, [/ — FDOEEH (Register
Node) 1 R—IUHBIEZT.

5 [/ — FDX#: (Register Node) | X—I TwERIEHRZ AL, [BRFE (Validate) ] =2V v I ULZE
9,

YIE /) —RDIBEIE. CIMCIPZRLZREOVA VIEHREIEEST DVNELNHDET,

R¥E/—RDIBE. BEIP 7RL RFFE I NS/, rescue-user D/INRAT—RKRDIH%EANT D
ENHDXET,

6. ZOD/—RBEHRHIEETHD I LZHABLET.
7. Bk 20w LT/ —REBEHRL, 7747) /—RELTIFRYICHBEMULET.

/—=ROT—bR+Tv 7, /E. BLUCBEMICEFR20MMNDET., TTIDE. /—KF U
79T 47R8TZ4%Y /—RELTRRESNET,
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AR UL ) — ROBRWE—DB~ A F— ) —
K& #

Z ZTlE. VMware ESX F 7=l Linux KVM {&*8 Nexus Dashboard ¥ S X% 754 <Y J/—RODE=E
MORETDIHEICODVWTHHELES., COFIETIE., BRTS/ —REALIZA—AT7 7059 %FAL
TE>7<#HUL L Nexus Dashboard/— K ZEBHL. O DI ZRHICTZ4<Y) /—RELTMAE
9,

1. BEARELLE/—RD VM OEBHFATICH>TWR L &ERBLUET,
2. #7 U U\Nexus Dashboard / — R ZE£FH UL X7,

o BENRELL/—REES<ALRY NT—IBEEBEAL TS T & &R
LET.

3. FiLWLW/ —KROVMOEREZAVICLUT, EEITDETEHFLET,
4. Nexus Dashboard GUI [cO% 14> ULZE T,

BODEER 774D /—ROVWIThHIDERIP 7 RLRAZEATEETY.

5. /—kFzEHULZET,
a. ZRIOFES—Y a3y RAIvhs, [VAT LA U Y—X (System

Resources) ][/ —F (Nodes) ] Z#RLXJ., BT S/ —KH
[E7 U747 (Inactive) ] ELTURAKMEENET,
b. BT 2k7 V747 7734%7) /—ROBICHB(.) AZ2—2o Vv LT, [E#
(Replace) ] ZiBIRUE T, [E# (Replace) 1 V1 Y KRUMFHEZT,
c. /—RDBEIPT RLRERRT—RZANL. [#ER (Verify) 127Uy I LEY,
J9I253Z0D/—FOERIP 7 KL RICERFKL TEEEZERELET.
d. [E#: (Replace) |20V v o LFT,
J—RHRESNTYFRIICEMITZETIC. RRT200MMBIEENHDET,

Nexus Dashboard Insights ZE{TLTWT., /—RDEHZIC. Nexus Dashboard
o Insights ZEEBMICLE T,

H—EXZFILWEAYSTY /—RICEYICBER T 5ICIE.
Nexus Dashboard Insights = Bi2E# T 2WEBHIH D XY,
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AR UINAL ) — RORWHE—DIFRETZ7A4~<Y )
— RDOEH

ZITlE. RYYINA /—KR D7 Nexus Dashboard ¥V 5 29 TH—DT 547 /—ROEBEEH
SEERTZAEICOVWTHALET . COFIEIF. MEBENICERT Z2VENHD/N\—RU 7OMEZNT
KELTWET/—FDY T T 7RENFRDIFEIF. KD IC acs reboot clean AV Y RZFERAL.

[Re-Adding Same Primary Node to Physical Cluster] OFRERICIE->T. AL/ —KE2I 57 ICHE
MmTExY,

DS RGICAIVYINA /—RKDBB/ESNTWBRIERIF., A9V NNA J—REFES B—T54<)

—ROEH] OFIBICHS> CLE=HEBLET,

/3L B ETIC

- OB EE2DDTT4TY) J—RAEETHBEEHERLET,

- BT S5754TY) J—RODEBEIATICHR>TWB I EZERELET,

-FLW/ —RZEFULTERALET,

- EEAFRLELE/—REBUCIMCIPZRLZREOYT A VIBEBBRAFLWL/ —RICHREEIh TR &%
MUEY,
BODT 43 /—RIECIMC [B#RZERLT. HILLW/ —RTERZETLET.

LW/ —ROEBENAVICHE TR E&2HEREL, VUTILEEEAELET,

- UCS-C225-M6 (ND-NODE-L4) /—k& ACI B4 hZ2BELVFRXY T 3.1.1k V7 b 2 7 DFiR
REAT47 AVAM=ILZ2R{TIB &, NDI £/cld NDO ANDH A FDAVKR—FT 4 VI HKKT
BEVSBAMOMENFELEY. . COMBOREMEKIE. VY7 Y70 3.1.11 N—Y 3 Y DFHR
AVAMN=ILEEITTSETT, UV—X 311k H5 311N ICT7yTIL—RUTHREBEIIERL
BLWOT, FELTLK LS W, COMEZRRI BICIE. 31U VYTV T7OHRAV A=)z
KRITTBRELHDET,

AV AM=ILICMAT.

31k V—=ZRD7Yv 7T L—RZE{TL, YRI—/—RZ2EBEZMZ VBN HZIGSICHHEED
FHEITHOEUENHDET, COMBEIE. VI—X 311k ICF7 Yy TIL—RURICIRNTDIRY
—/—K% RMA LIcBEICHHEELET, UU—X 3.1.11 OFRA VA M—ILZFRTL. BEINICE
BUIENYy I 7y Tho—ERDETERITTZVENHD LT,

EENMRELE—DTI4TY/—RZzEBBRTZICE. ROFIEZRITLET,

1. ftoWIThhD 7247 /—KROEHE IP Z{ERL T, Nexus Dashboard @ GUI ([COY 1> UXEY,

2. A FET=Y 3y AZa—p56, [RATLY Y—R> 77— (System Resources > Nodes) | =
BIRUET,

3. /—RURNT., BRI B/ —RDVITNLEBEZRBDF., /—RODRT—FAN[FET7IT47T
(Inactive) ] ERFREShTWA T E&2ERLET,

4. Nexus Dashboard @ [/ — F (Nodes) | BEIET. 7V T4 71/ —ROBEICHZF v IRYY
AaAVICUTEIRLET,

5 [72 v ar (Actions) ] A=a1—H5 [[EH: (Replace) ] #&RL XY,
6. [BrL\w U 7 L&EE (New Serial Number) 1 74 —J)LRICEHTILWLW/ —RDOI U7 ILESZANL.

[E#: (Replace) 127Uy I L&Y, 7OLANTTIBE, FHILW/ —RDV Y ZILESICEHR
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EnfcaWW/— ROV Y ZILEBSHRRS N,
MLWITZARUNI SR —ICERICHEBESNDE. AT —9ADT7 VT4 TICEEShET,

Nexus Dashboard Insights #%{TL T\ T. /— KD BE#%I(C. Nexus Dashboard
o Insights ZEEEBMICLE T,

Nexus Dashboard Insights ZHBi#2&1LT. FILL\/ —RICH—EXZEYIIC
BRI 2HENHDET,
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THUFEY ) —RERIZARAZ UL ) — FORXH

BERELNRELIEAVYSTY /—REBRAYVINA /—RZ2EBBRT Z155F. BEDLSICGUI A5
BEXZVT747] /—RZHBRLT, Eo<#FHLLWEAYFTY /= RELBRAYYNNA/—RZRELZET,

/LU S FIIC

ED

BT 5thVyY) /—ROEBRHFATICE>TWVWBIEEEELE

WEREAEISFRELIEAY YY) /—REBRY VYIS /— Rz EHft

TBICEE. ROFIRZRITLET,

1.
2.

Nexus Dashboard O [&#. = Y —/L (Admin Console) ] ICFZEIL X T,

A Y FET— 3y AZa—nm56, [VATFTALY Y—ZX> ) — T (System Resources > Nodes) | %
BIRULET,

/—RURNT, BT B/ —ROVITNAESZRDII. /—RORT—=ZAN[FETIT47
(Inactive) ] ERREShTWSZ E&ERLET,

BICHEFzv IRy IRED VYO ULT, E79T471/—REBRLEY,
[727< a3 (Actions) | X=a2—H5 [HIER (Delete) ] Zi#IRLF I,

IhICED., BRI RELIL/— RV RN SHIFRENE T,

Ehos) J—ROEE] £l TRY VN4 /—ROEHE] OFBEICEL., FILWLW/ —ROER
EAVICUT, silLWwWEAY S )/ —RFRFRYVINA/—RELTYZRYICEBMULET,

AW/ —RZRELICESEFURENTA—Y %2 EATEELT.
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M7 ZAZT— AT v 7 DRE

CZTIE. IO SRY 7—rRANTSY T 7OCXADSFTIFTLEMEICDOWLTEREL. Nexus
Dashboard?V 5 2% # RHICEH T ZBRICRETZAEEDH DV DI O—RINLGRHREICDOWNTEES
9,

/—RZEELT GUI Oty b7y THICR/ —RDBEHRZANT SR L. PII7—RX NSy T770€ER
FWSOHDEEZET, /—ROES. LERBHRORE. BLVITXIDERZERITLET. 7—
FRARZY 7EETIE., ETRTZEHRL. RETHAREMOHHHEZRLET.

afran]is
Cisco

Nexus Dashboard

Version: 2.1.0.216

o Bootstrap ® Cluster Bringup

Setup Security

About 4 minutes remaining

Hide Details A

Bootstrap Master Node completed successfully [4 hours 2 minutes]

Bootsirap Peer Nodes completed successfully [17 seconds]
Discover Cluster Members

completed successfully [1 second]

Waiting for KMS to generate certs - about 36 seconds remaining

|
|
L

Setup Initial Cluster Pending

Bootstrap Kubemetes

Cluster ® g

K1, 77— FX ;T DRI

" T—bhRANIYT RRY— J—RET—FRANIYT EY /—F: I-Y-IEELLEEXY b
V—0&T7—9 Xy RT7—UD IP 7RLRAZEALT, BRIIDYRAY— /—RZBEHLET. KIC,
BB EIB/BEHDONRY —/—REeZhZhDIPZERAL TEFLE Y,

ChoDEEOWITNATTOLANKKLUEGSE. &/ —RoaVvY—ILICEHELT. AALE

TARTOBEBRHNAELWN EEREELE T, acs system-config AVY REFHATZE. BERNBZER
RCEET,
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7—RhZANSw70O% (/logs/k8/install.log) TitiZzHRT I EHTEET,

BH. acs reboot factory-reset ZEFHAL T/ —KkZUty L., Ey N7y 77O Z2HBEHT S
CET. RENMENERTREUVHBEZRBRTEZET,

" JTRH AVIN—Dt&H (Discover Cluster Members) : 7—4% Xy b I7—9%2NULTITAIA
DIRTDYRY— /—REDEHEEEILET,

COBRBOREEE. T—YRXYMT—JIPPRLADEEIRE, /—RHMED2DDEF ICEE
TERBRWVWIELZRLTWET,

£E®D ./ — K T acs cluster masters AYY RZFEAL T, IBELET—% IP 2R TE XY,

A Y RAEHRZRS BWMEEE. ipaddr 2RALTT—% 15 —7 x4 X (bondObr) @ IP 7 K
L2AZHREL. IXTD/—RDIPHD/ — A SEEAIRETHB I L ZHELEY.

S ip addr

[..]

6: bondObr: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP
group default glen 1000

link/ether 52:54:00:e1:93:06 brd ff:ff:ff:ff:ff.ff

inet 10.195.255.165/24 brd 10.195.255.255 scope global bondObr valid_Ift
forever preferred_|Ift forever

inet6 fe80::5054:ff:fee1:9306/64 scope link
valid_lIft forever preferred_lIft forever

[..]
X1 UF 4 DERE (Setup Security) : F—FEEH—ER (KMS) #:H/ELT. /—KBEOT—5HE
EtzBAMCLET,

acs cluster masters < > K% ca cert not found TS5 —%E 5SS, KMS OREETHD I EA2RLT
WET, SFEICDOWNTIE. /logs/kms O &#EEL TS,

* WY S AT DHBREET—RMARNS Y 7 Kubernetes 7524 1 25 U TOEEE. BE.
Kubernetes OREIEETH B EZRLTWVWXT,

£/ —RO /logs/k8 OV H SIEBMOFMIEHRES TEEXT,
- T RNy TOBENATTISE., 7OCRIEZ FAFZDIMSL EIFDOBREICERET,

VAT LADHEEN S A Vv T SH—EADEBRTHFEXTORERE T, BODOU—EXZREELT
IS RAIDIEMETTLET,

COBEET, WIFnNHND./—KTacs health AV Y R2FEALT, ELLEEILTLWRWY—EX
ZEIRTEET, KIC. /logs/k8_infra/<service> THREEDH—EZDOT 2ERELET,
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v IVTF T T REEGEDME

RDEI a3 VTl JIVFIVSRYEGEICET 2—RIGHEICDOWTHBELEY,

BROV SR ZFLDHTERT DAEDOFHMICOVWTIE, TVILFITRAYER] 2ZRUTIES L,

FETFTA<V I TRAENBERTX R

RVFUOSRIBRIIN—TICBLTW Y SR %20 V-V U T—rUTBRERAT 2L, JIL—TD7
ARV RAIBENZRTHETERWVEH, V7 RINBETROIXICEDET,

CORBZRT BICIF. 7 7R Y 2EHERRL THERLET.

1. 724V Z27ICA714 v L%,
2. BEEILIEY SR 52T —THh5EIBKRLEY.,. Ch

IC2o2WTIE. TS 250t 28BLTLIZEL,
3. JIN—TICO A9 =BEEBMLET,

ChiCOW\WTIE, TEHOI 25 0#EGE] #2BLTLESE
(AW

HWWAN—=T g U CHEESNERTSTAI I TRE

AISHDEHT, COEEEYR—NULTLWEL/NN—I 3 DNexus Dashboard=ER LT, JIL—7H
DIETZAIVISRIDIDEBEMALIIGE. 7334IV ISRYEEIEmMEZTDI TR ICHERT
EFEITH. BETHEETEEFA. BHREVIIZEADEEICKDET,

COMEEBRT BICIF. ZFDUZRIETIL—TH SHIK
LXT,

1. BB 1Y —¢&LTTIA4YVII 510714V LET,

IRTDY FRAITHEENTVWB Y E— I —TOVM1 VT BE, UR—JRPFEHDIXICIKD
ia-o

2. BREAULIV SR Z7I—THh5HEIKRLEY. Ch
[C2WTIE. T7 525D 22BLTIEEL,

3. A 7UMULT. VILFUVSRIEGOERICFERAITVE— M1 —Y—%2FEHALTEEOY MV L.
UNHNEULLFAAETNE L EERLET,

34 Cisco Confidential



WE X —DAERK, FEAZFBAERDIER, BLT
CAZEA T EREAZF OIS

DtV arTIE. WEBEF—DERM. FAIAZEREK (CSR) OER. HLUFRER (CA) ICL>TESA
SNFIBZE0REAEDFIZRUET. Ch5lE Nexus Dashboard 7 5 X% TERLULXY,

MEFXF—CEHCELRIMAEOMAZERT ZHEEEF. COEIVYavzIAFy 7L, KbDHIC
[Generating Private Key and Self-Signed Certificate] TiREASNTWSFIEICE> TSN,

Nexus Dashboard GUI T+ — ¢ EBHEZEBMI B D ICHEBEREBRFIEIE. [xref../articles-
311/nexus-dashboard-admin-311.html#_securitySecurity] ] OETHAITNTWET,

1. WEBEF—ZERLET,

OpenSSL i1 VA R=ILENTWBEEDTSZY M 7 A —ATWEX—%4ENT %5H. rescue-user
& LT Nexus Dashboard /—R® 1 DIC SSH T#E#L. #FCTCZOFIEEEITLET,

[rescue-user@localhost ~]$ openss| genrsa -out nd.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
[rescue-user@localhost ~]S Is

nd.key

2. RUIDATY T TEBRLUIMBEF—TERIN/-CSREAB LT,
a. NWERBEHESEL CSRERTZ 71)L (csrcfg) ZERLET, B/ET 7

1IN DFERICRLUET,

[req]

default_bits = 2048

distinguished_name = req_distinguished_name
req_extensions = req_ext

prompt = no

[req_distinguished_name]

countryName = US

stateOrProvinceName = Texas
localityName = Plano

organizationName = CSS
organizationalUnitName = DC
commonName = nd.dc.css

emailAddress = no-reply@mydomain.com
[req_ext]

subjectAltName = @alt_names
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[alt_names]
DNS.1 = *.dc.css
IP.1 = 10.0.0.96
IP.2 = 10.0.0.97

b. CSRZER L X9,

[rescue-user@localhost ~]$ openssl req -new -key nd.key -out nd.csr -config csr.cfg
[rescue-user@localhost ~]S Is
csr.cfg nd.csr nd.key

ROAR Y REFERALT, £ UL/ CSR B TEZ X9,

[rescue-user@localhost ~]$ openssl req -in nd.csr -text -noout

3. CAER{TZHEZREBLET.

EBREIRETIE, BIATY 7 TER UIBEZEREXK (ca.csr) ZldenTrust¥DigiCertix ED /KT
w4 CAICIED . CAZL{F=EFAAE (ca.crt) ZREBLET,

4. BREHIPEZERELET,
KDAIRYRIE. ERRUEMBFXF—ERIU 7 AT ICCA ZBLAESEAE (cacrt) 2OE—LZE%E
BIEELTWET,

[rescue-user@localhost ~]S openssl verify -verbose -CAfile ca.crt nd.crt
nd.crt: OK

5. £Ehi=7 71 ILDAZA % Nexus Dashboard @ GUI [CEEMLE T,

[ZF2U7 « DER] THRASNTWSFIRICK ST, RFIOFIETERLICRD 3 D2DT7 71 ILORN
B2 ANITBRENHD LT,

o MEFEF— (nd.key)
o PR (CA) N7V v JERAE (ca.crt)
o CA EZ{TZiHE (nd.crt)
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WME X — & BOBAEHEDAER

DY 3> TlE. Nexus Dashboardy 5 X% THMEFXF—EHRY AFIAEZFERI EGRICENSZ4E
BY3HEDH%ERLET,

CA EL=AEA2FRATZER/IE. 2Ot avaAxy7FUT., TCRS OER. &0 CAZLAT
ZEFRREDHE] THIESN TWBFIEICE>TLESE LY,

Nexus Dashboard GUI T*—&EERAE BT 570 (BB FIEIE. xref.../articles-311/nexus-
dashboard-admin-311.html#_securitySecurity] ] ODETHAINLTWNWET,

1. WEBEF—ZERLET,

OpenSSL i1 VA R—=ILENTWBEEDTZY M 7 A —ATWEX—%4ENT %5H. rescue-user
& LT Nexus Dashboard /—R® 1 DIC SSH Ti#E#EL. #C T2 DFIEEETLET,

[rescue-user@localhost ~]S openssl genrsa -out nd.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
[rescue-user@localhost ~]S Is

nd.key

2. WEB(CA)F—ZERULET.
FIRPTANDODBEMRETEHCSERCAZERT HICF. ROV RERITLET,

[rescue-user@localhost ~]S openss| genrsa -out ca.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
[rescue-user@localhost ~]S Is

ca.key nd.key
3. CAOCSRZ4.ARLZE T,

[rescue-user@localhost ~]S openssl req -new -key ca.key -subj
" /CN=Self/C=US/O=Private/ST=Texas" -out ca.csr
[rescue-user@localhost ~]S Is

ca.csr ca.key nd.key
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5.
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RDOARY REFERALT, £ UL/ CSR R TE %9,

[rescue-user@localhost ~]$ openssl req -in ca.csr -text -noout

BEZ®R/IL— MRS ZFERLE T,

[rescue-user@localhost ~]$ openssl x509 -req -in ca.csr -signkey ca.key
-CAcreateserial -out ca.crt -days 3650

Signature ok

subject=/CN=Self/C=US/O=Private/ST=Texas

Getting Private key

[rescue-user@localhost ~]S Is

ca.crt ca.csr ca.key nd.key

RDIARY RZERALT. £RLIL— MIRAZEZ#ERTEZXT.

[rescue-user@localhost ~]S openssl x509 -in ca.crt -text -noout

BUIDRATY TTERUMBEF—TERINICSREERLE T,
a. WERBEHREEL CSREBHMZ 71 )L (csr.cfg) #ERLET., BET 7

1IN DFERICRLUET,

[req]

default_bits = 2048

distinguished_name = req_distinguished_name
req_extensions = req_ext

prompt = no

[req_distinguished_name]

countryName = US

stateOrProvinceName = Texas
localityName = Plano

organizationName = CSS
organizationalUnitName = DC
commonName = nd.dc.css

emailAddress = no-reply@mydomain.com
[req_ext]

subjectAltName = @alt_names
[alt_names]

DNS.1 = *.dc.css

IP.1 = 10.0.0.96

IP.2 =10.0.0.97
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b. CSRZ{ER L X T,

[rescue-user@localhost ~]$ openssl req -new -key nd.key -out nd.csr -config csr.cfg

[rescue-user@localhost ~]S Is
ca.crt ca.csr ca.key csr.cfg nd.csr nd.key

RDIAXY RZERALT, £ UL/ CSR ZHETE XTI,

[rescue-user@localhost ~]$ openssl req -in nd.csr -text -noout

6. £ LIAERAEICECSERALET,

[rescue-user@localhost ~]S openssl X509 -req -in nd.csr -CA ca.crt -CAkey ca.key
-CAcreateserial -out nd.crt -days 3600 Signature

ok
subject=/C=US/ST=Texas/L=Plano/O=CSS/OU=DC/CN=nd.dc.css/emailAddress=no-
reply@mydomain.com

CA #Z+ —DEF [rescue-

user@localhost ~]S Is

ca.crt ca.csr ca.key ca.srl csr.cfg nd.crt nd.csr nd.key

7. BRBEHAEZHEELET,

[rescue-user@localhost ~]$ openssl verify -verbose -CAfile ca.crt nd.crt
nd.crt: OK

8. & ENi=7 71 ILDAZA% Nexus Dashboard @ GUI [CEEMMLE T,

[z 2U7 « DER] THRASNTWSFIRICK ST, RIOFIETERLICRD 3 D2DT7 71 ILOA
Bz ANITBRENHDET,

o WZEF— (nd.key)
o FBEEF/ (CA) /X7 YUy J&IEHE (ca.crt)
o CA ZEZ{TEFAE (nd.crt)
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NDFCOEHT B RAA v FF A REAHLTZH D
NDOZX iE D 5

Nexus Dashboard Fabric Controller (NDFC)7 7 7'\J v 27 h*'Nexus Dashboard Orchestrator (NDO)(C &
STEEINTWLWT., NDFCICE>TEEINTWS1DHU EDTF /NS R &KL 2158 (1E. NDOAEFTL W
AAYFOIVTZINEBEESEZRHLUTVWS L 2ERIZIVELNHDET,

ROEIavTiE. iLWIZ 77U v FINA ZADEHR%E NDO EFEEAT 27-HICHERFIEOMES
~UET,

a7 ¥ 13—k -B‘—/%‘—(RS):]““/{/( A @ﬁﬁ

1. NDFCICAJ 1Y L&E T,

2. NDFC Easy FabricE— FDERKBICT7 77Uy VADOMEBRA v FE2RIT BICIE. [Cisco NDFC
Fabric Controller Configuration Guide] ICEE&EH I TWSRMEEFR] (RMA) FIREICEWVNET,

NDOICAJ 1Y L&Y,

[>T 5 AT 7F%]> [V HEEkE] ICRBEILE T,

RS/ATVHEET S BEBRER—ID aviie—nL FL—UEK TEH Z7Y v I LET,
[EB (Deploy) 120Uy o ULET,

— T A v F DR
1. NDFCICAY 1 v LE T,

2. NDFC Easy FabricE— FDERKBICT 77Uy VADMEBRA v FERII BICIE. [Cisco NDFC
Fabric Controller Configuration Guide] ICEBEI N TWSREEFA (RMA) FEICREWNET,

3. NDOICAYA1 Y L&ET,

A [T7Vr—va VEHE] S [AF—<] CBEL. ZOYANTNARDRF—T/TVTL—r&ETY
v ULET,

5. TNA RICHEELVTWEVRF/RY N T =0 ZBAYR—MLET,
a. [EEZF R (View Overview) ] ROv 75Uy UZMT, 7Y 7L—hZ&RLET.
b. [7 7V — D7 r7T ¢ (Template Properties) ] £ > 3T, [VRF] Ry 7 ZH 5 VRF/X
YhT=0%0 VI LET,
A FER=RIROYTIOY VRIS A M EBIRLET,
. [VRFl &7 vy Ul VRF ZERLET.
JA v E—=F (mport) 120V v ULEY,

R——4— F 7 = A (BGW)F /A R DERHh
1. NDFCIcOY 4 v LEd,
2. NDFCEasy Fabric E—RZERALTWRSEICT7T 77V Y IVHNDOYIBIA v F 2T %ITIE.

o o &M~ W

=

o O

[}
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