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BF|/ea<2 K

VATAT—IANDT I ANEIRENTLBIES. rescue-user E UTHEED I SRS /—KRIcOTA v
TEF9., XOIATY R%E{EHL T, Cisco Nexus Dashboard CE F I HigEE =T =29,

DIZRED T TN 2 —T g
* acs health : 75 25 DIEEMERERFORBELZRRLET.
- acs cluster config : 7 7 XY DEHERRTLET,
* acs show nodes : 7 ZAYHDIRTD ./ —RICEHTZEHRERRLET.
" acs show masters : 7 ZRADTZ4TY /—RICETZERERZRLET.
* acs show workers : 7 ZAYNDT—hH— /—RICETZEHREZERRLET,
* acs show standbys : 75 X ¥ KD standby / — RICEIT 2 1EHERTLE Y,
" acs ntp show : NTP gz &RRL £
* acs techsupport collect -s system : 1 Y 7T ARSIV Fv DTV ZHIL B R—MEHREZNELZXT.

* acs techsupport collect -s cisco-mso — cNexus Dashboard Orchestrator Y —EXDF 2 = AJL Y

R—hERZNELET.

* acs techsupport collect -s cisco-nir : Nexus Dashboard Insights ' —E XD 77 ZHJL HR—ME
wENELET,

* acs techsupport collect -s cisco-appcenter : App Store D77 ZH)lL HR— MNEHREWNEL X T
* acs version : Nexus Dashboard D/\—Y 3 v &ELE T,

FNLRD Y P
* acsreboot : IRTDY—EREEBRZEZDIEEFERAL T/ —RKZUT7—-MLET,

* acs reboot clean : Nexus Dashboard & 77U —2 a3 vDeT—4 %HIBRUE I H. Nexus
Dashboard D7 —hk AR T Y THBHEERY R 41 A=JFREBFLET,

JU—v )T =R INTD/—FTRAKICKITIBZVENHDEI, D220 7547 /—
RAZ->TWBEIC 1 DO/ —KZE7 V- UT—-+3FBE, VT—bShic/—RHEHL. BIFF
DY ZAINSEELET,

Nexus Dashboard? 5 X7 ##]$b TiENT 5 &, FHIBRA7OCATRELRINTORY R4 A=Y
DA YVAM=ILEhFET, RyYRAMA=I%FFITDELE, VT—MEDI T ATDEFHIERILEH
9,

JZAIRADINRTD/ —RZBAVAM=ILT258E. RIDICTANBIOT7 TV 5= 3 viEEHk
HOY—=VTwTITBZNELNRHDET, CDIFGE. YA MDA IRTOTZ TV —2a vy TEMICKE-T
D, NDVFZ RO SHERSNhTWA I EZERLTL S,

" acs reboot clean-wipe : Nexus Dashboard 8L U7 TV —oay A A=V 28877V -3
vDET—9%BIRLUEITH. Nexus Dashboard DT — k2 ~Z v THHIIRIFLET,

VIAINBEETEDE. RYRAA—IDNBA VA M—ILENET,

JSAIADIRTD/ —REBA VA N—ILT BI55(F.
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SN NELVTTIVEREV V-V T v TT2RENHDET, TDHFE, Y14 MHFIXRTOY
TVT—o a3y TENCB>TED, NDIVFRIDSHIREN TSI EZ2RBL TS,

- acs reboot factory-reset : ¥ 5 X4 7— XA M Z v T % & Nexus Dashboard &7 7o —
VDT %ZHIRLETH, 77V I5r—ray A A=—JFRFELET,

Nexus Dashboard? 5 X7 ##I$b CiLENT 5 &, FHIBA7OCATURERINTORY R4 A=Y
BDAYVAM=ILENET, RYRAM A=V FHFEITZLE, V7 R70EFNERILENET,

JZA9ADIRTD/—RZ2HFA VA M=ILT 355 ROICHA MBI T TV Ir—2 3 ViEHR
HBOV)—=VT7yvTITEUNENHDET., COFBR. YA MDIXRTDT7 TV — 3V TEMITE ST
D, NDVZ R SHIRESNTWA I EZERLTL S,

* acs reboot factory-wipe : 77U T =3y A A=IEVTRY T—RMAM TV TREZED.
Nexus Dashboard & 77U —o 3 vDe7—9 %HIBRULE T,

ISAIDBEENTSHE, RYRAA=IDNBAVAM—ILENET,

DZA9ADIARTD/ —RZ2BFAVAM=IT 325G RIS MBI T7 TV Ir—2 a3 ViEHR
BOV—=VTvTTEUNELNHDET., COFE. YA MDPIRTODTZ TV —o a3V TENICKE-T
D, NDVZ RN SHIFRESNTWA I EZERLTLESL,
SRTAEBFAC T BT TNm— T

- /logs T4 L bV ld rescue-user AV TFTFHICY IV hEh, EEY—)LTRETZXT,

- ping ARV KR, FEAEDATVayTHR—MENTWET,

- ip XY RIZE. ip addr show & T ip route show 243, OAXY ROFEAROERY 7y &Y
R—MUET,

- kubectl AT Y K., AHDEMA Kubernetes A¥ Y KREHR—KMULET,

fcEZE, InZzFERALT, YATATRITENTVWEZINRTORY ROUYZX M ZEIETEET -

S kubectl get pods -A

NAMESPACE NAME READY STATUS RESTARTS AGE
aaamgr aaamgr-54494fdbc8-q8rc4 2/2  Running 0 3d3h
authy-oidc authy-oidc-75fdf44b57-x48xr 1/1  Running 3 (3d3h ago) 3d4h
authy authy-857fbb7fdc-7cwgg 3/3  Running 0 3d4h

cisco-appcenter apiserver-686655896d-kmaghq /1 Running 0 3d3h
[...]

- acs elasticsearch AV Y K(d, Y—ERICET TNV VEREME TEZHRAYAL I—FT4 T+«
#HFUOHLUET,

S acs elasticsearch --name cisco-ndfc-controller-elasticsearch health
"cluster_name" : " cisco-ndfc-controller-elasticsearch"
" status" : "green",
ltimed_out] : false.
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"number_of_nodes" : 3,
"number_of_data_nodes" : 3,
" discovered_master" : true,

" active_primary_shards" : 10,
" active_shards" : 21,
"relocating_shards" : 0,

" initializing_shards" : O,

" unassigned_shards" : O,

" delayed_unassigned_shards"

"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,

1 0,

"task_max_waiting_in_queue_millis" : 0,
" active_shards_percent_as_number" : 100.0

RDOBIDLSIC, kubectl AVY REFEALT, Y—ERBEBDRY REDV AN EREBTEET :

LikebertiaetoodsIeh-brrar sdastinseaiiata-0  2/2

cisco-ndfc-controller-elasticsearch es-data-1
cisco-ndfc-controller-elasticsearch es-data-2 2/2

T =g FHR

Running 0 109m
2/2 Running 0 163m
Running 0 104m

- acs apps instances AX YV RE, I RITRITSNTVWERIXRTDF7Z TV T5—avaRRULET,
- acs apps actions AY Y RiF, 1 YAM=IL. 7y TIL—RK, HIlRBE, 77VI5— 3V TEIT

ShIcRFERZRRLET,
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CIMCDOT v 77 V— K

Nexus DashboardV 7 b0 7% 7 v 77 L — R 9 %55, Nexus Dashboard/ — R TETENTW5
Cisco Integrated Management Controller (CIMC)D/N\—3 3> D7 v 7 L—RKREMEBICRZZEHHD
x7,

Nexus Dashboard @&V Y —XTHR—krZhTWL% CIMC /\—Yavid, ZOUY—XEHFD VYU —
2/ —F ICEBEEThTWET,

XRDFEIETIF, Cisco Host Upgrade Utility (HUU)% {8 L TNexus Dashboard CIMC% 7y 74 L—R ¢
BHEICDOWTERBAL £9, Host Upgrade Utility DF¥MHICDULVTIE. TUpgrading the Firmware on a
Cisco UCS C-Series Server Using the HUU] Z#8BL T &,

12U 5 FIC

- BELD Nexus Dashboard YU —ZXD DJIJ)—Z/—F T, ZOV)—=XTHR—KrIhTW3
CIMC N\—YavaiERLTLLIEE,

- YT L—RICRBTABREZEERL TIES 0,
Ty7IL—R7OCRICREGREIEG. O—AIIYIYEUCS-COY—VEDIY VI DERE, V—
ABLVY—T vk VI T7 A A=Y, ZOMOALIVR—KX Y bDON=Y3VRE, SFEE
FRERICL>TERDET,

- BWT 7P—ADTT7ERITLTVBRI1DD/—RE7y 7L —RUTEBEDI S AYIEBMNT %158
. 97 A9DIRTD/—RTELBL, ZDO/—RTOMHRRDFIEEZERITLET,

- CIMCZEH 9 5ICIE. CIMCO7 vy 74U L—RICERYT SVKVMERITT 5/HIC. 77 PJava
VIO 7ON=I3VDEHBVEICREIENHDXT,

I: Nexus Dashboard / —KIE bS5 74 v o DF—% /)X RICIERW=8b, CIMCIN\—=I3vaTy
T7IL—RUTHLEBERY 7= ICIEFELZFEA,

Nexus Dashboard CIMCY 7 Uz 7% 7 v 7L —R33ICIE. ROFIEEEITLET.

1. 7299 %KE. CIMCOIPT KL RICEBEL. CIMCOOY 1 vighzaFRALTOS1 Y LET,
CIMCD% L7 ¥+ )Lit. Nexus Dashboard GUID Y L TV Y v ILEIFRIBRBIEENH B &
ISEFRLTL IS,

2. [¥r— =] > [#EE (Summary) ]TBIOS/N\—Y 3V DHRAIDEHN %=L L. Nexus Dashboard @
UCS 75y M 7A—ADETFTILEZHELET.

Nexus Dashboard(d, UCS-C220-M5& & UUCS-C225-M6H —/\—%HR— KL X,

sco Integrated Management Controller

M / Chassis / Summary Refresh | Host Power | LaunchvKvM | Ping | CIMC Reboot | Locater LED | @ @
Server Properties - Cisco Integrated Management Controller (Cisco IMC) Information
Product Name:  SE-NODE-G2 Hostname:  C220-WMP250600S0
Serial Number:  WNMP250600S0 IP Address:  172.28.185.116
PID:  SE-NODE-G2 MAC Address:  48:8B:0A:45:EC:D0
UUID:  08APDBYE-AGCO-4F6D-9CH1-2665E18FFEDC Firmware Version:  4.1(2a)
BlOS . C220M5.4.1.2a.0.0624200115 Current Time (UTC):  Tue Mar 21 21:07:09 2023
Description: Local Time:  Tue Mar 21 21:07:09 2023 UTC +0000
Asset Tag: | Unkno Timezone: uTe 1
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https://www.cisco.com/c/ja_jp/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html
https://www.cisco.com/c/ja_jp/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-c-series-rack-servers/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-c-series-rack-servers/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-c-series-rack-servers/products-user-guide-list.html
https://www.cisco.com/c/ja_jp/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html

ment Controller

M/ .../ Faults and Logs [/ System Event Log
Chassis ¥ | Fault Summary | Fault Hio System EventLog | CiscoIMCLog | Logging Controls
Summary .
Inventory |  System Event Log

Sensors o Clear Log 100%

SASTEAL BRI Time Severity Description
Faults and Logs o !
. | 2023-03-21 17:5T:28 UTC @ Normal BIOS_POST_CMPLT: Presence sensor, Device Inserted / Device Pres
Compute
2023-03-21 17:57:27 UTC @ Normal System Software event: System Event sensor, OEM System Boot Eve

CINYN=H—=AZa2—%U )y LT, FERHAEBAT 3V ERTLET,
. [EERB L Ua 2/ (Faults and Logs) ] ZZIRL XY,

[WV)

(on

C. A IURA VT, [VATAL ARV vy (SystemEventLog) |1 7 7%#ERL. OV

nNs0%F5%9,
d O7HhWsEWCHE>TWBIESE. [eZD27 V7 (ClearLog) 122w o LET,
4. BYIBHUU ISOA A=Y &5 vO—RULET,

AF

Software Download

( sesrcn. ) UCS C220 M5 Rack Server Software
Release 4.2(2g) Related Links and Documentation
Release Note for 4.2(2g)

A My Notifications

Downloads Home / Servers - Unified Computing / UCS C-Series Rack-Mount Standalone Server Software / UCS C220 M5 Rack Server Software / Unified Computing System (UCS) Server Firmware- 4.2(2g)

Suggested Release >
Latest Release >
All Release v File Information Release Date Size
42 s Cisco UCS Host Upgrade Utility 23-Nov-2022 914.78 MB o R ]
’ ucs-c220m5-huu-4.2.2g.iso
4.2(3d)
4.2(3b)
b 4.2(2g)
4.2(21)

a b —N—FFIOYI7boz7 FovO—K R=J|[CBELET,

UCS-C220-M5 Dig&Id. https://software.cisco.com/download/home/286318809/type/

283850974 IC7 UV EAULET,

UCS-C225-M6 Di5&ld. https://software.cisco.com/download/home/286329390/type/

28385097417 VA LE T,

b. ZflDtH A K/X\—T. Nexus Dashboard D% —4y NUU—XTHR—FZNhTWB/\—

JaveEERLET., Y R—b2NTWBUU—-XDYXME, YY—X/—MICEEHSh

TWXEY,

C ALY RALAYT, F¥yvru— R F74aAv&2 Vv LET,
d. [F4 7 A& 2% (Accept License Agreement) | 2V v o LET,
5. CIMC GUINSKVMOV Y — L= EHUET,
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https://software.cisco.com/download/home/286318809/type/283850974
https://software.cisco.com/download/home/286318809/type/283850974
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D KVM vy — L& T EATERVNESIE. Java

K= 2V EBHT BUEN & BAMMDH D £,

Ll ment Controller A admin@ U C220-WMP250600S0  $3
A / Chassis /| Summary Refresh | Hosif§ KVM | F
Server Properties Cisco Integrated Management Controller (Cisco IMC) Information

Product Name:  SE-NODE-G2 Hostname:  C220-WMP250600S0

Serial Number:  WMP25060050 IP Address:  172.28.185.116

PID:  SE-NODE-G2 MAC Address:  48:8B:0A45:EC:D0
UUID:  03A2DBYE-AGCO-4FBD-3CY1-2665E18FFBDC Firmware Version:  4.1(2a)
BIOS Version:  C220M5.4.1.23.0.0624200115 Current Time (UTC):  Tue Mar 21 21:07:09 2023
Description: Local Time:  Tue Mar 21 21:07:09 2023 UTC +0000
Asset Tag: | Unknown Timezone: ALk

6. 27 73TH¥ VY O—KUHUUISOA X—Y &I IV M ULET,
a. KWMIOV Y =D [RHBAT 47 (Virtual Media) ] A= 2—h5, [RATN

A 2DT 2T 4 74t (Activate Virtual Devices) 12&EIRLET., ThickDb.

(AT ATIAZ2—ICREBAT 47 OAT a3 vhEMENET.

b. KWM VY =IO [RBAT 4 T] A=Za—H5. CDIDVDO~y 7 #BIRLET,

c. KRS [{R#B AT 17 -CD/DVD] ¥4 7O T, [ (Browse) 1227V v L. HUUA A
—VZEERLET,

File View Macros Tools Power BootDevice Virtual Media Help ‘ A

Image File : ucs-c220m5-huu-4.2.2g.iso

Map Drive Cancel

d fR&IC. [vvy7 K747 (MapDrive) 127Uy ULET,

7. KVWM OvY—=)LD [EJR (Power) ] A=Za1—Hh5, [VRATLAOEFEHEA (Power Cycle
System) | 2 BIRL TH—N\—2BEHL LT,

8. —N—pEEHFHLTWNBEEIT. F6 2L TT—MAZ21—%FK/RL. Cisco vKVM-Mapped
vDVD %#&RL X7,
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Please select boot device:

ATOMIX

UEFI: Built-in EFI Shell

UEFI: Cisco wKVM-Mapped wDVD1.24
Enter Setup

T and ! to move selection
ENTER to select boot device
E to boot using defaults

9. Cisco V7 hDx7 A4V RAZHICAETELSICKkDHENTIS, [FE (Accept) | ZEIRLE T,

HOST UPGRADE UTILITY

Ciseo Softare License Agreement

IMPORTANT. PLEASE READ THIS END USER LICENSE AGREEMENT CAREFULLY. DOWNLOADING INSTALLING
OR USING CISCO OR CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS AGREEMENT

CISCO SYSTEMS, INC. OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF CISCO SYSTEMS.
NG 15 WILLING TO LiC SOFTWA 0 YOU ONLY LIPON THE CONDITION THAT YOU
ACCEPT ALL OF THE TERMS CONTAINED IN THIS END USER LICENSE AGREEMENT PLUS ANY ADDNTIONAL
LIMITATIONS ON THE LI SET FORTH IN A SUPPLEMENTAL LICENSE AGREEMENT ACCOMPANYING
THE PRODUCT (COLLECTWVELY THE "AGREEMENTT.TO THE EXTENT OF ANY CONFLICT BETWEEN THE
s THIS END USER LICENSE AGREEMENT AND ANY SUPPLEMENTAL LICENSE AGRE
LEMENTAL LICENSE AGREEMENT SHALL APPLY.BY DO CQADING, INSTALLING OR  USING
URSELF  AND USINESS ENTITY  THAT
A TO THE AGREEMEN YOU DO NOT AGREE TO ALL

TERMS OF THE AGREEMENT, THEN NG TO LICENSE THE SOFTWARE TD YOU AND
¥OU MAY NOT DOWMNLOAD, INSTALL 1 WARE AND (B) YOU MAY RETURN THE SOFTWARE
(NCLUDING ANY UNOPENED CD PACKAGE AND ANY WRITTEN MATERIALS)FOR A FULL REFUND OR IF THE
SOFTWARE AND WF MATERIALS ARE SUPF D AS PART OF ANOTHER PRODUCT, YOU MAY RETURN
THE ENTIRE PRODUCT FOR A FULL REFUND, YOUR RIGHT TO RETURN AND REFUND EXPIRES 30 DAYS
AFTERF C E FF CISCO OR AN AUTHORIZED CISCO RESELLER. AND AF ES ONLY & E
G TERMS OF THE AGREEMENT GOVERN CUSTOMER
CCESS AND USE OF EACH CISCO OR CISCO-SUPPLIED SOFTWARE ["SOFTWARE"), EXCEPT TO THE
) THERE IS5 A SEPARATE SIGNED CONTRACT BETWEEN CUSTOMER AND CISCO GOVERNING
CUSTOMER USE OF THE SOFTWARE OR (B) THE SOFTWARE INCLUDES A SEPARATE LICENSE
AGREEMENT OR THIRD PARTY LICENSE EEMENT AS PART OF THE INSTALLATION ANDYD! LOAD
E OF THE SOFTWARE. TO THE EXTENT OF A CONFLICT BETWEEN

OREGOING DOCUMENTS, THE ORDER OF PRECEDENCE SHALL BE

0. [EHLTTRTE27 275 174t (Update & Activate All) 1 ¥4 70O45 T, [EHFLTT 77474k
(Update & Activate) ] Z#iZIRLE 9,
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11.

Actrvation will be tiggered for aliselecied components and as
_ pan of actvaiion, KM session will be disconnected, Please
~ reconnect virusd KV and re-map the HUU 150 0 update amy

oitmer adchlional Simware componenis

P TTL—RAEBICETURLECEZER T SICIE. GUI ZERAT %H. CIMC HUU ZEFHL T
[ DEZ OMER (Last Update Verify) ] A7 3 Vv %ERL, IXTOIAVR—XY MHIEEIC
TyvTIL—REnhfcEEERELUET,

P9TIL—=RPBRTUES, FZRATYR T75vRT7x—A Y 2—)VIRE(TPM)AEED
ICBR->TWRZELZ2MERLET. RS LUEMLIE. [BIOS] > [BIOS D& E (Configure

BIOS) 1>[tEXx=V 5 ¢ (Security) ] A=21—T{T2%7.
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JIREDFENT ST L —FK

9SRIDT7vTIL—KRICIF, T77—ADx7 B (_firmware_management_cluster_upgrades) |
€O VaVTHBINTVWSFIEZFERAT S L ZHRULET,

fetebs B—/—RK (VZRFICEHLV/ —RZEMLTWSD, /=R EVWT 7—ADV 7 ZRITL
TW3I5R) &3V 7252E& (GUIZ7y 77 L—RARIILEBN > ImR) OFET7vTI/L—K%
RITI2EAF. KDDIC. ROFIEZFERAIT B ENTEXY,

AW 7—AT 7 ERITLUTWRE—D/—REZ=7Yv7IL—KLT
BEDI S AYICBMT 258, 77 AYLETIELEL., 20/ — RIS UHDFIE
"#RITLET,

1. 7v7TT9L—KR95/—KI|Crescue-user £ LTOFA VY ULET,
PYTITL—RISODA A=V 774 %E&/ —RD [tmp 7« LYV MUI[COAE—-LZET,
3. IRTD/—RT7yv 7L —RZHBLET.

INTD/—RziifTLTT YT L—RTEEXT,

# acs installer update -f /tmp/nd-dk9.3.0.1a.iso
Warning: This command will initiate node update to new version.

Proceed? (y/n):y
Update in Progress ... Do not press Ctrl*C

4. T77—ADzT7DT7 v TITL—RPRTIBETHFELLES N,

I: ROFIRICETHIC, IRNTD/—RPBT7YvTIL—RORTZFIOLENHD XY,

Update succeeded, reboot your host

5. /—koWwghhze)T—rLET,

WIhhD/—RZVT—RIBHIIC. RIFEDFIETERLIELSIC, IRTD/—RTT7VvTIL
—RATETLTWSZ EZMERL TS W,

# acs reboot
This command will restart this device, Proceed? (y/n): y

6. 7V T TL—RMBINLIcC EZHRLET.

# acs health --upgrade
All components are healthy
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7. &IOS/ —RHPERBICT Yy T L—REh, ERBICBSS, D 22D/ —KZ2129FD2UT—F
Llij-o

BEHIN/ —RHIEFHT 22X THEL., RD/—K
I:I = FBicEI 9 %8Il - acs health --upgrade OV K&2FHL T AR
EFETHELEZERIZVELNHDFT,

8. IRTD/—RHIHEEFL. FILWLWN=I3VTEEICBELES, 7y 7L —REDY R
JFRITLET, IXRTD/—RTROAYY RZMfTUTEITTEZXT,
# acs installer post-update
Warning: This command will run the post-update scripts. Proceed? (y/n): y

Update in Progress ... Do not press CtrI*C
Post-update succeeded

1 ARV RHRBUIIBA. 10 M85, H5—ERL T LA,
9. Py TUL—REDI RINETTBETREET.,
CORETE. /—RICOY1IYLESERBZE. Ul CETFRENFRTSNET. Thid. B0
USZYBBICBTVES, Py 7L —REOTOLANRTTSE, BELSD /— KOy
VTEBESICBDET,

10. IRTD/—RETVSRINMBLTHBIEZRIAELE T,

# acs health
All components are healthy

10 Cisco Confidential



/) — RFROHA A—I1k

Nexus DashboardD¥IIB/I\N—R Uz 7HAFETICEBWVHAT, V774 A=-JEHo5HhrLHO—R
INTVWEY, BEOYV I N 7ERETZLEITOEBEIF. COotvrvaveaERFyILT, [T—H
—/—RDEHE] £E TRAYVNA/—RDEHE] [CEHET,

FET/—REFHOY IO TZIN=I3VIIT7yvTIL—R3TBE551F. KbOIC TFEH7vTIL
— K1 OFEICRE->TL IS,

C ZTlE. Nexus Dashboard/\—= KU x7ICY T NIV 7RIV I %ZBERIZAEICOVWTHALET,
H—IN—DARL—=F A VT IVRATAY GUI LTV ERATERLBDIFEDHBHNRESHNRELIIEE

Y. BFEON=Iahs0BEET7 Y TIL—RKRPIO VI L—RAYR—bZhTOWRWEIOU Y —2X

ZRHMT 2EEE}. ROFIEZERTZVENHD XY,

BEFDNexus Dashboard 7 2 X7 ZBA VA M= 2581F. KRPICTANET TV
—2avoEREI V-7 T
[] szomrsozxs, coga. 4529%BLET2HIC. F14 MATRTOFTY

T—=ayvTEBICR->TED. ND VS RIM5HIBREINTWS I EEZBERLTLES
(AW

EgbY 2¥sY: Il

- H—/\—®D CIMC ND#E#5ICIE Serial over LAN (SoL) "R— &2 {EFEHRT2MENHDET, H—/\—
DCIMCIP7RLRESSHYISAT7 VMW HBIEEEIELTLIZE,

CIMC 5% EICBE9 25515 %RI%. https://www.cisco.com/c/en/us/ support/servers-unified-
computing/ucs-c-series-integrated-management-controller/products- installation-and-
configuration-guides-list.html TAFTEZ £ 9,

- Cisco Integrated Management Controller (CIMC) OH/R—kEZhTWE/\—J 3V Z2XTLTWS
CEEHEFRELET,

HR—bhZIhTWS CIMC K\—=Y3viE, 9—7 v~k UU—Z®D Nexus Dashboard 7/ //—x /— |
ICUZRRENRTWET, CMCODT7Zy T L—RKRICDWTIE, TCIMC D7y 7o L—KR] Z#28BLT

<fealy,

YE— R THRARAREINTWBA A—T %2R L7-Nexus
Dashboard® -1 > X b —/)L

Nexus DashboardV 7 hJx 72BA YA M—=ILTBICIF. ROFIEEZETLET,

1. Cisco Nexus Dashboardf XA—Y %% O vO—RKRLULEY,
a. Nexus Dashboard XR—J(CEHHL, 1 A—Y%&F¥ovO—RKRLET,

https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/series.html

b. [#7>0O—K (Downloads) 1% 722Uy o L%EY,

c. ¥ 0O—K 3 % Nexus Dashboard D/N\—Y 3 VEBERULET,

d. Cisco Nexus Dashboard4 AX—</(nd-dk9.<version>.is0)= 4% 7> O—RKUZXY,
e. IRIEERNOWebt —/\—TA A—I 2 KRXFT4 VI LET,
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AA—=—TZIXIVETBHEZIC http URL ZHEET 2UENHD XTI,
2. IS0 —NICERAELET.

CODFIETIE., H—/X\—D CIMC [C#EHITZVENH D FEF, CIMC [REICET ZFMIBEHRIE.

https://www.cisco.com/c/en/us/support/servers-unified-computing/ ucs-c-series-integrated-

management-controller/products-installation-and-configuration-
guides-list.html TAFTZZXY,

a. H—/\—® CIMC IC SSH ##: L %9,
b. REAT 4 ZICEHRLET,

C220-WZP21510DHS# scope vmedia
C220-WZP21510DHS /vmedia #

c. CIMC-Mapped vDVD (Z4 7> O— K U7z Nexus Dashboard 1 A—3 %<3y EVJULET,

C220-WZP21510DHS /vmedia # map-www image http://<ip-address>/<path>
<image>

RICHZRLET,

C220-WZP21510DHS /vmedia # map-www image http://172.31.131.47/images nd-

dk9.2.0.1.iso

d A A=IHIVVEENTNSEIEZREEBLET,

C220-WZP21510DHS /vmedia # show mappings
Volume Map-Status Drive-Type Remote-Share Remote-File Mount-Type

image OK [C [<ip>/<path>] nd-dk9.2.0.1.iso www

e. Y —N\ZBEEHL. AV YV—-IICEHLET,

C220-WZP23150D4C /vmedia # exit
C220-WZP23150D4C# scope chassis
C220-WZzZP23150D4C /chassis # power cycle
C220-WZP23150D4C /chassis # exit
C220-WZP23150D4C# connect host
CISCO Serial Over LAN:

Press Ctrl+x to Exit the session

f. CIMC Web R—Izfi=. O/ 1Y LZd,
i. [KVM D#2E) (LaunchKVM) |22 Vv o LZEY,

12
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i. [EiJR (Power) |. [VATADYUE Y~ (ResetSystem) |DIEICZV YOI LT, Da—A T—
FZ=EITLUET,
i. Serialover LAN £y 3 vVICRED., ZIHhSKRDFIEISERET,
9 7—hFNAREBRLET,

RDAYE—IDNRRENDET, 7—h7O0CRZERLET.

Press <F2> Setup, <F6> Boot Menu, <F7> Diagnostics, <F8> Cisco IMC Configuration,
<F12> Network Boot

F6 3L T. 4 A—Y (Cisco CIMC-Mapped vDVD1) #V¥ TV NUREAT A 7TINA X%
BIRLET,

| (Bus 05 Dev 00)PCI RAID Adapter |
| UNIGEN PHF16HOCM1-DTE PMAP |
| Cisco vKVM-Mapped vHDD1.22 |

| Cisco CIMC-Mapped vHDD1.22 |

| Cisco vKVM-Mapped vDVD1.22 |

| Cisco CIMC-Mapped vDVD1.22 |

| Cisco vKVM-Mapped vFDD1.22 |

| UEFI: Built-in EFI Shell |

| IBA GE Slot 0100 v1585 |

| IBA GE Slot 0101 v1585 |

| Enter Setup |

| ~ and v to move selection |
| ENTER to select boot device |
| ESC to boot using defaults |

h. RYMT—UZRELET,
H—/N\—DYEEERFIC, ROHANNKRRENET.

+'[' -z http://172.31.131.47/nd-dk9.2.0.1.is0 '
++ awk -F '/|:' {print $4}'

+ urlip=172.31.131.47

+'[ -2172.31.131.47 ']

+ break

+'[' -n http://172.31.131.47/nd-dk9.2.0.1.iso ']’
+ set +e
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+ configured=0

+'['0-eq0'

+ echo 'Configuring network interface' Configuring

network interface

+ echo 'type static, dhcp, bash for a shell to configure networking, or url to re-enter
the url: '

type static, dhcp, bash for a shell to configure networking, or url to re-enter the url:
+ read -p '? ' ntype

? static )

+ case Sntype in

+ configure_static

+ echo 'Available interfaces'

Available interfaces

+ Is -I /sys/class/net total

0

Irwxrwxrwx. 1 root root 0 Apr 26 01:21 enp1s0f0 ->
../../devices/pci0000:3a/0000:3a:00.0/0000:3b:00.0/net/enp1s0f0

Irwxrwxrwx 1 root root 0 Apr 26 01:21 enp1s0f1 ->
../../devices/pci0000:3a/0000:3a:00.0/0000:3b:00.1/net/enp1s0f1

Irwxrwxrwx 1 root root 0 Apr 26 01:21 enp1s0f4 ->
../../devices/pci0000:5d/0000:5d:00.0/0000:5e:00.0/0000:5f:01.0/0000:61:00.0/000
0:62:00.0/0000:63:00.0/net/enp1s0f4

Irwxrwxrwx. 1 root root 0 Apr 26 01:21 enp1s0f5 ->
../../devices/pci0000:5d/0000:5d:00.0/0000:5€e:00.0/0000:5f:01.0/0000:61:00.0/000
0:62:00.0/0000:63:00.1/net/enp1s0f5

Irwxrwxrwx. 1 root root O Apr 26 01:21 lo -> ../../devices/virtual/net/lo

+ read -p 'Interface to configure: ' interface

Interface to configure: enp1s0f0 @

+ read -p 'address: ' addr

address: 172.23.53.59/21 (®

+ read -p 'gateway: ' gw

gateway: 172.23.48.1 ®

+ ip addr add 172.23.53.59/23 dev enp1s0f0

+ ip link set enp1s0f0 up
+ ip route add default via 172.23.48.1 RTNETLINK

answers: Network is unreachable
++seq 12

+ for count in 'S(seq 1 2)'

+ping -¢c 1 172.31.131.47

OIP 7KL RICDWTIE, BERIC DHCP %—/\—h'% %55& (¢ dchp, %5 TRUVEE T static
EANULET,

@) For the interface, enter the first management port (enp1s0f0).
@ static ZBIRULIc5EIF. EHRTERATSIP 7 RLAZEELET.
@ static ZBR U I-5B . BETHEATS T — b1 ZEELET.
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BHEELIAA=IDSY—N-DEELIS., ERAEBE—DA YA M—ILAT 3 V%R
RUET, A VA= ILTAEADTET T B ETICRR202DMHDBHELHD LY.

A A=IPRHASINCS, [ J—h—/—F O] &lF TA5 VN1 /—FDEHE] OHRAICHKE
2T, VFRFIC/—RZEBMTEZXT,
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BEED 7 T R X DOBES

BEFEDI SR DBIBEIDEICBRDZIEDNHDET, ILEZE TRV NT—IDY TRy b
/—RODT—FIP7RLRAZZEETBHERET. ThICRISRYDBRANVLETT,

1. T\ o7y 7TEET] OHBBICHE> T. Nexus Dashboard S A7 B/EEZ/NY I TPV T ULET,
2. VS A ICBHEENTWSRITRTOY—ERDEREE/NY I 7y T LET,

NDOIZD W\ T . D [BEI> [Ny 7T v FLER] 2B LTI EZEN,

NDICDWTId, Nexus Dashboard Insights User Guide @ [#4E] > [Ny 72 7 v 7 L] 288BLT
rEE,

NDFCICDWTIE. NDFC @ [#fE]> [Ny 7T v 7 LeER] 2R L T EIV,

B VZRIHWMBT T4 7V AE LTRSS TWSIHE...
a LAFai—1——-¢ULTR/—RICOYVA1VULET,
b. &./—KT. acsreboot factory-resetz £{TLU XY,

ZhiC&h, /—RADSHAROREICY Y bSh, BEFEhIET.
c. AULN—RYz7Z2ERALTI SR 5 2BRFALET.

VIR eRmICEBBUICEZERAUFIEZRITTEZEXT, ChICDWTIE. Nexus Dashboard
Deployment Guide @ TDeploying as Physical Appliance] OETHHAINTWET,

4. VS A9 MREBITIV(VM)ICEBEEN TV SIEE...
a. BEOVMOERZHIND XTI,

MLWISRYZRAL. Y—EXELZDREZEB/TITSET. BEDIZRID VM ZRHIFT
&Y. TOR. HLWISRAYD VM ZHIFRTEEX T,

b. ILWI S XY ZBRMALET.

VA9 ERAICBRAULICLZLAUFIEZEITTELXT. ChICDWTIE. Nexus Dashboard
Deployment Guide @ TDeploying in VMware ESX] F7zl& Deploying in Linux KVM] DET&R
BAEhTWET,

5. [)N\wo 7y 7EET] DFHABICHE> T, Nexus Dashboard DEREZETLE T,
6. [T—EXEHE] ORAICKE-T. BFERMALEY—EXRZAYAM=ILLET,
7. A7 T 1THER LNy 0 7y THh o Z Y —EXDREEETLE T,

NDOICD W\ T . D HEE] S [Ny 7T v FLBET] 2B LTLIEE N,

NDICDWTId, Nexus Dashboard Insights User Guide @ [#4E] > [Ny 2 7 v 7L ET] 288BL T
<f2En,

NDFCICDWTIE. NDFC @ [#E] > [Ny 77 v FLER] 2R LTI ZE W,
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Zookeeper/Kafkatr—tE X D& H

AppStore— 7 —

Nexus Dashboard @ GUI T, [1—E X > AppStore (Services > AppStore) | ¥ 7IC7 VAL &S &
IT5E. ROIZ—HWRETIEENHDET,

{

"error": " There was a problem proxying the request”

}

JRIA
7TV AT H—EZADRRITENTWVWBETF4Y) /—RICEEVELET DL, 77U AT H—EZX
MADY RS —/—RICBEESNDETICERSANMDBHEELHDET,

HERTE

H—EZANEEL TR—IDEHFINZETHFLELT,

ARV DY AFR— k

Syslog4/ XY ~h', BHOHNEBA XY FERY—ERICERELTLWERA,

JRIAT

COMBEORL—IRINAERIL. Syslog LY —N—HIBEIN TRV, FULLEESRTVEE
Ao

JFERTE
9 S 25 DIER > Syslog* DAY — N—DBRHMNIEL W EZFERBLTLEE L, FERICDOLTIE,
(7225 DiER] Z22BULTLL IS,

JRIA2
DE—MY—N—RBBFEDIPZPRLZADEY hDSDRF T4 v I DHZFALTED, Nexus
Dashboard/ —RDIP7 RLZANSD 74 v 7 BFAIShTWE A,

M2
SERH—IIN—DERTEZEH L T. Nexus Dashboard7 S R% /—RhSDOS T4 v o &2HFALET,

LTHHRRFORB~D Y > b

E/—RTROOATVREZFRITLT., YIS ALK EYVLEY NTEXT,

# acs reboot factory-reset

I: INZfT5&, INTDIFRIBREET TV T—ravhkbndlch, V55 =5BiE
KTV ENHDET,
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RAEE<IE7 77 RBID Nexus Dashboard 7 5 X% % CERADIGEIE. [Cisco Nexus Dashboard 5 A
7 Rl THEASINTWEELSIC, IRTDO/—KRZ2VEYy NT5DTIEREL., BEED VM ZEIBRLTY
SAILBEBRERATRZIEE2EHHLET,

/—FIPT7 RV RADER

Ty bk T=UD IP 7RLADEERYR—bEhTWERA, VF7RXFY /—FDT—% IP 7R
LAZZEITBHRIE. V7R ZBIERT2LENHDET,

VT /=R VSR EBHELTWBIEE. V7R EBERLUBVED, EEB IP PRLADEED
HR—bShEHA,

RILVF/—KR V5259 %2BEHLTVBIBEEIF. ROLSIC1 ODULED/ —ROBE IP 7PRLRAZZET
%9,

1. Nexus Dashboard O [&# = Y —/L' (Admin Console) ] [C#EIL X7,

2. AV FET—= a3y AZa—p56, [VATAY V—R> /)—F (System Resources > Nodes) ] &
BIRULEXT,

3. /J—ROBICHD (...) A=a2—Dh5, [/ — FofHELE (EditNode) | ZEIRLET,

BEOSAYLTWEN/—KD IP PRLADBEEETE 2 EICERLTCRE W, BiF/—K
O IPEEETZICE. BO/—KOBE P 7RLACBBLTOSA VL, BED/—KETIO
FIEE®RDELET,

4. /—ROD B8 xy hU—2 7 FL X (Management Network Address) ] & [BHXy hU—2
77— b7 x4 (Management Network Gateway) | ZE#H UL FXJ., X E. ZnEFh
172.31.140.58/24 & 172.31.140.1 T9,

5. [(R7F (Save) 127UV I LET,
TERISICEREN, FHILWPYRLRAZERALT/—RICFIEATESLSICRDET,

7 T A IR T T —

Nexus Dashboard T7OF O H—N—%2BREFTLEEEIT S E. [7 7 X FZHERK (Cluster
Configuration) ] XR—J[C. LW\ DA D cisco-mso service: Replicaset() not in desired state TZ—A'

RINSNBEENHDET.

SR
IS—[FH—EXDBEZFHHPICEKRSI N, 30~60WUAICHEWICHREINE T,

HERAE
H—EZADEELTIR=IDEHEINZITHEET,

17 A RO AT ZRD 2V _EFRRIE(2FA)

BERFIHEFEALERYIOOT A V&, Z0&0oOJ4 VEITTRI—Y—ZENAT—RDBERITE
RKEIhd, KbOICEADR—IDARIREINET,
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JEIAT

OIDCT7 7V —o 3 VICRRESIN T %CookieD 7 1 A7 b H'. Nexus Dashboard TEREINTL\SEE
AEN—TUYDIALTINEDERCIBEO>TVET,

SR

720 DFvyaxIUTITERE RATOCINEFESDICHEELET.

Red Hat Enterprise Linux(RHEL) D & 5H

RHEL ¥ X7 AICOY 4> UL T/logs/ndlinux/ 74 LV b ZzlERT 5L A VA=)l OJZ2RRTEX
3-0

[FSTIVoa—T4v71 OvIYayTHRAIN TS —#ER%ENexus Dashboard® k5 7))L 21—
F4 VYT ARV REEITT BICIE. =¥ICNexus DashboardiBIEICc 7 7 ATV ELH D XT,

RHELY X2 5 AhSNexus DashboardBBIEIC 77X T 2ICIE. KEETLET,
1. 1Y A N—=)LEICYAMLEER 7 7 1 )L T E LU 7=Nexus Dashboard 1—H'—%{EFH U CTRHELY X 7 A

[caoJ4 > U9,
2. attach-nd < K& %E4TL TNexus DashboardIRIEIC 77 A LE T,

/usr/bin/attach-nd

Nexus DashboardijiZICT7 VR T D E, COHARD 6TV a—FT4v7]1 O8IV 3 VTR
BHEINTWBIRTO—EEEIENexus Dashboard A< Y R&EHTEZET,

APICEREDA AR — MEIZH A MIEHFE TE 20

Cisco APICH 4 b %ZNexus DashboardiCA Y R—FT 4 V7 T3¢, AVvR—FTavizRMRITDLSIC
APICERENEFMINE T, ZD&. APICTURID®REZ A YIR—bT 3% &. 4 hHNexus Dashboard
FEY—EXTHERARTGTE LTERRESNDIBEENHD T,

SR
BRETOY A FEREICIE. AVR—KREhTL3BNexus Dashboard? S 27 ICEEDBHRITE T TLEE

Ao

JERTE

4 kHNexus Dashboard|iCA VY R—FT a4 v ani%. SEDREDETD-HICAPICEREZ LY X
R—=—bTBEE=EEFHHLET,

HA1BICRIEA R T B(21E. Nexus Dashboard GUITH A RN ZEBZFLET.

1. Nexus Dashboard7 2 X#Z(cOJ714 >V LXT,
2. [&# =Y —/ (Admin Console) ]>[# 4 I (Sites) 1 ICBEFHLET,

3. 1 hD#ED [T 3> (Actions) ] ([...]) A=a—hm5. [V4 bOMRE (EditSite) ] ZBIRL
ER

4. [V1 MEEE (Site Edit) ] BET. [U1 FDEZEER (Re-register Site) | Fx v IRy I X%EAVICL
T. Y1 hOFHEZBEANLET,
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5 [#7F (Save) 122U v LZET,
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J—h— ) — REFIIRZ A ) — RO
MBS 5AZ~DRILTFSA<Y J— FOF:EM

DT avTTIA4RY /) —REYBITAYICBEMT 2AEICDODVWTHBALEYS, CcOYFUA
. BEDYt Yy~ (acs reboot factory-reset 72 &) F/=ld vMedia OBA VA M—=ILICLK> T, /—
RAEES TELIIERMICHIRES NIISRICRAET A[EELH D ET,
GSRGICAIVYINA J—RbBHBIGEIE. TR VINNA /—RIGEULTE—DTZ4<) /—ROEH]
DFHBPICKE>TRIVINA /—RETZ4<3Y /—KRI[CEZHZ T, RIC Adding Standby Nodes D#x
BBICIE>TT T4 /—REFHLWRAYYNA/—RELTEMUET,
IN—RIIT7BEDLHICTZAIY /—REZLICEHR (RMA) T30EBLHZH. EHATELRRAY v
NA J—RHBBWNESIE. RbDIC TR VNS /J—REBLULTE—DTS54<TY /—RDEH] THAA
SNTWBFIRICE>TLEEE L,
77543 /—RZRUIVZRYICBEEMT %ICIE. ROFIEZEITLUET,
1. /—RHAIIBHAEROREICVEY RS TWSZ E&2ERELET,
/— RHEFRBRIREDIZE (L, rescue-user £ LT/ —RICOYA YL, XAV REFERALT/—K
=ty NULEY,

# acs reboot factory-reset

2. IEBR/—ROWIThHDERIPY KL X% U TNexus DashboardGUIICAZ A4~ LT,
3. [2F 24U Y—R (SystemResources) ]>[/—F (Nodes) ] DIEICIBELE T,

RT D/ —RKH[IEF VT 47 (Inactive) ] ELTUINIZERRESNET,
4. /—RD70 3y ([.]) AZa—»n5, [Bé&

(Register) ] Z#RL XTI, [/ — FOXE (Register

Node) | R—UMBEE £,

5 [/ — FD*%8 (Register Node) | X—I TERIEHREANIL. [RFE (Validate) ] =7y o LFE
ER

YIE /) — RDEEE. CIMCIPZRLZREOV A VIEREIEET Z2VELNHDET,

RIEE/—RDBE. BEIP 7RLRIFRFE NS0, rescue-user DINZAT—RDHEANT B
BAHDET,

6. DD/ — RGN EETHD L 2ERLET,
7. @& 27y LT/ —REBEHEL., 7747) /—RELTITRYICHBEMULET.

/—=ROT—=bR+Tv T, B/E. BLUCBEMICEZR200MMNMDET., TTIDE. /—RF U
7 VT4TRBTZ4IY) /—RELTHRRESNET,
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AR UNA ) — RORVWE—DFEA~AZ— ) — RDOBE#

Z 2 TlE. VMware ESX F7=lZ Linux KVM {&#8 Nexus Dashboard ¥ SA¥ T7S54 <Y /—RDEE
I SRETEZHECDODVWTHIELET, COFIETIE. BT S/ —RERBUT7ZA—ALT7 7059 %ERHL
TE>7=<#H UL \Nexus Dashboard/— K ZEHL. RO DI ZRAZICTZA4IY /—RELTMAE
3-0

1. BENRELIE/—RKRDODVM OEBRIAZICHE>TWS I EEHERELET,
2. # L L\Nexus Dashboard/ — R =&ML X7,

VMware ESX TEIND / —RZ8FHT 2 HEICDOLTIE. VMware ESX [CHEITZENDRIE/ — K
DERM] #2BLTLLEZWN, KT D/ —KRERUY AL 7 (OVA-App F7-ld OVA-Data) O/ —
RZzREFTEINENHDCEITFELTLEEL,

Linux KVM TEBIN®D ./ — R Z2#8&1d 2 5EICDWTIE, Tlinux KVM [CBIF2EMNDRE /) —KDE
Bl =2BLTLES,

I BEASRELL/—REESLKALRY NT—0BEEBALTNS T & &R
LY.

3.HLLW/ —RDODVMOEBREEAVICLT, EBETEETEHELET,
4. Nexus Dashboard GUI [cO% 14>~ ULZE 9,

BODERER 7747 /—ROLWIThHDEERIP 7 RLRAZEATEEY,

5. /—RZEBHLET,
a. ZRlOFETS—Yay RAIvhs, [VAT A U Y—X (System

Resources) ][/ —F (Nodes) ] Z#RL XY, BT S/ —KH
[E7 2547 (Inactive) ] ELTURMESIhET,
b. I 27747 77347 /—ROBICHB(.) AZ2—27 Vv LT, [E#
(Replace) ] ZiBIRU £ T, [E# (Replace) 1 V1 Y RUMFHEFT,
c. /—ROBEEIPT FLRERRT—FREAAL. [#ER (Verify) ] 27Uy I LET,
VIR EZD/—ROEREIP 7KL AICEHEL TEEEZEZELXT,
d. [E#: (Replace) |20V vILZFT,
J—RHORESINTY FRIICEMITZETIC. RRT2000MBIEENHD X,

RBUNA ) —RORWBE—DREFF7A <V /) — FOBE#

ZZTlE. R YIN14 /—R®D1 L Nexus Dashboard #1389 S XY THE—DTSA4<IY /—ROEEH

S5EEITEZAEICODVWTHBELEY. COFIEIZ. VIENICERT ZVENHZ/\—RI T 7OMEEN

KRELTWET/—RDY 7 MV 7REHNRRDFEIE. K1 D IC acs reboot clean AT Y RZFEHLU.
ML
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T24%) /—FRaYEEI AT ICBEENT 5] OFHAICK>T. AL/ —RZI5XFICHEMTE
ig-o

DZRAFICAIVYINA /—RHBBESNTWBEZEIEF. A5\ J—RaFElcBE—TZ54<) /—
ROE#] OFIEICHES CE=HRULET,
Aot oXsY: il
- B EE2DDTT4TY) J—RAEETHBE=HERLET,
2ODTS5AIY) /) —RA2FEHATERWNESIE. 2207547 J—Ra2259N\A4 /J—RICEZ
#z %) OFAIC->T. V7RI E=FETETLITI2VELHDET,
- BT S57T54TY) J—RODEBEIATICHR>TWB I EZERELET,
NEMYIE/ — ROER] OFRBICKE-T, HiLLW/ —RZ2EFEULTEBLET,
- BEEAEREULSL/—REBUCIMCIPZRLREOQT A VIERIHFLLW/ —RICEBEShTWEZEE
mMULEY,
BODTZ74<Y /—RIE CIMC [§8Z=FERALT. FHILW/ —RTEBZETLET.
- HULW/—ROBEIAVICHESTWB I EEZHERL., YUTILEBEEZAE
LExd., BEFREULE—DTZA4T) /—REERTBICIE. XOF|EEE
TUEY,

1. hoWwIThhd 754<) /—RDEE IP Z#EAL T. Nexus Dashboard @ GUI (cOY 14V ULET,

2. A FET=Y 3y AZa—p56, [VRATLY Y—R> 77— (System Resources > Nodes) | =
BIRUET,

3. /—RURNT., BRI S/ —RODVITNLAEBEZREDI., /—RORT—FAN[ET7IT47T
(Inactive) ] ERREShTWSZ E&ERLET,

4. Nexus Dashboard @ [/ — I (Nodes) 1 BEE T, 7051 7R/ —ROBICHBF v IRy Y
2EAVICLTRIRLET,

5 [72ar (Actions) ] X=a1—H5 [[E#: (Replace) ] ZEIRLZT,

6. [FrL U 7 /AEE (New Serial Number) ] 714 —J)LRICEHILW/ —RDI U7 ILEESZ AL,
[E#: (Replace) 127Uy LET,

TOLZANETTRHE, B/ —ROVUTZILESHHLL/ —RFOYUTILESICEHNSh. #L
WRRY— /=PI SRZICERICBMI B E. RT—F AN [7UT 147 (Active) ] ICEDDZF
3-0

WEREAENRELICT—H—/—RERBRIVINA /- R ZzEH]T 21581F. BEDLSICGUINS [IE
7747l /—RZHIFRLT, Eo<HLWIT—H—/—REBRRAYYN1/—RZRALET.

VoY o XY
- BRI 527 —hH—/—RODEBEHIFATZICHB->TVWS I E%ZHEELE

Y. BTN RELCT—N—/—REBRRAYYNA/—RZE
MY BICF. ROFIEZRITLET,

1. Nexus Dashboard @ [&# = Y —/ (Admin Console) ] ICHEEIL X7,
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N

ALY FET=a3y AZa—m56, [VAFTAY Y—R> ) —F (System Resources > Nodes) ] &
BIRULET,

3. /J—RURNT., BRI B/—RDVITNEEZRDIF. /—RORT—FZAN[FET7IT47
(Inactive) ] ERRSNhTWB I EZ2ERLET,

4. BICHZDF v IRy IR V9o ULT, 7971471/ —REZERLEY,
5 [727 a3 (Actions) ] X=a2—n5 [HIE® (Delete) ] #&EIRLET,

CNICED, BETEDREL/ —RPU X RDSHEIBRENE T,

6. 1T—H—/—RDEE] FE T2 VN4 /—FDEHE] OHBICKEWL. FILLW/ —RDEFE%E
AVICLT, ILWID—HhH—/ —RFREFERIVYNA/—REULTI S RZICEMULET,

AW/ —RZERELEELAURENTA—F ZFERATELT,

24 Cisco Confidential



M7 ZAZT— AT v 7 DRE

CZTIE. IO SRY 7—rRANTSY T 7OCXADSFTIFTLEMEICDOWLTEREL. Nexus
Dashboard?V 5 2% # RHICEH T ZBRICRETZAEEDH DV DI O—RINLGRHREICDOWNTEES
9,

/—RZEELT GUI Oty b7y THICR/ —RDBEHRZANT SR L. PII7—RX NSy T770€ER
FWSOHDEEZET, /—ROES. LERBHRORE. BLVITXIDERZERITLET. 7—
FRARZY 7EETIE., ETRTZEHRL. RETHAREMOHHHEZRLET.

afran]is
Cisco

Nexus Dashboard

Version: 2.1.0.216

o Bootstrap ® Cluster Bringup

Setup Security

About 4 minutes remaining

Hide Details A

Bootstrap Master Node completed successfully [4 hours 2 minutes]

Bootsirap Peer Nodes completed successfully [17 seconds]
Discover Cluster Members

completed successfully [1 second]

Waiting for KMS to generate certs - about 36 seconds remaining

|
|
L

Setup Initial Cluster Pending

Bootstrap Kubemetes

Cluster ® g

K1, 77— FX ;T DRI

" T—bhRANIYT RRY— J—RET—FRANIYT EY /—F: I-Y-IEELLEEXY b
V—0&T7—9 Xy RT7—UD IP 7RLRAZEALT, BRIIDYRAY— /—RZBEHLET. KIC,
BB EIB/BEHDONRY —/—REeZhZhDIPZERAL TEFLE Y,

ChoDEEOWITNATTOLANKKLUEGSE. &/ —RoaVvY—ILICEHELT. AALE
TARTOBEHRHMNAELWS EEHER L XTI, acs system-config AV Y RZ2ERATZE. BENEEER
MCEZEY,
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7—RhZANSw70O% (/logs/k8/install.log) TitiZzHRT I EHTEET,

BH. acs reboot factory-reset ZEFHAL T/ —KkZUty L., Ey N7y 77O Z2HBEHT S
CET. RENMENERTREUVHBEZRBRTEZET,

*USRY AVIN—Dt&H (Discover Cluster Members) : 7—% Xy hT7—0&2NLTIT AR

DIRTDIRAY— /—REBOEHZEILET,

COBRBOREEE. T—YRXYMT—JIPPRLADEEIRE, /—RHMED2DDEF ICEE
TERBRWVWIELZRLTWET,

£E®D ./ — K T acs cluster masters AYY RZFEAL T, IBELET—% IP 2R TE XY,

A Y RAEHRZRS BWMEEE. ipaddr 2RALTT—% 15 —7 x4 X (bondObr) @ IP 7 K
L2AZHREL. IXTD/—RDIPHD/ — A SEEAIRETHB I L ZHELEY.

S ip addr
I
6: bondObr: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP
group default glen 1000
link/ether 52:54:00:e1:93:06 brd ff:ff:ff:ff:ff.ff
inet 10.195.255.165/24 brd 10.195.255.255 scope global bondObr valid_Ift
forever preferred_|Ift forever
inet6 fe80::5054:ff:fee1:9306/64 scope link
valid_lIft forever preferred_lIft forever

[..]

X1 UF 4 DERE (Setup Security) : F—FEEH—ER (KMS) #:H/ELT. /—KBEOT—5HE

SLeBAMCLET.

acs cluster masters < > K% ca cert not found TS5 —%E 5SS, KMS OREETHD I EA2RLT
WET, SFEICDOWNTIE. /logs/kms O &#EEL TS,

* WY S AT DHBREET—RMARNS Y 7 Kubernetes 7524 1 25 U TOEEE. BE.

Kubernetes OREIEETH B EZRLTWVWXT,

£/ —RO /logs/k8 OV H SIEBMOFMIEHRES TEEXT,

- T RNy TOBENATTISE., 7OCRIEZ FAFZDIMSL EIFDOBREICERET,

26

VAT LADHEEN S A Vv T SH—EADEBRTHFEXTORERE T, BODOU—EXZREELT
IS RAIDIEMETTLET,

COBEET, WIFnNHND./—KTacs health AV Y R2FEALT, ELLEEILTLWRWY—EX
ZEIRTEET, KIC. /logs/k8_infra/<service> THREEDH—EZDOT 2ERELET,
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v IVTF T T REEGEDME

RDEI a3 VTl JIVFIVSRYEGEICET 2—RIGHEICDOWTHBELEY,

BROV SR 2T LEDTEBT DAEDFHFMICONWTIE. TVILFI T RA5ER] 22RUL TS,

FEFTSA<V I TRAEREEHGETE R

NIVFUOZRA9BHEIIN—TICBLTW Y SR5 20 )—v ) T—bULTBERATSE. JIL—TD7
ARV FRAIBZNZRETERNESH, I RAIDEETEDEXICBEDET,

CORBZRT BIC1F. 77 RY 2EGERRL THERLET.

1. 724V 057 ([Ca74 v LEd,
2. BEBMILIEY SR %27 —THh5HEIBRLET. Ch

[C2oWTlk., 77257081 28BULTLLIEEL,
3. VSR &TI—TICBEEMLEY,

ZhiCo2WTIE, TEHDY 25 0EE] #8BL TS,

BWA—=Va VTHRBEASNCHET IA< I 7T RS

AISHDEHT, COEEEYR—NLTLWELWNN—I 3 DNexus Dashboard=ER LT, JIL—7H
DIETZAIVISRIDIDEBEMALIIGE. 7334IV ISRYEEIEMEZTDI TR ICHERKT
EFEITH. BETHEETEEFA. BHREVIIZEADEFEICHDET,

COMREERT DICIE. FOIVTRAI=ETI—THh5HIBRULET,
1. 8 1—Y—-¢ELTTI47Y 973 R7ICO714 >V ULEd,

IRNTDYVFRAITHEZINTWRYE— I —TOT( VTR E, UR—JRPIEADIXICKD
ig-o

2. BERULEOI SR 52T —THh5EIBRLEYT., Th
IC2o2WTIE., T75 250t 28BLTLIZEL,

3. OU7UKRULT, RIFIUSRYEGEOERICERAT SV E— IV —2FEALTHEOT 1L,
UDNEULLSFTEHAAEND I EZRELE Y,
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WE X — & HOBAEHAEZED AR

WE X —DAER, EAZTZBLERDOER. BLUCAEA
£t S RERF OB

DY avTIE MBEEXF—DER. APEEEZREK (CSR) DERM. HLUFRELE (CA) ICL>TES
SN/-EFAZEORESAEDFIZRLUET., ChdlENexusy Yy Va2 R— RIS XY TERALET,

MEXF—CEHCERIMREOMAZER I ZHZER. COEIVYavzeEIXFy 7L, RbDOIC
[Generating Private Key and Self-Signed Certificate] TiRBBS N TWBFIEICE> TS,

Nexus Dashboard GUI TH—EIIRREZBMT 2D ICHEBERFREFIEL. TtFxaU741 OETH
BHEhTWXT,

1. WEBEF—ZERLET,

OpenSSL "1 VA R=ILENTWBEEDTSZY M 7 A —ATWEX—%4ENT %5H. rescue-user
& LT Nexus Dashboard /—R® 1 DIC SSH Ti#E#EL. #C T2 DFIEEETLET,

[rescue-user@localhost ~]S openssl genrsa -out nd.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
[rescue-user@localhost ~]S Is
nd.key

2. RUIDATY T TEBRU-MBE—CTERINI/-CSREAEBLE T,
a. WERBEHRESEL CSRERTZ 7 1)L (csrcfg) ZERLET, R/ET 7

1INDHIERICSRULET,

[req]

default_bits = 2048
distinguished_name = req_distinguished_name
req_extensions = req_ext
prompt = no
[req_distinguished_name]
countryName = US
stateOrProvinceName = Texas
localityName = Plano
organizationName = CSS
organizationalUnitName = DC
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commonName = nd.dc.css

emailAddress = no-reply@mydomain.com
[reg_ext]

subjectAltName = @alt_names
[alt_names]

DNS.1 = *.dc.css

IP.1 = 10.0.0.96

IP.2 =10.0.0.97

b. CSRZ{ER L X9,

[rescue-user@localhost ~]$ openssl req -new -key nd.key -out nd.csr -config csr.cfg
[rescue-user@localhost ~]S Is
csr.cfg nd.csr nd.key

RDOAR Y REFERALT, £ UL/ CSR R TEZ X9,

[rescue-user@localhost ~]$ openssl req -in nd.csr -text -noout

3. CAZRT=HEZREFLET.

EBRERETIE, BIATY 7 TER UIIBEZEREXK (ca.csr) ZldenTrust¥DigiCertix EDI/NT Y
w4 CAICIED . CAZL{F=:FAEE (ca.crt) ZREBLET,

4. BREHIPEZERBLXT,
KDAIYRIE. ERRUEMBXF—ERIU 7 AT ICCA ZBLAEZEEAE (cacrt) 2OE—LZE%E
BHEELTWVWET,

[rescue-user@localhost ~]$ openssl verify -verbose -CAfile ca.crt nd.crt
nd.crt: OK
5. £pEniz7 74 ILDOKNZA % Nexus Dashboard @ GUI [CEMULE T,

[+ 2U7 4 DiER] THEASNTWSFIEICHE>T. BIOFIETERLEXD 3 D2DT7 71 ILORA
BEANTZULELHDET,

o WEF+— (nd.key)
o SRR/ (CA) /X7 U JiEEAZE (ca.crt)
o CA Z4MZiHEE (nd.crt)

ZDtY 3 TlE. Nexus Dashboard? 5 X% TMEFXF—ELHWRAY AJIAEZHFEAT 25RICENSZE
B9 %HEDH%ERLET,

CAZLZMNEMRAEZEATZHZAE. COEI/YaveRFy LT T
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CSR. £ U CA ZERNESFAAEDOEIF] ZERMLTIZS L,

Nexus Dashboard GUI TH+— &L EFIAZEZEBMT 271D ICHELBREFIEE. TtF21UFT+11 OETHA
INTWET,

1. WEBEF—ZERLET,

OpenSSL "1 VA R=ILENTWBEEDTSZY M 7 A —ATWEX—%4ENT %5H. rescue-user
& LT Nexus Dashboard /—R® 1 DIC SSH Ti#E#EL. #C T2 DFIEEETLET,

[rescue-user@localhost ~]S openssl genrsa -out nd.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
[rescue-user@localhost ~]S Is

nd.key

2. WEB(CA)F—ZERLET.

FIRPTANDODBEMBRETEHCSERCAZERT HICF. ROV RERITLET,

[rescue-user@localhost ~]S openss| genrsa -out ca.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
[rescue-user@localhost ~]S Is

ca.key nd.key

3. CAOCSRZ4.mHLXE T,

[rescue-user@localhost ~]S openssl req -new -key ca.key -subj
" /CN=Self/C=US/O=Private/ST=Texas" -out ca.csr
[rescue-user@localhost ~]$ Is

ca.csr ca.key nd.key

RDOARY REFERALT, £ UL/ CSR R TEZ %9,

[rescue-user@localhost ~]$ openssl req -in ca.csr -text -noout

4. BCERI/I—MEREZERLET.
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[rescue-user@localhost ~]$ openssl x509 -req -in ca.csr -signkey ca.key
-CAcreateserial -out ca.crt -days 3650

Signature ok

subject=/CN=Self/C=US/O=Private/ST=Texas

Getting Private key

[rescue-user@localhost ~]S Is

ca.crt ca.csr ca.key nd.key

RDIARY RZERALT, R LIIL— MIAEZ#RETEET.

[rescue-user@localhost ~]$ openssl x509 -in ca.crt -text -noout

5. RHDATY T TERUIMBEFXF—TERINICSRELERLET,
a. WERBERESL CSREHR 7 71/l (csr.cfg) ZERLET, BET 7

1IN DFERICRLUET,

[req]

default_bits = 2048

distinguished_name = req_distinguished_name
req_extensions = req_ext

prompt = no

[req_distinguished_name]

countryName = US

stateOrProvinceName = Texas
localityName = Plano

organizationName = CSS
organizationalUnitName = DC
commonName = nd.dc.css

emailAddress = no-reply@mydomain.com
[req_ext]

subjectAltName = @alt_names
[alt_names]

DNS.1 = *.dc.css

IP.1 =10.0.0.96

IP.2 =10.0.0.97

b. CSRZ{ER L X T,

[rescue-user@localhost ~]$ openssl req -new -key nd.key -out nd.csr -config csr.cfg

[rescue-user@localhost ~]S Is
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6.

7.

8.

32

ca.crt ca.csr ca.key csr.cfg nd.csr nd.key

ROARY REFERALT, £ UL/ CSR R TEZ %9,

[rescue-user@localhost ~]$ openssl req -in nd.csr -text -noout

AR UIcEERREICBEEERLE T,

[rescue-user@localhost ~]S openssl X509 -req -in nd.csr -CA ca.crt -CAkey ca.key
-CAcreateserial -out nd.crt -days 3600 Signature

ok
subject=/C=US/ST=Texas/L=Plano/O=CSS/OU=DC/CN=nd.dc.css/emailAddress=no-
reply@mydomain.com

CA W F—DEUSF [rescue-

user@localhost ~]S Is

ca.crt ca.csr ca.key ca.srl csr.cfg nd.crt nd.csr nd.key

EREHAASEHELET,

[rescue-user@localhost ~]$ openssl verify -verbose -CAfile ca.crt nd.crt
nd.crt: OK

EEnNE=7 71 ILDORE% Nexus Dashboard @ GUI [CEBMUET,

2V 7« DIERNI THIEASNTWSFIBICKE ST, FIOFIETERLZXD 3 D2DT7 71 ILON

B ANTBRENHDET,
o WEF— (nd.key)
o SRR/ (CA) /X7 U UiEEAZE (ca.crt)
o CA Z4MZiHEE (nd.crt)
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NDFCOEHT B RAA v FF A REAHLTZH D
NDOZX iE D 5

Nexus Dashboard Fabric Controller (NDFC)7 7 7'\J v 27 h*'Nexus Dashboard Orchestrator (NDO)(C &
STEEINTWLWT., NDFCICE>TEEINTWS1DHU EDTF /NS R &KL 2158 (1E. NDOAEFTL W
AAYFOIVTZINEBEESEZRHLUTVWS L 2ERIZIVELNHDET,

ROEIavTiE. iLWIZ 77U v FINA ZADEHR%E NDO EFEEAT 27-HICHERFIEOMES
~UET,

a7 ¥ 13—k -B‘—/%‘—(RS):]““/{/( A @ﬁﬁ

1. NDFCICAJ 1Y L&E T,

2. NDFC Easy FabricE— FDERKBICT7 77Uy VADOMEBRA v FE2RIT BICIE. [Cisco NDFC
Fabric Controller Configuration Guide] ICEE&EH I TWSRMEEFR] (RMA) FIREICEWVNET,

NDOICAJ 1Y L&Y,

[>T 5 AT 7F%]> [V HEEkE] ICRBEILE T,

RS/ATVHEET S BEBRER—ID aviie—nL FL—UEK TEH Z7Y v I LET,
[EB (Deploy) 120Uy o ULET,

— T A v F DR
1. NDFCICAY 1 v LE T,

2. NDFC Easy FabricE— FDERKBICT 77Uy VADMEBRA v FERII BICIE. [Cisco NDFC
Fabric Controller Configuration Guide] ICEBEI N TWSREEFA (RMA) FEICREWNET,

3. NDOICAYA1 Y L&ET,

A [77Vr—va VEHE] > [AF—<] CBEL. ZOYANTNARDRF—T/TVTL—r&ETY
v ULET,

5. TNA RICHEELVTWEVRF/RY N T =0 ZBAYR—MLET,
a. [EEZF R (View Overview) ] ROv 75Uy UZMT, 7Y 7L—hZ&RLET.
b. [Fv 7L —bDFaF ¢ (Template Properties) ] 23> 7T, [VRF] Ry 7 AH 5 VRF/%
yhT—=0%0 Vv I LET,
A FER=R ROy T YOV VRS A M EBEIRLET,
.[VRF] 22 )y o L. VRFZERLEY,
JA v E—=F (mport) 120V v ULEY,

R——4— F 7 = A (BGW)F /A R DERHh
1. NDFCIcOY 4 v LEd,
2. NDFCEasy Fabric E—RZERALTWRSEICT7T 77V Y IVHNDOYIBIA v F 2T %ITIE.

o o &M~ W

=

o O

[}
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o g &~ W

34

[ Cisco NDFC Fabric Controller Configuration Guide] [CEE&EH I TWSEMRZEREE (RMA) OF
IBICHEWNE T,

NDOICAOY 1Y LEY,
(17727 7F%]> VA &Rl ICBELEX T,
BGW A EETSHM hTIEFH]I 22Uy o L. [BRHlZ2V v I LET,

[77V r—va VBHE] S [RF—<] IIBIL. ZOHA N TFNARADRF—T/FVTL—r2YY
v LET,

TINA RCEFEELTWEVRF/RY k7 —0%2BA Y R—bLET,

a. [EZ2ER (ViewOverview) ] KOy 750>y UZXRT, V7L —hZERLET,

b. [T —FrDFu 5+ (Template Properties) ] 72> 3> T. [VRF] Ry XAh 5 VRF/X
yhI—=0%7 )Y I LET,

c. [MvR—=FKrOYTFTOY VA ESYA M ZBIRLET,

d. [VRFI 22 Jv ¥ U4, VRF ZZEIRULX T,

e.[AvF—%F (mport) 127Uy I LET,
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CORZaZINICRBBSINTVWBRLHRSLIUHRBICET 2EHRIE. FERUICEESINDIENHDET,
COXRZaZINICEEHESINTVWERIR, BHR. SLUHREIEL, IXTEETHDIEEZTVWETH,

AR TOHNERRNTON., —TORIAEODEFTZEDLBVWELDELET, COYZaF7ILICE&EH I TL
LZEBOFERIE, IRXTA—Y—HlDEEERDET,

MFRBFOY IRV T A4V AERERIEIE. ERISH TS [information Packet] ICEESEH S
THDH, COBBICEDARIZ2T7ILICHAATFNZBDELET, RIS h TR MERICIE. KB
ICCEEL IS,

Cisco MERALTWLS TCP ANy ¥ —[EHEHEEIX. UNIX ARL—F 4 V4 Y XFAD UCB (University
of California, Berkeley) M/INT7 U w4y RAALY N—UayvEULT, UCBABEERLAETOVZAZFERAL
=6 DT9, Allrights reserved. Copyright © 1981, Regents of the University of California.

CCICRREEINTVLBMMOVNIRBBRIEICHEIS T, FHOINTONZaT7ILELVY 7 V73,
FEEHEHT MAROFFX] ELTRHShFET., YRAABLVLEREER. Ematt. FEENES.
BLUFREORIE. HUSIFEDEIE., EA. TLEBEBITHORETZRIEZEHL. CNSICRET
e ARELBIBEROINTORIAEZHRELET .

WHRBBIGEICEVWTH, YAOABLIVZOHEEIX. COXZ27ILOFERELEFFERTERV EIC
Lo THRETZHBEDERPT—YDEEZIIUHET S, BEN. REM. BREN. H5 0 IE%RE
EICDOWNWT, HOWBAEEUEN VAT CEFZOHREBEICHMS I TVTH, ZnoICWHI3EEZ—)
BhbR\WHDELET,

CORZa7INTHEALTWS IP PRLABLUVERFEESIE. RBEOF7RLABLUVERFEEEZRITHD
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