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XKDt 3T, Nexus Dashboard CEAAIEER I —H—O—ILE TSy M7 A—LARNTEERITSH
TW3ER, LVMEZ«DH—EXERLET,
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NDFC 7V R EEE

Nexus¥ v 2R — R 777V v s aryfa—F

NDFC o
AVE—T 2 A ATRX—TVYEEAET, RYNT—0 41 V57—T 124 XCEE
I RIRMEERITTEZT,

TOCREREER, RDTIaveERITTEEY,

LAY 2/R—=k FrxIL. 8LV VPC ZEM. #wE. HIFR. BRALZE

ED

- IRAMVPC, BLUVAM—RXRYMNAVI—T M A %2mELET,
- BEA VYT A ADSORE. FLE2—. BLUEMR.
sLAN 2599 9DA V=T x4 AR, BLURY V—ICEAERMITSRTL

BUWSZERENET 7TV I ZwmELE T, nve. BE, FYXRIL. U7
AVI—TxAR, SV, AVF—=T A RTI—T. BLTIL—TN
VI AVI—T x4 A%<

iU, 7V EREBERRDT7 Vv aveRTTEE A,

- LAYV 3R—KFFvxRJIL, STFEX, AAFEX, L= Ny 45 —Tx

1A, nve A V9—TxA4 R, BLUBTAV5—T A AR HmETEZX
Th.

- LAY 3. STFEX. AAFEX DA YN—A VT —T 24 ABELUVR—KFF

rRIVFRETEE A,

T —LAE) A SEEMITIONRY) VY —EF DAV —T A

AlHRETEEEA.

s IR—bFFrYRILDEIBETIIHRETEEE A
- BEA VI —T M A zmETEETEA.
- bRV ERETEE A,

INDFC /XA X 7v 7 NDFC DA A—YEEEETT/\A ADT v 77 L—RICEEY 512E%2ET

JL—REEE

TZET,
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NDFC Xy b7 —0EE R2REET7VIVERAZFALIET,
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U, RYNT—VRAT—=Iv FRDT7 Va3V ERTTEEEA.

- A1V FICREZRFATE I EA.
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Hh,
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Th.
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Za—HSEAARLBROVA Y RAMYONWITNHZEIRLT. OVA VKICR ANV ZFETEETE

Y,

= fel = N

t

RDESIC,

RO —MNICEASNZHDOT7AIIMOATA VY RAA VERETEET,

T7AIWBRALVELTRETEZESDIEF. BEDORAAVICRONEY., YE—NFEER
XA VOEMICDOVWTIE. TUE—FFEEE Z2RULTEE W,

1. Nexus Dashboard @ [&# = Y —/ (Admin Console) ] ICHEEIL X7,
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2. 774 b0OTA Y RALVEBERLET,
a Ay FTET— a3y AZa—Hh5, [BFH > 5 (Administrative > Authentication) ] DJIEIC
BIRULET,

b. [77 %/ F383E (Default Authentication) 1 ¥ 1 JILOALICH S
[ (Edit) ] 7/ av%20 Vv I ULET, [T 74V MNRGE
(Default Authentication) 1 V4 VY RUHNHEE T,

3. [F7 4/ FiREE (Default Authentication) ] ABIL\cS. ROV TFIUMS [mT A4V RAL Y
(Login Domain) ] ZERL X9,
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Cisco Nexus Dashboard(f. LDAP, TACACS. Radius@&EDZEHD ) E— MREE7O/NA Y —&HR— b
LTWXET,

NEBRRIE T — /N —ZERET BIEEIE. KO EITEELTL IS,
s DE—PFBEFY—NN—DZE L —CLICHREEITOVELNHDFET,
- INTDLDAPERE L. KXFE/NXFLIXAIESNET,

fz& Z £, LDAP H—/\—|C OU=Cisco Users. Nexus Dashboard | OU=cisco users h'$% %155, 2
SEIdHEEL £ A,

- LDAP BBEDRANTZUF7 4 XlF. BMEXFFIE LT CiscoAVPair #FERAT 32 ETY, AISHD
BRTAZ7YZ M ID 1.36.1.4.1.9221 #EHTZEHRVWESIE. EBMoAT7S o~ ID
1.3.6.1.4.1.9.2742.1-5 % LDAP Y —/N\—THERT R LHTEZET,

F/lE, 1 —HY—DCisco AVPairfEZERE I 51X D [C. Nexus Dashboard CLDAPY )L —F <y 7
HERTEET,

- Nexus Dashboard, "1 b, LU 77V 5= avEOI Y TIVTA VAV (SSO)IE. VE—M
——DHFIERATEZET,

- SSO% A U TNexus DashboardD[¥ A MXR—IMSAPICH A MMZU/ OXRET B35S, Nexus
Dashboard 1—H— | U TEE S NIEAVR 7P E. APIC ADQOY 4 VEICHERINE T,

f=& ZI1E. Nexus Dashboard 7 S X5 D BEE LUTEESIN-I—Y—(E. APICTOD EEE ER
Lft5E2hZEd,

UE— FREEY —N—DFRE

Nexus Dashboard 1 —H'—D U E— FRAIY—/\—%ZREIT DK, 1 —H—FLZFDI1I—H—(CEIDYT
ShicO—ILZEELT. hAYABHEAV)OR7 ZEMT 2VEHNHD XY,

A—H5—0O—)LEZFDERIE. TO—)LEER] THEASISN TWLWS L S(C. Nexus Dashboard GUITERE
NEFZO0—HIL1—HY—ERUTY,

JRDFEIZ. Nexus Dashboard® 1—#H'—MO—)L&. LDAPRZEDY E— MRS —/N\—TO—ILZEET S
I=ICFERTBHAVR 72 RULET,

# 1. Nexus Dashboard AV-~7

a2 —HFe— AV T fE
EEE admin

Approver approver

Yy aR—R1I—H— app-user
ERALE deployer
RVY—IR—Ivy config-manager
Y4 NEEE site-admin
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a—H¥Fa—i AV~ T

PRI E SaA site-policy
TFYNIYR—U¥ tenant-policy
A—HY—IRX—I¥v aaa

7 2. Nexus Dashboard Fabric Controller AV-~7"

a—HFa—r AVRTfE

NDFC 77 &z A EBE access-admin
NDFC FI\A A7y 77 L —REEH device-upg-admin
NDFC %X v k7 —U EEE Xy hNT—UERE
NDFC Xy NTD—OAXRL —% network-operator
NDFC Xy R T7—U AF—I+% network-stager

AV R7OXFIFRIZ. BEDI—HICHRAMD/BEAHO-ILEZRET DD, RO ERO—IL%
RET DD, FREHFHFID/EEAHFO—ILEFZHFRDBERAO-IILOEIEDEERET ZHTELRDZE
T, BEDOXFIICIERASUDNEENTED, ZO®ICATYyYa (/) TRY->THARODEHRO—/L
SNBSS NAHRARD/EZSAHFO-IHHEEET. B40O—-ILIE/NA T (|) XETRTYSHTL
F9,

shell:domains=<domain>/<writeRole1>|<writeRole2>/<readRole1>|<readRole2>

e ZIERDOXFINEFRTDE, TV IX—IUvO—J)LERY Y — IRXR—I v O— LA 1—H—(C
FDYUTOSNBERBFC, I —H—YX—I vy 1—H—|CRRINZDA TV MNESBTEET,

shell:domains=all/tenant-policy|site-policy/aaa

AR ERERDM;. EFRAND/EZAHERDAHFEZI—F—IIRET 2BRICH, ATvya
(/)) #2520 ELHDET, XOFIE. Y4 NEEEOQ—)L TERATIERA TV 7 hADFTHEAHFED/
EBEIAR TV RAEXCIGFDERT7 IV CAEDHERETDHEERLTVWET,

- FEAHHE D ER : shell:domains=all//site-admin
- BRAEND /EZ=IAH : shell:domains=all/site-admin/

UE— FEREES m /N4 ¥ —& L TP LDAP DB

gy o¥sY: Il

) E— REREFY —/\—DRFE] DOFBICHE> T, LDAP H—/N—[C 1 AMEDI—H—%H/ELT
BELMLELAHDET,

LDAPREDI Y KV —IT Y RDIRIEICIF. BBFEOI—Y—2EAI2LENHDET.

LDAPY E—REREE 7O/ ¥ —%1BMNY %(CIE. XOFIEZEITLET,

8 Cisco Confidential



. Nexus Dashboard @ [&# = —/)' (Admin Console) ] ICEEFLET,
CEBEER A vEBMUET,

a. AV FEF—Y gy AZa1—H5, [FH > 585 (Administrative > Authentication) ] DJ[EIC
BIRUEY,

b. A4y RAVDHELT, [T27v 3> (Actions) | A=Za—%IUy oL, [vTA4Y FAL D
e (Create Login Domain) ] Z&RUL X7,

.[e A FAAL o DERL (Create Login Domain) ] BEA BV =S, KAV OFMBEANLET,
a. [481 (Name) 1 ICRAA YDERIZEANILET,

b. ({EE) [#P (Description) ] ICRK A1V DFBAZANILET,

c. [Vvas (Realm) | ROy 7H U rh 5 [Ldap] ZBIRLE T,

d. XKIC, [+7ue 4 ¥—miBM (+Add Provider) ] #2J v o LT,

JE—MREY—/N\—ZEBMLET, [Tue s F—0EM (Add
Provider) 1 V4« Y RUDBHEET,

. UE—MEREY—N—D5HAE AN LE T,
a H—N—DKRAME%E [F X 4 (Hosthame) ] ICAN TSN, H—N—D[IP7T KL 2 (IP
Address) ] ICAALET,

b, (A7 3Y) H—N—DHEE [39 (Description) ] IZAHLET.
c. [¥—TF (Port) ]HEZANLET,

LDAP 77 #JL k DR— k3 389 TT,

d. X—ZX DN % [X—ZDN (BaseDN) ]I(C. /X1~ K DN % [/ > FDN (BindDN) ]ICAAULZE
9,

N—2ZDN&E /XA Y KDNIE, LDAPH —/IN—HDEDLDICEHEINTWLWBEIMNTEL>TERD X,
LDAPH —NN—TER S niz1—H—D#HBEZHh S, R—ZXDNE/NA Y RDNDOEEZRBETZZET,

AN—ZDN(E, H—N—P1—HY—%KREITSRA > TI, ffl : DC=nd,DC=local,

N4>V K DN [, Y—NICHITBREIEICHEAEI 20714 VIEHRTT. Hl : CN=admin,
CN=Users, DC=nd. DC=local,

e. ¥—% [¥— (Key) |ICANUTHERLET.

Zhig. NAYRDNI—H—DNRT—RTYF, ER/N\M Y REYR-—rSThTWRWH, 7
A =ILRCBENRMEZANT 2LENHDET,

f. BREE T —N\—CEHRITIBDIA AT I E [#4 2T 7+ (Timeout) ]I, BETEEHE [RTT
E# (Retries) ] [CEEELZET,

g. [LDAPE#: (LDAP Attribute) ] 7 4 —JLRICAAL T, TIL—TFT AV N=2y
Z7EO—IWZEELE T, RD2DDATYavhYR—bhahTWET,

= ciscoAVPair (7 #JLk) : I—%— O—)L®D Cisco AVPair B4 TE&E L7z LDAP H—/X
—ICERAEIhET,

= memberOf : LDAP ¥ )L—7< v 7 TERE L LDAP H—N\—(CEHENET, JIL—T<T vy
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TOEMICOWTIE., ROFIETHBELET.

h. (fEE) LDAP @EDiFE L [SSL] #BMICLE T,
SSL #BMICT 2HEE. [SSL FEBHE (SSL Certificate) ] & [SSL FEBHEMRGE ¥4 7 (SSL
Certificate Validation) ] 38§ I 2 EBEHLNH D FT,

= [FA] (Permissive) | : EEDFILF (CA) IC& > TERSIhAARAZEE2ZT AN, BELIC
FEARALET.
= [B&#& (Strict) |: AT 2R0ICAIRAEF = — V24 2ERLE T,
i. (EE) [V—"—DFE=%Y 7 (Server Monitoring) ] #BMICLZET.

EZH VT EFHICT REEIE. [2—F—4% (Username) ] & [/XXATU—F (Password) ] %
IEETZI2UNENHDET,

j. BRFE (Validation) ] 7« —JL RIC, BI0Y % LDAP H—/\—TI TICRES N TWVE1—H¥—0
[z—¥#—4% (Username) ]& [/S2U—F (Password) ] ZAHULET,

Nexus Dashboard [ Z DI —H—BHRICEDVWTIVRY—IT Y RDFFFEZHRIEL. AN URERE
HEYUTHEIHI EEELET,

k. [{#7F (Save) 127 Vv LT7ONA Y —BEETTLET,
. TORAAYTERT SLDAPRE Y —/N\—A\MIcEoniE. COFEZEDRLET,
5. ({ff=) [LDAPZ L —F< v N —/ (LDAP Group Map Rules) ] ZEMICLTHRELE T,

Cisco AVR 7 XF5|ZzHEHA LU CLDAPA—H—% R %i551F. COFIEEZAF v 7L TL S,

a. [LDAPFEREMDEIR (LDAP Auth Choice) ] T. [LDAPYI)IL—7< v 7)L—JL (LDAP Group Map
Rules) ] Z&RL X9,

b. [LDAP ) —7 = v 7 —)L DB/l (Add LDAP Group MapRule) 122U v L%,
[LDAP/ N—TF< v 7 — DB (Add LDAP Group MapRule) 1 V4« Y RUABEEET,

c. 7)L—7®[Z—7DN (GroupDN) ] 2EEL X,
d. LDAP Z)L—7® [m—/ (Roles) 1% 1 DU LERULF T,
e. [fR%F (Save) 120Uy LTI IN—TREZFRFLET,
f. IBIIDOLDAPY IL—THHphniE. COFIEZEDRLET,
6. [fERR (Create) 127U v LT, RALCYVDEBMEZLRTLET,

VEe— MREES 1/ N4f F—¢& LTO RADIUS F7-1% TACACS
DB

/12 L35 A

M) E—rEREF—/IN—DHTE] OFBICKE>T, VE—PFRIEFH—N—IC1 AL EDI—Y—%55
ELULTHEDELHDET,

TONKA Y —BROBREDTIY RY—ITY ROWIEICIE. BFEOLI—Y—%2FERHTZ2UNENHDET,
Radius£ 7= (FTACACSY E— FEEE7O/NA ¥ —%EBINT BICIE. ROFIEEERTLET,

1. Nexus Dashboard @ [&# = Y —/ (Admin Console) ] ICHEEIL X7,
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2. wun I*)‘*f /’&L?Jl]bi?‘
a. XAV FEF—=Iay AZa1—Hm5, [&H > 383F (Administrative > Authentication) ] DJ&(C
BIRULET,

b. X LY RAVDHELT. [727 3> (Actions) | A=Za—%&9 Uy oL, [2F4Y FALUD
e (Create Login Domain) ] Z&RUL %7,

3. [/ A FAADIERL (Create Login Domain) ] BEABS. KAV OFEZANILET.
a. [481 (Name) ] ICRAA VY DEZRIZANLET,
b. (£&) [#H (Description) ] ICK XA Y DFHRAZANILET,
c. [Lvas (Realm) ] ROy 74> h 5 [Radius] £Fzld [Tacacs] Z#IRLE T,
d. JRIC. [+Fu g F—miEM (+Add Provider) ] 22U v LT,

U:E_l\anIIE-'j- IN— ’&Lﬂﬂbiﬁ' [7013/\‘4?\_0)@17” (Add
Provider) ] V4« VY RUDBHEZET,

4. VE—RIEY—N\—DFlZEANLET,
a Y—N—DOFRAMNZEANTEZN IP7RLRAZASLET,
b. (A7 3ayv) ¥—/\—oD&H% [ (Description) ] [ICASILZET,
c. Y—N—p"MEAT BEE7OMINLEZRRLET,

[PAP]. [CHAP]. F7=I& [MS-CHAP] h5i&IRL
ERS
d. [R—F (Port) ] &ESZANLET,
F7 4L b DAR— & RADIUS (Cx3L T 1812, TACACS ICXtL T 49 TY,
e. ¥—% [¥— (Key) 1 ICAHLTHERELET.
INF7ONA T —H—N—DEHETHEAT Z/NRT—RTT,
f. (1EE) [r——DE=%Y 7 (Server Monitoring) 1 #EMICT ZHEBIRLET,

EFEZVVVTEBMICTBIBESE. [2——4 (Username) ] & [/S2 U — K (Password) ] %
BT IUVENHDEXT,

g. [RFE (Validation) ] 714 —JLRIC. BMT B Y E—FY—/N\—TI TICHRESNTWZI1—H—
®D [2—¥—4% (Username) ] & [/S2TU—F (Password) ] Z#AHULET.

Nexus Dashboardid T D1 —H—IFRICEDVWTIVY RY—IT Y RDEEEMRIEL. ANUEHRTE
HEYUTHEII ZERELET,

h. [f&7F (Save) 122 UvwoLT7ONA Y —BEZTTLET,
i. BiIDY E— RS —/\—D'HDhiE. COFIEEZZEDELET,
5. [fErk (Create) 1227w LT, RASAVDEMZRTLET,

JE— bax—P—n 7o DORFE

Nexus Dashboard T, BHEDI—HY—DI LTy IvIILzFERALTOYM v E2R{TIBET, UE—

Cisco Cdnfidential



MERREZONA ¥ — DR EAREM ZRFETEEX T,

1. Nexus Dashboard @ [&# = —/L (Admin Console) ] ICEE#LE T,
2. TAMNTBRAASVICBELET,

a AV FES—Yay AZa—Hh5, [BHE > FRFE (Administrative > Authentication) ] DJIE(C
EBIRULET,
b. FEDRKRAAVZ I VY I ULET,

c. Al 7ONTF A4 RIN—T, Hli71 V%IV
vIULET., RALCVD [BEE (Overview) | R—
MEHEXT,

3. [EE (Overview) | R—IU T, TANTBZ7ONA Y —DIEICH D [#RIE (Validate) 122U v oL
9,

4. [Fu 4 X—O#RFE (Validate Provider) 1 V4 Y RO T, CORE7ONA T —TEESINTLS
1—H—) [2—%—4% (Username) ] & [S2U—F (Password) ] Z AU, [#EE
(Validate) 1 227U v o LZEY,

AN AL ESDERT Ay E—INKRRENET.

IR A v E—IUDARREINIIBESIE. RE7ONA T —D Y —N—(CRETRETH B E. BLY
FAMCERALIA—Y— mabr//vwbﬁMLaorao TONA T —THREINhTWB &
HERERLTLSIEE N,

U E— FRAE R A A Ofsk
LT KA1 Y EEE M2 2881, ROFIBERTLET,

1. Nexus Dashboard O [&# = —/L (Admin Console) ] IC#EE#LE T,

2. AV FETF—I 3y AZa—H5, [EB > BEE (Administrative > Authentication) ] DJ[EICiEIR
LET,

3. RXAMYD[T7vayv (Actions) | A=a—m5, [ A2 FAAL U DfREE (Edit Login
Domain) ] ZZEIRL X7,

FRER XA Y DRFMET A TRIEETEEEAN, FAETONA T —REREETEET,

]: BICEHIZEMI SR E. OV Y RAM VICEEZMA BRI BFEOITXTOT
AN Y=L TF—ZBANITBRENHD LT,

U — FREE K A A » DHIBR

1. Nexus Dashboard @ [&# = Y —/ (Admin Console) ] ICHEEIL X7,

2. ALY FEF—Yay AZa—Hm5, [F8 > FE5E (Administrative > Authentication) ] DJIBICEIR
LEY.

3. RAXA YD [7TZ7varv (Actions) | A=Za—Hm5, [BF 1Y FAAL U OHIER (Delete Login
Domain) ] Z#IRL 7.

4. [HIEDO#ESR (Confirm Delete) ] 7OV 7T, [OK]Z2 Uy LTHEELET,

12 Cisco Confidential



2 E R

D) —R21.200, 1—9—0O7 4 VICELERFBIE(MFA)Z{EH T % & 5 [CNexus Dashboardz & E T&E
ig-a

LERDLZRET i565. KeXRTLET.

TMFA 70O/)\4 5 —&LT®HD Okta 7 hH U hDiER] THEAZhTWSELS5IC. MFA 7O/NA/ 5 —
DEIL—F—ZEBHLET,

CDOYY—XTIE. MFAZO/NA Y —& L TOktaDHF M P R—bEShTWET,
IMFA 254 7 kDiER] THIAZShTWEESIC, MFA 7ONKAY—¢E0 547V MDA
HEMYUET, COVY—XTIE. MFAS14 7Y cELTDUODHFD T R—MEINTWET,

Okta # Y E—FFAE7ONA Y —E L TEMT %1 THEZNTWSELSIC, MFA 7O/\1 5 —
% Nexus Dashboard OVEPEREER A1 & LTEMULE T,

MFA a4 X —L L TOOkta 77 FDER

RODOFIETIE, Oktaz 7O/NA 45— & L TERL TNexus Dashboard DMFAZ B MICT B 7= ICIHER
HEAREZRUEYT, FMlBO0ktaiREIL. CORFIAYMNOEHENTY, FEATAIEERIRTOA TV 3
VICDWTIE, OktaD RF a2 AV M ESBLTLEZ,

Nexus Dashboard MFARICOkta% 8 €9 B ICld, KEETLET,
1. OktaZ Ao v hlicOJA4 v LET,
TFHhov haEEMRT BICIE. https://developer.okta.com [ICF7 7 A LZET,

2. LW TUREZEEMULE T,

a. ZfllOFETS—va v AZa—nm5, [TFVr—var>T7FYr—a (Application >
Application) ] #i&RU X9,

b. [77V /r—v a3 UEAEDIER (Create App Integration) 122w L%,

c. [VrA4 4 v HE (Sign-in method) ] (£, [OIDC - OpenlD#Ef: (OIDC - OpenlD Connect) | %
BIRLET,

d. [77V r—> av #4147 (Application Type) ] (E. [Web7 FUsr— 3> (Web
Application) ] Z#ERULZE T,

e. [k~ (Next) 122Uy I LZET,
f. [77Yr—vaHE4 (Appintegrationname) | ZEEL X I, & Z(F nd-mfa T,

ROFETIE, 77VHEEZLELT nd-mfa ZFALTVWSEZFHRELTVWEY, BlOogeT%=
BIRT ZBEE. VEICIHELU T nd-mfa 2BEHZ2F9,

g. [¥14 >4 VF L4127k URI (Sign-inredirect URIs) ][, https://
#AHNULZET., <nd-nodel-ip> /oidccallback)X(C. [ +AddURI] &5 Y
YIULT, VZRAIADIRTD/—RD UR ZIBELET,

h. [flf X777 =& (Controlled Access) ] T. [SIETIL—TDEIDYTHERF v (Skip
Cisco C@nfidential


https://developer.okta.com/

group assignment for now) ] Z&RULF 7,
. ZOMDT7 4 —ILRIET7AILMEOFXFXICUT, [fR7F (Save) 120Uy I LZET,

3. WEREMET 74 NI —F—(ZBMULET,
a. Tl ETSY—2ay AZa—»m5. [T4Vv2Z7 ) >Fr7r7A v x5 4% (Directory > Profile
Editor) ] ZEIRL £ T

b. [Okta = —%— (F74+4 M) 107O7 741Nz )y ULET,
c. [+BHDiEM (+Add Attribute) ] 22U v o LZET,
d. [F—#%l (Datatype) ] Tld. XF5| (string) ZEIRLZE T,

e. [#7~4 (Display name) ]. [£%4 (Variable name) ]. & U [#i8 (Description) ] (C.
CiscoAVPair E AZTLE T,

f. [BHESHLE (Attribute required) ] A4 7 (unchecked) [CHE->TWSZ EZMHERELET,

g MDOT74—ILRIFT7AIMEDOEFICLT, [RFELTEHITENMN (Save and Add Another) | %
JUv I LET,

h. [7—#% (Datatype) ] Tl&. XF5 (string) ZEIRLE T,

i. [ "4 (Display name) ]. [£%£& (Variable name) ]. & U [#i# (Description) ] IC.
nduser EANULET,

i [BHEDBE (Attribute required) ] i*4 7 (unchecked) ICHR>TWSZ EEEERELET.
k ZOMDT7 4 —ILRIEF7AILMEDEFEICLUT. [BREF (Save) 120Uy I LET,
4. YERL U7z nd-mfa I —F—(CEBEREMHZEMLEX T,

a. ZRIOFET—Yay AZa—mh5. [T4VvZ M) >FuT7 AV x5 1% (Directory > Profile
Editor) ] Z#RLE T,

b. nd-mfa =2—¥%— (F7x%/V L) o7O774)IL&20) vy 0L%ET,
c. [+BHDiEM (+Add Attribute) ] 22V v o LZET,
d. [F—#% (Datatype) ] Tld. XF75| (string) ZBIRLZE .

e. [#7~4 (Display name) ]. [£%4 (Variable name) ]. & U [#i8 (Description) ] (C.
CiscoAVPair E AZTLE T,

f. (Bt BE (Attribute required) ] AAAVICHR> TSI EZERLET,

g D74 —ILRIEFT7AIMEDOEXFICLT, [REFELTEHIZEN (Save and Add Another) | %
Uy LET,

h. [7—#% (Datatype) ] Tld. XF5 (string) ZBRLET,

i. [ "4 (Display name) ]. [£%:4 (Variable name) ]. & & U [# (Description) ] IC.
nduser EANULET,

j. Bt KLE (Attribute required) 1 A VICH>TWR T E2EELE T,
k. ZOMDT74—ILRIFT7AIINMEDTFICLT., 7 (Save) 127Uy LET,
5. BT vEYILET,

a. ZRIOFET—Yay AZa—mh5. [T4VvZ M) >FuT7rA Vx5 1% (Directory > Profile
Editor) ] Z#RLE T,

b. nd-mfa =—¥%— (nd-mfaUser) 707 7A4I)IL&22V vy L%ET,
c. A U4 Rud (B (Attributes) | IR T, [YvEY
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4 (Mappings) 122V v 7 L¥d, [nd-mfaz—F— 7o
774N <y 7 (nd-mfaUser Profile Mappings) ] 7

1V RINHEET,
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d.

e.

f.
g.
h.

nd-mfa User Profile Mappings

a nd-mfa to Okta User Okta User to nd-mfa

nd-mfa User Profile Okta User User Profile
@ okta
appuser user
appuser . userhame v O v login

Use default username setting for Okta user

appuser . given_name ¥ ob v firstName
appuser . family_name v o> lastName
Choose an attribute or enter an expression... v v middleName

o L O L o O O oW O oV O o O o o o W S S S S S P S S S S S S S

oappuser CiscolVPair A v CiscoAVPair
°€ppuser .nduser v &k v nduser

@ Preview : i Op d Save Mappings Cancel

[nd-mfaz—¥%— 7o 774 < 7 (nd-mfa User Profile Mappings) 1 7V« Y RooD L
#C. [nd-mfa # Okta =—H¥—iZ] 2o Vv o ULET,

[CiscoAVPair] DIE(ICH 2 KOy 75UV AZ1—hH5 app.CiscoAVPair ZERULE T,
[nduser] DIEICH B ROy FTHT I A= a2—h5 app.nduser ZFIRL X,

[y v Z7nffE (Save Mappings) 122Uy 2 ULEY,

[69<EZH4ER (Apply Updatenow) 127V v o LET,

6. I—TZFRLET.

a.

EROFETS—v a3y AZa—hm5, [F4VvZ FU > 2—F— (Directory > People) ] #iEiRL
ig-o

[+=—¥—miE (+Addperson) ] 20Uy I LET,

1—H5—FHREANLET,

[EELTE HIZBM (Save and Add Another) ] 22 Y w7 LTRIDI—H—%EBMT 2H. [
7 (Save) 1207 Vy I LTHRTLET,

Nexus Dashboar|CO7 4 Y TE3LSICTBHBIRTOI—H—%2EBMIT Z2ULELHD XTI,

7. A —Y—%F7SVICEID K TET,

16

a.

b.
C.

d.

ERDFET—a v AZa—bm5, [TFVr—var > 77U r—ar (Applications >
Application) ] #i&RU X9,

ER L7 7V — a3y (nd-mfa) 22Uy LET,

[##RE (Assignments) | ¥ 7ZB#RLZ T,

[B10 Y T>=2—9F—i2HY YT (Assign > Assign to People) ] ZEIRL X7,
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[2—F —~Dnd-mfaE| Y 24T (Assign nd-mfato People) ] V4 Y KRUNRHEET,
e. [2—F—~DOnd-mfaDBV YTl V4V RIT, I—H—DHEICH S [EIV 4T (Assign) 1%
2w L., 1—%—H Nexus Dashboard ICOF A4 VY TE3LDICLET,

f. I—— DA« RIHMBEL=5, [CiscoAVPair] 8 & U [nduser] 714 —ILRICEZADLE
ER

CiscoAVPair OfE(L. T[Configuring Remote Authentication Server (U E£— bEREEHY —/\—DiE
FZ) 1 T#HBAEhTWET (fl : shel:domains=all/admin/) .

nduser DfE|E. Nexus Dashboard [COJ 4 V9% LEICCOI—Y—DIA—H—ZL UL THERS
nx9g,

g RFELTR% (Saveand GoBack) ] 22U v o L%,

h Blp1—t—%BDMTEH, [T (Done) 154Uy s LTRTLET,

BIOFIBEBTHER LI XRTOI—H—%BINTZ2UNELNHDET,

8. 77VUD [EX (Claims) | #8ELET.
a. EDFEF—a vy AZa—Hn5 [EF2U T 1 >API (Security > APl) | ZBIRLE T,
b. 77z VI D&FEI UV I LET,
c. [ER (Claims) 1 7 7% &IRLZET,
d. [+ERDiEf (+Add Claim) ] 22 ') v LT, CiscoAVPair XK ZBMUL X7,
e. [##T (Name) ] 7 1 —JLRIC. CiscoAVPair EASTLET,
f.[F—2v ZA4712&®5 (Include intokentype) ] KOy 7o vh5, IDR—%Z > (ID
Token) ] ZBIRL XY,

[ID—% > (IDToken) | DFERZHEHLETH. [771ERX b—2 > (Access Token) ] LR
—hEhTWET,

g. [fE (Value) 1 7 1« —JL RIC. appuser.CiscoAVPair E AL E T,

h. [(R%F (Save) 1227 Vvy o LET,

i. [+ZERDiEM (+Add Claim) ] %2 Y v 4 LT, nduser DEXRZEBMULET,

j. [4&87 (Name) ] 74 —JLKIC, nduser EANDULET,

k [F—2v Z4 F12&H 5 (Includeintokentype) ] KOy 75 vhs, [ID—2 > (ID
Token) ] ##RL XY,

MADEKRZFU M= VY THERITZVELAHDET, D =0V ET7IER =0 VOREIRY
R—krEZhTWEtA.
l. [f& (Value) ] 74 —JLKIC. appuser.nduser E ATLE T,
m. [fR7F (Save) 120V v o LET,

9. Nexus ¥ Y a/R—RDBEE7ONA 5 —& L TEMT B/-0HICNER Okta 7H Vv MNMEHRZEINE
LX9,

a EDFET—vavAZa—hm5[EF=2UT 1 >API (Security>APl) ] #BIRLE T,
b. 774V FD&FEIVYILET,
c. [B1THE (Issuer) | DEZEZHEHZT,
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Settings Edit

Name default

Audience api://default

Description Default Authorization Server for your Applications
Issuer . https://dev- .okta.com/oauth2/default
Metadata URI https://deu- .okta.com/oauth2/default/well-

known/oauth-authorization-server
Signing Key Rotation @ Automatic

Last Rotation 15 Nov 2021

d. ZRAIOFES—vavAZa—nhm5, [TFVr—Tar>T77 ) r—ar (Application >
Application) ] ZZERL X7,

e. ERLI7 7V —> 3y (nd-mfa) 29Uy LET,

f.[27547>1+ID (ClientlD) 1&[Z75A4T7 >k —2Z Ly b (ClientSecret) ] DEZEZ=E%
9,

Client Credentials Edit

Client ID

Public identifier for the client that is required for all OAuth

flows.

Client secret "..o".oc".oooaovuq»furouniooiciu»i-oo

Secret used by the client to exchange an authorization code
for a token. This must be kept confidential! Do not include it
in apps which cannot keep it secret, such as those running

on a client.

MFAZ 547 N DRE
ZDYY—ATE. MFAZ 51 7Y k& LTCisco DuoD @AY R— h ShTWET,

RODFIETIE. Cisco Duo for Nexus Dashboard MFAZ{ERTZ 5 LD ICT R-HDICWBELRERDEEIR
HUXYT, MR DuoiREIL. CORF 1AV MNDOEHFBEN T, FEHAIERINTOA T3 vICDOVWT
&, CiscoDUoD RF a1 XAV hZEBLTLLEZL,
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Duo%sREJd 5ICIF. X&EETLXT,

1. OktaZ Ao v hlicAA4 Y LET,

2. DUOZMFA%Y 4 & L TEMULEY,
a. EDFET—vavAZa—hm5 X2V T > LER (Security > Multifactor) ] ZFIRL T,
b. [E# ¥ A 7 (Factor Types) 1 ¥ 7. [Duo £+ 215« (Duo Security) ] Zi8RLE T,

Duo Security &+ 7Y 3 Y AR WEEE. https://support.okta.com/help/s/opencase Hh 5 Okta T
YIR— T —RZzFEA<HELNFHD XTI,

c. [Duot* =Y+ (DuoSecurity) ] V4>V RKRUT, VERBFHREADLET,

HEF—. WEBFX—. APIRAMNBGZEF T 25 E0MIC D TIE. https://duo.com/docs/okta
aBLTLLEZL,

Duo 21— —Z DRI EFA—ILICHES N TVWS I EZEELET,

d. [(#% (Save) 122 Uv o LET,
3. Duo IL—ILEERLE 9.

a. ZfllOFES—va v AZa—nm5, [TFVr—var>T77Vr—ar (Applications >
Application) ] ZZEIRL X9,

b. fER L7 7TV —> 3y (nd-mfa) 20Uy ULET,
c. [#A4 4+ (SignOn) 19 7% BIRLET.,

d. [ F> RY < — (Sign On Policy) ] 4BI&T. [+ —/DiBH (+AddRule) ] 22V v oL
9,

e. L—ILDaFZAALET,

f. [727+&X (Access) |4BIE T [EED 717 (Promptforfactor) | Z2HMICLT. [TT
DY A4 (Everysignon) | ZEIRLET,

g A—RT—AOME[CIHEL T, AT avEEELET,
h. {#7F (Save) 122Uy o LET,
4. Okta & Duo D#iE%=EBRLET,

Okta THERELc1—Y—H" MFA FI®D Duo 7 7Y ZERATEZ 5L 5ICT2HEIF 2 2HDEY, Duo
BEZ(IC Duo ¥y Y aR—RFERLULI-—YF—ZIRTEMLTHLS5IHD, 4 DI—H—5H Okta (T
074 Y ULTEBRTEERIBNTI,

Duo¥vy ¥ aR—RTCA—H—%{EIT BICIE. XZEFRITLEY,

a BEEEI—Y—¢LLTDuw¥yvakk—KRIcOy4vULEd,
b. EOFETF— a3y AZa—Hm5 [2—%— (Users) ] ZiEIRLET,

c. [=2—¥—miEfM (AddUser) 122 1) wo L, Okta D1—H—IFHE—T ¥MAIEHRE AL
9,

d. OktalSBMUL=dRTHDI—H—[CDT, D
FlgxghiRUE9, BEEIRIT 5ICIE. XEETL
9,

a. TMFA Z7ONA 5 —&ELTOD Okta 7H o hDER] THERLIEIRXTOI—H—C, BED

Cisco Cénfidential


https://support.okta.com/help/s/opencase
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20

Okta RAA/ VA FEHULTENTOkta IcOY 1 VT 2LDICERLET.

AT S Okta KA VERETBICIE, [TFVr—Tar > 77V r—3a (Application >
Application) 1 IC#8L. #EF L7/ nd-mfa 77U 45— 3>% 2 v LT, [Okta KA A >
(Oktadomain) ]® URL 2t —ULZ 9,
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« Back to Applications

©

nd-mfa

‘ Active v ‘ 8 ‘ View Logs

General Sign On Assignments Okta AP| Scopes

oY o W W S S S S S S S S S W W S S S S S W S

General Settings Edit

Okta domain . .okta.com B

o AFPUCHION 0 0 0 0 0 0 0 0 0 808000000 0 0 0

b. 14 >v92¢. ALEOI—F—AZ1—H5 [RE (Settings) ] R—JICBHTEET,
c. [DuotF =V +#%E (Duo Security Setup) ] ZZERL. BEEDIETRICIHEWVNET,

JE— RREET A ZF—L L TO Okta DB
/LU S F1IZ

I Configuring Okta Account as MFA Provider] TSN TWWAELSIC, Okta i3 1 A EDI1—
H—TERINTWSIRELAHD T,

-Okta 7HOYRMISDIFAT UMD, 7547 v—27 Ly b, BITEBBRIFTICHDIVEN
HDFET, ThNICDWTIE. TConfiguring Okta Account as MFA Provider] OfR#EDFIETHAS
nNTWEY,

- 7OF%EFEHALTOkta 7HU Y MIEHET 2HEIE. V7257 THAShTWSESI(C.
TOF VD EREFATHEIVELNHDET,

Okta%z 'J E— FRIEZ7ONA Y —&E L TEMT BICIE. RERITLET.

1. EIE 1 —4—& LT Nexus Dashboard [COY 1Y LET,
2. [&# oY —/ (Admin Console) ] ICBEIL T,
3. FREERAM v &EEBIMULEY,
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Il Nexus Dashboard Feedback  Heip ~ admin

ot
cisco

Admin Console C cluster-dev166 ® 1 2

= Overview

Authentication ®

@ Sites

= Senvices Login Domains

& System Resources

Default Authentication Ve
3 Operations
Login Domain
5 Infrastructure facal
i Administrative
Authentication z Filter by attributes a Create Login Domain )
Security Name Description Realm Providers
Users Idap Ldap 1

a XAV FEF—Iay AZa1—Hm5, [&H > 383F (Administrative > Authentication) ] DJ&(C
BIRULET,

b. ALY RAVDELT, [7Z7v 5> (Actions) | A=Za—%2Uvy oL, [BFAY AL VD
e (Create Login Domain) ] Z&RUL %9,
4. [m 7 A > FAA »DEEL (Create Login Domain) | BEAFS, KAV OFHEZANILET.
a. [#AT (Name) ] ICRAA Y DEBIZANLET,
b. (£&) [#H (Description) ] ICK XA Y DFHRAZANILET,
c. [V (Realm) ] KOy 74 vh5, [OIDC] ZERLET.

d. [Z75 47> FID (ClientlD) ] 74 —JLRIC. Okta 7HU Y MO SERELIEYSA4 7Y MID ZA
ALET,

e.[7747 v rv—27 V> b (ClientSecret) ] 74 —JLRIC, Okta 7HU Y MHSEEGLIEY S
A7V —ULybEANLET,
f. [%&1T#E (Issuer) ] 74 —JLRIC. Okta 7HU Y hHhSEEBLIZURIZAHNLET,

0. (EE) 7O0FxU#FHT Okta (TEH T 5i58(1F, [2—¥—7rm%T (UserProxy) 1 A7 3y
AVICLET,

h. [€iF (Scopes) | A7 avidAT7DXEFRICLET,
DY Y —ZTIlE. openid DEFRDHHINYR—FZIhhTWET,

5. [fEEX (Create) 120y LT, RASVDEMZRTLET.

MFA %4 L7~ Nexus Dashboard ~»u 7' A >

1. BEEBD. Nexus DashboardDIPD1DICEEILET .

2. [m7 4 FAAL Y (LoginDomain) | KOy 75O vhs, TVE—FRBEESe L F—LLTOD
Okta DB | TEM L= OIDC RXAA VEBIRLET,

=P ERRT—RFDT7 4 —)LREIRRSNhEEA.,
3. [Login] z7 Vv I ULET,
OktaO % 4 Y R—JICELE T,

4. TMFA 7O)NA % —& L TOD Okta 7 Ho > b DiER] DFRBAICHKE> T, Okta THEEIh/-1—H—
=EALTOJA VY ULET,
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DuoZ 47V M7y a@BHIEESNET.

5 DuoZzfERLTOVA VvEERELET,
Nexus Dashboard UICU %4 L 7 h&h., Oktal—H—%FAHALTOFVAI Y LET,
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—4F

[=—#%— (Users) ] ® GUI R—ITlE. Nexus Dashboard [C7 I LA TEZIANRTDIL—HF—2RED
LUBHETEXEY,

[e—Hv (Local) 17 7ICiEFgTRTOO—-AILA—H—HFRRIh, [VE—F (Remote) ] % 7L,
U:E |\nunIEJ t7/3 /@nHEH‘\_ﬁED_Cl_jJDlJTL. U:E I\WL’FIIE.'T /\ CEQEE‘TL'CL\%)—_L—'U'—W?E
R~enEd,

Nexus Dashboard, #1 ~, L7 TV 5= aVBOI Y TIVTA AV (SSO)E. VE—FI—H—
DIHMEATEBZZEISTFRELTLEEN, VE—FI—YHY—DHBRFEDOFHEMICOWNTIE, TYE—NEREF
aEBLTLLES,

17— v 2 —FDEM
1. Nexus Dashboard @ [&¥ = Y —/ (Admin Console) ] ICHEEIL X7,
2. ;LnO—hIL1—FEERLET.
a Ay FES—Yay AZa—Hn5, [EE > 2—F— (Administrative > Users) ] ZiZRL £
b. X4 RA4AVvDHLET, [v—H )V 2—F—DIERL (CreateLocalUser) 120Uy o LET,
3. [e—H=a2—F—D1ERK (Create Local User) | BEAI G5, I—H—0iFMlEAILET,
a. OJVAVICERAY 32— —ID ZAHLET,
b. ZRHIDNNAT—RZANULTHERLET,
c. 1—H—%4, #. BFA—NVT FLREANLET,
d I—H—Du— L EHEREZBIRLET,

Fa—H—(C@LT12ULtoO— )L %ZBRTEE, FEAHAERO—ILEZDERICDNTIE.
TO—)LEHER] Z28BLTLEEL,

BIRULACIANTOI—HY—O-/LICH LT, SiHMDER7 IV EXEHRAMD /BEAHLT IR
DELESZENICT BN ZERTEEY, RAMOER7 IV EADBE, 1—F—FEHOI—
—B—ATHASNIAT Iz MEREERRTEEIN, BEEI S LFTEE A,

e. [fEEk (Create) 120 v/ LT1—HY—%2RELEY,

n— )V 2—FDOiRE
. Nexus Dashboard @ [&# = —/)' (Admin Console) ] ICEEFLET,
CA—YOFFHEREREET.
a. A Y FEHY =3y AZa1—H5, [BFH > =—HF— (Administrative > Users) ] ZiERLZ 7,
b. XL YRA VT, A—H—DRAZI VY I LEY.
c. HHRA VAW S, [BM (Details) 1 74V v Vv I ULET,
3. <user-name> OFHAEMEAFHWES. [RE (Edit) ]| 71aAv&2oV vy ULET,
[=—¥—0fF% (EditUser) | BE T, DEICIGUTHREEZEHFLET,

N =

P
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X2V T7 4
[£%=UF ¢ (Security) ] ® GUI R—ITl&, Nexus Dashboard THEHINSIIHAEERTS LVOEHE
TEZEY,

X2V T ARE

[%# (Administrative) ]> [tz 21U 7 1 O#B (Security Configuration) | XR— Tl&. Nexus
Dashboard 7 5 X% TERAI 3Ry avDIAM ATV NEEF a2 U T A IAEERETEET,

VoY o XYl
- Nexus Dashboard TERAT 3 FEDF—LAAEN T TICEM TN TVWEIRELHD XTI, BFE.

NICERDZ 7AILHEENET,

o WEF+— (nd.key)

o FREELR (CA) /X7 VU VitHAE (ca.crt)

o CA E&{TEFAAZE (nd.crt)

BECERMRBEADO LR 7 71 IILOERICOWTIE, THEF—EECELMAZTOLER] THIESI
TWEY,

- EFAVTADOREEZEET BANIC. Nexus ¥V Va2 R—RISXYDBRHR/INY I 7 v TZERT %
lEEHBBHLET,

Ny 77y TOFMICDOWTIE, [/\y 27y 7 EfETT (Backup and Restore) | ZZHBUL T ZE LN,
X1V T 1 DREZRET SICIE. REEITLET,
1. Nexus Dashboard O [&# = —/)L (Admin Console) ] IC#EE#LE T,
2. EFXaVTADREZRELET,

a Ay FTET—=ay AZa—Hhm5, [BHEH > X2V 7 (Administrative > Security) ] %i#EiR
LET,

b. XY RAVT., [EF=V T4 DFE (Security Configuration) ] ¥ 7% ERL X,
CAMYRAVDELICHZ [WE (Edit) 1 74V %EI Vv I LET,
3. [E¥ =V 54 DO (Security Configuration) ] EE T, HEICHU CHEZFEHLET .

F—ERRAET 7ALDT y TO—RR@EYR—FShTORWH, RDT 4 —ILRICERZIED (T
BPUENHDIEITERELTLESE N,

a.[Evyvar #4277~ (SessionTimeout) ] 2F#FHLE T,

D7 4—ILRIE APl b=V DFfHEZERLEI. T4 ML 20 FCRESNTVET,
b. [74 kA& A4 L7 %k (Idle Timeout) ] 2F#H UL XY,

CDT714—ILRIF. Uty yayvoiFmaibzEELET.

c. [FxA4 4% (DomainName) ] 74 —ILRT, RASVEIEELET,

d. SSLES Z4—ILRkZ2 Uy LT, BT ZEMDEBEERA— 2ROy 750 UH5EIR
T5h,. BEOEERA—rDxT7A42VEY v UTHIBRLET,
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EBEXAAM— M. RYNT—VEGEZRETSIHICERINSZILTY XA (F—3H, —I15ES
B, Avt—IRHI—KREBE) 2EE2LET, COT714—ILRZERHTI S E. Nexus ¥y
AR—K S R9MBRY NT—VBEICHERATIEERNI—N2HRAYTYA AL, T2HEDEL
TLS1.2 ™ TLS1.3 BEDEFULL BWRA— N EEMICTZIENTEET,

e. [¥— (Key) 1 74—ILRT, WBEXF—%2EELET.

f. [RSAZEBIE (RSA Certificate) ] 714 —JLRIC. CAELF-IZECELDIIAZ2EELET.

g. v— FiEEIE (Root Certificate) ] 71+ —JLKIC. CADNT Uy VitBAE%*EELE T,

. (AT av) CANPEEREZRHEL TV SEEE. ZhE FREHE 714 —ILRICATIL
9,

i. [(R%F (Save)l 27w/ LT, ZEARZHREFLET.

TEZREFEITDE. HLLREZFEALTCGUINYO—REhXT,

X274 RAAL YV

HRMGEEF2UT 4 RAMVZ2ERATHE. BEEEE MADTIL—T0I1—Y—ICEURKENEID Y
TONTWBHZETEZ, OtEFaUT4 RXAYDI—YF =TI —TICL>THER S hicAT Iy
MEeRRELCFEETERNLIICTBIENTEXT,

& z2iE, HIRfEEXFa2 YT RAALY (domainl) OBEEEFEIL., Blottxa VT4 R ALY
(domain2) YA b, Y—ER, V5 R%Y., 1——EBREHEETE I A,

A—HY—F, - -1 BEYLEREZF > TVWEB VY XATATERSNBRICH LT, BICHRARDEH
DA[REZF DO LITEELTLESW, FIRTEEF 2T RAMYDI—HY—([CIF. ZORASY
ATIBLWLARILOFEEZEZZENTEET, I—F—DROTIL—TOYEBRIBICTIETEE%:
EZZ0EIEHD FEA.

tFXalVT4 FAAVZEERTBFIE :

1. Nexus Dashboard @ [§¥ = Y —/ (Admin Console) ] ICHEEIL X7,
2. MLvEFxa VT RALVEERLET,

a XY FTESY—Yay AZa—h5, [BHE> %=V T (Administrative > Security) ] %iEiR
LET,

b. X LY RAVT, [EF=2YT 4 FAA L (Security Domain) 1 ¥ 7%&ERLET,

C. A Y RAVDELT, [EF=2VFT 4 FAALDIER (Create Security Domain) 1 %2 U v ¥
LEY,

3. [EF=2VUF 4 AL DIERK (Create Security Domain) ] BEAE=5. RAAL VD EEAN
LE9,

a. [481 (Name) ] ICR XA Y DERIZANLET,
b. (F8) RXAVDFHHAZANLETY,
c. [fEEk (Create) 127U v I ULTRAASVZRELEY,

v 7 RERAEDRREE

Y4~ A bO—-5DREEF (CA) JL—BMEERAZEF £ —> % Nexus Dashboard (T4 Y/ R—NTZEXY,
ZhICTED, Nexus v Y aR—RHPERTZRAN (U4~ Ay bO—5KE) OIREEHNEITHD.
YA NZEBMTZEZICEBTESRIARE (CA) ICE>TERINTVWS I LZERTEXT,
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Cisco APIC 26 DFFAEF = — v D7 XFR— b

1. Cisco APIC (cO%Z 1Y ULZET,
2. BBV UV ERAICERAENATWSAF— UV T aERELET,

'éll's’élé' APIC (mishield-bld.insieme.local) admin e ° 1909 o e

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations
Invel "8 Fabric Policies |
Policies
Management Access - default O

Policy Faults History

General Web Access Console Access
e
HTTPS

Admin State: | Enabled
Port: |443
Allow Origins:

B
s Enabled )
i

SSL Protocals: I TLsv1.2
Otisvia

™
Request Throttle: (EEEIEEIER Enabled )

Admin KeyRing: | default

Allow Credential

Oper KeyRing: uni/userext/pkiext/keyring-default

Client Certificate TP: | select an aptior

Client Certificate Enabled )
Authentication state: E

S3L Cipher Configuration: -+

=D State

a. FEBOFESY—vay N—T. [Z7 7V o715 [777 Vo7 R —] %ERLET,
b. ZEIDFET -3y AZa2—7T. [RVI—=]>[Ry R]>[BET 7 X] ZERULET,
C. A Y R4 T, AdminKeyRing 7 1 —IL RKO&RIZ2E=EBHET,
LEEEOfITIE, default F— DY IAMFERINTWET, /=L, DAY ASBAEF T — V%2 FEH

LTHRY A F— VU TEERLIEEEIR. Z2OF— U YT D4R Admin KeyRing 7 1« —)L
RICURRESNET,

Cisco APIC DH R AELF21VFAREICODVTIH., SEHDYY—RD [Cisco APIC
Security Configuration Guide/ &ZBRUTL &L,

3. F— UV THEASNBIARAEZII AR—FLET.

‘j:ll's‘c'lc;' APIC (mishield-bld.insieme.local) admin e 0 1&9 o e

Admin

System Tenants Fabric Virtual Networking Operations Apps Integrations

a AAA | Schedulers | Firmware | External Da ectors | Config Rollbacks |  Import/Export

Modulus
Security MOD 2048

Authentication . . . e iay + ECC Curve
iefault Settings Security Domains Roles RBAC Rules Certificate Authorities Key Rings]

secp521r1
Security b P>
iy Filter by attributes Certificate Authority
Name % Description Admin State Key Type ECC Curve
Certificate
Default self-signed S! completed RSA secp521 ===-=BEGIN CERTIFICATE-----

MIIDQzCCAiugAwIBAgIUWrvhVTKAEKTbLe 7vB+oi
qX0z3HcwDQYJKoZIhveNAQEN
started RSA none BOAWMTELMAkGA1UEBhMCVVMxDjAMBgNVBAOMBUND
c2NVMRIWEAYDVQQDDALBUELD
TmenhnawHh e M MuMTA 2 MOM > K3 Mwllh e NNDMorMT A

a. tBDOFET— 3 Y )X\—7T, [Admin] > [AAA] ZEIRLE T,
b. ZRIDFET—2 3y AZa—T, [EX=207 4] ZBRLEY,
C. XY RAVT, [F— V7] 5 T7TZBEIRLET,
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d. IOFIETROFcFx— VY IDEm%Z7 Vv 7 L. fEAF Z2E-LEY.

FEROFIZE, BIDRTFYTD IFT7AILE] F— VUV TERLTWVWEY, 122U, BRI L F—
DI BHRINTWSSEEE. F— VY IOERICERS N CASEBAEF T —VZERLET,

AE=9%57FAMICIE ----- BEGIN CERTIFICATE----- & ----- END CERTIFICATE-----
EEHBUENHDET.
RICHZRUET,

[...]

Cisco NDFC 76 DFEHEF = — 2 D7 AR — b
1. H—EX%Z/RA ML TULS Nexus Dashboard (O A > LET,

NDFC DigdE. H—E X EFBIDEFRAZE M ALV f=8). Nexus Dashboard 7R X k DEFAAEZEZFALE T,
2. ffAEETV AR—BMLXET,

a AV FET=Igay AZa—»n5, [BHE]>[F=2VT 4] 2&RUET,

b. XA YRA VT, [EX=2 VT 4 ORE] 7 7%=BIRLET

c. [EX=2UT BRI R—IT, WLl 71227 Vv I LET,
d V— MERAEZIE—-LZEY,

JE— LEXFFIC RR—ZPEITIF (\n) BEERRNE SIS
[l  szreoic #8E7c—v% (e ) F BRI R—UHSEEIE—T 30
THIK. [FE] R—Uh5IE—F 2T L EHBHLET.

JE—92T7FAMCE. ----- BEGIN CERTIFICATE----- & -—--- END CERTIFICATE-----

A=Y XS
WENHDET,

[...]

Cisco DCNM 725 DFFAEF = —v D 7 AR — b
1. Tsysadmin] 1—#—& LT Cisco DCNM [C SSH TH#E#HL £ 9

DA b I rO—FEFERZD. DCNM EAZEE Ul TREATER Lo, CL Z2ERAT 2L E
NHHEY,
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H ssh -l sysadmin <dcnm-ip-address>
DCNM TOIFAREZEEDFHMIC DLV TIL. Certificate  Management®® (Cisco DCNM Installation
and Upgrade Guide for LAN Fabric Deployment) #Z8BL T &,
2. /var/lib/dcnm/afw/apigateway/ T4 LY NUAZTEL X,
FEBAE (denmweb.crt) 7 7 M IILIECDTF4 L7 MUICHD F

dcnm# cd /var/lib/dcnm/afw/apigateway/ dcnm#
Is -Itr /* View the contents of the folder total 128

-rw ------ 1 root root 1844 Nov 18 13:14 dcnmweb.key.2019-11-20T132939-08:00
-rw-r--r-- 1 root root 1532 Nov 18 13:14 dcnmweb.crt.2019 11-20T132939-08:00
-rwW------- 1 root root 1844 Nov 20 10:15 dcnmweb.key.2019 11-20T132950-08:00
-rw-r--r-- 1 root root 1532 Nov 20 10:15 dcnmweb.crt.2019 11-20T132950-08:00
-rw ------ 1 root root 1844 Dec 22 13:59 dcnmweb.key

-rw-r--r-- 1 root root 1532 Dec 22 13:59 dcnmweb.crt

3. L—bEEAEZF v/ LET,

SERAEDERICHEAULRRIERICEL > T, IL—REERAEAD Tdenmweb.crt]l 7 7/ IILICEEhTWS
BEE. o7 74ILELTRESNTVWSIZENHD X,

IW—REEAENEENTVBINED I ZHERT BICIE :
dcnm# openssl x509 -text -noout -in denmweb.crt

77A4IICIL—MEEAEAEENTVSIZEE}. ThzedE—-LET. ThSoisaEd. SEREICE
BIBHLEICHEIIRLENHDI—MEAZE 7 71 L 2ERALET.

Cisco 77U KXy hU—7 ar bu—Inb0FERAEF = — DTy AFR— |
1. Cisco 725Uk Xy k77— Qv bO—-3ICATA 2V ULET,
2. fEAZEZ TV AMR—FLZET,
a AV FET=Yay AZa—n5. [EH]>[EX=2V T 4] Z2BIRLET,
b. X4y RAVT, [F— V715 T=2BRLET,
c. Nexus Dashboard [C4 Y/R— T 2iEAZEDOLFZI ) vV L.
WFL/ (CA) Zavr™—LET,

LB, default F— UV TZRLUTWETY ., 1L, ARTA F— UV ITHEREINATWVS
BRI, F— VYT DERICERS N CAGERREF = — Vv Z2BRLE Y,

JE—9257FAMCE ----- BEGIN CERTIFICATE----- & ----- END CERTIFICATE-----

ZEHBZVELHDET,
RICHZRLET,

Cisco 2énfidential


https://www.cisco.com/c/en/us/td/docs/dcn/dcnm/1151/installation/lanfabric/cisco-dcnm-lanfabric-install-and-upgrade-guide-1151/certificates.html
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MIIDvTCCAgWgAwIBAgIJAIGWIRS8DXDgLMAOGCSqGSIb3DQEBDQUAMEAXCzAJBg
NV

[...]

Nexus Dashboard ~DIFEHED A > FR— b

1. Y4 M ZBAEFITHTFED Nexus ¥y VaR—RIcOV1 >V LET,

2. fEAAZE%Z Nexus ¥ ¥ aR—RICA YR—M LT,
a. YA MNE2BAE[FET S Nexus ¥y VaR—RICOJ1 Y LET,
b. ZADFET—Y 3y AZa—7T., [BH]>[kF=2VT7 4] ZBRLEY,
C. A YRAL T, CAGEHE ¥ T E2RBIRLET.

d. CAREAZZEM 27 Vv L. SAEDO—EDRFZIEEL T, Y b bO—-5H153E
—URIAEF = — V2O T E T,

3. BEEBDYA MOBMEZKITUE T, [ETERAEORIE] A7V a v aEMICLET,

BWRARAEEA VIR— M IC[ETEABZ2RIE] A TV a v EBMICT D ET A MDOEAEF T
BEERLICR B EITEELTLEELY,

B4 MDOBIMICDOWVWTIE [V boEm] THILTWET,
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CORZaZINICRBBSINTVWBRLHRSLIUHRBICET 2EHRIE. FERUICEESINDIENHDET,
COXRZaZINICEEHESINTVWERIR, BHR. SLUHREIEL, IXTEETHDIEEZTVWETH,

AR TOHNERRNTON., —TORIAEODEFTZEDLBVWELDELET, COYZaF7ILICE&EH I TL
LZEBOFERIE, IRXTA—Y—HlDEEERDET,

MFRBFOY IRV T A4V AERERIEIE. ERISH TS [information Packet] ICEESEH S
THDH, COBBICEDARIZ2T7ILICHAATFNZBDELET, RIS h TR MERICIE. KB
ICCEEL IS,

Cisco MERALTWLS TCP ANy ¥ —[EHEHEEIX. UNIX ARL—F 4 V4 Y XFAD UCB (University
of California, Berkeley) M/INT7 U w4y RAALY N—UayvEULT, UCBABEERLAETOVZAZFERAL
=6 DT9, Allrights reserved. Copyright © 1981, Regents of the University of California.

CCICRREEINTVLBMMOVNIRBBRIEICHEIS T, FHOINTONZaT7ILELVY 7 V73,
FEEHEHT MAROFFX] ELTRHShFET., YRAABLVLEREER. Ematt. FEENES.
BLUFREORIE. HUSIFEDEIE., EA. TLEBEBITHORETZRIEZEHL. CNSICRET
e ARELBIBEROINTORIAEZHRELET .

WHRBBIGEICEVWTH, YAOABLIVZOHEEIX. COXZ27ILOFERELEFFERTERV EIC
Lo THRETZHBEDERPT—YDEEZIIUHET S, BEN. REM. BREN. H5 0 IE%RE
EICDOWNWT, HOWBAEEUEN VAT CEFZOHREBEICHMS I TVTH, ZnoICWHI3EEZ—)
BhbR\WHDELET,

CORZa7INTHEALTWS IP PRLABLUVERFEESIE. RBEOF7RLABLUVERFEEEZRITHD
TREHDEFEA, YZa27/L0F0f, ATV RHA, Xy hT7—2 FROVE., $LUZDOMORIL.
HBAOAHAZEEHNE LTERSNhTWETY, HEEORICEKFED IP PRLABLUVERESHMERIh T
ELTH, ZRREERGHDTIERL. BARAO—RCLZHLDTT,

Cisco & UCisco MOTIE. Cisco X/FZDRHAERMDKEE LV ZDMOEICH T 2EEXIEE
JEIETY.,

BEXIBFEETT., YVAIDOEED—EIL. http://www.cisco.com/ go/trademarks TSRV

EET. BHSNTOEY— K/ =7 4 OBER. ZhENOFEEICBELES. T/N—hF—) &

WSEEMNMFERASINTVTE, Y ROEMUOBICN—FF—BRIFEETZILEZEKITZELDTIEH

hxxt¥A. (1110R) ,
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