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o [P kE&ED—EX (Sites and Services) ] S1ILICE. BRcEl Y1
THARRIN, RT—HXCEICH—ER E 7Y ISH—EX RRRINET,

+ * G I, TR YT (Up) MI DY (Down) hVERLET,

+ *RTFT—HX*E, TER T -EXDH, BEWLESE BEELTLBIY-—EIDH, FZ(F
TBRYREE DREELCLBIY-—EXDHERLI T,

o [TV K'Y (Inventory) ] S1ILICE. BEBEIRLTLWSEISIXID J—R Ry,
B, &LUZDMOMEHEROFANRTINT T,

T [T LBE (System Overview) | SN IIILEREI U wHTDE, Widd  GUI
BEENREE., BMOsFHERRLED, ZXEELZBLEZDTEZT,
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ERIDFET =23 URTIID [T (Sites) ]
R=ITE. B—DBANST A ~EAVR—RLU, DS XIICEBRALERODY—EINSZDY 1~
EfEHTEE I,

FTICAVR—FT 4 TINTUBRITRTOY T EMNCOR—I(CRTRINFE T,

o [EEM¥XO7 (Health Score)
| —Yrk~OdvbO-3CE>THRESIN . U7 ~OBAEDEBEHRT—5 X,

« [&8] (Name) | —FVR—F 1 VIBICIEELREY 1~

» [ X7 —5 X (Connectivity Status) | — U ~OEHRAEIIINTULS (
Up) H\ FEIZETMNTULLLY (Down) ANERLE T,

e [DJ7—LDIT7/\—I3 Y (Firmware Version) | - Yo ~CRAEZRTIN TV IV AO-—5
VIR T7OIN—=T3,

o [([EAY—E X (Services Used) 1-1IBENT 1 RERAEMFHAL TV —EIDY X~

AVR—FT VT Y1 ROFMICDOVTIE, [T FEEIZZRL TS0,

H—ER R—

EREIOFES—23ayR1ID [F—E X (Services) ] R—IH5, Nexus Dashboard
DH—EXICT7IOLILUTCEEBTEEY,

ITICA YR =T, BRMIE>TULBIT—EX(E, [1 VX —IUEHT—E X (Installed
Services) | HTJ(CERRINZET, [App Store] S T(cldF., XM Data Center 7 FUT—3 Y
I —R=INSENMY—EXZEE. GRCERTETEI,

H—EXOEBOFMCDOVTIE., [T—EXEE]ESRBLTLLIESL,

JRTLIVY—=ZAR=T

ERlnFreES -3y R1YUD [T L )Y —X (System Resources) ]
NFIVIICE. DS RXIZBRT D) —ROOS XS TERAIND Kubernetes API
ATITORBEEDDSRE VY —IRKRRINFT,

NFIVIEE ROV THFIIVRESINE T,

« [J—RK (Nodes) | — IS XIRNDITRTN VRI—"  J—R O—H— J—R X5VAA
J—RICETBERE. TNOSORY RT—IFES KLU CPUXEUBAREXRTLET,

« (KR (Pods) | —OYE1—F 1 VIDEAREMNTHZKY RICETIEHREERLET,

Ry RE, —#CRTIa—LEh, BREAENEIVTITOIIL—TTT, Y—EXDEBESED
EENRELIFE. HLUVWRETHLLRY RMERS N, BEORY ROBEEZEEIT 30 DIC
HORY RAEEINE T,

« [ZEIZERE (Namespaces) | —fthd API A TIIHLDTIL—TERKT DHICFERIND
Kubernetes ZHIZEMEICEAT SBEHREREL T T,

RHIZEAZMAT S . REIZEANDIRTODATI IO A E—EICBELZD HENDI—Y—F
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ZEO—IADT7 O &HRLIZDTEEI,

« [H—E X (Services)

| —OSXHTERITINTLBYT—EX (FREBNCEALIT SRy REDYTTOEY L) (CEATS
BHRERTLI T,

BY—EXFEHORY REIVFFITERIN, ISIINDIT—UVTFE) /N RICIER
B, FREEESNSHREUERG DT I N, T—EXDRHIL. BICHEIHRECRBRLL. BE
DY—ERCT7IOCITSBNLTTEERHELT T,

e B, XR7—FJILEY L, LT —FVTLYRIE. Ry ROTY ~ERBEITDIHECIERESA

IBIAEET—EIBEREBICEHRLE I,
- [[EBE (Deployments) ]

ATI 1O OHRTERE—HEN, EF‘?EWL%/‘J"‘J ROIE—DE ) — FG)’S'*(?’&F‘;E@“%%U‘F’JE
REITDIEEEIFIDORVRDEYREESH LTI,

o [DaemonSets] — Kubernetes

DS XAIRDIRTDRASTEITINZIRY REERLET T, /—RRISXI(CEIMEINSTE
UICEEBRICERTNE T,

o [StatefulSets] — i SENDA L —

RN 1—LEFHOFATRLRXSTRITIBRENSSIRY REERLT T, CNSDRY RM
SOV UBE. RUXGEERNFEERL CRUSBFRICBERINS ). BINNN—-TJa vV ER
CXEL—IR)1—LEEATEET,

BRIER—D

EROFES—23avR1UD [2/F (Operations) ] A73UI(C(F. Nexus Dashboard
TEITEZIT7OIYIVRRRINE T,

AFIVIEE ROV TAHFIIRETINET,

s [J7—LD1I7ERE (Firmware Management)

1 —O3R5 (T7—LD1I7) OFvIFIL—RIRE@IDVEIL—RERTIBRICFEALITT,

s [7OZAIYR—k (Tech Support) 1 — 7O ZHILYR— DIEFBEENRETTEET,
« [BEE0OY (AuditLogs) | —EBE&EOJEI—Y—MNREUH—9F3REELEECTI,
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Y—EXREEETEITI,

e [ XFEHZHE (Cluster Configuration) ] -
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E (DNS H&LUV NTP H—/N\—. KGRI P
FPRLUZX, Jb—hEE) BRETE. VSIAIDBREOEEBENAGNIEIRRLE T,

o [UVY—XEHAX (Resource Utilization) ] Nexus Dashboard

DS XID'IY— Z@ﬁﬁ$(d§§§'§'J7JIJ’5"1’LA0)'|‘E$|S’(73\§ETE'?|’L?I"§'O
* [Intersight] - Cisco Intersight /31 X ORI IFREC T O X TEZET,
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BiEgh&Ergelc LTI,
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AFIUT, V1 —=BEBTETFI,

» [Z83F (Authentication) |— [ E— 333
JTEHBATINTUVDRESD, UE—FRBIAERX T VERETETET,
s [T+ a1YUFr (Security) | —F—PiHBAELEDLFTF IV T DREERTOSICRETETT I,

e [1—Y— (Users) | —[1—T—]THBAINTLDREHD, O—AILD Nexus Dashboard

A—Y—&E{ERS TOEFHLZD,. Nexus Dashboard
[CEBMUIZYE— R —N—(CREINTLVBR IS —ERERB LD TETIEI,
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DCNM T 7 TV wOERERDH 1 LEULTRAUODSRIICAVR—RTEEFT, J7TUVIORAVR—
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Yo hZEEBMTBICE. 2OV RO-SOFEBRILEHEFBADIPTRLIEOT 1 VIEBNHETY
o T MDA VR—FT v VHIERTBIPTRLIADS 1P, Y+ ~&EFHAT SNexus

Dashboard¥ —EX(CLDTEHED, RO aVTHULEBLET, Cisco Nexus
DashboardD S5 X5 (EBMENEY 1 ~E. T TAIETEY—EITERICE D TLKL Tz, T —
EXDHBEDOGUIN S BEATHIICEMICTDIMNERGD T,
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EEEEEISCEETETT,
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BgERTIIRBENHDET I,
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o
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HHMCDOVTIE, (D700 voEGIESRLTLIES0,
* Cisco APIC Y ~&EEMU. Cisco NIR

PIVT—23VvERRAIBIEEIE. RO ESEFRELTIIES L,

o Cisco Nexus Dashboard h\55—45 Xw kDJ—2%7T U Cisco APIC T V/\V R IP AD 1P
BHREREIINERHDTT,

o Cisco Nexus Dashboard M\5U—7 J—RIPKXOCX/IR1Y J—KROT1V/INVE IP AD 1P
BERERTEIDINERHDFET,
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XZa—h5, [BEEIYY—JL (Admin Console) | Z#RLFI T, . T LZEMULET,

+ image::503334.jpgll .. XY FTES =23y XZTa—hH5 [Urk (Sites) | ZFERLE T,
AXTAIRAVDBELIEH S [T =DEM (Add Site) |20 v I LE T,

+ [ ~MEM (Add Site) | BEARTE I, - BMIBd3Y1 DS TERIRLE T,
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o T MBEHREANLZET, ACI T ~EEMYDIEEIE. ROBEWREANDLEI,
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EDBEICFERINE T,
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+ DY ~%&Nexus Dashboard Orchestrator —E X TOHIMERAT DIHEA.
APICOA VNNV RFRIETORFITNUYRIPPRLUZEIBECEE I, Nexus Dashboard
Insights CEC DY 1 bEMBATBFEEIE. TVNVRIPPRLUIEEEITDIMERSEDFE T,

+ T PRLUIAZEEET 3155, URL X=ZFHD—E& L CFORTIL (http:// EYE
https://) EEBHIEVNTLIES V), BMI B E, Y1 EDEMICKBL I,

o [1—Y—% (User Name) ] & [/$XD—FK (Password) | —EMI DY ~T BEE
MEREFDI-—Y—00O5 71 VigiHk,
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EPGEIEET IHERHDF T,
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SAERTHERHINT T,
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WEREE DY —nO5 1 ViR,

s ((EFER) (OFTv KXY (Login Domain)
| —COTr—ILREZERICTDE, Yo boO—AILO5 1 RMERINE T, (ER)
[TFO+>0AEZE (*Enable Proxy)

1 —OSORY ~CTFOFVEETTPZ O CITERHEEE. COREEFMLIET,

s FOF (3. Nexus Dashboard
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T, 7OFTVEI—FDHFREDFHMCOUVTIE, [V RIEFEIEESBL TS L,

a. DCNM U v R &EBINY B1BE(F. ROBWEANDLFT I,

o [RXK2/IP TFRLX (Host Name/IP Address) ]—Cisco NDFC ZF/zl& DCNM
EDBEICFEHINZT,

CHNUEIDCNMD 1 VNV RIPPRUXTHIMENSEDE T,

ST PRLUREEFET 358, URL XFFO—8E LTFORIIL (http:// EYrAES
https://) ZEEHENTLIZET L, BIMT3E. Y1 ~DEBMICKRLET,

o [1—Y"—% (User Name) ] b [/SXDT—R (Password) | —EBMI Y1 ~T BEEE
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o (EE) [MIERIIE (Geographical Location) ]
YWITEOUYOLT, U1 bOEBREBELE T, o IEE
MEICEBMT BT 1 AARGNE, EBOFIBERDRLE T,

39



1 LORE

WMRERET BICEFE. ROFIEEERTLE I,

o Nexus Dashboard @ [E¥1>Y—JU (Admin Console) ] ([CBE#ILE T, . X7V FTESG—T3ay
XZa—hH5, [BEEIVY—JL (Admin Console) ] E#ZEIRLIFI, o A1V FES—I3v
XZa—h5 [U1hk (Sites) ] ZFBRLEIT, . WEIBIY1LD [7D23Y (Actions) ] (...
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+ [T ~DiR&E (Edit Site) ] BEEABEETE I, o [P DiRE (Edit Site) ]
D YROTRELREEMRE Y,
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FIVvORVOREAVICLUT, RMEBEUIBEHREANDLET,
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TEA3INSBCisco Cloud APICH 1 ~TlE. Y1 FOBEBRNDE(CHEDIBERSH DI,

+ Orchestrator —E X (C L > TEEBINSDCNMT 7 T U v oD
[PPRURBHREZBELUEBRICE. COA TV aVaEFERATETIT,

+7E : Nexus Dashboard Insights Y —EXTE, Y1 FOBEREVR—EITNTOIEA.

o [{R7Z (Save) | &0 UwHO LT, BERAZRELF T,
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B BHEIIC
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CTYRE=ILENTVBR T TFIT =23 VT EIMERASNTOETVC EEERBLE T,

+ Y1 REHIBRIDE. ZOUTREFAL TV IRTOT7 U Tr—avidiangxd, * Cisco
ACI J7TJUvORYs k&L T Nexus Dashboard (SEMEINTUVBIBE. LW DHDRY I—M
Cisco APIC TEB SN TUVDHBEMENRSEDE T, AVR—REINTUVDI Y1 LEHIRYT 5 C &7k < Nexus
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1DFREIEHMDOT 1 ~EHIBRT B(CE. ROFIEEETLE T,

o Nexus Dashboard @ [E¥1>Y—JU (Admin Console) ] ([CBE#ILE T, . X7V FEHG—T3ay
XZa—hH5, [BEEIVY—JL (Admin Console) ] E#ZERLIFI, o A1V FESF—I3v
XZa1—hm5 [Tk (Sites) ] ZFERLIET, o HERISYED [7752 3 (Actions) ] (...
) XZa—h5, [ ~DHIER (Remove Site) ] ZRIRLE T, - [HIFRDOHESE (Confirm Delete) ]
D VRO, Y b0O51 BEHREANLE T, o [OKIZEOVU YO LT ~EHIBRLE T,
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H—EXEHE
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R—ID5, TRTOY—ERXNS1 IV IINRFEBETEET, COA—ITE. Cisco DC App
CenterZ % L. Nexus Dashboard CERARAIREEL IR TN —EXEIBEISICEETEF T,

42



App Store ZFR LY —EXD1T VI ~—)U

[App Store]EHE CTld. Cisco DC App Centerh\5H —EXZBEERBATEE I,

e BHIIC
s U—EXEA VX —ILT BICSTEEEERNMUETT,

 Cisco DC App Center (&, BEEEXRY,IJ—IJZNL T, FETOFIEEEMEAL T Nexus
Dashboard NS RZEAGBETHIMNENRHDE T,

FOFIDHBEICDOUVTIE, (DS RIEBEIEZRBLTLETL,

* App Store
EEALTTYZ R —LTEBN0E. BHF/\—I3VOY—ERDHTHEC ECERLTI LT

o

App Store TAFABELRFHI/N—IIVLDHION—I3aVDY—EXZ1VI~—)LTBICE.
[T—EXDFE#T VA —IUITHBASINTULBFIEICKE > TFHr VA ~—ILLE T,
s [PTUT—23Y 125 H—EX

IOFHBAICKEST, - —X(CBELEEEMZO77r)b&EHEALT  App Infra  Services
ERELTHBERE DI,

s U—EXZEA VX L—ILIBHEIC. DSXOINERTHDCEEBBL TS0,
App Storen'oH—EXZEA VI ~—ILTBI(CIE. ROFIEEETLE I,

o Nexus Dashboard ¢ [EEJI>VY—JU (Admin Console) ] (CB#ILZFJI, . App Store
NotY—EXZLVYI—=ILLE T,

+ image::503627.jpgltitle=App Store MSDY—EXDTVIXL~—IU] .. X1V FEFT—I3V
XZai—hH5 [U—EX (Services) ] ZEERLET, .  XAYRAVT. [App  Store]

STEBRIRLE T, . 1YL=V BV —EXDICILT, [V X+—JL (Install) ]
ZDO)wOLET,
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Mo —EXZEESDYO—RU, 71YXIR=ILLET, TOCXRTETIBE, T—EIM
[—EX (Services) | R—JTHERARAIBEICED T T,

+P—EXCL DT RR20DDNBBERHDET I, » T-EXEBMMELT T,

+ TI#IWETE. T—EIRA Y I h—ILSNeEE EY TREODIT XTI, [T—EXDEME
ICEHEASNTULBSFIRICRE > T, BIMELE T,

+ T —EX(CL2 T, BRR20DMDBBERHDETT,
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[7FPUT—23 VDIRRK... (Search for apps...) ]
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XZa—hH5 [b—E X (Services) ] EFEIRLE T, o ZUTDTH—EIDITILT., [
B3t (Enable) 120U vwOULFET,

+ [<H—E x> MOEIE (Enable <service-name>) | DV RONREELI, o [
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DashboardD S XS NDERELE. BEDRBEYFTUATIE. 7Y —IXVLEITSORY 1 AOTOF
DENURT I INREBEIEENEDFE T,

+F: COVY—XTEF. B—0FOF I —N—DEBMNRYR—EINTVET,
+ FOFIY—N—%ZE8MI B(clE. RDFIEERITLE I,

a FOFIB/ED 1 YROT [+ —/A—0BM (+Add Server) | £V v o LET,
b. [97 (Type) 1 ROwFFIUNS, FOFITERS T vIDI1 FTEBRLET,

c. MEICIHU T, [F—/1— (Server) ]
Ja—ILRIC, R—+t+EE0O0F V5 —N—DORELTZRLULIEAADLZET,

Je& Z (X, http://proxy.company.com:80 TI,

d —N—(cO5F 1 VIEBRNREBELIZEE. 11— —R2** I XT—R*ZANDLET, o (EE)
[ERIT BRI ~0EM (*Add Ignore Host) ]
EOUvHOLT, 7OFVERERIDIAINERELE I,

DS XIRTOFIENT/IIXLTEEZBET S1IDULDRISEEBIMTEET,

o IDMEDEERY D —0FRET—IRY ED—D)Lb—r&EMI B(CE. Ub—F (Routes) ]
SO [fw&E (Edit) 1 7r3IV&EOIUYIOLET,

+

CCTlF BEBAYI—TJIARIEIRET—IAVI—TIARADAI T v II—EERTETITI,
cEXIE, 10.195.216.0/21

ET—9RVED—=DOI—hEULTEMIBE, EDYTRYEEBTCOIRTORS T v INRT—5
XYRD—=D AV —=T 14 ANSEEINET,

+ * BEIVRD—OII—-LEEBMTBICE. [BEXY~D—)L—0EN (Add Management
Network Routes) ] Z=ZOUwHOlL., AT TRV REEBELE T, * F—=5 RwkTJ—D
JILI—hEEBMITSICE. [7—F XvbkD—5 JLb—F®EM (Add Data Network Routes) ]
ZOUvOL, BERY TRV EERBELET,

o 1 DUEOAERY—EXTF—ILEEMT DI(C(E. AT —EXT—JU (External Service Pools) ]
S1ILD MRE (Edit) | 72V &EDVUVHOLET,

+ chlcED, BlDNexusH w2 ah—RJ—RICBERBEINLIBEETE. AU
IPPRLAZREFEIBIVENRS S 7 FIT—2 3 VICKGMLIPY RL XA ERETEXT,

+ Nexus Dashboard

Insights' S E DY —EXTE,. T7TUVIRDIAVFHS T FUT—IavF—FEIRI—ZY
5¥BeMC. —EDY—EZ (SNMP~Sw =, syslog. SAN
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http://proxy.company.com:80

Insights’d &) BIRETY, CDEHIC. XTYFICIPPRUIBBEINT T, B, 7FUT—23
YOBEERICIPPRLAREEINSE, P7PUT—23 VU —EXQFX1vFOHFLWIPTPRL X%
BERELIT T,

+ TJ7TIVIO A YFADCDIPBERENEEELOE T DIHIC. PTFIUT—3aviEd—ER
[PPRURZFFIDLDICERTEZTT, COBE. COBMIDEOHICTZTIUT—3VICEIDHETS
CENTEBIPTPRLINDEY FEEHEITINERHDET,

+ H—EXCKGERNEIPT KL ABRRBEIZE. UTCHBEISLSIC+HIE
[P7RLULIBERINDEI T, NexusH WY aR—RTEDT7 TUT =3 VvEBMCTDIEITEF
HFho

+ I COEE(E. DCNM J7JVvOEFEHTS Nexus
HYvYaR—RaA YA RTOHFIR—ENET, Ffe. Nexus SFwTaR—RKM VMware ESX
[CBATNTULSIHEAE. https://kKb.vmware.com/s/article/1004099

THAINTLBESD, BEHFLUT—H Xy kD=5 T —=11X
R—bTI—TOMB TEERE—REEMCTIDERH DL,

+ [AEY —E X F—JU (External Service Pools) | BEIARTIEINZS, [+IP Z7RL XMiENM (+Add
IP Address) ] RAVOLWFNHED U wDOLT, BERXRYNID—DFET—IXRVED—00 1P
TRLR%E 1 DU EEBMTCEEXT, ERXDIPPRLUR%E
1DFDEMIBDIMNERH D EISEFRELTLIZE 0,
IP7 R ZO&EEDEMEHR—FETNTLEEA.

+ BIEY—EX(CEMT BIPTVRLUIIEEYTRY FO—ETHIBERHD. T—IF—EXD
IPPRLXR(ET—IYTRY ED—ECTHIBERHDE T,

+ BHIICERURZIPZHIRI S CEETEETIN, 7PV T—2 a3y —EITREBAINTLS
IP[FHIBRCTE T B Ao

o NTP ZERE T B(C(d. [NTP] F1I)LD [RE (Edit) 1 77 IVZEDV YO LI,
+ 3 J#)UT(E. Nexus DashboardD S X5 DERRFICEREURLNTPY —/\RC CICRRINE T,

+ [+NTP H—/\—0ENM (+Add NTP Server) | =OD)wvwSO LT, EBNn NTP
HY—N—ZIEETETIEI,

+ BEZD NTP H—N—%HIRITDICIE. FDEICHD [HIBR (Delete) ]
PA4AVEDIVvIULET, DK EEIDDONTPH —/N\NEDSIIICEETINERHDCEICEFEL
TLIZE L,

o DNS ZEXE I B(c(d. [DNS] Z1ILD [fRE (Edit) 1 7rIV&EDO WO LET,

+ FJ#)UT(E. Nexus Dashboard2 S X S DERKICERE L
DNSH—/NERRR X1 UM CICRRINE T,

+ [+ZONrS5—nEM (+Add a Provider) ] F/zld [+HBERRXrVNENM (+Add a Search
Domain) | Z0UvwHO LT, BMODNS H—/\—EBRERAAMVEZFNENIEETEE I,

+ Bi7ZD DNS U —/\—ZHIBRI B (3. ZDHEICH S [HIFR (Delete) 1 7rIV&ED U vIOLET,

o TRYKNOSEXNI—=UFFS 1 DBIED syslog Y—/N\—F&IBET B(C(E. [Syslog] F-1ILD
[fR&E (Edit) | 7r3J&EDOUwvwHOLE T,
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+  Syslog SO0 zS, [+YUE—REEDEM (+Add Remote  Destinations) ]
EOVvOLTHRLLWES—N—&EBIMULE I, RIC. —/1—D P
PRUX, 7O, BLUOR—CBBEIEEL. CORRTID syslog
H—N—"DIALJ)—ZVTEBMCITBINERIRLE T,

+ BELR syslog Y—N—ICTORAR=—bSINEARY G [T R3]
TEHEATNTULDLSIC. Nexus v a1h—R GUI (CBEBERRIDCEETEET,
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YILFD S X5 B

Nexus Dashboardd MU —XTld. EHDNexus

DashboardV S XABDEHERIIL T, B—EETISAIE—TBETETEI, Tle. BHRINTL
DIEBNDOS IS TERITHOY A LU —EXICTPOCRTBIEETELT,

2BEEDOSRAIEEMIBDE., IS XIDTIW—TFTHRERINE T, TIL—FOIEBRTNDI S5 (F
TSI

DSRBERED, JIL—TARADMDO S P (CFBERATNLEVEZL DEBEVRFGZEFHEET T,

s IRTOEMISXIEEHRIBICF. 57V ISXIZEMBATIBHEREDFT T,

s JIV—ThSOSXIZHIBRT BICF. TS57V) ISIIEFATIBDERED I,

VILFOSRAIEGEBILTE. JIL—THICHBIITRTOI S IDERMERINIZE—FT—IAX
—RIEEESNE B Ao IRTDISIIIHEDRET —IN—X&RET S ERAKIC. TIL—TAD
DIRTHOSXIDTOFIELTHETEE T, P7OY3aVPUIIINREDT S IINSEE
Ineh FREFBEDI ST CREEININIBERH DT A,

R~ =)I=Faiiil} DE A=
VIFOSRIBEHERET BHEE. ROH 1 RSV REASNET,

e CMDYU—XTIE, MBEZZ(FRAE (
ESX) JA—LI7O5DHEFERLUTCEBESINEIOSIIBDVYILFISIIEREATR—K~EN
F9, DFH. VIENIL Nexus Dashboard DS X &EREE (

ESX) S XB(CEMIT B EETEIIN RE (KVM) FREISOVRISIIEFCIIL-F
[CEHBCEETETEA,

s B3, VILFOSRAIEREN LU TERINDIIRTODISIINDIARTOH ) — RETHEILYT S
BRHDTT,

* CDUYU—XTF BRKADDOSRAIEEHCETE I,
¢« COVYU—XTF. BERINTUBIIRTDISIITRA 12 DY AT R—EENFTT,

VILFOSRAIEGEHL I BHICHERISTS1VYY

DS B BIL—TAROMD O S I EREUFRIEFEFNLEOU U —ID Nexus Dashboard
EETLTUVBIMERHDET,

+ DFEHN, UJ—-R211EEFTLTUVDRTISAVIISIINS, UJ—2X21.2%EfTL TL\BNexus
DashboardD S XS (CEHRIT D EFTEITE A

+
HECEHRINTULBIEHDISXIET v IIL—RIBHEIEFE. RUOICEISXIETVIIL—R
ITBIMERBHDET,

¢ VILFOSXIERFE One View (F. VE—FI—Y—(CWLTOHYIR—ETNET,

BEOOSRBCERL. WFNHDDISIAICO—HILEEBEE1I—Y—LcOJrY LkRESE
OS5 0%00—"IL DS RIDIERTISLUBIETETEI,

TIW—TRDIRTDI S A EXRTHIUEETB(CF. TRTDISXITERINTULEIUE
—r1-Y—-lLTO51 VI aREREDIT,

s £#U5XASM Nexus Dashboard Insights Y —EX(E. TJIL—TRADEENT S B (CHBMD
Insights U —EXDY 1 = JIL—TFERRTEET,

67



U, Y1 hII—EERT 31848, Finsightstf—EXTE, Y—EZXDOHFNRT VI ~—=ILEn
TUVWBRILISRIICAYVR—RENTULBR YT LEBIITEET,

¢ Nexus Dashboard Orchestrator
H—EX(E, T—EIRAIIYIR=ILENTUVBRUCOS B CAVYR—F v FEInNTLBIHT~
DHETR—KLFET,

@*&0)9 - Z g GDJ:R 1L

1RsHBHEIIC
s [(FEFECFIRSEEITI Y I VICEEHINTLV3ERE L<KEFEL TULIRERHD LI,
s BT DIIARTHDISAITYUE—FRIAEI T —ZXELTHLMERSDE T,

VILFOSRAEHREDVELI—FVE— I —(CHLTOHFYR—EITNTUVBRZH. IART
DOSXBICHUTRALCYE-FI-—Y—(C BEE MEEREIIVENH DI T, FMICDONT
(F. [VE-RREAIEZRLTIES L,

BIND SR (CEmRT BICIE. ROFIEEXRTLE I,

o 7SIV ELTIEEYT 3D S5 X5 DNexus Dashboard GUIlcOTr > LEY, °
2BEBENDDO SR =EMLET,
+ image::503612.jpgltitle=2 FEEHDIOSXSIMEM] . X1V FTEHF—I3y XITai—hHo,

[TV TSNS OFv] > [DSXIFHE (Infrastructure Cluster Configuration) ] Z#EIRUE T,
XA IURA VT, [VILFOSXIEH (Multi-Cluster  Connectivity) ] S T&ERIRLET,
[O05 XS DE: (Connect Cluster) |20V wIOULET, o IS XIBHREANLIET,

+ image::503613.jpgltitle=2 S5 X FIEHDIZH]
BT +— LRI, BT B3OS XINDKIALRFRIFIPZRL X ERIFBEREANDLF T,

+ WRISIIRICHDOVTFNHNIDD ) — ROEE
IPPRLUZDPHEIBETINENRSHDF T, M) ) —RIERIE. BHOEIIZICESMNICEBEINE I,
RIC. [fRF (Save) 1 &EDUwHOULFET,

+
BEIBI-Y—IC(E, BMIT BSOS IXINERBERNUETY, 1—Y—nOT 1 VIFHIE. EMD

DS RINDERERYICHELT SESICIEFERTINTI T, RUIDEHRHNELINLEE. ZOROTA
TOBRER>RELF—ENLTHTONT T, ZELF—(F. BOSXHETI—TF(CEMI B ESF(CTO
EJaZyIiEThIEd,

+ BMIT305X51F. BEODOSIAITIL—TFICBLTULTIFEDEZE A,
o JIL—FITEBNNY B Nexus DashboardD S X AWM EHNIE. COFIEEEDIRLF T,

+ BEOOSZIET I —FITEBMUEBA. [DSXIEE > VILFISX I (Configuration >
Multi-Cluster Connectivity) ] R—3J TCXF—S X&EHRTETE I,

RCVILFOSXS
TIL—TD—EWTHBRO. DTS IINSERBNDI SAIERTSIUBETEIIN. 51V
DS X ERHRLUTUVBBEIFZDTIL—TRNDI S IXIDEMEHIBRDBEXRTTEE T,

[VILF DS XSEH (Multi-Cluster Connectivity) ]
R=IC, YVIWFIOSXBTI—TFICBITDIRTHDISIIMKREINE T, [7PT 3> (Actions) ]
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meVIE, TS5V DS AIDERRPICOHRREINE T, ISXITI—TEEEITBI(C(T.
[0S Z9EDBEN TOHBAICRE DT TSI VIICBETDIMERSH DI T, cNIlcLD, [PHT3av (
Actions) | RS VAMERRIREICED E T,
= 'Icllls'c‘lt;' Nexus Dashboard Feedback Help~ admin ~
Admin Console 1 Wpr: ND-Europe > --- Central Dashboard (@ (wi) (22 (2
:tw System Configuration ©

O Services
General Mutli-Cluster Connectivity
—

() System Resources

Operations
perations Filter by attributes

S Infrastructure

Connectivity Status Name Display Name URLs
System Configuration
nd-americas-1.com
© Connected ND-Americas mo ND-Americas S
@ Connected ND-Europe [to ]o ND-Europe nd-europe.com
15 v Rows Page 1 of1 & { 1-20f2 > »

Figure11. 75+4V¥YU DS XBEFTSAVYY USRS

o [75 X5 : <name> (Cluster: <name>) | TU7(C(d. BEXRTLTULBISIIRKREINE T,

+

DSRBTIW—FICBIBOSXICPHTOT1YITBE, CCRRINE T, IS XINRHIZED
VwOgdE, ABULIIL—TFICBIBVE-—RISXIICBEMLTEETEET, o [
TS5V (Primary) 1 SRIUIE. FGIL—TFDFS51VI DS XI9%&ERLET,

+
DS MEMPHREE, ISXITI—FICRBEMRBI(ICIE. CDISIXIERTRTIUERHD
F9. o [O—7JU (Local) I SNLIE, OF1YLTVBISXIERLET,

+ chld. 753950
URLD « —JLRIETP RLAMKRREINBZ IS XITY, LEDEIICHINDOSXIICHELTE. T332
HPOURL &' O—1J° SRIVEEEINIEA.

s w 2 3 R — R

BEDVIVFOSIIEES v 1R—R Ul R—IC7HEXF3B(CIF. Nexus Dashboard Ul
R=IDNDBELICHD [R5 w = 27”R—K (Central Dashboard) ]
EODVwIOLET, COR—=IICIE FERULEDS XTI —T2EICDEBDZIRTOOS Y, Y1k
 PEUOT—EREESUIITLEROMEE T =S IBRKRRINBZH. DS IIANDEFIBERE )
SIEBASHELBEEE TP BDIFDCEMTEIFT,
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Central Dashboard m X

System Overview

Overview

Connectivity Clusters Health

4\ =

or (1)

Clusters

e SECluster

Connectivity Cluster Health

4 Up () Critical
@ Sites by Connectivity © Services by Status
@ @

CPU Usage
w 21%

Total Service Node Storage Memory Usage

Y A~ 51%
613 GB used out of 6.2 TB

e scale2-se

Connectivity Cluster Health

1 Up © Major
@ Sites by Connectivity © Services by Status
O, ®

CPU Usage

7 19%

Total Service Node Storage Memory Usage

w 37%

[
896 GB used out of 19 TB

Figure 12. 0585w & 17K — K

(O]

Sites by Connectivity Services by Status

e scale-mso-se2

Connectivity

Cluster Health
1 Up Minor

@ Sites by Connectivity © Services by Status
@ @

CPU Usage
w 27%

Total Service Node Storage Memory Usage

~ 62%

[_J
373 GB used outof 3.7 TB

e scale6ND

Connectivity Cluster Health

4+ Up Minor
@ Sites by Connectivity @ Services by Status
@ @

CPU Usage

v 18%

Total Service Node Storage Memory Usage

= 54%

[ ]
296 GB used out of 3.7 TB

E COBEHICRTIINSISIAIERF. RISIAID TS1V"
DS RINDEHGDHERLET T TIL—THADIRTDI SXIBDTILA Y 2 A EHII/RHA T,

D35 I EDHE

2DUEDDSRIEFEHTEHRI B, BRIcOTIVYUTUVBISIINSIERBNDISXIEZDY
TR -—EXRZEE-—EHICERRTLUC—TEETETII,

RERTINTUVBISIXIERET B(C(F. LWFNHDNexus

DashboardR—3I TCHSXIBZEDIvHOLET,
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@ el Nexus Dashboard boedhack! WBn  redminy

= Admin Console C  spog-cluster > Central Dashboard (@ £ 9
[ Overview :
, Cluster Configuration ®

@ Sites
= Services General Multi Cluster Connectivity
i System Resources

Operations Filter by attributes ( Connect Cluster )
S glieetckay Connectivity Status Name URL
iz Griie LE e 1722349118, 17223 49116

4 Up se-cluster

172.23.49.117

Resource Utilization {5

172.31.200.113, 172.31.200.114,

Intersight 2 Up o100-cluster 172.31.200.112

App Infra Services

Figure 13. O > X SN #EN

BEDDSIIERBBLIZE. BIRUZOSIAIDBHRERTIDICIFREDR—INDELICHSD
[EE%7 (Refresh) ]

REVEDI VIO TINEREDBENRHGDET, CChbBlE. EDOSIAICEEOTT Y LEBRE
BUCLSIC. EFEOTDIYIVERTTEFET,

0S5 DY
BEDS L —Th 555 25 ET BE. ROFIEEETLET,

o IS51VY DS XS MNexus Dashboard GUIIcOS 1>V ULFET,

+ GI—FICHT BT SIXIDEMEHIREE. TSAVIISIINSETIIRERHD T T,

o XY FTELH =3y XZa1—hH5, [1VITSAESOFv > DS XIHTE (Infrastructure >
Cluster Configuration) | ZEIRLE T, o XA IYRAIVUT, [VILFOSXIE (Multi-Cluster
Connectivity) ] SITZEEIRLET, o HIBRT B3O SX5D [0 3> (Actions) ] ([
) XZa—h5, [D5X5NERER (Disconnect Cluster) | Z&IRUET, o BRIV RIT,

[OK]|ZDUwOLET,

71



PFIIT =231V ISY—EX

(7FUT—23Y 1TVI5 H—EX (App Infra Services) ] EE(C(E. Nexus
FvYaR—RTEITINTVB T YIS IS TFr—EXICETIBHENRTINET, . 7

FUT—=23veTrTVvIOYA IDMHEDELE, BRYFT VA CRBELIOY—EXD*EMATO
D7 1IVEBIRT BeHC. Y—EXREBEMNISCEETETET,

TYISHY—EXORATIOI 7AILET7 TV -3 VORBATOT 71 ILEFREBINDTEFREL TL
EE0 [T—EXDBEMEITHRASINTULBS L DI, 77')’7’—93)0)§F37D7 TJLIE.  Nexus

Dashboard GUI
TP —yavagdcBmbzxzl@E7v 5L — I\@“%I@E(gﬁﬁbi@“o U= 3VERD
EATEEER IO 77 IILOFFHICDOVTIE. PFPUT—23a vV _a7IlEsB L TLIZE L),

Nexus
Dashboard D S XA EHHTEBZRZIET7VIIL—RITBE, 1YV ISH—EIXERE—RWELT D
ZIVEOEBRTOID 71V CTEESINE I, Nexus Dashboard

Insights —EXERBEALUTUOLWEEIE. TYISY—EXETFITAILFREDNDTIICLTHCCEM
TEEYI,

12U, Nexus Dashboard
Insights —EXEREIBHBE. 7FIT—23aVEr VX +—ILIBEIC. ROKRICTILDIC.
ENERYTUAICETVTIDULENDY—EXEZEIINERSHDFI,

Table 5. Nexus Dashboard Insights D> 27> Y—EX FOT7 71

BREZTFUA D529 J—R elasticsearch elasticsearch-nir kafka 207 71JL
>O771Ib >O7J71Ib

<50 X1 wWF 3 small small standard
HKU
<10,000 Z7O—

51~100 X1 v F small small standard
ENG)
10,000 Z7O—

(Insights M)

IS

51-100 X 1w F small small standard
HFKXU
10,000 7O —
(Orchestrator
EHERR )
>100 X1 v F 6 standard default large
HRU/FE
>10,000 7 0O—

(93]

Y—EXORBEZOI 77V EREI B, ROFIRERTLI T,

- Nexus Dashboard D [BEdJVY—JU (Admin Console) ] (CHBEMLE T,
o BEFIDIY—EXZRIRLET,

+ image::503401.jpgltitle=7"7"J 1 > I 55 —E X D HBiEcH)] . XA UXZa1—hH5
[TV T35 RZ0Fv > 7FY 4TS HB—EX (Infrastructure > App Infra Services) ]
ERERUE T, . H—EID [772> 3> (Actions) ] XZa—h5, [
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JY—XXPOT 71 )LDHRE (Edit Resource Profile) | Z#IRLF I,
o MEBICIHUTHNER IO 7 rILEREIRL., H—EXEBEELFE T,

+ image::503402.jpgltitle=77FY 71275 Y—EX ZFOT 7] .. [REFO7 7 7JL (Deployment
Profile) ] ROw SO UNS, BREICELZTOT 77 ILEBEIRLE T,

N
SECBRLETOI7MIWVERBET DT TUT -3 URERA VYA L—ILlENTLBHEEId. —E
2N7AOT7AINWEEBTSHEOVCERBDITT, cE X, katka Y —EXBAZTOT 71 I)L%&E large
(CE&XE L. Nexus Dashboard Insights 77U —23 &1V ~—JLUIBA. Nexus Dashboard
Insights PIIVT—=23VETVIAVIAS=ILTBIITH-—EROTOT 71L& standard

[CRICEFTEEEA,
PIIVT—=23VETFIAVIN=ILTRE WESNEPTFUT—23y57—5 (VI RDITT7P/N\—
FOIFPDTLARVELE) BHIRSNEDTERLTIRE L,

a. [BEicE (Restart) 120U voOLET,
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ENMOYNIE ) — DR

DS DMEPERIC DUV TIE. https://www.cisco.com/c/en/us/td/docs/dcn/nd/2x/deployment/cisco-
nexus-dashboard-deployment-guide-2x.html[Nexus  Nexus  Dashboard Deployment  Guide]
THHATINTLWE T, CChoDEIIYI VT, T—N—FRF RN~
J—REULTEMDYRE) —FZEREI 3EICDOVNTEHRRALE I,

EBEDOSRIIC) —REEMNITIBES. Bl —RE. I5XAFIARICHBIEDD) —RERU T4
;/;:D’S' (MBF2ERE) THBIUERHDIT T, COIUV—X(FE BEBD T3 —LIT 70590 ) —R
ZRDOSXBICIER/IGLTOVFEEA.
BN/ —RERREALZE. ZOO0-LCEDVTZED ) —REERL. O XIIEBMTEET,

s D—N— J—FROFMICOVNTIE, [T—H— )/ —FDEE]EZRLTIEI L,

s A9VNA J—ROFHBICDOVWTIE. [RIVNT ) —FDOEE]|EERLTIIZE L,

YR ) — R ORIRRGEHI RS TV
¢ [Ty kT4~ LOBE

ICTHBATN TV S —MILHHRRG. KRy D=0 T 7TV v OEROLD > 3 Y ESHIICHE
DL, REEBLET,

s B—OSIXIADN T—HN—"HKLV ATV
J—RO|BREICOVTIE. EALTLBYU—XNDYJ—X
J—hrEZRLTZZV (https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-
dashboard/products-release-notes-list. html[Release Notes]) .

c RON—FRD T 7EFERLTUVBSCEEBRBL TSV,

MR TSAT7VIANTA—LT7D5(E, TtDONexus

Dashboard/\—=RJ T 7 TCOHYR—LEINET, XORIC. YWETF TS 7V IAY—/\—DPIDE
TERERLE I,

Table 6. Y R—RNR/N—RK DT 7
PID IN—FRDI7TF

SE-NODE-G2 -UCS C220 M52+ —2/
-2x103772.2G Intel Xeon Silver CPU
-4x 25GIRB1 V5 —T 11X 3—K1455
-4x 2.4TB HDD
- 400GB SSD
-1.2TBNVMe RS>+
- 256 GB RAM

- 1050WEJR
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E 0 FED/N\N—FD 1 77(3. Nexus Dashboard
VILITIT7OHETR—LLET, HOARL—F v VT IXFT LRI I R=ILENTULDIES. &
M _J — K(INexus Dashboard / — R & U CTHERTEELENDFE T,

* Cisco Integrated Management Controller (
CIMC) DY R—bEETNTUVBIN—TI3aVEERTL VWS CEEER LI T,

HE/N—3 > CIMC, JY—X4.1d)s

YR—hXUROETRNI—T 3 V: CIMC. Y'Y —2X4.0(1a),

* Nexus Dashboard Hardware Installation Guide
DEHBAICEL>T. MBY—N—%ESvICRDNMFITERLE T,
e N—RIOIT7HEEDOSXIERU Nexus Dashboard

D) —RXREERTLTVBCEEBRLI T,

FLOLJ —RETUEIOY U —XERTLTUVSIBE([}. [FE7 v TIL—RFIOFHBICRE ST, IBRED
D) =X CFFIMTTYvIIL—RIBIREREDET,

ASHDERTFE T Vv FTL—REXRTTSLEVBEEE, [/ —FOBEA A —I{E]DOHRAICRED T,
VIRDI7PEBAYIL—ILTEET,

e — ~DERM
FEOTNTORIERHERT LS, J—REERHL T/ — REEOBRES V(I LET,
J—ROBBRET LS, D525ICEMTEET,

« J—RED—A—" J—RELTEMIBICE, [T—H— ) —ROEEESBLTEE L,
« J—REZHVNA J—RELTEMIBICE, [25 V1) —ROEEESBBLTIEE L,
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VMware ESX COENMNDREE ) — R DOERM

DSBS DMEPERIC DUV TIE. https://www.cisco.com/c/en/us/td/docs/dcn/nd/2x/deployment/cisco-
nexus-dashboard-deployment-guide-2x.html[Nexus  Nexus  Dashboard Deployment  Guide]
THBEAINTULWIET, CChontorarTlE. T—A—"FE XN~

J—REULTEMD ) —R%&E VMware ESX (CEBRI 3 AEICDVWTEHBALE T,

T BEOOSRIIC) —RZEMIBHESE. EBM/—RE. IS5XAIARICHBIEDD)—RERU T 7
— LA

27085 (VMBI RIERE) THIRERHDFT T, cOVUY—XE, ELET3—LIT 709D ) —F
ZERDOOSXBCIEHBLTOEE AL

B/ —RERRALLE. ZOO-IVICEDVTZED ) —REERL. DS XIEMTEET,

s D—N— J—ROFEBICOVTIE. [T—H—J/—FDEEEZRLTIEE L,
o ABVINA J—ROFHEICDOVTIE. [RIVN1 ) —FDOEE]|EZRBLTIZE L,

ESX J—ROERRGEHTIRSTY
e [TSV kT —LDRE
| CEHRATN TUD—MERSRNIESRE. FICXV D=0 E&T 7T v ODEGEDED > 3 VEFIIC
ERL., REE®/mUET,
COUVY—XTF. BK 6 DO'I—HA—" J—RK (3 DOF7FUT—I3v/—RE& 3

SHF—HJ—R) L&t 2 DN R VAT J—RERD VMware ESX
DS RIMYR—kENnET,

» VMware ESX TERT3H/ES(E. vCenter =HEALUTERI 3H. ESXi
R ICEEREBEITINERIRTEEI,

HHICDOVTIE. ROWTNHADEO Y3 vESRBLTIRET L,

« VMware ESX CERETI 3155, 2BED. ) —RZEEFRTZTII,

o F—H /J—R : Nexus Dashboard Insights
HEODT—HENR T )T —a VAHICEREIS NIz — R 2O 77)L
o ) J — K : Nexus Dashboard Orchestrator

FEDFEF—IENR T TV T—aVRICES SN e/ — R Z7OTJ7 1)L

Table 7. S R—k&anNTWVB/N\—RDIT 7
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Nexus Dashboard
=23y

JYU—X211

C C Cld. vCenter={EAH L TVMware
Dashboard / —RZEZERI B HEICDVWTHBALF T,

T8 J—-ROEH

VMware vCenter 6.X
VMware ESXi 6.5 F/z(3 6.7

J —RVMICEUATHRRETYT

o

* 32 vCPU
* 128GB O RAM

« =5 RJa1—LFKHD 3TB
SSD AL —IJEIRFTL
N 1—LHEDEMD
50GB

TRTOH F—5"

J—RI( SSD
FlRELDEEREI L —
JICERITBINENRG DR

o

& Nexus

Dashboard/ — (&, E/LSBE
SXiv—N—(CBRT CE%E
HELII,

vCenterz AL ESX J — R DEMH

1ReHBaEIIC

PO —23y
J—ROEH

VMware vCenter 6.X
VMware ESXi 6.5 F/z(d 6.7

J —RVMICEUATRRETT

o

* 16 vCPU
* 64GB O RAM
« T—5 R a—LAIIC

500GB HDD &7z(d SSD
AL—=I YRT L
R 1—LRIEMD
50GB

—EDY—EXTIE, 77
) J—R& LD EEL SSD
ZALL—JCERTINE
RHOFTIM, oY —E
X TCl& HDD
ZYR—~LTVWET, htt
ps://www.cisco.com/c/da
m/en/us/td/docs/dcn/tools/
nd-
sizing/index.html[Nexus
Dashboard F+/127«
TS5
W—JLEFITwOUT, IE
LWITTFDOIL—T%

FALTVSC & =/kR
TSV,

&Nexus

Dashboard./ — (3. £/L3E
Xit—/N—ICERIT3CEE
EHELITI,

J—FOERFRGEN RS VICRBHBTNTVBIBHEEAMRS A VERILTLWS EERABLET

ESXiCiBINMCisco Nexus
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o Cisco Nexus Dashboard OVA1 X—IZEELEI., . [VILDI7 S920O—F (Software
Download) | R—IE2BLFEI,

+  https://software.cisco.com/download/home/286324815/type .. [FD>O—K (Downloads)
1970w LET, .. AUYO—RTS Nexus Dashboard D/IA—J3aVERRLFT,
7L Cisco NexusH w1/ R— K1 X—3 (nd-dk9, <version>.ova) o

+ 7 —5 ) —RMNIiFE. nd-dk9.<version>-data.ova E¥ O VO—RLF Y,
+ 7 U —23 v ) —RMiBAE. nd-dk9.<version>-app.ova EF D VO—-RLEFE T,
o VMware vCenter (CO5 1> ULFE 9,

+ ESXR X COVAZ BRI S E(ETET B AL vienterz AL CEREAT SIHERHD I T,

+
vSphere S 7Y LMN—I3V(CckoTE, REBEDBREIRFNETRLESHENAHDETT., X
DFIET(F. VMware vSphere Client 6.7 R L CEADFHERLE I,

o B9 3 ESX RXbZEHGOUYOL, [OVF VL —~DERM... (Deploy OVF Template...) ]
ZBEIRLE T,

+ [Deploy OVF Template] D+ F—RMIBRINE T,

a. [OVF 7Y L —FM&IR (Select an OVF template) ] BET OVA A X—IEEBEL. [
R~ (Next) |20V wvHOULET,

I X=IRO—-DILOBEF. [O—7HJb 2 7-1JL (Local file) ] =FEIRL. [
771 JLDEIR (ChooseFiles) |20 wvO LTI D YO—RUIZOVA IJ7 7 ILEEIRLE T,

BRIBADM Web Y—/\—TAX—IJ&ERILLTLBIEEE [URL] &#IRL. 1 X—IJD URL
EEELT I,

o [BBIE T AILITDEIR (Select a name and folder) | BET VM DRBIEBEPAEAAL. [
R~ (Next) | 20U wvHOULET,

o [AVE1I—FT YT YUY—XMEIR (Select a compute resource) ] BHE T ESX R +EEIRL.
R~ (Next) 120U vHOLEY,

o EHHDMESE (Review details) | EEC. R (Next) |20V vwO UL THEITLET,

o [RRL—TMEIR (Select storage) ] BEECX~L—IBHREAIL. R (Next) ]
"OVvOLET,

+ [Select virtual disk format] KROwWZFS DU XEHMS [Thick Provision Lazy Zeroed]
ZEIRLE T,

+ J—RCEC—RBDT—IITEHELIT,

o [RYED—UMEIR (Select Networks) | BEHHET. T IA4ILMEEZ(FAN. PR (Next) ]
Eg ) “Jg L/tn}thfi'bgg_o

+ RV kD=0(32DH 0. fabricOldT—5 xRy kD= (CfEATN,
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mgmtOFBERY kD —D([CFERINE T,

o [TYTL—FDAXRIVAX (Customize template) ] EET. HEBELBREANDLET,
J—RODF—957 s XROBEZEELZE T,

+NELET = R 1—LICRTIFIVMEERBAT I CEEHWELIT,

+

FIAIVHMEIL. BRETD ) —ROS1FICEDVWTERIICANINET, PFUT—I3av ) —RICE
B—M500 GBT + XOMWHD, T—9 ) —RICIEFE—D 3TB T XOBRHDFT,

+ F—5 RY1—LAICINZT, 2 DEH® 50GB DY RT L
R 1—LEREINFTIN NRIVAXTBRIEEFTEEEAS

a. *NNRXD—RF*ZANLTHERELE I,

IRTH—RICAUNRRAT—REREITBICEEHELIIN. J—RCEICERLB/IIRDT—R%E
BEITBCEETET I,

b. B XY, I—ODIP PRLX, XKYLVYRD, LT -T2 ANLZET,
c. [J5XBY—45— (Cluster Leader) | FT VIRV OINATICHEODTUVWDRCEERER LTI,

FCORYIOREAVICURIFFICTBE, COJ—REBRFDISIICEMTELELLEDITYT
o NI KDDICHLWISRIICEBCEMFEINDHTY,

d PRN]ZDU YO LT, RICEHTT,

o [FET#f% (Ready to complete) | BET. IRTOBEHENELWCEEHESRL. [T (Finish) ]
ZEOVwOLT/)—ROEBEERKBLED,

o VMOERNTET LS5, VMOBRZZF V(CLET,

o J—REVXH—"FRIF XIVN1 ELTEMLET,

+ J—REEBRLES, USXIICEBMTEZT,

+ * J—RE'D—H—" J—R&UTEMISBICIE [Managing Worker Nodes> > * J—R7%&

XV J—REUTEMY 3ICId. <<Managing Standby Nodes]

ESXi T ESX J — RO EEERM

[FCHBHEIC ESX
J—ROEREHE T RS A VICEHINTUVIRIBHE NI RSTVERILTVDCEERRBLET

o

C C Cld. vCenter&{HH L TVMware ESXiCiEINMCisco Nexus
Dashboard/ —RZEBREI 3 HEICDVWTHBALZ T,

o Cisco Nexus Dashboard OVAr X—IZEEEBLEI, . [VIkDI7 SDrO—K (Software
Download) | R—I&E8BLZFI,

+  https://software.cisco.com/download/home/286324815/type .. [ D >O—K (Downloads)
1970500 wHOLEY, .. IOVO—KISD Nexus Dashboard D/NN—I3aVEBIRLFT,
7L Cisco NexusFw ¥ 1/ h— K- X—3 (nd-dk9, <version>.ova) o
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+5F—5 ) —RMOIBE. nd-dk9.<version>-data.ova & O VO—RLZEI,
+ P TUT =237 ) —RDIFE. nd-dk9.<version>-app.ova & D VO—RLET,
o VMware ESXi (cO5 1> L&ET,

N
ESXi—/ADNN—T 3 V(L 2TIF. REBADHBFAEIEFNETFTRLESHZERHD T T, ROFIETIE

. VMware ESXi 6.7&FRAULECBAOFHFMHERLET. o K"XREGOUYDL, [VM OFER/
Z#R (Create/Register VM) ] ZEBERLI T, o [ERS 1T TDEIR (Select creation type) ]
HEHE T, [OVF £/2(& OVA T 7 1 ILH\S{REV > V&R 3 (Deploy a virtual machine from an OVF
or OVA file) 1 &R, R~ (Next) | 20U wOULET, . [OVF & VMDK 7 7 1JLMNEFEIR (Select
OVF and VMDK files) ] BEC. (REEV> V% (nd- node-worker1
HE) ERVIDFIETSDO—RUZ OVA 7« X—I&ZEANDL. PR (Next) ] Z2OUvOLET,

o [Select storage] BIEIC. VM D7 —5S X ~7%&FERL, [Next] 20 wOLET, . [OVF & VMDK
J71JVDZER (Select OVF and VMDK files) ] EET. RIEVZ>V% (nd- node-worker
HE) ERMDFIEBTH I VO—RULIE OVA 7 X—=IFEATIL. RN (Next) | ®EOUvILES,

[EBR7Z > 3> (Deployment options) ] EHET. [7+X0 FOEIIZVST:2wvD (Disk
Provisioning : Thick) ] Z&RL. [BEfb&EZ > (Power on automatic) ] 7773 Vv&EATJ(CL T,

R~ (Next) 20U v O ULTHITLE I,

+ XY kD—=0(F2D% D, fabricOldF—9=Rwv ~T—D(CEHRAIN,

mgmtO([FBER Y kD —J(CHEAINE T, o BTHRBDTT
IEET, INTOBBMAELVLWCEZRRL. IBT1ZE0 Vv O ULTRID J—RFOEBRZEMRBLE I,
o VMOERMET I3FTHE. VMwareV —)LDERNLIZIRBMENCEO> TS EERRL

Tho, VMEREHLZE T,

+ BZIOEBHEENCTBICE. ROFIREERTLE I,

a. J—RFOVMEAD v O LU T[REDREIEERLE T,
b. REDRE]D Y RIT, [VMA T3 V]I TERRLIT,

c. [VMwareW—J)UIAFdVUEERL. [ &S X SEFADEER
13723 VvnFTvORvOREATICULET,
o J—ROOAVY—ILERZE., J—ROBEXNBHRERELT I,

d. MHAREERIRL T T,

PEIOEY 7Py F A-—FT 1 UT 1 EXRTIBLOCTOVTRRKRRINE T,

[ OK ] Started atomix-boot-setup.

Starting Initial cloud-init job (pre-networking)...
Starting logrotate...

Starting logwatch...

Starting keyhole...

[ OK ] Started keyhole.

[ OK ] Started logrotate.

[ OK ] Started logwatch.

Press any key to run first-boot setup on this console...
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e. admin/IXTO—RZABDL. BERLIE T,

CHOIIRT—RE, LXF21—I1—Y-MRSSHOT 1 VI BBR. HLTCD/—R&ETSXS(EM
IBRICHEALET,

Admin Password:
Reenter Admin Password:

f BERY~D—OBHREADLIT,

Management Network:
IP Address/Mask: 192.168.9.172/24
Gateway: 192.168.9.1

g J—REDSZXH V—HF-—""EULTEELEVLWTLZZ),
Is this the cluster leader?: y

h ABDUEESZELE1—L. BRLET,

ANDUBEBREREITZINESHNESRENTT, IRTDT r—ILEAELWVEE(E. n
EERLU Tt LE I,

ADUEEBREZREITBHEE. y EANDNUTERZEXI ) FHEBEFL I,

BREERLTZETV

Management network:

Gateway: 192.168.9.1

IP Address/Mask: 192.168.9.172/24
Cluster leader: no

Re-enter config? (y/N): n

o JREVRI—"FF XV ELTEMLET,

+ J—RERRALIZS. DS XFIEMTEET,

+ % J—RED—-H—" J—-REULTEMIBICE [T—NT—/—FDEE]ZERLTIETL, *
J—RE XV J—RELTEMIBICE [RIVNT)—FOEE]EZRLTIRI L,

Linux KVMTOEMDKRE ) — RDERM

DS X5 DMEPERIC DUV TIE. https://www.cisco.com/c/en/us/td/docs/dcn/nd/2x/deployment/cisco-
nexus-dashboard-deployment-guide-2x.html[Nexus = Nexus  Dashboard Deployment  Guide]
THHEAINTLET, CChontorarTlE. T—A—"FEF X VNT

J—REUTEMMN ./ —R%E Linux KVM (CEBRAT 3 HFAICDVWTEHRBALE I,
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T BFEOOSXIIC) —REEMT 3HBE. Bl —RE I95XFARCHIEDD) —RERU T+
— L

27085 (YREFIRIIRE) THIRERSHDE T, COVYU—XE BLEB T4 —LIT70590D ) —F
ZRDOSXBICIEHIG L TOVEE AL

BN —RFEREALEE. ZO0O0-ILICEDVWTZD/ —REERL. D5 XF(CEBMTEET,

s J—h— J—ROFEMOVTIE. [D—H— ) —ROEE|ZEBLTLET L,
o AFZVNA J—ROFMDOVTIE, [RI VN1 ) —ROEE|EZRBLTIETL,

KVM_ — RDRHERGE T RSTY

* [TV T4 —LOBE
ITHIATN TV S —MEALHIRRG. KRy D=0 T 7TV v ODOEHRMEDOED > 3 VEHIIC
EHERL. REERILE T,

c CNDUU—XTEF &K 6 DO D—H—" J—REGET 2 DD XAIVN1" J—REHFD KVM
DS XM R—TNFT,

s VMICHRHEVY—-INHDEERRBLET,
Table 8. Y R—k&dNTWLB/N\—RKRDTT7
Nexus Dashboard /X\—3/3 > VMO E

Jy—x21.1 -Linux 71—=JL 3.10.0-957.el7.x86_64
LIB&. KVM libvirt-4.5.0-23.el7_7.1.x86_64 LIfE

J —RVMICIERBETT,
-16 vCPU

- 48 GB RAM

-800 GBT + X

&)—RICEEHDT XD
IR—F 1 3aVHhRETY,

T 20D 1/0 BFE(F 20
SUMBTTHEIRENRHDE I, ROIAVIE

EEALUT, I/OBEERRTETE I,

# fio --rw=write --ioengine=sync
--fdatasync=1 --directory=test-data_with_se
--size=22m --bs=2300 --name=mytest And
confirm that the 99.00th=[<value>] in the
fsync/fdatasync/sync_file_range section is

under 20ms.

&Nexus Dashboard / — R(d. B3
KWWMY —N—ICEBRAT3CEZHEHELIT T,
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KVM_ — ~DER

1ReHBHEIIC
[KVM J—ROERRGE T RS 1Y
IICRBEINTULVRIBHEAT RS VERELTULWBCEERRLUE T,

C CClE. Linux KVM BN Cisco Nexus Dashboard /) — REEBETI3AEICDVWTEHBELE I,

o Cisco Nexus Dashboard @ qcow2 ¥ X—IERELEIT, . [VILDI 7 SDOrO—K (Software
Download) ] R—IE2BLF T,

+  https://software.cisco.com/download/home/286324815/type .. [SD>O—K (Downloads)
19750 UvwHOLEY, .. 59O—KRIS Nexus Dashboard D/N\—TJaVaERIRLE T, .. @HUIE
Cisco Nexus Dashboard M- X—=/ (nd-dk9.<version>.qcow?) 5 vO—RULET,

o J—RERIAFIBLINUX KVIMT - X—J&EIE-LFT,

+scp ZFRALUTAXA—IZTIE—TETET, RICHERLIET,

+# scp nd-dk9.2.1.1a.qcow2 root@<kvm-host-ip> :/home/nd-base

+ RDOFEF. + X—% /home/nd-base T+ LO KVICOE—ULRCEERIBELTVE T,

[} EEE%JJG)J_ P(CLB\EH;’(ZQ’(X_:J“ﬁ'{,Eﬁ‘ZLJ&?o

+ SorO—RULEAR—ZX
qCOW2 T X—I DX FTvFU 3w hEER L. TEOXFTYVvIFIavbhE ) —ROVMDT « T4 X—=T
EVUTERLET, Fle. /—RCEIRBEDT « ATAX—IEERT DUENRH DT T,

a. KVM/RX k(Croot A—H&LTTO1r>YLET,
b. J—ROXFvIFUavkADT LI RUEERLEI,

RDOFEE. /home/nd-node-worker1
FALORIICRFTYTIay hEERTDCEERIRBELTUVWE T,

# mkdir -p /home/nd-node-worker1/
# cd /home/nd-node-worker1
¢ XFvFUavhkEERLFET,

RNMOIY Y RT. /home/nd-base/nd-dk9.2.1.1a.qcow2 ZLRID X 7w PTER L eR—X
TA—IDIBAAICEREL T,

# qemu-img create -f qcow2 -b /home/nd-base/nd-dk9.2.1.7a.qcow2 /home/nd-node-worker1/nd-
node-worker1-disk1.qcow?

d J—ROEBMT XA X—IEERLET,

&J)—RIC&E 2 DT+ ATBNETT, R—ID Nexus Dashboard
qeow2 1 X—INXFwvFrawv k&, 2&HBD500GB 7+ XTI TY,
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# quemu-img create -f qcow2 /home/nd-node-worker1/nd-node-worker1-disk2.qcow2 500G

ROFIESEDHIC, ROERERURETT, nodel DIFE. 2 DODTARITAAXA—=IRHD
/home/nd-node-worker1/ >« L O kY,

o /home/nd-node-worker1/nd-node-worker1-disk1.qcow2 (I, XFwvF 1 T DIVO—RLER—X
qeow2 T X—I DX F w3y kT,

> /home/nd-node-worker1/nd-node-worker1-disk2.qcow? (& FERLTZHTL O 500GB
DT+« XITTT,

o /J—FROVMEERLE T, .. KVM IVY—JLERZE. FHLUWMREY> Y (New Virtual Machine) ]
"EOVUvOLEFET,

+ OVYER SAYNS virt-manager OAVYRZEFEALT KVM OVY— )Ll CEMTEET,
FLL VM (New VM) | BET. [BEFREOT v X0 A X—IDO+ ViR—k (Import existing disk
image) ] 7723 V%FERL. [B63X (Forward) | 5OV OLEY, .
[BEIEO XL —Y/IX&IBE (Provide existing storage path) |7 +—JURT [E8R (Browse) ]
2 wO U, nd-node-worker1- diskl.qcow2 7 7 1 ILZERFIRL X T,

+ B)—RDT 1 AOAX=TJE, TENENDT A XITNR—FT V3 VICREIBICEEHELIT,

0SS FEN—TaVICCRAIESERL. EDIEOU VO LT, . 48GBDO X EY & 16{@D
CPUZEEL. ET]IEODUvVHOLE T, . AREYI>N2HE] (f: nd-node-workerl) ZASIL.

[T X +—)VAICEBRE DXV XTD (Customize configuration before install) ]
A723vEAVICLET, 8T (Finish) |20V v O LET,

+ E ) —RIEMBET A XDERYRD—DON—REAXIVAITEDLSICTBICF.
[TV ~—ILBICEBRE NS V1 XIS (Customize configuration before install) ]
FIVIORYVIOREZVICTIRERSHDET,

+

[VM OFH (VM details) 1 9« Y RODREEEI,

o [VMOFHMHID + Y RDT, NICOT/NTAXEFIVEZEELEI, .. NIC <mac>Z@ERULIT,
[7/31 X EFILU] T, [e1000] ZFERLF T,

o VMOFMD v+ VY RDOT, 2BBONICZENMLE T, .. [/\—FKDxI7%3EM (Add Hardware) ]
EOUwOLET, . [FULWMREN—RDT70DEM (Add new virtual hardware) ]
D4 YROT, [RykT—2D (Network) | ZERLIEI, . [RyvkTD—O VY—X (Network
Source) ] CT. KVM RALDTNAXERBIRLE T, . FIAILED MAC 7RELX
DEODFFICLFET, ..[T/3\1X EFJIL (Device model) ] T, 1000 =#IRLF I,

o [VMODOFFH (VM details) ]| D+ YRDOT. 2 HFEBEDTvRXO AX-—IEZEMLIET,
[\—RDz1I7%EN (Add Hardware) | Z0YU v O LE T, . [HLWMREN—KRDIT70EN (Add
new virtual hardware) ] BETCT. [X~L— (Storage) ] ZERLE T,
[NRBLRSL—IDEIREZ(SIER (Select or create custom storage) ] ZiREIRUL. [
E1E (Manage) 120" vO LT, EB LT nd-node-worker1- disk2.qcow2 77 1JL&EREIRLE T,
[#&7T (Finish) 120V v O UL T2&BOT X OEBMULET,

o BRI, [TV X +—ILDFEA (Begin Installation) ] ZOUvOLT, J—FRD
VMOERER T LE T, o VM ZELE I,
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o JRDIVY—ILERE. J—ROERBRERELIT T, . IHREERIKLIT,

+IEIDEY RV T A—FT v UT 1 EXRTIBLOCTOVTIRRRRIINET,

+ [ OK ] Started atomix-boot-setup. Starting Initial cloud-init job (pre-networking)... Starting
logrotate... Starting logwatch... Starting keyhole... [ OK ] Started keyhole. [ OK ] Started logrotate. [
OK ] Started logwatch. Press any key to run first-boot setup on this console...

a. admin O/{XTD—REANDLUTHERELF T,

CHNRRT—REFE LXF21—I—Y-—MRSSHOT 1 VI B FLUCH/—REISXII(TENM
IBRRICFEARLE I,

Admin Password:
Reenter Admin Password:

BERY D —OBHREANDLETT,

Management Network:
IP Address/Mask: 192.168.9.172/24
Gateway: 192.168.9.1

J—RE DS V=T =—""EULTHBELENTLZZL,

Cluster leader?: no
Fr ) —REOSRIV—SF—-EUTEELREBRIE. ZO/)—REBRREODISIIIEMITSCE
[ETEFEA. I, KDDICHFLWISRIICEBRERFREINDEHTT,
ABLEESELE21—- L, BRUEY,

AALUEBREZREIZINESHEBNRESNT T, IRTHDT v —ILERELWEEE, n
EEIRL TRTLE I,

ADUEHREREI BHEE. y E ANV TERRZEX I ) FHEBEFHLE T,

Please review the config
Management network:

Gateway: 192.168.9.1

IP Address/Mask: 192.168.9.172/24
Cluster leader: no

Re-enter config? (y/N): n

o J—REVIRI—"FRF RIVN1ELTOSRICEMLULE T,

+ =X SYTITOLIMNTET LRSS, ISR CEBMTEET,

+

* J—RE D—HO—" J—RE&ULTEMISBI(CE, [Managing Worker Nodes> > * J—R%&
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XAV J—REUTEMYI BI(CIF. <<Managing Standby Nodes]

86



D—1—J)—kRDOEE

BED3) — RS2 (CEEOTD—H— ) — REBMU TKEBMICRT—U V5L, PFUT—T3
YORBRRT « VI EEBRTEET,

PIVT—=3VDERRR T VTEDSRS A IVODFMICDONTIE, CORFaAXVED
[T5v kT2 —LOMEICD Y3 VEZ2RL TS,

FDO—N—J—FR(& AWS Ffeld Azure (CEREAEMN/Z Nexus Dashboard OD5XS5NDOSIR
TJ4—L D705 TEYR—rEINEEA,
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D—HA— J—FOEN

CCTIE D—HN—J)—REDSRIICEMUTKERT—) VO ERRECTDHEBEICDODVWTHBALIT

B BHEIIC
s BMEDOVRAI— J—REDSIOINEETHDICEERRB LTI,

s (ENMOYNIE ) —ROER]. VMware ESX TOEMDRE ) —ROERM. ESXi TO  ESX
J—ROEEER. F/z(E[Linux KVM TOEMNNDRE ) —ROERM
JDOHABICHES T, LV —REEFELUTEBLE I,
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LI,

FrelE. RDLSE. RE—MNICHERASNBIFDT I3 EOT 1Y RX T VERETEE T,

F T IAIWRRAAVELTERETEDNIE. BEORXTVICERESNE T, VE—FRRIERXTVD
BMCDWVWTIE, [UE— R ESRBLTLIES0,

- Nexus Dashboard D [BEO>YY—JU (Admin Console) ] (CHBEMLE T,
o T IAWLDOTT Y RXATVERERIRLET,
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+ image::503618.jpgl] .. X1V FEHG—I3ay XZai—Hs5, [EFE > FEE (Administrative >
Authentication) ] DIECFRLE T, . [ 74 JUEBSF (Default  Authentication) ]
S1ILOELEICHS [RE (Edit) | 7raVEDUvHOLFET,

+ [T 7 #JUEREE (Default Authentication) | D+ VY ROMNEEEI, o [T T A JUEREE (Default

Authentication) ] ABELVz5, ROVIFSDUAS [OJ1Y KXY (Login Domain) ]
ERIRULE T,
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) E— ~EREE
Cisco Nexus Dashboard(d. LDAP., TACACS,
Radius’FEDNZHO ) E— LRI TONA ST —EYR—~LTVET,
NEBERELY — /NN —&ERE I B/EIE. RO EISEFRLTLIES L,
s JE—RREY—N—DEI—Y-—CLICEEETOURERHDIET,
¢ IRNTOLDAPEEIL. ANFENXFAXAITNT T,

fe&z(E. LDAP B —/\—I(C  0U=Cisco Users. Nexus Dashboard (C OU=cisco users
RHdEE. BAEFEELTEA.

» LDAP BREDMNRINTSOT 1 RI. BEXFFELT CiscoAVPair
HERAITBICETT, @ASHDEBARTATII IO~ ID 1.3.6.1.4.1.9.22.1

EFEATELVESE. BMOATI O~ ID 1.3.6.1.4.1.9.2742.1-5 & LDAP
H—N—THERITDICEETEFT,

Freld. F1—Y—MCisco AVPairfEZ XE 9 20D (C. Nexus Dashboard
LDAPS I —TFY v TEERTEE I,

» Nexus Dashboard, Yk, HXOCT7FUT—Ia3a VBOIIEGILVY1T VA Y
SsoO)E. VE—RI—Y—DOHFMERTETEI,

UE—REREEY —/\—DERE

Nexus
Dashboard 1—H'—MDUE—FRIAT—/\—ZERTEIDIR. 1—TF—REZDI—TF—-(CEIbHTSNIZ
O—ILEEELT. X5 LEBMHEAVORTEZEBINT3MHERGDET,

dA—Y—0—JLEZDERIE. [O0—)LEMER] TEHBHAINTULDLSIC, Nexus Dashboard
GUICHERTEIZIO—NIL1——ERLC T,

RDHFE(C. Nexus Dashboard)1—H—0O—JL &,
LDAPEE DY E— R —/\—CO—JLEER I DEOHICFERTIAVRTPEZRLE T,

Table 9. Nexus Dashboard AV/R7)?

d1—%—0-Jb AV R77{#
BIEE admin

ARE approver
SwvaR—KR I1-Y— app-user
EFRE deployer
RUY—VR—Tv site-policy
B NEEE site-admin
Hahk YR—Iv config-manager
TFIRYR—T v tenant-policy
A—-Y—-vVXR—Iv dad
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Table 10. Nexus Dashboard Fabric Controller AV/R7J?

d1—9—0-Jb AV R7{E

NDFC 7O X EEE access-admin

NDFC /N1 X 7w PO —REBEE device-upg-admin

NDFC Xwv kD —0EBE network-admin

NDFC Xw ~DO—80 ARL—5 network-operator

NDFCRXv ~DJ—80 R5—3 v network-stager

AV R7OXFANFERE. FEDI—TI(CHRMED

[EFRAHO—IERET BN HFNOERAO-IVERET BN FREHERHWND/ESTAHO—-ILES
SEOEAO-ILOESBEDEEREITSINTRLEDIT T, BEONFICFRXTIYRESINTHD.

ZFNHICXSvTa () CRU>THFRODERO—ILAS(FTIDE S NIcHEHFRD/ETFIAHFO—ILN
:Iﬁ%ig—o fEl’?O)D—)b[BU‘{‘I’j’ (l) _C‘|Zt7J‘57h,'Cb\?f§_o

shell:domains=<domain>/<writeRolel1>|<writeRole2>/<readRole1>|<readRole2>

EF L CDOUDU—XTE, all RX1r VYR R—kEaNTUVET, YT VF Y (
SSO) KéEEE Y R— 9 B726H(C APICAV R7VERE DBREUEHIZIT BN TI,

EREIRONFHNEFHITDE, TFU YR—I v O—JL& RU>— VR—I ¥
O— )R- —(CBhY¥TSNBEREFFC, I—5— YR—I v

A—Y—(CRRINDIAITI IO LESRTETET ¢
shell:domains=all/tenant-policy|site-policy/aaa

HRPMOERDERNDY . FZ(EHHBMD/ESTAHMERDHE I -T—ICREITSHEEAS VI (/
) XNFESZHBIUEBERHDET T, ROMIE. U1 ~EEEO—IVCTHERAELEA TI T RADHEHFED/
ETAHT O REICEHRSBDERT7 I XEODHEREIT 3 HEETRLTULET,

* Read-only: shell:domains=all//site-admin

* Read-write: shell:domains=all/site-admin/

UE—RFEETO/N\r5—& L TO LDAP MiE]

(Lo BHIIC *TE— MY —/\—DXE] DEHA(CHED T, LDAP H—/1\—IC 1
AL)U:O)ZL—*J“‘—EE%EL/"CEB<M\§b\37)'0?i§'o

+ LDAPRENI Y RY—IT Y ROREEC(E. BIFDI—Y—&2FATIRERGD T T,
LDAPY E— ~EREETONT I —ZBIMT B(CE. ROFIEEEXRTLE T,

- Nexus Dashboard D [BEdJ>VY—JU (Admin Console) ] (CHEMLE T,
o wu:.fbl\X*l’/’EL?Jl] b&g_o

+ image::503619.jpgll .. X1 FEH -3y XZai—Hbo, [BE > FEE (Administrative >
Authentication) ]  DIRICEIRLE T, . XTIYRAVDAELT, [77D2 3 (Actions) ]
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AXZa—&0UwoU., [OF1Y BX1VDIER (Create Login Domain) | Z&ERLITT.,
[O5 Y REX1VDOIER (Create Login Domain) | BIEABEWVZS, RFXAVDOFHEATTLET T, .

[%&81 (Name) ] [ERXTVDORFEADLET, . ({£2) [54BA (Description) ]
(CRATVDOHBAEANDLEY, . [LILA (Realm) ] ROV IFITIIUHNS Ldap &ERIRLE T,
R, +ZFON1SI—0EN (+Add Provider) ]
ZOVwOULT, VE—RFEEEY—/N—ZEBMLEI,

+ [ZO/NrS5—miENM (Add Provider) ] DV ROBREEFEI,
o UE— |\uan\nIE-|j N—DFHZADLIT, . BY—N—0OKRI+B%E [KX+% (Hostname) ]

[CANTBH. IP PRLX%&E [[P7RLX (IP Address) ] (CANDLET, . ((FR) Y—/\—0DOHPE=E
[EBA (Description) 1HEABDLET, .. R—+FS%& [R—k (Port) ] (CANDLET,

+ LDAP DT J#)UDR—(E 389 TF, .. R—X DN & [R—ZDN (Base DN) ] (C. /AT~ K DN
% [/A\7T>KDN (Bind DN) JICAHDLZET,

+ NR—XIXDNE /N1 Y REDN(E., LDAPH—/N—MREDELSICHEREINTULBINCL>TEEDET,
LDAPYH—/N\—THER SN 1 — —DOH/BAIZN S, R—IDNE/NTY RDNOEERETEL I,

+ R—XZDN(F, T—/N"\—RI1—TF—%&ERRITBIRTYLTY, lc&zIE. DC=nd,DC=1local T,

+ NAYE DN (F. Y—NICHIBRIACHERIND O LT YIvILTY, lz&x(E. CN=admin
. CN=Users,DC=nd,DC=local DK DICHEDET, ..F—%& [+— (Key) [ [CANULTHEHRELZT,

+ hig. NrvR
DNI1—HY—M/IRT—RTY, BRZ/N\1TYVREYR—LINTUELZS., Tr—ILRICBMNIEE AT
TIMERDDIEIT, . HEAT—N—(CEHRIDIBEDODITLT7DOE [S1L7 DK (Timeout) ]

(C. BETEHE [HiTOE (Retries) ] (CIBELZ I, .. [LDAPE! (LDAP Attribute) ]
TJx—J)LRICAAULT, JIb—FPAIYN—2IwPeO0—ILEIBELE I,

+ RD2DDA T3 VR R—kENTVET,

+  ciscoAVPair (FJ#J)Uk) : I—Y—0O—JLD Cisco AVPair BMUTEREL/Z  LDAP
H—N—[FEATNIT, *member0f : LDAP HIL—FY VI TERELZ LDAP
H—N—(FERAENF T, JIL—FYVvITOEBMICDVTIE. ROFIETHBALFI, .. ((FE) LDAP
BIENIHBE(F [*SSL] =BRMICLFE T,

+ SSLEBRIC I 35S (&, [SSLEEBAZE (SSL Certificate) ] & [SSLIFFAZE&EES + ~f (SSL Certificate
Validation) | T EEIT3MERH D T,

" ESNG Permissive) | : {EEDRIF (
CA) LK > TERSNIIABEZ (T AN, BELICHERLET,

+ (Bt (* Strict) ]1: AT IEICIEHEF T — V2K EHABLI T, . (ER)
[—/—MEZS U UE (Server Monitoring) | #BMCLE T,

+ EBEZHVUVOEBWMCITDHESE. [1—F—% (Username) ]| & [/IXT—F (Password) ]
EBEEITDIMERHDIT, . [fREE (Validation) ] TJr—JURIC, BMTS LDAP

H—N\—TITICHBEINTVWBDRI—H—0 [1—F—% (Username) |& [/SXT—R (Password) ]
EANDLET,

+ Nexus
DashboardldCDI1—H—BHRICEDVWTIVRY—I Y RDFAERIEL. ANDURERENZEUTHD
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hemRLE I, . [{R7F (Save) ] =2O0VwoLTCONASI—BEETTLIE T,
CHORXTVTHEAYT SLDAPRIEY — /A —MMCESNE. COFIRZEEDELE T,

o ({FE) [LDAPSJL—FYw ZFJUL—JL (LDAP Group Map Rules) ] EMCLTHELF T,
+ Cisco AVR 77X FH&EFA LU CLDAPI—Y —%&RE T SiEAIF. COFIEEXF v L TLEE L,

. [LDAPZREEMEIR (LDAP Auth Choice) ] T. [LDAPSIL—FY v FIL—JU (LDAP Group Map

Rules) ] Z&IRLE T, .. [LDAP JIL—7F Ywvw = JL—ILDENM (Add LDAP Group Map Rule) ]
EOUVOLET,

+ [LDAPSIIL—TFV v FIL—JLDENM (Add LDAP Group Map Rule) ]| U+ VROARBEETET,
SI—T® [FIL—TDN (Group DN) ] ZHEELZ I, .. LDAP SJJL—7D [O—JL (Roles) 1 & 1
DUERRLEY, .. [RE (Save) ] EOVUWOULTHIL-THRHEERELITI, .. END

LDAPT IL—THHNIEL. COFIEERORLFT T, o [fERX (Create) ]
ZO)wOLT. RXAVDENERTLET,

UE—RFEETO/N15 —& L TD RADIUS &/z(d TACACS
OIEMMN

FUOHBEIC *  [UE—REHEY—/N\—0FE] OHRAICKELT, VE-RFBEY—/1—(C 1
ANAEDI—T—-ZHREL THBERHD LT,

+ PONAS—BENDIVRY—TIT Y ROEEC(E, BEOI—Y—%FRIINERHDEI,
RadiusZ/Z(FTACACSY E— +EREEFONTS —EEBINT B(CE. ROFIEBEERTLE I,

- Nexus Dashboard D [BEOI>YY—JL (Admin Console) ] (CHBEMLE T,
o SUEFRXrVEEBMULED,

+ image::503619.jpgll .. XY FEH -3y XZai—hHbo, [BE > FEE (Administrative >
Authentication) ] DIBISEIRL F T . AAIRAYDAELT, [77D23Y (Actions) ]
XZa—&DOUwOU, [OF1Y RXTA2VOIEK (Create Login Domain) | Z#IRLEIT,
[O5 4 Y RX-1VDOIER (Create Login Domain) ] BEARVZS, RXTVOHFMEANLET, .
[%81 (Name) ] [ERXTVDORFIEADLEY, . ({EE) [E1EA (Description) ]
(CRATVDOFHBPEANDLET, .. [LILL (Realm) ] ROvFITUMNS Radius FfzlE Tacacs

EIRLUE T, RC, +ZFONTSF—0ENM (+Add Provider) ]
=DOUwILT, 'J-'E—I\m,\nIE*JL N—=EBMLZET,

+ (OS5 —0ENM (Add Provider) ] DY ROMREETEIT,
o UE— I\WDLT:*D“ N—DFWE=Z=ADLET, . Y—N—0OKIA+B%E [KX+% (Hostname) ]
([CABTBhH. IP PRL X% [IP7RL X (IP Address) ] (CAALEYT, .. (EFE) U—/\—0DsiA%E
[EBA (Description) ICAADLET, . U—N—mMEEITI*REETSOII*ZEIRLE T,

+PAP, CHAP, X/z(& MS-CHAP MSEIRL KT, .. R—r&FES%& [R—bk (Port) ] ICAALFT,

+ 7 J#)JUSDOR— (& RADIUS (XL T 1812, TACACS (WL T 49 TY, .. ¥—%& [+— (Key) ]
(CATILTHRERLE T,

+ CNFEZONA T —N—~"DOEHRTHEHAITS/IIXT—RTT, . (EE)
[P—N—MDEZSHJ Y (Server Monitoring) 1 EBMCT BN ERIRLE T,
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+ EZAVUIOEBWMCITIIBESE. [1—F—2 (Username) ] & [/IXT—FK (Password) ]
EBEEIBIMNERHDIET, . [#®ZF (Validation) ]
Jx—ILRIC, BMTBDVE—FRY—/\—TITICEEINTLBRI—T—D [1—5—% (
Username) ] & [/SXT—RK (Password) ] #AADLET,

+ Nexus
DashboardldCDI1—H—BHRICEDVWTIVRY—I VY RDFPAERIEL. ANNURERENZUTHD
NERERLE T, . [1®7F (Save) ] EOUwoLTCONMST—BEETTLET, ..
BMNOYE—RRBIETY—/N—DENE. COFIEEEDERLUET, o [{EB., (Create) ]

ZO)wOLT. RXAVDENERTLET,

VE—rI1—Y—051 2V DOIREE

Nexus

DashboardTlE. BEODI—HY—DOLFYIvIEFRLTCOSr VERATIBDCET. UE—RERE
JONT S —DRETREEERIETETE I,

- Nexus Dashboard D [BEdJYY—JU (Admin Console) ] (CHEMLE T,
o TARTBRXTVICHBELE T,

+ image::503652.jpgll .. X1 FEH -3y XZai—hHo, [BE > FEE (Administrative >

Authentication) ] DIBISERLUZE T, . BEODRXrVEDUVIOLET,
AROTO/INTF+ Y RN—T, 7320w O LE T,

+ RX12D [IZ (Overview) ] R—IHEETEI, o [B#E (Overview) ]
R—IT, TRLITITONTCIT—DEICHD [#REE (Validate) ] 5w HOULET, o
[ZO/N\r 5 —DIREE (Validate Provider) ]

D4 VYRIOT, CORATONASI—TERINTLBRII—F—0N [1—Y—% (Username) ] &
[/3XD—F (Password) ] Z AL, [MREE (Validate) ]| 20V vOLET,

+ BREERBIHLENE SHETRI XA v —INRRRINT T,

+

mquE’iEE&X w7 — Jb\:IEETé—*LK_iﬁA(; uquEjoD/ \1”5’ hH—/ \_(LEUL_Jﬁbtai)gt_ e: a-?J:OT

ACERALREI-—Y OO LT YIvVREMICE>THD. FONAI-—THRESN LB &R
BLTLES LY,

E—REREER X 17V DIRE
ERUTE R AT VICEEEMZ D613, ROFIEEETLEI,

- Nexus Dashboard @ [BIEJ>Y—JU (Admin Console) | (CBEILF T, X1V FTET—IY3Y

XZa—hH5, [BE > FEE (Administrative > Authentication) ] QIBECEBIRLUFE T, o« RXTVD
[72> 3> (Actions) ] XZa—hH5, [OF1 Y RXTVDRE (Edit Login Domain) ]
EEIRLZE T,
+image::503617.jpgll

+ R ATV DRBEES T T (IEETST I EAMN, HAETONAYT —KEREETETEI,

+
BICHPAZEMIBLE, DT Y RXAAVICERBEMRIZHBEE. BIEOITRTOTO/NR15—(CH UL
T+ ZFANIBIRENRHDTT,
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U E—LEREE X7 2V DHIBR

o Nexus Dashboard @ [ >V —JU (Admin Console) | (CBEILF T, . X1V FET—I3Y
XZa—H5, B2 > 85 (Administrative > Authentication) ] DIECEIRLE T, o« BXTVD
[7023> (Actions) ]| XZa—hH5, [OF1YRX1VDHIER (Delete Login  Domain) ]
EIRLE T,

+image::503617.jpgll

o [HIBROHESR (Confirm Delete) | 7OV LT, [OK]I&EDO Vv O UTHERELZE T,
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EE=E At

Y —X2.128, 1—Y—05 1 VICZBERFIE(MFA) = {FHAY 3D & S(CNexus
Dashboard &% E CEZ£ I,

ZERDLERET BB, REeXTLIT,

*[MFA OIS —& L ThHOkta PO DB THBETNTULDLSIC. MFA
JONAS—NEI1I—T—EBRLET,

+ DU —=XTlE. MFAZO/NN1S—& L TOktaDH M R—kEINTUVET,

*[MFA DS54 7V DER]THBEINTULSLSIC. MFA
JONAIT—-EDSAT7 IV RODREERILE T,

+ZDIVI)—=XTIF. MFAODSA 7Y RELTDUODHMRETR—EEINTUVET,

*[Okta ZUE—FFEATONTSI—ELTENMT S| THESINTULSDLSIC. MFA  ZONMS—%
Nexus Dashboard OAEFRIER X7V E L TEMLE T,

MFA O/ 5 —&0LTO Okta 710V ~DER

ROFIETIE., Oktazx PO/ S —& L THEAL TNexus Dashboard®
MFAZBNCT DEHICRBHEARRTEETRL I T, FMLOktazkE(F. CORFIXVEDERANTT
o FBRAAREELIRTOA T I VICDUTIE, OktaORFaX U hESBLTLET L,

Nexus Dashboard MFAR(COktaZs3E 9 BIC(E. REETLF T,
o Okta77 Aok lcOTrYLEY,

+ 7ROV REERT BT, https://developer.okta.com (7O LET,

o MTLLWFP TUMRBEERL I, . EROFTES—I3auXZai—-hHs5, [PFUST—Tar >
77U —>3> (Application > Application) ] EBEIRLE T, . [
TPFIT =23 VREDIER (Create  App Integration) ] Z2OVUwOLET, . [
Y11 Vh%E (Sign-in method) ] (&, [OIDC - OpenIDE#E (0IDC -  OpenID Connect) ]
ERIRLET, . [7FUT—23 v+ (Application Type) ] (&, [Web7FUT—>3 > (Web
Application) | Z&EIRLEI, . [Nextl #O0VUvIOULET, . [PFUT—T3aVifiEEs (App
integration name) ] Z#EEL X I, c& X(E nd-mfa TT,

+ RDOFIETIE., PFUHERELT nd-mfa
EEALTULBCEZRIIRE LTV T, AIDBRIZRIRT 3HFAEE. BECKHUT nd-mfa

EESTBRET, .. [UV1rYrYUS 1L D KURI (Sign-in redirect URIs) ] (C(d. “https://<nd-nodel-
ip> Joidccallback ' Z AL E T,

+  ORIC. [+URIDEM (+Add URI) ] ZEOYUwWOLT, 9SXIADIARTH)—RO  URI
ZEELF I, . [flfEIE Nzt X (Controlled Access) | T.
SETI—TNEIDYTERF P (Skip group assignment for now) ] EBRLFI,
ZOMDT 1 —ILRET IAIHMEDOZTF(CL T, fR=E (Save) 120U v O LET,

o MELBMET AT —(CEMLET, . EAIOFTES—2Y3ayXZa—h5, [F«LIKY
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> FO7J7JLIF 5 (Directory > Profile Editor) ]| #&#RLZEJ, . [Okta 1—Y— (Okta
User (ZJ#J)Ubk) )] o077 EOVvOLET, . [+BH0EN (+Add Attribute) ]
Z20VUvOLEI, . [F—HE (Data type) ] Tld. XF3I (string) ZFIRLF T, .. [
x4 (Display name) ]. [Z#4 (Variable name) . HLV [E%BF (Description) ]
(C. CiscoAVPair EANDLZET, . [BENHE (Attribute required) ] A7 (
unchecked) [CHED>TULWBCEERRLE T, . MDT v —ILREFITAILMEOEZICL T,
[RELTETS(CENM (Save and Add Another) ] Z#0UwvwHLEY, .. [7—5E (Data type) ]
Tld. XF3F (string) ZRIRLE T, . [ERT% (Display name) ]. [ZE#$% (Variable name)
l. XU [5XBH (Description) ] (C. nduser EANLE T, .. [BESRKE (Attribute required) ]
MZ T (unchecked) (CED>TULWBRCEEERLUET,

ZOMDT 1 —ILRET IAIHMEOZTF(CL T, R=E (Save) 120U vHOLET,

o BB Uz nd-mfa I—Y—(CHEBELBUZEINLET, . EROFES—I3yXZai—hHs5,

[rLOKY > ZFOJ71JLI 5«5 (Directory > Profile Editor) ] ##RLE Y, .. nd-mfa
J1—4%— (nd-mfa User (Z27#J)Uk) ) OZOT7rILEOYYvOLET, .. [+BHEDEMN (+Add
Attribute) | O wOLET, .. [F—58 (Data type) ] Tld. XFF (string) EFIRLFE T, .
[R% (Display name) ], [Z#% (Variable name) ]. $KLT [E%BF (Description) ]
(C. CiscoAVPair EANDLZET, . [BENHE (Attribute required) ]
[EFTVOMADTULSD (checked) CEERRLET, .
DT+ —ILREFT IFIVMEDEXICLT. IREFLTETSICENM (Save and Add Another) ]
ZEOVwOLET, . [FT—H58 (Data type) ] TII. XFF (string) ZBIRLET T, . |
#1% (Display name) 1. [Z#4% (Variable name) ]. &K [F7iEH (Description) ] (C. nduser
EANLET, . [BEMNHE (Attribute required) ] (CFITVIRADTULDS (
checked) CEZERERLE T, . FOMDT—ILRETITAILMEDFTZICL T, [REZF (Save) ]
ZOJvOLET, - BEEVYEYTLET, . ERIOFEST -3y XZai—hb, [TaLOKY >
JO7 7L 5«5 (Directory > Profile Editor) ] &R F 9, .. nd-mfa 1—5— (nd-mfa
User) OO0 71IED VYO LET, .. XA4VDxVROD [BY (Attributes) | %I T,

[VvE>YS (Mappings) 120U wvwOLET,

+ [nd-mfa1l—4— >O771)b YvEYY (nd-mfa User Profile Mappings) ]
D1V ROREEET,

+ image::503662.jpg[] [nd-mfal—%'— ZO7 7 )L YwvE VS (nd-mfa User Profile Mappings) ]
DY ROOLEET, [nd-mfaxOktal—H'—(C (nd-mfa to Okta User) | 0 wvOLET,
[CiscoAVPair] DMEEICHD ROV IFIIITIIAZa1—hm5 app.CiscoAVPair ZEIRUE I, .. [nduser]
DEICHBD ROV IITIIAXZ1—hH5 app.nduser EBIRLIET, . [VVvEYIDIRE (Save
Mappings) 120U v O ULET, .. [ST<EHZEA (Apply Update now) 20 v I LET,

o A—YEMEBMLE T, .. EAIDFTEST -3y XZa—h5, [FrL DKUY > 1—F— (Directory >

People) | ZEFEIRLF T, . [+3—Y—nEmMm (+Add person) ] EOUvOLFET,
A—Y—BREANDLITT, . REL TS SI(CENM (Save and Add Another) ]

EOVUYOUTHIOI-—Y—%&EBMI BN [{R7F (Save) 120 v O LTERTLET,

+ Nexus Dashboar(CO5 1V TCEBRLDICTRIIRTHOI—HF—EEBINITDINERHDF T,

o A=Y —&ETTUICEIDUTET, . EAOFES—IYarXZai—nmHs5, [7TFU5—2ary >
7P —23> (Application > Application) ] ZZ#RLE I, . FERLEE7TFUT—23 Y (nd-
mfa) £V wOLET, .. [E3RE (Assignments) ] A~ST&ERIRLET, . [Eo%gT >

I—Y—(CEID YT (Assign > Assign to People) ] ZRIRL T,
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+ [A—Y—AOnd-mfaDE| VLT (Assign nd-mfa to People) ] D+ VROUHNETIET,
[A—Y—~Dnd-mfaDEIDHT (Assign nd-mfa to People) | D+ VRIOT, I—Y—DEICHD
[BIDYT (Assign) ] #O ) wH L, 1—Y—M Nexus Dashboard (COT 1V TEBRLSICLET,
IA—Y—OzFMD « >~ ROHMBAL S, [CiscoAVPair] & & U [nduser] 7+ —JLR(ICMEEADLE T,

+ CiscoAVPair DEE. [V E— BT —/\—DKE]
TEHBAINTUVET (fl: shell:domains=all/admin/)

+ nduser DfEld. Nexus Dashboard
(CO51 VI3 ESTICCDI——NI1—T—RFEULTEARAINTT, . (RFELTES (Save and Go

Back) ] ZD)vOLET, - AlNI—F—Z&IDHTSN\. [587 (Done) ]
ZDOVvOLTRTYLED,

+BIOFIETER L IZIARTHDI—S —ZEMT ZRERHD T T,

o ZZUDM [EX (Claims) ] #RFELET, . EOFTEST—TYayXZa—hH5 [EFaUF+ > API

(Security > API) | &RIRLE T, . 7 IAIWNDREEOIVVOLEYT, .. [EX (*Claims) ]
STEEIRLE T, .. [+EXDENM (+Add Claim) ] Z2 w2 LT, CiscoAVPair EXZEMLZE T,
. [%8] (Name) ] 7 +—JUR(C, CiscoAVPair EADULE T, .. [—D U1 TF(CEHSD (Include in
token type) 1 ROV ST UMS, [ID—2 > (ID Token) 1 &E&IRLE T,

+ [ID—2 (ID Token) ] DFERZEFEIHULEIIM, [7OLEX+—D07 (Access  Token) ]
EYR—bEINTVEY, .. [fE (Value) ] T+ —JURIC, appuser.CiscoAVPair EANLFET,
[Save] ZOUwOLET, . [+EXKmENM (+Add Claim) ] Z=D'JwO LT, nduser
NEXRZEBMLET, . [%&A] (Name) ] 7 —JURI(C, nduser EANLET,

[c—=D 254 7ICE63 (Include in token type) | ROV A D UMS, [ID—2 > (ID Token) ]
EEIRLZE T,

+ MANEKRERU ~—0 Y TIERT BMEBRHDE T, 1D k=D TORRN—=DY
MEBEEEFTR—FENTVEEA. .. [{E (Value) ] 7+ —JURI(C. ‘appuser.nduser EAILE T,
.[Savel #0 U wOLFET,

- Nexus DashboardMEREE O/ 5 —& U TEIMY Bz (CIMELL
Okta7 NV MBREWRELE Y, .. ENFTEST—I3ayXZa—hH5 [EFa1YUF+ > API (Security
> API) ] ZERULIEY, . TIAIR**ORBIEDOVVOLET, ..  [F1T& (*Issuer) ]
NEZEZTEHEI,

+ image::503663.jpgl(] ERIDFET -3 XZa—hs, [PFIT—23Y >

77U =23 (Application > Application) | ZFIRULEI, .. FERLET7TIUT—23 > (nd-
mfa) 20w OLEI, . [O5172VKID (Client ID) ] & [071’ k=0l vk (Client
Secret) | DEZEEETEHE T,

+image::503664.jpgl]

— ~ =JuLr==a
MFAD 177> ~DEXE
DI —RTlE, MFAD S 7> k&L TCisco DuoDH MY R—LINTUVET,

XDOFIETIL. Cisco Duo for Nexus Dashboard
MFAZFEHATCEDRLSICTBEHICMBHEARZREZRHLET T, FHl/IDUuoKEIE. CORFIXV -
DEENTT, FERHAIBELEITARTOA S 3 V(CDULTIE., Cisco

110



DuoD RFaXVEESBLTLIEST L),
DuoZs®E9dlcld. XERFTLIET,

o Okta7 Ao COT1rVLET, o DUOEMFAS &L TEMLE T, .
EDOFES—23ayXZa—hn5 [t+21Y 71> ZEXR (Security > Multifactor) ] ZFIRLE T, .
[E&S5 17 (Factor Types) ] 5 JT. [DuoZF+1YU5+ (Duo Security) ] &FEIRLZ T,

+ Duo Security FAFT3aVHALLES(E. https:/support.okta.com/help/s/opencase 75 Okta

THR—T—XERREREDZET, . [DuotzF+a15F -+ (Duo Security) ]
D1 VROT, BBUYBEHREANDLETT,

+ EF—. WEBFT—. APl RILRBEEREY BHEOFMIC DUV TIE, https://duo.com/docs/okta
EE2RLTIRT L,

+ [Duo 11— —20ER (Duo Username Format) | m [EEFX—JU (Email) ]
[CERESTNTUVDCEEZHERLET I, ..[Savel 0 U wOLET,

o Duo  JL—ILEERRLZE T, . EAOFreEsS—I3avAXZa—H5, [PFVS—-T3y >
77U =23 (Application > Application) ] ZFIRULEI, .. FERLET7TIUT—23 > (nd-
nfa) EOUYHLES, . [Hr>AY (SignOn) | 5 TEBRLES, . [HrYAVRUT— (Sign
On Policy) | MEE T, [+JL—ILDEM (+Add Rule) ] ZOUwIOLIET,
W—ILDORHEIEATDLET, .. [7701EX (Access) | BET [ERNDTOYF~ (Prompt for factor) ]
EBMCLT, [TRTOY 17 (Every sign on) ] EBRIRLE T,
A—XXT—=ZOREBICIGU T, DA T3 VEEBELE T, ..[Savel 20w O LIET,

o Okta & Duo DHEEBWR L E I,

+ Okta THMLc1—Y—/M MFA B0 Duo 7 FUZEATESLDICTBHEER 2 DHDE I, Duo
BIEE(C Duo SFvIYaR—REALI-Y-EIRTEMLTESSH, BLAOI—T—M Okta
(CcO51Y U CEATERISNTI,

+DuoA YWY AR—RTCA——EHREITDICF. RERFTLIT,
a. BEHEI1-—Y—-&LChuoSAvrah—RICOSrYLFET,

b. EOFEST -3y XZa—hH5 1—H— (Users) | &&IRLE T,

c. [I—Y—mEM (*Add Use*r) ] 21w, Okta
NDIA—TF—IBRE—BIDHFMBERZEANDLET T,

d. Oktalc BMULIZIRTOHOI—F—ICDULT. COFIE=EEODERLZE T,
Boe&ERIdlclE. REERTLIET,

e. MFA ZONAS5—&0LTH Okta 7ZHIOY FDER TERLUEIRTOI—Y—(C. FED Okta
RXrVEFEALTESY TOkta ([COF1 VI BLDCERLET,

A9 3 Okta RAXATYVEREITBI(ICE, [PFUVT—23Y > 7FUT—23 7 (Application >
Application) ] (CEmL. 1Em LT nd-mfa TFIUT—23vED)wO LT, [Okta
RX-> (Oktadomain) |® URLZJIE—LZF T,
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« Back to Applications

: nd-mfa
‘ Active v ‘ B ‘ View Logs
General Sign On Assignments Okta APl Scopes

S N N Y Y N A A A Y Y A Y N Y S A Y W Y

General Settings Edit

Okta domain . .okta.com [

0 ARFUCRION 0 0 0 8 0 0 0 0 0800 8000 000020

O51Y93E, AEOI—F—XZ1—H5 [BFE (*Settings*) ]
R—ICBETEET,

f [DuotzF 1Y 7 rE&E (Duo Security Setup) ] &FIRL. BEDIERICEVNT T,

UE—LREETO/N1r S5 — & LT Okta DIENN

1ReHBaEIIC

*<<0kta PHDOYVEOMNFA ZONAS —E L TOEE>> THEINTULDLSIC, Okta (E 1
AUEDI—F—TEBRINTUVIRNEREDZE T,

* Okta PHOVERHDSD * TSPV ID* *DSA4T7 Uk I—=DL vk *RITEBR*
NETICHINERHDET I, CNICDUVTIE, <<MFA ZFON1SF—& L TH Okta
PHOYRDOER>> OREOFIETHAINTLIET,

* POFIEFEALT Okta PHIO Y MCERIDIHEE. IS ITBEFH>>
THBEINTULBESIC, TOFINEBRBEH THINERHD T I,

Oktaz ) E—FEREETONTT—E L TEMI B(CE. RERITLET,

o BIEE 1—Y—& LT Nexus Dashboard (CO51>ULEd, ., [BEIVY—JU (Admin Console
) 1(CBELE T,

o BORLR AT VEEBMULET,

+ image:503619.jpgll X1~ FES -3y XZai—hbo, [BE > FEE (Administrative >
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Authentication) ] DIBECFRLE T, . XAIRTIUNDALT, [P 3 (Actions) ]
AXZa—=00woUL, [OF1Y RX1YVDIER (Create Login Domain) ] Z&iRL £,

o [OT4YRXTVDIER (Create Login Domain) ]
BEARVES., RXTYOFEHMEANDILET T, .. [&F] (Name) | (CRXTYDOREIEAILET,
({EE) [5%BH (Description) ] [CRX1VDEHRBAZEANDLET, . [LJLL (Realm) ]

ROw PS5 Um5, [0IDC] &#IRUFET. .. [95177VERID (Client ID) ] 7« —JUKIC. Okta
PHOVRMSEEBLEDSA 7Y ID ZANLET, .. [D5147YK2—5 0L vk (Client Secret

) 1 Ja—J)URIC, Okta 7HDOYVRHASEHEULEDSA 7PN —DOLYELZEANLZET, N |
178 (Issuer) | J+—JURI(C, Okta PHAODYRMSEEBLIE URI HZAHDULIFT,
(FE) Z7OF#HT Okta (LRI 388, [1——FOF > (User Proxy) ]

AFavEAICLET, . [E&HE (Scopes) 177 avEATNFFHICLET,

+ MUY —XTlE. openid DEERDIBRYR—ETNTNET, o [fEBX (Create) ]
EOVwOLT, RXTVDBIMEKRTLET,

MFA %= {§H L =z Nexus Dashboard ~)O5 1 >/

o BEEHD. Nexus DashboardDIPDIDICHEEMLET, o [OT1YRX-1> (Login Domain) ]
ROvZFPIFO MG, [UE—RFBIETO/N1S—E L TDOkKta MIENN] TIERR LTz 0IDC
RX1VERIRLED,

+ I—Y—Z**RXT—R*DT v —ILRERTINEIEA. o [OZ -~ (*Login) ]
ZDO)wOLET,

+  OktaOJ A YR—=IJCBELETT, - [MFA TONTHI—E&LTDHOkta 7DV EDEMN]
DEFAICHED T, Okta TEWARINZA-Y—&EFALTCOT 1Y LET,

+ DU SA 7Y Ty I ABNMNEETNT T, . DuoEALTCOT 7V ERB LI T,

+ Nexus Dashboard UllcUS 1 LD k&N, Oktal—H—&MAHLTCOSrVLET,
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d1—Y9—

[1—Y— (Users) ] (0)) GUI R—ITIE. Nexus Dashboard
([CTPOERTERIITIARTCOI— Y —EXRROIUOBEETETIT,

[O—#AJU (Local) ] STICIFTRTOO—1IL dA—9—RKRRIN. [VE—F (Remote) ]
STCIE. [VE—RZREEICOYa VOSBAICE->TENMULIZY E—RREHEY—/\—(CEREINTLD
—H—RRRINTT,

Nexus Dashboard, Y1k, SKO7FTUT—=I 3 VEOIVHILYTIF Y
SSO)E. VE—hRI1I—Y—0OHFNMEATETDICEISTFELTLIES VL UE— I —DEZEDFM
[CDWTIE [VE—FRFEEZERBLTLES L),

O—AJL A—5—0EM

- Nexus Dashboard ) [BIEOJ>YY—JL (Admin Console) ] (cFEEnlLE 9,
c FrLLO—ANII—YEERLE T, . X1 FTES -3y XZa1—hH5, [BE >
J1—%— (Administrative > Users)] #%#ZERUFEI, . XAURAVOALET, [O—HIL

J1—Y—M{ER (Create Local User) ] #0UwHOLET, o [O—HI I—Y—0OIER (Create
Local User) | EEAREWVZS, -V -OF@EADLETY, .. OJrVICERATS*1—Y— ID*
EATILET, . BIO*RRT—R*EANDLTERLE T, . AT
FEFXA—IWTRUL*EANLET, .. - —0*O—JL**ERERIRLE T,

+ B1—Y—(CHULTIDUEOO—ILEEIRTETE I, HAHAIRELEO—ILE ZDHERICDUVTIE.
[O—JLEtER]ZSRBLTLET L,

+ BIRLEIARTHOI—Y—O—-)LICH LT, HFODERT7 I EHHED
[EEZAHTIOCIDELESEBMCIDINERIRTETII, i OFER7OLINFE. 11— —(38
POA—Y— O—JL*THRASNZEATIIDREREERRCETIIN BEISICEFTEZTEAS
.. [{EBX (*Create) 10V wOLTI1—Y—%EFELZET,

O—AJ)L A—5—DiRE

- Nexus Dashboard D [BEO>YY—JL (Admin Console) ] (CBEMLE T,
o A=Y NFMEEZERT I,

+ image::503350.jpgl]l .. XY FES -3y XZTai—hn5, [BE > 1—Y— (Administrative >

Users) ] ZRRLE T, .. XAIRA YT, A——DREIEDIVvILFET,
SR VARV S, [EF#ll (Details) ] PAAVEDIUVIULET, o <user-name>

OFHEEAREVES, [fRE (Edit) ] 7rIY&E0UvILET, . [A—T—0DfFE&E (Edit User) ]
BHHT. BECHUTREEERLIT,
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LFx1UF 1

[T+ 1Y 7+ (Security) ] (0)) GUI R—ITIE. Nexus Dashboard
THERATINBIIEEEERTISLUOBEERETEII,

YFa1)FEE

[BE > t+1UF+NDHRTE (Administrative > Security Configuration) ] ~R—T(E, Nexus
Dashboard 7 S XS THERAINIRIALYIIVDITLT O RECF 1T rAIAEERETETET,

B BHEIIC * Nexus Dashboard
CTHERAT3IFENF—EHARAENT TICERINTULIREREDE T,

+ BB, CNCEPROT 71 ILAEEINE T,

o W (nd.key)
o VB (CA) DABIEERAZE (ca.crt)
o CAER(IEFTEEE (nd.crt)

BEERIAZTADLE T 7 TILOERCDVTE, [MEF—CEHCERIEAEDEMITHESNT
WE9,

o PFIUFTrDHREEZLET DAEIIC. Nexus Dashboard
DS IDBHRINYV DTV ITEERTDCEEIEH LI,

NV DO TP YTIOFMCDOVTIE. [Nv o7y FeEET] Z2BLTLET L,

TFa1)T s DREEREIT B(CE. REXTLIT,

- Nexus Dashboard D [BEOI>YY—JL (Admin Console) ] (c¥EnlLE9,
o CFIVF 1 NEREERELT I, . XA FES—Tay XZa—H5, [BE >
¥+ 1Y 5+ (Administrative > Security) ] ZEERLIE T, . XA IRA VT,

[CF+a1UF+DERE (Security Configuration) ]| 9TERIRLE T, .. X1 IRTVYDELICHD

[(fRE&E (Edit) ] 73 ZOVvYOULET, o [EFa21U7+DEEE (Security Configuration) ]
BEC. RECLUTHEHZEEHRLE I,

+
F—EEHBAET 7 MILOT Y TO—REYR—EINTOEWZSH. ROT v —ILRICEREEDTS
ENRHBCEITERLTLIIEE L,

a [Evo3avyS1LT7 Ik (Session Timeout) | EEH L F I,

COT1—ILR(E. API b—D Y OEHIKAEERZELE T, T I FILEI 20 BICRESNTVE T,
b. [P RIS L7 Dk (Idle Timeout) | EFFH L E T,

CDTr—ILRE, UlLvyavniisEeEE LTI,

c. [RX1>% (DomainName) | 71— JLRT., RXTVEEELFT,
d [¥— (Key) 17— JLRT, WBEF—ZEEELT I,
e. [RSA ZFEAZ (RSA Certificate) ] 7+ —JUR(C. CABRZFZIIBECEBRNIAZZEELEF T,
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f [JU— iEBEZ (Root Certificate) ] 7+ —JUR(C. CAD/\TU v OERAZEEIEEL T I,

g (EE) CA NGRS EREL TLBIES(E. TNE [HREEEEAZE (Intermediate Certificate
) 1 T —ILRICANDLET,

h. [{R%Z (Save) 120U wO LT, EEAREREFLI T,

BREREIBDE, HLLREEFEAL TGUIRYO—-RFENIET,

CFEIUT o RATY

HIRIECF 21U T RXTVEFERI S . BEEL, BAEOTIL—TO1 - —(CRUFENEID Y
TONTULBBEIE TSR, AOEF21VFTr RAYDI—F—TI—FCL>THEREINZFATI T D
FERREICEEETCSEVNLIICTBICEMNTEETD,

rEZIE BIRNEFEF2UT v RXA1Y (domainl) OBEHEL. BlOtF1VUFT v RX-r> (domain2
) DY~ H—EX, 55, - —BREBETET I A

I—Y—F, I —DEUEERERF O TUSE I X T LATERINERECT LT, BICHINDER
DEBEMHEFDC EISFRLTLESV, #IRMEOEF1 )T RArYOI—F - BDTIL—TF
DYERBICARIRICIDTEESZIZTURUAS D LTI B L. TDRXTYHNTIELL
LRILDERMIGEENE T,

CFa1VT XTI VEERT BICIE REXRTLE T,

- Nexus Dashboard ) [(BIEJ>VY—JU (Admin Console) ] (CBEBLET,
o FILLWEFAVF A RAAVEMERLEY, . X1V FTEHF—I3y XZai—hHs5, [BE >
4+ 17+ (Administrative > Security) ] ZERLE T, . XA IRA VT,
[EF+a1UF+vRXr> (Security Domain) ] AST&EBIRLET, . AAIRAIUDHLT,
[TFaVUF+ RX1VDO{ER (Create Security Domain) ] EOUwOLET, o
[CFa2VUF v RXTVDIER (Create Security Domain) ]
BEAREVZS. RAXTYVOFMEANDLET T, .. [&E] (Name) | (CRXATVDRZBIZEANDLIETT,
(EE) RXTVDHBAEANLE T, .. [{ER (Create) | &0V VO ULTRATVERELE T,
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Cisco Intersight

Cisco Intersight(d. D17V I 1V~ XF LICKD THIhERST NS Software-as-a-Service
SaaS) TV IS XSO FvEETS Y LT+ —LTY, Cisco Unified Computing System (Cisco
UCS)H & UCisco HyperFlex/\1/{—IY/N\—I R A4V ITSIXA SO F+vCisco APICICHIX T. Nexus
DashboardZ (FUSHETBIMND TSV T4 —LESTO—/NILICEEBTETEI,

Cisco Nexus Dashboard Insights'dENFT—F LI I—TF T T—23VE, BI X7 A(
C DIFE(INexus Dashboard 75w k7T # — L
YOBEIY FO—3S(CHIFHAFTNTVS T /N1 XOXRIT I %L TCisco

Intersight/ R—FIJLICEHRLE T, T/ XORIIF, EHINTUVDITNTIXICWLT, EFaVF
« TIRESINE 1 V5 — v ~EREERL TEREXE L. Cisco

Intersight’ R— S JLH\SHIHMTEZECETIRELHARERHELE T,

Intersightf iGN T /N1 XL P TFUT -3 VBT &, T IFIETRET—REICT/NrXOXRD

SHEEIL. VSO RY—EXICEHRLLSELETT, [EEh5E# (Auto Update) ]
723 VRBRICE > TLBIZEE. Cisco Intersight (CEHt 9 D & (T, Intersight
Y—EXCLBEH-HEN L TT/N XARTINRBEBNICRF/N—I 3 VICEHINT T, [
BEEH (Auto Update) ] ZF2aVOFMRICOVTIE. [7/\7XORDIDHEE
E2RBLTIEE 0,

Cisco Intersight T 5SICFHAFIBHRICDULTIE, https://www.intersight.com/help/getting_started
EBRLTIES 0,

¥ : Application Services Engine M5 7wy FTL—RURERIC, Intersight
TNAXARO I TTOFVDOREICETIERDBH 2 IZIBEIE. [D5XIDRE (Cluster
Configuration) ] BEHCTOFVEBRETDIMENRHD T T, FMICOVWTIE, [ XIDEE
JE2RL TS0,
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FINT XOAXRD I DERTE

TNARETNAROARTIZENTLT Cisco Intersight
R=BIICERLE T, CNICKDT, BfichieT /N ABEHREZEZFEL. Cisco Intersight
R=B I SHIEHMBEZET BCHDRELHFEN hSEEEINET,

IRTHDFT/NAXIAXRDIH(E, sve.intersight.com ZWEYCERTE. DOR—k 443
DT IOV RTHIATND HTTPS BERESnId3mBERSHDET,

HTTPSEESG (C PO+ I HARELIES(E. Nexus Dashboard CFOF U EBRTEITIMENRSH DI,
CCTII BERNET N RARDIDERERECDODVWTHBALE I,

o Nexus Dashboard @ [BEI1>VY—JU (Admin Console) ] (CBEBILE T, . XTUYXZ1—H5
[T>YT75X+ZO0F+ > Intersight (Infrastructure > Intersight) ]| Z#&#IRULIET, o X1V
RT1VDALD [EXE (Settings) ] Z2O0VUwOLET, o BRATUIVEHRETDICIE. [
/% (General) | 970U WO ULET, .. TNAXARDIEBHERISEMCITBICIE. [TF/NTX
X575 (Device Connector) | ./ J&FHLFEI,

+ chlcEh, TNTREEKRLT
Intersight DEEEE FERATET L DICHEDET T, EIMICE D> TLBIHES. Cisco
Intersight NOBEFEHFRIT NI E Ao

a [7OEXE—F (Access Mode) ] MEIET. COTNAXICEEEMZSHEAEZ  Intersight
(CEFAITBNESHERELE T,

o [HUIEIDEFRAT (Allow Control) 1 (¥ #JLk) -Cisco Intersight
CTHERATEELEEEICEDVT. USURNSRELHRHND FZFESAHRMFEERTTETEI,
o [FRBHEXDEM (Read-only) ]—Cisco Intersight

NS, COFNTRCEERMRSNTULLEONC EZHRBL I,

RERE T7—LDIT7O7vIFOL—R2TFOT77ILOBRLEEDT O aVid, sHED
HHE-RTEHFAITNIEA, RIEL. POV 3 VIFREDY AT L TERATIREIEREC L DT
REDIT,

b. Device Connector DEEEFHEBMICT B(C(E. [EEEH (Auto Update) 1 J/ ITZFHLF T,

TNAXAROIDOYV I LTI 7HREFNICEHRINSLSIC. BEEHEENCIT S EEZHEL
F9, BMCTB L. Intersight NS5 7 v FPITLU—RRTva1EINBVIC, T/NAXOARTIMNE
DAA=IEBEFNICTYvIFIEIL—RLET,
BEhEHEEMCLBES. :IiLLWWI U —IBRATIREICES E. YVIRDIVEFBTEHIBDK
SICKRHENFE T, BEOFT /N1 XIXRISITIE. Cisco
Intersight(CE#H CE LV AIRBENRSH BN TERL TLET L,

o [IRTE (Save) 120U wOH LT, EERABEREFLI T,

o BIOIAE.R v VR— kT 3(CId. [BEAZRVYX—T v (Certificate Manager) |
HI&EDIVVvIOLET,

+

TIAIETE TNRAXOARTIMERIT DI, HIPRAINTVBHARAENHTI, T/\1 XIXRD
S DTLSEE L T BRRIC. T—N—HNSRESNTSRIASHNEFAHIERZEE —BRULLVEE, T
NARARDIPFZEDY—N—DMERTE ST /N1 IANESHEHRTTELU 28, TLS
BHReErTLIET,
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+ CDEMET [ >~R—k (Import) ]

RIVEDVYOTBE, BIOMERAEE 7Y TO—RTEET, 7 VR—LINZERAER .pem
(base64 IY3O—R) EXTHIRERSHDE T, AREENER(ICTYR—FINB L,

[Ef8 T 3EAZE (Trusted  Certificates) ] DY IICEEIN, TOIEAEENRELITNE [
T (In-Use) ] FICRREINZTT,

+ AEBAEDTTOREICH D [k~ (View) ]
PAAVED I VIITBHE, RHL FTH. BMHRLEEDFHERTTEET,
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H—Fw RER

C CCld. Cisco Intersightd 7 /11 X & L TNexus
Dashboard 7>y kD74 —LEEXKI BEICDOVWTEHBALET I,

1ReHBaEIIC

[T /37 ZORDFEFEIOHAICHE D T, Intersight F/3-1 X
IR EHFRELTH<BERSEDFT,

TINAREBERTBICF. ROFIEERITLE T,

o Nexus Dashboard @ [BIEIJ>Y—JU (Admin Console) | (CEEBLFET., o XTYXZa1—hH5

[TYT75XZ0F+ >  Intersight (Infrastructure >  Intersight) ]| Z&&ERLE T,
o TNARARDINI TICRESNTLBINESHERTEL T,

e [7/A\rXOXRDS (Device Connector) ] ~R—IT, 1V59—Xvhk*e  *Intersight
MEEORIRTREIEN, [EXRFEH (Claimed) ]| £VSTFFIXERERRINTULSHEE. Intersight
TN XOART I DEEE. Intersight
DSIRY—EINDER. SLUOTFNAAOBRETTLTULET, COIFE. cOEIT3VD
BODEBREIXFVITITELT,

e [N\ XOXDS (Device Connector) ] R—IT, *1TIUF—Rv
*DERETRIRURBRARRINTUVDIBESE. COEIIavOERDDEDCECEIIC[OS X
S DEEE]NDERBRICHE > T, Nexus Dashboard

DS ZIMA =R ST OLRATEDRLOTOF VEREITDINERH DT,
e« [F/N\1XOXRD%S (Device Connector) ] R—I(C, T8 —Rwv k*& *Intersight

ERSEBORREER IV, LU [ERBKRTET ( Not Claimed) ]
EVWSTFIXEREKRRINTLBHE. Intersight TN XOARDTIDEE. Intersight

H—EINDER. FXUOTNTXOBEKETZTTLUTVWEEA. XOFIRICRKE DT, Intersight7 /1
ZARDT Y DEFE. Intersight 7 ST RY—EIADEH. BLOTNAIADERETVE T, DB
B, TNAREREITBHICEDDFIEICEHT T,

o MEICIHUT, TNARARDBIDYILD I PEEHRLET,

+ FRTELHLVTNCXIARIIOVI LD I PN=Ia Va0, [B8ES (Auto Update) ]
A7 3aVhBMCEDTUEWERIF. TNTXIRIBICEBELETHTOITSLRHDC EZBNT
BAVE—INEEOLBCRRINE T, BEEHEEOEMLICDOVTIE, [7/172
ARDIDEEIEZRLTIETL,

+ T NAXAIARD B EFETEHI B(C(E. [S5T<ER (Update Now) | UV OETVvOLET,

o Nexus Dashboard @ [Intersight] ~R—IJ(CRRINTLS F/irX ID° & BEXRI—RK
EXELET,

+1image::503388.jpgl]

o Cisco Intersight 752 RY 1 k (https://www.Intersight.com) (COZJ1 >V L&,

o Intersight St WIS IVON
https://www.intersight.com/help/getting_started#target_claim[5 —/" v ~DEK]

COYIVICBBSINTULBFIRICK ST, TNAXEERLIET,

+ Intersight TTF/\1XZEBEKU/#&(E. Nexus Dashboard @ [F/31XIXD5S (Device
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Connector) ] R—IT [V —=X vk (Internet) ] & [Intersight] NMREDFIRTREENTH D,
[EXBEH (Claimed) | EVWSTFIRRRRINTUVDIHERGD T,

+ T BRFIORECEFHIBICE. R—IDALICHD [EE#7 (Refresh) ]
D)V OITIRERGB DT,
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FINT X DEREERR

Intersight/ 5 Nexus Dashboardz 7 /11 X & U TERT 5DEMRT B(CE. ROFIEEERTLE T,

o Nexus Dashboard @ [EEIJ>Y—JL (Admin Console) | (CBELFET, o XTYXZ1—H5
[TYTJ35XZ0F+ > Intersight (Infrastructure >  Intersight) ]| Z&&ERLET,

o X1 IRA T, [EERQZB/% (UnCIaim) ] =01 wo bgg_o
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NS a—FTa V0
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ERFEOV R

IRTFLT=IANDT IO IBFHRETNTULDIHBEE. rescue-user
EULTIEBNDO SR ) —RICOJ1VTEFI, ROOAVYREEHL T, Cisco Nexus
Dashboard CE Z S E/HIREEERTTEE T,
DS XIS TIVVa—FT1V5:

e acs health—- O S XS NDEBUBREBFFEOBMBEEZRRILEI I,
acs cluster config—- O S XIDFEEXRRLET T,

e acs cluster masters- VXA — J—RDBEEXRRLIT T,

e acs cluster workers—-2J—H— /) —ROBREEXRTLE T,

e acs cluster standbys—- XA VN1 J—RDBEEXRTLE T,
* acs ntp show—NTP BRERTLFE I,

* acs techsupport collect -S system—-1 YIS A OFvDTOZAI
YR—MERENEL F T,

e acs techsupport collect -s cisco-mso--Nexus Dashboard Orchestrator Y —EXDF2 ZHIL
YR— M ERENELE T,

e acs techsupport collect -s cisco-nir--Nexus Dashboard Insights Y—EXDFOZHIL
YR—MERENELF T,

° acs techsupport collect -S cisco-appcenter -- App Store DFOZHAIL
YR—ERENELT T,

* acs version--Nexus Dashboard M/\—Ja VaERLE T,

S A 4O EAYE S
e acs reboot - IRTHDY—EREEXZEEZDIFFEAL T/ —REYT—RLET,

° acs reboot clean-—-Nexus Dashboard &7 FUT—23avnE>—S9%HIBRLUFE I M. Nexus
Dashboard D 7 —kX LSV TEREERY R 4 X—J(IRFLE T,

Nexus

DashboardD S XS Z#HH TCRENT D&, FHERTOCITRELIRTORY R4 X—IMR1 Y
Ab=ILEdNFET, RYRAX—IJERFTIDE, VUT—-rFEDOISIXIDEEBAERIEINT T,

DSIAIRDIRTD) —REBAIVIL—ILTBFEF. BAOICTASSIC7TIVT—23V1F
BeD -7 vITIBIRERSDE T, COFE. T ERIRTOFPTFUT—2 3 Y TEMICK
D2THD. NDOSXONSHIBRTNTVBS CEEMRBL TLES L,

* acs reboot clean-wipe -- Nexus Dashboard HKOTPFIVT—23Y

AA=IVEESCTTIIT -3 VDT —IEHIBRLF I M. Nexus Dashboard
NDT—rRSYTHEEIFERELEI,

DSXINBEMIDE. RYRAA=—IBRBAYIL—=ILENFT,
DSZAIRDIANRTD) —REBIVIXL—ILTB3FEE. BAICTARSICT7TIUT—23V1F

BeD -7 vITITBIRERHDE T, CDFE. T ERNIRTOFZTFUT—2 3 Y TEMICK
D2THH. NDOSXINSHIBRENTULDCE&mRBLTIEST L,

e acs  reboot  factory-reset--O5X5 T—rXLSYTEREZZL Nexus Dashboard
ETFTIT—23VDET—IZEBRLEIIMN. 7FUT—23Y A1 X—JFRFLITT,
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Nexus

DashboardD S XA E#HHTEEFIT D L. YHERTOCITRELIRTHDRY RAX—=I M1
ZAb=ILEaNET, RYRAX—IERFIBDE, USIAIDEBIMAESRILINT T,

DSIAIRDIRTD) —REBAIVIL—ILTBFEIF. BAICTISSIC7TIVT—23V1F
BeO)—VT7vITITIREBEREDET. COBFE. Y1 ERIRTOTPFUT—2 3 U TEMICS
D2THHD. NDOSXINSHIBRTNTULDCE&RRBLTIES L,

acs reboot factory-wipe-72Uo—23> IX=TJEDSRI
TJ—kX Sy FHREEZFT. Nexus Dashboard & 7 FUT—23 VDET—IZHIBRLE T,

DSZIBBEHIBE. Ry RAX—IRBAYIL—ILETNET,
DSZXIANDIANRTD) —REBAYIAS—ILIBHEE. BAICTHARELCT7FUT -3 UiE

BeO)—VT7vITITRIRERSEDETT. COBFE. Y1 ERIRTOTPFUT—2 3 U TEMICS
D2THHD. NDOSXINSHIRTNTULBS CEERRBLTIES L,

JRTFLEERICBEIB STV a—FT VI

/logs 7+ LD kYl rescue-user AV FF(CVIY RSN, EEY—)LTRETEXI,
ping AVYRIE, FEAEDA T IV THR—EEINTUVET,

ip VYR, ip addr show HFKXU ip route show
=20, IVYROHRSFMOERYIY R EYR—KLET,

kubelctl OV Y RIE, FHNDEFERAD kubectl IVY REYR— T SHICFERTETIET,

esctl JV > RI(&. Elasticsearch
H—EXICETS TNV IBRERS CEI3N AL —FT VT &EHUOHLET,

ROBIBATR—ETNhTVET,

o “esctl help - IAF CEBAT SERBREEHRIRELE I HERL T T,

o esctl get nodes-Elasticsearch S5 XN ) —RIBEHFERLET +, §$ esctl get nodes ip
heap.percent ram.percent [...] node.role master name 172.17.251.227 24 41 [...] mdi * es-data-
1172.17.251.243 21 39 [...] mdi - es-data-2 172.17.251.154 22 35 [...] mdi - es-data-0

o esctl get health--Elasticsearch 75 X9 DIERBMHBRERLE I,
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$ esctl get health

{

"cluster _name" : "elasticsearch",
"status" : "green",

"timed out" : false,

"number_of_nodes" : 3,
"number_of_data_nodes" : 3,
"active_primary_shards" : 169,
"active_shards" : 498,
"relocating_shards" : @,
"initializing_shards" : 0,
"unassigned_shards" : @,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 9,
"number_of_in_flight_fetch" : 9,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}

o esctl get indices--

DSRIRICEFETBTVYT VIR ABORFIAAVREHBRSNZERFIAXA Y RO H&
UrYTvORASTOREICEATIBHREERELIT,

$ esctl get indices

health status index

green open cisco_nir-enrich_appdynamicsdb-2021.03.26
green open cisco_nir-svestatsdb

green open cisco_nir-operdb

o esctl get allocexplain
— OSRIAQY v —REIDHETE, ZNICEAETBREICDOVTHALIE Y,

o esctl get shards- v —REZDIv—RABI S/ —RICEATIBEHRERLE I,
Nexus Dashboard TE{T &S Elasticsearch U —EXD1 VXAV RE2 DHNFET,

o elasticsearch--Nexus Dashboard TEITEINTULBIEEAEDTFIUT—2aVTERINDS
Elasticsearch,

N, esctl AVYRATIA I TIBREEMHIZH—E XTI,

o elasticsearch-nir -- Network Insights PIIT—2 3V THICERINS
Elasticsearch, < MY —E X (&, Network
Insights 77U —2 3 VEBMCT D ERABINE T,

--name=elasticsearch-nir 518 ZEFEHL T, esctl
OIVVRICCHDA IR VRICEATDIBERERRISIEDCEMRTELT T, RICHERLET,



$ esctl --name=elasticsearch-nir get health

PFIVT—2aViER

* acs apps
OVYRIE, DS RITEIINTUVDRIIRTOT7 UG —3VERRLE T,
* acs actions

apps
VYR, 7Y =)b. Py TFTL—R, HIRGEE., 7FUT—2 3 Y CERITINIRIFERZ
ZRLET,

instances
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FE§77YvIIL—R

DSAIDT7YvIFOU—RICE. [D7—LDIPER (OSXIDT7YvITL—F) €023V THHA
SNTLVBFIREFBRAT S EMELE I,

RIEL. 8—J—FROSIXBCFHLLI —REEMLTLEM, J—FAEWI 7—LDI7&EXITLT

WBIBR)ERIEDSIXIZARGUIP Y FTL— RRRIILEN D EBB)DFE 7 v FO L — R EXTT
3Fald. DDIC. ROFIREFEHAIBCENTELT,

F EVWI 7P —LDITPEXRGTULTCVBE—D) —RE7YIFIL—RUTRIFEOD S X5 (CEMY 315
Bld. DS XI2ETEEL. ZDOJ —RTOHRDFIEERITLI I,

o PYTIL—RTIBJ)—RICrescue-user ELTOTTVLET,

o PYTITL—RISODAA—IT7AIER ) —RD /tmp 7 LOKJICOE—-LZE T,
o INTD/—RTFPYIFIIL—RERIRLET,

+IRTCO) —REWTLTT Vv FIL—RTEXT,

+ # acs installer update -f /tmp/nd-dk9.2.1.1a.iso Warning: This command will initiate node update
to new version. Proceed? (y/n): y Update in Progress ... Do not press CtrlAC

o I7—LIDITOTYVFIIL—RARTIBZXTHHFELLLET L,

+ ROFIRISEDRIC, IRTO) —RRPvIFILU—RENBDOZEF/ROMERHDE I,

+ Update succeeded, reboot your host

o 1D/ —REVUT—K~LET,

+

WIFNHD ) —REVUT—RIBEIC. IRTHD)—RTPYTFIL—RRTTLTVSCEERRBLT
<TIE2 0

+# acs reboot This command will restart this device, Proceed? (y/n): y

o /J—RNREETHBCE&EHRBLET,

+ # acs health All components are healthy

o MDD —RRERICTYFIL—REIN, EBICH DS, fD2DD) —RZEIEECT—FUZE
ED

+ SECEATZIEV—REEIC 1 DEIFTHDIEH. XD —RZBEEd DaIlC. acs health
IOVYREFEAHALTYUT—RUEE—RABAEBEIL., /J—RAEETHDICEEERIDINERH DT,

o INRTOD/—RFHAFHLOWNA—I 3V TEEILTERBICEEBLES, Py TFIL—REODIIDERTL
EJER

+IRTO/—RTROIVY RETUCERITCEET T,

+ # acs installer post-update Warning: This command will run the post-update scripts. Proceed?
(y/n): y Update in Progress ... Do not press Ctrl*C Post-update succeeded
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J—ROBX—J1t

Nexus

DashboardM¥B/\— RO 1T PHRFETICBVERRT, VIR I 74 X—=IEH5MA0HO—-—REINT
WET, BEODVI LD I T7EREITDEITDBEE. ChvsryayaXFvIFLT, [D—H—J—F
DEBIFERIE[RI VN1 ) —REDEE|CEHF T,

FECT/—RERFOVYILDIT7N—=I3VIc7vIFIL—RIBHEEE. KDDIC[FET7vTIL—
FIDFIEICRE>TLIES LY,

C C Cl&. Nexus
Dashboard/\— RO T 7Y I LD I 77XV IZBEREITDIHAECDODVWTHBLET, Y—/1—DAR

L—7 1 V0V RX7 LOGUIC 7 I ATELLEBIFEDEMILEENFEE LIZIBE. BIFED/\—
JAVHSDEET Y FITL—RPIIVTL—RRYR—FEINTOEVRIOY U - ZRBFAY 3155
(E. ROFIEZERIT BIRENRHD LT,

T BEED Nexus Dashboard
DS IABEBAVIAL=ILTBBEE. BAICTHI LS IOT7TVT—I3aVERED V-V TV ITTD
WWBRGEDE T, COEBEE. DS XIEFEILETBHIC, YA ERIRTOT7 T —2 3 VY TEMICIED

THO. NDOSXINSHIBRTNTLBS CEZREBLTIES L,

1ReHBaEIIC

H—/\—® CIMC ~OEH(C(S Serial over LAN (SoL) "— +EFERAITIMEARHDFE I, H—/1\—D
CIMCIP 7PRLURXRESSHOSAT7 U RREDCEEHRELTLIZE L),

+ CIMC SHE(CRHT 2EEMIBIRIE. https://www.cisco.com/c/en/us/support/servers-unified-
computing/ucs-c-series-integrated-management-controller/products-installation-and-configuration-

guides-listhtml * TAFTEET, YR—FINTVSB/I—I3 VD Cisco Integrated Management
Controller (CIMC) ZEfTLCLBC&EMABLTIIZT L, #ENN—T3>: CIMC, UJ—2X
41(3b), Y R—btITNBITNN/\—T3> : CIMC. Y'J—X 4.0(1a),

Nexus DashboardV 7 D1 7EHB1 Y X L—ILTB(CF. ROFIEZETLET,
o Cisco Nexus Dashboard¥ X—J &S D vO—-RULFET,
a. Nexus DashboardR—IJ(CHBEL T, A1 X—IJ&ESFTIYO-RLZE T,
https://www.cisco.com/c/ja_jp/support/data-center-analytics/nexus-dashboard/series.html

b. [F5>0O—RK (Downloads) 157&0VUwOLET,

c. 90— K9S Nexus Dashboard D/A—J 3 VEBEIRLE T,

d. Cisco Nexus Dashboard-r X—=/(nd-dk9.<version>.iso)& 5O VO—RL&E T,
e. RIEBRAOWebS —/N\—TAX—J&ERIFT1VILET,

AAXA=—TIEVIVETBHEE(C http URL ZIEEIT WMENHDF T,

o ISOE 'U'—/‘((CEEE bgsg-o

+ CHOFIBETIE. U—/\—OCIMCICEH I DIMENSHDF I, CIMC

Ean—]

SXRE (CRET DEFMIBER(IE. https://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-c-

129


https://www.cisco.com/c/ja_jp/support/data-center-analytics/nexus-dashboard/series.html

series-integrated-management-controller/products-installation-and-configuration-guides-list.html

CTAFCTEIT,

a. H—/\—MOCIMCICSSHES R L F 9,
b. (REEXFT 1 7(CEHELE I,

(220-WZP21510DHS# scope vmedia
(220-WZP21510DHS /vmedia #

c. CIMC-Mapped vDVD [CA™D >O— K Uz Nexus Dashboard ¥ X—3J&VYwvEYIULET,

(220-WZP21510DHS /vmedia # map-www image http://<ip-address>/<path> <image>

R ERLE T,

(220-WZP21510DHS /vmedia # map-www image http://172.31.131.47/images nd-
dk9.2.0.1.1s0

d IX=—IRVIVEINTLBCEEBRBLIT,

(220-WZP21510DHS /vmedia # show mappings
Volume Map-Status Drive-Type Remote-Share Remote-File Mount-Type

image 0K CD [<ip>/<path>] nd-dk9.2.0.7.iso0 www

e. dj_/\{jéﬁ@@] lJ\ | \J‘J—JIJ(C]‘%;EL/?I"@O

(220-WZP23150D4C /vmedia # exit
(220-WZP23150D4C# scope chassis
(220-WZP23150D4C /chassis # power cycle
(220-WZP23150D4C /chassis # exit
(220-WZP23150D4C# connect host

CISCO Serial Over LAN:

Press Ctrl+x to Exit the session

f TN XEBRLET,
RDAYE—IPRRINBET, T-~TOCLIEER/LETT,

Press <F2> Setup, <F6> Boot Menu, <F7> Diagnostics, <F8> Cisco IMC Confiquration,
<F12> Network Boot

F6 ZHLU T, T X—3 (Cisco CIMC-Mapped
vOVD1) EV OV URIEEX T« 77N\ 1 X&EEIRLE T,

130



| (Bus @5 Dev 0@)PCI RAID Adapter |
| UNIGEN PHF16HOCM1-DTE PMAP |
| Cisco vKVM-Mapped vHDD1.22 |
| Cisco CIMC-Mapped vHDD1.22 |
| Cisco vKVM-Mapped vDVD1.22 |
| Cisco CIMC-Mapped vDVD1.22 |
| Cisco vkKVM-Mapped vFDD1.22 |
| UEFI: Built-in EFI Shell |
| IBA GE Slot 0100 v1585 |
| IBA GE Slot 0101 v1585 |
| Enter Setup |

| A and v to move selection |

| ENTER to select boot device |
| ESC to boot using defaults |

g RYKRD—DZEHELET,
Y—N—OHERESKIC. ROBADBKRRINE T,

131



132

+ '[" -z http://172.31.131.47/nd-dk9.2.0.1.is0 ']’
++ awk -F '/|:" "{print $4}'

+ urlip=172.31.131.47

+ '[' -z 172.31.131.47 ']’

+ break

+ '[" -n http://172.31.131.47/nd-dk9.2.0.1.is0 ']’
+ set +e

+ confiqgured=0

+'[' 0 -eq0 ']

+ echo 'RV KRD—H4 Y —TJ1T—XDBER'

RYKRDI—=D 49— 14 XDE

+ echo 'type static, dhcp, bash for a shell to configure networking, or url to re-
enter the url: '

Ry bkD—FV5EEBRT BICIE static F/z(E dhep. shell &L T bash
EANLET, Feld. url ZBANTBHZESE(F. url EADLET,

+ read -p '? ' ntype

static @

case $ntype in

configure_static

echo 'Available interfaces'

MARgLETrYI—-TJT 17X

+ 1s -1 /sys/class/net

total 0

LTrwxrwxrwx. 1 root root @ Apr 26 01:21 enol ->
../../devices/pci0000:33/0000:33:00.0/0000:3b:00.0/net/enol

Llrwxrwxrwx. 1 root root @ Apr 26 01:21 enol ->
../../devices/pci0000:33/0000:33:00.0/0000:3b:00.0/net/eno’

Lrwxrwxrwx. 1 root root @ Apr 26 01:21 eno5 ->
../../devices/pci0000:5d/0000:5d:00.0/0000:5e:00.0/0000:5f:01.0/0000:61:00.0/0000:6
2:00.0/0000:63:00.0/net/eno5

LTrwxrwxrwx. 1 root root @ Apr 26 01:21 enob ->
../../devices/pci0000:5d/0000:5d:00.0/0000:5e:00.0/0000:5f:01.0/0000:61:00.0/0000:6
2:00.0/0000:63:00.1/net/enob

Trwxrwxrwx. 1 root root @ Apr 26 01:21 lo -> ../../devices/virtual/net/lo
+ read -p 'Interface to configure: ' interface

Interface to configure: enol @

+ read -p 'address: ' addr

address: 172.23.53.59/21 ®

+ read -p 'gateway: ' gw

gateway: 172.23.48.1 @

+ 1p addr add 172.23.53.59/23 dev enol

+ ip link set enol up

+ ip route add default via 172.23.48.1

RTNETLINK answers: Network is unreachable

++ seq 1 2

+ for count in '$(seq 1 2)'

+ ping -c¢ 1 172.31.131.47

+ o+ o+

@IP 7RLUZXICDWTIE, BEBA(C DHCP Y—/N\—NdHBHEEIE dchp. D THUVEAIE static
EANLFET,



QAU —TJx1RICIF. BUDEER—k (enol) EAHNLFET,
@ static Z3BIRUIZIBEIE. EBHCHEAITBZIP 7RLUXEBELE T,
@ static &BIRULIZIBRIE. B CHERIZT— DO 1&EBELET,

o BMELREAA=IHSY—N—NEFLIES, ERAELHE—DT Y X ~—ILF T3V ERIRLET

o

+ AV AR—ILTOLINTT I B CTICRR20PDDBHEENRED LT,

+ I A=—IBREBEAINGEZS, [D—7T— ) —FRDOEE] EYES (RN ) —ROEE
IDERBAICED T, DS RIIC/)—REEBMNTEFY,
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AppStore T=>—

Nexus Dashboard @ GUI T, [U—EX > AppStore (Services > AppStore) ]
BITLETOECIALELDSETRE. ROIS—HRRETIHENRHDE T,

{

"error": "There was a problem proxying the request"

}

IREA

PFIRET Y—EXIRKTINTUNBEIVIEI—
J—RICEBENRETD E. PTUIARPY—EXIRRIOVII— J—RICBEEINSITICRE 5
DOMBFEERH DL,

fRRK

F—EXREEL TR—INEHRINSEITHEET T,
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IRYEDIDIR—~

Syslog TR =, BROAEBTARY RERY—EX(ICEELTOWEEA.

RA

C DREDRE—MIILRRA(L. Syslog

BT —/N—HFEETNTULELA, EULKEEINTULLENCETT,

fERE

[DSRXBDEE > Syslog (Cluster Configuration > Syslog) 1
OHEBT—N—DFREMELVC EERRBLTIZT L, FHICDOVTIE. [T XIDEEIESRLT
<IEEL,

REA 2

VE—F Y—N—EFEHEDND P TRELIDEYRNSORSTrvIDHEHTLTHD,. Nexus
Dashboard /—RMDIP PRLUZZNSD ST v wORFHFAIITNTULEE Ao

pE 2
HNEBH —/IN—DEREEFH L T, Nexus Dashboard VS5 J—RHhSDORS T vOEHFALE T,
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TiHHAEEOIREAD YW ~

B —RTROIVIYREEXRGTLT, MEISIIZFEUV LY RTELT,
# acs reboot factory-reset

L CNETOE. IRTDISRIBEETTIVT—I3VRKRONBH. DS X IZBEEERIT D0
ERHDHET,

RBFIZETSDREBED Nexus Dashboard
D59 % CHERADFE(E. https://www.cisco.com/c/en/us/td/docs/decn/nd/2x/deployment/cisco-
nexus-dashboard-deployment-guide-211.html[Cisco = Nexus Dashboard Deployment Guide]

THBEATNTULBLIIC, TRTO/—REUELY ~FTBDTIIEL, BEFED VM
ZHFRUCTOSRIZR=BERI DI CE=HEHLET,
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J—RIPP7RLUXDERE

FT=ORVE DO—=00O IP PRULIADEBEFYR—LTNTLIEA, 95X5 J—ROF7T—5 1P
PRULXEEEIBHEF. ISXIEBERT IBDERH DT,

V5N J—=k DS EBHBUTLBIBEE. IS XIEBERLULVED, EEF IP
PRUZADEFEYR—FINEEA,

YILFJ—F DS EBHELU TLBIHBE(E. ROLSIC 1 DUED ) —FDOEE IP
VRUREEETEFTT,

- Nexus Dashboard @ [BIE3J>Y—JU (Admin Console) | (CBEILE T, o X1V FTEST—IY3Y
XZa1—hm5, [VXFLVY—X > J—R (System Resources > Nodes)] ZZEIRLIT,
o J—RDBECHD (...) XZa1—hH5. [J—ROIREE (Edit Node) 1 &=&IRLFE T,

+BEOTA YL TUVEVW S —RDIP PRUXDHERETE D CLEISFREL TSV, BRIT/—FOD

P EZEIDICE. IO —RDOER IP
PRLXICBEBILTOIr YL, BED)—REITCOFIEEEDIRLUE T, o J—RD

[BEXvE~D—0 7RLUX (Management Network Address) ] & [BEXvVvLKD—D
5'—ko 1 (Management Network Gateway) | #E=#H L E I,

+lERIE. ENEN172.31.140.58/24 £ 172.31.140.1 TT, , [Savel ZEO U WO LE T,

+ BAFISICBHICED, FHILWIP PRLAEFRAL T/ —RIC7IOEITELY,
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DS AT S —

Nexus Dashboard TTOFIY—N—EHREFTEBEEIT S L. [D5XIEB (Cluster
Configuration) | R—I/(C, ZHOD cisco-mso service: Replicaset() not in desired state

IS—HRRINBBERHD I,

IREA
IS>—([FU—EXOBEEHRICRRIN. 30 ~ 60 WLAICEHEMICAERINE T,

fRRK
Y—EXNEELTR-INEHRINSITHEET I,
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)Elb“’r VIBERD AN EKDIELWN_EZRVEE (2FA

2ERFPAEMALCRYIOOT V&, Z20#ROOT 7 VETTREI—Y—BE/NRIDT—ROBERIIE
KENTF, KADDICEHDR—IBKRRINE T,

RH
0IDC PIUT =23 VICEESINTULS Cookie D1 L7 M, Nexus Dashboard
CTHRESINTUVBRIAEL—D VDA LT IREDERLLE>TUVET,

%
ISO0YDFvv2a1ebU 79, BAETOCVINBEFESD(CHRELE T,
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Red Hat Enterprise Linux (RHEL) OER

RHEL IZRFLCcOTrLT /logs/nd1linux/ TALORVEERIDE., TVX—)
OJZ&RRCEZET,

(ST a—FT a0l o >3 U THEATINTL D —HEML Nexus Dashboard
DS TIVa—Fa5 IVYVRERTIDICE. BHIC Nexus Dashboard

BECT7IOCITINERHDFT,

RHEL> X 5 LH\5Nexus DashboardiRIBIC 7O X T B(cF. XREXRTLE T,

o TYRX—IUIFIC YAML #7277 1)LTHEELZ Nexus v a1R—RI1—5—%#HLT. RHEL
IZFLcO81VLFET, o attach-nd IVYVRERERITLT Nexus Dashboard
BECT7IOEILET,

+ [fusr/bin/attach-nd

+ Nexus Dashboard BE(CT7OERTDE, COBARD[ S TIVYa—FTc 25
D023V TEHETINTULDEITARTO—ERNL Nexus Dashboard IV Y R&EFEHATEE I,

140



APIC
SO VK — MBI 1 (CERTEAL

Cisco APICYH -1 & Nexus Dashboard
(CAVR—FT 145 DE FUR—FT 1 VI ERBRITDLSICAPICRENEHINT T, ZNDHE. API
CCTLEINEZREE 1 VR— kT3 E&,. Y1 ~HNexus

DashboardZ /Z (I —EXTHEAART E U TRRINDIBERH D F T,

RA

EIOY 1 REREICE. A VR—RENTULS Nexus Dashboard
DS XA CEBDBRIIZEINTUEEA,

fRRE

P~  Nexus Dashboard (A VR—Far5INcE. SEBOEXEDETDZHIC  APIC
BREEIDRR—LITBEEREHLITT,

FEB(CRHEEERT B(CIE. Nexus Dashboard GUITH 7 ~EBZ&HRLE I,

o Nexus DashboardZ > XS (cOJ1VLET, o [BEEIVVY—IL > Y1~ (Admin Console >

Sites) | (CBEMLE T, o 1 RDED [72>3> (Actions) ] ([...]) XZa1—H5,
[T ~DOiRE (Edit Site) ] ZERIRLE T, o [T RE (Site Edit) ] EECT. [
Y1 ~OBEEER (Re-register Site) ]

FIVIORVIOREAIICLT, Y7 DOFHEBEANLET T, - [Savel 20w O LET,
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YIED S XIANDEICVY XY — ) — =OBEM

COEUIIVTEF, VRAI—)—REYIEDISIFICEBEMIBAECOVTHBALET, cOIFY
FlF. BEODULY I (acs reboot factory-reset FE) Tl vMedia
DEBAYIL—ILICLDT. J—RHRRO> CEREFERNICHBRESNIZHBE(CRET SABENRH DT T

o

DSRBICRBVNA ) —RBRHBBEF. [E—VXI—J —REXT VN1 ) —EOERIDERACRE
DTCRIVNA ) —REVIRI—J)—RICESTWR T, RIC[XFT V1) —FDEMDOFHBACRED TH
WYX= —REHFLLWII VYN ) —RELTEMLEY,

N—ROITFPEENZHICYXY— J—RERR(CELR (
RMA) T3MERH DM, FERBAIEEEXS VN1 J—RHEVEEIE. ShDIC[X5 VT
J—RFEDIEVE—DOYREV IS — ) —RFOEBRITHIAINTULDIFIEICE >TSS L),

VB —)—FZERUCISIXICBEEMT B(CE. ROFIEERTLI T,
o /J—RATHBEFEROREICIEY REINTUBSCEEHEBLIT T,

+ J —ROARBIRREENIZE(E. rescue-user
ELT/—RCOSrY L, ROOAVYREFERALT/ —REULEYRLET,

+ # acs reboot factory-reset

+ o EBE ) —RFOVWTFNHADOERIP7 KL XZFEAL TNexusH vy 2 R—RGUIICOST1YLE T,
o [ZXFLVUY—X>_—R (System Resources > Nodes) ] DIECHEE#HL X T,

+ RIS ) —RMBEP DT+ T (Inactive) ] ELT UL ICRAREINE T, o J—RO7O0TV3aY ([..
) XZa—hH5, [ERR (Register) | Z#RLF T,

+ [J—RDEH (Register Node) ]| ~R—IHNBEETFEIT, . [J/—ROER (Register Node) ]
R—ITRHELIEHR=E AL, [BREE (Validate) 1 &0V v O LET,

+ ¥R —ROFBEF. CIMCIPZRLXEOT 7 VIEREEET DRERH DT T,

+ R¥E ) —RDIBE. BIE IP P RLUIIMRIFIND 6. rescue-user
DINRT—ROHEANTIRNEREDF T,

o BOD /) —RBERNEETHSICEEBABLET, o [B# (Register) ]
ZO0VwOLT/)—REBE®RL. VXI— J—REDSXIICBEEMLET,

+ J—RDT—rIILSvF BE. SIUBEMCERR20D0HMMNDET., BYIdE. J—RIE Ul
(& T7OF«T EVIRI— J—REULTERRINE T,
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RO S XIHNNDE—VXE— J—REDORIE

C CTlE. VMware ESXZ fz(dLinux KVM{R2ENexus
DashboardZ S XS TVRS— ) —ROEEHNSHEITIHEICDVTHALETT, COFIETIE. EiR

I35/ —REBUIA—LIT 705 &FERALTE>Z<H L LINexus
Dashboard/ —REZEREL. BODNDOSIXHICVYVRI—)—RELTMZEI,

o BENEELIZ ) —ROVMOBRMAA IICE>TUVWDCEERRBLE T,

o L (\Nexus Dashboard / —R&E#&E#HLF I,

+ VMware ESX TEBMND . —RZEFHIT DAEICDOULTIE. [VMware
[EHITDEMDIRIE ) —FDEBIEEBLTLIEE L, RBIS ) —REBUSTF (0VA-App
OVA-Data) O J —REEBHFIDINENRAH D EISEFELTLEST L,

+ Linux KVM TEMD ./ —RZEEhT 3HECDULTIE,. [Linux
[CHIFTDEMDRIE ) —REDOEE]EEBLTLET L,

FOEBEARELRL ) —RERUXRY ED—OBREREEFEAL. Cluster
z‘j‘ua/b\ﬁxb(LUD‘cuégtEE& 2LE T,

o FILLW —ROVMOEBREAVICLT, EBEBIIDETEHEE I,
- Nexus Dashboard®GUIlcOS 1>V ULEFE 9,

+BODERLE VII—" J—ROVWFNHADEEIP P RL XZEFHATE XTI,

ESX
EYES

KVM

Leader

o J—REBBRLIET, . EAIDFET -3y Rq4UHNS, [VXFL UY—X > J—K (System

Resources > Nodes) | EﬁTR LEI,

+ RWIB ) — R [BET DT+ T (Inactive) ] ELTY X MEENE T,

a BRI BET7OT«T VII— J—ROBCHD (..) XZa1—=&=DHYUvwIOLT.

Replace) | Z:#IRL £,
[E#: (Replace) | T+ VY RONMRAETET,

b. J—RO*EEIP PRLU*E*IXDT—R*ZEANDL. [HER (Verify) |20 U v I ULET,
DS XBFEZED ) —ROBEIPVRLUX(CERL. BERtEmaELET,

c. [B#2 (Replace) 120U vILET,

J—ERRESNTISXIICEMI BETlc. BAT200HMD\BIBENRHDE T,

[E# (
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2 VA ) — ROIEVE—DYIEY X5 — ) —
NOES:!

CCTClE. R VINT J—FRDIEL\Nexus

Dashboard¥I20 S XS TCE—NDVXSI—_)—ROESEHNSEETIHECDODVWTHBLEI T, COFIE
. VEBERNICBRT DINENRHD/\—RIJ I 7OREENRELTVET ) —ROY T LD 1 7IRERR

BoBEEd. £00DI(C  acs  reboot clean IOIVYVREFEAL. EISIIADRELVIE—
J— ROEEMORBICHE ST, B —REDSRSCHEMTEET,

DSRBICRABVYNA J—RHRRESNTUVBHFAEIR [E—VIXI— J—-FERIVNAT J—FEDEER
IDFIBCES CE=HWBLET,

B BHEIIC
e DK EE2DDVRI— ) —RAEETHDICEEERLFTT,

2 DDV RY— J—REFEATEEVEGE, [2 DDVYRE— J—R&EIXIVNA
J—RICETEZBINHFAICKOT, ISXIEFHTERTIBDRENRHD T,
*ETWRBEIVII— J—ROBRBATICHE>TVSCEERABL T,

o [ENNOYEE ) —FDOERIDERBAICIKEST, FILL —REEFELU TEEALI I,

s BERRLELURR ) —RICBRELTULEDERU CIMC 1P
PRLZEOSA VEBBFHLL —RICERESINTLBCEERRELE T,

BODVYRE—J)—RECIMCEREZEALT, LU —RFTREEE/TLI T,
s FHLL/—ROEBRMTVICEO>TVBSCEERRBL. YUTPILESEXELTT,
BENRELCE—DVII—)—REBERT B(CE. ROFIEERTLI I,

o MDVNTFNHADVYII— J—RNDEE IP ZFERAL C. Nexus Dashboard GUI (cOJ1>YLET,
o XY FTEST =23y XZa—H5, [VXFLUY—X > J—F (System Resources > Nodes) ]
ZERLET, o /J—FK UXLT, BBID ) —RO*VUFPIFEBSERDF. /J—RO*XF7—59X
*MBEP D5« 7 (Inactive) ] ERRINTUVBDCEZBERLIT T,

+

- Nexus Dashboard ) [/ —F (Nodes) ]
BEET. 705717 —ROBEICHDIFIVIRYVIREAIICUTREIRLET, ol
70232 (Actions) ] XZa1—H5 [E (Replace) | EBIRLET T, o [FTLLTUTILES (New
Serial Number) ] TJa—ILRICFHLVL —RDIVUTPILESZEAIL. [BEME (Replace) ]
ZOVvOLET,

+
TOLXMRETIBE, AV —RDOTYUTPILESHFHLL —ROIU7IILESICEHIN. FILLIV
A= J—=RMROSIBICERCEMIBE. AT—FXM[T7TFT 1T (Active) ] (CEDDFT,
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D—A— J—RIRERIT VN1 J— DR

EENRELED—N— J—REBE#RTBFEE. BEOLDIC GUI NS EPDFT T
J—RZHBRLT, Fo<HLLDI—N— J—REERLI T,

B BHEIIC
« BIUT B3 D—1— ) —ROEBENAA IICHEO>TUVWRCEEHERLEI,

EEMRELLED—N—J—FZEBRIBICF. ROFIEERTLIT,

o Nexus Dashboard @ [EIEJ1>Y—JU (Admin Console) ] (CBEILE T, . X1V FES—Tay
XZa1—H5, [VXFLIJY—X > J—F (System Resources > Nodes) ] &&RLFI, . /—F
VKT, BRI D) —RO*VIT7IFEBZERDF. J—RD*XF—5*R [
JEF D5+ 7 (Inactive) ] ERTRINTUVBDCEZHER LTI,
o BICHBIFIVIORYVIORED Y YDOULT, 70T+ THE)—RERIRLET, o [
72023 (Actions) | XZ1—hH5 [HIBR (Delete) ] &&RL I,

+ LD, URRNS ) —RHEIBRESNT T, o [D—1— J—FROEEIXRIE[RXIT VA
J—FOEE|OHAICKEL. LUV —ROBREFVICLT, HiLLWDI—N—
J—RFRERIVN J—RELTOSRIIEMLET,

+ BV —RERELCESTERBURE/NNSX -5 —=FBHLE T,

145



YO S X T—E X Zw TOMRE

CCTClE OS5 RS T—kX3vZ TOCIOST IS TLERMICDOVTEAL. Nexus

Dashboard” S X S5 & RHICEME T SERICEET SRBEMENDH S L < DHO—HRIIEREREIC DV TIH &6
EJER

J—REEHLTCUINLY b7 v TRICE ) —RFOBHREANTB L. T —~IASSyITOEX
FVKDONDEREERT, J—RORE. WELBROERE. SFLUITSXIDIEREXRTLET. T—
FX Sy TEETE, BETIKREERL. REISAREOHSEBERI CEMTEE T,

afea]n
CIsco

Nexus Dashboard

Version: 2.1.0.216

O Bootstrap ® Cluster Bringup

Setup Security

About 4 minutes remaining

Hide Details A

Bootstrap Master Node (. completed successfully [4 hours 2 minutes]

Bootstrap Peer Nodes (. completed successfully [17 seconds]

Discover Cluster Members ) completed successfully [1 second]

Setup Security ' Wiaiting for KMS to generate certs - about 36 seconds remaining

Setup Initial Cluster Pending

Bootstrap Kubemetes

Cluster Perding

Figure 15. 7— kX 5w 7OETIRR

« J—hRRSVF V2 — J—RET—RRESVT E7 J—R--
A—Y-MEEULEEEBRYND—DET—9RVEDT—D00 IP
PRUREFALT, RINDVAI—)—RZRBEILFE T, R(C, 2BBE3BFEBNDVII—J)—R%&
ZFNENDOIPEFERL TREELE I,

CNSOBEEOVWINATTIOLINKRLUZEGER. &/ —F0OIVY—JUIcERLT. AL

IRTOBENELVWC EERRBLEI T, acs system-config
IVYREFEAT E. BEABRERRCETE I,

146



J—kXrS5w OS5 (/logs/k8/install.log) TEHAERRI D EETEET,

BE. acs reboot factory-reset ZEALTC/ —REUELY KL, LYy RT7YD
TOUXREBRE#FHITDICET. REMENER TRELUCHEEBRTEEXI,

s USR5 AXVN—DHER --7—5 KYRD=D&ENULTIOSRINDIRTDVYRE —
J—RFRAOEHRERIILI T,

COERBOEEFER. 79XV ED—JIPPRLUIADFE=ZRE, J—ROMED2DNDET (CHZE
TEEVCEZERLTVE T,

EFED . — KT acs cluster masters AV REMBAHAL T, BELET—S IP EHRTEEI,

VY RMERERSEVBESE(E. ip addr ZFEALTT—5 1 Y5—TJ 11X (bonddbr) @ IP
TRUREHER L. IRTHO/—RDIP M) ) —ROASEERRETCH D EEHRLET I,

$ ip addr

[..]

6: bond@br: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP group
default qlen 1000

link/ether 52:54:00:e1:93:06 brd ff:ff:ff:ff:ff:ff

inet 10.195.255.165/24 brd 10.195.255.255 scope global bond@br

valid_1ft forever preferred_lft forever

inetb fe80::5054:ff:fee1:9306/64 scope link

valid_lft forever preferred_lft forever

[..]
s TFIVTrDRE-F—BEEY-EX (
KMS) Z8&EL T, J/—REOT—IBSLEEM LTI,

acs cluster masters OVYYRM ca cert not found IS—%&ERIIBES. KMS
DEETHDICEERLTVE T, FMICDWTIE, /logs/kms O EREL T IEE L),

« AU S RIET—RXLSVS Kubernetes DSIINDLY =T WS-
COURREEETOHEE(E., BE. Kubernetes DEAETH I EERLTULE T,

B/ —R® /logs/k8 OT M SEMDFMIERERSTETEX I,
¢ FT—RIRSYTTORBNTTIRE. TOVRE*TISIIMIUE EIF*ORBEICEHE T,

URXTLOHME DS YIS -—EXDERTTHS TTORRET, BODY—EXZIELE
LTOSRIDIEREST T LET,

CDEPET. LWFENHhDJ)—RKT acs health

OVYVRZEFEALT, ELKEEIL TOWEWS —EXZERHRTEE I, RIC. /logs/k8_infra/<servi
ce> CHEMY—EXOOJEERLE I,
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VJIJ;D Ezg%n}tbd)laﬂﬁl%g

RO 3 VTR, VILFOSIIEGICET 3 —MRINIREEICDVWTEHBELE T,

BHOOSRAITEFTEDTERI DHEDTFMCOVTIE, [VILFOSRIEGIEZ2RBLTLLIEI0,
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FETSAVIDSIINBER CSTEL)

VILFOSRBEHRIIL—TFICBRLTVWZOSRXIED -V ) T-~ULTBERAIS L. JIL—TD7
SAVIISIIPFEENERHECTETLEVCEH. DS XINEERBEDTXICEDET,

COBBEERT B(CF. ISR IEEHRRIRL CHRERLI I,
o ISAVIOSRBCATAIVLET, o FIL—THSBREBLIZOSIIEHRLI T,

+ CNEDVTIE [ XTDUKTEZBRL TSV, « 95X ETIL—TFICBEEMLET,

+ CNUCDVTIE, [EFDD S X5 DERIZEERL TET L,

aWNN—2 3V CEBERINCIETZ7VIUDISXS

ASHDEBHET. COEREE U R— KL TULEL/A—2 3 > DNexus

DashboardZ L CT. JIL—THANIETSAVIISIXINIDEBERALEBE. 7517 VIUISX
DFEIETHMEZNISAIICEHBCETIIN, ST B EFTEI AL B E
UIGZERDFTFICHEDFT T,

COEBERRI BICIE. ZDOSXIETIL—THSHIBRLE T,
o BIEI-Y-—ULTISAVYUOSRICOTTYLET,

+ IRTOHIOSXITHAETNTLB U E—RI-Y—TOJr1rI B L.
UIR—IJFZEADEHICEDETT, o« JIL—THSBERALEISIIZHIBRLE T,

+ CNUCDVTIE, [ X5DUlTIEZRL TIET L,

o OO7PDORULT, VILFOSXIEHGOERICERISVE-—~I1-Y—&#FERALTCBEOIT TV L,
UINEULKSHHAEIND CEEHRLE T,
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AT =
WEt+—EEHOERIBAEDER
D03V TlE, Nexus
DashboardD S XA THEF—E N XS LIBHEEHFEHIT IBS(CENSEERIT D AEDFZRLIT
- Nexus Dashboard GUI CTH—CIAEZTEMT B HICMBEEXREFIEE. [Fa2U T«
|NETEHBHEINTUVET,

o m%i_mim

+ 0penSSL M YXb—ILENTUVBIERNDTSY ST A —LTHWEFT—EERT SN\ rescue-user
& LT Nexus Dashboard / —R® 1 D(C SSH TE#H L. ZC CCDFIEEERITLE Y,

+

[rescue-user@localhost ~]$ openssl genrsa -out nd.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
[rescue-user@localhost ~]$ 1s
nd.key

o RAIBCAF—EER LTI,

+ EBREEECE. ®HE. IdenTrust¥®DigiCert’d & NNBICAEFERAL. ENS5H5S
CABRNETINREEZITNDCH. COFIEZXF v ITEET,

+ SIRPTAOENLE THEEBRCAZERT BFEIF. RDIVYRERITLET,
+

[rescue-user@localhost ~]$ openssl genrsa -out ca.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
[rescue-user@localhost ~]$ 1s
ca.key nd.key

o CADCSRZEERML E T,

+ EEREERADHBEE. COFIREXFVvTLTIEST L,

+
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[rescue-user@localhost ~]$ openssl req -new -key ca.key -subj
"/CN=Self/C=US/0=Private/ST=Texas" -out ca.csr
[rescue-user@localhost ~]$ 1s

ca.csr ca.key nd.key

+ROIVY REFEABAL T, £MLE CSR 2B TSI,

[rescue-user@localhost ~]$ openssl req -in ca.csr -text -noout

o HBE®RI—NIREEERLET T,
+ ERERADEZSE. COFIEEXFvTFLTLEE L,
+
[rescue-user@localhost ~]$ openssl x509 -req -in ca.csr -signkey ca.key
-CAcreateserial -out ca.crt -days 3650
Signature ok
subject=/CN=Self/C=US/0=Private/ST=Texas
Getting Private key

[rescue-user@localhost ~]$ 1s
ca.crt ca.csr ca.key nd.key

+ROAVY REFERALT, ERLEI— HIREE#BTEEX I,

[rescue-user@localhost ~]$ openssl x509 -in ca.crt -text -noout

o RMINDIATYITEMUCWEF—TBERINIZCSREEMLE T,
+ REBERADHBGEF. COFIREIFYTFLTIREI L,

a. MEBILBERESE CSREK T 7 1)U (csr.cfg) EERLFE T,
B 71 ILOBAIETICRLE T,
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[req]

default_bits = 2048
distinguished_name = req_distinguished_name
req_extensions = req_ext

prompt = no

[req_distinguished_name]

countryName = US

stateOrProvinceName

localityName = Plano
organizationName = CSS
organizationalUnitName = DC
commonName = nd.dc.css

emailAddress = no-reply@mydomain.com
[req_ext]

subjectAltName = @alt_names
[alt_names]

DNS.1 = *.dc.css

IP.1 = 10.0.0.96

IP.2 = 10.0.0.97

b. CSRZE{ER L E T,

[rescue-user@localhost ~]$ openssl req -new -key nd.key -out nd.csr -config

csr.cfg
[rescue-user@localhost ~]$ 1s

ca.crt ca.csr ca.key csr.cfg nd.csr nd.key

ROAVY REFERALUT, R LU CSR ZH#EBTEE I,

[rescue-user@localhost ~]$ openssl req -in nd.csr -text -noout

o BRASNIAEENSIEBECERALT T,

+ EBHREBEE TE. IdenTrustieDigiCert’d & MNFAICAN S BRI

+EFAECHBER I Blcld. REERTLET,
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[rescue-user@localhost ~]$ openssl x509 -req -in nd.csr -CA ca.crt -CAkey ca.key
-CAcreateserial -out nd.crt -days 3600

Signature ok
subject=/C=US/ST=Texas/L=P1ano/0=CSS/0U=DC/CN=nd.dc.css/emailAddress=no-
reply@mydomain.com

Getting CA Private Key

[rescue-user@localhost ~]$ 1s

ca.crt ca.csr ca.key ca.srl csr.cfg nd.crt nd.csr nd.key

o BRBEHIABEERLT I,

+

[rescue-user@localhost ~]$ openssl verify -verbose -CAfile ca.crt nd.crt
nd.crt: OK

o RSN T 71 IILOARAB%ENexus Dashboard DGUICEMUF T,

+ [TF2UTF r DEEITHASNTULBFIRICKE ST, BIOFIETEMRLZRD 3
DDIT 71 ILOARBEANTIRERHDET,

o W+ — (nd.key)
e 2RI/ (CA) /ATY wWOEFRAZE (ca.crt)
o CAERIEEEE (nd.crt)

CORFa2 AN, KEZAIRITRF2 AV FDOBENERTI,

DU IRERICOEXR LT, HAREMIERIE AT, KRERICT Y 77— B D U V7D X—=I)
B/ ZEENTWEHENHD XTI 2T TRITEE,

HLETEBENRE LD EIT DT, ERXGENFICDOWVTEKET A PO RF 2 XV 2SR E
U
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