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Cisco Meeting Server ¥ 7 b = 771, Cisco Unified Computing Server (UCS) =2 /0O
ICEDKHEFEDY—/N, FHRIEFEER—ZAD VM Y—/NN—T/RANTEXY, CODRF1A
v M Tld. Cisco Meeting Server % Meeting Server EIEUE T,

AE:Cisco S—FAVITY—NYTRNTT7N—I3Y 3.0 BEIE X V) —XH—/)\&HR
—fLTWEEA,

Cisco =T A4V TH—=NICIE. T7o2YRNTA—=AETTIT—23 0D 2 D2DLAYV—1H
DNEY, 77V RT7x—AlE. A YR—KREB7OtYY (MMP) &@LU THBHEINhET,
T7UVr—vaviE, MEBOREA VI —T 1A RAEZBIODEBR TS Y N7 A—ALTERIT
SnE9,

MMP (&, BLARILDT—rA Sy 7EBRICERSNES, AV VY RIAY AV5—7
TARAERMHLET, Cisco I—F4 v ¥ H—/02000 TlF. MMP AX Y RSA VA V5 —
7 T — X3 Serial Over LAN %2 BLT7 7 A NEd., RE{LEh=ERH (Cisco T —
F4VTH—IN 1000, BLUEER—ZD VM H—/N\) Tld. MMP [3{REB1 V5 —T7 4
AATT7I9ECLRAEINET,

PT7VIT—o3VIRNILOERE (BEEAT 1 7DERE) [ API BHTEITSINE T, HELG
BHOEEEV I TEBA VY —T 14 ABHTEITTCELXI., VI TEBAIVY—T A
ZIFNARIEER A — XYMV Y—T A1 Z2ONWITND 1 DETEITIBLDICHETE
ia-o

XE: PR, RETIE Cisco S—F4 VI —N\Y T NIz T7%Esenm [S—F4VY
=)\l VXY,

1.1 TORFIAY MNOBERAAE

CDHARTIEMMP [CDWTERBBL X 9. $FICEELBUVED . BE#RIE Cisco Meeting
Server 2000, Cisco Meeting Server 1000, $ & MMRELERICEL<SBRHINET,

hoDRF 1AV M, cisco.com TTEREWEEITET,
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1.2 MMP [E77€X9 %

1.2.1 Cisco =—7F« 25—/ 2000

Cisco Meeting Server 2000 Lt ® Serial Over LAN ##iZ2 /LT MMP O Y RSA Y 4 V%
7I—RCT7IVEALET., MMP ZfERAT BHIIC. Serial Over LAN ##tTIP 7 RL R LE
BISHERTEITDIVNENH D ET, Serial Over LAN DR FEDEEMIE. T Cisco Meeting
Server 2000 A YA R=)LAA R ]| Zz&BBL TS,

VIHAHE %, SSH 7 54 7> M & {EA L T Serial Over LAN 45D IP 7 K L R ICE#H L.
BRINCEBZADVY NOBRBEHRZFEALTMMP ([COV14 Y ULET,

1.2.2 {RAB{L S n7-ER (Cisco Meeting Server 1000 & UHH#E~R—ZD VM H—)\)

RIBILEN/BATIE. MMP (& VSphere AV Y =I5 7 (REBA V5 —T 41X A) 157
JtEZEN, MMP BBEI—HOOY A VERERELEELET ([ MMP 1—HF7H7Y
b aAXYERI ZBRLTKLESY), Ihol@A YA M—IFIEO—&ELTEY h7 Yy
TahEFd., MREIEEFADRHD Cisco Meeting Server 1 Y XA k—)L i€ K] Z8BL
TLEE W,

1.2.3 Cisco Meeting Server 72 v N 7 # —ABDFED ATV KDEL)
E1THdD Cisco Meeting Server 2000 & {R#81k Cisco Meeting Server (ZIZE WA H D E T,

shutdown MMP TIIFIFTE A, EJR% | vSphere DEFRRY VIFFERALRE
t1%H0IC. CiscoUCS Y%=V v | WwTlEal, Yvy ROy
ZFEALT, JL—RY—NOER| vV RzERALTLEE 0,
ZHloTLEEEL,

REE MMP TlZFIFFTE £t A, Cisco | ERAA
UCS Manager

JYFIER YNV T7INESEELET. | BARA

dns AVI—T A RAZEBELBWVWTL | A1V —T x4 AzBELBWVTL
= 1AN k=AM
Bl 1
dns add forwardzone dns add forwardzone
<domain-name> <server <domain-name> <server
ip> ip>

user evict N—3 3> 2.9 M SFIFATRE JOEATRE
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1.3 MMP D7 7 1 JLERX

Secure File Transfer Protocol (SFTP) ZfEFd%&. MMP A T7 71 )L Z8mXTE X T,
Windows Tld. WIinSCP (http://winscp.net/eng/index.php) ##RHULUFEITH. EDUV 47
YINTHHERTEEXY, SFIPIIXDT7 74 IILDERAICHERINET

= YIRNDZ TP PYTITL—R AA=Y

= BRORAFYy T3y

= EXa1 VT iEAE

= SAEVRTFAI

= Y2FA0%7 74 (Cisco HR— b DIERICL )

= 5y 187 74l (Cisco HR— b DIERICEK D)

ipva MMP | E7cld ipvée MMP OV F (RIS U TEYIBT) Z2EALT. SFTP IS

A7V h%E MMP DIP 7 RLRICEHLEYT., MMP BEEZEI1—HOERBEREZFERALTO
JA4YULET (MMP 2—H 7Aooy OV RESEBLTLEZEZW),

1.3.1 SFTPS5A4 7Y b TCHERTZ2 774l

RFEER. SFTPZFERAULTMMP IC79E8XATBE. UTODT77A4ILDBRRESNET
(license.dat ASMEI TR TERB D RBITHDABEELSHD EXIH,. UTRE>AVAM=ILELD
EBHAA RTERINZ 7 71IL2DHITY):

= Server.crt, webbridge.crt
= license.dat (MZADRH)

= boot.json H LU live.json

= server.key, webbridge.key

= cacert.pem. privkey.pem. server.pem

—

4 FFATZES MMP O Y K(Z?

FMARELOT Y REZDNTA—YD—EZRRTSICIF. XOOATYVYRKREANDLET:
help

1 DDAXY RIA T OEMERTT S -

help<dY Y K£>
CNS5DATYVRICDOVWTIRHUTOEZ Y3y THBEShTWEY, IXTOIOTY RIE.

MMP AR Y RSA VA VI 71—ADTAVTINSANLET. UTICHAHZERLET,
iface (a|b|c|d) <speed> (on|off)

ZIT

()@ATavoBRKEZRL. ZO550 1 D=ER - #EllG L
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<> [IBYIBEZANT ZDENHD/INTA—F%ZR0L.
[1EATYavDNRSA—9%ERULET
—EDIAYY RDEICIE. AUREILAT 1 2FREHROFTETHIRENTVET,

iface (al|b|c|d) BELIEA VI TI—RADRXY NT—0A VT TT1—RE
BERRNULET

A, B, C. BLUDAYY—T A RIF. 2”ZFEF{FHXT
JI—vavVICHEREhTWAZ EITEELTLLEE W,

1

5 MMP %Y KDEEd & 5t

MMP OX Y RTIIRDEEE=FERATEET:

Tab: Tab ¥ —Z#LTAVY R ZA—hrAY TV —bLET, 7c& X, help ti &5 A
7 U7Ft&IC Tab £—%#F &, help timezone NMERSNZET., LML, AIEERIOT VR
NERHZEE. Tab ZzL5—EHLTHRBOT Y REIRBEShIFEBA, £EXE.
help we D&IC, Tab ¥—% T &, help webadmin NEESN. HOI—EHIT &, help
webbridge [JIEESh T A,

EBLUBEEREHF— ANAULEOATYRITICHE>TH—=VILE2BEFT S
FTEREF+—TaOv Y REFZEER
—E5 A EROBEBEANT IS}, " ZFERALET. B

pki csr 7 CN:"callbridge.example.com" OU:"Cisco Support" O:Cisco L:'"New
York" ST:NY C:US

F—R—KkDYa—rhy hEERATEXY :

CTRL-p: IOV Y RZRRLEXT

CTRL-n: A Y REEDXDIARY RERRULET
CTRL-d : A=V ILDTOXFzHEIRT 2h. ZEOITTHEALIES. 8TULXT
CTRL-c : IRAEXRTHDO ATV REHPIELET
CTRL-a : {TOSEERICEBELE T
CTRL-e : {TRICBREILEY

CTRL-I : #—XFIILZBELET

CTRL-k : A=YV LB SITRETZHIFRLET
CTRL-m : Return ¥— &R LU TY

CTRL-w: A—VILDEICHZHIEZHIFRT 2
CTRL-u: IRED1TZHIFR T %

CTRL-f : =X FHIICHEEILET
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= CTRL-b: XF%%&AHICEEHT S
= CTRL-t: IBREDNF LHIDXNFEE ANEZ S

1.6 FHRIFHR—F

R—F 8081 (&, webadmin AEMEIZE. IL—F /Ny I TFHINFETH.
webadmin NEMRISEE. FHEInFEEA., R—bk 8080 FEICHWVWTWET,

R— K 5060 [FEICEWNTWETAH, /R— bk 5061 (&, SEBAEA® Call Bridge ICEBR S h
TWBIBEICOHENWTWET,

1.7 MMP DEMEEFEDOHE

UTOIOTY REFERALT, L0EVWA—F 4 A YTV VIL—bEBMICLET (R—F
HR—K)

9—JL7Y v aAC-LC- AAC-LC I—F vy T 441 kHz DEDENWFYTUVY L—hTA—F
44 1<% |3 AAERANY—IVITHESLA-N TU Yy VERELET. EFEE

B93%ICiE. O=-IL7VyIaBEEsLET.

ZAMNY—<— aac-1lc-44.1k | ANY—X—% AAC-LC =TV I T 441 kHz DL DBVWA—FT 1 7
<% | &> YTV L—hTEHETBESICHBELET. EEZEAISICE. R
_ N —Y—EBEBLET,

UTF0IYY R, EFa27AML—IREO—FELTEMENET,

AR —EAMCTSRE. EDATVVEREFEALTHEF27 AML—IVEEMICT B L
ITEFEA . ZOBREE TICREERA. <factory reset full> AV YV RDAH L
217 APL=UREZVEY ML, YATLARDHINT Z2ZEEAINTYEY hEnE
¥, ZDH, N\v Ty T RFv T3y b aERTIEBHERED/NYI 7Yy TEWM>T
BELILEHHHLET X7 APL—IZB/UICT BH1IC. <filename> AV YV R %
EITLTL LS,

secure storage & | CPIYYKIE Meeting Server DREMG R b L—IHEREBMICLET, T DRME
ﬁ%t&% BEICRIIERFTEY., ZNICIWULTESEA Y E—IDHRRENET,

tFa7 AL —IHBREREZ VLT 2T, Y RATLAZHBEFTIZVENHD X
¥, BEEBZXRHZTOVTIIRRES NS, Y ZBRLTILEWL., 25080
L. BEINPUShISEECEENEAIhIEA.

PKI B2, Z MOV Y R, Meeting Server AOMBF— =2 LET,
<H—> <EB{LF—>

X217 APL=IDEWICHB>TVWSRESR, KD pki AVY RERITTSE. ZhiC
ISU TEMOFFHEI RIS E T,
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pki O 7@k <F¥—> <&E
fkZhTuhiivd—>

ZOARYVRIEFE, OvIEInic77AINDTDN—Y 3V EFFEL. 7
F7AIOFTLWOY VERFEES{LEShiN—Ya Vv EERT S &
SICEBEIhTVWEY, 1—HEF., 77000y V@R/IN—I3>vD
T771INREEBETZIVENHDET, L. OV REFERAL
T7L—y F—0Ov V%8RI 2L 77000y V#ERIN— 3
VIFERENT., ZOEERTAYE—IDNKRRINET,

pki list

COARY ROERREAIPEEINE L. Chid. 771IL 547,
2. 77L&, BELT. $LU0OYVIBRITENET DT 41—
IWRBEFOITEIDERTERRINET,

Pki AV ARI kN <T7AI)>

ZOAXVEREF, ARYRONRRT7L—XEANTZH 7OV 7 M=%
TBHLIICEFEINTVWET, COOAVYYRTENZATL—XDAAE
kHohFEHA.

777 U—=Uty bk <T7I>

COIAXRYRZFERATRE. VEYRMEhEREDY A MHRRESNE
¥, COANVERE, Yty bEShBBROYRAMIEF27 AML—
VEEHBHLSICEEINE L,
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2 Xy hDJ7—2A7X VR

2.1 Network Interface (iface) A< Y K

iface (alblcl|d) BEULAVITI—ADRYNT—=D AV 5 T2 —RiE
BRZERRLET

A, B, C, BLUDAVY—T7 (4 RIF, 2"E8FHXT
II—vavVICHIREhTWAZ EITEELTLZE W,

iface <interface> mtu <value> AVI—T 14 ADRKREEIZ Y A X% I/)\NA N TERE
iface a mtu 1400 LEd,

AFE : §ARTD Meeting Server 2000 F70O4., LV
VMWare /\—Y 3> 6.7U2 BIEZXRTLTWS VM & &
U Meeting Server 1000 7’04 Tld. MTU [FZ{E/\T
vy NERENTY NOBADNT Y MOBRESIhEY, %
ESNZMIU LD KREVWEENNTY MNEA VI T -2
IC&brkOy7ah, X7y MEABLTEREDRR &
B, FNICEFROMENRELXT . 6.7U2 BEIO
VMware JX\—3 3 Vv ZE{TL TS VM & & T Meeting
Server 1000 ¥ 704 Tld. MTU ZEE/T v MCDHE
A2h. {RESNEMIULDRKEVWTY MEA VT —
714 ATERETEXT,

F7 AL RO MTU [F 1500 /X1 hTF,

NS5O MTUBIRICED A Y5 =T x4 ADNT Y b &
ROvZ7ULRBWES, XY MT—=UTMIU ZRET L
ENHOEI,

22 IPAXRVE

2.2.1 IPpva OV F

ipv4d (al|b|c|d) NELBHEINEXY NI —VEE—EBLET
ipvd (a|b|c|d) dhcp EBESNcA Y5 —T7 24X Tdhep ZBMICLET

ipvd (a|b|c|d) (enable|disable) |EEINIAVI—T A REZBHEEFEWICLET
AE: OOV YREIREZHEELT., BMICITBEITTT,

Cisco S—7 4> %= Y J—=X311:MMP 2~v>F Z4> V) Z7rL>X 13
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ipv4d (a|b|c|d) add <server IP BESNIETLIAVvIRDRESEITLANT Y RDT T #

address>/<Prefix Length> WhNTF—hD A4 %224V —T A AICIPvA 7 RL X%

<F7ANWNT—=bTxA> BELET., COfiTi. AZ7KLZR 101.23 THTRY

ipvd a aad 10.1.2.3/16 10.1.1.1 h10.1.0.0/16 CRELTLET, ThBEHEDIL— DR
WEE. ADDHZNTY MME. F— R4 10.1.1.1 £
TIEEINZET,

ipv4d (alb|c|d) del <server IP BESNIAVY—Tz—AD IPv4 7RLAZHIBRULET
address>

ipvd (alblecld) F7ZxILb+ TOMNKOYREROZA NI Y —hDAV5—T x4 R%
BRLEY., UE—MRIAMIERISZEE, EDIV5T
I—AMMERSNBINEN. VTR SEICEHESh
ZpITREHDIFEA. WRWIC, YVE—FRAMIELST
FInS NIcERANDRE . ERNIZITANSNIcA V5T
T—RZFEALEIT. hid. BABIPETILEHIENS

ENHBDET,
ipv4 (a|b|c|d) route add AT4v Y IL—hZEBMNLT. BEDAVIT—T 4 AH5
<address>/<prefix length> BEDH TRy b EI—FT 4 VI TEBLSICLET. Ch
ipv4 (al|b|c|d) route del &, BEOA V=T 24 ADBERICHE>TVT, FEDOH T
<FRLR><TLT4vIADRES> ZYRDRSTAVIDBEDA VI —T A ADT— DT
AICIN—TFT a4V TEN2LICTBEEDIN—TFTaVT VFY
FTATY,

AE B, T7AIBMIL—bOFHFFREFILETIIELS, M
BN RET HAREMNHD XTI,

ipv4 b route add 192.168.100.0/24 192.168.100.X SECDINRTCDIZ T4 v I ld. 41V 5—7
ITARADDNSAVI—T A A bDT—rDzANEIN—T
A VTENET

2.2.2 IPpv6 ARV K

S—FAVTH—=NIF,. AV TT—RATEICEHD IPv6 PRL R, BEIRESh
E7RLREBEN T RLRAZYR—MLET,

ipvé (alblcld) RELHBINLRY NIV EE—BLET

Cisco S—7 4> %= Y J—=X311:MMP 2~v>F Z4> V) Z7rL>X 14
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ipvé (alblc|d) ZHBMICT S

EESNIcA VI T7—AD IPv6 DBEEREERBLE

9. UrvoO—AlLT7RLANERSNET., EET7RL
Z1&H (DAD) M52 T L. SLAAC AEICHE > TV BIEE.
W= —BENEEINET, IL—F—BHNEZELB

PN
=

o BHISNTL 74wy RIiE, F/O—/UL 7KL
ZADBEICFERAINET,

e FED RDDNS A7 3% ERALUTDNS #8/ELEY

o [EEYW&KI F/ld TZ0M1 DTS IHNEREShTW
%55, DHCPv6 ABtAS hExd., IL—¥—&HIC &
B F/F TZ2oft) oy RABES A TLERNE
&. DHCPv6 [ZfEHShE A

JIL—5 —EFEH 3EFEESINEICIL—F —BINZEINR
LW\5&. DHCPv6 ABAE hE 9,

ipvé (a|b|c|d) disable

BESNfA VY —T T —RTIPv6 ZEMICT S

ipv6é <interface> slaac
(enable|disable)

SLAAC ZzBM/ERICLET

ipvé (a|lb|c|d) add
<PRLAR><TLT 4V I ADES>
ipv6é a add 2001::2/64

SLAAC HEMICH > TWBIHE. B RL A EFENIL—F
—7RLRAZEBMTZ2VENHDET, FEMIL—Y—%ZBMYT
%21, SLAAC ARH U7 R EIL—7 =D ERHICERET S h
o7 RLAEHRBFETEZCEITEELTLZEL,

ST vIY—=NE BEREINEZTZRLRALENT R
L2z R—MLTWET, BEShAIVYY—T7 (4 RLE
ICIPv6 7 KL ZZFFICERET ZICIE. IOV R&f#
BALEY

ipvé (alb|c|d) del <address>
ipv6 a del 2001::2/64

IPv6 7 KL Z%BIRLE T

ipv6é <interface> router add|del

<7 RLZA>

23 XY NT7—OHIOTYKR

23.1 IPvA Xy FT—UBBaT YR
IPv4 ZBICT B L. ROV RZERATEXY.

ping<¥ =4y NFRLZA|KRR |I—TAYIT—/\055—=7yFIPT7RLAFXLERZMBAND

k%> ping
traceroute <target Meeting Server MSITRD IP 7 KL A E/FRAMZICSL—XIL
address|hostname> —kLET

Cisco S—7 4> %= Y J—=X311:MMP 2~v>F Z4> V) Z7rL>X
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232 IPv6 Xy bT7—282a<v VR
IPv6 ZBMICT BE,. KOOAXY REFHATEET,

ping6 <target S—FAVTH—=I\HhEFT—=T Y IPv6 7 RLRAFLIIKRANEAD
address|hostname> ping

traceroute6 <target Meeting Server M SXHRD IPv6 7 KL XA F/IFRANGICML—XIL
address|hostname> —kLUZET

233 \NTYy v TF¥

AE : Meeting Server T/XT v R&EF+ 7TF v TETH, Meeting Server HEEST 250V /T
yhL—HMICED, )Ny ME, BEELIERFD Meeting Server O BEER 55D Tldi
K KTy bFvT7Feho ROy TENBEENHDET. \NTYRFYTFvYrTONTY
fo ROy 7&EIF S8, Cisco & Meeting Server L TlEH<., XYy NT—U X4 v FTIN
TyRNEXFvYTFvrIRLEHRLTVET,

pcap (alblcl|d) BELA VY —T7 24 ATy b+ 7F v &AL, Ctrl-
CzHFTELEILLET. Pcap 77 M ILDERIHERRINET., D7
7A4ILIE SFTP #BHRATY Vv O—RTEET,

pcap AV YV RE, O—F— a3V TEB 7 7A1ILONTY hNexv S
FvUEYT, Pcap 770D A XH 500MB X D&, /N7 v b

EFHLWTZ 7MILICE Y TFryEInEYd, Meeting Server (&, &K 4

DD pcap 77 AN EFREFEL. —EILRETEZEHRKTI 71ILTA
Al 2GB ©9., 4 HEB®D pcap 771 ILDY A XH 500MB Z#EZ %

& &bHWpcap 77 MILDEIRREN. FHILWIZ 71ILTNT Y D
FrTFOHEATEINET,
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pcap (al|b|c|d|any) any . O VI—T (4R, DEDLTOENRAVI—T (R
[snaplen <n>] [filter TINTY NEvYTFvEHFALEYT (BRWICHB>TVWRWA VY —T
<pcap-filter-expression>] | { RFAF v TIhZET) .

AE BRI VI TI—ANSFvy TFvI255. F1VF 71—
Z2BID—BE7 7AINICF v TFrIh, v 7TFvHEIELELEIC
T77AIWDI—=IENndiH. BNOT 4 RIBEHNVETY., ZODfR
. BEOA VI —T 1A ATFv TFvI2EEIHEATESDANL
—JlE. B—DA VI —T A ATHFY T F v I2EZFEHATEDR
FL—YDHEDIBEDET,

snaplen &, ¥+ T7F v NN T Y FHBARE (n) DNA b %
B2258. TORSITYDBTONET., FERELT. £DhEBLDN
Ty bhZERUL7 7MY A XFIRICWNS B ENTEET,

filter F. XFINOEMIC—RTH/N\T Y hOHZEFIRLET,

NIZED, Fv7FHRONTY FOHFHED. DINTY N TT 4

R AR—ZANEEKITHES NS ZEWBCBDET, ZOXFIDE
tHENXTY NT4IILFUVTIE, tecpdump TEHAShZELDEFEF 57K
RUZA47ZYVTEITEIND D, CNEFE2FKBEAURRAENT A

—YVREHLEET, BEICH/UT. 747 RIEH 4080 XFETA
HTEFT,

snaplen & U filter A7V g vidk, =Y 3> 3.1 Ah5EMSH
Flrf.

2.4 QoS/DSCP ARV Fk

Meeting Server (. (TOS Tld#x<) DSCP Hex @ QoS/DSCP g HR—bkhLEXd, IAN
TOEIZREEVNSDITTREHD TEAD, TREBEEDIHIC 0 H5 63 DEED DSCP
BZEFRIT 5 & WD KEEMNBTFHEAOEHICIEVNET,

10 5, 16 &R (AXFENIXFORFRL) . 8 EHOANEYR—MLTLET,
ZNhEN, 46, 0x2E (F7old 0x2e) . 056 EANLTH, HEREALTY,

fcEZE EF &R, ARBT VT F UV T|T—5,. AR ETARRRDEED TT,
EF = Ox2E DSCP Hex, AF31 = Ox1A DSCP Hex. AF41 = 0x22 DSCP Hex

DSCP i&%E (&, IPv4 & IPv6 THIZUETEETEZXY ., HIZIE. oca&m % IPv4 [TIE 0x4
BLUVIPV6 ICIF, Ox6 ICERTET D E. SSH T 7 4 w713 IPv4 EfETIlE 0x4, IPv6 R T
[ 0x6 TY—2&nZEd,

AE TEEAMCTRICET—ERDY XY —MDHPUNETY, Core H—/\—ZFHBitH
TEHIENHREINET,
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dscp (4]6) <traffic type> DSCP bS5 74w o %/ELEYT, DSCP S 74wy AFTY
(<DSCP value>|none) ECNSOATIVADIZ 7490 94 TIERDESDTT,

= YTFIUVY (SIP, AS-SIP ¥ 5+ VY)
= RIESNIHE (AS-SIP DIEEDERE)
= 5E (ZOMMOBE)

= FEAERTILFAT 47 (AS-SIPDEFA)
= TILFATAT (ZOMDETH)

= TILFAT 4754 TEIE (webbridge A7« 7) (REIFERA
ISNTWLWEEA)

= (KIEIE (BERFERAIhTOLERA)
= 0a&m (U T 7EM, LDAP, SSH, SFTP)

(0a&m = iEF. B, BLUVIYRIAVE)

dscp 4 voice O0x2E
dscp 4 voice 46

DSCP 4 oa&m 0x22 IPv4 FH®D ca&m %% 7TE
DSCP 4 oasm %L REZHIRLE T
dscp assured (true|false) [BE] BLY IRILFATA4T1 8749059471270

T. REFEE L OIEIRELEL DSCP EOMAZRET % Z & D ATHE
TY. L2 BL TSI, 0Oy FEFERLT. R
EMEF o (3R EMEDERZREIL F Y,

dscp assured true fcEzlE, IRTDBEELEETAT—FICHUTRIES hcBE &R
FESNFcRILF AT 4 7 DSCP EQERZRE T 2/cHIC. Tnav
YREFEALEY,
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3 DNS Ov¥ vk

3DNS 7z ~v> F

dns

IRTED DNS B DFMlZRRALEY

dns add forwardzone <domain-name>
< —/)\1P>

dns add forwardzone example.org
192.168.0.1

dns del forwardzone <domain-name>
<H—/)( 1P>

Y —>%BELET,

B —>ig, RALVZEDPBELESH 1 DOH—NFRLZR
THEREINZX7TY, BAEIH DNS BB TEEINLZR X
A VLD TICHBIEE. DNS U VILN—FIEFEShicY
—NICVTVERTTEZET, TEOREDR A VAIC
FUTEBOY—N—ZEBELT. O—RNFvIvTE7
TAINA—N—ZRHETEET, (1 ZEEITZ2OHN KR
MWTY., Chid. IXTORAASVEZIZ—ET S DNS fEE
DIL—b. DEDRALVEZEKRLET,

IEFE I /= forward zone ZBIBRLE T

dns add trustanchor <anchor>

dnsadd trustanchor ". IN DS 19036 8 2
49AAC11D7B6F6446702E54A1607371607A1A4
1855200FD2CE1CDDE32F24E8FRB5"

dns del trustanchor <zonename>
dns del trustanchor

Domain Name System Security Extensions (DNSSEC) (Z
NZZANT7YH—%EBMULET,

NSRNT7Yh—IE. 5IAFTEIZFNAZDNS YUY —XLO
—R7A—ATEETIVELNHDET - flzSBLT
S0, FEMICOVLWTIE. [

ZEBLTESL,

NZANT7Yh—%HIBRLET.

zonename (&, 7Y A—%&2XIFYY—X LI—K (RR) D
KAV ETY., ZOflTiE. LEOFITIVYZAR—ILE
hiebhZ AN Pyh—%=BIBRULET,

Cisco S—7 4> %= Y J—=X311:MMP 2~v>F Z4> V) Z7rL>X 19


http://en.wikipedia.org/wiki/Resource_record#DNS_resource_records

3DNS 7z ~v> F

dns add rr <DNS RR> 488 DNS H—N\THEBEIh TWERL, FlldEA—N—51
dns add rr "sipserver.local. IN A R 2NEHNHDEZ DNS U YV ILIN—DUET LD ICHERT
172.16.48.1" 2ICIE. SMEBDNS H—/ICH/ TU T B0 DICIREhB A
dns add rr "_sip._tcp.example.com. ZHAYY—Z LO—K (RR) 2B T=£7.

86400 IN SRV 0 5 5060
sipserver.local."

ROBADEIAFTEENI RRZZITANET,
OWNER <OPTIONAL TTL> CLASS TYPE TYPE-
SPECIFIC-DATA

=&z,
A records sipserver.local. IN A 172.16.48.1

AAAA records example.com. aaaa
3ffe:1900:4545:2:02d0:09ff:fef7:6d2c

SRV records _sip._tcp.example.com. 86400 IN SRV 0 5
5060 sipserver.local

AEB—OLIO—R7 A FITEHD RR Z{ER LT W\5
A. SMEBDNS H—N—ZFEAL TERT 20BN HD X
Yo =T VIY—NEE—DOLI—-R5 41 TTEED
RRZHYR—ILTHESY. EHDORRDHZRELET,
fe& ZIE. Meeting Server [ 1 DD SRV L O—RD &%
RELET,

_sipinternaltls._tcp & & (&,

_sipinternaltls._tcp I LT, 2 DDEHES RR 2{RELF

Th,
dns del rr <owner-name> <type>

dns del rr _sip._tcp.example.com. SRV
dns del rr sipserver.local. A

dns lookup <a|aaaa|srv> <hostname> | /LYo 7 v 7id. SRV ERZFHMICARETT, DFD.
DNS lookup srv _sip. tcp.example.com SRV LA—RHPRASVRZIRT EE, ChIFABLY
AAAA LY I 7y TICK > TRERENE T,

dns flush ZhnIT& Db, Meeting Server D DNS vy oaho )7
nxd,

Cisco S—7 4> %= Y J—=X311:MMP 2~v>F Z4> V) Z7rL>X 20



4 774 7074—/LIVF

4 774 77A4A—=)LANX VK

MMP AT 47 A V=T 2 —ADHDEEBT 71477 x—IL IL—ILDIERMZ Y R—F
LES, 41Y9—Tx—RICT7AT77A4—=II—ILE2B/ELID, ZFDA V5 —T1—ART
7747 0A—=IL2BHICLET,

AT ChiF, BERBRAYYR7Z7AVDT77A470A4—=IL V) a—vavoREZBHLED
DTIR>HOFEEA.

F77AT70A—NI=ILEEA VI —T 24 RICERICIEET 2RENHD T,

AVI—TAADET7AT7 74— =)L FTTHEAMNENFEIT, IhslE X7—
S AHNTHETEET. fl:

A9 —7 x4 R (Interface)

[B5%) (Enabled) ] : false
Default policy : allow
5 =

0 drop 80

FE VU7V Y —ILAHATRERISEIE. ThaFERLTI7 747 0 A—ILEEE
THEEERLUET, SSH 2FERHT 358, IL—ILDITZ—ICLD SSHR—MHT7 Y
CAREEICLRZNSTT,

firewall <iface> default AVI—TTARTIT7AT7 IO A—ILEFMICT H]
(allow|deny) IC. ARV REFEALTT 7AW MR O—Z/E
TEUNELNHDET,

AR Y —[FEDIL—ILICHEI Y FLIRRWITRTD/N
gy hEFHFAL, EERYV—EFEDIL=ILICET Y F
LBWIRTONTY MEHELEY
IW—=ILARESNTVWRWNEE, 1VF—T7 x4 Rad
ITRTCONTY bHAROY TEhET,

firewall a default deny

firewall <iface> enable BESNIAVI—T A RTI7A T IA=ILEEMIC
LEY.

firewall <iface> disable BESNIAVYI—TI—RATIT7AT I A —ILEEMIC
LET,

firewall <iface> BESNIAVI—T A1 ADRED T 74 70 A —ILE&
EERRULET

firewall a AVI—T 1A RaDRAT—FREIN—=ILEY hERRL
ESCH
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firewall <iface> allow <port>
[/<proto>] [from <host>[/<prefix>]]

firewall <iface> deny <port>
[/<proto>] [from <host>[/<prefix>]]

firewall a allow http/tcp

firewall a deny 678

TFZ7A4T70x—)bald 192.168.1.0/28 5D ssh &
BFOLxEd

ZNSDIYYRTIL—ILZEBIMLET,
<FR—b>F|8E. #=F (HI. 80J) ) F7=lF IANA H—
EX&ZLIYZKY (Fl. Thttpl ) hS5DH—EXEZD

WIFNITIEETEZT,

protocol 5|, tcp £zl udp DWVThHTY, HEE
92&. )L—)LIE TCP & UDP O\EADINT v M— L
ig-o

AV —T A4 RAADKR—k 80 TTCP /X7y h%EFFA]
L

AFA T AVI—T A X ADKR—K 678 LDITRTD
Ny bhEROYTT3

A7vavo from ATE. L—LHERENERR M E
BIFRLET., ChiFIPvA £/IEIPv6 D7 RLRELT
BESNET

YTXYNZERSTATOavoT7L74v I AR,
192.168.1.0 & 192.168.1.255 D 256 IPv4 7 KL ZH
54 —T A RXaDSSH 77X &HFRLET

firewall <iface> delete <tag>

firewall a delete 0

IL—ILZBIRT ZICIE. COOXYRTED ¥ 7% FEH
L9,

COT—TNLDED 1 DDIL—ILZHIFRLE T,
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5LDAP 7 v > F

5 LDAP OV YV K

FUW1ldap A 7Y 3 v h user add MMP XV R[CEMENF UL, ChiTLD,. LDAP
H—N—DFFMl. T4 LI MUKREINTA—5, TLS REDKRE. HLU LDAP ZFEDOEM
LEITEMEHTREICRD T,

LDAP Z—HDEMEEMICT B0HIC. HILWA T 3V [1dap] ATV RICEMEhET,

user add <username> (admin|crypto|audit|appadmin|api) [ldap]

A I—T4VTY—/CAPI G LDAP FBEEIC L B 1 —ADT7 VR Z2HR—bLTWEEA,

help ldap VY RODOH:

cms> help ldap
MMP 1—H—RIC LDAP 4S54 7Y M &8RE
I BERM :

ldap

ldap server <hostname|address> <port>
ldap protocol (ldap|ldaps)

ldap binddn <username>

ldap basedn <base DN>

ldap login_attr <attribute>

ldap filter <filter>

ldap remove <binddn|filter|trust>
ldap trust <crt bundle>

ldap verify (enable|disable)

ldap min-tls-version <minimum version string>

ldap enable
ldap fEXH

ldap AT7—4 X

pa

user list MMP O<T Y KRiE, OJ4 > ULTWS LDAP A—HY—%&88 &S ICHBRENFE T,
LDAP 2 —H—[CEAEI NS user rule /\T A—% DHH max_failed_logins, max_idle,
and max_sessions [CEDE9, ZOIATY RDMDI/INZ A—%(F LDAP 21— —(CIEEA
ShZxEtA,

user expire MMP <Y K&, LDAP I —H—([CEWELTWE B A,
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LDAP

LDAP #EBmICE T 2158 EEXRLET,

ldap server <hostname|address> <port>

LDAP #—NZRAMZXIE P 7 RL R, LU
R—FESTEELEY, ThEBMHEATY.

LDAP Ok JJL (1dap|ldaps)

fEAY % LDAP 7OKN O ZIBELE Y. LDAP H
—I\\DEEREGEZFERAT 5ICIE. Idaps ={FEH
THEZMNELHDET, TOMIIDIEEIINHET
a-o

ldap binddn <username>

ldap binddn
cn=binduser,oi=user,dc=domain,dc=com

ldap binddn "cn=bind user,o=My
Company ,dc=domain,dc=com"

ldap binddn domain\\username

BRBEDLEDICTA LI M) —IICIKA Y RS 55
BEZBMUES. binddn KT A—FEA TV 3

vTY., BELBRWMES. BER/\1 Y REXRHIER
EhET,

NAYRI=HEFTFT4 LI MY OREEREZRF-
TWBRENHDET, DIV VRIZKD,
AT a3VvDNNA Y RIRT—RDAANKD S
nx9,

BIBICAR=ZNEENZHE. 5|8Z5 I AFTH
CHELHDET, NV IRTvvahaEFndis
. BNV YIRSy Ya% [T, TRY—TF
ZRENHDET,

ldap basedn <base DN>

RER—REUVTERATBIR—RHAEIEELE
9, basedn DIEFEIFMWETY,

BIBICAR=ZNEETNZHE. 5|8 Z5 AT TH
CELAHDET, Ny IRTvvahEaEhdis
B, BIICNY I RSy Y a1% 3T, TRT—T9
ZEMNHDET,

ldap login_attr<attribute>

uid, userPrincipalName, sAMAccountName 7%
E. 1—Yz—EICHAIT S LDAP BlER ZEE L
¥Y. OJ14V9T3ICE. BEBHIERRES N
MMP 1—H& &I VBN HDET. BHED
EBEFVHEATT,

ldap filter <filter>
ldap filter (& (objectClass=¥)

(memberOf=CN=admins ,DC=example,DC=com) )

LDAP RFET7 4 I -y Ty TULET., 74
WY DEEIRERTT. 745 —DEEIhTW
mWEE. 774 )L MME (objectClass=*) M ERA S
nxd.,

BME LDAP 7 4 L5 BN ZERAL. ZhZziEil
THOLENHDET,

ldap remove (binddn|filter|trust)

BETICE Y b 7w 7& iz binddn, filter, E7/zld
trust N A= ZHIFRLE T,
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ldap trust <crt bundle> BED/NY KILOIERB%ERL CHEHBERIET
2LEOICVATAZRELET.

LDAP H—N\—ADtF 1 7 REHEZFERT 5IC
lF. Ch#z{EEash/i CA THRETIVEHNHD
FI,

ldap verify (enable|disable) LDAP H—/NICHE# T 2 - DIIHZE DRI Z G
FrFEMCLET,

LDAP # —N\N\DORE B EHZ AT S ICIE. i

AEDREZEMNICTIVENHDET, EYIC

95 & Meeting Server |E, EfES h/-SFFAE %

BERTCIIERLIEA.

ldap min-tls-version <minimum version string> | VAT ANFERTZHR/ND TLSN—I 3V EH/REL
9. ABERMEIE. 1.0, 1.1, LV

1.2 BHREhTWRNES, R/NTLS \=Y3Y

1.2 ICRESNET,

AE: I—Fa4vTH—NF. RIN—YavE
TLS13ICHRETREEHR—FLTVERA,

ldap enable LDAP H—EXZBMICLE T,

ldap disable LDAP H—EZXZEHICLET,

ldap status ldap H—EZXADRXFT—4% A% RITHERRTLE
¥, InldE. Y—EXNRTHRTHBIELEZTRL
Y,

EITEhTWRL - Y —ERFEMICHE>TWE
ITH. RITShTWEFTA, OF THEAZEEL
TLIEEL,

EY - Y —ERSEDICBR>TVWET
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6 AT a1—7AX VKR

S—F4VTDRTIa—)lIiE, #FHLL Scheduler AVvR—X Y MZL>THEMEESNhET,
CDAVHR—FXYBMIE. FiLL) scheduler MMP OV K [CEX->THRETEZEFI,

A— LY —/N\DOEBOFHMIE. UTICURREZIATWREH LW AT 2—5 MMP O

RYRTRHESIET,

ATTa—7

scheduler status

Scheduler DIREDRAF—H R &2RRKLET,

ATIa1—7 (B | 82

AT Y 1—Z%BNEBENCLET.

scheduler restart

ATI1—7=B/EHLET,

scheduler https listen <interface>

<R—bk>

Scheduler Y Y AV T 24 VT —T x4 AER—FDXRT
ZRELET,

scheduler https listen none

RTIV1—FDEBAPIA VI —T7 1 —R%=EHICLET,

scheduler https certs <key-file>
<crt-fullchain-file>

B APl THEAINhZY—/GERESLET TR, ZU RN
DY REGREITO L EICHEASINZPELEHRLUET,
fe& ZIE, c2w U E/zlE Call Bridge AD APl FEUMH
l./o

scheduler https certs none

EHE APl OFIAEEAZRIFRL £ 7.

scheduler c2w certs <key-file> <crt-
fullchain-file>

Web Bridge 3 ICIR/RAEAE/N\Y RILEREL X T,

scheduler c2w certs none

77Uy I3AD TLS EHEORASHREZEIRLET,

scheduler c2w trust <crt-bundle>

V7 TNy INDEGEHERT HIcHDEE/NY RILER
ELET,

scheduler c2w trust none

D17 TVyI3DIABNYRILZERT Y2 —FDEER
F7HSHIBRLET.

scheduler email server
<hostname | address> <port>

AT T 13— A=) %EEET S SMTP H—NEHRELF
3_0

scheduler email server none

AT I 1—=Fh 5 A=Y —/GREZHIFRLE T,

scheduler email username <smtp user-
name>

SMTP H— /N TORIEICFERSNZA=ILT7HU Y M EEREL
9., S—TAVIDHEBOREBELTA-ILZEETS
IZIF, 2OT7ADY MIEYBERIMIES N TWSRELH
nDFET,

A BMEADA—)LIE, TOAYY REFEALTE
ESNETAVYIDSEESNZDTIERLS., S—F
4 VIUHREBDEBADT RLAZFERALTEEINE
a_o
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scheduler email remove username

SMTP BEFRICHRESNIEA—IILI—Y—LZZHIRKRLET,

AT Ta—FA=)L7OFd)<smtp |
smtps>

AT 21— EA=)T—NDBEZRDLSICEELE
g

smtp: 7L—Y FF+ Xk TCP (smtp) 2

smtps

scheduler email auth (enable | dis-
able)

(EEE{rEni TLS F v RILEH
SMTP SR = BRI F L IFERICLE T,

scheduler email starttls (enable |
disable)

SMTP R DEEH TLS BT IFEWICLE T,

scheduler email trust <bundle> | none

(A7 ay) A=ILY—N—DEBETEZ/N\YRILDEE
HZHAILEYT., BWESNTWBIESR. BEFHD/N\VKIL
EERALT, A—ILY—/N—DIRAEIRI TN ET,

BRENTWRWNES, IREDRIEIThhERA.

scheduler email common-address
<address@mail.domain> "<Display
name>"

S—FTAVITY—NETHEBOA-IL T RLRAERRAER
EFLEYT, AT I1—FHHBOA-ILT7 RLANSSNE
ICXI—T4 VIVBHERZEELET.

TFHDXFICTSE, AT Va—FIFHEBOA—ILT
RLADNSHBEA-ILEEELET,

scheduler email common-address
none

REFHDHBA-INT RLRAERTBZHIRLE T,

scheduler timedLogging

FROF VI DRT—9 AZBFLEY.

scheduler timedLogging (webBridge|ap-
ilemail) <time>

EELICHEoNIEHREEMICLET.
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mailto:address@mail.domain

JAFE S & BT r s =

7 SERREIC KD 7OEYa vy
LTFD PKI (AFSEESE) AV REFERALEY.

F—T7 7AILICIE. PEM F£/=IZ DER OWFhhre LTIy aA—REh, key. .pem. Ff
(& .der D7 7 A ILE&HERFZ$5D RSA £/2lE DSA F—HAEFhTWBMENHD XTI, iF
BAE7 71 )LId. PEM /(3 DER E LTIV I— RSN/ x509 FERETH D, 7714
DOYEEEFIE crt. .cer. .pem. F7-lE .der TY,

774N AICIE. ZEF. \M7VELUOTRYXFORICEEEOWIT NI DIGEFZ[FIT5
ENTEZEYT, U—EREDIPAELF— T 7MILDEHEBIRTEET, INTOY—E
ATRAL7 74N R7 2 FEHAT 35S THLRKTY.

MEREFRAET 7 )LIE SFTPEBETY v 70— R I 2LENHD T,

pki RED PKI DEARKRZRRLET.

pki list WEHE, AE. AIAEERXEKRCSRBED PKI 77
1ILe—BRRLET,

pki inspect <filename> 771 EREL. 7 71ILA TS, ERAZE. CSR

FEEFTREOWITNTHEINZERRLET., FHAED
A R BFEMENARREINET. 77/ ILICAERAE
DNV RLHEEFNTVRIHEE. NV RILORERICE
THEWMIRTSINET,

PEM 8L U DERERD 7 7 A L OBAHLES L F
ED

pki match <key> <certificate> COIAXYVREFE, BESNF—E VAT ALODFIRE
N—HIBNEIHZRRBLET, T3/ RX—bhF—¢&
FERAE(E. 1 DOERATIEER D D 2 ¥4 THD. Y—E
Z (f: HTTPS) TEHEAZNZIGSEF—HI DVEND
ESD

FERAEIEEREER (CA) ICL > TER SN TV RIEENH
pki verify <cert> <cert bundle/CA D. CA (ZH[ CASFRHZE D TIFRAZE/NV RILY &, 12
cert> [<CA cert>] Blod> Tl CAERBEREOT 71 LTRELE
9. AEAEN CAICL->TERSh, FEERAENV R

pki verify server.pem bundle.pem EFEALTCNERBTEZC LERRTZICE. 0

rootca.pem R

pki verify server.pem bundle.pem AXYREERLET,

pki unlock <key> Z< DIFgE. WEBICIZ/NNRAT— RREEIRHSINZE
9. Meeting Server THERAT3ICIF. F—DOv I %
MR 2ENHDET,

COAXRVRICED, =Ty 77000y U %iE
BRI BLEDDINRAT—ROANNKRDENET, OvY
ShicgEnd. RUERTOOY V@RI hic+—ICLo
TEBEEHMAONET
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pki csr <key/cert basename>
[<attribute>:<value>]

pki csr dbserver
CN:server(0l.db.example.com
subjectAltName:server02.db.example.com

T7A4R—N F—IFVT7IOERICET 2EHZH

fzLTW% Cisco 28I 2 & ICHERWVNI—Y—

DIFE. T7AR—F—LEETZAMAEELEXK

(CSR) %M TZ %Y,

<key/cert basename>(d# L L\F—& CSR #7319 %

XF5)TY (FlZIE. Tnewl IF Mnew.keyl &
Tnew.csrl 7 7 ILICIRD £Y)

CSREMXIF. IOV (") TRYIShi-EBER LED

R7TEETEZLT.

BERXDEESEDTY,

CN : isEBRZ(C5EE 9 % CommonName TY,

CommonName (¥ X7 AD DNS £ THZNENHD

9.

OU: #R#8E B {1

O: #B#&

L : thisg

ST 1

C: E

emailAddress: X—JL7 RL R

CSR 774 I)LId SFTP T¥ v vO—K U, &R&EER (CA)
ICELTERZLLS2ENTEET, (F/ld. CSR
774 % Tpkisignl A¥Y RTHEALT. O—AILT
MAEEERT R EHTEET, ) Ro75 SFTP &
HTrZy70—R920EBNHDET., Z0DR%. RS
ELTHEATEEY,

AT :pki csr <key/cert basename>
[<attribute>:<value>] . B &L LT,
subjectAltName ZEEL T, IP 7RLRERXAA
Y&k, AVIRXEIH Y X kD subjectAltName TH
R—=hINTWET, RICHZETRLET,

pki csr testl CN:example.exampledemo.com
subjectAltName:exampledemo.com

pki csr test2 CN:example.exampledemo.com
C:US L:Purcellville O:Example OU:Support
ST:Virginia
subjectAltName:exampledemo.com

pki csr test3 CN:example.exampledemo.com
C:US L:Purcellville O:Example OU:Support
ST:Virginia
subjectAltName:exampledemo.com,
192.168.1.25, server.exampledemo.com,
join.exampledemo.com,
test.exampledemo.com

FEERE DY 1 X &
Fr—YADREOR ZRNRICHEFLE I, #EHFL
BWE, TLISN\YRYZAIDZVVRRNIYT A A
HRIBDET,
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pki selfsigned <key/cert basename> COARYRZFEALT. BCERMRBEZENTESX
[<attribute>:<value>] 9,
pki selfsigned dbca CN:"my company CA" <key/cert basename> &, &£ I dF—EAAE% R

0U:"M¥ company" O:cms L:Raleigh ST:"North LET, ez, Mpki selfsigned new] (&,
Carolina" C:US

Tnew.key and new.crt] (ECER) ZERLET.
SAEDOEMIE. J0OY (") TRYIShiEBHR L@
DRF7THEETEZEY, BEHERROEEDTT,
CN : commonName, FFEAZEAIY RI VT4 T« EEEA
EL UL TEHRHINSIES. commonName [$EET 51
—EXDDNS ETHZIMENHD XTI,
OU: #Rig BN
O: 1848
L : hisg
ST )
C: E
emailAddress: A—JL7 KL X
BCERIAEL CSR DEAICFEATEEXT, b
&, T—IR—=R VR =R EDRNET—EXICERM
TRHEICENTY, 77 Y—ERREDHEBY—E
ADEEE. S CA ZEFRALET.

pki sign <csr/cert basename> <CA CMIAT Y R(E. <csr/cert basename> 38519 % CSR
key/cert basename> ICZ4 L, <CA key/cert basename> H319 % CA i

pki sign dbserver dbca RAELF—ZEALT. ERASNKKAUR—XX—AL%

pki sign dbclient dbca HOIREEERRLES,

<csr/cert basename> 7 7 1 JL& & U <CA key/cert
basename> 7 7 A JLIE. Tpkicsrl LU Tpki
selfsigned] ®OAYY RTZENZNERSNET,

pki pkcsl2-to-ssh <username> PKCS#12 7 7 1 ILICIRTFE iz SSH R ZFERT
ZFEITH. RYICVETZVENHDHFEY, DIV
v RlE. <username>.pub EWSEFITF v 7O—R&
N7 PKCSH#12 7 7 1 IV SERTTRER NS E i U
F9. pkesH12 774 IWDIKRAT—RDANZKD S
T7OV7hDPRRENET., TTHER. pkesH12 774
WK ZAT—RRELRLUDFEHATRELR T —ICBHE T

g-o
EE pkesH12 77 A IICEFNZ ZOMHMOTF—5 &
IRTEDNET,

pki pkcsl2-to-ssh john JgvEWNS1—H—(cF7 v FO—Kaht- PKCSH12

774 THS john.pub DF—IF, IVY KRERITATHE
ICT32LT, FAHTESRLIICRDET,

7.1 XaF7AMNL—YZEMICTS

ROAR Y R%ZFRALT, REBRAMNL—=IYZEMICL., FovO—KREICF—%BELL
9., EFXFa2T7AML—YIE. VM ERFICEBRAIEERA T3 v ELTRESINhET,
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(£ X — X £ 7=F Meeting Server 1000) T#H D . # L) secure_ storage enable
MMP OX Y RZFERLTENICTZIENTEET, FHMICOVWTE, EFa7 AL —
JOEBEHAR 2B L TS,

AR —EAWCTDRE. WHRBRBIAVVREFERALTHEXF27 AML—JZEMNICT S
CERTEFXEA . COBREE TICREERA, <factory reset full> IXY RDH
Hexa7 AL—VUEREZVEY ML, YATARDHILT ZEENIAXNTUEY FEh
9. 20D, N\vIT7vT RAF+v T3y NeERTIBHRREDNYI 7Y T2
THLLZHEFHHLET X7 APL—=IZFICT BHIIC. <filename> ATV R
ZRITLTLES W, Ny o7y TORBAEDFHHEICOWVWTIE., MMP IRV KR YUT77L
VA BRFaAvbh zERBELTESN,

secure storage % | CPAYY KIE. Meeting Server DREBZ b L—IHEREFMICLET, T OBRIE
ﬁ%t&% BEICRIZERTEY, ZRICWUTEEA Y E—INKRTRENET.

tH a7 AL —IHBREEZ VAL T ZICE. VAT ALAZHEEFTIVENHD X
¥, BEEBZRHZTOVTIHRREINLS, ¥ ZERLTLLZEL, Z50LE0
& BEFNPUSHIEEICEENERAI NI LA,

pki BEE1L Z DY RIE. Meeting Server NOMZE+ — %12 LE T,
<F—> <B{LF—>

X2 T7AML—INBEHICBOTVEHE, KD pki ANV RZRTIBHE. ZnIC
S UToEMDFFENRHE SN E T,

pki Oy 7k <+ —> <E2 COIARVRIEF. AvIEINT77A4ILDTDN—Ia vz FEL. 7
EEhTnBnE—> 7ALOFL WO Y S RRE - RESLE NN~ 3 VR ERT B &
SICEESIhTVWEYT, I—HF. Z770/lo0Oy 7@RN—JavoD
T77AINREEETZIVENHDET, L. OOV REFERL
T7L—y F—00Ov 7 %@RI2E. 770)L00y Z#ERIN—Y 3
VIHMEREINT ., ZDELETRT Ay E—IHERRINET,

pki list COARY ROFRREAMNEESINE L. ThiE. 7700 147
BBEk. 7714, BEx. L0000V IRRTEHETZ 71—
IWREEFOITLIDER TR RINET,

pki inspect<7 7 A JL> COARYVEE, ARYRDONRTL—XZ2ANT 7OV 7 b zHIR
TEELOICEEINTNEYT, COIAYYRTRIRTL—XDANIR
KdhonEthi.

<factory reset full> OOV RZERATRE. VEYRENEREDY A MDRRESNE

¥, COATVRIEF. Uty hEShBBHEOUANMIEFX2T7 AML
—IEEHBLIICEEINEL.
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7GR L E T Y s =

7.2 TLS FERAE DIREE

AE: TLS SIRAZ DRIAENBIICHB > TWBRIGE. UE—FT/NA RADFREBICH—NET S
A7V NOHMADRIBENTEREINTVWS I E2BERELTLIEEYL, ZhiTLh., RELE
EOWAD TLS EHEMNZIFANShE T,

AE X1 7BEHREFAL T, LDAP H—/N\—%REIT 5. MMP @ tls ldap ATV
RZEAL T, TLSAIRASRAINRESINS X T, BRETL2ICEETIEHD FEA.

Meeting Server |&, SIP, LDAP, SYSLOG, HTTPS (A v/\7 v K##: : APl, Web Admin
H &V Web Bridge 3. 7 h/\J Y R#Ef:E : CDR) &V RTMPS DEARTDH—E R ITx
LTTF7AILMT, TLS1.3 B LV DTLS 1.2 ZFEALET, TLS 1.3 [ HTTP/SIP 4 v & —
7I1—RLETRZAMN I74—b2FERALTRXIVI—FEN,. UE—F TV RHBFHYR—=FL
TOWRWMERIFTLS 1.2 IC74—ILINw I LET,

TLS1.3 FhiF 12 2RELTVWVRVHFWY 7MYz 7 EOEEERICHERIGS,. OO
IWDTRIIN— 3% SIP, LDAP, 8LV HTTPS H—EZXDHFE/NTLS N—3a v E LTHE
TZZE9, Q{-F@ [tls <service> min-tls-version <minimum version string>] PPN
Uf Ttls min- dtls-version <minimum version string>] AN Y RZZSHBLTLEEL,

ys
e TLS1.3 (X SIP 1 4% —7 x—RX%{EA 7= Cisco Unified Communications Manager % 4
R—bULTWETAH, Cisco Unified Communications Manager IM & Presence O1EHIE
FAYFVATRREES N TOLWEEAD., SOV Y —XATHRIESNZFETT.

e DTLS N—YaVICEEIIH D FtHA. Meeting Server [F, B|EfrE. TIAILNE
LT. 12288 DTLS 1.2 MTEYR—FLET,

e BERED TLS 1.3 HR—KMFRFIEShTLWEEA.

e TLS 1.3 (X FIPS THREES N TWLWEHA.

e Meeting Server [FIR7%E. TLS 1.3 ADF/NN—V 3 VDBREEZYR— ML TWEEA,
e TLS1.0BLV 1.1 DYR—KMF. SOV Y —XTHIFRENE T,

AFE (tIs FREZEAT BICIE. Call Bridge = FB#EN I 2B HD FI, 772U, tls syslog
BREMEIESI NS &, syslog H—/IN\—%EXN{L L. Call Bridge ZHBi#t8L/-&ICEMLT S
WELRHDET,

tls <service> | U—EXDEE. DFD. sip|ldap|syslog|dtlsiwebadmin|rtmps ZFRRULET (AE : /\—
$3Y 3.1 H5D RTMPS #7R—R) ,
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tls ldap

LDAP O EZRRNLET,

tls <service>
trust <crt
bundle>

tls ldap trust
ldap.crt

WEDIMRAENY RILZFERALTYE-— M —EXDFERAEZRIAT 5L IICV AT AZ
RELET

tls <service>
verify
(enable|dis-
able|ocsp)

Y—EXOEBEORIE AN/ EICLET. BYCL. YRFANUE—FF—ERO
EREORBICKRUISA, BEARLSNET,

EREANRT —5 RERRT BIBIC, UE— MF—ERNRF—F)| OCSP 5%
BT &V S BMBEF TREZENICL T,

Y27 AN TEREOBMEEREL 5 > 1BE, FLREREORYRT —5 ZHTHE
feRRERPDEZEE. VE— M —EXNDEREIRILESNET,

tls sip ciphe
rs <cipher
string>

tls cipher ¥ Y KDFERAANERIZEEICOWTI}H, UTOHBESBL TS, E
EXFF| DR E. OpenSSL MMERAT ZEEOIOVXYIDDY A MTY

(h JIwWww. nssl.or manm r/mani nssl-ciphers.htmI#CIPHER-LIST-
FORMAT) . REDT7 AL MDOEESHR—MNIXDESDTT,

"ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES128:DH+AES:R
SA+AESGCM:RSA+AES:!'aNULL:!MD5:!IDSS:!3DES" (JN\—33 Y 2.4.2 £T)

"ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES128:DH+AES:R
SA+AESGCM:RSA+AES:!'aNULL:!MD5:!DSS:!3DES:!aDH:!aECDH" (/\— 3> 2.4.3
BIF%)
ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES128:DH+AES:RS
A+AESGCM:RSA+AES:!aNULL:!MD5:!DSS:!3DES:!aDH:!laECDH

AE : T:laDH:!laECDH:!SEED:!leNULL:!aNULL:!ARIA:!IAESCCM8] &, IERICHETFLIEEE
BILT B0, REZEHBEEXFIICEFTEMINET,

tls <service>
min-tls-
version
<minimum
version
string>

tls sip min-
tls-version 1.1

tls ldap min-
tls-version 1.1

ZOIAX Y R%EFEHALT. Meeting Server BMERT 277 AN TLS NKN—Y 3V %zEE
LEYT (IN—Yav23BK) . XE:TLSORNN—Y 3V EEET ZIHE.
callbridge restart O~¥ Y R%fERL T. Call Bridge H—E X = BiEId 2LEHNH
D%,

E—FAVTH=NNEITRTOY—ERICTLS 1.3 #EAHL., YE—rIZYVRAYR—FL
TWRWMEEIE 12IC7A=ILIKy I LET., TLS13 FF 1.2 HhFREShTLRNFV
V7 ho 7 EDBREERICVERIBS. SIP. LDAP, HX U HTTPS O&F/NTLS K\—Y 3
VETIN—=Y3vo7ORIICERTEET,

SIPICTLS X\—Y 3y 1.1 YUEEFERT S

LDAP [CTLS X—Y 3 v 1.1 YE%=FEHYT %
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tls min-dtls- | YVATANMERATZR/ND DILS N—YavaRELEI., (UIN—Iav23BUE) . X

version E:TLS OFR/NN—Y 3V %EEET 35S, callbridge restart AX Y REFHERAL
<&/N\— T. Call Bridge Y —EX = BB T 2MLBELNHD T, (IN\—IY3V 2.3 UK
Javx

=35> DTLS 1.2 ARBSINTVWAVWHWY 7 Uz 7 EOBEERICHERIFES. 7O

tls min-dtls- IWOTRN—=YavaEFERTSELSICDTILS Z5%ELET,

version 1.1

FT7AIWMTIE, =T TH—/d tcp AR— b 5061 @ SIP TLS &8, IXTD TLS

BEICReBBEs0HaFERALET., LML, ChiESI—FT4 T —/\HHL, Z2HEDK
WFNAZEDTLS -V ZRETEBRNLZBKRI BHEEANHLEY. T7ALCICEHY
v MDHBIHE. CDtlsciphers AV Y RZFEALT. dLWT/NA ADZITANSNSEES
DYURARNZIEELET, BEDOFMICDOLTIE., Openssl HA K # B ZE L,

TINA AN L2 BEESZVETERWVEEDOEKICIE. ROLSBHDHNHD X,
= F/)NA ZAD SIP TLS MU LA KBLE T,

= FINARATHTTPS 77 AN EELEEA.

= T5—HAO7ICKREINET,
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8 Cisco S—FT 4 VT —N\%ZERT S-HpDIT
v R

AE : Cisco Meeting Server 2000 DIEE M = #I#ig % (C(d. Cisco UCS Manager % f#F
LET,

7y TIA A S—FAVTH— )\ DREICHEE L THSRIB L /R
ERRAUET,
shutdown JAV7hADEET Y ZANTBRE =T+

VI —INOERIPATZICHEDET,

A E : Cisco Meeting Server 2000 @ MMP 2B Tl
vy hFOVIETEXERA, EFEZVISH]IC. Cisco
UCS Manager Z#HLT. 7L—RKR—N—DEE%
TWhFEY,

VM %ZY vy MUV d%(CE. Tshutdownl &WVS
MMP O Y RZEHET2MEAHNDET., hilk
D, I—F4vTH—NE I—FTaVTOEMEES
DIXRTOEFEIFTINA AH LU Meeting
Management ([SEBHIRTITA v £—I ZEEL X T,

KA N&<&Bi> F—NDKRANEERELET,
K Z b % mybox . mydomain AT COARY RERTUE. BEIN/VETT.
ALT—Y BESREINTVWRI ALY —VERRLET
ALY —V<51LV—V2R> S—FAVIY—NOIAAY—VEFRELET, I—
SALAY—Y I—0OyI)/OYKY TAVITT—NE BEDIANAF A AV =V T—5R—
AEFEALET, —EICDO2WTIF. 2O Uvy #88BL
TLIEEL,
AE: COAXY RERITUIER. BREEHIVETYT,
timezone list FBTEERY A LAY —YDRERY AN ENRILE T,

XE : GMT % Etc/GMT<offset> hSDA Ty k&
DALV —VEBEIRT BIHE. A7t v MIIE POSIX
ATALIDEENMERINET., ERELT, FED

ALY —2E Etc/GMT-8 TH D, Etc/GMT+8 TlIH

DEtA,

ntp server add|del <host> NTP H—/\Z#@a/EIFRL £ 9. <host> ICIE. ARIE
[FIP7RLAMVIEBETEXT

ntp status NTP H—N—DRTF—5 2 %zERLET

ntp Y—/NU X b REEHD NP y—/N—EZKRRT 2

ntp groupkey <keyfile> BE+— YR— b DHIT NTPv4 J)L—7 F—%1BM
LET

ntp autokey (enable|disable) BEF*— YR— M ZFWHEBEMICLET
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ntp groupkey group.key
ntp autokey enable

fce&zlE, SFTP 2 ERHL TN —TF—T7 71 %
fgroup.keyl IC7v7O—RKRUL. 50TV RT
BRELET.

date

date set <date> <time>

date set 2013-08-17 13:04

WEDVZAT A (UTC) EO—NILERZRTLET,

BfteBRE2RELET. 0Ty RiF, RELTS
O4%® NTP H—N—%ZFRALLEVWT—/N—F77014 DH
THUETT,
Bt EBZIICERTERERIIRDESD T,
e 1ISO 8601 2=, (%Y-%m-%d) + BERIA R
R—ATXYI5Ni 24 BEER

o %m/%d/%y + 24 KRR

AEBNTP H—NZEHFDODVRTFTAOI—HFFcnaAT Y
REFERTZ2UEEIHD EEA,

1)7—pk (reboot)

—FavIH—-NEHEELET,

AR S—TAVITH—NZBEHT L. TRNTOEE
MIEhEd., COTOCANETITDETHELID
D¥EY,

license

COAXRY RIFREY—NICOHBHINET,
Meeting Server 74 Y AR T—4% A =REREL., 71t
VANMTESNTWSHEEZRRLUET (F:

BEBE : callbridge 27 —% X : BXEAR : 2014-JUI-
01 (3% 12 )

m by | ) R
callbridge listen (interface allowed

list|none)
callbridge listen a

callbridge listen none

callbridge prefer <interface>

callbridge certs <key-file> <cert-
file>[<crt-bundle>]

callbridge certs none

REDKRERRLEY

Call Bridge "y A>92% 1 DUEDA VT —T x4
2 (A, B. CE/IZ DM SEER) 28_ELET,

Call Bridge #{21EL. Uy Ay H—EXZEHICLE
9, 1=12L. CallBridge ldE%HBEETT,

AT TI—AFAYRANNS Bk SPA V5 —Tx
ARAELTAVI—T A4 R% 1 DBRLET, IL—T
AVTFIFea -V XTI =FRALT. BEDA Y
=T x4 ANBRTERVGEIE. DA VF—T x4
AEBEHETRLAEUVLTERALET,
=TI BLUATarT. CAIRET
% CARERRENY RILOF—T 7 AR EFRET7 7ML
REEELET. (B7E)

AREREZHIFRT %
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callbridge trust cluster <trusted Call Bridge #5%E L T, SIBAZEDHEED/\Y K)L%fE
cluster certificate bundle> ALT., 25X T CallBridge ® ID #t&5iEL X 9,
NV RIVIE, SEHEF = —V. TS EETEZSHAE
DEFAIENEY R MOVWTNIMNCEDET, (=3
v 2.4 BIRE),

callbridge trust cluster none Call Bridge D b 2 A M X k7 H 5 Call Bridge 7 5 X5 D
AERAENY RILZEIBRLES (N—J3v 2.4 BIE) .
callbridge trust branding <trusted EBESNhHRZEZFEALT. 77V Ta vy —N—it
branding server certificate whitel- BAZ L MEE9 5L DI, Call Bridge 5% EL X9 (3.5
ist> BARE)

AT TIZVTA VTP —/I\—H HTTPS TIRARENT
WBIE. B CA £7IER U CA H* Meeting Server
ETIVTAVIT—N—FREICERTDVNENHD X
T, BB CALNT S VT4 v T H—N—FEREICERAL
BH > 713838, Meeting Server E TSV F 4 v TH—N
—RHOBENKKT ZIEENHDET,

callbridge wc3jwt expiry <expiry time in | Ux 7 77U By avDy A4 A7 NSE = BB ER
hours> TRELET. 1~ 24 TTOBREFRATEET. kR
EDHE. 774 MBI 24 TT,

AE  ETEABEAT B=5HICIE. Call Bridge ZHEi#2E L
E3 e

callbridge avl enable|disable AV1 HR— N 2B FFESICLE T, Call Bridge

zHEESLT. ZEZEALET,

BRMCTS -BIRGES. 9T T7T) STV

hOIVFUYIE AV ERXTEREINET,

EMICT B - BWRIBE. VT YVIEAV X THE
IhEtA.

I
e AV1 E(SlE Chrome 750 TOHT A M h.
BMEINTWET,

e AV1 ' Meeting Server TERIICE > TWB A,
7209 T, HAR—brSThTWiRWNgs, v
TIUVRT IO —-Ty Y TEESh
ESC I

callbridge audio resync<iEMMUZLME (XY =T ABRABPOLEVMEZRELET., T7AILE
) ><IUELXUME (SUP) > DR RIEE NHEEIFZNZEN 25 £ 40 TY,

FE:Coav Y RIEF, YRO YR— b F—ADERICHK
DTOIMERALTLEZL,
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callbridge aac-1lc-44.1k <% | EX>
(R=FHR—H)

callbridge restart

AAC-LC A—Fw I T441kHzDEDFEWGYTU VY
L=hTA—FT4AZANI—ZIVT7F3L5CO-)
Ty IERELEY., EEZEATZICIE. O—-ILT
Dy aBEEELET,

A7 AT47 T—EXRZBEFHLET. AT I—7F
AVTH—N\EBEHNTIE. TRTOBEITIES
hEd, CO7OCRANRETIEETHINIDE
ER

syslog server add <hostname>
[<port>]
syslog server del <hostname>

syslog server add tls:syslog.example.com
514

I—F 4 vTH—/)X|E TCP (UDP TldHR <) EATYE
— I syslog H—/NNICOY 7 7 A L% FE(SATHE
R=bDF7 I NE 514 TT

XD syslog 7—% Z{RET B/-HIC TLS 2 AT S
EOEETBICE. YVE—MY—NODKRIMG/IP 7KL
ZDFIC Ms:] ZFIFET,

syslog

IBED syslog B E—EBXRRLEYT

syslog enable
syslog disable

syslog audit add <hostname>
syslog audit add audit-
server.example.org

syslog audit del <hostname>

http DBEEE (enable|disable)

syslog tail [<number of lines>]

syslog page

syslog follow

syslog BRFE<XF5I>

syslog BEIS—

syslog XAZXAZEMLET

EFEOINIREI NI T—N\2EELEY., EEOVIE
RRBRIVATFAOQATOY Ty b THH, EFa2VTa4
Ry b (A4 VRE) EREZEICHT 2EHRNIEEN
TWEY,

AE: IS0 syslog EEOTY R, BEEDREI#ED
A—FOHINETTEZT,

HTTP S V¥ 0y 3 v O lRETZBMH /3 EMIC
LEYT

BFOOTAvE—IERRULET, TFT7AINT
&, Chix 10 DAY E—=ITIN, ATV 3>0D5|
BTHZEEITHIENTELT
RRBROTZ2A VI Z7I9T47ICRRLET, AR—2Z
N—=%LT, O Ay E—IDRDR—IERRLE
9. qEBLTETULET,
DZINIAATEEZRATNOAT A E—IZRRLE
9, Ctr+C z#g &, HNHZFEIELTERY TILICRED
E3 N

BEDODINY—VIC—ITE2AVE—IDIHERRT S

AE BEOI—H—IC audit O=ILAMFEEIh TV
B4, tall ¥V K& search OV Y RIFEEOS X vy

t—YERTLET, fEShTVRWNGEE. YXTA
Oh5DAYE—IMRRSINET, YRX7ALO7

OFIYO—RICDWTIR, Y3y 126] &5
BULTSEZL,
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syslog rotate <filename> EBELEZ7 74L& TOT 7 71L& KARICREEL.

syslog rotate mylog FPOTATRIRATAOQTZEICLET., RELET
7AIIESFTP Z2fE>TH¥ v vO—RTELTY,

version BEI—FT 4V I7H—NICAVAR=ILEhTWBY Tk
JIT7DV)—2ERRLET,

8.1 EHIEIUEIEE

S—TFa4VTH=NE FIPS 140-2 LX) 1 RBEVIMVITEEEIYa-I
(http://en.wikipedia.org/wiki/FIPS 140-2) ###L*d. FIPS Z8E%==(7TL\% Cisco
E—FTUAVTY—=NY TR T7DOI)—=RICTDODVWTDERIE. CD UYvyoxzI7Uv oL
TS,

FIPS E—RZBMICTZET. BERERCOEY 2—ILZFEALTEITSN., BB
SREIE FIPS AFREMBEES7ILIT U XAICHIREShE T,

fips FIPS E— KA BN ES N ERTRLET
fips enable FYRNT=URT T4 9T DITRTDOEEIIZIET FIPS-
fips disable 140-2 E—RFEEEILZBMICLET,

FIPS E— R OBFEML T3 EMLZRIE. BEFNSVETYT
FIPS 72X h HHBAHD FIPS FR M ERTLET
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OMMP z—# 72> p a2 v N

9 MMP A—%—7Ao>v YV KR

MMP 1—H—=F AUy bOA—ILEUTDEED TY,
admin : MMP BIE, IRXTDY RV ZRTIT B ENFASNTVET
crypto : MMP BES/EE . BSEES RV XTI S EHNFFAIShTNET

audit : BSOS % Syslog H—/N\—[EELET (EERZEE BAHARI @ TYUE—F
Syslog H—/\—] €V vavzslBLTLZaW)

appadmin : Vx 7JEBA VY T 1 —ABATTZ 75— a3V IRNIDOEREEZERTTEET

api : APl ZERTZE XY,

fapil] 1—Y—0O—)LiF. YHEIICV I TEBSA VY —Tx

A AEEBATHRESIN TSR EITFELTLEEW
ldap : Bil&hic1—H—(F LDAP 1—H%—T79,

AE: COEIYavRIARVYRTEY N7y TE3NDI1—-HYT7HU Y %, Active
Directory 2L Tty 7y Fah, Cisco S—F4 V77 7)IcOQy4 YU THIETE
57hOVMERRLEBVESICLTLIES,

BICHDDORWERED, XOAY Y R%EERTICIE. EEEERTMMP Z7Ao v NCOY

1VTBUENHDET,

user add <username>
(admin|crypto|audit|appadmin|api)

user del <username>

[1dap]

BEIniy147 (LiEz5R) OF LWL MMP 1—4%—
ZERULEY, £/l ElShicd1—H—AH LDAP 21—
H—T9,
ERUNRT—RABRESNTWD L EERT S0
IZ. A—HFDONZXT—R%Z 2[(ANTEHLIICHERLET.
MEOT A VRIS, I—FE@HLWNRT—RZRET 2L
SICKRHENET,

EE: LDAP 1 —H%kRE, 1—YNXT7—K(F 6 v A%
ICHARRYINICE D £5,

VRATFADISI—FHEEHIBRLET,

4 . user del <username> (¥, ¥ TICOYVIVL
TWb1—Y—ZB8EIIRLUEX A, user list ZFEH
LT, 2—4—HpOJ714LTVENESI N EERT S
EHHERSINET, OJ14 Y LTWSERIE. user
evict <username> ZERAL T
HIFRS ZRICINTDLYy a3 V&R TIETLRSEL,

A-HYR b

1—H¥— 1—H¥—oO—)L. XXAT—RKOEXLEAR. O
1VDEED—EZRRLET,
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user info <username> %I, REOOJA Y., REOOTA VHRICKELZOY
1 VERTEE. FIEIO/NRT—REE, NXT—ROEME
R, Z7ADrrAOvIIhTWENESIARE, I—HD
FlERRULET,

user evict <username> I—4YzZMMP Yy ayhsO0J7IMLET, AT
T7EBtYYaVTHREY VT4 7R1I-FIHLTID
YV RZzFERTZE MMPEY Y 3 YAT7Y—XU,
MMP [CBOV A VI 2RENHDET,

AE:N—=U3> 29 U, <Y KRF Cisco Meeting
Server 2000 THIFATZ XY,

user unlock <username> BRAKKOVA vEEBELCEDNRRTHRELI—
FoOrs4 o0y J #@ERULEY
passwd [<username>] BAONRAT—REFEOI—FDNAT—REZZLET %:

FIBICHE > THRIEL TSN,

1—H—RRFEETT. Chickh. BBEEEROI—
—DNRT—KZz)Ey hTEEY., BIBBLTRITIS
& ARV REBREDI-YDNRT—RZZEELEY.
REDOI—TFOFREENVETT,

user expire <username> I—HOREIOT A VEICHULWART—REZRET DL
BHILET,

AE: ZOAXRYREFI—Y9 47 Tapil ICIFBERShEE
ho NAT—RIIEBEEORBE ELHICHRTINICEDEY
A, TOARYRTNRRAT—ROZEEE@EITEHLET

EFEtHhA.
user host <username> add|del RALVEZERITIPZRLATEESNHFATY X DR
<hostname> 2D SDI—HF—DUE—rT7IERZHIELET,

AT :user info AV YV RIE. HFAIETNTWBKRA LD
BHDURN (H558) 2xRLET (LEZESME) .

user host bob add 192.168.1.3 R7PATA v LELSELEEEIC, YE—FIKR
ZANDZIFANARERY —XT7RLZADY ZMIT
192.168.1.3 ZBMUL X9
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user duty <username> <duty hours> | I1—HOEHEEEEZHRLEYT
user duty <username> none HEBEONTA—=5 . I—RVRAFTAICTIEAT

ZHRHEZRIHICHERAINhET. EXSEFEEOT
YRUDYURAKRTY, BHIE 2 XFETERLET : Mo,
Tu. We. Th, Fr, Sa. Su, IXTOFH (TEHEHE
HzBR<H) Wk TERSIh. BXRIEWd TRSh, IX
TOREBIE A TERINET., DRI N3 HITER MoMo
=R LU, Mowk = BBHZR IXTOFERICK S
HEBHNVETT,

TL74v VR T MYV /REEREIE. DROX
FR ZRUET. F: MoTu (EBE & NS D&k
<9, BEEEEE 2 D20 24 BRERE HHMM T, A1 7
v I-] TRYSNTED., SRR SR TR Z
~UEY., BRTEHIMHBERZELDBRWNVES, ZOEKIE
PHETHHRI S LERLET,

Nl BEEZFEALTERDIL—IL2HEabER L. TX
fold) #EKRUET, 6l : MoTu1200-1400|We1400-
1500 (&, BEEEX/<IFANEHD 1200 /15 1400, izl
KEEH®D 1400 A5 1500,

user duty bob Wk0900-1700|Sal200-1300 |FHOEZERFEOD QNS SBEIEBED 12EMS 13 8F
[CARTANDT7 VA ZHFRALET

9.1 JXRA7—RiHFAl

INZAT—RORHIICIF 2 DDAELHD FT:

m fEFHLRNRAT—RERLSIOHIC, FEZ7y7O0—-RUTHLWIRT—REF v I 9
B2ENTEFXT. HILLWAKRT—RAFEADEHE VT BES. ZONXT—RIF
BEEINEY,

e dictionary l&. &ITIC 1 BEF =1 1 DDEGOD dictionary &£ WS EZHIDTF X
K774 TRITRIERD ZEA,

o FiTIE. Windows ODF v+ Uy I UH—VSA VT4 —RI—TVRATIER
. B—DF71 Y74 —RKRXFTERTIZDZDRENHDET

o SFTP #FRHLTHEA 7y 7O0—KRL., FxvIZBMCLET, fl:

sftp>put passwordlist.txt dictionary

m LDRLBNRT—ROFERAZRHITZEZ<DOIARYENHDET., InNSINTOIV
YRICIEBELARNILDTZ IV EANMVETT,

AR \RT7—ROFERERIE 6 AT,

FE o TERESREREBNALLVWTLEEW, f£&ZE. TURN H—/K—D
A—HF—ZENRAT—REFEETRITNIEED XEA.
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user rule max_history HULLWNART—REI-Y—DHUREIO/NRT—RZHELT, /X7
<number> —FOBERZMLT S

user rule password age IKZT—ROBEWHEED LE*BARTEELET.

<HEE>

user rule min_password_age NRT—Rz)EY P TEBLSICBRZITORNEREZRET 3
<E2> Z&ET NRT—REREIY O—-IHEREINZOEHEXT,

AE  ZORERIE. BEEND lTuser expire <username>] OV Y K%
ANTBEA—N—FA RShET,

user rule min_length NKRAT—RORNXFHERELET

<number>

user rule min_special SR FORNEZRELET: |OHS% &*()_
<HEE> +=7><."\/

user rule min_ uppercase NRT—RICERAT PRNDAXFHERELTT
<HEE>

2—+488| (min lowercase) NRAT—RICERT 2&NDINXFRERELET
3=

user rule longest digits run |/\ZXT—RTHERATEZERUBFORABEHRELET
<&EB>
user rule min _digits NKRAT—RTHERATE2HFORNEZERELET
<HEE>
user rule max repeated char |#RDRIILNTEIRRERXFHERELET
<EB>

user rule min_changed_ HULWART—RTEHEWRT— R ERBIVENHDXFMUED
characters <number> RN ERELET

d—4)L—Jl only_ascii X2 7— K% ASCI XZICHIRY %

<true|false>

d—Y)L—JL no username A—HRZECNRAT—RIRESNDDZEMHELT,
<true|false> a

user rule no_palindrome BN ERBNRT—RHIBRESNDDZEHEXT

<true|false>
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user rule max failed logins LDAP AL TFEET % CiscoWeb 77U —y 3y A—HE &K
<RTEIE> CO—AILEF7lE LDAP BHTIER E N/ SSH 21—t LT, 15
AEOOY 77U MICEHFAIENE07 1 v RREHZFRELE T,
T4V IT—NLTHRESNDZI—FTAVINDTAN Tt
RCIHEBLEEA, 0ICBET R L. COIL—ILRBHLERER
ZRO2>1—4¥—zZz0Ov I LEY,

user rule max_failed_logins <attempts> EBRMICTBIC
(&, Call Bridge #Bi2&819 2WEHNH D EI., ZTEIET<IT MMP
I-HICERSNET,

OvZ&ni- MMP 2—¥H(d MMP EIBE|ICLDOv I MRKRTE=ET
A, Aw I T7 IR 4<—HYINSHEIIC LDAP 2—H% 0Oy Jf&RY
52klFTEZEA.

O 4 VEBMOBARBHIBES N TORWVEES., MMP 21— (Xt
LTOY Y7 I RMAAZZIADEMICHED £IH. LDAP BH TR
THI-—YOEEDOT 1 ViiTORKEIE 20 TY,
:L—"f}l/—}l/ max idle<number> FHIYRIDPOAY I ENDZETODT7 A RIVIREER#IST 2 AKE
- ERELET. B/MER T TY.

AE 74 RIFKHEIMRESNTLERWNMES, @bREIEShIEA.

user rule max_sessions 21— —% SSH, SFTP, FklFvz 7EELY Y3 v ORKETD
<number> # <number> [CHIFRL £ 9,

feEzlE, By Y avORREN 5 ELTRESNTVSIBA, 52
D SSH, £E520Vx7EE, £/IF5D2OSFIPEy Y3y
ZRIFFICHRTEXT,

user rule max_sessions none |t vI¥avVOHIREMRLIT

9.2 Common Access Card (CAC) #i&

Common Access Card (CAC) &, AV E1—YBEEICT IV R TDI-ODRIEM—I v &
ULTERAEINET., CAC ICIFHMEHTEZRUMERISISENTLEITL. h— K LOEE/N
— ROz 7 TERUTH—RABEDRTZIAIAT S ENTEXT, S — T VTP —
NIE., CAC ZEAHUSSH B LUV 7EBA VY 7 1 —ANDEROV A V&Y R—
FUTWXT,
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OMMP z—# 72> p a2 v N

cac HEOBRZERRLUET
cac enable|disable CAC O¥ 4 v &BMICT BICIE. cacenable #RTLE T
cac enable strict In%E (ERKRS Y OEMERL) FASNLE—OYE—bOSAS

VHEICT BICIE, cac enable strict ZFRALEY., 0TV KIE
DITZNT—=T N eE-cBEOOTA Y EBEMCLET,

CAC OV A v EAMICT ZHIC. T—EZANERINTWE L%
BRI 21HDF v 7D iThnEd., [stricti A7V avIickd
NZRT—ROJAVEATICTBHIC, Y RTYTHELLALES
NMETFTANTBHIC. Tstrictl ZIBEE T IC cac enable ZFHY
BT ENHRINET,

A V47 OTA IANDIRER—ZADT 7 £ ADILFRIEAN
—HEETT, TANRIBETOMKERAL., AFBRIETIHFERALANT
V-12N

AE:

- cac NERMBIBE. BYRI A4 T7 Y A SOIHEER—DOY
A VEFERTHIENTARETT., TORETERTZI—HEF., YR
FTAITT VRS BEDITINAT—REANTZ2UVELNHDEFEHA,

- cac enable strict MEASI W TWBIEE. 1—H—I[Z Cisco
Meeting App ICOY 4 >3 2H(IC CAC BETOV A1 VT 20E

HHpbxEd,
cac issuer <issuer cert- CAC 1 —YH %R I 2ICIE. SFTP ZFER L THEITITOIEHAE/NY
bundle> KILZE MMP [C7 vy 7O0—-R$20ELAHNDFT, EHBRERER

&, BITEDIHEZED 1 DICL>THBEEZINET. 5 TRV
BE. OJA4VIEKBRULET, FHlICOWTE, U4 hORESER
EICHWEDETLLIZE L,

cac ocsp BIMLIEL Online Ce_:rtificate Status Protocol (OCSP) . iEBHZEDEMME & KM
RREHERTDIEODDANZZXATY, MMP FThZEFEALT. O
A VICERSI W CAC BAEIMNESH. HICKFBLTLRLME
SHhEERTEZXT,

MMP At Tstrict] CAC E— R THREINTWRIEE KR T—RIEL
nOv4 Y - Ligz£R), fIASZ2EMIEZ LT MMP ADY
2 E—THICHIBRTE XY,

OCSP (F4FBIRBRER L TEMICTZET., TODE—RTI
OCSP L Z7 Ry # —® URL &, FET %5E. MMP [CIBRShic
CAC BEBERI SFHAMSNET, OCSP L ARVY—HEELR
WMEE. £7F OCSP L ARV —DFATERWNEE (Fo VL
TW3, =T YT TERNGE), CACOFA VIFKBMLET.

cac ocsp LARYY OCSP LRARYH®D URL ZRET BICIECDIATY REFEALE
¥, ZOURLIE CACICLDIEMIND URL ZLEELET.

<URL|& L >
cac ocsp certs<key-file> —&FD OCSP L AR ¥ —Tld. OCSP BXRICERENERT 20
<crt-file> ENHODET, COIATYREF. TOBREICHLTHWERE (—RT
%) NGRS EIBELE T,
OCSP L ZRv¥E, BLZIAEHIFE DT, $25<
CAC SEFAZEDRITEICL > TERZINTVWS I L ZEKRT S AR
HABDET, ThiFT1 bO—AILBEFREETY,
cac ocsp certs none FAERAE DB ZEIFRL X T
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9.2.1 SSH O%F 41 > DK

X509 R—ZDABHERMEE SSH 7 54 7Y M TILS BR—bEZh TR, CAC %
FAULK SSH O 1 VICIHEMDERFIENNETYT, CAC S DLF X509 FEEAE % #
HU., ZhZE SSHNNT7UwoFx—EULUTSFTP 2EALUTMMP IC7y 7O— R 50EHN
HDFEF., CACHE/NTUy Y X509 FIRAEZEE T 2ICIESETITRAENHD T,
RUBEERBAED 1 DiF. CACHAEMNRIV T 7502 ERALTF—2IT IV AR—F93
Z&ETY,

Firefox & & U* Chrome:

Firefox £7=l& Chrome 75 0H T, XOLS5K URL ZANLET, _
https://ca.cern.ch/ca/Help/?kbid=040111, FEICHE> TEWRBEHRET Y AR—bULET,
T ZAR— b, SFTP Z{ERAL T, pkes#12 7 74 JL% <username>.pub MMP (C7 v 70O
—RUZT. <username> |&. BEIT 21— —DI1—H—ZICEZHRZFTT. Z0D%. L&
DHBICHE-S T, KOOIV REEITLET :

pki pkcsl2-to-ssh <username>
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OMMP z—# 742> p v N

Internet Explorer:

IE (. CAC (/X7 VUw4) BiiEEHR%EZ DER TTYO—R3N/= X509 & LTIV AKR—b
LEYd. chid. 7y 7O—RAET. BMOFIE (cf. pkcsH12) #RITLIRL THEA
TZZE9,

9.3 ¥F—R—=Z20DSSHOYA v

F—AR—ZADBIAA I UIIBEEIC SSH O A U HINRT— REBIEFE/INAINRT B
E5IC. =T 4T Y —/NICSSH RNEAF—ZA VAN =ILTBIENTEZXT,
FIEDHEE:

1. N7V w9 *—|C <username>.pub & Z{TITE T (<username> (. OJ A VICEDE
F—E 5 ULE=VEED Meeting Server MMP 1—H—TBZH12%79)

2. sftp the <username>.pub key to the <CMS mmp address>

3. ssh <username>@<CMS mmp address> ZE{TUXT (FIEIF/INZAT—KHKHS5NB5
BOHDETH. ZNUBROOT A Y TIRINRAT—REIVEHDFEA) .

9.4 SSH $5#EREE

BB LI+ —ICx LT Meeting Server A 7OV 7N LicF—%1RFE 9 5T, ssh
server key list ® MMP OV RZFEAL X T,

HAICIE. Meeting Server KA DI R TOBREEF—DHA X, Y147, T4V H—TV
YEhDF—DVRAMELUVUTOF—HERRINKT,

= ssh_host_dsa_key.pub

- ssh_host_ecdsa_key.pub

- ssh_host_ed25519_key.pub

= ssh_host_key.pub

= ssh_host_rsa_key.pub
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10 Cisco Jabber @ 7L ¥V X2 E#HI 5 Call
Bridge OF&EIN YV K
Cisco Jabber DA—H—X5F—H XA &B#HIT ZHITRD MMP A Y RAEBAZIhFE U,

callbridge ucm add <host-
name/IP> <axl user> <pres-
ence_user>

X —F 4 vt —)\IC Cisco Unified Communications Manager ./ — K
ZEMUES., ZOIATYREFE, AXLA—HETLEYRI—HDIIR
T—ROANEI—HITRBLET,

callbridge ucm del <host-
name/IP>

H—J\h 5 Cisco Unified Communications Manager =B L £ 9

callbridge ucm <hostname/IP>
axl_ service status

AXL H—EXDRRERIELET, cOOAT Y RE, AXL 2—HF D/
AT—REANTBLODICA—FIc7Ovy 7 LET,

callbridge imps <host-
name/IP> <presence_user>
presence_service status

TLEVZAY—ERDRRZRIELET., ATV RIF, 7 LEYRD
—HDONAT—REANTZLS5A—HFIC7OVYTNULET,

callbridge ucm list

S—F 4 v JH—NICEME 1z Cisco Unified Communications
Manager Dsfli%E. ZDRANEZ/IP. AXL 2—H, BLUTTLEV R
A—HEHI-EBERRLET,

10.1 Meeting Server & Cisco Unified Communications Manager/Cisco
Unified Communications Manager M & 7LtV X4 —/X\EHTtFa Y
T4 CHREESh-BEZEWILT S

IVT4T74ETCAGRENYRILZA VA M=ILUTHKRIET % Z & T, Meeting Server &
Cisco Unified Communications Manager/Cisco Unified Communications Manager IM & 7L Y
A —NETER2BRBEHLAREICKRDET,

IMP H—/\EH® CUPS SEBAZ & & U Cisco Unified Communications Manager FA® Tomcat
BERREN S —FT 4 v —NICT7y7O—Ran, BREINTWSRENHD XD,

Cisco Unified Communications Manager 4 & U Cisco Unified Communications
Manager M & 7L EY ZADFEAEZ A1 VA M—=ILT 3I(CIE :

1. SFTPVS4 7Y h2ERALTE—Ta vy —=)iIcavy1 L.

FeRLRE/NY RILT 7

AIINEI—FT4 T —=)NICOAE—-LXT,
2. S—=F4vTH—)XD MMP |Z SSH Ti#E#iLUE 9,

3. DAYV R&EHEAL T, Cisco Unified Communications Manager & & U Cisco
Unified Communications Manager IM & 7L X DIFFAZ%E DY TE T :

Cisco S—7 4> #—WN 1V J—=X311:MMP Z2~v> N Z7> U771 >X% 48



10 Cisco Jabber @ 7' +'> X #ZF#§ 5 Call Bridge DZRE T v > F

a. Cisco Unified Communications Manager Di58&:

callbridge ucm certs <cert-bundle>

b. Cisco Unified Communications Manager IM & 7L ¥ ZDIFE :
callbridge imps certs <cert-bundle>

Cisco Unified Communications Manager IM & 7L £ XD TLS ftEHE # R T 5T -
Cisco Unified Communications Manager & & U Cisco Unified Communications Manager
IM & Presence H—/N\TRXDIAX Y RZFERALET:

1. E—F 4 v H¥—/\& Cisco Unified Communications Manager B D TLS #&:E %=
BRI/EWICT BT
callbridge ucm verify <enable/disable>

2. Meeting Server & & U Cisco Unified Communications Manager IM & 7L >
AED TLS A ZBNECIFENICT ZICIF. ReFERALET
callbridge imps verify <enable/disable>

3. ARV REFALTINSDEE%ZERAT %ICIE. Call Bridge ZHi#2&IL X7,
callbridgerestart
4. MMP OX Y R#&{ERT % &. Cisco Unified Communications Manager H—E X %
mCTEEY,

callbridge imps <hostname/IP> <presence_ user> presence_service status

XFE : MMP OY Y K T# 5 callbridge ucm certs none X /c|d callbridge imps certs
none Z{FA L T. #hZh Cisco Unified Communications Manager % 7= & Cisco Unified
Communications Manager IM & 7L > X DEEBHE % Meeting Server h SHIBRL £ 9

callbridge ucm certs <cert- Cisco Unified Communications Manager [C CA D{S3ETZ %iIE %
bundle> EMULET,
callbridge ucm verify X —F 4 v H%—/J& Cisco Unified Communications Manager fE®
<B 30/ EXh> TLS #&EEZ B/ EHICLE T,
callbridge ucm certs none X —F 4 v —)/\& Cisco Unified Communications Manager fE®
TLS HREED /= ICIEMES NI-FERE ZHIFRL X 9.
callbridge imps certs <cert- Cisco Unified Communications Manager IM & 7L > XA H—/X®D
bundle> IHDEBETES CASIEEEBMUET.
callbridge imps verify Meeting Server & & Uf Cisco Unified Communications Manager
<BRH/EX> IM& 7LEY ZY—/\EOD TLS REE 2 BN E - EHICLET,
callbridge imps certs none X —5 4 v —)\& Cisco Unified Communications Manager
IM & Presence H—/\[H® TLS #RIED /= ICIBINE NI-FEAE%Z
HIBRLZE T,
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11 77— 3vERITYR

111 977Uy 3DaATYVER

TEAAHA K] DIERICKE>TIT TV 3%ty N7y TUES, COEIY S
VT, AYXYRDYT7 7L Y RADHERELET,

AE : [Call Bridge to Web Bridgel 70Ok 3JL (C2W) (&. Call Bridge & WebBridge3 fEdD 1
VJTY,

Cisco Meeting Server web app Z{#HT %7=IC Web Bridge 3 25770432 MMP O<
VR - A—Y—HI-F VU (BESLVETH) KBMTESL5ICF % Cisco
Meeting Server [AIFDEFLWT ZOHFR—=R IS4 7k

- ToFRESELTLLEE,

webbridge3 Web Bridge 3 DIREDEL Y hERRLET

help webbridge3 IARTD webbridge3 717 ROANIILTERR
LEY

webbridge3 restart WebBridge3 Z#Hi28IL £ 9

webbridge3 (enable|disable) Web Bridge 3 ZBMF L IFEMICLE T,

webbridge3 https listen <interface:port |7z 77Uy I3MNVyRVTBAIVY—TI—2R
allowed list> ER—bZzEY 7Yy T7UEY, webbridge3

enable AV Y RZFEHL T, —EXH
Dy AV ERIKRTSELDICLET. K-t
ICTF7AIMMEEFHDFRA, EBEEITZIVDEHLHD

Y,
webbridge3 https certs <key-file> <crt- |Vz7 7Yy I 3D HITPSAREZRELET,
fullchain-file> INSOFAZRY 777 UHFICRREI NG 129,

FRRER (CA) IC& > TER S, KRR ME/BHIREN
—NIBWELNHDEIT. GIAZT771IILIEE. TV
K IVT4T4EAETHKL. IL— MEAE TR

TI3REDTLBF—YTY, )

webbridge3 https certs none HTTPS FERAEBA ZHIFRL 9
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webbridge3 https frame-ancestors
<frame-ancestors space-separated
string>

webbridge3 https frame-ancestors none

webBridge3 https 7 L—A-5%#
https://*.example.com
https://customdomain.example2.com:8000

EEED, content- security-policy VY%
—|E&E % frame- ancestors B X% AfEZEISTE
TBELEEFALET, chiZkD. Web App =
DT T T R=IICEDIAD I ENTEET,

IS29Dty b7y 7T, CoavT Y RIZERA
DIRTDVTT TFVYITRETDIVNELNHDZF
3-0

N—=33Y32h5EMENE L.

webbridge3 http-redirect (enable
[port] |disable)

(A7 3 V) HTTP EHADKR— M 2RETHLT
HTTP US4 LU b EBH/EHICLET., ZDR—
k&, Web App HBRES N TWBFTRTD Meeting
Server { Y5 —7 14 AU TRRENET, &
E HTTP B#id. BEL/cA VY —T 4 RIC—H
9% HTTPS R—KMICEBNICU AL hEnZE
9. T7AIMKR=KE 80 TY

(webbridge3 http-redirect enable [port] Ti5E
LTUWRWMESR)

webbridge3 c2w listen <interface:port
allowed list>

CoW EZz s ELET., vz 77Vv I3y
AVTBAVI—T—RER—bERY TV
L%Y. webbridge3 enable V¥V R%&{#
LT, ¥Y—EXNV Y RV ZHAT 5 &
SIELET. co7RLR/R=KICE. Cal
Bridge "S5 D#H T IV EATESRLDICTRILES
#}MHLET,

webbridge3 c2w certs <key-file> <crt-
fullchain-file>

C2W #EmORIAAE R L £ . C2W EiHEICHER
2N SSL U—/GIAEZ BRI 20ENH D X
9. C2W FFBAZ(E, C2W 70Ok JJLIEHRR— ~
ICEH= L T L\ 3 Call Bridge ICOMBTRE N, KRR
FE/BRGEN BT IVENHDET. (FIASE
774IIE. TVR TVF 4T« EAHETHA
U. IL—NEFRE TR T 9 2iIFAZE DR B F = —
VT, )

webbridge3 c2w certs none

CoW HHRERAZE DR ZHIBRL 9,

webbridge3 c2w trust <crt-bundle>

Web Bridge 3 C2W #—/\—2' Call Bridge 7 71
7Y NERAEICH U THREET BEETE2/\V R
ZRELT. ZhS5ZFEEITZINESI I ZHITLE
3-0

webbridge3 c2w trust none

C2W HEfSm/I\Y RILIBR ZEIB/RLE T,
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webbridge3 audiopriflag (enable|dis- Web App O BENMBLREMEZ B IFEMICL
able) FY., AVVEHIRESINTVRWNGE, ZOHEE
ETF7 I NTHEBICEDET,

BMICT S - Web App (&, EFHIEDOSF VAT
EFAEAVTYIYHBEATICLET,
|HCTD -7 7TV ARERBRY N T—
ITRET7IVavERITLEEA.

webbridge3 options <space-separated IBEDHKEZAVICLET, BROKEZEWICTS
options> 1B2E (L. feature_ names & AR—ATRYIND £,
ZDIY Y RIF. Cisco #R— bk F/zld Cisco EFT @
BROTTOMERAL TS, hoDEEET
AFBRETOFEAICIIBELTVIEEA. HEER. B
BEFLTHAMBIEETIN, Py 7 IL—kavy
ReERYT2EEHFMICEEESNEY. (Coavy
RIFIREYR—bEIhTOWEEA, )

webbridge3 options none webbridge options <feature_ name> A< Y R %
LTINETAVIESTBEZ I N TATICLET,
Cisco Support Z7=IZ Cisco EFT D¥ERD T TDME
BLT<<EZN, (Coavy REREYR—KMZh
TWEEA, )

webbridge3 status D77V I3 DREDREEZRTLET

11.2 TURN Server AY Y R

Expressway (Large OVA Z7zl& CE1200) (&, FEDV 7 77 AT75—IBHZHORE
F(DFHD. 800 A—JLUT) ICHEZINZYJa1— 32 TY, Expressway (FiRiE
OVA) &, WRIERD 2777V RT7r—IVEBEZHDBA (DF D, 200 I—ILUTF) ICHE
BInNdYVa—r3rTd., LHL. EODKREBVIT 77) RAT—ILE2RBLETBRE
T, N—I3>r 31,6, MADY 'Y 1—3>&LT Cisco Meeting Server 7V x 7 T
vIEHERULET,

AFE: TURN Server ¥ R—X Y k& Cisco Meeting Server 2000 TIRFIFATEZ XA,

AFE: TURN H— /XY R—K ¥ ME. UDP DfE#R— k 3478 2 HEICHR—MLET,
Cisco Meeting Server Vx 7T v %7704 9 5. APl /—R /turnServers "type"
INTA=%F Tems] ICBRETIDELHDET., CDINTA—FIDNKREREDIZE. T 74
NElE. [#ZE# (standard) | T, 254 7> MCZ TCP/UDP ;R— b 443 %{EHL T, TURN
—N\—ICEHRTZLOERUET., type NS A—FEDFHMICDLNTIE., [Cisco Meeting
Server APIL Y7 7 LY ZRHA K] @ [TURN Y#—/\—Z#FEL TEZEFT 3] #SBL TS
LY,

TURN H—/XDEEEICDOWTIE, BAHA RICEHEhTWEYT, CcOtEYI3VT
. A9V RUTZ7LYRICDOVWTEHAALEY,
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turn restart

TURN B —N\Z=HEsLET,

turn listen <interface allowed
list|none>
turn listen a b

turn listen none

VY AVGTBAVI—T A ADIY A bZELEY M
7y 7TUET, Uy AV zfERYT 5ICIE. tun
enable AV Y RZFRALTHY—EXZHILT S
MWEAHDET,

TURN H—N—D YRV 7 %EIELET,

turn tls <port|none>

TURN ICfERT 2EMR— bk Z5&E L. TURN

O TCP ERZBMICLET.

AE TRTD I DOHP—ERICDONT., EEShiC
IR—b ER—bK 3478 DA T, TCP hTT74v D &
UDP #Uw22Y9%5L5ICTURN ZRELET. D
F 73 viE. TURN A UDP S DIEEDH—ER %
1y ZAvEBHELDIC, £/ TURN H 3478 LIS DIEE
DR—RZ2UYRAVTREIICHRETIVLELNHDE
ER

turn certs <keyfile> <certificate
file> [<cert-bundle>]

turn certs none

P—IGIDBZT7 TV r—yay, 8LU0ATVaY
T, CADRHT % CAREFRAE/N\Y RILOWERT 7 1
WOERE ct 771V EEELET, (BVYav il
BHEICLS7OEY 3=V IH8BLTL S, )
ZOATTavid Tturntls <port>] ZEAT 2EEIC
WETY,

FAEFRE DB ZEIRL X T,

turn (enable|disable)

TURN H—N\ZzBME/IFEMICLET,

turn credentials <username>
<INRT— R ><5giE>

turn credentials myusername mypassword
example.com

TURN H—NDEREAERBEHRZRELE T,

turn public-ip <public ip>

turn delete public-ip

TURN H— DN TUw I IP7RLRZEY N7V
LY,

TURN H—/X—D/N7 YUy T IP7RLRAZHIFRLE
ER

turn high-capacity-mode
(enable|disable)

TURN & Web App AEfTE N TL\% Meeting Server
THEMM U Web App Y RT =)L (F7AILbTH
) OR—rZ2ERE-hiF, 77Ty IIC
Meeting Server ZFEHT 2BICLDEWV/NT Y M X)L
-7y hEHFALE YT, Cisco HR—hrhSIERSh
FBBICOHEHICLTESL, (=T av 31
BARE)

turn short term credentials mode
(enable|disable)

TURN H—/X\DEIRIEHRE— ROEHHERAEYIDE X
¥9. T7AILTE EBUTT (N\—Yyzav31l
f%)

turn short_term credentials <shared
secret> <realm>

TURN H—/\HEEREIRRE %2 R T 2 /-0 ICWE LR H

_ BY—ULvy bERBEEELEY. (N=Y3av
turn short_term credentials mysharedsecret N
example.com 3.1 M%)
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1.3 Dx7EBA Y7 x—AATYVER

AE: R— b 8081 (F. webadmin NEWRIZE. IL—T Ny IEFICFHIhET, LH

L. webadmin AEMDIZEIE. FRIShEHA.

AR—b 8080 FEICHWVWTWET,

webadmin

BRERRLET

webadmin restart

DI TEBA VY T 1 — A BHEENT S

webadmin listen (a|b|c|d)
webadmin listen a
webadmin listen a 443

[<port>]

DI TEBA VY —T 1 —ANIVYRAVTBIHDAY
H—T7x1—Rzty 7y 7LET, YVvRAVERIKY
%(2l. webadmin enable AV Y RZFERHAL T
T—EXZBMLT Z2VENHD X,

T 7AW BNIER—b 443 TT,

webadmin listen none

DT JBEEBA VI T I —ADY YAV EEFELELET,

webadmin (enable|disable)

VI7BEBA VI —T A REBEWNELIFEMCLET. B
MICTBE T—EXRZRKTZHEIC. TUYvRVTBRAY
H—T A ANERESIhTWS &) . TEERAEN—HULT
Waz&l . IR=FAfEOB—EREFREL TR
&1l BEVWKDODMDF Ty 7D 1TONET,

webadmin certs <keyfile-name> <crt
filename> [<crt-bundle>]

Webadmin SFAAEE 4L

VITEBA VI T —ADF—T7AINELV crt 774
IWOERIZEEL., A7 3V T, CAMIRMT S CA A
ENVERILZRHELEY
FEEAZE DB ZHIFRL X9

webadmin http-redirect
(enable|disable)

JITEBA VYT A ADHTTP US4 LY b
EENELIIEYSICUET,

webadmin status

DxT7EBA VI T —ADAT—Y R2RRLET

AEMMP A—H7AHO YNNIV TBEBA VY T —AANOOTA VICHEREINET,

11.4 TF=HAR=RVFRAHYVVJARVER

INSDT—IR=—RIVZRAFIVVT ARV R,

MRS L CETHOEALA R &

LU MREEAZEDHA RS54 V] THIAS N TWET,

N—=3V 27 hD, T—IR—RISAFIEIITRATIBDT—9R—R & REE - 135G
TERI—FTAVIH—NTERESNIBU CAICL>TELGE NI ATV NEY—N

ALEREZLEELET.

ALEAEDERAZMEGHETH LT, V7R —2hORBEM EREOMANRIESNE T,
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AE : T=IR=RIFZ RN, AREHTEDOLEID/N— 3 D Meeting Server ¥V 7
fOx7%EFERALT. SAZERUTHRESNIIBE. N\—=Y3 Vv 27 07 v T L—KE
I, T—IXR—=RFELLL. FEAEIRESIN. T—IR—RIFAIDVBEREIND X T
BERBEICARD X,

AE :<ca_crt> |F. T—INR—RUFRY CAFGIHENNVRILTY, ChiFbZAMIKT
EULTHERZN, NV RILARICFEET %/ — NIEBBE TR D2 EWRIIBAEDZFI L GIAE
Fr—VERHBETEZT—IR—ABEENEAFEINET,

database cluster status CDF—IR—ZA VATV ADEENS, FTRY
DV TAT—9RA%=RRLET,

AE: 2.7 Mg, CoaX Y RIFBEEHIRAZ0XIN%E
N Z4MERULET,

database cluster localnode CDAXRYVERIEFE. FILWTF—=IR—=RIT TR —%4]
<AVHI—=Tx1—R> B g BHIIC. RIDTZAIVTF—I X=X %R

N BT—NTEITITDUENHDET,

<interface> (& [a|blc|d] DFERICHED FT, 15—

714 RE (RYD IPv6 7 RL ANEBEINETH.

ZnHDFEE. RO IPvd 7 KL ZHBIRSNE

9) {5l : database cluster localnode a ipv4:[alblc|d] -

IPv4 ICHIBRENIcA V5 —T =14 RE (RYID IPv4

7 RLZMEIREINFT) fl : database cluster

localnode ipv4:a

ipv6:[alblcld] - IPv6 ICHIFRE N/cA 5 —T 1 X%
(MDD IPv6 7 KL ZHBIRENEY) ) : database

cluster localnode ipv6:a

<P 7RLZ>-4ED IP 7 KL R (IPv4 E7z(F IPv6)

{5l : database cluster localnode 10.1.3.9

database cluster initialize DY —N—DRHDT—IR—RAVT VY =f—
DT—=IR=RAAVAIVATHZTZ74IELT
FLWTF—IR—=RIF 25 EERLET,

DTV RIE, postgres U T RAYE—RICHREL
9,

DED. WAV I—T A R&2 Yy AL, SSL #ff
BAULT. 7—9R—RIVF A5 %=FEHAT3LSICO—A
)LD Call Bridge (A¥3358) ZBREL THEELX
ER

AE 27 MR COARYRIE. BWRIHRE. £
—. CARERREN T —IR—=RI 4TV &Y —/)\—
IC7y7O—REINTVWRWERITTEEZ A,
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database cluster join <hostname/IP
address>

T72ARIVF—IR=ADAVT IV E DY —/I\—IC
JE—L. 2OY—N—LDF—IXR—2AQOFHFDIY
TUVERIETZVIAID—FHELT, HILLWF—%F
R=RAVRAIVA%EHRLET.
<hostname/ip address> (&, 7 5 RYHNDBEEDT—
HR—RICTEXT,

A—AJ Call 7V vy IDNEFEEL. BHICH>TNSIE
A, BRELTEEHL. T—IR—R IVTRYEE
ALET,

FEE 27 M. coav Y RIEEMRIERESE. £+—. &
KU CARIRAEN T—HIR—RI T4 7V T —NNIC
FZy7O—RENhTWRWEEITTEE A,

database cluster connect <hostname/IP
address>

Call Bridge #7—4%X—X V5257 —|CHEHELET,
T—HIR—=RY Z A5 & FEHAT 57HIC Call Bridge
(BRCB-o-TVBIER) 2BREL. BEFLE
9, FEROO—AI 7—H%~X—2X (Call Bridge £FU
IRZ b~ H—/\Lt) OFERZEMCLET, L. T
—IR=—ZAQAVTVVIEEFERESN, CORIN U—
NETT—HIR—=Z V27 —DHFROT Y RHET
SNETHRAWMB I ENTEET (UTESR),
AR 27 M. COaRY RIBEMRERE. F-. &
KU CARERREN T—IR—RI 47V &Y=
7y 7O—REINTWERWERITTEE A,

TFT—INR—RY 5 AFAHHE <server_key>
<server_crt> <client_key>
<client_crt> <ca_crt>

database cluster certs dbcluster_
server.key dbcluster_server.crt
dbcluster_client.key
dbcluster_client.crt dbcluster_ca.crt

T—INR—RY TR —TERZRET HIHICERAS
NAAAZEZRELET.
AER. TIR—RI TR —ZB/MICT ZHICHE
RS 2RENHDET.

database cluster certs <client_key>
<client_crt><ca_crt>

database cluster certs dbcluster_
client.key dbcluster_ client.crt
dbcluster_ca.crt

database cluster certs none

Call Bridge LICEBF—IR—ZAMFEELBNTF—FX
— R T RY THEGZIRET ZcHITFERINZHAE
ZRELET,

ARAEDREZHIRLE T, T—IN—RITRY %
BEAMICT SICIE. IAEZHERTEY 2WEND
DEY,
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database cluster remove

F—HIR—ZARA M —/N\—TEITINTLBIEE
& 97X9H5 1 D20DF7—9X—X%ZHIFRL. Call
Bridge D& HZRA M —/IN—TRITETh TS5
Bl&. Call Bridge & TRl LET., £ldP—
N=HU 3 27{Ehi=7T—% X—Z & Call Bridge @
MAZKRZMLTWSREEIF,. MAZERLET.

database cluster upgrade_ schema

DIRAIDT—HIR—R AF—Y N=YaveaIn/

—RHPBRITZN—VgvIl7yTIL—RUET,

ROAR YV REEITT B L Z2BEHLET:

- TS5ARVF—HIR—Z L, IzFZL. EFEDF
—HIR—2RAVRAIVRATRITCEET

o F—HIR=—ZAAVRAIVAZRANLULTWSBEE
DY —/)\—%7=|F Call Bridge TEY 7 bz 7%
77U L—R ULk

database cluster clear_error

ZF—=ID7y7UL—FK HOITY RESR) B E
DRIDFEN KB L IFE. 20Ty RIEREZF
gty hLET, DIV KIF Cisco HR— bk
M SERINEBEEICOAEITLTLLIES,

database cluster verifymode <full/ca>

T—IR—RRAE—RERELZET.

full - Meeting Server (FfIDIRFE & (S, H—/—
D AY—N—FASICREIN-LFIE—KT S
MESHEWRIELE T,

ca - I—FAVIH—NEF. Y —NROT7ALFY
FTATAERILET B LR, IL—NEREZ
TOMRAEF—UHIS5/—RERIELET,

EEHLNBIMER, BIEE—KRIET 74 bTca TY,

115 Zy7O0—-40OaA<TV R

AE: 7w 7O—4% (3 Cisco Meeting Server 2000 TIIFIATE A,

Py 7O—4%Z. EFA AVFUYEEI|C Vorick Rev ZEHT 22 E2BE{LLET,
DtrvavTiE, Py 7O0—4FOIAIVYR V7L Y RERBHLET,

7w 7O—% (enable|disable) 7y 7O—% AVR—KXY M ZBUWEEEMBCLET, Tv
7O—-9ZRETBHIC. JYR—RV MHEHICR-TNSZ
EEBERLTZE N,

uploader nfs <host- 7y 7O—9HERT B NFS ZIEELET,

name/IP>:<directory>
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uploader (cms|rev) host <host-
name>

Meeting Server (cms) D/RZA L% & Vorick Rev H—/\—MD7RK X
kT Uploader Z82EL XY, T7AILMDR—KIF 443 T,

uploader (cms|rev) port <port>

Ty TO—5%, =TT H—I\ (cms) NDEHICEE
B9 %R—k& Vbrick Rev H—/NADOR—FZBELE
9. T7AINMDR—NIF 443 T,

uploader (cms|rev) user <user-
name>

S—FA4VT =D APINDT U AEEEFDI— & Vbrick
Rev U —N\ADT7 U REEZHDI—YT7v7O—5&ERKL
9,

uploader (cms|rev) password

BEDI—FT 4 VY —/)\21—H & Vbrick Rev 1—H DI X T —
RafF-oTry7O0—45%=EBHRLET,

uploader (cms|rev) trust
(<crt-bundle>|none)

EBESNIEEENY RILE I —F 4 v I —)\FFzlE Vbrick
Rev H—N\DEBAN7IC7y7O0-KRULEY., KU EEShi
FRSZARZARNTHOSEEBEED/NY RILEHIBRLES, AT 7y
O—%E. =T VI —I/)\EEANT7H LU Vorick Rev k5
ANZANZICEERRE/NY RILARWEBEELEEA.

uploader edit (<uploader-team
name> | none)

NN—=23> 240 TEYR—FZThTLWEEA.

uploader view (<uploader-team
name> | none)

IN—3y 240 TlEFYR—FIhTWEEA,

uploader access <Priv-
ate|Public|AllUsers>

ETARENDT VL AHERZ/RET D

uploader cospace_member_ access
<view|edit|none>

AR—ZADAVNN—|C, FEORREFBEEZALET, none
lF. AR=ZDAVN—DORTELIIIREERZEIRLET.

uploader recording owned by
cospace_owner <true|false>

true [, AR—ZADFABEEEINSDETAFBEOEMORAES
EULTEIRLET,

uploader fallback_owner (<user-
name> | none)

ANR—ZADIEEMN. VborickRev TYU X M ENTWEWNES.
Bt EDI—HY—%2EFARBDO T A—ILINY IRREEELE LTE
FALZEY, none lE, 7ZAx—ILI\y IFRBEEZHEIRLET,

uploader comments (enable|dis-
able)

EFAREAOIAY N2BMEIFEMICLES, 7746
TIREMICHE>TWET,

uploader ratings (enable|dis-
able)

EFARBEFMEENELISEICUET., T74IL 5 TIIER
[CIE->TWET,

uploader downloads (enable|dis-
able)

FovO—ROERZREL. ETAREDOY VO—RZEFY
FrREMICLET.

uploader initial_state (<act-
ive|inactive>)

Vbrick Rev. ICRFIICT v 7O— R Shi- & ZDREETA DOHIER
REEZRELEY, [T7AILNDIBT7IT4TTT,
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uploader delete_after_upload 7v 70— R5ETRICNFS A SREZHIFRY 20 & >N ZRRL
(<true|false>) F¥9. T7#I b false TY,

AFE : uploader debug (<true|false>) AV YV RI(E. /N\—I3av 2.4 hSHIRESh., TN
v JIEERITBE T syslog H—/I\—[TEEEThE T,

11.6 Recorder AY Y R

AFE: L O—%—I3F Cisco Meeting Server 2000 TIIFIETE= A,

COtEIvavTiR, LO—4Y—0aAIY R V7 7L Y R&ERHLET, BYIREAH
141 ROFERICE->T, LOA—4¥—%=F77O0140LF7,

recorder restart LO—4—%=BEsLEd

recorder LO—4—0REMERERTLET

recorder sip certs SIPEEBAZE %R EI B &2FaLET (JN\—IU3av 3.0
H5EM) .

recorder sip listen <interface> SIPLO—4%—/AKU—T— AViR—FKY &, https

<tcp-port|none> <tls-port|none> MUY RAVITZVEEIHDFEAN, SIPEHRZY YR

VIRLELAHDET, ZOFLWMMP OITY RIE,
TCP & TLS DWAZRET /HICBAShF L (N
—¥3ayv 3.0 h5EM) .

recorder sip trace IARTDSIP Ayt—yoaAFv7zAVICLET, IAN
<1m|10m|30m|24h|on|off> TOSIP Ayt—YlFLaA—F—ICBFIhFEIT., T4
IWhIEAZ7TY, Tonl T—EHM. FlEXAMICEY
ftTcEEd., N\—Yav3ohrsEmMEIhFELE, )
recorder limit <value|none> RN Z AT 5 HICL -5 —HIRE2R/ELE T,
Chig. COLER%EBZZEA-IHIETIN S5,
J—J)L 2y raO—IVEBIDOTINA RICT oA LA —I—
TEXY, (\=TYav 3.0H5EM),

recorder (enable|disable) LO—4—%BYPEEEMICLET

recorder nfs LOA—4—ICxy b= 7 74l —)\ (nfs) & L VR
<HRABNZ/IP><F4LYZBMNU> BZFRETZ7AINTOFHEZRELET.

recorder resolution <audi- LO—45—DRETEI—FT4 VIDRIGEEZRELZ
0|720|1080> 9. BEEIL 720p30 TY, 1080 #iERI % &, LO—

H—d p30 ZRITTEEYT., (IN\—Yav 24L&, )
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11.7 APY—=— YV F

AFE: 2 MY —7IF Cisco Meeting Server 2000 TIIFIATE=F A,

DI 3T}, Streamer DAYV KU T7 7LV R%=BHBLES, BYLERAA
RDIERICE>TAMNY—TEZEBHALEY.

streamer restart Streamer ZHEEIT %

streamer AN —TYOREDHREEZRRLET

A MV—7 sip FEEAE SIP SEAEERET BT LEHALET. (N—Yav 3.0
H5IEM. )

ANV =T DHIR<EIZL> MR ZFFAI T 2 /cHICA MY —VHIRZRELE T,

COLRZEZ S EEEIES SN, BFEIY MO
PRIDTNARCT A INA—=N—=LEY, N—=I3V
3.0 M 5EMEhELRE,

ARY—=T sip YYRY<A VI =T 14 > SIPLAOA—=%—/AFMU—— JviR—x Y M. https
<tep-port |none> <tls-port|none> GEUYZAVTEVEEH D ELAN. SPEREY Y
VEBRLEAHDET., ZOHLL MMP OITY RIL,
TCP &£ TLS DEAZRET BHICEAShE L, (N
—yayv 3.0h5EMENELLE, )

streamer (enable|disable) Streamer ZBMELIFEMICLET . RET BHIIC
Streamer ZEMICT Z2HENHDFT ., WEINFAR

5, AN ZEMICTZNENHDET,

streamer aac-lc-44.1k <&% | > AR)—=X—% AAC-LCO—Tv U T 441 kHz DL D FL
A—FaA BTV L—FTEHMETDLSICERLE
¥, ZEEZEATICIE. ANY—Y—Z2FBEHLET.

(R=FHR—b)

11.8 MeetingApps A Y K

MeetingApps H—E R I —F 4 V¥ H—NICEESIh, EMENI—FT oV FRICTT7A4
WeHBLTPZYT—b2ETTESRL5ICLET, O —EXRLT. XY R7O0Y0
Meeting Server / — R THRET D2LEHLNHDEF. Web App &, EF¥a1UT 1 TRESI L
IRIET MeetingApps EBIEL. 77MIWHEBET7 VT —MNIT7 UV EALET,

ZDtY Y3 TlE. MeetingApps 258 EFT2IAVY RE—EBL X9, MeetingApps &
Web Bridge #:%E€ 9 5 FEIEX. TEALZ7 KAl ICEEHIhTWET,

ATE : MeetingApps B — E X [& Meeting Server 2000 TIIERETEE Ao

meetingapps MeetingApps DFXEF#H/INTA—F 2R RKLET,
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meetingapps https
listen <inter-
face> <port>

MeetingApps B Y AV F 24 VT —T A RER—FZHRELET,

meetingapps https
listen none

MeetingApps DA V5 —7 x4 AER—MREZHIBRLET,

meetingapps gen-
secret

T x 77Uy I& MeetingApp DIERiZ AL T 2 7-HICFERAI NS F—Z4ERLET.

meetingapps https
certs <key-file>
<crt-fullchain-
file>

MeetingApp @ HTTPS SERRE# R EL 9. BFR%: Certificate Authority (CA) &>
TELZ3NnT-. O - EEINTVWS HTTPS SIHZA2 RT3 2 EAHEEINE T,

meetingapps https
certs none

HTTPS sEFRZE DREZHIFRL £,

meetingapps
(enable|disable)

MeetingApp B E - IFEICLET,

meetingapps MeetingApps H—EXZBiEE#HL £,

restart

meetingapps MeetingApps DIRRZRRNLET ., & ZIE. RiTH, HsFRETT,

status

webbridge3 MeetingApps DRA A, R—k 55, meetingapps gensecret VY YV R

meetingapps add
<IRRA ME><R—b>
<V=ULybF—>

HERALUTER SN BB E2SELES.

webbridge3
meetingapps add
none

Web Bridge TERES N T L% MeetingApps #iHELE T,

meetingapps
dbcleanup

BWI7ANEI BT -5 %T—9R—ANSHEELET.

AFE : ZDOT Y RIE, MeetingApps ' —E ZWEMRISEICRITT Z2HNENHD
ia-o
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12 Z0fioa~v VR

12.1 €FJIL (Model)

E£F) Cisco Meeting Server BRIETILERRLE T,

BT 704 CMSVM & LTRRENET,

12.2 Meeting Server DY ZILEE

JYFIER S—FAVIH—NDOVIT7INEBERRLET.

DAY R MRBERRICIHERS NN EITERL TS,

12.3 RHOAYvE—Y
EHEEREZE D MMP 21—HE, TOtEIvavyOIaY Y RERITTELT,

AE:motd AVVRIF., S—F4VFT7T7IVDIN—=IU3 Y 1.9 UFITOHTR—FETHTL
x99,

motd H35E. TOHORHFOAYE—IERRLET,

motd add "<message text>" | O A V&, /\F—I(C <message> ZRRLET

2048 XFUTDOAvE—YlE, SFTP T Tmotdl IC7 74 I/LZJE—F
5 ETRETEET,

motd del SHOXAYyE—Y] ZHIRLET,

12.4 AJA VEIDERNES/I\F—

HBHLSOT A VEIDFENESEZERL TV SIS, EEEEREZED MMP 2—H (k0 d<
vREFEHTEZEY,

login_warning SHOOTAVEEAYE—JERRLET (H2EE) .
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login_warning add 0749 3HIENESZRTT

"<message>" 2048 XFEHEBABRWAYyE—IE, SFTP TZ 7 1 JL% [login_warning]
ICOAE—T B L THRETEET,

login_warning del ENESZHRLEY

12.5 SNMP OV F

AE : Meeting Server 2000 (& SNMP ZH/R— Kk LRV fcs, snmp A Y RIFEATE
FtEA,

12.5.1 —h%1EER
MIB (& SFTP 2L TEE®D Cisco S —FT 4 VI —/)\h5F U vO—-RTEET,
{RA8ER (Cisco T —7 4 ¥ H—/X 1000, FIFHEEER—ZD VM H—/) D MIB 7 7
1IVEUTDEED TT,

- ACANO-MIB.txt

- ACANO-SYSLOG-MIB.txt

INS5D7 74 )% SNMP REDRF/INRICEEBLET, ffl: ~/.snmp/mibs
(Net- SNMP H),

AE : MB [FS5EDY Y —ATHFNZEEI NS FET. Cisco Meeting Server ND T v
REEZRBRLUET,

MMP A V% —7 24 ARR/NEDI—FREA T avDsHzRHULET., LDEMLE
HELETBICIE. MMP A Y5y —T7 x4 XA=FERALTYPI—YF—%2ERL. 1—F—F
—IR—2AZEEEEBUET, =& ZIE. Net-SNMP /Xy 45— @ snmpusm ZEAL X

9,

S—FTq4VIHY—=/)NF, SNMP X\—=Y 3> 1/2c & 3OmAZYR—FLTVET, FRE
ZFhZNhTEBDET, SNMP XK= 3 > 1/2c DEF1UT A \DEEITEEL T LS
W, BAORRRIAEYR—MLTVWRWZS, I 22T XFHEH>TVWBALHETHY—
NIV TV ZEITTEET,

12.5.2 SNMP v1/2¢c ARV R

v1/2c Q77X avb0O—)LiF TOAZa2aZ=Z741 ICEDVWTWEYT, chsld. SNMP A
BHICH>TWBIEE, MMP A Y5 —7 4 ABRATERTZET,
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snmp community add <name> [IP vi/2c 77X JvbO—=)LIF T2 =511

address/prefix] ICEDVWTWEY, Ihold. SNMP AEMICK

snmp community del <name> STWBEZE(C, MMP ZHTHERB L UHIRTE
ESCIR

AE :SNMP OX 2 =7 4 BICTIEERF L TIRDH»

FRATEET., Yv V1220 F0MDERXFE

I5—Ayt—I%BRLET,

O3 2 =57 43XF5 Tpublic] ZEATHIE. ETHh
S5THRERYV—ICTIEATESRLDICHRDE

snmp community add public

a-c

snmp community add local 10.1.0.0/16 FORBRZFUMLE TN, EESNEY TRy bh
5077 ERICRELET.

snmp (enable|disable) SNMP v1/2c ZBM/EMICLET

12.5.3 SNMPVv3 OAV¥ YV F

V3 D77 AFEIEI—FICEOVWTWEYT, ChSIEMMP A Y5 —T7 24 ADSERT
=¥9,

snmp user add <name> V3 D7 ZRFIHIFI—FICEIVTWET,

<JXAJ— K> (MD5 | SHA) EESI NIRRT —RTEREEIC TMD5) 7Z)ILIY) XA, BEE{LIC TDES] 7

(DES | AES) WOV ZAZEALT, BREBY Y —ADT7 I RELZFHODI—Y—%ER
LEY,

R SNMP A—HEICEHEHFE T VY —RAAT7OHMEATEZT, ¥V
Va1EEBUFDMOERIELNHDIISRITTT—AvE—IMREINET,

snmp user del <name> SNMP 2—HZEIBRL 7,

snmp (enable|disable) SNMP v3 ZEFM/EMICLE T,

12.5.4 SNMP kv 7L Y—/IN\—DRTE

snmp trap enable SNMP bS5y 7 LY—NZFELET,
<hostname> <agent <hostname>ld b T v 72 RET BTV VDRAMET,
community string> <community string>(d. EAINZII 1274 XF5ITY,

snmp trap disable
snmp trap enable mybox
public

12.6 Y2FAOQ70Fov0O—K

VAFAOYIEHRAK 100MB TY, COFIRICET D E, RPEAWAYvE—IDEEI N, 3
LWAYE—IDHDAR—RZEDFET, OTH 75% I[CET S E SNMP Ty THAER
ShZE9
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@g%o

AVTSAT7VRAEREIZOMOEBHETOI T—5 2 RIETH20HEENHD. YE—I syslog

H—)\HIMERAS N TVRISE. KO ENTEET

= SFTP V—)LZERALTMMP [CERL. Y X740V 774 )V e —/N\—=h50-HI
T77A4INARZICAE—LEY., Chickh, BROaAVFTFYVIRZEDOZEED T

= syslog rotate <filename> AN Y RZFEHAT R L. OV 7 7 ILZKARICHRETEX
Yo PUTATRIYATAOVREICBDEY., ZORFELLET 74 ILIE SFTP ZEHA
LTHYOYO—RTEFT
B - syslog rotate mylog

= gudit A—=)LAMTEESN TS I—H —(d, syslog audit rotate <filename> Z{HFL TE
BEOJ%ZRETEXT,

127 ANV RILOERESY I yO—KR

S=TAVIH=NE. S=TA4VITY—NDOBRLARBRIAVR—XY MOBREREZEEOY
INYRIWEERTDCENTEET., OOy /Ny RILICIE. syslog BLT live.JSON 7 7
TILDEENFT., MREICEL T Cisco YR—MIEET ZEIE. 507714 I)L%E 1R
W< e, B<OMATEZLT,

Meeting Server®@ A7 /N> RILIEFUTOAETERINE T

- Meeting Servergi#&d. MMP EEE 1 - ERBHRZFEALTSFTIP /347 b
Z MMP IP 7 RLRICERI B2 &icED, OJNVRILOFOyO—-R7O0€R%
FIATZFEd., VATAIE logbundletar.gz EWS 77 ILEZTAY NV RILEE
BRLYovO—RULET,

- b bh(C. BEHEEIL. generate logbundle AV Y RZFERALTHFVYO—KRT
Ot X%=MIAT SR0IC. OV RILEERTEZT,
generatedlogbundle.tar.gz EWSZFIOOT /N RILAEREINE T,

generate_logbundle ZFhZho Meeting Server T generatedlogbundle.tar.gz & (VD
77A4NBOO7 NNy RILEERLET,

Fr COOATYRAERITENDVIC, BIICERESh-OF /NNy
RILARFHFOOV /Ny RILTERENE T,

UToFETO/NY RILEFoyO—-RULET,

1. SFTP Y5472 MMP D IP 7 KL RICEHELET,

2. MMP BEBEI1—H¥—D&ERBEHREZERALTOJ/I VY LET,

3. AJNYRILZSYOYO—RIBEMTINSDOIARY RZERITLET,
d. sftp get logbundle.tar.gz

b. sftp get generatedlogbundle.tar.gz
4. logbundle.tar.gz/generatedlogbundle.tar.gz 7 7ML= O—AIL7A)LFICOAE—ULZET,
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5. 7741 &%EZLEL., 7714ILED logbundle DEFFEZEL. 771 EERT
Z2H—N—%ZRELXYI., hiIEHT—N\—DERTIIEETY,

6. BEIZZLEL-7 74 ILENFDI=8IC Cisco HR— MNELEISEELE T,

log bundle.tar.gz DHFIEET 7 1 )L 4 XlE, 1 KB TY., SFTP RHETEXEL/IIBA. T
A1 XE. 771N BEZDHA XU TKELKBEDET,

AE :BFELNODOVE 21— —& MeetingServer B TRy N T—VE#HENEVWREDR
T logbundle A%V Y O—RTERMESIF. O 7741 E livejson 771 ILEY
JvO—RKUT, Cisco HiR—RMICTHEEFEL SN,

12.8 T4 RV ERE

df MMP EEYa—IL0 DEADT 4 RAVEREZ. N\—FT143vTED
fFRAZE & inode FAETRRULE T,

12.9 YRAFABROINY V7 v 7T EE/TT

AT Ny o7y 7aARV RFEREBIELY Y 2—ravTHiIATEEY,

Ny a7y FYURR B—NEDNY I TV TT74IND—EZRRLET.

NI TPy TRAFYTay b S—F4VITH—NOREBRAFTY T ay bEERLET., SFTP FH

<name> THYOYO—RFT3=HDT 74 )L <name>.bak BMERENET, 2D
YYRZEANICHERAT 2 2@CHERLET, 77MIILEADORANF
i 256 TY,

FE NI TP TT77AIICIESSO 774ILEO—HILTIRAME N
TWBTSYTAVvTT7714ILIEEENE A,
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backup rollback <name>

Ny T7y TN =DV AT AZBTUET, ThICEY—/\DER
OO—=IINy IDREFENEY, S—TAVIF—NEENKYIT7VvTT7

AU BWNESIEF. 2oO—)LN\y I ATy RZ2XTI BHIIC. SFTP Z&
AULTE—F4 VI —NICNY I 7y T 774N %27y 7O—-RT2HNE
NHLET, 77MILBDOERANFHIT 256 XFTY,

AE: ZOARVRIEFE, YATALD licensedat 77 A ILELTITRTD

FAERRE E BRI TR, BFOREZLEEL. S —FT1 VI —N%
BEHLEIT. 20, FRCITIEIVETT., CONVIT7YvT%
BOH—NNICETT 355, BEED license.dat 7 7 1 JL L EIAAE % FATIC
AE—=ULTHELRENHDET, Ny o7y 7oO—)L/\y o 7O0€XH(C
ChohEEEINDHTY, license.dat 7 71 JLIFH—/\—D MAC

7 RLRICEEM TSNS, BOY—N—DINv I 7y THhHhEETT S
ERBL, T—N=DAYFTAIVICR>TRIC. BEBRXDIVENHDF

ER

1210 E=F4 7Y —N0O7yv7TIL—RK

7w 7Y L—K [<filename>]

=TI NE2T7yvTIL—RLEI., COATVRERITTS
B, Py 7IL—RUIEWN=IavDA A=Y 77427y 70
—RUTHELLDENHDET,

Ty TTL—RBIC. YRATALEDNY 7y THBEERICERSh
9, NvI7yv7REBREOY Iz 7N—IaVICHRLET,
BlZIE, RROMNS RBOANDTY TIL—RDFZE. Ny I T7vTD%
BIld 2_9.bak [CRDET,

T77AINEADEESNTVWRWMEEDT 7LD T 74L&,
upgrade.img T9,

N—=33> 3.0BE. COaTYRE, IBESN/A A—I T Meeting
Server 7Y 77 L—RETBHIC. BERLBEEUF v IEITVWET,
upgrade <name> verify AN Y RALFICZDA A—I%ERTLTL
fEIBETH, Fz vl ThhErd., N—I3V 3.0 h5FHINFEL
1=

IN—I 3> 3.7 LB, Meeting Server [, T—FX—T Z X5 HhtH—
N—RRETHEINESHZHEL. ZNICIHLT. 7y T7IL—KRT%F
ZIT/—RDUZRAIBRETOILODI—HY—ITEMULET., 30 WA
ICCTRL+C Z#T &, Py 7 L—R70O0€RZHIETEX
ER

upgrade <filename> [no-
backup]

BE(ICERL TS,

7y TIL—KRUZN

VATALEDT YT ITL—RAA—JDO—EZEIFI BICIF

upgrade delete <name>
upgrade delete upgrade.img

TYTITL—RA A=Y, SFTP £/(3Z® CLI OAX Y RZEFEHLT
HFREN2ETRIESIhET,
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upgrade <filename> verify

Py T L—RBICEETONDZINTOBEREUHEELDF v 72TV
FIH, Py TIL—REHETLEEA, COOATY REFE-> TEGEDE
FERKITDIEHLTEEY, N—IYyav3.0hr5EBMEIhELE,

authenticity

EITHFDOA A—=IDNEDLSICHRIESNizh (F—DF7 1 TE 4R R
HEO—RSINTWBNRTV v oF—LZDHM (¥4 7. BEl. V—2R)

BRE VIR T7OEEREICETZ2INTOEFEREEZRLET. Fik.

F—NEBETEZLDONEINBRRILET., SPECIAL F—hH 1V A ~—
ILENTWBIEE., ZOEZH MASTER F—TREEES N ESH EE

HLET (foF—FREBT. BICEEIMTWEY), /N—J3> 30
MSEBMEIhELE,

authenticity key add

SPECIAL ¥—%Z A YA b—JLUET., SPECIAL F—(F—EIC 1 DL

<F—T 74> YAR—ILTEFERA, N—Y3av3.0hSEMENELE,

s+ — B L BEAYZARM—ILEN TS SPECIAL ¥—%HIfRLET., TV
RiE BloF—Z4 YA b—ILTBEICF—ZHIRT BI56. TlcldF
—MMERSNBLBOIIHEICHERTILENHDEY., N\—-YaY
3.0 hoEMENFE L.

1211 E=F4VIY—Nz)tvbd5%

factory_reset (full]|app)

7] A72aVR@BINTOI-—YREZBIRLEY. YATAICA
VAR=ILENERBEREIINTEDNEY. Z0&. [REHA

K] OFIEEFEITLT. Meeting Server #BET 704
ZUENHDET,

T77U1 A#7Y3vIE. Active Directory BEIT—% & AR—2X
(coSpace). Lync 8L U SIP BRI ZHIFRL X9, MMP #BRI$FZD £,
ARV RART TR L. VATANBEHINET,
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fIERA N —2 3> 3.0 MMP 7 v > F Dk

F8f A /N\—Y 3y 3.0 MMP OY Y KDk

3.0 @ Meeting Server h SHEIBRS Nz#EEP IV R—K Y FEEDTARTO MMP a7V R
EUTDEEDTT,

e H323 45—, x4 VYK (h323 _gateway)

Web Bridge 2 1Y K (webbridge)

XMPP #—/XOV¥ Y K (xmpp)

XMPP multi-domains ¥~ K (xmpp multi_ domain)

XMPP resiliency ¥~ K (xmpp cluster)

Load Balancer 1V~ K (loadbalancer)

NZ>2 37> R (trunk)

SIP edge O¥ > R (sipedge $ & U edge-related callbridge)
XMPP [C&ETBHLA—F—EZXMY—TDIT YR
o X VU —=XH—/)NI[TEAARER MMP OY Y K

% 1 : Meeting Server FRFEBETHIBREh/=a<v Y K

REE Meeting Server O;BE. EE. ZOMIEEMICET 3B
HerRLET,
AE :health AT Y Rid, REILT 7O TEFIAT
XA

callbridge trust xmpp <trusted xmpp XMPP H—I\DT7 A TFTVT 4T 4 ZHRAET B71=DIC. 55

certificate allowed list EDFFAIY R b DFEEAEZHEAT 5 & S (C. Call Bridge
ERELET, (N\—Yav 2.4 LK)

callbridge trust xmpp none XMPP SERHZEFAI Y X k% Call Bridge {S8X b 7 1 5 H|
BRUET. IN\—Yav 2.4 LUE)

% 2: HIBgE hi= XMPP H—){a<v v K

Xmpp REDOERZRTLET

xmpp status

xmpp restart XMPP #—/N\—%z HBiLE 9 %

xmpp domain <domain-name> XMPP H#—N—DAVR—KXY b¥—=T Ly bEERLET
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xmpp listen <interface allowed AVG—T A ADFAV A EEY 7Yy TUET,
list|none> xmpp enable AYY RTUY AV ZERMIAT ZICIE. H—EZX
ZEMCTEILENSHDET,

XMPP #—N—DYUR=ZvJ%ELELET

xmpp listen a b
xmpp listen none

xmpp (enable|disable) XMPP H—\—%FMEISEMICLET

xmpp certs <key-file> <crt-file> XMPP #—IDF— 77 IILEFAE 7 7 A ILDZRT. &

[<crt-bundle>] UAT72avT, CAVRIET S CARERRENY FILZESR
LET.

Xxmpp certs none AERAE DB ZEIFRL XS

xmpp motd add <message> Cisco =T 4 VT 77VEEIEXMPP ¥V 547 bDO
JAVRICRRENS [SHOAYE—Y] 28/ELXT.

xmpp motd del HBRAyE—Y%BIBRULET,

2048 XFEMTD Ay — ., SFTP T xmpp.motd (7
74N EAE—T B ETRETELT,

xmpp.motd ZAISHADHETEET S L. XMPP H#—/X
MPEEHINET,

AFE: motd ATV RIE, /N\—U 3> 1.9 BLETD Meeting
Server \—J 3V TOHPR—rENTWET,

Xmpp max_sessions <number> F2A—TH XMPP H—/\TREFTE ZERF XMPP v &
IvOH D2EFLAROTA VEZFIRLET. hic
&, B—QI1—HYHIZAFALAY Y —RZFEN\RIT L

ZHEFT,
Xmpp max_sessions none A—HED XMPP £y ¥ 3 v DEIRZHIBRLET.
xmpp max_sessions 3 I1—HIC&RAKT iPad. iPhone. & T PC oOJ 1 v
LABWEFEEINZIES, Aty Yaviiz 3
HRELET,

Zh 5o xmpp callbridge Y Y RICDWTIF, MEiRiES
KUETHDOEBASA K] THEAINTWET,

xmpp callbridge add <component #rL L Call Bridge 15 O#EfRZFFAI T 5 & 5 1T XMPP H—
name> NZF/ELET., AE:V—ILyMPEREINET. Ch

& XMPP EXTHZRET DBRICHETY, ZD Call
Bridge @ [V 7] BEBA V5 —7 =4 RICHEEL. XMPP
F—NICERIZLOIEELET,

xmpp callbridge del <component Call Bridge /' XMPP H—IC7 VR T 2D%ELLE
name> 9.
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xmpp callbridge list

xmpp callbridge add-secret

#& Call Bridge Tld. K A4 >, component_secret, &
UEHERRZ—EXRRLUET
XMPP BTLICIWETY, XMPP 7 5 X7 Dfthd / —KIC.

<callbridge> Call Bridge #7 S A5 DH\AID / — R (TS 5 2 & TER
Infcy—ILy b EBMT ZEHICERLET,
xmpp Uty k XMPP #—/\—% 24 Y R7OVEREICRLEY (BMEh

7= Call Bridge ZHIfRL % 9) . REEZHEHNTI2HEHLDH
BIBBICDH. CTOOARYREFHALES,

= 3 HgEhfi-0—KNSyH5—aIV K

loadbalancer list [<tag>]

ITARTOO—RNF VY —BEEZ—BRRT DN, /N
BESNTWBIBERIE. ZOO0—KRNSYH—DHREDH
E—EBERRLET

loadbalancer (enable|disable) <tag>
loadbalancer enable exampleEdge

O—RNZYH—%2BHELEESHICLET
NT Uy IR—=K (TiEesh) . T—EXBEREADONS
VOMMERENZETRBIEINBVDOTTEEL S,

loadbalancer create <tag>
loadbalancer create exampleEdge

Creates a load balancer

loadbalancer trunk <tag> <iface>

[ :<port>]

loadbalancer trunk exampleEdge a:3999
loadbalancer public <tag> <iface>
[:<port allowed list>]

loadbalancer public exampleEdge b:5222
loadbalancer public exampleEdge b:5222
lo:5222

NSV AVI—T A RER—FZERELET

NTVY G AVF—=T A RER—F (V747 MNER
EZITANDS)) ZRELET
H@BT v Y FTOA Tld. Web Bridge HAERICL. Core
toEdge NIV U ZERTZMENHDET., NZEFA]
FTB5ICE =TT A5 —=T A R&NTIVvI A
V=T A RAELTERELEXT,

loadbalancer auth <tag> <key-file>
<cert-file> <trust-bundle>
loadbalancer auth exampleEdge acano.key
acano.crt trust.pem

NIV IANDRIICHERSNZWEHE LIRS, LU
VUL > TIRESINSBEBRTEAEZRELE
9,

TLS BEGOEREFIC b TV I MMEB/NY RILHDOWT hh
DIRFEZIRRL. O—RNS Y —NIRRT ZEHEE
NSV UNERT ZIHE. BRIEBIILET. BFMIC
& BEN\Y RIVICEIBEDOENLBRF z—VIAEEN TS
D. F—YDFREIC CANREITULRRSW/IAREN
HBHE. WAEHRIILET. 25 TRWGSE. BiRE
BInFI. FIC. BCELARENFERINZES. A
FIEEFRE 2 E8/\> RILICEEB TE 50, RREEIERINL
x9,

loadbalancer delete <tag>

A—RNSUYREZHIRLET.
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KSYOYRN [<95>]

INTD Core REZ—ERRI HM. ¥ IhE
EEINTWBIEEIFZFD Core DERTEDH%=—E
=RULET

trunk (enable|disable) <tag>

Core ZBEMEIZEMICLET

trunk create <tag> <port or service
name>
trunk create trunktoExampleEdge xmpp

XMPP DRSSV A VAV RAEERLET,

FZ>%9 IvwY <tag><edge name|ip
address>[ :<port>]

bZ>U9%Edge DRAAVERERIFIPTRLZR
ZRELEI. RAMVRFEED P 7KL RICHE
RENBIEITERLTLES L, ZDHFH, IX
TO7 RLAICH L TEEIESSNET, R—b
PIEESNTWRWMES, R—bERASVED
DNSSRV LY 77 v 7ICk > THRRETEZ LBES
h¥y

trunk auth <tag> <key-file> <cert-
file> <trust-bundle>

TyvY Y—N\A\OFAEICERAS N2 WER A
& BLUVIy I = NICE > TRIEES NS EHE
TE5AEZBALEY.

trunk delete <tag>

Core B ZHIFRUE T,

trunk debug <tag>

ZDOIY Y RIZE, Cisco B R— b DIERO T TDMME
BALTLLEEWn, ZMERIIUTOESD TY,

o TwIH—/\&Z®D DNS #ER

o TLS EmZMER L. E7 KL RXICHLUTER
SEEEAET

o FRNMLIZIBE. AT H—1\HhSDFNy FiE
], ChICIEUTHEENET,

e BN T YUY —NAD 37 B (T
W IG—INAND N Z VIR DU XL

e ZOI vy IH—NICLDIREVNES
NTW39 547 MNESR

e Edge H—/\—D A E ) FERHKER

5 :XMPP RILF R AL vEHR— NEETEIBREhIOTVER
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xmpp multi_domain add <domain name>
<key-file> <crt-file> [<crt-bundle>]

XMPP H—/XH )y RV T BRDR ALV ZBINL X

9. CANSRHIN/-WERE. HAE. SLUATY
IVOFAENY RILZEELE T, COZEEZEMIC
T BHICXMPP H—N\ZHBEEL T 23, XE:
XMPP H—/\(d, WBEEIZFHARES 7 7 1AL H
EMRIZEICITRBLE A,

xmpp multi domain del <domain name>

XMPP H#—/XH U w AV T B RALVZHEIFRLET,

xmpp VILFRALY YR B

XMPP H—\—H Uy RAVTERASMVEZ—EBELZT,

% 6 : HlpRE 1= XMPP resiliency A¥ Y K

xmpp cluster enable|disable

XMPP 7 S5 257 UV 7 =BM/EMICLET. XMPP &
SRYDEMIE. /— KT XMPP #E%ICY BRIIC
T5>UEBAHDET. XMPP 75 X5 HENT XMPP
MHAIhTWBIEE. XYY R7ZOYE—RT
XMPP #—\—HBAS hE 9.

xmpp cluster trust <trustbundle.pem>

XMPP 5 24 hERRT HEEFAE /Y FILZIEEL &
9, <trustbundle.pem> (&, 75X ¥ KHND XMPP 4

—N—DIXTCOMRAEZESLVENH D FY ., A
E(x. XMPP Z{ERL TY TIC XMPP H—/\—IZEH
SNTVWBRENHDET,

certs ARV R, TODAAZZXAICED, VF7R5—
ANDEGED xmpp /—RABEWEEBEL, 71/
A—N—1EEL/—READNZ 74 v U DEREZEM
ICLEY,

xmpp cluster status

xmpp V7RI —DT7A4 TREZHRELET. 77X
SRR LISES, COAVYREIDI—F4 VY
Y—NETETENTWNS xmpp T—/\DEEEtDH %
BULEY, COIVYREFRLT. BROMEDS
i N G k=Y AW

xmpp cluster initialize

VIAY—=HALLEY, ZOIXVYRT1/—K
DZA7 xmpp 77 AT —DMERSNETH. b/
— K (xmpp H—/\) ZZ DI T AT—ICBMEESC
ENTEXT,

xmpp cluster join <cluster>

D/ —Rz2IVZZAFICEBMULET, <cluster> (&, &
FRYDRPD/—RKDIP7RLRATY (AYV K
xmpp cluster initialize 2B LTI W)

xmpp cluster remove

CD/—RZz7ZAI9NSHEIKRLET. ChiclE. /
—RHIBEBLTVWIRENHDEXT,
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xmpp cluster remove <node> BEINf/—R2I 7259 —h5HIKRLET,
<.

</—R>E /—RODIPF7RLARAFEEFRAL VA
TY, ZhiZEh. /—RAEBELBRVNSEIC, ¥
SRY—D5/—RZERI B ENTEXT,
xmpp callbridge add-secret Call Bridge ¥—%2 L v b %& XMPP #—/X[2IEMNL
<callbridge> 9. VIRY—HORHYD XMPP H—/\ / —

. . . KIC Call Bridge Z##i9 % & EIER S hizy—
- D sl <— v s>

YTILYREAALTAIEZ N Y=I LY b ) h e o — K e AT Brem i
n¥v,

DAY RICELD, Call Bridge 1% < @ XMPP
F—NEBERBEREHRFTEET,

K7 HBEhicox7 7Vyy AV R (LAY—OOxT7 F7Vyvy 20y N7y 7R

webbridge restart D77y I EEEEHT S

webbridge status BHEOERZRRNLET

webbridge listen <a|b|c|d|none DT TV INFT B I—T 1 —RER—bELEY
[:<port>] allowed list> N7y 7U%EY, webbridge enable A% Y RZ&FRAL T,

webbridge listen a b Y—ERAY Y AV EBBTEESICLET. ATavo

R—BMBIBDT 7 AILME 443 TT,

webbridge listen none Web Bridge YU v AV &EFIELE T,

WebBridge (enable|disable) Web Bridge #EME-IFEMICLET

webbridge certs <keyfile-name> Web Bridge DF—7 74 ILE LT crit 771 I DOEHEIEETE

<crt 7 7’(}b$>[<crt—}\“/ F)[/>] L. A7 3T, CAHRMET S CARERRE/NY RILZ12(H
LEg

webbridge certs none AERRE OB ZEIPRL XS

webbridge clickonce <url|none> clickonce Yo DOT7—3v&E&ELET. URL OILE

[Cl& http://. https://. EllE FTP:// ’RETY, £, %
NIFEMEZ URL TRIThIFRD FE-A. I—HF—5D%
Internet Explorer (clickonce THR—hEhTWBMHE—DT
Z7Y) 2EALT. 2FBBEFY YU £7ld coSpace vz 7
D>y (fl:
https://www.join.cisco.com/invited.sf?id=1234) %#7/=¢ 3%
& A—Y—R@FTFT7AIbTIREL, FBRES N clickonce
O7—avIicUF4L I hangd,

DVFA LI NI EETZE. PCUZA 7Y MDEEN
KL (FEAI VYA M=ILEhTWRWNEEEY Yy O—
K &h), call/coSpace ¥ 1 VILEhZEd,

IARTD clickonce UF ALY MEI{EEEMICLET

webbridge clickonce none
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webbridge msi (<url>|none) WebRTC 1 —#(CiR#tE 5 Windows msi. Mac OSX

webbridge dmg (<url>|none) dmg, iIOS A YA M—=5DF¥ I VvO—RIGHERELFT

webbridge ios (<url>|none)

webbridge ios none BEMIRT BICIE. /{5 A—% none ZfERA L TEYIR
ANV RZzFERALEYT

webbridge trust <crt-bundle|crt- | AN T7HVUYNEARIIAANE (BREHGRE) DRTE

file>_ % &M Call Bridge 1 Y25 Y RICHAIT 20 =4I LE T,

webbridge trust none {E#5T = % Call Bridge A% Web Bridge & [EUH—/\—TE{F

2NTW3IEHE. Call Bridge ARFERRE/GEAAZ /Y RILD4#
A& $5E L T webbridge trust ¥ Y R&H{T9 5713 T+
$TY, Call Bridge HBIDH — /N TERITESNhTWBIBE.

Call Bridge O/ABZEAAZE/AERAE /N RILIF, T SFTP %
FRLTY 7 7Yy I —NICOAE—T2RENHD E

9,

AE: U F A5t S hiz Call Bridge 704 T, Call Bridge
ICERZIAENHZHE. FHEZ 1 DDV RILICEESD

9,
webbridge trust xmpp <trusted XMPP H—I\DT7 A FTVT 4 T4 ZREET 7=HIC. FIHED
xmpp certificate allowed list> KWEDHAV AN ZMBATIZLSICV T TV v IZRELE
¥, (IN=Y3v2.4BK)
webbridge trust xmpp none Dx77VyIDEEA N NS XMPP GEHEFFATY X b &
BIBRLET. (K=Y 3y 2.4 LK)
webbridge http-redirect HTTP U5 A LU b ZBHM/IEHICLET
(enable|disable)
webbridge url-redirect URLUS ALY hDBAERELEY. REZBERT BIC
(<url>|none) i¥. none NTA—FZEELTIAVY RZFEALE
a—
WebBridge #7:/3 y<feature namel ?EE@#&ﬁE%#\/(:bijo @ﬁ@#&ﬁgﬁﬁ%(:jé%é
feature name2> - |&. feature_ names ZAXR—ZRATXYID X9, ZNIATYVK

|&. Cisco H7R— k ZE7=IZ Cisco EFT DIEFRD T TD M EFH
LTS, ChEDEIATBRIETOFERICIIELT
WEzEA.

HEEIHEEFHLTHLENDEETIH, upgrade AV Y K%&fE
B9 3LBEFMITEESINT T,

(N\—=Y3v 2.5 LK),
webBridge A 7¥ay B L webbridge options <feature name> <Y RZ{ERL
T INETAVESIHEZEI N TATICLE T, Cisco

Support £7zld Cisco EFT DIERD T TOIHMEAL T2
We (K=Y 3w 2.5 BE),

WebBridge 7Y 3 cma.webrtc.ios

% 8:SIPEdge AYR—K Y MNREMETHIBRESh/ZOT YK
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callbridge add edge <ip Call Bridge 'Y % SIP Edge ZBMUL %Y.
address>:<port>

callbridge del edge SIP Edge ZHIBRL T

callbridge trust edge <certificate SIP Edge & DD TISHEI % Call Bridge @

file> AFAEZIEELE Y. Thlid SIP Edge DFERE
Tg-o

sipedge 754 R— k<A Y% —7 =4 A>:</K— | Call Bridge DEGEORNH A ¥y -T2 A RER— %

k> BELET

sipedge public <interface>:<port> NBURATAEDETERYT B1cODHNLA V5T <
—RER—IZEBET S

sipedge /{7 U w4 IP<P KL Z> SIP Edge ICEETZ % NAT 7 R L 2 &R £ 1z (4]
RUEY,

sipedge /N7 UwZ IP &L
sipedge certs <key-file> <crt-file> Call Bridge 5 DIE#HAD SIP Edge D 7514 RX— K~ F

<trusted-bundle> —CHAE,. ZUTEBETE2IHAED/NY RILEZRTE
bia-n
sipedge DAL SIP Edge AVR—R Y b EBMEIIEMICLET

sipedge DEXL

sipedge restart SIP Edge OV/R—XY hZ2BEELET. SIPITY
JTHAEZZELLRICCOITY REFERLE
Y. BREBEFEN 7V T4 7RBEEZE. 2OATVER
EHEARALBVTL SN,

5 9 : Meeting Server IC& % H.323 BREDZHERARTEHEETHIREh/-OT VR

h323 gateway TF—ho A FBEVICER S TOWRWRD IS hEEA.
enable/disable/restart

h323 gateway certs <keyfile> TZAR—bF—T 74 Ect 771N DEREEERELET
<REARE 7 7 A1 JL>[<cert- I\ KIL>] H323 57— zA 77V T5—2avELT. #7203V T,
CAICELDIRHEEINS CARERRENV RIL, (EV 23 FH
Elckp7O0EYaZvIbsRLTEEL, )
h323_gateway certs none FEFRERRE ZHIMRT 5
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h323 gateway h323 nexthop TARTDFIS HI23BEICCDIP PRLAEEHK L., D IP

<host/ip> PRLZ DTFNAZRDPIN—T 4 VT 20EBITZBLSICLET,

h323_gateway del h323 nexthop ZDT7RLANPBESNTVWRIMES. IP 1V ILDHHHEEE
LEY,

BE. T IP 7KL XIF Cisco VCS/Polycom DMA T#H D,
Cisco Meeting Server H323 — kA &

H—RN—=F 4 FNA R (H.323 ¥—bF—/{—) BT H.323
NSvoDEIEINES., H323 75— b FTF/NA RICE
FEY, BEZZNSICEATIEITTT. TS RIE. 2hd
DBEFEEZITAND LD ICEVICRET 2HENHDET,
h323 gateway default uri <uri> ChigA7Y3vTd, EfEH323 BREICETEIENSE
h323_gateway del default_uri (B%. H323 75— R Iz AN P ZRLRATYATILEShTL
ZBEDH) . SIP O—JLIE. default_uri ICERES NIz DIC
FUTIThNEY, default_uri (&, VR ZIETH. £/FEE
coSpace ##ULE YT, BMESNTLWERWNGE., FUHUIEE
BIhZFT,

h323 gateway sip_ domain<uri> CNEATY3VTY., BEZRLRICRASMVEEETICY
— MDA ITEE H.323 EREHNRESIh/z5E. Call Bridge
AD SIP - LA RES N BHEIIC. @<sip_domain>h'58557

h323 gateway del sip domain

<uri>

RLZRICEMENET,
h323 gateway sip_domain_strip [IZ0y (yes) TICEREE . [h323_gateway sip_domain] HE%
7 IRVIAYAY 2Y ESINTWIEE, SPO—-IAT—r Uz ICREThZ L

E. H328 O— LA RESNBREIIC. RETT LR (FET S
BE) N5 @<sip_domain>HElREnE T,

H.323 d—JL,

h323 gateway h323 domain <uri> hEATYavcd, BEXTTRLRAICRALIYEZZERW
TT— RV TAICH323 D=L HET BIHE. SIP I—ILH
RESNDRICHREE 7 KL RIT @<h323_domain> AEMNE

h323 gateway del h323 domain

<uri>
nxyg,

h323 gateway h323 domain_strip [lZLy (ves) 1ICEEEE . Th323_gateway h323_domain]

M IRAVIRYAY- &5 MEEREINTWBIHEE, SIP O—LAHES . H.323 O—)L
HREINDHEIC, BETRLR (BETZBE) 15
@<h323_domain> H'EllREnE 9.

h323 gateway h323_interfaces T—hUz A %R BDICRETILENHDITITH, KR

<interface list> DHRETEHBEEEFEINATVET,

h323 gateway sip_interfaces
<AV =T z—AVAb>

h323 gateway sip port <port> SPRIAY Y ZVTBR—b, F7AI KNI 6061 T,
AE:FIAIMR—N%E 6061 hOEEY HIFAT. H323 5
— b~ A & Call Bridge A'E U —/\—ICH 215H. Call
Bridge AMEAL TLWSR— b 5061 ZFEALBENTL &L,
T—hU A HBEHINZET. ZERFEAINEZEA.

H323 5 —h x4 IFBICTLSEHEZEELTVWET., 20D
f=8. Call Bridge DREF 1 VIL 7V IL—ILT [BBEELF
(Encrypted) ] BRI Z2MEBEHNHD FI,
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h323 gateway sip proxy <uri>

Zh#% CallBridge @ IP 7 KL RICERET % h . EHD Call
Bridge % 2I5&IE K A1 >4 (DNS #Z/H) =EALET.
IRTDEE

H.323 @EEIZ T D URI [CERESNFET

Call Bridge & H.323 =~ U/ AEUKRRA ~ LICHZBE.
IP 7KL Z127.0.0.1 2#FALZ%J. CallBridge & H.323 &
—MNUVTAHNERBKRR N LEICHSIHE L. Call Bridge @ IP 7
RLRZFERLEY,

h323 gateway restrict_codecs
<@FLV/nz>

NI ICERETSE, H3235—h o1, HEERMKD
MREEZS|ERIIAEENMEVNI—T v roReBty MM
Rahxd, BECOLY M
G.711/G.722/G.728/H.261/H.263/H.263+/H.264 TY,
COMEEICKDEMICRZI—FTvold. G.722.1 LU AAC
T9,

h323 gateway disable content
<L/ x>

MELV ICERET D E, H239 AVTFYVIREMICRDET,

h323 gateway trace_ level <level>

Cisco U R—NMICEBMN T TNV a—FTa VI %ZIET S8
IC, BmoOsy & HuEd, L0, 1, 2, FEF3 DN
L—2%&RHEITDLSICKROENBDIZGENHD XTI,

% 10 : YIRE 7= XMPP recorder A Y K

recorder listen <a|b|c|d|lo|none
[:<port>] allowed list>
recorder listen a b

LA—5—-HDUYRVFTBAVI—T M1 RER—bEEY
K7y 7U%EY, recorder enable A¥Y REFERLT, Y—
EANV Y RAVERIBTZLOICLET, ATV avoR—
REIBDTZ7AIL NI 443 TY,

recorder listen none

LI—45—DEEmh ZELELET,

recorder certs <keyfile-name>

<crt 7 74 IVE>[<crt-JNV R)L>]

Recorder DF —7 7 A ILE LT crt 77 A ILDELHIEIETE
L. #7237, CANIIRMET S CAFERRE/\Y KL Z12#
LEY

ANU—TRERRE AL

N—=23> 3.0(R—=% 2) TELEENhEL
foo REFREDEMZHIFRLET

recorder certs none

ALEAEREZHIFRT %
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streamer trust <crt-bundle|crt- LO—4—~DiEki a0l 9 % Call Bridge 1 YAV R %
file> HELEY.

{E#8T = % Call Bridge »* Recorder £E UH—/\—TE{T&
hTW3i54&. Call Bridge NFRERRE/FIAEZ /Y RILD &
#I8E L T recorder trust AX Y REFEITITBL I THAT
9, Call Bridge A*BIDH— /NN TEITE N TLBIES. Call
Bridge D/ARIEERAE/AERAZE/\Y RILIZ. 9 SFTP ZFEAL
TLI—F—DEHICHE->TVEY—NICIE—FT ZRNEN
HHEY,

=11 HERESh/=XMPP A p =TTV K

streamer listen <a|b|c|d|lo|none Streamer KUY AV 21 VT —T A RAER—bEEY N

[:<port>] allowed list> 7v7UET, streamerenable AVY REFEALT, Y—

recorder listen a b EXNUy AV ERIBTEELIICLET, AT a3 vDR—
NEIB DT 7 A N E 443 T,

AR —<EEEREL L ALFAZ DB ZRIFRLE T

A MY —EERfE<keyfile-name> Streamer DF—T7 7 AILE LV ot 77 1 ILDOZFIZEE

<crt 774 ILG>[<crt-JN KJL>] L. #7230 T. CAHIRHT S CASERHE/NY RILZIRH
LEXT

streamer trust <crt-bundle|crt- A MY —IA\DIEHAZTO I S Call Bridge 1 Y RAY YV R %

file> FIELEXT,

{E#8TZ % Call Bridge A streamer &@LU Y —/N\—TETS
hTW3I5A, Call Bridge AFEERAE/AIAZE/\Y RILOAH]
#I8E L T streamer trust AX Y REFEITT BT THAT
¥, Call Bridge *BIDH —/NTRITEhTWL3HBA. SFTP
ZFERALTEMICHE>TVWEH RN —T2FEALT, =N
—IZ Call Bridge O/ABRERAE/AEAAZE/N\Y RLZRYICIE
—FEMENHDET,

streamer trust none EHEEREDREZRRLET,

streamer listen <a|b|c|d|lo|none Streamer " Y AV T BA VT —T 1 RER—bEEY
[:<port>] allowed list> 7y 7ULET, streamerenable YV REFRALT, H—
recorder listen a b EXNY Y AVERBTZLIICLET, ATVavDR—
REIDTZ7AIL NI 443 TY,
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