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General

API objec| Active Directory
This page sho Call settings
section of conf Outbound calls
Incoming calls
Filter I: Interactive Voice Response Allow delete )i delete

CDR settings Require delete confirmation
Spaces

by the API. Where you see a P control, you can expand that section to either show a list of objects of that specific type or the details of one specific

/api/vl/ac
/api/vi/ca
/api/vi/callBrandingProfiles/<id>
/api/vi/callBridgeGroups »
/api/v1/callBridgeGroups/<id>
/api/vi/callBridges »
/api/vi/callBridges/<id>
/api/vi/calllegProfiles »
/api/vi/calllLegProfiles/<id>
/api/vi/calllLegProfiles/<id>/usage
/api/vi/calllegs »

/api/vi/calllegs/<id>
/api/vl/calllegs/<id>/calllegProfileTrace
/api/vi/calllegs/<id>/cameraControl
/api/vl/calllegs/<id>/generateKeyframe
/api/vi/callProfiles b
/api/vi/callProfiles/<id>

/api/vi/calls »

/api/vi/calls/<id>
/api/vi/calls/<id>/calllegs
/api/vi/calls/<id>/calllegs/<id>
/api/vi/calls/<id>/diagnostics

API [ Allow
delete ]

[ Require delete confirmation ]

Web API Meeting Server
API callProfiles 6
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6 Web API

]
cisco

Status v Configuration¥  logsw _Debug_ v

/api/v1/callProfiles/04686c47-fala-4192-9b93-df15722bef88

Related objects: /api/vi/callProfiles

callProfiles

Object configuration

messageBoardenabled true
recordingMode manual
streamingMode - manual
passcodeMode required

passcodeTimeout 10

Wiite this object to "/apiv/systemiprofiles”

/api/v1/callProfiles/04686¢47-fala-4192-9b93-df15722bef88

participantLimit [/
messageBoardenabled [ [true v |- present
locked [

recordingMode [ - present
streamingMode [/ - present
passcodeMode || |required v | - present

passcodeTimeout [/ - present

gatewayAudioCallOptimization |/
IyneCe [ [cunset v

lockMode [ | <unset- l

sipRecorderUri [ |
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2.2 Call Bridge
Call Bridge Meeting Server
Meeting Server Lync AVMCU
Call Bridge
Call Bridge
2.3
Call Bridge
Call Bridge
2.4 Web Bridge 3
Web Bridge 3 Cisco Web
Meeting Server Web Bridge 3
Cisco Meeting Server Web Web Call
Bridge TURN
3.0 Web Bridge 2 WebRTC  Cisco
iOS  Cisco
Cisco Meeting Server Web
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Web Web Bridge 3 Web
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Web Bridge 2 Web Bridge 3
2.9  Web Bridge 3 Web
/webBridges/<webbridge id>

2.5 TURN
TURN
NAT Meeting Server TURN TURN
NAT Web Call
Bridge TURN
TURN Meeting Server Edge Meeting Server
Web Bridge Cisco Expressway Expressway
Meeting Server TURN Web
Call Bridge SIP TURN
TURN
Web TURN
TURN TURN
TURN
TURN
Web TURN Call Bridge
TURN Call Bridge
Call Bridge  TURN UDP
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TURN b5 2R—bFPRLRICKE
128.8.5.2:3478 UDP

(Static NAT -> 10.0.10.20:3478 UDP)

3478 UDP = — =

50000 UDP
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AFATEEE
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Interner User
S
TURN 3478  UDP STUN
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TURN UDP STUN/TURN
TCP 2
TCP 443 HTTPS
TCP
TURN TURN UDP UDP
Call Bridge Call Bridge TCP
TURN TCP Meeting Server tls TURN
TLS Meeting Server  Web Web
TCP UDP Call Bridge UDP SRTP
TURN
TURN
2.6 Meeting Server Edge
Meeting Server Edge CMS Edge DMz
Web Meeting Server
Meeting Server DMz
1
Meeting Server ( ) CMS
Web Bridge 3 TURN
Cisco Expressway Web TURN
Meeting Server Edge
SIP Sip
Cisco Expressway SIP
Meeting Server Edge SIP Cisco Expressway
Cisco Web Meeting Server Edge
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3.0 Meeting Server
Meeting Server XMPP 3.0
XMPP 3.0 SIP
SIP
SIP URI
SIP URI
Meeting Server SIP 3.0
NFS
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2.7.1
1 1 1
1
2.8
SIP 3.0
RTMP URL
RTMP URL
RTMP RTMP
Vbrick
3.1 SIP RTMP RTMPS
ATLS RTMP RTMP
3.1 RTMPS
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1 1
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2.9
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Call Bridge = Web Bridge
Call Bridge = Web Bridge Meeting Server
( ) Web
Web
Cisco Meeting.
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2.10
Meeting Server Meeting Server
1 API
API [calls messageText
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CES8.3
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2.11 SIP
Meeting Server SIP Call Control Voice Call Control Lync Front End FE
1 SIP
Web Bridge Meeting Server
2.12 Lync Skype for Business
2.12.1 Lync  Skype for Business
Skype for Business Skype for Business Lync
Lync 2010 Lync 2013
2.6 Meeting Server Skype 2019
Meeting Server
y 1080p 2010 Lync Windows 2011 Lync Mac
RTV
Yy 2013 Lync Windows Skype for Business
Meeting Server  RTV
H.264
Lync 2010/2013 Skype for Business
Meeting Server Lync RDP

Lync Skype for Business RDP

Lync FE Lync SIP
SIP
Call Bridge SIP
SIP SIP Lync/Skype for Business
Lync/Skype for Business

Call Bridge

2010/2013
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Lync/Skype for Business 2

Meeting Server Lync Edge
Lync/Skype for Business

Meeting Server Lync AVYMCU
Lync/Skype for Business Cisco Meeting Server Web
E

2.12.2
Meeting Server Lync Edge
Lync Edge Meeting Server
Lync Lync Meeting Server
Lync Edge
Meeting Server 8
Lync/Skype for Business
Y Lync FAQ
Yy RDP FAQ
Y FAQ
2.13 Web Scheduler
Web
Meeting Server VM Meeting Server 1000
Meeting Server 2000 Meeting Server VM
Meeting Server
4GB RAM Meeting Server 1000 Meeting Server 2000
RAM SMTP
Cisco Meeting Server
1 150,000 2
3 150,000

Meeting Server
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2.13.1 Web Ul
A 1 Web Bridge
Web
Web
A Call Bridge/Web Bridges API Web Bridge
Web Bridge
Web Bridge
A
Web Bridge
Web
2.14 MeetingApps
MeetingApps
MeetingApp Meeting Server
MeetingApps DMZ
MeetingApps Meeting Server 2000 MeetingApp
Meeting Server
Meeting Server 2000 Meeting Server 1000 VM Meeting Apps
Call Bridge Web Bridge
Web
MeetingApp DMZ MeetingApp
IP
DMZ
Web
MeetingApp
MeetingApps MMP meetingapps Meeting Server VM
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MeetingApp
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0 “ (8] Cisco Meeting Server Web 77
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R R
DMZ
Web Bridge 3 || TURN #—/(— MectingApps
Cisco Meeting Server Cisco Meeting Server
Web
Bridge  MeetingApp
MeetingApp MeetingApp Web Bridge
MMP webbridge3 meetingsapps add Web
Bridge MeetingApps
Web Web Bridge
MeetingApps
MeetingApp
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3.1 Meeting Server

Meeting Server

3.1.1 DNS
Meeting Server DNS SRV 1
A
3.1.2
TLS X.509
TLS Call Bridge Web Call Bridge
Web Bridge 3 TURN
Meeting Server MMP
CA
CA
CA
3.1.3
B
15.6
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3.1.4 Syslog

Meeting Server  Syslog
Meeting Server

Syslog SFTP
Syslog Edge Core
Meeting Server Syslog
Syslog
Meeting Server

Syslog UDP TCP Syslog
TCP

Syslog Meeting Server
1. MMP  SSH

2. syslog server add <server address> [port ]

syslog server add syslog0l1.example.com 514
syslog server add 192.168.3.4 514

3. Syslog
syslog enable

4, Syslog

Web
AP

SSH
SFTP

user add <username> (admin|cryptolauditjappadmin)
user add audituser audit

b. MMP

syslog audit add <servername>
syslog audit add audit - server.example.org
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Syslog syslog rotate
<filename> syslog audit rotate <filename>
SFTP
MMP Command Reference

3.15

Meeting Server 1 Network Time Protocol
NTP

Meeting Server

1. MMP  SSH

2. NTP

ntp server add <domain name or IP address of NTP server>

NTP ntp status
ntp MMP
3.1.6
Meeting Server SIP
CDR
CDR
Meeting Server Meeting Server
CDR
1 4 CDR

Meeting Management
Meeting Management

CDR Meeting Management
Cisco Meeting Management
WEB API CDR URI
Meeting Server Web [
Configuration ]>[CDR CDR settings ] CDR URI
API CDR URI Meeting Server
API
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3.1.7

Cisco Meeting Server

1. MMP  SSH
2.

hostname <name>
hostname london1
hostname mybox.example.com

3.
Reboot

3.1.8
Y LDAP Microsoft

Active Directory AD OpenLDAP

Web Meeting Server LDAP
LDAP
[LDAP LDAP configuration ] LDAP
Meeting Server
LDAP Web
LDAP
Yy Call Bridge
Lync SIP
Web
6
Y Lync SIP
SIP Web 1
Yy SIP SIP 7
8 CiscoVCS SIP
Cisco Unified Communications Manager
CuUCM Avaya CM Polycom DMA SIP
Cisco Meeting Server

Y Meeting Server Meeting Server PBX

Voice Call Control Meeting Server PBX
Y Lync Lync FrontEnd FE
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VM 4 vCPUVM
1Gbps NIC 16 vCPU 10 Gbps  NIC
VM NIC
Y Meeting Server 1000 M4 1Gbps NIC Meeting
Server M5 10Gbps NIC

Yy CMS 2000 Meeting Server Edge

5 Web
HD 100 350
1080p30
HD 175 700
720p30
sSD 250 1000
448p30
G.711 850 3000
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3.2.2
A Call Bridge Call Bridge
4 vCPU 16 vCPU
A Call Bridge
TURN Call Bridge
TURN
Call Bridge
A Web SIP 24
Call Bridge
10 10 Edge
Call Bridge
A Meeting Server Web Edge MMP
turn high - capacity -mode enable|disable TURN
3.3 Meeting Server Edge
3.3.1
Meeting Server Edge Edge
DMZ
NAT
DMZ  Edge DMZ  Edge
Call Bridge DMZz/
Web TLS Web Bridge C2W
Web Bridge Call
Bridge HTTPS Web Bridge
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Call Bridge UDP
UDP
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3.0 TURN Server
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TURN TCP 443 TURN
2 DMZ
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DMZ 3
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3.3.2.1 DMZ
DMZ
IP
DMz NAT
DMZ NAT
Web Web Bridge 3
Meeting Server Edge 443 TCP
HTTP TCP
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HTTP HTTPS
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UbP UDP
TCP
TURN UDP 3478 Edge
TCP TURN TURN TCP 3478
TCP 443 TURN
TURN  Web Bridge 3 2
DMz IP
DMZ  NAT Edge Edge
NAT IP UDP
3.3.2.2 DMz
Any TCP{ } {WB3} TCP 443
HTTPS
Any TCP { } {WB3} TCP 80
Any UDP { } {TURN} | UDP 3478
STUN/TURN
Any TCP { } {TURN} | TCP 3478

STUN/TURN TCP

Any TCP{ } {TURN} | TCP 443
STUN/TURN
TCP 443
{TURN} UDP {3478} Any UDP { }
TURN
Yy {WB3} = Web Bridge 3 IP
Y {TURN} = TURN IP
Y TURN TCP 443 443  TURN TCP
Web Bridge 3 TCP 443

Meeting Server Edge
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Y TURN
UDP
Y TURN TURN
3.3.2.3 DMZ
Meeting Server
Edge TCP
Meeting Server Edge UDP
Edge /
<DMZ IP> 50342
<Intranet IP> 50131 UDP <Intranet IP> 50131 <DMz
IP> 50342
Call Bridge C2W Meeting
Server Edge TCP
Call Bridge UDP < <any core callbridge
IP> <32,768 65,535 > <Edge CMS IP> < 50,000 62,000 >
UDP
Call Bridge  Meeting Server Edge
Meeting Server DMz NAT
TURN Meeting Server
TURN
NAT Call
Bridge ICE
Server C2W Bridge
" webbridge3 c2w
listen a:9999 TCP
9999
Call Bridge {Bcr%llge UDP {32,768 65,535} {TURN} | UDP {50,000
IP} 62,000}
{TURN} [ UDP {50,000 62,000} {Call UDP {32,768
TURN F‘Pridge 65,535}
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Meeting Server  TLS Edge NTP DNS
SFTP  SSH Meeting
Server Syslog

Edge DMZ

3.3.2.5 Meeting Server Edge

NTP {WB3} UDP 123 {NTP UDP 123
{TURN} }
DNS {WB3} UDP { } | {DNS UDP 53
{TURN} }
Syslog {wB3} TCP{ } {Syslog TCP 514*
{TURN} }
SSH { | | TCP{ b | {wB3} TCP 22
SFTP 1P}
{TURN}
Yy {WB3} = Web Bridge 3 P
Y {TURN} = TURN IP
Yy Syslog
Yy OSsCP CRL
4 Meeting Server ESXi Cisco CIMC

3.3.3 Meeting Server Web Edge

Meeting Server Web Edge

1. MMP Meeting Server TURN
2. MMP Meeting Server Web Bridge 3
3. Web Bridge 3 Call Bridge Web
[ Configuration ]>[API] callBridge lapilvl/turnServers
/apilvl/webBridges Web Bridge 3
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4. Web
Web [
Status ]>] General ]

Web Bridge 3/TURN

a. Call Bridge TCP WebBridge 3 c2w
API c2w://address:port /apilvl/webBridges url

b. Meeting Server TURN 50000 62000
Call Bridge UDP

C. Web UDP 3478 TURN
TCP turntls <port>
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4 MMP

Meeting Server MMP Meeting Server
4.1 MMP Web
Cisco Meeting Server Meeting Server MMP
Web
MMP
MMP
MMP

4.2

Cisco Meeting Server 2000

1. Meeting Server
MMP  SSH
version

2. Meeting Server

Cisco Meeting Server 1000

Web

a.
MMP Command Reference Guide
MMP
b. cms.lic
c. Web SIP
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4 MMP

d. Meeting Server
database cluster remove
3. Cisco Web
Web
Meeting Server

4. SFTP Meeting Server

MMP

sftp  admin@10.1.124.10

put upgrade.img

10.1.x.y IP
5. SSH MMP

upgrade

Web 10~ 12

6. MMP  SSH

version
7. Edge

Meeting Server
'
Y Web
MMP
SIP Web
Web Bridge 3
upgrade MMP factory_reset app
backup rollback

<name>
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4 MMP

4.3 Call Bridge
Call Bridge Meeting Server
Call Bridge SIP Skype Front End FE
TLS Web Bridge c2w
SIP TLS Skype for Business
SIP Lync Cisco Expressway
Call Bridge  Cisco Expressway

Cisco Expressway  X8.9

Cisco Expressway Options with Cisco Meeting Server and/or Microsoft Infrastructure

(Expressway X8.9.2) X8.10 Cisco Meeting Server _ Cisco
Expressway Web X8.10 Cisco Expressway
X8.10
callbridge listen <interface> A
B C D Call Bridge
a

1. Call Bridge
2. MMP Call Bridge a

callbridge listen a

Call Bridge SIP SIP
NAT Call Bridge  Cisco Expressway
NAT Call Bridge  SIP NAT

3. Call Bridge

callbridge certs <key file> <certificate file> <ca bundle>

callbridge certs callbridge.key callbridge.crt ca - bundle.crt

CA

4, Call Bridge

callbridge restart
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4 MMP

4.4 HTTPS Web
Web Call Bridge Meeting Server
Edge  Meeting Server
Edge Web
Web Admin Call Bridge Web Admin
1. Web A 443
Web Bridge TCP 443
Web Web Bridge
MMP webadmin listen <interface> <port> Web
445

webadmin listen a 445
2. Web

Web https://meetingserver.example.com:445
3. Web Admin

a. MMP

webadmin
webadmin running
b. Web Admin
webadmin enable
c. webadmin webadmin.key

webadmin.crt

pki match webadmin.key webadmin.crt
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4.5 Edge

Web Edge Meeting Server
Call Bridge Web
Meeting Server Edge

Meeting Server Edge

Edge
Web Bridge 3 TURN
TLS NTP
DNS
syslog

TURN UDP TCP 443 TURN
Web Bridge  TURN Edge Meeting Server

A MMP SSH

A IP

A DNS

A NTP

A Syslog

MMP
4.6 Web Bridge 3
Web Bridge 3 Cisco Meeting Server Web
Web Web

Bridge

A Web

Core Meeting Server Web Bridge
A Cisco Expressway Web TURN
Web Bridge  Core Meeting Server
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A Edge Meeting Server Web Bridge Edge
Edge Meeting Server
Web Bridge DMZ  Web
Bridge Web Edge Meeting Server
DMz Web
Bridge Edge
Web Bridge Core Meeting Server
Core  Edge Web Bridge Web Bridge
Edge
DNS
DNS
Expressway
Web Bridge 3 Web Expressway
X12.6 Expressway Web
Bridge 3
Web Cisco Meeting Server Web
4.6.1 Web Bridge 3
Web Web Bridge 3
A Call Bridge to Web Bridge c2w callbridge  webbridge3
Call Bridge Web Bridge
c2w
c2w Call Bridge - Web Bridge
A C2W webbridge3 c2w listen Web Bridge
Call Bridge  HTTPS Web Bridge
9999
A C2W Call Bridge
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4 MMP

A Call Bridge Web Bridge c2w
c2w Web Bridge 3
IP
A Web Web Bridge
Web Bridge DNS
Web Bridge
Web Bridge
Web Bridge
A TLS Call
Bridge callbridge certs Web Bridge
webbridge3 c2w certs
A Web Bridge Web Bridge c2w webbridge3
c2w trust Call Bridge
Web Bridge Call Bridge
A Call Bridge Call Bridge  C2W Web Bridge
callbridge trust c2w
Web Bridge Call Bridge Web Bridge
A c2w
scheduler c2w certs <key - file> <crt - fullchain - file>
Web Bridge
A C2W Call Bridge
Call Bridge = Web Bridge TLS
Web Bridge 3 C2W
Call Bridge
A C2W
MMP
A Web Bridge C2W SAN/CN Call Bridge APl Web Bridge 3
c2w:/l URL FQDN IP
Call Bridge = Web Bridge
TLS Web Bridge
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CA FQDN
IP CA
c2w IP c2w
CA
A Web Bridge
Web Bridge
FQDN
CN SAN
A
4.6.2 Web Bridge 3
Cisco Expressway Call Bridge Web
Web Bridge Core
Meeting Server Meeting Server Edge
Web Bridge 3 Edge
Call Bridge Core Meeting Server
Web Bridge 3 Meeting Server
1. MMP  SSH
2. Web Bridge  Web
webbridge3 https listen <interface>:<port>
443
webbridge3 https listen a:443
3. webbridge3 https certs<key file> <full certificate chain file>
Web Bridge  Web HTTPS
webbridge3 https certs wh3 - https.key wb3 - https - fullchain.crt
4. c2w
webbridge3 c2w listen <interface>:<port>
9999
webbridge3 c2w listen a : 9999
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Web
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webbridge3 c2w certs C2W

<key file> <full certificate chain file>

webbridge3 c2w certs wb3 - c2w.key wb3 - c2w- fullchain.crt

CN SAN c2w FQDN
IP FAQ How do | configure

connection certificates for use with Web Bridge 3? Web Bridge 3
?

Web Bridge 3 C2W Web Bridge Call Bridge
Web Bridge
Call Bridge  Call Bridge Call Bridge
CA
Call Bridge
webbridge3 c2w trust <certificate bundle>
Web Bridge  c2w

webbridge3 c2w trust wh3 - c2w- trust - bundle.crt
HTTP

webbridge3 http - redirect enable
Web Bridge

webbridge3 enable

Bridge Meeting Server

4.6.3 C2W Call Bridge

Cc2w

Call Bridge Web Bridge
Web Bridge Call Bridge
Call Bridge  C2W Call Bridge

Web Bridge  Web Bridge C2W Web Bridge C2W

1.
2.

Web Bridge C2W ( )
Call Bridge Meeting Server MMP
Call Bridge Call Bridge

callbridge

Call Bridge
Call Bridge c2w
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4 MMP

3. callbridge trust c2w <certificate bundle file> Web

Bridge c2w Call Bridge  C2W

callbridge trust c2w c2w - callorige  -trust - store.crt

Call Bridge Meeting Server API

Web Bridge
4. Call Bridge
callbridge restart
4.6.4 Web Bridge Call Bridge
Meeting Server APl Web Bridge Web Bridge
Web Bridge c2w Call Bridge
Meeting Server  Web API
1. Meeting Server Web [ Configuration ]>
[API]
2. webBridges

Status w Configuration W Logs w

API objects
This page shows a list of the objects supported by the APl. Where you see a » control, you can expand that sectio

Filter | webbridge | (13 of 126 nodes)

/api/vl/system/profiles/effectiveWebBridgeProfile »
/api/vl/tenants/<id>/effectiveWebBridgeProfile
/api/vl/webBridgeProfiles M
/api/vl/webBridgeProfiles/<id>
/api/vl/webBridgeProfiles/<id>/ivrNumbers
/api/vl/webBridgeProfiles/<id>/ivrNumbers/<id>
/api/vl/webBridgeProfiles/<id>/webBridgeAddresses
/api/vl/webBridgeProfiles/<id>/webBridgeAddresses/<id>
/api/vl/webBridges »

/api/vl/webBridges/<id>
/api/vl/webBridges/<id>/effectiveWebBridgeProfile
/api/vl/webBridges/<id>/status

| /api/vl/webBridges/<id>/updateCustomization
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4 MMP

3. /api/vl/webBridges A
4. | Create new ] Web Bridge
Status w Configuration W Logs W
| « retum to object list |
/api/v1/webBridges
ud (| |(URY
callBridgeGroup (] | || Choose |
webBridgeProfile [ | || Choose |
!
5. c2w://<Web Bridge FQDN>:<c2w port> Web Bridge  C2W
FQDN URL
c2w://lcmsedgel.company.com:9999
FQDN CN Web Bridge 3 C2w
SAN Web Bridge
c2w IP IP c2w
SAN CN 1P
6. | Create | Web Bridge
Web Bridge Web Bridge
1 Web Bridge
4.7 TURN
TURN Call Bridge Web
A Web
A Web TURN Cisco Expressway
TURN Call Bridge
Cisco Expressway Web Proxy for Cisco Meeting Server (X12.6)
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4 MMP

A Meeting Server Edge Edge TURN
TURN

TURN Call Bridge

4.7.1 TURN
1. MMP  SSH

2. TURN 3.1
TURN
TURN TURN
TURN
Web
Meeting Server Edge

turn short_term_credentials_mode enable

3. TURN

turn short_term_credentials <shared secret> <realm>

Call Bridge TURN

turn short_term_credentials mysharedsecret example.com

TURN
4. TURN /
NAT TURN
IP TURN
turn public - ip <ip address>
TURN IP
turn public -ip 5.10.20.99
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5. turn listen <interface allowed list>

turn listen a
6. 3478 TURN TCP

turn tls <port|none>

turn tls 3478
TCP 3478

7. TURNTCP

Web Bridge

TURN TCP

TURN
file> <ca cert>.

4 MMP

TURN
Web Bridge
TURN

TURN TCP

TURN TCP

TURN
CA

turn certs <key file> <certificate

turn certs turnCert.key turnCert.crt CAbundle.crt

TURN

Web Bridge 3

8. TURN

turn enable

Edge Server

Edge Meeting Server

TURN /
4.7.2 TURN Call Bridge
TURN Call Bridge
TURN Web Skype for Business

Skype for Business

Lync/Skype for Business

Cisco Meeting Server 3.7
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Dial%20Plan%20Configuration-Lync-S%2BR%20only_TR.htm
Dial%20Plan%20Configuration-Lync-S%2BR%20only_TR.htm

Call Bridge Meeting Server API TURN
TURN

Web API

1. Meeting Server Web
[API1]

2. turn

atlear]n,
Cisco

Status v Configuration w Logs W

API objects

4 MMP |

turnServers

Meeting Server

[ Configuration ]>

This page shows a list of the cbjects supported by the AP Where you see a P control, you can expand tf

Filter [turn | (3 of 126 nodes)

/api/vl/turnServers »
/api/vl/turnServers/<id>
/api/vl/turnServers/<id>/status

3. [apilvl/turnServers
4. | Create new |
vl
CISco
Status v Configuration w Logs »

« return to object list

/api/v1/turnServers

turnServer

serverAddress [ |

I JLJLJ

useShortTermCredentials [

sharedSecret [ |

type [ |<unset> v
R

callBridge (] | || Choose |
callBridgeGroup () | || Choose |
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5. TURN

serverAddress - Call Bridge
TURN
Call Bridge  TURN

- nothing.local

clientAddress -

DNS
TURN  NAT

useShortTermCredentials -
TURN

sharedSecret -

sharedSecret

type -
UDP 3478

TURN
IP DNS

TURN

NAT

true

3 TURN

TCP 443

Meeting Server Web Edge

cms

tcpPortNumberOverride 6 443

TURN TCP

standard

TURN

4 MMP

128.8.5.2

turn tls

Call Bridge  TURN

serverAddress

Create ]

TURN
TURN

4.8 MeetingApp

Meeting Server
Web

Meeting Server

MeetingApps

TURN

MeetingApps

TURN

Web
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Meeting Server

65



4 MMP

1. MMP  SSH

2. MeetingApps

meetingapps https listen <interface> <port>

A MeetingApp

A MeetingApp API
https://hostname/IP address:port/api/ping

3. MeetingApp

meetingapps https certs <key - file> <crt - fullchain - file>

CA
CSR
Cisco Meeting Server

4,

meetingapps gensecret

Web Bridge
Web Bridge

5. MeetingApps

meetingapps enable
6. MeetingApp Web Bridge

Web Bridge

webbridge3 disable

7. Web Bridge
MeetingApp
MeetingApp Web Bridge

webbridge3 meetingapps add <hosthame> <port> <secretkey>

Meeting Server MeetingApps hostname meetingapps

gensecret
8. Web Bridge

webbridge3 enable
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4 MMP

4.9 MMP LDAP
Idap useradd MMP LDAP
TLS
Meeting Server
Web Web SSH
SFTP
CAC LDAP
LDAP MMP
LDAP MMP user
add LDAP
LDAP [ldap ]
user add <username> ( admin|cryptolaudit|appadmin|api) [Idap]
Meeting Server API LDAP
Idap LDAP
LDAP
LDAP Meeting Server LDAP
LDAP
1
Meeting Server Idap [IPv4/IPV6
Microsoft AD LDAP Open LDAP
LDAP
Meeting Server
MMP Command Reference Guide MMP
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5 LDAP

5> LDAP

Web Meeting Server LDAP
Microsoft Active Directory = OpenLDAP Oracle Internet Directory
LDAP3 Meeting Server LDAP
LDAP
Meeting Server Web
LDAP LDAP
LDAP/AD Meeting Server LDAP/AD

userPrincipalName
$userPrincipalName$

$UserPrincipalName$ LDAP
2.1 Meeting Server Oracle Internet Directory LDAP
3 Web API
Meeting Server Oracle Internet Directory
Meeting Server LDAP LDAP
/ldapServers POST /ldapServers/<ldap server id> PUT
usePagedResults false
5.1 LDAP
LDAP Meeting Server
LDAP Meeting Server
Yy
Y 11
\a =
Y B
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5.2 Meeting Server

LDAP
Meeting Server
API

Web
Active Directory

Meeting Server

API LDAP

LDAP

Call Bridge
Web

API
Call Bridge

5 LDAP

Web

1 LDAP

Active Directory

1. Web

A

A Port =

A Username =

Meeting Server

[ Configuration

LDAP

LDAP
636

DN

Address: Idap.example.com
Port: 636

] > [Active Directory]

Username: cn=Fred Bloggs,cn=Users,OU=Sales,dc=YourCompany,dc=com

Password: password

Meeting Server LDAP

636

389 Meeting Server

636

LDAP

636
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5 LDAP

LDAP MMP  tls [dap
TLS

A Base Distinguished Name = LDAP
DN

cn=Users,dc=sales,dc=YourCompany,dc=com
A Filter = LDAP [
Filter ] rfc4515

mail=*

fred.blogg test

(I(mail=fred.bloggs*)(mail=test*))
fred.blogg

(((mail=fred.bloggs*))

memberOf

memberOf=cn=apac,cn=Users,dc=Example,dc=com
APAC

(&(memberOf=cn=apac,cn=Users,dc=Example,dc=com)(objectClass=person))

LDAP_MATCHING_RULE_IN_CHAIN /
1.2.840.113556.1.4.1941

(&(member0Of:1.2.840.113556.1.4.1941:=cn=apac,cn=Users,dc=Example,
dc=com)(objectClass=person))
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LDAP
!

(&(objectCategory=person)(objectClass=user)(!(cn=Administrator))(!(cn=Gues
1))(!/(cn=krbtGT)))

krbtgt sAMAccountName

(&(objectCategory=person)(objectClass=user)(!(cn=Administrator))(!
(cn=Guest))(sAMAccountName=*))

krbtgt sAMAccountName

(&(objectCategory=person)(objectClass=user)(!(cn=Administrator))(!
(cn=Guest))(!(cn=krbtgt))(sAMAccountName=*))

(I(

(&(objectCategory=person)(objectClass=user)(|(cn= accountname)
(cn=anotheraccountname)))

=CN=XXXXX

(&(memberOf:1.2.840.113556.1.4.1941:=cn=groupname,cn=Users,
dc=example,dc=com)(objectClass=person))

Meeting Server

5 LDAP

LDAP
URI URI
2 URI URI
ID WebRTC ID
LDAP
$<LDAP field name>$
71
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5 LDAP

$sAMAccountName$@example.com

fred@example.com

LDAP
[ Configuration ]>[Active Directory] [
Field Mapping Expressions ] JID
ID JID JID
JID LDAP
LDAP
JID [
Import Settings ] [ Filter ] & AND

<attribute name>=*)

JID $sAMAccountName$@company.com

cn=Sales cn=Users dc=company dc=com

(&(memberOf=cn=Sales,cn=Users,dc=company,dc=com)(sAMAccountName=*))

5. Active Directory [ Sync now ]
API Cisco Meeting Server API
LDAP
6. [ Status > Users |
LDAP ou Web
[ Configuration ] > [Active Directory] [
Corporate Directory Settings ] [ Searcher OU
Restrict Search to Searcher OU ] ou
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5 LDAP

5.3

88 ID
1. LDAP space

2. LDAP_MATCHING_RULE_ IN_CHAIN /
1.2.840.113556.1.4.1941

(&(memberOf:1.2.840.113556.1.4.1941:=cn=space,cn=Users,dc=lync,
dc=example,dc=com)(objectClass=person))

I
cisco

Active Directory Configuration

Active Directory Server Settings

Address 192.168.100.102 |
Port |3268 |
Secure connection |

L |cn=Administrator, cn=Users, dc=example, dc=com |

Password sesessees cancel

Confirm password sssssssss |

Corporate Directory Settings
Restrict search to searcher OU ¥/

Import Settings

Base ished name |dc=example, dc=com |

Filter |(&(memberOf:1.2.840.113556.1.4.1941:cn=space, |

Field Mapping Expressions

Display name $cn$

L |$sAmA le.com

|

|

Space name |$sAMAccountName$.space |

Space URI user part | |

Space secondary URI user part | |
Space call ID [885telephonehunbers ]

| Submit | | Sync now |

cn = Fred Blogs
TelePhoneNumber = 7655
sAMAccountName = fred.blogs

[ Status ] > [ Users |

Fred Blogs | fred.blogs@example.com

[ Configuration ]>[ space |

fred.blogs fred.blogs.space
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5.4

LDAP

nonMemberAccess true

nonMemberAccess false

LDAP
2 nonMemberAccess /ldapSources POST
/ldapSources/ <ldap source id> PUT false
Y" nonMemberAccess /ldapSources/<ldap source id>

5 LDAP

GET

2.4
LDAP
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6.1

Meeting Server

Server

11 SIP

Lync

SIP
example.com

SIP Lync
Meeting Server

Lync
Meeting Server Lync
IP

vc.example.com

6 ocaeWel by

SIP Lync FE
Meeting

SIP

Lync

11
Aype/Lync S8 T o ~ | [al] Cisco Meeting Server Web 7 7)sr—> 3y -
gg: Firewall
H—/\— / \
| webBridge3 || TURN#—n— | DMZ
/ Cisco Meeting Server
Firewall
g wa
Call Bridge
Taie / A Cisco Meeting Server
H—/\—
Skype/Lync 2547k
Key: QI
AF4T
;. HT-TRS
SIP i@ @
— ESPYIFUVY REICEFS NI SIP
EFAIVRRIV b
Lync FE Meeting Server SIP
SIP Lync Meeting Server
Cisco Meeting Server Web
vc.example.com SIP
meetingserver.example.com
Lync FE Meeting Server
75
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6 ocaeWel by

Office 365 Lync Cisco Expressway
Expressway
SIP example.com Lync
meetingserver.example.com Web Meeting
Server SIP
Meeting Server example.com Lync FE

vc.example.com SIP

Meeting Server  Web 2
Meeting Server
7 8
6.2 Web
Meeting Server
Web
Web [ Outbound calls ] [ Incoming
calls 1 2 Meeting Server
[ Outbound Calls ] [
Incoming calls ]
[ Incoming calls ] /
2
6.2.1
[ Outbound Calls ]
Nmim
cisco
Status v Configuration v Logs v User: teresa ¥
Outbound calls
Filter | || Submit || Clear |

call
SIP proxy to use Local contact domain Local from domain Trunk type Encryption  Tenant Bridge

Scope
Lync Stop edit]

‘ | I [ [Standard SIP v [ [Stop ] | [0 || . Add New
o —— e [Reset

| Delete |

1 | lync.example.com <none; call directly> callbridge1.example.com example.com
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6 ocaeWel by

[ Domain ]
example.com *.com
[ SIP SIP proxy to use | /
SIP
[ Local contact domain ]
URI
Lync Lync
SIP [
Local contact domain ]
Lync
Lync
ID/ ID
CiscoExpressway Avaya Manager Lync
SIP
SIP SIP Avaya Lync 3
Meeting Server Avaya PBX
Meeting Server Avaya
avaya
[ Behavior ] [ Priority ]
STOP
[ Encryption ] | Auto ] [ Encrypted ] | Unencrypted ]
[ Encryption ] [ Auto ] LS
Call Bridge TCP
Lync [ Encryption ]
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6 ocaeWel by

6.2.2
[ Incoming Call ] 1 [ Call
Matching ] [ Call Matching ]

Meeting Server SIP Meeting
Server IVR Web

meetingserver.example.com
Web

AL
cisco

Stalus ¥ Configuration ¥ Logs ¥

Incoming call handling

Call matching
Targets Lync Simplejoin
(] | meetingserver.example.com 10 yes yes [edit]
o [yesv] [yes v] o v [no ~] [Add New | Reset |
name.space@meetingserver.example.com name.space
IP
IP
1
2 @ URI
y URI
IP
Y [ Domain |
Call Bridge

¥y [Call matching]
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6 ocaeWel by

6.2.3
Lync
exa*.com
[ Priority ]
[ Forwarding domain ]
[
ID Caller ID ] ID
ID [ pass through ] ID

[ use dial plan ]
ID

lync.example.com

Call forwarding
Domain matching pattern Rewrite domain Forwarding domain
lync. example.com 50 forward pass through no [edit]
| ‘ |[] | reject jl use dial plan j no jl ‘ [ Add New ] [ Reset I
3
Yy
A Raw 1 - $1
A 1 - $1
A Phone 2 $1 $2
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URI 44 1

vesl ($1/01) $2@vcsl
($1/441) 90044%$2@vcs2
vcs2
7 ($2/441)($2/771) 90044%$2{}123@mobilevcs
90044
123@mobilevcs
($2/(\d){6,}) $1@vcs3
@vcs3
+ 00 ($2/\+(\d)+/) $1{/\+/00/}
($2/(% $1{/@example.com$/
(*)@example.com @example.com/) .endpoint@vc.example.com/ }
\1.endpoint@vc.example.com
1 Meeting Server Web [ Configuration ]>][
Outbound Calls ]
+1 1
Call Bridge +44 Call Bridge
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7 saeWe l b SIPo 7 A4 a0 r

7 SIP

7.1
SIP Meeting Server
7.2 Meeting Server SIP
Meeting Server SIP
Meeting Server
12 Meeting Server SIP

Cisco Meeting Server

Call Bridge

SIP k5% E55: 88001@meetingserver.example.com

Rule: 88*@meetingserver.example.com

SIP M

SIP EF AT Rik1 > d 88001@meetingserver.example.com (C41 )L L
T. Meeting Server T/RAMEN 23—l 88001 [ZEMLFT

SIP ET7 TRARA b
name@vc.example.com

7.2.1 SIP
SIP Cisco VCS
Cisco Unified Communications Manager
Cisco Unified Communications Manager Cisco Meeting Server
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1.

VCS

2. Meeting Server

a.

b.

7 ocaeWe l by

[VCS VCS Configuration > | Zones |>| New

A H.323 Mode = Off
A SIP Mode = On

A SIP Port =5060 TLS 5061

A SIP Transport = TCP TLS
A SIP Accept Proxied Registrations = Allow
A Authentication Policy =

A S|P Authentication Trust Mode = Off
A Peer 1 Address = Call Bridge P

3. Meeting Server

meetingserver.example.com SIP

Server

a.

1.2.2

[VCS VCS Configuration ]>[
Search rules ]

Meeting Server EP

A Source = Any

A Request Must Be Authenticated = No

A Mode = Alias pattern match

A Pattern Type = Regex

A Pattern String = .*@meetingserver.example.com
A Pattern Behavior = Leave

A On Successful Match = Stop

A Target = Meeting Server

Meeting Server

1. Meeting Server  Web

2. Meeting Server

a. [ Configuration > space ]

Dial Plan 1> [

SIPp 2 AYaelr

]

Meeting
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7 saeWe l b SIPo 7 A4 a0 r

b.
A Name <string> Call 001
A URI =<user part of the URI> 88001
API API

3. Meeting Server

a. | Configuration ]>[ Inbound Calls ]

A = <FQDN of the Meeting Server>
meetingserver.example.com

A Targets spaces = yes
A Targets IVRs = yes

A Targets users = yes
A Targets Lync = yes 8.1.2
Web Admin [ Inbound calls ]
6.2.2
4. VCS SIP
a. [ Configuration J>[ Outbound Calls ]
Al Domain ]=<domain to match> example.com *.com
A SIP = <the IP address or FQDN of your VCS>
A =
Lync
8.1.2

A = <FQDN of the Meeting Server>
A = SIP

Web Admin [ Outbound calls ]
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7 saeWe l b SIPo 7 A4 a0 r

SIP Meeting Server 88001
88001 @meetingserver.example.com
Meeting Server  SIP 8 Lync
Y 7.3
¥y Cisco CTS TIP 7.4
Y IVR 7.5
7.3 SIP
Meeting Server Meeting Server Lync SIP
Web [

Configuration ]>[ Call settings ]
1. Web [ Configuration ]>[ Call

settings ]
2. [SIP SIP media encryption ] [ allowed ] [

required | disabled ]
3. SIP CMA Web
4. SIP [
Apply to Active Calls ]
SIP [ Submit ]

Web [SIP SIP Encryption ] [

Configuration ]>[ Outbound Calls ]

SIP

TLS API

7.4 TIP
Cisco CTS TIP
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7 ocaeWe l by

SIPp 2 AYaelr

1. Web [ Configuration 1> Call settings |
[SIP SIP Settings ] TIP Telepresence
[ enabled ]
Call settings
Call settings
SIP media encryption | allowed |
SIP call participant labels | enabled v |
Audio packet size preferred (20 ms v |
SIP settings
TIP (Telepresence Interoperability Protocol) calls | enabled v |
2. [SIP Bandwidth Settings] 4000000
Bandwidth settings (SIP)
Rx bandwidth 4000000 |
Tx bandwidth |4000000 |
3. Submit ]
7.5 IVR
IVR
IVR
ID
ID
PIN
PIN
ID 3
IVR
1. Web [ Configuration ]>] General ]
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2. [IVR]

A VR numeric ID = <numeric call ID that users call to reach the IVR>

A Lync ID =
3. [ Configuration ]>[ Incoming Calls ] Target
IVRs = "yes" IVR
4. Meeting Server
SIP
7.6
8 Meeting Server Lync
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8 saWe !l b Lync/Skype for Business

8 Lync/Skype for

Business
Microsoft Lync Microsoft Skype for Business
Call Bridge  Lync Edge Call Bridge
Call Bridge Lync
Lync Edge  TURN
Lync Lync
12 TURN 1
12
8.1 Meeting Server Lync
Lync Meeting Server
7.2
/URI
13 Meeting Server Lync

Cisco Meeting Server

Call Bridge

Call 88001 ¢

EEEUE
SIP b5y

EiE: 88001@meetingserver.example.com

Rule: 88*@meetingserver.example.com =
! —— | Lync 754 7~ 88001@meetingserver.
o example.com (C¥ 1)L LT Meeting Server T/RR

LynC FE r&h33—)L 88001 (CEMLET
tH—) \“—\ @
o o e
Lync clients:

name@example.com
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8 saWe !l b Lync/Skype for Business

8.1.1 Lync FrontEnd FE

Lync FE Meeting Server
Cisco
Lync
Lync FE
Lync FE Meeting Server
Lync Meeting Server Meeting Server
Meeting Server Lync Meeting

Server Lync FE
1. Lync Server
2. Meeting Server

New CsTrustedApplicationPool - ldentity fqdn.meetingserver.com - ComputerFqdn

fgdn.meetingserver.com - Registrar fqdn.lyncserver.com -site 1 -

RequiresReplication $false - ThrottleAsServer $true - TreatAsAuthenticated

$true

A fgdn.meetingserver.com Meeting Server FQDN

Call Bridge CN

A fgdn.lyncserver.com Lync FE FE FQDN
3. Meeting Server

New CsTrustedApplication - Applicationld meetingserver - application -

TrustedApplicationPoolFgdn fgdn.meetingserver.com - Port 5061

A meetingserver - application
A fgdn.meetingserver.com Meeting Server FQDN

4. Meeting Server Lync FE

$x=New- CsStaticRoute - TLSRoute - Destination "fqgdn.meetingserver.com” -
MatchUri "meetingserver.example.com"” -Port 5061 - UseDefaultCertificate
$true
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8 saWe !l b Lync/Skype for Business

A fgdn.meetingserver.com Meeting Server FQDN
A meetingserver.example.com Meeting Server
URI

5.

Set - CsStaticRoutingConfiguration - Identity global - Route @{Add=$x}
6. HTTP 8090 HTTPS 8181

Lync

VGA HD720p Lync HD720p

Set - CsMediaConfiguration - MaxVideoRateAllowed Hd720p15M
7.

Enable - CsTopology

HD720p
8.1.2 Meeting Server
1. Meeting Server Web [ Configuration ]
> [ Outbound Calls ]
2.
a. [ Domain ] Lync
Lync example.com
b. [ SIP SIP Proxy to Use ]
IP FQDN
A
DNS SRV
_sipinternaltls._tcp.<yourlyncdomain>.com
A Lync sip IP
FQDN DNS SRV
_sipinternaltls._tcp < >.com
SRV DNS A
A Lync FE IP FQDN
c. [ Local Contact Domain ] Meeting Server
FQDN

meetingserver.example.com
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8 saWe !l b Lync/Skype for Business

Lync

d. [ Local From Domain |
ID meetingserver.example.com
[ Local From Domain ]
ID [ Local Contact
Domain ]
e. | Trunk Type ] Lync
f. [ Behavior ]
[ stop |
[ continue |
g. Priority ]
h. [ Encryption ]
SIP [ Auto T |
Encrypted ] [ Unencrypted ]
i [ Add New ]
Call Bridge API
Lync Meeting Server Meeting Server Lync

Lync
88001@example.com

8.2 SIP

SIP Meeting Server

7.2

SIP
<call_id>@meetingserver.example.com

Meeting Server

Lync

Lync

88001

Meeting Server
8.1

Lync

Cisco Meeting Server 3.7
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14 Meeting Server SIP

Cisco Meeting Server

Call Bridge

1 1
SIP bZ>Y
Rule: 88*@meetingserver.example.com
Rule: 88*@meetingserver.example.com
SIP
7 44
uq:fﬁlhﬁu Calls: 88001@meetingserver.example.com -U-_/ \*_

Calls: 88001@meetingserver.example.com

SIP Video Endpoints
name@vc.example.com

Lync/Skype for Business
Lync
fEENn?
SIP vy
Lync FE

®

.

Lync 7547k
name@example.com

8.3 Lync SIP
2 7.2 8.1
Lync  SIP
Meeting Server
[ Outbound Calls ] Meeting Server Cisco VCS
SIP Lync  SIP
Meeting Server
Meeting Server Lync
FE Cisco VCS Avaya CM Polycom DMA SIP
SIP
Cisco Meeting Server 3.7 Meeting Server 91



8 saWe !l b Lync/Skype for Business
15 SIP Lync
Cisco Meeting Server
\ Call Bridge
d—JL% Lync ¥—/\—(C
1
SrALah NS SIP
SIP RSvy hI¥7
BRIL—ILCEDI-ILE - | -
Meeti?g Server [CUFALT
SIP
] et &)
Calls: name@example.com ‘L o e e
J-LoEE

SIP EFH4 TYRRAVBH
name@vc.example.com

Y Lync <name>@vc.example.com
meetingrooml@vc.example.com
Yy SIP <name>@example.com

roberta.smith@example.com

8.3.1 Lync Front End

Lync SIP
Y Meeting Server Lync
8.1 Lync
Lync SIP
8.3.2 VCS
SIP Lync
Yy VCS SIP

Meeting Server

SIP Lync

Lync 25147k~
name@example.com

SIP

Lync

@vc.example.com

@example.com
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8.3.3 Meeting Server
Meeting Server 2 SIP
Lync 2
1 SIP 1
Lync
1. Web [ Configuration ]>[

Incoming Calls ]

2. | Call forwarding ] 2
a. vc.example.com
A Domain matching pattern ] = vc.exa*.com
*
A Priority ] = <number>
0
2
Al Forward ] = forward
(
A ID Caller ID ] = use dial plan
A Rewrite Domain ] = no
yes [ Forwarding domain ]
[
Forwarding domain ]
A Add new ]
b. example.com
Al Domain matching pattern ] = exa*.com
A <number>
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Al Forward ] = forward
Al ID Caller ID ] = use dial plan
Al Rewrite Domain ] = no
Al Add new ]
3. Configuration ]>[ Outbound calls ] 2
a. SIP vc.example.com
7.2.2 4
A Domain ] SIP
SIP vc.example.com
A SIP = <the IP address or FQDN of your VCS>
A =
A = <FQDN of the Meeting Server>
A = SIP
Al Add New ]
b. Lync example.com
8.1.2
Al Domain ] Lync
Lync example.com
A SIP SIP Proxy to Use ]
P FQDN
A
DNS SRV
_sipinternaltls._tcp.<yourlyncdomain>.com
A Lync sip IP
FQDN DNS
SRV _sipinternaltls._tcp.<yourlyncdomain>.com
SRV
DNS A
A Lync FE IP FQDN
A Local Contact Domain | Meeting
Server FQDN meetingserver.example.com
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Lync
Al Local From Domain ]
ID Call Bridge
FQDN meetingserver.example.com
[ Local From Domain ]
ID [
Local Contact Domain ]
A Trunk Type ] Lync
A Behavior ]
[ stop ] [ continue ]
A Priority ]
Al Encryption ]
SIP [ Auto ] |
Encrypted ] [ Unencrypted ]
A Add New ]
SIP <name>@example.com Lync
Lync <endpoint>@vc.example.com
SIP
8.4 WEB SIP Lync
Web Lync
Web Meeting Server LDAP
LDAP Lync Web
Meeting Server Lync Lync
Web
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fred@example.com Lync FE
Meeting Server
Meeting Server

Meeting Server fred@example.com

Meeting Server

fred

fred@xxxx XXXX
Incoming Calls ]
Web Lync
[ Domain name |
Lync FE example.com
[ Call forwarding [
Domain matching pattern ] Lync
lync.example.com fred@example.com Web
fred@lync.example.com Fred Lync
8.5 Lync Edge Lync
Lync Edge NAT
Meeting Server Lync Edge
Lync Edge  Meeting Server Lync
TURN/ICE
8.5.1 Lync Edge
Meeting Server Lync Edge
16
1. Call Bridge Lync FE SIP
2.
3. Call Bridge Lync FE
4. FE MRAS URI Lync Edge
MRAS
5. Lync
6. Call Bridge Lync FE Lync
Edge MRAS MRAS
7. Lync FE Call Bridge UDP TCP
MRAS URI
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8. Call Bridge DNS MRAS URI STUN Lync
Edge
9. UDP 3478  CallBridge Lync Edge TURN
Lync Edge Call Bridge

Call Bridge  Lync Edge

UDP 3478 32768 - 65535
16 Lync Edge Call Bridge
Lync 2547k
4 name@example.com
/
/
5
]
¥
58P
e e e e et ntatatntatatat ettt atatete® D717
A=

DMZ

@ UDP 3478
——A TCP 443
,/""/,V/"’

-
b

i
\J
0
N
-

Ll 4 ESZIS

{B#an> \.f_':/ 32768 -
sie k¥ | MRAS GaSIK
[ g }/ S e
|

|| [
34 |
1.4 g

|

1|
| 2
\ \

\ \ \
‘\\ \\\ \..'\ \.'v

Key:
~¢~1= 7 Control, TCP, 5061
< AF47
I7APoA—)b. AT A~k 5222
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8.5.2 Lync Edge Meeting Server
Lync Edge Meeting Server  Web
[ Configuration ]> [ General ] Lync Edge
Lync Edge Lync TURN/ICE
TURN
Meeting Server Lync Server Edge Lync
Lync Edge Meeting Server
1. DNS
DNS 1
2. LDAP
firsthame = "edge" second name =
"user"
3. Lync FE Lync
Lync
edge.user@lync.example.com
Lync
4. Meeting Server  Web [ Configuration ]>
[ General | Lync FE
Lync Edge Lync
5. [Number of Registrations]
1 Lync
Edge 1 Call Bridge
Lync Edge Server Meeting Server
1 Lync Edge
edge.user@lync.example.com
[ Number of Registrations ] 3 Edge
Lync
edge.userl@lync.example.com
edge.user2@lync.example.com
edge.user3@lync.example.com
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Lync Edge
edge.user@lync.example.com 1
Lync FE Call Bridge Lync
Lync Edge
Y Meeting Server Lync Edge Lync
Lync RDP
URI Lync
Y Lync AVMCU Lync FE Lync
Y Web Lync Edge Meeting
Server TURN
Y Lync Edge Lync ICE
Lync Edge
Cisco Expressway Lync Expressway
TURN
Y Lync Edge Lync Edge
Call Bridge Lync Edge
Meeting Server
Lync Edge Lync Edge
CMD
IP
route add T p 10.255.200.0 mask 255.255.255.0 10.255.106.1
10.255.200.0 10.255.106.1
10.255.106.1 Lync
Edge
Meeting Server Lync Edge
STUN
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8.6 Lync

NAT
Microsoft Lync

Meeting Server

8 saWe !l b Lync/Skype for Business

Call Bridge

Meeting Server Lync
1. Meeting Server FQDN DNS SRV _sipfederationtls._tcp.domain.com
Call Bridge P NAT
2. Meeting Server FQDN P DNS A
3. Meeting Server
a CN FQDN SAN
FQDN  SAN
SAN Lync CN SAN
b CA
Lync FE CA
CA Meeting Server Lync
Lync
c. CA
Cisco Meeting Server
d. B TCP 5061 UDP 3478

UDP 32768-65535 TCP 32768 - 65535

Meeting Server

1. [ Domain ] [SIP SIP
proxy | [ Trunk ] Lync
[ Local contact domain ] |
Local from domain ]
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8 saWe !l b Lync/Skype for Business

Lync
Lync
Server
Lync
8.7 Lync IVR
Lync
Lync Lync 1 Lync
FE
Lync Lync Skype for Business
Lync FE
Meeting Server Lync ID WebRTC SIP
Lync
Cisco Meeting Lync Lync
Meeting Server 1 Lync FE
1 Web Admin [
Configuration 1> General ] [Lync Edge settings]
1 API lyncEdge
TURN Lync Edge
Meeting Server FE
FQDN
Lync Meeting Server
_sipinternaltls._tcp.lync - domain Lync ID DNS
DNS DNS SRV _ sipinternaltls._tcp.lync - domain
DNS SRV dns app add rr<DNS RR>
dns app MMP
DNS
Lync FE 6
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6 Lync FE
1 Lync ID Call | Web Admin API IVR
Bridge IVR IVR
[IVR] [
Configuration ]>[ IVR
General ] [
Lync D resolveLync
Joining scheduled Conferencelds
true
Lync conferences by ID ]
[ allowed ]
2 SIP Lync [ Configuration ] > [ Set
ID Incoming calls ] resolveToLync
1 Conferences
r
Lync true
[ Lync
Targets Lync ] yes
3 Web Bridge Web Admin API Web Bridge
Lync ID Web Bridge
Web bridge Web Bridge
[ Configuration > resolveLync
General ] [ Conferenceld
Lync D true
Joining
scheduled Lync conferences by
ID ] [ allowed ]
Lync ID Call Bridge ID
Call Bridge ID ID
Lync Front End Call
Bridge ID Lync Lync
Front End
Lync ID Lync
Lync FE
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Lync Lync FE
Lync Lync
ID Lync FE
Lync
Meeting Server Lync Lync AVMCU
from: SIP PSTN
ID
Meeting Server
Lync PSTN / Lync
Lync

Meeting Server
SIP/H.323
join@example.com ID
WebRTC join.example.com ID
URI Microsoft
https://technet.microsoft.com/en - us/library/gg398638.aspx

8.8 Lync Call Bridge
Meeting Server API Lync Call Bridge
[callProfiles POST /callProfile/<call profile id >

PUT lyncConferenceMode

Call Bridge 1 dualHomecCallBridge

Call Bridge 1 Call Bridge = AVMCU
1 gateway SIP
AVMCU
lyncConferenceMode gateway
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9OBTPL o na we vo Office 365 £2aaeMwP py, L dpin

9 Office 365 OBTP

9.1
Office 365 OBTP
OBTP
Office 365
Microsoft Outlook Skype for Business
OBTP
OBTP
OBTP Skype for Business
Office 365 OBTP Office
365 Skype for Business Lync
Cisco Meeting Server IVR
Lync Cisco
Meeting Server IVR
Office 365 OBTP
2.2 Cisco TMS 15.5
Cisco TMS XE 5.5
9.2
Office 365 Call Bridge
TCP
443
Office 365 Meeting Server  Web
[ Configuration > Incoming calls ]
[ Lync
Targets Lync Simplejoin ] true Office 365
Lync Simple Meet URL Meeting Server
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9.3
OBTP Office 365
Office 365 Lync AVYMCU
OBTP

Meeting Server

Office 365 £2aeMwP py L dpn

Skype for Business

Skype for Business

Meeting Server

Meeting Server

ActiveControl

Lync AVMCU

Call Bridge
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10 Web Bridge 3

10 Web Bridge 3

Call Bridge = Web Bridge 3

Web
Web Meeting Server
10.2 Web
Cisco Expressway Web Web Bridge
Web Bridge SAN Web Bridge Expressway- C
A
Expressway  join.example.com Web Bridge

FODN A Web Bridge

SAN join.example.com

10.1 Web Bridge 3

7 Web 10.1.1
Web Meeting Server
17 Web

Clsco Meeting Server Web 7 7)) 77— 3>
WebRTC/HTMLS

TURN 7Y% 1P PRLR 45
32768 - 443 (& 80 -

cliﬂ;f:gdﬁa == 65535 8) NAT 7 7 72— —

TURN /8797 IP 7RLA iz
= / / LY =
TURN H—/\— Web Bridge 3 |
o / P TyTY—N— ‘
&> < S
“aaess. 5000 (+1024) R

/ PR
= =

0

/ 3 S 09690503 2 Key:
e 3 g o i3 s -2 ATk
Call Bridge ‘ 2080 2 ¢ X s HTIP sinaing
X — S
X
Core #—/\— “———b oW signating
O Arrowss nclcste droction of e fow
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7 Web

10 Web Bridge 3

Web Bridge 3 | Web 443 1 | TCP
HTTPS
Web Bridge 3 | Web 80 TCP
HTTP
Call Bridge Web Bridge 3
TCP
c2w
1 Web Bridge 3 https
10.1.1 Web Bridge 3
Web Meeting Server
1. Web HTTPS
2. [ Join meeting ] 3 [ Signin ]
4
3. [ Join meeting ] ID/URI
a. HTTPS Web Bridge 3 Web Bridge 3
c2w Call Bridge
b.
C. HTTPS Web
Bridge 3 c2w Call Bridge Call Bridge
TURN
d. Call Bridge TURN
e. Web TURN
f. Web Bridge 3 WebSocket c2w Call
Bridge Websocket
g. Call Bridge IP /
/ Websocket SDP
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h. ICE P /
Call Bridge / UDP
ICE TCP / TCP
i. Call Bridge TURN UDP
TURN TCP TURN TCP
UDP
4. [ Signin ]
a. HTTPS Web Bridge
Call Bridge
b. HTTPS
c 3c
24

10.2 Web Bridge 3

3.0 Web Bridge Web Bridge
Web Bridge Web Bridge
/web BridgeProfiles API Web Bridge
Web Bridge webBridge
Web Bridge 3 API Web Bridge  Web

Bridge
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10.2.1 Web Bridge

10 Web Bridge 3

Web Bridge 3 Edge
4.6 Web Bridge 3
Web Bridge 3
1. Meeting Server Web webBridgeProfile

a. Meeting Server Web [ Configuration ]

> [API]
b. API [apilv1l/webBridgeProfile A
c. [ Create new ]
d. [ name ] Web Bridge
e. Meeting Server Web Bridge Web Bridge

[resourceArchive]
f. [allowPasscodes] false

Web Bridge Web Bridge
ID/URI coSpace coSpace
true
. [allowSecrets] true false
Web Bridge Web
Bridge ID
coSpace coSpace
true
. [userPortalEnabled] true false
Web Bridge
Web Bridge
true
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i. [allowUnauthenticatedGuests] true false
true Web Bridge Web
Bridge false
true
j. [resolveCoSpaceCalllds] true false
Web Bridge
Web Bridge coSpace
coSpace  coSpace ID
true
k. [resolveCoSpaceUris] off domainSuggestionDisabled
domainSuggestionEnabled
Web Bridge coSpace
coSpace coSpace SIP URI
off URI
domainSuggestionDisabled Web Bridge URI
URI
domainSuggestionEnabled Web Bridge URI
URI
off
L[ Create |
2.
Web Bridge URI  Web URL
3.1 IVR Web Bridge
32 IVR Web Bridge 1 32 Web
Bridge
Web Bridge URI IVR web BridgeProfile
a. API [api/v1l/webBridgeProfiles A
b. [ View ] [Edit ]
C. webBridgeProfile
1 webBridgeProfile ID | Select ]
Web Bridge URI IVR Web Bridge
URL IVR

Cisco Meeting Server 3.7
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| « retumn to object list |
/api/v1/webBridgeProfiles/410c2b53-3135-4f58-8742-08e5b025675a/webBridgeAddresses

Related objects: /api/v1/webBridgeProfiles

Japilvl, 10c2b53-3135-4f58-8742-08e5b025675a
ev 1-1(of1) nex [ XML view |
object id label
b4311cfb-6071-4fe9-b684-f55¢197e4681 Pre-A

/api/v1/webBridgeProfiles/410c2b53-3135-4f58-8742-08e5b025675a/webBridgeAddresses

label (]|
address [ || (URL)

Create |

/api/v1/webBridgeProfiles/410c2b53-3135-4f58-8742-08e5b025675a/ivriNumbers

Related objects: /api/v1/webBridgeProfiles
[apifv 10c2b53-3135-4f58-8742-08e5b025675a

none - Table view | !

<?xml version="1.0"?>
i total="8"></i >

/api/v1/webBridgeProfiles/410c2b53-3135-4f58-8742-08e5b025675a/iviNumbers

d | Create ]
3. webBridgeProfile ID
A /apilvl/system/profiles
A /apilvl/tenants/< id>
A WebBridges /api/vl/webBridges/< id>
webBridgeProfile

a. API [apilvl/system/profiles A
b. [ View ] [Edit ]
C. webBridgeProfile [ Choose ]
d. webBridgeProfile

1

webBridgeProfile ID [ Select ]
e. [ Modify ]
f. webBridgeProfile ID [
Object configuration ]
Web Cisco Meeting Server Web
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11

3.0 Meeting Server
Meeting Server XMPP 3.0
XMPP 3.0 SIP
SIP SIP URI
SIP URI
11.1 SIP
A
SIP callLegProfile
coSpace defaultLayout
callLeg
A layoutTemplate
A callLegProfiles callLegs  qualityMain
callLeg
A XMPP 720p
1080p 3.0 MMP

streamer sip resolution

A callLegProfile  presentationViewingAllowed

A MMP recorder limit streamer limit

11.2 SIP

SIP Meeting Server Call Bridge
SIP
Meeting Server  Call Bridge
SIP
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4GB

1 A |

vCPU 4

RAM

720p 2 0.5 GB 1GB 40
1080p 1 1GB 2GB 20
16 100 MB 150MB 100
A vCPU
vCPU 4 RAM
4GB VM 3
9 SIP

4 4GB 50 37 100
4 8GB 100 75 200
8 8GB 200 150 200
A vCPU
A 720p vCPU 200
A 1080p vCPU 150
A vCPU 200
11.3
Meeting Server 2
A SIP
A Meeting Server SIP
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11.3.1 SIP
Meeting Server SIP
Meeting Server
SIP URI
SIP Meeting Server
SIP
A BFCP
A SIP
A SIP
A Meeting Server SIP
SIP TIP
11.3.2 Meeting Server SIP
Meeting Server SIP 3.0
NFS
Meeting Server
18 Call
Bridge Meeting Server
NFS
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2 3 NFS TCP UDP 2049
111

Meeting Server

MP4

NFS NFS spaces/<space ID;

tenant spaces are stored in tenants/><tenant ID>/spaces/<space |D>

18

H—I\—A

Call Bridge H—/\—B

MP4
A=< vhk

FybhT—=0 TP H—)\—
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19

==

Call Bridge

MP4 7 7
—vhk

FybT—2 TEAI H—I—

114 VM - SIP

Windows 2008 R2 SP1 NFS
windows

https://support.microsoft.com/en - us/kb/2485529

Microsoft Windows

A MMP Meeting Server

A API URI

1 MMP Meeting Server
1. 3.0

2. SSH MMP MMP

recorder
3. recorder nfs <hostname/IP> <directory> NFS

4. recorder resolution <audio|720p|1080p>
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Cordwdny

5. SIP TCP
TLS MMP recorder sip listen
<interface> <tcp - portlnone> <tls - port|none>
none
a. TCP TLS
recorder sip listen a none 6000
b. TCP/TLS 5060/5061
SIP TCP/TLS 5060/5061
Call Bridge
MMP callbridge listen
none Call Bridge
6. TLS SIP TLS
a. MMP recorder sip certs <key - file> <crt - file> [<crt - bundle>]
SIP TLS SIP TLS
7. TLS SIP  TLS
a. MMP tls sip trust [<crt - bundle>]
b. MMP tls sip verify enable
TLS TLS
8. MMP recorder
9. MMP recorder  enable
2 API URI
SIP API
sipRecorderUri API SIP Call
Bridge
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outboundDialPlan
recording.com

outboundDialPlan
outboundDialPlan

Cordwdny

URI
sipRecorderUri
Meeting Server

URI @
SIP recording@recorder.com
SIP
URI
URI
Meeting Server Web sipRecorderUri
1. Meeting Server Web [ Configuration ]>
[API]
2. API lapilvl/callProfiles A
3. callProfile
ID [sipRecorderUri] URI
SIP recording@recorder.com 1
SIP URI SIP URI
4, [recordingMode]
manual automatic
5 Modify ]
callProfile coSpace
callProfile
1. Web [ Configuration ]> [API]
a. API lapilvl/system/profiles A
b. [ View ] [Edit ]
C. callProfile [ Choose ]
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d. callProfile
callProfile ID
[ Select ]
e. | Modify ]
f. callProfile ID [
Object configuration ]
11.4.0.1 callProfile
recordingMode automatic sipRecorderUri
recording@recorder.com
recordingMode automatic
sipRecorderUri recording@recorder.com
Meeting Server Web [ Configuration ]>]

Outbound calls ]

SIP proxy to use Local contact domain Local from domain

recorder.com 10.209.131.45 <use local contact domain> Standard SIP | Stop a | Unencrypted | no [edit]
Standard SIP ¥ Stop v o Auto v Add New | Reset
5060/5061 SIP TCP/TLS
MMP [sipRecorderUri]

SIP praxy to use Local contact domain Local from domain u i Priority

~) | recorder.com 10.209.131,45:6000 <use local contact domain > Standard SIP Stop 0 Unencrypted no [edit]

‘, | StandardSIP ¥+ | | Sp v |0 Auto Gl || Add New [ Reset |
SIP TLS [
Encryption ] [ Encrypted |
115 SIP
y SIP [callProfile sipRecorderUri API
URI Meeting Server
/recorders
a. Meeting Server  Web [ Configuration ]>
[API]
b. API [callProfiles A
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d. sipRecorderUri

Yy API [callProfiles /callProfiles/<call profile id>

recordingMode

A automatic
A manual DTMF
A disabled

Yy callLegProfiles  recordingControlAllowed

Yy /dtmfProfiles /[dtmfProfiles/ startRecording stopRecording
DTMF <dtmf profile id>
API Cisco Meeting Server API
11.6
Y Meeting Server  Web [ Configuration ] > [API]
Yy API /callLegs A
\2 ID
callLegs/<call leg id> GET status recording
callLeg true false
11.7
Lync/Skype Microsoft

Cisco Meeting Server
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Meeting Server SIP Lync/Skype
Lync/Skype
Meeting Server ActiveControl

10 Meeting Server

Meeting Server
Lync/Skype
Meeting Server Lync/Skype
Web
Meeting Server Web
11.8 Vbrick
Meeting Server
Meeting Server

NFS Vbrick Meeting Server

NFS Vbrick
Rev

Rev
Rev

NFS
Vbrick NFS
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111

2 3 NFS

TCP UDP 2049

Meeting Server

11.8.1 Meeting Server

vCPU 2
4 4GB RAM VM
Call Bridge Meeting Server
NFS Meeting
Server NFS
mp4
NFS
Vbrick
NFS

/
Vbrick Rev API Vbrick Rev API
Call Bridge API Call Bridge Meeting Server
API
Trust Store Vbrick Rev Call Bridge

Meeting Server Web

Vbrick Rev  Call Bridge
122
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1 A | Yy orduwdgy

Call Bridge NFS 3 2049
Call Bridge  Web 443
Vbrick Rev Vbrick Rev API
443
11.8.2 Vbrick Meeting Server
NFS
1. Meeting Server MMP SSH
2. Vbrick Vbrick
Meeting Server
uploader disable
3. NFS
uploader nfs <hostname/IP>:<directory>
4. Meeting Server
Meeting Server
uploader cms host<hostname>
5. Call Bridge Meeting Server  Web
443
uploader cms port <port>
6. Call Bridge Meeting Server  API
uploader cms user <username>
7. 6
uploader cms password
8. Call Bridge Meeting Server  Web CA
crt- bundle
9. 8 Meeting Server
uploader cms trust <crt - bundle>
10. Vbrick

uploader rev host <hostname>
uploader rev port <port>

Cisco Meeting Server
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

11 A Cordwd gy
443
API Vbrick Rev
uploader rev user <username>
11
uploader rev password
Vbrick Rev CA
crt- bundle
13 Vbrick Rev
uploader rev trust <crt - bundle>
uploader access<Private|Public|AllUsers>
uploader cospace_member_access <view|editjnone>
Vbrick
userl@example.com
uploader recording_owned_by cospace_owner <true|false>
Vbrick
Vbrick Rev
MMP
uploader fallback owner <vbrick - user>
uploader comments enable
uploader ratings enable
uploader  downloads enable
Vbrick Rev

uploader initial_state <active|inactive>

uploader delete_after upload <true|false>

Meeting Server
uploader enable
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11 A ) ordwdgy

messageBoardEnabled

true

11.9
SIP 3.0
RTMP URL
RTMP URL
RTMP RTMP
Vbrick
RTMP RTMP
Vbrick
RTMP URL
3.1 SIP RTMP RTMPS
ATLS RTMP RTMP
3.1 RTMPS
tls MMP RTMPS TLS
TLS
RTMPS
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11 A ) ordwdgy

20

H—N—A

Call Bridge

H—/I—B

v

L J

ANty NPy TEhTILWS URL

Call Bridge
1~2
11.10 VM SIP
2
A MMP Meeting Server
A API URI
1 MMP Meeting Server
1 3.0
2. MMP  SSH MMP streamer
help
3. MMP streamer sip listen<interface> <tcp - portjnone>
SIP TCP
TLS <tls - portjnone>
none
a. TLS TCP
streamer sip listen a none 6000
b. TCP/TLS 5060/5061
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4, MMP streamer sip resolution<audio|720p|1080p>
720p
a. 1080p streamer sip resolution 1080p
1080p SIP
3,500,000 / Web
ul Configuration ][> [ Call settings ] >
SIP Bandwidth settings (SIP) ]
5. TLS SIP TLS
a. MMP streamer sip certs <key - file> <crt - file> [<crt -
bundle>]
SIP TLS SIP TLS
6. TLS
SIP LDAP RTMPS TLS
a. MMP tls sip trust [<crt - bundle>]
b. MMP tls  sip verify enable
TLS TLS
7. MMP streamer
8. MMP streamer enable
2 API URI
SIP API API
sipStreamerUri Call Bridge
outboundDialPlan URI
streaming.com sipStreamerUri
Meeting Server
outboundDialPlan
outboundDialPlanRules
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URI @

SIP
URI

streaming@streamer.com

Meeting Server Web

sipStreamerUri

1. Meeting Server Web [ Configuration ]>
[API]
2. API lapilvl/callProfiles A
3. callProfile
ID [sipStreamerUri] URI
SIP streaming@streamer.com 1
SIP URI SIP URI
4. streamingMode
manual automatic
5 Modify ]
callProfile coSpace

callProfile
1. Web Configuration ]> [API]

a. API lapilvl/system/profiles A

b. [ View ] [Edit ]

C. callProfile [ Choose ]

d. callProfile

callProfile ID
[ Select ]
e. [ Modify ]
f. callProfile ID [

Object configuration

]
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rtmps://mystream.com/live/app

1. Meeting Server Web

API

coSpace

URL

coSpace API

) orduwdgy

[streamUrl ]

Configuration ]>

[API]
2. API /apilvl/coSpaces A
3. coSpace coSpace ID
[streamUrl] RTMPS URL

4. | Modify ]

11.10.1
URL SIP

RTMP URL
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12 Cisco Meeting Server Web

Web SSO ID
SSO Web
1
OAuth gmail
Web Web Bridge SSO
SSO
SAML 2.0
Meeting Server SAML 2.0 HTTP- POST
HTTP- POST 3
HTTP- POST
SSO LDAP
12.1 Meeting Server Web SSO
SSO Meeting Server
SAML 2.0 Exchange
1 Meeting Server

Meeting Server

SSO authenticationld
ldap
2
$sAMAccountName$ authenticationld
IdapSync authenticationid [dapSync
[dapSync
IdapMapping / authenticationldMapping

$sAMAccountName$
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Meeting Server Web

a. Meeting Server Web [ Configuration ]>
[API]]

b. API /api/vl/ldapMappings A

c. [ Create new ] LDAP ID

afea ],
CISCO

Status w Configuration ¥ Logs ¥ User: testadmin ¥

/api/vl/ldapMappings

jidMapping D|
nameMapping D|

cdrTagMapping [ | |

coSpaceUriMapping [ ] |

coSpaceSecondaryUriMapping [ ] |

coSpaceNameMapping D|
coSpaceCallldMapping D|

authenticationIdMapping D|

d. authenticationldMapping $sAMAccountName$
[ Create | [ Modify ]
e. IdapSync
API /apilvl/ldapSyncs A
ID [ Create new | IdapSync
Meeting Server 1
f. API lapilvl/users A

/api/vl/userProfiles b
/api/vl/userProfiles/<id>
/api/vl/users 4

e et [ [

&

a474c231-bcB85-48¢f-99¢7-30357800a9bc baylee.moss@example.com
f2406d37-862d-4cal1-9ad4-5f5799128810 byron.bell@example.com
8ede7b2f-3472-4f08-8114-60ad834586df davis.walker@example.com
dfe720d2-b2b3-4d27-b0d9-97556bb051bc diamond.conley@example.com
bffcd08e-0e23-4c2e-869b-f48059¢62785 edith.lamb@example.com
e4a417d0-55f3-4cc3-839d-6a8f7ec482e6 esmeralda.coughlin@example.com
76b732d1-b012-49d2-b2bc-4b3902b52ddc frank.crowley@example.com
e3f6cbf3-2089-4705-8b7f-1670c67bafb4 gia.mahoney@example.com
5b29f430-ab0b-457a-a322-573967dc47a5 janessa.cardenas@example.com
71e3el6a-1adc-47e1-9f71-e1f1e99aebff keagan.christie@example.com
48a6640b-e913-464f-ac13-b60324613417 london.cowan@example.com
55bf73f6-7d40-4666-bb8a-3b32a80b4c95 marely.fitzgerald@example.com
9ebccaSa-2dd1-46dd-979a-16ce2b43e1f8 melissa.gleason@example.com
NEALNFLE F2A4 AAVA OAE4 WNAATIOAD AL manlhs mmarAadh A Avamanla ~aea
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g. authenticationld 1 [ ]
ldapSync authenticationld
/api/vl/users/a474c231-bc85-48cf-99¢7-30357800a9bc
Related objects: /api/vi/users
[api/vi/users/a474c231-bc85-48cf-99¢7-30357800a9bc/usercoSpaces
/api/vi/users/a474c231-bc85-48cf-99¢7-30357800a9bc/userCoSpaceTemplates
/api/vl/users/a474c231-bc85-48cf-99¢7-30357800a9bc/userProvisionedCoSpaces
Object configuration
userJid baylee.moss@example.com
name Baylee Moss
email baylee.moss@autotest.com
authenticationId baylee.moss
2
1.
Meeting Server xml
xml
xml
a. entitylD Web Bridge 3 https://<domain>
Web
Web Bridge 3
Web Bridge 3
b. https://<domain>:<port>/api/auth/sso/idpResponse entityld
Web Bridge HTTP- POST AssertionConsumerService
C. HTTP 8090 HTTPS
8181 AuthnRequest
d. HTTP 8090 HTTPS 8181
Web Bridge 3
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Meeting Server /

2.
Meeting Server
authenticationld $sAMAccountName$
uid
3
3 SSO zip
1. Meeting Server Meeting Server Web Bridge 3
SSO SSO_ <name>.zip zip
SSO_
Zip

a. idp_config.xml

b. config.json

A supportedDomains Meeting Server

1 supportedDomains
example.com

A authenticationldMapping fi Meeting Server  authenticationlds
2 uid
SSO Web
authenticationlds 1

A ssoServicePro providererAddress

2  entitylD
Web Bridge 3
C. sso_sign.key
Meeting Server AuthnRequest
d. sso_encrypt.key

Meeting Server
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zZip

2. SSO

zZip

>SS0

zZip

SSO

SSO

Zip

SSO

> SSO

zZip >

zZip

4 SSO
SSO zip

zip

Web Bridge 3

WinSCP SFTP

1. Zip

Meeting Server
2. a.SFTP
b. MMP  admin

c. zip

PUT sso_.zip<name>

d. SSH

e. MMP admin

f. Web Bridge 3
webbridge3 restart
3. SSO

MMP P

SSO_<name>.zip

MMP  IP

Web Bridge 3

Web

Web

ID

Web

Web

Web

Web

Web
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12.1.1 1 config.json

config.json

{
"authenticationldMapping" : "<parameter_from_task_2>",
" ssoServiceProviderAddress" : "https://<domain>:<port>",
"supportedDomains” : ['<domain1>","<domain2>"]

}

12.1.2 2

<domain>  <port>

<md:EntityDescriptor xmIns:md="urn:oasis:names:tc:SAML:2.0:metadata"
ID="https://<domain>:<port>" entitylD="https://<domain>:<port>">
<md:SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:NamelDFormat>urn:oasis:names:tc:SAML:2.0:nameid -
format:transient</md:NamelDFormat>
<md:AssertionConsumerService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP - POST"
Location="https://<domain>:<port>/api/auth/sso/idpResponse"> index="0"/>
</ md:SPSSODescriptor>
</md:EntityDescriptor>

12.1.3 3
xml
encryption signing
KeyDescriptor X509
ds:X509CertificateMIID**<omitted_key
text>**+gh</ds:X509Certificate>
AuthnRequestsSigned true 2

false

<md:EntityDescriptor xmIns:md="urn:oasis:names:tc:SAML:2.0:metadata"
ID="https://<domain>:<port>" entitylD="https://<domain>:<port>">
<md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">

<ds:Keylnfo xmins:ds=" http://www.w3.0rg/2000/09/xmldsig# ">
<ds:X509Data>
<ds:X509Certificate>...</ds:X509Certificate>
</ds:X509Data>
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</ds:Keylnfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">

<ds:Keylnfo xmins:ds=" http://www.w3.0rg/2000/09/xmldsig# ">
<ds:X509Data>
<ds:X509Certificate>...</ds:X509Certificate>
</ds:X509Data>

</ds:Keylnfo>

</md:KeyDescriptor>

<md:NamelDFormat>urn:oasis:names:tc:SAML:2.0:nameid -
format:transient</md:NamelDFormat>

<md:AssertionConsumerService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP - POST"
Location="https://<domain>:<port>/api/auth/sso/idpResponse"> index="0"/>

</md:SPSSODescriptor>

</md:EntityDescriptor>
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13 ActiveControl o 4 wr

13 ActiveControl

Meeting Server ActiveControl CE
8.3+ Cisco SX MX DX
ActiveControl
13.1 Meeting Server ActiveControl
Meeting Server ActiveControl
Yy
Yy
Yy
12
12
ActiveControl
Yy
Yy
13.2
Yy ActiveControl Unified CM 91 2 Unified
CM Unified CM

Unified CM 8.x ActiveControl

Yy ActiveControl SIP H.323
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13.3 ActiveControl

ActiveControl iX

IX

13 ActiveControl o 4 wr

SIP Session Description

Protocol SDP Meeting Server
ActiveControl
13.4 iX
Meeting Server
SIP iX
Y Unified CM 8.x Unified CM ActiveControl
Unified CM 8.x iX SIP
8.x iX
y ActiveControl
iX
¥y Cisco VCS Unified CM
Cisco VCS X8.1
Unified CM INVITE iX
13.4 SIP UDT
ActiveControl ubDT
ubDT
ubDT
Meeting Server ubDT
Meeting Server  Web [ Configuration ]> [API]
1. API /compatibilityProfiles A
2. ID
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13 ActiveControl o 4 wr

3. sip- UDT = false [ Modify ]
4. API /system/profiles A
5 View or edit ]
6. compatiilityProfile [ Choose ]
3 compatibilityProfile ID
7. [ Modify ]
13.5 Cisco Unified Communications Manager IX
SIP Cisco Unified Communications Manager iX
Unified CM  iX
SIP SIP SIP
SIP iX
1. [ Device ]>[ Device Settings ]>[SIP
SIP Profile ] [SIP Find and List
SIP Profiles ]
2.
a. SIP [ Add New ]
b. SIP [ Find ]
SIP
[SIP SIP Profile Configuration ]
3. [iX Allow iX Application Media ]
4.
5 ] Save ]
SIP SIP
1. [ Device ]>] Trunk ]
[ Find and List Trunks ]
2.
a. [ Add New ]
b. [ Find ]
[ Trunk Configuration ]
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13 ActiveControl o 4 wr

3. [SIP SIP Profile ] SIP

4. [ Save |

5. [ Apply Config ]

13.6 Cisco VCS iX
iX
Cisco VCS SIP UDP/IX [
On ]

Configuration ]>[ Zones |>] Zones |

2. [ Advanced parameters ]
[ Zone profile ] [ Custom ]

3. [SIP UDP/IX SIP UDP/IX filter mode ] [
On |

4. | Save ]

13.7 iX

12 X

Unified CM 8.x

9.1(2) Unified CM 9.x ActiveControl

Unified CM 9.1(2) ActiveControl

iX SDP
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14, 0na wh

14

Meeting Server MMP

Call
Bridge  API Call Bridge
Meeting Server Call Bridge
Web Bridge Call Bridge API
c2w Call Bridge Web Bridge c2w
Web Bridge Call Bridge
c2w Web Bridge
Web Bridge c2w

Web Bridge Web Bridge

Web Bridge

AT~
LRI
LY NN T
~

Call Bridge

C2W Connections

""""""" Call Bridge - Web Bridge
""""""" R ¥2—7 - Web Bridge

Call Bridge Meeting Server
1000 VM Meeting Server 150,000
Meeting Server 2000 200,000 2 3

Meeting Server
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Call Bridge API
API API
14.1
Call Bridge
Web Bridge
1. C2w
c2w Web Bridge
Web Bridge
SFTP
pki MMP
scheduler c2w certs <key - file> <crt - fullchain

scheduler c2w certs scheduler_c2w.key scheduler.cer
Web Bridge
Web Bridge

scheduler c2w trust webbridge _bundle.cer

Web Bridge
webbridge3 c2w trust <crt - bundle>
Call Bridge
2. HTTPS
HTTPS
API
Web Bridge API

14, 0na wh

Call Bridge

c2w

WebSocket

Meeting Server

- file>

SFTP

<crt- bundle>

HTTPS

Cisco Meeting Server 3.7 Meeting Server

142



HTTPS

scheduler https listen <interface> <port>

scheduler https listen a 8443

scheduler https certs <key - file> <crt - fullchain - file>

scheduler https certs scheduler_https.key scheduler_https.cer

MMP

scheduler email server <hostname|address> <port>
scheduler email server none

scheduler email username <smtp username>
scheduler email protocol <smtp|smtps>

scheduler email auth <enable|disable>

scheduler email starttls <enable|disable>

scheduler enable

scheduler status

cms> scheduler status
Status: enabled

Running

Database responsive at start
HTTPS configured

C2W configured

Email server  configured

O~NO U WN P

14, 0na wh
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10
11
12
13
14
15
16
17

18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33

14, 0na wh

Scheduler application status:
{
"status": "UP",
"components™: {
"c2w™ {
"status™: "UP",
"details": {
"guid™; "dc06c10f  -a220- 42d8- b4deb- f9be3d07faf4",
"webbridges™:  "webbridgel.mycompany.com:4443:CONNECTED,
webbridgel.mycompany.com:8443:CONNECTED,
webbridge3.mycompany.com:8443:CONNECTED"
}

g
"db": {
"status": "UP"
g
"mail": {
"status": "UP",
"details™: {
"location™: "smtp.mycompany.com:25"
}

ping™: {
"status": "UP"

}

}
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" Qos

Wy

159kade g "V

15 QoS

X.509 Meeting
Server
MMP
15.1 CAC
CAC
CAC
Meeting Server CAC SSH Web
13 MMP CAC
13 CAC MMP

cac enable|disable [strict] CAC

cac issuer <ca cert - bundle> CAC

cac ocsp certs <keyfile> <cer - | ocsp OCsP TLS

tificatefile>

cac ocsp  responder <URL> OCSsP URL

cac ocsp enable|disable CAC OCSP
15.2 OCSP
OCSP MMP
OCSP CAC
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59k2adz g "V a4 ~/ QoS

15.3 FIPS

FIPS 140-2 1
FIPS

14 FIPS MMP

fips enable|dis - FIPS 140-2
able FIPS

fips FIPS

fips test FIPS

15.4 TLS

SIP LDAP
Call Bridge

15 TLS MMP

tls <sip|ldap> trust <crt
bundle>

tls <sip|ldap> verify OCSP
enable|disable|ocsp

tls <sip|ldap>

15.5

MMP

Yy IP MMP

Y MMP
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159kadz g

15.6

MMP

MMP

Wy

QoS

SSH SSH
SSH

ssh rule

ADMIN

15.7 DSCP

Meeting Server DSCP
MMP

1. MMP

2. dscp (4|6) <traffic type> (<DSCP value>|none)
DSCP dscp 4 oa&m 0x22 IPv4

3. dscp assured (truelfalse)

dscp assured true

DSCP

DSCP Meeting Server
PC Client DSCP DSCP
Windows
DSCP

15.8 SSH

SSH SFTP Meeting Server
Meeting Server
Meeting Server
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59k2adeg "V a4 ~/ QoS
16 MMP
ssh server_key list Meeting Server

A ssh_host_dsa_key.pub

A ssh_host_ecdsa_key.pub
A ssh_host_ed25519 key.pub
A ssh_host_key.pub

A ssh_host_rsa_key.pub
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165 coauwr,

16 Cisco

Syslog 3.14
Meeting Server

A SIP

A

A

A

yrbHegawg g9y’ v z we

16.1 SIP

Web [ Logs 1>
SIP

10 30 24
Cisco Web Meeting Server

16.2

Meeting Server Meeting Server

Cisco

Meeting Server

A Meeting Server MMP
MMP 1P

Detailed tracing ]
SIP

FAQ

syslog live.json

SFTP

logbundle.tar.gz
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165 o4 uwr, yroHegawe gy vy zwe

A generate_logbundle
generatedlogbundle.tar.gz

generate_logbundle generatedlogbundle.tar.gz

=

SFTP MMP IP
2. MMP admin

3.
a. sftp get logbundle.tar.gz
b. sftp get generatedlogbundle.tar.gz
4. logbundle.tar.gz/generatedlogbundle.tar.gz
5. logbundle
6. Cisco
log bundle.tar.gz 1Kb SFTP
Meeting Server
live.json
16.3
generateKeyframe [callLegs /<call leg id>
Cisco
Web [ Configuration ]>[API]
1. API /callLegs A
2. ID
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id>/generateKeyframe

4. | Create ]

16.4 syslog

syslog 15

Meeting Server 2000

165 o4 uwr, yrbotHegawe g9y’ V.

/callLegs/<call leg

2020- 08- 06T13:21:39.316Z user.info cms2kapp host:server INFO : media module
status 1111111 (11211111/1111111) 7/7 (full media capacity)

Cisco Meeting Server

3.7
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17681, TV

17

Meeting Server 3.0 Meeting Management
Cisco Smart Software Manager

Meeting Management
Cisco

17.1

A Meeting Server

A

A

A

A Personal Multiparty
A Cisco Multiparty

A Cisco Multiparty

A SMP Plus

A Meeting Server

A

17.1.1 Meeting Server

Meeting Server 3.0 Meeting Management

Meeting Server Meeting Management
Meeting Management Meeting Server

Cisco Meeting Management
Meeting Management 3.0
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1. Meeting Management

2. Meeting Server

17681, TV

90

Meeting Server

90

B.5
clusterLicensing API

Meeting Management
Meeting Server

Meeting Management

90

4. Meeting Management Meeting Server

Meeting Server

Meeting
Management Meeting Server
Meeting Management
a. Meeting Management
90
Meeting Server Meeting Management 90
Meeting Server
17.1.2
b 90 15 Meeting
Management Meeting Server
90
c 90 15 Meeting
Management 1 1
Meeting Management
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17681, TV

Meeting Management 90

21

21

21 Cisco Meeting Server Cisco Meeting Management

Cisco Meeting Server & & Uf Meeting Management 3.0 — k51 Z)LE—F Cisco Meeting Server KLU Meeting Management 3.0 - 5 o 2 > X {Ri@#5|

¢ s B ‘—F\ BRERI—T A 2
AR—=K K=FvIL PHIV S DRE FHI—T 4 VIERICLD
BRELBBRBHI ALV ABL :> Bd%mL =08*

S
v BIREHEBD

1~ 14 58 90 ® Meeting
Management BEDO— /L7 k*
Meeting Management & & U Cisco

Smart Software Manager ®. bZ4 7JL Qj
E—FK 188 ~ 90 HEO®EM

FAR S A= Fg—lods

15 ~ 90 HHE 90 0 Meeting AVT ATV ARSI
Management 54 >~ X8R5 — | |
J\ /L DO—ILT7 Dk
Z?—h?h;;ﬂl\(: A7vav
N . S1Ev2EENML. < 7 AX—RFATY RS
T AR5 — 1 2: Meeting Managemefl\Ft 1t 2%8ML,
91 HA + 30 WOEBLOTFAME ICHaZEBMULET _ " _ . Meeting Management
AW7OY7 s . FALIR - 77—1: 2% ICHRIABMUES
IV ERRS Y MEED 30 BOTFHIS + &
= B70v7 b - 90 BMoO—E& L7z Meeting
N / Management D5 1 2 BBLT 7 —* i3
= AFva>2:
T I T IR
14tV 2A75—43:181 HE BE LD (C(;~ éﬁlf?’l’@ﬁ;
F¥RAL+EETOVT b, RiEEH SAtv2 - TS— A3 BTHABEEN AT
PO RT3
IYRRLY NEEDTF 2 b ¥ + BET BOEFLEY
av7h - 180 HDO—&E L /- Meeting

Management D5 1 > XBBT5—**

FIAEYABBEBOAV YN (DFD, EHENEREID LENESR)

** Meeting Management AT 5 —{REE (DX D, B% 90 BEOS>5EFEL T 15 BHDS 1 Y BB HZREE) CHZBHDAIVE
} ERLGEERRICT B10IC. BEEF Meeting Management N TAY—hPATY MIBRBEEh TV SA LY ABERET 2LENHDET

17.1.2
Meeting Server 3.0
API Meeting
Management
17
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17

17 b ag7 o

callBridge

callBridgeNoEnNcryption 90

compliance, please contact your administrator
PMP/SMP

30

Your deployment is out of licensing

callBridge
callBridgeNoEncryption
customizations
recording
2 3
17.1.3
Meeting Server Web
1. Meeting Server Web [ Configuration ]>

[API]

2. AP| /apilvl/clusterLicensing

22 clusterLicensing API

fapi/vl/clusterLicensing 4

View Table view HML view

Object configuration
callBridge status activated
¢ expiry 2020-09-16
callBridgeMoEncryption e T
festures customizations status  activated
expiry 2020-09-16
recordin status activated
‘ expiry 2020-09-16

Cisco Meeting Server 3.7 Meeting Server

155



17681, TV

17.1.4

1. Cisco Smart Software Manager CSSM Meeting Server

a > W

10.
11.
12.
13.

Meeting Management
[ Settings | [ Licensing ]
[ Change ]
[ Smart Licensing ] [ Save |
[ Register ]

Meeting Management

[ Register ]

Meeting Management [ Licenses |

Convert Licenses | PAK 23
[ Convert Licenses ]
licensing@cisco.com E

23

Cisco Software Central > Smart Software Licensing BU Production Test 1
Smart Software Licensing Feedback Support Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

License Conversion

Convert PAKs Convert Licenses Conversion History Event Log
The Product Activation Keys (PAKs) below contain licenses that can be used for traditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart Software
Licenses, use the ‘Convert to Smart Licenses' action in the table below.
If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Registration Portal.
© The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion settings.

Last Updated : 2020-Jul-20 16:30:09 @

b Search PAK, SKU, Virtual Account or Order Number o]

PAK SKUs Order Number Order Date Virtual Account Status Actions
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17.1.5 Multiparty

17.1.5.1 Personal Multiparty Plus

Personal Multiparty Plus PMP Plus
Cisco UWL
Flex PMP Plus Personal Multiparty Plus

Cisco Meeting Server

HD 1080p60
Unified Communications Manager
PMP Plus
PMP Plus API
callsActive

/system/multipartyLicensing/activePersonalLicenses 2

1 Call Bridge

API weightedCallsActive
/system/multipartyLicensing/activePersonalLicenses Call Bridge
weightedCallsActive PMP Plus
PMP Plus

SMP Plus 17.1.1

17.1.5.2 Shared Multiparty Plus

Shared Multiparty Plus  SMP Plus
Shared Multiparty Plus PMP Plus

PMP Plus
SMP Plus
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SMP Plus API
/system/multipartyLicensing callsWithoutPersonalLicense
Call Bridge Call Bridge
/system/multipartyLicensing weightedCallsWithoutPersonalLicense
weightedCallsWithoutPersonalLicense SMP
Plus
17.1.6 Personal Multiparty
LDAP
Meeting Management 3.0
17.1.6.1
1. API lusers A
a. object id
b. userProfile  objectid
2. API /userProfiles A
a. userProfile  object id
b. hasLicence true
1 Cisco Multiparty
false Cisco Multiparty
userProfile userProfile  ldapSource
17.1.7 Cisco Multiparty
Cisco
Cisco Meeting Server
Y Cisco PMP Plus Meeting

Server LDAP

¥y Cisco Unified Communications Manager
Cisco Unified Communications Manager
GUID GUID Meeting Server
Cisco PMP Plus
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y Cisco TMS 15.6
ID/

17681, TV

TMS

Cisco PMP Plus Meeting Server LDAP

Yy Cisco SMP

17.1.8 Cisco Multiparty

Meeting Management Multiparty
API

18 Multiparty

18 Multiparty

API

/systeml/licensing personal, Cisco Meeting Server
shared .
Multiparty
/system/multipartyLicensing PersonalLicenseLimit

sharedLicenseLimit

personalLicenses
callswWithoutPersonalLicense
weightedCallsWithoutPersonalLicense

/system/multipartyLicensing/ callsActive

activePersonalLicenses weightedCallsActive

Personal Multiparty Plus

JuserProfiles hasLicense

Cisco Multiparty

Cisco Multiparty
Cisco Meeting Server API
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17.1.9 SMP Plus

1/6
Yy

Y Meeting Server

Yy Web SIP
Meeting Server
SMP Plus

SMP Plus
PMP Plus
Plus

SMP Plus

17681, TV

SMP Plus

Lync
SMP Plus

2 Web

LDAP

PMP
LDAP

Y Meeting Server
Yy
Y LYNC AVMCU

Lync

Web Web Web

SIP SIP SIP

17.1.10 Meeting Server

Meeting Server Web
POSTMAN API
Meeting Server ID /system/MPLicenseUsage/knownHosts
GET ID
ID Meeting Server Call Bridge
/system/MPLicenseUsage GET
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Call Bridges

17.1.11
Meeting Management 90 /
Cisco Smart Software Manager
17.1.12

3.4
17.1.12.1 Cisco

Cisco Meeting Server
PAK
PAK

Meeting Server MAC
1. Meeting Server MAC MMP

iface a MMP

VM MAC VM
MAC
2. PAK Meeting Server MAC
3. PAK R-CMS-K9
PAK

4.

zip XXXXX.lic cms.lic
5. SFTP Meeting Server Meeting Server

cms.lic

6. MMP callbridge restart Call Bridge
7. Call Bridge MMP

license
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18mM,r, 97 A v i
Meeting Server API
2
Call Bridge Cisco Meeting Management CDR

API CDR Meeting

Server
Meeting Management
18.1 CDR
Meeting Server SIP
CDR
Meeting Server Meeting Server CDR
CDR 2 ID
ID 2 Meeting Server API
Meeting Server CDR 4 Cisco
Meeting Management
Cisco Meeting Server
18.2
Meeting Server Meeting Server
Meeting Server
Web Cisco Meeting Management
API
HTTP WebSocket
Python
Meeting Server Web
A TCP 443
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ne
<

18Mor, g

Meeting Server  API

Meeting Server WebSocket

callRoster

Cisco Meeting Server
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DNS

DNS @ o w x

DNS DNS
DNS
RRs RR
MMP
Meeting Servers A SRV
19 DNS

A/AAAA | join.example.com

Web Bridge IP

Meeting Server
FQDN Web Bridge

A/ AAAA | ukcorel.example.com

Call Bridge IP

Lync FE Call Bridge
A/ AAAA | ukcoreadmin.example.com

ukedgeadmin.example.com

MMP P

MMP FQDN

Cisco Meeting Server

3.7 Meeting Server
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DNS @ o w x

SRV *

_sipinternaltls._tcp.<yourLyncdomain>

Lync FE FE A

FE FE

Meeting Server Lync Lync

FE

AT AAAA

fe.<yourLyncdomain>

Lync FE IP

FE 1

SRV *

_sipfederationtls._tcp.<yourSIPdomain>

Call Bridge  FQDN

Lync

callbridge.example.com

Call Bridge IP

Call Bridge IP
NAT

Lync

* SRV

AAAA

SRV
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o B . Wy

B

Meeting Server

24 DMZ TURN Web Bridge 3

®
‘/' 8] (8] Cisco Meeting Server Web 77U —3>
Skype/Lync 2347k et

— s rilncady TP A=
F—I\— " P 4 ,,: -
‘ [ WebBridges || TURN4—/— | oMz
Cisco Meeting Server
’ . TrAT A=
f P P
Mo // MMP 257242 A= NTP H—/\—
} k O R B e - —
CaII Bridge " ~ SNMO /%~
Cisco Meeting Server '~ DNS H—/5—
e

Lync FE e
F—1— .
ot \\ —_ |
w I e Ik Vg 97— PC

;-—-' u SIP LO—4— 2
Skype/Lync sP :ﬁmﬁeﬁm \ pd ~
07{71'\ Zhl}—? MWD (5 —T3 AR

Aus=7
Key: %I AT Uploader - :\:
ATAT — A
HTTPS @ La-—% Cisco Meeting Server
LDAP/ ~
T sPiE LDAPS “
— JESP YU < e
ISP rFULY PIENC BRI SIP et .

EFAIVRRAb

B.1 Meeting Server

20 Meeting Server

20 Meeting Server

E MMP 22 SSH TCP MMP

F API 80 HTTP TCP MMP
Web Admin /

G AP| 443 HTTPS TCP MMP
Web Admin
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B.2
21 Web

21

A MMP NTP 123 TCP
UDP
B MMP Syslog 514 TCP MMP
C1 MMP SNMP 161 UDP
c2 MMP SNMP 162 TCP
UDP
D MMP/Call DNS 53 TCP
Bridge/Web
Bridge
UDP
Call Bridge CDR TCP Web Admin
API
/sys-
tem/cdrReceivers/
API CDR
URI

B.3 Meeting Server

22 Meeting Server

22 Meeting Server

5060 TCP SIP
H Call Bridge sip 5060 UDP SIP
5061 TLS(SIP)
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o B . W,

H1 Call Bridge SIP
SIP
32768 - UDP
65535 STUN
RTP BFCP
5060 TCP SIP MMP
Call Bridge /
10:8443
5061 TLS(SIP)
5060 TCP SIP
5061 TLS(SIP)
32768 -
65535
11 Call Bridge /
32768 - UDP
65535 STUN
RTP BFCP
12 NFS
MMP
recorder nfs
NFS <host-
name/IP><directory>
13 1935 RTMP
J Call Bridge LDAP/LDAPS | 389/636 TCP/TCP Web Admin
1 SIP
TLS
UDP
5060
K Call Bridge siP Sip
TCP
SIP
5061 TCP SIP
TLS
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"N w

K1 Call Bridge 32768 - UDP
sip 65535 STUN
RTP BFCP
L Call Bridge Lync FE 5061 TCP SIP
/AVMCU TLS
1024 - UDP STUN
65535 RTP
2
Lync
_ 32768 - UDP STUN
L1 Call Bridge 65535 RTP
Lync FE
1024 - TCP RDP
/AVMCU 65532
32768 - TCP RDP
65535
M Call Bridge Lync 3478 UDP
443 TCP
M1 Call Bridge Lync 32768 - UDP STUN
65535 RTP
N1 Call Bridge Web Bridge 3 | 9999 TCP C2W c2w
N2 Call Bridge TURN 50000 - UDP RTP
62002 STUN UDP
P2 Web Bridge | Cisco Meeting | 443 TCP HTTP 80
3 Server Web HTTPS
>HTTPS
P3 TURN Cisco Meeting | 3478 UDP Incoming
Server Web 3 RTP UDP
STUN
4
Q Call Bridge Meeting Server
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1 636 389 Web Admin
3268 3269
LDAP
2 Lync
3 TURN 3478 TCP TCP
4 TURN Web TURN

Call Bridge  TURN

B.4
23
23
! |
53 DNS
123 NTP
1234 HTTP Cisco Meeting Server 2000
2829 2830
3521 configd
5432 postgres
5060 SIP
5061 SIP Call Bridge
5070 BFCP IPV6
8080 HTTP
8081 HTTP Webadmin
3478 STUN
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O CCiscoMeetingServer / b wr GEwP | yowe gkUBg2 £

C Cisco Meeting Server

24 Meeting Server
Meeting Server
Call Bridge

24 Meeting Server

Meeting 1080p30 | 48 48 350 48 48 350 60 437
Servers 720p 96 96 700 96 96 700 120 875
30 SD 192 192 1000 192 192 1000 240 1250
1700 2200 3000 1700 2200 3000 2200 3000
1
2 3 96 96 450 96 96 450 120 450
4
HD
Call
Bridge
Web 3.0 3.1 CMS Web Edge
Meeting
Server 48 48 350 60 437
HD 96 96 700 120 875
HD 192 192 1000 240 1250
sD 500 500 1000 500 1250
Call Bridge SIP
- SIP
Meeting )
Server Cisco
96,000 | 96,000 | 700,000 | 96,000 | 96,000 | 700,000 | 120,000 | 875,000
5
1 24 Call Bridge 8
2 Call Bridge Cisco Meeting Server 2000
700 HD
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O CCiscoMeetingServer / b wr GEwP | yowe gkUBg2 £
3 SIP Web 16,800 HD
24 X 700 HD
4 Meeting Server 1
2600
5 3.2 Meeting Server  Meeting Server 1000 M5v2 Meeting
Server 2000 M5v2
A Meeting Server 1000 M5v2 96,000 120,000 720p
Meeting Server 1000
96 120
A Meeting Server 2000 M5v2 700,000 875,000
720p Meeting Server 2000
700 875
6 24 2.5 Mbps - 720p5 G.711
/
Call Bridge
H.264
7 SIP 1 40
Cisco Meeting Server Web 20
C.1 Cisco Meeting Server Web
Web Bridge 3 Web
24
C.1.1 Cisco Meeting Server Web
Expressway Large OVA CE1200 Web 800
Expressway OVA
Web 200
Web 3.1 SIP
Cisco Meeting Server Web Edge
24
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TURN Cisco
Expressway Web Bridge  Call Bridge
Web Expressway 25
Expressway
Web Bridge 3 Web Expressway
X12.6 Expressway Web
Bridge 3

25 Cisco Meeting Server Web

Cisco Expressway X12.6 HD 150 150 50
200 200 50
Expressway Expressway
Expressway 6 4
2
4
Cisco Meeting Server Web Expressway
1 6
C.1.2 Cisco Meeting Server Web +
Web
C
25
1 Meeting Server 2000 1 OVA
Expressway Web 1,000
1,000 200
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O CCiscoMeetingServer / b wr GEwP | yowe gkUBg2 £

C.2 Cisco Meeting Server

3.3 Cisco Meeting Server

300,000

26: Cisco Meeting Server

Meeting Server 2000 M5v2 300,000
Meeting Server 2000 M5v1 200,000
Meeting Server 2000 M4  Meeting Server 1000 M4  M5vl M5v2 | 75,000
LDAP
/coSpace Meeting Server

Cisco Meeting Server
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O D "W 9 " " SIPResgA | AMeAEKwWs I guw

D SIP

Cisco Meeting Server 1000  Cisco Meeting Server 2000 VM

SIP SIP
SIP
pids R- CMS- K9 R- CMS- 2K- K9
ActiveControl
SIP

Call Bridge

D.1 SIP
SIP Meeting Server

Y Meeting Server  SIP
Y Call Bridge
'
Y Meeting Server  Web

Y API sipMediaEncryption

[calls/<call id>/participants

[calls/<call id>/callLegs

[callLegs/<call leg id>

/callLegProfiles [/callLegProfiles/<call leg profile id>

/callLegs/ /callLegProfileTrace<call leg id>

Y Web [ Configuration ]>] Call settings ] Web
[SIP SIP media encryption ] disabled
SIP /outboundDialPlanRules

sipControlEncryption
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O D "W 9 " " SIPResgA | AmMeAKwyanguw

D.2 Call Bridge
Call Bridge SIP SIP
Web Admin [
Configuration ] > [API]
1. API /api/vl/system/licensing A
features callBridgeNoEncryption status activated
Call Bridge
callBridgeNoEnNcryption noLicense grace

expired

callBridgeNoEnNcryption
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o EeapeMwP )

E.l
Lync Lync
Lync
Web
Lync Web Lync
Web
Lync Web
5 Lync Web
Lync Web
Lync Lync Web
Lync/Skype for Business Add Participant ]
Meeting Server AVMCU
[ Meet

Now ]
Lync Meeting Server

Meeting Server Lync
Lync Cisco Meeting Server

Lync Lync 1
Lync

Meeting Server Meeting

Server 1 Expressway Microsoft
Microsoft Meeting Server

Expressway X8.11

Meeting Server

Expressway X8.11
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o EeapeMwP )

E.2
Meeting Server 1
H.264 AVMCU 25
Lync Skype for Business 0365
CPU
SIP 2
LAN 8MB WAN 2.5MB
25 AVMCU
BRRREDOETA ZF{E9 % Lync/Skype
for Business/O365 ¥ 514 7> k
Bl cll
Cisco Meeting Server » BA\"/\"[e{V)
mm N mEom
ERRED ET A %2559 % Lync/Skype
for Business/O365 7 514 7~ k
Microsoft RT
E.2.1
RDP
Lync  Web

Y Lync Web

Y Lync Web

Y Lync SIP Web
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A

Y Lync
Y Meeting Server Lync
Lync
Lync
Y Meeting Server
H.264 AVMCU
Y Web Lync AVMCU Web
Lync
Lync 2013 Skype for
Business 2015 Meeting Server
Meeting Server Web
Lync Lync 2010
Meeting Server 1
Web SIP Lync
RDP FAQ
Yy RDP
4
E.3 /
Meeting Server 2.4
/
Y Office 365 Lync/Skype for Business
14
Y Web
Meeting Server  API
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Lync

Lync

AVMCU  Lync

AVMCU Lync
Server

AVMCU  Meeting Server

y ActiveControl
DTMF

Yy CE 9.2.1or

ActiveControl

ActiveControl
ActiveControl

ActiveControl
ActiveControl

o EeapeMwP )

/ Meeting
2.4

Meeting Server

ActiveControl
Meeting Server

Web Cisco Meeting Management Lync

Web /
Yy Web

Lync

Meeting Server Lync

Web

Y Web

Meeting Server Web

Lync Web
Web

Web
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E4 Lync

Meeting Server Lync Lync
Meeting Server

Meeting Server Lync Edge

8.5
E41

IVR Lync Lync

Lync Edge
Edge Lync
Meeting Server Lync FE
ID
l ync conference resolution: conference fil2340 not foun
SIP
Lync FE SERVICE 200
OK IP
Lync FE IP
Call Bridge
_sipinternaltls._ tcp.lyncdomain DNS SRV Lync
DNS
Lync Edge Meeting Server
Lync 403
Lync
Meeting Server  FQDN
Call Bridge CN FQDN
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O FLDAPG gwe o Ow3 0y,

F LDAP

Meeting Server LDAP

LDAP SED

$<LDAP field name>|'/<regex>/<replacement format>/<option>'$

<option> g <regex> <replacement format>
<regex> <replacement format>
<replacement format> \X X 0 9
0 1 9 1 9
0 9

firstname.lastname @test.example.com

firstname.lasthame@example.com JIDs
$mail|'/@test/@xmpp/'$
a
$cn|'/allg's
Full name: $cn$
JID: $mail|/@test/'$ space
URI: $mail|'/@.*/I'$.space
space dial - in number: $ipPhone$
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O FLDAPG gwe o Ow3 0y,

LDAP

A mail

A objectGUID

A entryUUID

A nsuniqueid

A telephoneNumber
A mobile

A sn

A givenName
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G NAT

TURN NAT

NAT

ICE

Y TURN NAT

Y NAT Web

TURN

MMP
Interactive Connectivity Establishment

O GNAT, [fa&, |

turn public -ip
ICE

TURN& w B w,

NAT

U

G.1

G1l1i

G.1.2

TURN
TURN
TURN

3478
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O GNAT, [@. . TURNguwB w
26
TURN
TURN {NAT)
203.0.113.13478
\
RAR Y-/ —ER
192.1681.150010  192.0.2.1:50020
NAT
27 NAT
\
KA Y—)—HR
192.168.1.150010  192.0.2.1:50020
G.1.3
TURN
NAT
NAT TURN
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O GNAT, [@. . TURNguwB w

28

s TURN
10.0.1.1:50110 S
UL— (NAT) // TURN (NAT)
203.0.113.150110 203.0.113.1:3478
W\ \
\ \\
\ \
KA Y-/~
192.163.1.1:50010  192.0.2.1:50020
TURN
29 TURN
UL— Y i TURN
10.0.1.1:50110 10.0.1.1:3478
JL—(NAT) - TURN (NAT)
203.0.113.150110

203.0.113.1:3478

RAR H—)—EHR
192.163.1.1:50010  192.0.2.1:50020

TURN
NAT
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30

RAR
192.168.1.1:50010

27 2

10.0.1.1:50110

203.0.113.1:50110

\
\

192.0.2.1:50020

O GNAT, [f@. . TURNewB w g

TURN
10.0.1.1:3478

TURN (NAT)
203.0.113.1:3478

1 192.168.1.1:50010

1 192.0.2.1:50020

1 203.0.113.1:50110

2 172.16.1.1:50100

2 198.51.100.1:50040

2 203.0.113.1:50510
28 1

192.168.1.1:50010

172.16.1.1:50100

192.168.1.1:50010

198.51.100.1:50040

192.168.1.1:50010

203.0.113.1:50510

10.0.1.1:50110

172.16.1.1:50100

Cisco Meeting Server

Meeting Server 187
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10.0.1.1:50110 198.51.100.1:50040
10.0.1.1:50110 203.0.113.1:50510
31 NAT

B Ub—

Jb— /
L / 203.0.113.1:50510

203.0.113.1:50110

/
/

\ \ / |
\ 3 y
KRR ) —ER it m;r
192.168.1.150010  192.0.2.1:50020 188.51.100.1:500490 173 161.1:50100
G.3 TURN NAT
TURN NAT
1 TURN
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32

yL— —
10.0.1.1:50110

Relay (NAT)
203.0.113.1:50110

\
H—)—HN

U

O GNAT, [f@., . TURNgwB w
NAT
““——______-- Up—
TURN 10.0.1.1:50510
10.0.1.12478
UYL= {NAT)
203.0.113.1:50510

TURN (NAT)
203.0.113.13478
I,'
,.

RAL
172.16.1.1:50100

Y—)—ER
198.51.100.1:50040

\
KAk
192.168.1.1:50010  192.0.2.1:50020
29 NAT
192.168.1.1:50010 203.0.113.1:3478 1
3
TURN

192.0.2.1:50020 203.0.113.1:3478
192.0.2.1:50020 10.0.1.1:3478 TURN
10.0.1.1:50110 203.0.113.1:50510 3
10.0.1.1:50110 10.0.1.1:50510 TURN
NAT NAT

NAT

1
30 NAT
7T
192.168.1.1:50010 203.0.113.1:3478 1
3
TURN
189

203.0.113.1:3478

192.0.2.1:50020

Meeting Server

3.7

Cisco Meeting Server



O GNAT, [f@. . TURNewB w g

192.0.2.1:50020 10.0.1.1:3478 TURN
10.0.1.1:50110 203.0.113.1:50510 3
203.0.113.1:50110 10.0.1.1:50510 TURN
10.0.1.1:3478 198.51.100.1:50040 3
203.0.113.1:3478 198.51.100.1:50040 2
203.0.113.1:3478 172.16.1.1:50100

Cisco Meeting Server 3.7 Meeting Server 190



O Houz7 B a Meeting Server |

H Meeting Server

Cisco Meeting Server 1000

H.1

1. OpenSSH PuTTY SSH
Meeting Server SSH

2.

backup snapshot <name>
<name>.bak IP
servername_date
test_server_2014 09 04

cms> backup snapshot test_server_2014 09 04.bak ready for download

3. SFTP WinSCP

Meeting Server 1 1

Meeting Server
H.2
1.
cms.lic

2. SFTP
3.
4. MMP backup list

cms> backup list test_server_ 2014 09
5.

backup rollback <name>

Meeting Server

Cisco Meeting Server 3.7 Meeting Server
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O Houz7 B a Meeting Server |

Meeting Server 1000 Meeting
Server 2000

[cms> backup list

Jul 23 09:42 test_2020_07_23

[cms> backup rollback test_2020_07_23

WARNING!!!

This command will overwrite the existing system configuration
and result in a reboot of the system. This will cause

an interruption in service.

Are you sure you wish to proceed? (Y/n)
Successful backup extraction

Stopping Application monitor: app_monitor.
Rebooting system...

SFTP

callbridge certs nameofkey nameofcertificate
webbridge3 https certs nameofkey nameofcertificate

webbridge3 c2w certs nameofkey nameofcertificate
webadmin certs nameofkey nameofcertificate
webbridge trust nameofcallbridgecertificate

callbridge restart
webbridge3 restart
webadmin restart




O |1 Web @l sWwGpa, Rpaw 31 garn
| Web

Call Bridge  Web [ Configuration ]

A

A Active Directory

A

A

A CDR

A

A API
L1 [ General ]
[ Configuration ]>] General ]

A TURN Call Bridge TURN

TURN Web
MMP TURN
MMP
A Lync Edge Call Bridge  Lync Edge
Lync Edge Meeting Server
A VR IVR
ID
IVR
[.2 Active Directory
Web Meeting Server LDAP
Meeting Server LDAP
OpenLDAP Oracle Internet Directory LDAP 3
API Web Admin
193

Cisco Meeting Server 3.7 Meeting Server


../../../../../../../Content/Deployment%20Guide/Web%20Admin_TURN%20server.htm
../../../../../../../Content/Deployment%20Guide/Web%20Admin_TURN%20server.htm

O |1 Web @l o wGpag, Rpaw 3/ gay

[ Configuration ] >[Active Directory] Active Directory
Meeting Server LDAP
1.3
[ Configuration ]>] Call settings |
A SIP Lync
A SIP
A 10ms 20ms 40ms
A TIP Cisco CTS
TIP
A prohibited
BFCP
A SIP

Call Bridge  BFCP

A BFCP
SIP

A Call Bridge
BFCP BFCP

A SIP

Meeting Server
HD

A SIP  UDP

A disabled|enabled SIP over TCP

A 2.2 SIP over UDP
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O |1 Web @l o wGpag, Rpaw 3/ gay

A enabled, multi address  Call Bridge

A Lync Call Bridge
Lync URI
A Lync default Cisco
delay
SIP
[ Call settings | SIP Cisco Meeting Server Web
VPN Lync
/ 2000000 2Mbps 64kbps
720p30 2Mbps  1080p30 3.5Mbps
60fps
SIP TIP
3 TIP [ Call
settings ] 3
6Mbps CTS 3
4Mbps
1.4
[ Configuration 1> / Outbound calls / Incoming calls ]
Meeting Server
[ Outbound calls ] [
Incoming calls ]
[
Incoming calls ] / 2
Web
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.5 CDR
[ Configuration ]>[CDR CDR settings ] CDR URI
Meeting Server SIP
CDR
CDR
Meeting Server Meeting Server CDR
API Meeting Server CDR URI
API
.6 Spaces
[ Configuration ]>] Spaces ]
Meeting Server Web
A Call 001
A URI 88001
URI ID
API API
ID
.7 API
2.9 API Meeting
Server Web API Web
[ Configuration ]
[API] 33
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33 Meeting Server Web API

]
Cisco

Configuration & Logs ¥

General
API objec| Active Directory

This page sho| Call settings
section of conff Outbound calls
Incoming calls

by the API. Where you see a P control, you can expand that section to either show a list of objects of that specific type or the details of one specific

Filter Interactive Voice Response Allow delete
CDR settings Require delete confirmation
Spaces

/api/vi/ac i

/api/vi/ca

/api/vi/callBrandingProfiles/<id>
/api/vi/callBridgeGroups P
/api/vi/callBridgeGroups/<id>
/api/vi/callBridges »
/api/vi/callBridges/<id>
/api/vi/callLegProfiles b
/api/vi/calllLegProfiles/<id>
/api/vi/calllegProfiles/<id>/usage
/api/vi/calllegs »
/api/vi/calllegs/<id>
/api/vi/calllegs/<id>/callLegProfileTrace
/api/vi/calllegs/<id>/cameraControl
/api/vi/calllegs/<id>/generateKeyframe
/api/vi/callProfiles »
/api/vi/callProfiles/<id>
/api/vi/calls b

/api/vi/calls/<id>
/api/vi/calls/<id>/calllegs
/api/vi/calls/<id>/calllegs/<id>
/api/vi/calls/<id>/diagnostics

Web API
MMP Meeting Server
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