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http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/conferencing/meeting-management/series.html
https://www.cisco.com/c/en/us/support/conferencing/meeting-management/series.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
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https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
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c. webadmin  webadmin.key  

webadmin.crt  

 

 
 

 

pki match webadmin.key  webadmin.crt  

 

d. 

  

http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
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4.5  Edge  

 Web  Edge  Meeting Server 

Call Bridge  Web 

Meeting Server Edge 

 

Meeting Server Edge 

Edge 

Web Bridge 3  TURN 

TLS NTP 

 DNS 

 syslog  

TURN UDP TCP 443  TURN  

Web Bridge  TURN Edge  Meeting Server 

  

Å  MMP  SSH  

Å  IP  

Å  DNS  

Å  NTP  

Å Syslog  

 MMP 

  

 

4.6  Web Bridge 3  

Web Bridge 3  Cisco Meeting Server Web 

 Web Web 

Bridge   

Å  Web 

Core  Meeting Server  Web Bridge 

 

Å  Cisco Expressway Web  TURN 

Web Bridge  Core  Meeting Server 
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Å Edge Meeting Server Web Bridge  Edge 

Edge  Meeting Server 

 Web Bridge  DMZ  Web 

Bridge  Web Edge Meeting Server 

DMZ  Web 

Bridge Edge  

Web Bridge Core  Meeting Server   

 

Core  Edge  Web Bridge  Web Bridge 

 Edge 

DNS 

 DNS  
 

 

Expressway  

Web Bridge 3  Web Expressway  

X12.6  Expressway Web 

Bridge 3  
 

 

Web Cisco Meeting Server Web 

  
 

4.6.1  Web Bridge 3  

Web  Web Bridge 3 

 

Å Call Bridge to Web Bridge C2W callbridge  webbridge3 

Call Bridge  Web Bridge 

C2W 

C2W Call Bridge -  Web Bridge 

 

Å C2W webbridge3 c2w listen   Web Bridge 

Call Bridge  HTTPS  Web Bridge 

 9999 

 

Å C2W  Call Bridge 

 

 

https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-release-notes-list.html
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Å Call Bridge  Web Bridge  C2W 

C2W Web Bridge 3 

 IP  

Å Web Web Bridge 

 Web Bridge DNS  

 Web Bridge 

 Web Bridge

 Web Bridge   

Å TLS Call 

Bridge  callbridge certs  Web Bridge  

webbridge3 c2w certs   

Å Web Bridge Web Bridge  C2W  webbridge3 

c2w trust   Call Bridge 

 Web Bridge  Call Bridge 

  

Å Call Bridge Call Bridge  C2W  Web Bridge  

callbridge trust c2w   

Web Bridge  Call Bridge  Web Bridge 

  

Å  C2W  

scheduler c2w certs <key - file> <crt - fullchain - file>

 Web Bridge  

Å C2W  Call Bridge 

Call Bridge  Web Bridge  TLS 

Web Bridge 3 C2W 

Call Bridge 

  

Å C2W 

MMP  

Å Web Bridge C2W  SAN/CN Call Bridge API  Web Bridge 3 

 c2w://  URL  FQDN  IP 

Call Bridge  Web Bridge 

TLS Web Bridge  
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 CA FQDN 

IP  CA 

C2W  IP C2W 

 CA  
 

Å Web Bridge  

 Web Bridge 

 FQDN 

 CN  SAN  

Å  

 

 

4.6.2  Web Bridge 3   

Cisco Expressway  Call Bridge  Web 

 Web Bridge  Core 

Meeting Server Meeting Server Edge 

Web Bridge 3  Edge 

Call Bridge  Core Meeting Server  

Web Bridge 3  Meeting Server  

1. MMP  SSH  

2. Web Bridge  Web 

 

webbridge3 https listen  <interface>:<port> .  

 443  

webbridge3 https listen a:443  

3.  webbridge3 https certs<key file> <full certificate chain file>  

Web Bridge  Web  HTTPS   

 

webbridge3 https certs wb3 - https.key wb3 - https - fullchain.crt  

4. C2W  

webbridge3 c2w listen <interface>:<port> .  

 9999 

 

webbridge3 c2w listen a : 9999  

https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
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5.  webbridge3 c2w certs   C2W   

<key file> <full certificate chain file>  

 

webbridge3 c2w certs wb3 - c2w.key wb3 - c2w- fullchain.crt  

 

:  CN  SAN  C2W  FQDN 

 IP  FAQ How do I configure 

connection certificates for use with Web Bridge 3? Web Bridge 3 

?  
 

6. Web Bridge 3 C2W  Web Bridge  Call Bridge 

 Web Bridge 

 Call Bridge  Call Bridge  Call Bridge  

CA 

 Call Bridge 

 webbridge3 c2w trust <certificate bundle>   

Web Bridge  c2w  

webbridge3 c2w trust wb3 - c2w- trust - bundle.crt  

7. HTTP 

 

webbridge3 http - redirect enable  

8. Web Bridge  

webbridge3 enable  

Web Bridge  Meeting Server 

 

 
4.6.3  C2W  Call Bridge  

C2W Call Bridge  Web Bridge 

Web Bridge Call Bridge 

Call Bridge  C2W  Call Bridge 

 Web Bridge  Web Bridge C2W  Web Bridge C2W 

 Web Bridge C2W  ( )  

1. Call Bridge  Meeting Server  MMP  

2. Call Bridge Call Bridge 

 callbridge  

 Call Bridge 

Call Bridge C2W  

https://meeting-infohub.cisco.com/faq/content/8/489/en/how-do-i-configure-connection-certificates-for-use-with-web-bridge-3.html
https://meeting-infohub.cisco.com/faq/content/8/489/en/how-do-i-configure-connection-certificates-for-use-with-web-bridge-3.html
https://meeting-infohub.cisco.com/faq/content/8/489/en/how-do-i-configure-connection-certificates-for-use-with-web-bridge-3.html
https://meeting-infohub.cisco.com/faq/content/8/489/en/how-do-i-configure-connection-certificates-for-use-with-web-bridge-3.html
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3.  callbridge trust c2w <certificate bundle file>  Web 

Bridge  C2W  Call Bridge  C2W 

 

callbridge trust c2w c2w - callbrige - trust - store.crt  

 

Call Bridge Meeting Server API 

 Web Bridge  
 

4. Call Bridge  

callbridge restart  

 

4.6.4  Web Bridge  Call Bridge  

Meeting Server API  Web Bridge  Web Bridge

 Web Bridge  C2W  Call Bridge 

Meeting Server  Web  API 

 

1. Meeting Server Web [ Configuration ] > 

[API]  

2.  webBridges  
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3.  /api/v1/webBridges  Δ 

  

4. [ Create new ]  Web Bridge 

 
 

5. c2w://<Web Bridge FQDN>:<c2w port>  Web Bridge  C2W 

 FQDN  URL  

c2w://cmsedge1.company.com:9999  

 
 

 FQDN CN Web Bridge 3  C2W 

 SAN Web Bridge  

C2W  IP  IP C2W 

 SAN  CN  IP  
 

6. [ Create ]  Web Bridge  

 Web Bridge Web Bridge 

 1  Web Bridge  

 

4.7  TURN  

TURN Call Bridge  Web  

  

Å  Web  

Å Web  TURN  Cisco Expressway 

TURN  Call Bridge 

Cisco Expressway Web Proxy for Cisco Meeting Server (X12.6)

  

https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
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Å Meeting Server Edge  Edge  TURN 

TURN 

 

TURN  Call Bridge  

 

4.7.1  TURN  

1. MMP  SSH  

2. TURN  3.1 

 TURN 

TURN TURN 

TURN 

 Web 

Meeting Server Edge 

 

turn short_term_credentials_mode enable  

3. TURN 

 

turn short_term_credentials <shared secret> <realm>  

 

 2 

Call Bridge  TURN 

 

turn short_term_credentials mysharedsecret example.com  

 

TURN 

 
 

4. TURN /

 NAT TURN 

 IP  TURN   

turn public - ip <ip address> .  

TURN  IP 

 

turn public - ip 5.10.20.99 .  
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5.  turn listen <interface allowed list>  TURN 

Web Bridge 

a  TURN 

 

turn listen a  

6. 3478  TURN TCP TURN  TCP  

turn tls <port|none>  

 

turn tls  3478  

TCP 3478 TURN TCP 

 

7. TURN TCP  TURN 

Web Bridge  CA 

TURN TCP 

 TURN turn certs <key file> <certificate 

file> <ca cert>.  

  

turn certs turnCert.key turnCert.crt CAbundle.crt  

 

TURN Web Bridge 3 

 
 

8. TURN  

turn enable  

 Edge Server Edge Meeting Server 

 TURN /

 

 

4.7.2  TURN  Call Bridge  

 TURN  Call Bridge 

 TURN Web  Skype for Business 

Skype for Business 

Lync/Skype for Business   

Dial%20Plan%20Configuration-Lync-S%2BR%20only_TR.htm
Dial%20Plan%20Configuration-Lync-S%2BR%20only_TR.htm
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Call Bridge Meeting Server API  TURN  turnServers  

 TURN Meeting Server 

 Web  API 

  

1. Meeting Server Web [ Configuration ] > 

[API]  

2.  turn 

 

 

 

3.  /api/v1/turnServers Δ  

4. [ Create new ]  turnServer 
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5.  TURN  

serverAddress -  Call Bridge  TURN 

TURN  IP  DNS 

Call Bridge  TURN 

 -  nothing.local  

clientAddress -   TURN  IP 

 DNS  

TURN  NAT  NAT 128.8.5.2  

useShortTermCredentials -   

TURN true  

sharedSecret -   3  TURN 

 sharedSecret  

type -  standard

 UDP 3478 TCP 443  TURN 

Meeting Server Web Edge 

cms   

tcpPortNumberOverride ð 443  TURN TCP turn tls 

 

 

serverAddress 

Call Bridge  TURN 

 
 

 

 

 

 

6. [ Create ]  TURN  

 TURN TURN 

 TURN  

 

4.8  MeetingApp   

Meeting Server MeetingApps 

 Web  Web 

 Meeting Server  MeetingApps   
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1. MMP  SSH  

2. MeetingApps 

 

meetingapps https listen <interface> <port>  

 

 

Å MeetingApp  

 

Å MeetingApp API 

https://hostname/IP address:port/api/ping   
 

3. MeetingApp  

meetingapps https certs <key - file> <crt - fullchain - file>  

 

 CA 

CSR 

Cisco Meeting Server   
 

4.  

meetingapps gensecret  

 Web Bridge 

Web Bridge   

5.  MeetingApps  

meetingapps enable  

6. MeetingApp  Web Bridge 

 Web Bridge  

webbridge3 disable  

7.  Web Bridge 

MeetingApp 

 MeetingApp  Web Bridge  

webbridge3 meetingapps add <hostname> <port> <secretkey>  

Meeting Server MeetingApps  hostname  meetingapps 

gensecret   

8.  Web Bridge  

webbridge3 enable  

https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html


4 MMP ֽ  

Cisco Meeting Server  3.7  Meeting Server  67 

 

 

 

 

4.9  MMP  LDAP  

 ldap   user add  MMP LDAP 

TLS LDAP 

Meeting Server LDAP  

Web LDAP  Web SSH

SFTP LDAP 

 

 

 CAC CAC  LDAP 

 
 

LDAP  MMP  

LDAP MMP  user 

add  LDAP 

 LDAP 

LDAP  [ldap ] 

 

user add <username> ( admin|crypto|audit|appadmin|api) [ldap]  

 

Meeting Server API LDAP  
 

ldap  LDAP 

LDAP 

 

 

LDAP  Meeting Server  LDAP 

LDAP 

 1  MMP  
 

Meeting Server  ldap /IPv4/IPV6 

Microsoft AD LDAP  Open LDAP 

 LDAP Web 

 LDAP 

Meeting Server  

MMP Command Reference Guide MMP   

 

https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
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5 LDAP  

 Web  Meeting Server LDAP 

 Microsoft Active Directory OpenLDAP  Oracle Internet Directory 

LDAP3 Meeting Server LDAP 

 

LDAP 

 Meeting Server Web 

 LDAP  LDAP 

 

 

LDAP/AD  Meeting Server LDAP/AD 

 userPrincipalName 

$userPrincipalName$ 

$UserPrincipalName$  LDAP 

 
 

 

 2.1 Meeting Server Oracle Internet Directory LDAP  

3 Web API 

Meeting Server  Oracle Internet Directory 

Meeting Server LDAP  LDAP 

/ldapServers   POST /ldapServers/<ldap server id>   PUT  

 usePagedResults   false  
 

 
5.1  LDAP  

LDAP  Meeting Server 

LDAP Meeting Server 

 

 

ƴ  

ƴ  11  

ƴ  =  

ƴ B  



5 LDAP  

Cisco Meeting Server  3.7  Meeting Server  69 

 

 

 

 

5.2  Meeting Server  

Meeting Server  Web 

 LDAP  Active Directory

Meeting Server  API  LDAP 

API LDAP  

Call Bridge  API 

Web  Call Bridge 

 

 

Web 1  LDAP  
 

Active Directory  Meeting Server  

1. Web [ Configuration ] > [Active Directory] 

 

2. LDAP  

Å  =  LDAP  IP  

Å Port =  636  

Å Username = DN

 

Å  =  

Å  = 

 

Address: ldap.example.com  

Port:  636  

Username: cn=Fred Bloggs,cn=Users,OU=Sales,dc=YourCompany,dc=com 
Password: password  

  F 

 

Meeting Server  LDAP LDAP 

 636  

389 Meeting Server 636 

 636  

http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
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LDAP MMP  tls ldap  

 TLS  
 

 

 

3.  

Å Base Distinguished Name =  LDAP 

 DN  

cn=Users,dc=sales,dc=YourCompany,dc=com  

Å Filter =  LDAP [

Filter ] rfc4515  

 

mail=*  

 

 

fred.blogg test

 

(|(mail=fred.bloggs*)(mail=test*))  

fred.blogg 

 

(!(mail=fred.bloggs*))  

 

 

memberOf 

 

memberOf=cn=apac,cn=Users,dc=Example,dc=com  

APAC 

 

(&(memberOf=cn=apac,cn=Users,dc=Example,dc=com)(objectClass=person))  

 

 

LDAP_MATCHING_RULE_IN_CHAIN / 

1.2.840.113556.1.4.1941

 

(&(memberOf:1.2.840.113556.1.4.1941:=cn=apac,cn=Users,dc=Example, 
dc=com)(objectClass=person))  
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LDAP  

!  

(&(objectCategory=person)(objectClass=user)(!(cn=Administrator))(!(cn=Gues

t))(!(cn=krbtGT)))  

krbtgt sAMAccountName 

 

 
(&(objectCategory=person)(objectClass=user)(!(cn=Administrator))(! 

(cn=Guest))(sAMAccountName=*))  

krbtgt sAMAccountName 

 

(&(objectCategory=person)(objectClass=user)(!(cn=Administrator))(! 

(cn=Guest))(!(cn=krbtgt))(sAMAccountName=*))  

(|(  

(&(objectCategory=person)(objectClass=user)(|(cn= accountname) 

(cn=anotheraccountname)))  

=cn=xxxxx 

(&(memberOf:1.2.840.113556.1.4.1941:=cn=groupname,cn=Users, 

dc=example,dc=com)(objectClass=person))  

 

4.   

Meeting Server 

 LDAP 

 

Å  

Å  

Å  

Å  URI   URI  

Å  2  URI   URI  

Å   ID WebRTC    ID  

 LDAP 

 

$<LDAP field name>$  
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$sAMAccountName$@example.com  

 

fred@example.com  

LDAP  

 
 

[ Configuration ]>[Active Directory] [

Field Mapping Expressions ]  JID 

 ID JID  JID 

JID  LDAP 

 LDAP 

JID [

Import Settings ] [ Filter ] & AND

<attribute name>=*)  

 

JID  $sAMAccountName$@company.com  

 cn=Sales cn=Users dc=company dc=com 

 

(&(memberOf=cn=Sales,cn=Users,dc=company,dc=com)(sAMAccountName=*))  
 

5. Active Directory [ Sync now ]  

API Cisco Meeting Server API 

 

 

LDAP  
 

6. [ Status ] > [ Users ]  

LDAP OU Web 

[ Configuration ] > [Active Directory] [

Corporate Directory Settings ] [ Searcher OU

Restrict Search to Searcher OU ]  OU  

 

 

mailto:%24sAMAccountName%24@example.com
mailto:fred@example.com
mailto:%24sAMAccountName%24@company.com
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
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5.3   

 

88  ID  

1. LDAP space

 

2. LDAP_MATCHING_RULE_ IN_CHAIN / 

1.2.840.113556.1.4.1941

 

(&(memberOf:1.2.840.113556.1.4.1941:=cn=space,cn=Users,dc=lync, 
dc=example,dc=com)(objectClass=person))  

 

 
 

 

3.  

cn = Fred Blogs 
TelePhoneNumber = 7655 
sAMAccountName = fred.blogs  

[ Status ] > [ Users ]  
 

  

Fred Blogs fred.blogs@example.com  

[ Configuration ] > [ space ]  
 

 URI user part 

fred.blogs  fred.blogs.space  

mailto:fred.blogs@example.com
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5.4  

 

LDAP 

nonMemberAccess   true  

 

nonMemberAccess   false  

 

LDAP 

 

ƴ  nonMemberAccess   /ldapSources   POST  

/ldapSources/ <ldap source id>   PUT false   

ƴ nonMemberAccess   /ldapSources/<ldap source id>   GET 

 

 

 2.4

LDAP  
 



6 ᴞᴂᵂᵉᴵᵇᵑֽ  

Cisco Meeting Server  3.7  Meeting Server  75 

 

 

 
6  

6.1   

Meeting Server  SIP Lync SIP Lync FE 

 Meeting Server Meeting 

Server 

 

 11 SIP Lync IP 

Meeting Server Lync  SIP 

 Lync  IP  

SIP  vc.example.com Lync  

example.com  

 11  
 

 

 

Lync FE Meeting Server  SIP 

SIP Lync  Meeting Server 

Cisco Meeting Server Web SIP 

 vc.example.com SIP 

 meetingserver.example.com

Lync FE  Meeting Server  



6 ᴞᴂᵂᵉᴵᵇᵑֽ  

Cisco Meeting Server  3.7  Meeting Server  76 

 

 

 

 
 

Office 365  Lync Cisco Expressway 

Expressway 

 
 

SIP example.com Lync 

 meetingserver.example.com  Web  Meeting 

Server SIP  

Meeting Server  example.com  Lync FE 

 vc.example.com  SIP 

 

Meeting Server  Web  2 

Meeting Server  

  7   8 

 

 

6.2   Web  

Meeting Server  

Web  

Web [ Outbound calls ] [ Incoming 

calls ]  2 Meeting Server 

[ Outbound Calls ] [

Incoming calls ]

[ Incoming calls ] /

 2  

 

6.2.1   

[ Outbound Calls ] 

 
 

https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
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[ Domain ]

example.com *.com  

[  SIP SIP proxy to use ] /

 SIP 

 

[ Local contact domain ]

  URI  

 

Lync Lync 

SIP [

Local contact domain ]  
 

 

 Lync 

 Lync 

 
 

 ID/  ID   

CiscoExpressway Avaya Manager  Lync 

 SIP 

 SIP  SIP Avaya  Lync  3  

 

Meeting Server Avaya PBX 

Meeting Server Avaya 

avaya

 
 

[ Behavior ] [ Priority ]

 STOP  

[ Encryption ] [ Auto ] [ Encrypted ] [ Unencrypted ]

 

 

[ Encryption ] [ Auto ] LS 

 Call Bridge  TCP 

Lync [ Encryption ]
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6.2.2   

[ Incoming Call ]  1 [ Call 

Matching ] [ Call Matching ] 

Meeting Server  SIP  Meeting 

Server IVR Web 

 

meetingserver.example.com  

Web  

 

 

 name.space@meetingserver.example.com  name.space  

 

 IP 

IP 

 

 

1  

 

 

ƴ @  URI 

 

ƴ  URI 

 IP 

 

ƴ [ Domain ]

Call Bridge  

ƴ [Call matching] 

 

 

mailto:name.space@meetingserver.example.com
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6.2.3   

Lync 

 

exa*.com 

*

[ Priority ]

 

[ Forwarding domain ] 

[

 ID Caller ID ]  ID 

 ID [ pass through ]  ID 

[ use dial plan ] 

 ID  

 lync.example.com 

 
 

 

 

6.3   

 

 3  

ƴ  

Å Raw 1  -  $1 

Å 1  -  $1 

Å Phone  2  $1  $2
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 URI  44  1 

+  
 

ƴ  

ƴ  

 

 

 

    

vcs1

 

 ($1/01/)  $2@vcs1 

vcs2  

 ($1/44/)  90044$2@vcs2  

7 

90044

123@mobilevcs

 

 ($1/44/)($2/^7/)  90044$2{}123@mobilevcs  

@vcs3  

 ($1/( \d){6,}/)  $1@vcs3 

+  00   ($1/ \+(\d)+/)  $1{/ \+/00/}  

 

(.*)@example.com

\1.endpoint@vc.example.com 

 

 ($1/(.*) 

@example.com/)  

$1{/@example.com$/  

.endpoint@vc.example.com/ } 

 

1  Meeting Server Web  [ Configuration ] > [

Outbound Calls ] 

 

+1  1 

 Call Bridge +44  Call Bridge  

mailto:.endpoint@vc.example.com
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7 SIP  

7.1   

SIP  Meeting Server 

 

 

7.2  Meeting Server  SIP 

 

 Meeting Server SIP 

 Meeting Server  

 12 Meeting Server  SIP  
 

 

 

7.2.1  SIP  

SIP  Cisco VCS 

 Cisco Unified Communications Manager 

Cisco Unified Communications Manager  Cisco Meeting Server 
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1.  VCS  

2. Meeting Server  

a. [VCS VCS Configuration ] > [ Zones ] > [ New ]  

b.  

Å H.323 Mode = Off  

Å SIP Mode = On 

Å SIP Port = 5060 TLS  5061  

Å SIP Transport =  TCP  TLS 

Å SIP Accept Proxied Registrations = Allow  

Å Authentication Policy =  

Å SIP Authentication Trust Mode = Off  

Å Peer 1 Address = Call Bridge  IP  

3. Meeting Server 

 meetingserver.example.com   SIP  Meeting 

Server  

a. [VCS VCS Configuration ] > [ Dial Plan ] > [

Search rules ]  

b. Meeting Server  EP  

c.  

Å Source = Any  

Å Request Must Be Authenticated = No  

Å Mode = Alias pattern match  

Å Pattern Type = Regex  

Å Pattern String = .*@meetingserver.example.com  

Å Pattern Behavior = Leave  

Å On Successful Match = Stop  

Å Target = Meeting Server  

 

7.2.2  Meeting Server  

1. Meeting Server  Web  

2. Meeting Server  

a. [ Configuration ] > [ space ]  
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b.  

Å Name <string>  Call 001  

Å URI =<user part of the URI> 88001  

 
 

API API 

 
 

3. Meeting Server  

a. [ Configuration ]>[ Inbound Calls ]

 

Å  = <FQDN of the Meeting Server>  

meetingserver.example.com  

Å Targets spaces  = yes  

Å Targets IVRs = yes  

Å Targets users  = yes  

Å Targets Lync  = yes   8.1.2   

 

Web Admin [ Inbound calls ]

 6.2.2   
 

4. VCS  SIP 

 

a. [ Configuration ]>[ Outbound Calls ]

 

Å [ Domain ]=<domain to match>  example.com   *.com  

Å  SIP  = <the IP address or FQDN of your VCS>  

Å  = 
 

Lync 

 8.1.2   
 

Å  = <FQDN of the Meeting Server>  

Å  =  SIP  

 

Web Admin  [ Outbound calls ] 

 
 

http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
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SIP Meeting Server  88001 

88001@meetingserver.example.com  

Meeting Server  SIP  8  Lync 

 

ƴ  7.3  

ƴ Cisco CTS  TIP  7.4  

ƴ IVR  7.5  

 

7.3  SIP  

Meeting Server Meeting Server  Lync SIP 

Web   [

Configuration ] > [ Call settings ]  

1. Web [ Configuration ] > [ Call 

settings ]  

2.  [SIP SIP media encryption ] [ allowed ] [

required ]  [ disabled ]  

3. SIP CMA Web  

4.  SIP [

Apply to Active Calls ]

 SIP [ Submit ]  

 

Web [SIP SIP Encryption ] [

Configuration ]>[ Outbound Calls ]

 SIP 

 TLS API 

 
 

 

7.4  TIP  

Cisco CTS TIP  

 

mailto:88001@meetingserver.example.com
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1. Web  [ Configuration ] > [ Call settings ] 

[SIP SIP Settings ] TIP Telepresence 

 [ enabled ]  

 

 

 

 

2. [SIP Bandwidth Settings] 4000000  
 

 

3. [ Submit ]  

 

7.5  IVR  

IVR

 IVR 

 ID 

ID 

 PIN 

PIN 

 ID  3  

IVR  

1. Web [ Configuration ] > [ General ] 
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2. [IVR]  

Å IVR numeric ID = <numeric call ID that users call to reach the IVR>  

Å  Lync ID  = 

 

3. [ Configuration ] > [ Incoming Calls ] Target 

IVRs = "yes"  IVR  

4.  Meeting Server 

SIP  

 

7.6   

 8 Meeting Server  Lync  
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8 Lync/Skype for 

Business  

Microsoft Lync Microsoft Skype for Business  

 

Call Bridge  Lync Edge Call Bridge 

Call Bridge  Lync 

 Lync Edge  TURN 

 Lync Lync 

 12  TURN  1 

 12  
 

 

8.1  Meeting Server  Lync  

Lync  Meeting Server 

  7.2 

/URI  

 13 Meeting Server  Lync  
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8.1.1  Lync Front End FE  

 

 Lync FE  Meeting Server 

Cisco 

 Lync  
 

 

Lync FE 

Lync FE  Meeting Server 

 
 

Lync  Meeting Server  Meeting Server 

Meeting Server  Lync Meeting 

Server  Lync FE 

 

1. Lync Server  

2. Meeting Server 

 

New- CsTrustedApplicationPool - Identity fqdn.meetingserver.com - ComputerFqdn 
fqdn.meetingserver.com - Registrar fqdn.lyncserver.com - site 1 -  
RequiresReplication $false - ThrottleAsServer $true - TreatAsAuthenticated  
$true  

 

Å fqdn.meetingserver.com   Meeting Server  FQDN 

 Call Bridge  CN  

Å fqdn.lyncserver.com   Lync FE  FE  FQDN  

3. Meeting Server  

New- CsTrustedApplication - ApplicationId meetingserver - application -  
TrustedApplicationPoolFqdn fqdn.meetingserver.com - Port 5061  

 

Å meetingserver - application   

Å fqdn.meetingserver.com   Meeting Server  FQDN  

4. Meeting Server  Lync FE  

$x=New- CsStaticRoute - TLSRoute - Destination "fqdn.meetingserver.com" -  
MatchUri "meetingserver.example.com" - Port 5061 - UseDefaultCertificate  
$true  

 

http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
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Å fqdn.meetingserver.com   Meeting Server  FQDN  

Å meetingserver.example.com    Meeting Server 

 URI   

5.  

Set - CsStaticRoutingConfiguration - Identity global - Route @{Add=$x}  

6. HTTP 8090 HTTPS 8181

Lync  

VGA  HD720p Lync  HD720p 

 

Set - CsMediaConfiguration - MaxVideoRateAllowed Hd720p15M  

7.  

Enable - CsTopology  

 

 HD720p 

 
 

8.1.2  Meeting Server  

1. Meeting Server  Web [ Configuration ] 

> [ Outbound Calls ]  

2.  

a. [ Domain ] Lync 

 Lync example.com  

b.  [  SIP SIP Proxy to Use ] 

IP  FQDN  

Å   

 DNS SRV 

_sipinternaltls._tcp.<yourlyncdomain>.com  

Å  Lync sip  IP 

 FQDN  DNS SRV 

 _sipinternaltls._tcp .< >.com  

SRV  DNS A 

 

Å Lync FE  IP  FQDN  

c. [ Local Contact Domain ] Meeting Server  

FQDN  

meetingserver.example.com  
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Lync 

 
 

d.  [ Local From Domain ]

 ID meetingserver.example.com  

 
 

[ Local From Domain ]  

ID [ Local Contact 

Domain ]  
 

e. [ Trunk Type ] Lync   

f. [ Behavior ] 

[ stop ] 

 [ continue ]  

g. [ Priority ] 

 

h. [ Encryption ]  

SIP [ Auto ] [

Encrypted ]  [ Unencrypted ]  

i. [ Add New ]  

 

 Call Bridge  API  
 

Lync  Meeting Server Meeting Server  Lync 

 

Lync Meeting Server  88001 

88001@example.com   

 

8.2  SIP  Lync  

SIP  Meeting Server  

 7.2 Lync  Meeting Server 

 8.1  

SIP  Lync  

<call_id>@meetingserver.example.com  

 

 

mailto:88001@example.com
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 14 Meeting Server  SIP  Lync  

 

 

 

8.3  Lync  SIP  

2  7.2   8.1

Lync  SIP 

 Meeting Server 

 

 

[ Outbound Calls ]  Meeting Server  Cisco VCS  

SIP Lync  SIP 

 Meeting Server 

Meeting Server Lync 

FE Cisco VCS Avaya CM  Polycom DMA  SIP 

 SIP  
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 15  SIP  Lync  
 

 

ƴ Lync  <name>@vc.example.com  SIP 

 meetingroom1@vc.example.com  

ƴ SIP  <name>@example.com  Lync 

 roberta.smith@example.com  

 

 

8.3.1  Lync Front End  

Lync  SIP  

 

ƴ Meeting Server  Lync @vc.example.com   

  8.1  Lync 

Lync  SIP  

8.3.2  VCS  

SIP  Lync 

 

ƴ VCS SIP  @example.com  

 Meeting Server  

SIP  Lync  

mailto:meetingroom1@vc.example.com
mailto:roberta.smith@example.com
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8.3.3  Meeting Server  

Meeting Server  2  SIP 

 Lync 2 

1  SIP  1 

 Lync  

1. Web [ Configuration ] > [

Incoming Calls ]  

2. [ Call forwarding ]   2  

a.  vc.example.com  

Å [ Domain matching pattern ] = vc.exa*.com  

*

 

Å [ Priority ] = <number> 

 0 

 

2 

 

Å [ Forward ] = forward  

(

 

Å [ ID Caller ID ] = use dial plan   

Å [ Rewrite Domain ] = no  

 

yes [ Forwarding domain ] 

 [

Forwarding domain ]  

Å [ Add new ]  

b.  example.com  

Å [ Domain matching pattern ] = exa*.com  

Å <number>  
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Å [ Forward ] = forward  

Å [  ID Caller ID ] = use dial plan  

Å [ Rewrite Domain ] = no  

Å [ Add new ]  

3. [ Configuration ] >[ Outbound calls ]  2 

 

a. SIP  vc.example.com 

 7.2.2   4  

Å [ Domain ] SIP 

 SIP vc.example.com  

Å  SIP  = <the IP address or FQDN of your VCS>  

Å  = 
 

 
 

Å  = <FQDN of the Meeting Server>  

Å  =  SIP  

Å [ Add New ]  

b. Lync  example.com 

 8.1.2   

Å [ Domain ] Lync 

 Lync example.com  

Å [  SIP SIP Proxy to Use ] 

IP  FQDN  

Å   

 DNS SRV 

_sipinternaltls._tcp.<yourlyncdomain>.com  

Å  Lync sip  IP 

 FQDN  DNS 

SRV  _sipinternaltls._tcp.<yourlyncdomain>.com  

SRV  

DNS A  

Å Lync FE  IP  FQDN  

Å [ Local Contact Domain ] Meeting 

Server  FQDN meetingserver.example.com  
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Lync 

 
 

Å  [ Local From Domain ] 

 ID  Call Bridge  

FQDN meetingserver.example.com   
 

[ Local From Domain ]

 ID [

Local Contact Domain ]  
 

Å [ Trunk Type ] Lync   

Å [ Behavior ] 

[ stop ]  [ continue ]  

Å [ Priority ]

 

Å [ Encryption ] 

 SIP [ Auto ] [

Encrypted ]  [ Unencrypted ]  

Å [ Add New ]  

SIP  <name>@example.com   Lync 

Lync  <endpoint>@vc.example.com  

 SIP  

 

8.4  WEB  SIP  Lync  
 

Web Lync  
 

Web  Meeting Server LDAP 

 

 LDAP  Lync  Web 

Meeting Server  Lync  Lync 

 Web 
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Meeting Server  fred@example.com Lync FE  

fred@lync.example.com   Meeting Server 

Meeting Server 

 Meeting Server  fred@example.com   

Meeting Server fred

fred@xxxx  xxxx   

 [ Incoming Calls ] 

 Web  Lync 

[ Domain name ] 

Lync FE example.com  

[ Call forwarding ] [

Domain matching pattern ]  Lync 

lync.example.com  fred@example.com   Web 

fred@lync.example.com    Fred  Lync  

 

8.5  Lync Edge  Lync  

Lync Edge  NAT 

 Meeting Server  Lync Edge   

Lync Edge  Meeting Server Lync 

 TURN/ICE  

 
8.5.1  Lync Edge  

Meeting Server  Lync Edge 

 16  

1. Call Bridge Lync FE SIP  

2.  

3. Call Bridge Lync FE  

4. FE MRAS  URI Lync Edge 

 MRAS  

5. Lync  

6. Call Bridge Lync FE Lync 

Edge MRAS  MRAS  

7. Lync FE Call Bridge  UDP  TCP 

 MRAS URI  

mailto:fred@example.com
mailto:fred@lync.example.com
mailto:fred@example.com
mailto:fred@example.com
mailto:fred@lync.example.com
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8. Call Bridge DNS  MRAS URI STUN  Lync 

Edge  

9. UDP  3478  Call Bridge  Lync Edge  TURN 

 Lync Edge  Call Bridge 

 

Call Bridge  Lync Edge  

UDP 3478  32768 - 65535  

 

 16 Lync Edge  Call Bridge  
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8.5.2  Lync Edge  Meeting Server  

Lync Edge Meeting Server  Web 

[ Configuration ] > [ General ] Lync Edge 

Lync Edge Lync  TURN/ICE 

 TURN  

Meeting Server  Lync Server Edge Lync  

  

Lync Edge  Meeting Server  

1.  DNS 

 DNS   1  

2. LDAP 

firstname = "edge" second name = 

"user"  

3. Lync FE   Lync 

  Lync 

edge.user@lync.example.com  

 Lync  

4. Meeting Server  Web [ Configuration ] > 

[ General ] Lync FE 

Lync Edge  Lync 

  

5. [Number of Registrations]  

1  Lync 

Edge 1 Call Bridge 

Lync Edge Server  Meeting Server 

 

1  Lync Edge 

 edge.user@lync.example.com  

[ Number of Registrations ]  3 Edge 

 Lync 

edge.user1@lync.example.com  

edge.user2@lync.example.com  

edge.user3@lync.example.com  

 

mailto:edge.user@lync.example.com
mailto:edge.user@lync.example.com
mailto:edge.user1@lync.example.com
mailto:edge.user2@lync.example.com
mailto:edge.user3@lync.example.com
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Lync Edge  

 edge.user@lync.example.com   1  

 

Lync FE  Call Bridge Lync 

 
 
 

Lync Edge  

ƴ Meeting Server Lync Edge  Lync 

Lync RDP 

URI  Lync 

 

ƴ Lync AVMCU Lync FE Lync 

 

ƴ Web Lync Edge  Meeting 

Server TURN  

ƴ Lync Edge Lync ICE 

 Lync Edge 

 Cisco Expressway Lync  Expressway 

 TURN  

ƴ  Lync Edge Lync Edge 

  

Call Bridge Lync Edge 

 

Meeting Server 

 Lync Edge Lync Edge 

 CMD 

 IP  

 

route add ïp 10.255.200.0 mask 255.255.255.0 10.255.106.1  

10.255.200.0  10.255.106.1 

 10.255.106.1 Lync 

Edge  

Meeting Server  Lync Edge  

STUN  

mailto:edge.user@lync.example.com
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8.6  Lync  

Meeting Server NAT  IP  Call Bridge 

Microsoft Lync 

Meeting Server  Lync  

 

1. Meeting Server  FQDN  DNS SRV  _sipfederationtls._tcp.domain.com 

Call Bridge  IP NAT 

 

 

2. Meeting Server  FQDN  IP  DNS A  

3.  Meeting Server  

a.  CN  FQDN  SAN 

 FQDN  SAN 

 SAN Lync  CN SAN 

 

b.  CA  

 

Lync FE CA

CA  Meeting Server  Lync 

Lync  
 

c.  CA 

 

 

 Cisco Meeting Server 

 
 

d.  B  TCP 5061 UDP 3478

UDP 32768 - 65535 TCP 32768 - 65535  

Meeting Server  

1. [ Domain ]  [SIP SIP 

proxy ] [ Trunk ]  Lync 

[ Local contact domain ] [

Local from domain ]  

http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
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Lync 

Lync 

Server  

Lync 

 

 

8.7   Lync  IVR 

 

Lync  

Lync Lync 1  Lync 

FE  

 

Lync  Lync  Skype for Business 

 Lync FE  
 

 

Meeting Server Lync  ID WebRTC  SIP 

 Lync 

Cisco Meeting Lync  Lync 

 Meeting Server  1  Lync FE 

1 Web Admin  [

Configuration ] > [ General ] [Lync Edge settings] 

1 API lyncEdge

 TURN Lync Edge  

Meeting Server  FE 

 FQDN   

 

Lync Meeting Server 

_sipinternaltls._tcp.lync - domain  Lync  ID  DNS 

DNS  DNS SRV  _ sipinternaltls._tcp.lync - domain 

DNS SRV  dns  app add rr<DNS RR>  

dns app MMP  

 DNS 

 
 

Lync FE  6  

http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
../../../../../../../Content/Deployment%20Guide/DNS%20Records%20Needed%20for%20the%20deployment.htm
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 6 Lync FE  
 

  Web Admin 

 

API  

1 Lync  ID  Call 

Bridge IVR  

Web Admin 

 IVR 

 

[IVR]  [

Configuration ] > [

General ] [

 Lync ID

Joining scheduled 

Lync conferences by ID ]  

[ allowed ]  

API  IVR 

 

 IVR 

 

resolveLync 
ConferenceIds  

 true 

 

2  SIP  Lync  

ID 

Lync 

 

[ Configuration ] > [

Incoming calls ] 

1 

[  Lync

Targets Lync ]  yes 

 

Set 

resolveToLync 

Conferences   

true  

 

3 Web Bridge 

 Lync  ID 

 

Web Admin 

 Web Bridge 

 

Web bridge  

[ Configuration ] > [

General ] [

Lync ID

Joining 

scheduled Lync conferences by 

ID ]  [ allowed ] 

 

API  Web Bridge 

 

Web Bridge  

resolveLync 

ConferenceId   

true   

 Lync  ID Call Bridge  ID 

Call Bridge  ID ID 

 Lync Front End Call 

Bridge  ID  Lync  Lync 

Front End 

 Lync  ID  Lync 

 Lync FE  
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 Lync  Lync FE 

 Lync  Lync 

 ID  Lync FE 

 Lync  
 

 

Meeting Server  Lync Lync AVMCU 

from: SIP PSTN 

 ID 

Meeting Server 

Lync PSTN /  Lync 

 
 

 Lync 

 Meeting Server 

  SIP/H.323 

join@example.com   ID 

WebRTC join.example.com  ID 

 URI Microsoft 

 https://technet.microsoft.com/en -  us/library/gg398638.aspx   

 

8.8   Lync  Call Bridge  

Meeting Server API  Lync Call Bridge 

 /callProfiles   POST  /callProfile/<call profile id >  

PUT  lyncConferenceMode   

 Call Bridge  1 dualHomeCallBridge  

Call Bridge  1 Call Bridge  AVMCU 

 

 1 gateway   SIP 

AVMCU  

 

lyncConferenceMode   gateway   
 

mailto:join@example.com
https://technet.microsoft.com/en-us/library/gg398638.aspx
https://technet.microsoft.com/en-us/library/gg398638.aspx


9 OBTP ᴗᴏᴖᵃᵚᵉ ὐש ֦֮ Office 365 ᴥᵃᴀᵉᴹᵚᴾ ᴆᴍᴗᴸᵈᴆᵑᴗ 

Cisco Meeting Server  3.7  Meeting Server  104 

 

 

 
9 Office 365 OBTP 

   

9.1   

Office 365 OBTP   

 OBTP 

 Office 365  

Microsoft Outlook  Skype for Business 

OBTP 

 

OBTP 

 OBTP Skype for Business 

 

 

Office 365  OBTP  Office 

365  Skype for Business  Lync 

Cisco Meeting Server IVR 

 Lync Cisco 

 Meeting Server IVR  
 

 

Office 365 OBTP  

 2.2 Cisco TMS 15.5  

Cisco TMS XE 5.5  
 

 
9.2   

 

Office 365 Call Bridge 

 TCP 

 443  
 

Office 365 Meeting Server  Web 

 [ Configuration ] > [ Incoming calls ] 

 [  Lync 

Targets Lync Simplejoin ]  true  Office 365 

 Lync Simple Meet URL  Meeting Server  
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9.3   

OBTP  Office 365  

 

Office 365 Lync AVMCU 

OBTP 

Meeting Server 

 

 

Skype for Business  Meeting Server 

Skype for Business  Meeting Server 

 
 

 

 ActiveControl  Call Bridge 

Lync AVMCU  
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10  Web Bridge 3  

Call Bridge  Web Bridge 3 

Web  

Web  Meeting Server 

 10.2  Web 

 

 

 Cisco Expressway Web  Web Bridge 

Web Bridge  SAN Web Bridge  Expressway- C 

 A 

Expressway  join.example.com  Web Bridge 

 FQDN  A Web Bridge  

SAN  join.example.com  
 

 

10.1  Web Bridge 3   

 7 Web   10.1.1  

Web  Meeting Server  

 17 Web  
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 7 Web  

 

 

 

 

 

 

 

 

Web Bridge 3  Web  443  1  TCP
HTTPS  

  

Web Bridge 3  Web  80 TCP
HTTP  

  

Call Bridge Web Bridge 3     

TCP

C2W  

 1 Web Bridge 3  https  

 

10.1.1  Web Bridge 3  

Web  Meeting Server 

 

1. Web  HTTPS  

2. [ Join meeting ]  3 [ Sign in ]

 4  

3. [ Join meeting ]  ID/URI 

 

a. HTTPS  Web Bridge 3 Web Bridge 3 

C2W  Call Bridge  

b.  

c.  HTTPS  Web 

Bridge 3 C2W  Call Bridge Call Bridge 

 TURN  

d. Call Bridge  TURN  

e. Web  TURN  

f.  Web Bridge 3  WebSocket C2W  Call 

Bridge  Websocket 

 

g.  Call Bridge  IP /

/  Websocket  SDP  
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h. ICE  IP /  

Call Bridge /  UDP 

ICE TCP  /  TCP  

i.  Call Bridge TURN UDP 

 TURN TCP TURN  TCP  

UDP 

 

4. [ Sign in ]  

a. HTTPS  Web Bridge 

 Call Bridge  

b.  HTTPS 

 

c.  3c 

 

 24 

 

 

10.2  Web Bridge 3  

 3.0 Web Bridge  Web Bridge 

 Web Bridge  Web Bridge 

 

/web BridgeProfiles API  Web Bridge 

 Web Bridge  webBridge 

 

Web Bridge 3 API  Web Bridge  Web 

Bridge  

 

 

http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
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10.2.1  Web Bridge  

 

Web Bridge 3  Edge 

 
 

 4.6  Web Bridge 3 

Web Bridge 3  

 

1. Meeting Server Web  webBridgeProfile 

 

a. Meeting Server Web [ Configuration ] 

> [API]  

b. API /api/v1/webBridgeProfile  Δ 

 

c. [ Create new ]  

d. [ name ]  Web Bridge 

 

e. Meeting Server  Web Bridge  Web Bridge 

   

[resourceArchive]  

f. [allowPasscodes]  true  false 

 Web Bridge  Web Bridge 

 ID/URI  coSpace  coSpace 

 true  

g. [allowSecrets]  true  false 

 Web Bridge  Web 

Bridge  ID 

 coSpace  coSpace 

 true  

h. [userPortalEnabled]  true  false 

 Web Bridge  

Web Bridge   

 true  
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i. [allowUnauthenticatedGuests]  true  false 

true  Web Bridge  Web 

Bridge false 

 true  

j. [resolveCoSpaceCallIds]  true  false 

 Web Bridge 

 Web Bridge coSpace  

coSpace  coSpace  ID 

 true  

k. [resolveCoSpaceUris] off domainSuggestionDisabled

domainSuggestionEnabled 

 Web Bridge coSpace 

 coSpace  coSpace  SIP URI 

off URI 

domainSuggestionDisabled  Web Bridge  URI 

URI 

domainSuggestionEnabled  Web Bridge  URI 

URI 

 off  

l. [ Create ]  

2. 

 Web Bridge URI  Web  URL  

 

 3.1  IVR  Web Bridge 

 32  IVR  Web Bridge  1  32  Web 

Bridge 

 
 

Web Bridge URI  IVR  web BridgeProfile 

 

a. API /api/v1/webBridgeProfiles  Δ 

 

b. [ View ]  [Edit ]  

c. webBridgeProfile   

 1  webBridgeProfile  ID  [ Select ] 

Web Bridge URI  IVR Web Bridge 

 URL  IVR   
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d. [ Create ]  

3.  webBridgeProfile  ID 

 

Å /api/v1/system/profiles  

Å /api/v1/tenants/< id>  

Å WebBridges /api/v1/webBridges/< id>  

 webBridgeProfile 

 

a. API /api/v1/system/profiles  Δ 

 

b. [ View ]  [Edit ]  

c.  webBridgeProfile [ Choose ] 

 

d. webBridgeProfile   

 1  

webBridgeProfile  ID  [ Select ]  

e. [ Modify ]  

f.  webBridgeProfile  ID [  

Object configuration ]  
 

Web Cisco Meeting Server Web  

 
 

https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-release-notes-list.html
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11   

3.0 Meeting Server 

 Meeting Server  XMPP 3.0 

 XMPP  3.0 SIP 

 

 

SIP  SIP URI 

 SIP URI  

 

11.1   SIP  

Å 

 SIP  callLegProfile 

 coSpace  defaultLayout 

callLeg   

Å  layoutTemplate  

  

Å callLegProfiles  callLegs  qualityMain 

 callLeg  

Å  XMPP  720p 

 1080p 3.0 MMP 

 streamer sip resolution   

Å callLegProfile  presentationViewingAllowed 

 

Å  MMP  recorder limit   streamer limit  

 

 

11.2   SIP  
 

 SIP Meeting Server  Call Bridge 

 SIP 

Meeting Server  Call Bridge 

 SIP 
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 vCPU  4  RAM 

4GB  VM 

 

 8  SIP  
 

 vCPU 

 

 RAM 1 

 

 

720p  2 0.5 GB 1GB 40 

1080p  1 1GB 2GB 20 

 16 100 MB  150MB 100  

  

Å  vCPU  

 vCPU  4  RAM 

4GB  VM  3 

 

 9  SIP  
 

vCPU  RAM 720p  1080p  

 

4 4 GB 50 37 100  

4 8GB 100  75 200  

8 8GB 200  150  200  

 

Å vCPU  

Å  720p vCPU  200  

Å  1080p vCPU  150  

Å vCPU  200  

 

11.3   

Meeting Server  2  

Å  SIP  

Å Meeting Server  SIP  
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11.3.1   SIP  

Meeting Server  SIP 

Meeting Server 

 SIP URI  

 

 SIP Meeting Server 

 
 

 SIP  

Å  BFCP 

 

Å  SIP  

Å  SIP   

Å  Meeting Server SIP 

  

 

SIP TIP  
 

11.3.2  Meeting Server  SIP  

Meeting Server  SIP  3.0 

  NFS

 

 Meeting Server 

 18  Call 

Bridge  Meeting Server  

 

 NFS 
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 2  3  NFS TCP  UDP  2049 

 111  
 

 

Meeting Server 

  
 

 

 MP4 

/

  NFS NFS  spaces/<space ID; 

tenant spaces are stored in tenants/><tenant ID>/spaces/<space ID>  
 

 

 18  
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 19  

 

 

 

11.4  VM -  SIP 

 

 

Windows 2008 R2 SP1  NFS 

 windows  

https://support.microsoft.com/en -  us/kb/2485529  

Microsoft Windows  
 

 2  

Å MMP  Meeting Server  

Å API  URI  

 1 MMP  Meeting Server  

1.  3.0  

2. SSH  MMP MMP  

recorder   

3. recorder nfs <hostname/IP> <directory>  NFS  

4. recorder resolution <audio|720p|1080p>  

 

https://support.microsoft.com/en-us/kb/2485529
https://support.microsoft.com/en-us/kb/2485529
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5.  SIP TCP 

 TLS MMP  recorder sip listen 

<interface> <tcp - port|none> <tls - port|none>

 none   

a. TCP TLS 

recorder sip listen a none 6000  

b.  TCP/TLS 5060/5061

 

 

 SIP TCP/TLS 5060/5061

Call Bridge 

MMP  callbridge listen 

none  Call Bridge 

 
 

6. TLS  SIP TLS  

a. MMP  recorder sip certs <key - file> <crt - file> [<crt -  bundle>]

 

 

 SIP TLS SIP TLS 

 
 

7. TLS  SIP  TLS 

 

a. MMP  tls sip trust [<crt - bundle>]  

b. MMP  tls sip verify enable   

 

TLS TLS  
 

8. MMP  recorder  

9. MMP  recorder enable   

 2 API  URI  

 SIP API    

sipRecorderUri  API  SIP  Call 

Bridge  
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outboundDialPlan  URI 

recording.com sipRecorderUri  

 Meeting Server 

outboundDialPlan 

outboundDialPlan 

 

 
 

 URI @ 

 SIP recording@recorder.com

 SIP  

URI 

URI  
 

Meeting Server Web  sipRecorderUri  

 

1. Meeting Server Web [ Configuration ] > 

[API]  

2. API /api/v1/callProfiles  Δ  

3.  callProfile 

 ID [sipRecorderUri]  URI  

 

 SIP recording@recorder.com   1  

SIP URI  SIP URI 

 
 

4. [recordingMode]

manual  automatic  

5. [ Modify ]  

 callProfile coSpace

 callProfile   

1. Web [ Configuration ] > [API]  

a. API /api/v1/system/profiles  Δ 

 

b. [ View ]  [Edit ]  

c.  callProfile [ Choose ]  

mailto:recording@recorder.com
mailto:recording@recorder.com
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d. callProfile   

 callProfile  ID 

[ Select ]  

e. [ Modify ]  

f.  callProfile  ID [

Object configuration ]  

11.4.0.1 callProfile  

 recordingMode  automatic sipRecorderUri 

 recording@recorder.com   

 

 

Meeting Server Web  [ Configuration ] > [

Outbound calls ]  
 

5060/5061  SIP TCP/TLS 

 MMP [sipRecorderUri]

 
 

SIP TLS [

Encryption ] [ Encrypted ]  

 

11.5   SIP  

ƴ SIP /callProfile  sipRecorderUri API 

 

URI Meeting Server  

/recorders  

a. Meeting Server  Web [ Configuration ] > 

[API]  

b. API /callProfiles  Δ  

mailto:recording@recorder.com
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c.  ID 

 

d. sipRecorderUri  

ƴ API  /callProfiles  /callProfiles/<call profile id>  

recordingMode 

 

Å automatic

 

Å manual  DTMF  

Å disabled  

ƴ callLegProfiles  recordingControlAllowed 

 

ƴ /dtmfProfiles  /dtmfProfiles/  startRecording  stopRecording 

 DTMF <dtmf profile id>  

 

 API Cisco Meeting Server API 

  
 

 
11.6   

 

ƴ Meeting Server  Web [ Configuration ] > [API] 

 

ƴ API /callLegs Δ  

ƴ  ID  

callLegs/<call leg id>   GET  status   recording  

 callLeg true false  

 

11.7   

Lync/Skype  Microsoft 

 Cisco Meeting Server 

 

http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
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Meeting Server  SIP Lync/Skype 

 Lync/Skype  

Meeting Server ActiveControl 

  10 Meeting Server 

 

 10  
 

  

 

 

 Meeting Server  

 

 

Lync/Skype  

 

 

Meeting Server  Lync/Skype 

 

  

 

Web 

Meeting Server Web 

 
 

 
11.8  Vbrick  

 

  Meeting Server  
 

Meeting Server  

NFS  Vbrick  Meeting Server 

 

 NFS  Vbrick 

Rev 

 

 Rev 

Rev 

 

 

 NFS 

 Vbrick  NFS 
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 2  3  NFS TCP  UDP  2049 

 111  
 

 

Meeting Server 

  
 

11.8.1  Meeting Server  

 vCPU  2 

 4  4GB  RAM  VM 

 
 

 Call Bridge  Meeting Server 

 
 

NFS  Meeting 

Server NFS 

 mp4  
 

NFS 

 Vbrick 

NFS 

/  
 

Vbrick Rev  API Vbrick Rev  API  

Call Bridge  API Call Bridge  Meeting Server  

API  

Trust Store Vbrick Rev  Call Bridge 

 Meeting Server  Web 

Vbrick Rev  Call Bridge  
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 11  
 

   

Call Bridge NFS  3  2049  

 Call Bridge  Web   443  

 Vbrick Rev  Vbrick Rev  API 

 443  

11.8.2  Vbrick  Meeting Server  

 NFS 

 

1.  Meeting Server  MMP  SSH 

 

2. Vbrick Vbrick 

 Meeting Server  

uploader disable  

3.  NFS  

uploader nfs <hostname/IP>:<directory>  

4.  Meeting Server 

 Meeting Server  

uploader cms  host<hostname>  

5. Call Bridge  Meeting Server  Web 

 443  

uploader cms port <port>  

6. Call Bridge  Meeting Server  API 

 

uploader cms user <username>  

7.  6  
uploader cms password  

 

8. Call Bridge  Meeting Server  Web  CA 

crt - bundle

 

9.  8  Meeting Server  

uploader cms trust <crt - bundle>  

10.   Vbrick  

uploader rev host <hostname> 
uploader rev port <port>  

 

 

 



11 Ἆ ֽ  ᴗᴦᵈᵚᴽᵑᴎׂן֙

Cisco Meeting Server  3.7  Meeting Server  124 

 

 

 

 
 

 443  
 

11.   API  Vbrick Rev  

uploader rev user <username>  

 

12.   11  

uploader rev password  

 

13.  Vbrick Rev  CA 

crt- bundle  

14.   13  Vbrick Rev  
uploader rev trust <crt - bundle>  

15.   

uploader access<Private|Public|AllUsers>  

16.   
uploader cospace_member_access <view|edit|none>  

 

Vbrick 
user1@example.com  

 

17.   

uploader recording_owned_by_cospace_owner <true|false>  

 

Vbrick  
 

18.  Vbrick Rev 

 MMP 

 

uploader fallback_owner <vbrick - user>  

19.   

uploader comments enable  

20.   

uploader ratings enable  

21.   

uploader downloads enable  

22.   Vbrick Rev  

uploader initial_state <active|inactive>  

23.   

uploader delete_after_upload <true|false>  

24.   Meeting Server  

uploader enable  

mailto:user1@example.com
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messageBoardEnabled   true  

 
 

 

 

 

 

11.9   

 SIP  3.0 

 RTMP URL  

 RTMP URL 

  

  

 

 RTMP  RTMP 

Vbrick 

 
 

 

 RTMP  RTMP 

Vbrick 

 
 

 

 RTMP URL 

 
 

 3.1  SIP  RTMP  RTMPS 

 ñTLS  RTMP  RTMP 

3.1 RTMPS 

 

 tls  MMP  RTMPS   TLS  

TLS 

RTMPS  
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 20  

 

 
 

 Call Bridge 

1 ~ 2  

 

11.10  VM  SIP  

 2  

Å MMP  Meeting Server  

Å API  URI  

 1 MMP  Meeting Server  

1.  3.0  

2. MMP  SSH MMP  streamer 

help   

3. MMP  streamer sip listen<interface> <tcp - port|none>  

 SIP TCP  

TLS <tls - port|none>

 none   

a. TLS TCP 

streamer sip listen a none 6000   

b.  TCP/TLS 5060/5061
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4. MMP  streamer sip resolution<audio|720p|1080p>  

 720p  

a. 1080p  streamer sip resolution 1080p   

 

1080p  SIP 

 3,500,000 / Web 

 UI  [ Configuration ] > [ Call settings ] > [

SIP Bandwidth settings (SIP) ]  
 

5. TLS  SIP TLS  

a. MMP  streamer sip certs <key - file> <crt - file> [<crt -  

bundle>]  

 

 SIP TLS SIP TLS 

 
 

6. TLS  

SIP  LDAP  RTMPS  TLS  

a. MMP  tls sip trust [<crt - bundle>]  

b. MMP  tls  sip verify enable   

 

TLS TLS  
 

7. MMP  streamer  

 

8. MMP  streamer enable   

 2 API  URI  

 SIP API    API 

 sipStreamerUri  Call Bridge  

outboundDialPlan  URI 

streaming.com sipStreamerUri  

 Meeting Server 

outboundDialPlan  

outboundDialPlanRules  

  

https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
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 URI @

 SIP streaming@streamer.com

URI  
 

Meeting Server Web  sipStreamerUri  

 

1. Meeting Server Web [ Configuration ] > 

[API]  

2. API /api/v1/callProfiles  Δ  

3.  callProfile 

 ID [sipStreamerUri]  URI  

 

 SIP streaming@streamer.com   1  

SIP URI  SIP URI 

 
 

4. streamingMode  

manual   automatic   

5. [ Modify ]  

 callProfile coSpace

 callProfile   

1. Web [ Configuration ] > [API]  

a. API /api/v1/system/profiles  Δ 

 

b. [ View ]  [Edit ]  

c.  callProfile [ Choose ]  

d. callProfile   

 callProfile  ID 

[ Select ]  

e. [ Modify ]  

f.  callProfile  ID [

Object configuration ]  

mailto:streaming@streamer.com
mailto:streaming@streamer.com
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 API  coSpace coSpace API  [streamUrl ] 

 RTMPS  URL 

rtmps://mystream.com/live/app  

1. Meeting Server Web [ Configuration ] > 

[API]  

2. API /api/v1/coSpaces  Δ  

3.  coSpace  coSpace  ID 

[streamUrl]  RTMPS  URL  

4. [ Modify ]  

 

11.10.1   

 

 URL  SIP  

RTMP  URL 
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12  Cisco Meeting Server Web 

SSO  

Web  SSO ID 

 

SSO Web 

  1 

OAuth gmail  

Web  Web Bridge  SSO 

 

 SSO 

 SAML   2.0  

 

:  Meeting Server SAML 2.0  HTTP- POST 

 HTTP- POST 3 

HTTP- POST  
 

 

SSO LDAP  
 

 
12.1  Meeting Server Web  SSO  

SSO   Meeting Server

SAML 2.0 Exchange  

 1  Meeting Server  

Meeting Server 

SSO  authenticationId 

 ldap 

 2  

$sAMAccountName$ authenticationId  

ldapSync  authenticationId  ldapSync 

 ldapSync  

ldapMapping / authenticationIdMapping  

$sAMAccountName$  
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Meeting Server Web : 

a. Meeting Server Web [ Configuration ] > 

[API]  

b. API /api/v1/ldapMappings   Δ  

c. [ Create new ]  LDAP  ID 

 
 

d. authenticationIdMapping $sAMAccountName$ 

[ Create ] [ Modify ]  

e. ldapSync 

API /api/v1/ldapSyncs  Δ 

 ID [ Create new ] ldapSync 

Meeting Server  1  

f. API  /api/v1/users  Δ 
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g. authenticationId  1 [ ] 

 ldapSync  authenticationId   

 

 

 2  

1.  

 Meeting Server  xml 

 xml  

 xml 

 

a. entityID  Web Bridge  3 https://<domain>

Web 

 Web Bridge 3  

 

 Web Bridge 3 

 
 

b. https://<domain>:<port>/api/auth/sso/idpResponse  entityId 

 Web Bridge  HTTP- POST AssertionConsumerService  

c. HTTP 8090 HTTPS

8181   AuthnRequest 

 

d. HTTP 8090 HTTPS 8181

 

Web Bridge 3  
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Meeting Server /

 

 
 

2. 

 Meeting Server  

authenticationId $sAMAccountName$

  

uid

 3  

 3 SSO  zip  

1. Meeting Server  Meeting Server  Web Bridge 3 

 SSO sso_ <name>.zip  zip 

sso_

 

 zip  

a. idp_config.xml  

 

b. config.json  

Å supportedDomains Meeting Server 

 

 1 supportedDomains 

example.com  

Å authenticationIdMapping ñ Meeting Server  authenticationIds 

 2 uid

 SSO  Web 

authenticationIds  1  

Å ssoServicePro providererAddress  

 2  entityID 

 Web Bridge 3  

c. sso_sign.key

Meeting Server  AuthnRequest 

  

d.  sso_encrypt.key  

 Meeting Server  
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 zip  
 

2. SSO zip  

 

SSO 

zip  >

 >SSO SSO 

zip 

SSO  zip 

zip > SSO  
 

 4 SSO  zip  

SSO  zip  Web Bridge  3  

 

: /  ( ) 

WinSCP  SFTP  
 

1.  zip  Web Bridge 3  

Meeting Server  

2. a. SFTP  MMP  IP  

b. MMP  admin  

c. zip  sso_<name>.zip   

PUT sso_.zip<name>  

d. SSH  MMP  IP  

e. MMP  admin  

f. Web Bridge 3  

webbridge3 restart  

3.  SSO  

 

Web Web  

 ID  Web 

Web 

Web 

Web 

Web 

 ID  
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12.1.1   1 config.json  

 config.json  

{  

"authenticationIdMapping" : "<parameter_from_task_2>", 

" ssoServiceProviderAddress" : "https://<domain>:<port>", 

"supportedDomains" : ["<domain1>","<domain2>"]  

}  

 

12.1.2   2  

<domain>  <port>  

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" 

ID="https://<domain>:<port>" entityID="https://<domain>:<port>">  

<md:SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="true" 

protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">  

<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid -  

format:transient</md:NameIDFormat>  

<md:AssertionConsumerService 

Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP - POST" 

Location="https://<domain>:<port>/api/auth/sso/idpResponse"> index="0"/>  

</ md:SPSSODescriptor>  

</md:EntityDescriptor>  

 

12.1.3   3  

 xml  

 

encryption signing  

KeyDescriptor  X509 

... ds:X509CertificateMIID**<omitted_key_ 

text>**+gb</ds:X509Certificate>  
 

 

 AuthnRequestsSigned true  2 

false  
 

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" 

ID="https://<domain>:<port>" entityID="https://<domain>:<port>">  

<md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="true" 

protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">  

<md:KeyDescriptor use="signing">  

<ds:KeyInfo xmlns:ds=" http://www.w3.org/2000/09/xmldsig# ">  

<ds:X509Data>  

<ds:X509Certificate>...</ds:X509Certificate>  

</ds:X509Data>  

http://www.w3.org/2000/09/xmldsig


12 Cisco Meeting Server Web ᴀᴵᵈֽᴕᵑᴎᵉᴓᴂᵑᴈᵑ SSO  

Cisco Meeting Server  3.7  Meeting Server  136 

 

 

 

 

</ds:KeyInfo>  

</md:KeyDescriptor>  

<md:KeyDescriptor use="encryption">  

<ds:KeyInfo xmlns:ds=" http://www.w3.org/2000/09/xmldsig# ">  

<ds:X509Data>  

<ds:X509Certificate>...</ds:X509Certificate>  

</ds:X509Data>  

</ds:KeyInfo>  

</md:KeyDescriptor>  

<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid -  

format:transient</md:NameIDFormat>  

<md:AssertionConsumerService 

Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP - POST" 

Location="https://<domain>:<port>/api/auth/sso/idpResponse"> index="0"/>  

</md:SPSSODescriptor>  

</md:EntityDescriptor>  

http://www.w3.org/2000/09/xmldsig
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13  ActiveControl  

Meeting Server  ActiveControl CE 

8.3+  Cisco SX MX  DX 

ActiveControl 

 

 

 

13.1  Meeting Server  ActiveControl  

Meeting Server ActiveControl 

 

ƴ 

 

ƴ  

ƴ  

ƴ 

 

ƴ  

ActiveControl  

ƴ  

ƴ  

 

13.2   

ƴ ActiveControl Unified CM  9.1 2  Unified 

CM  Unified CM 

Unified CM 8.x  ActiveControl  

ƴ ActiveControl  SIP H.323 
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13.3  ActiveControl  iX  

ActiveControl  iX SIP Session Description 

Protocol SDP Meeting Server  

ActiveControl  

13.4   iX 

Meeting Server 

 SIP  iX 

 

ƴ Unified CM 8.x  Unified CM  ActiveControl 

 Unified CM 8.x  iX SIP 

 8.x  iX 

 

ƴ ActiveControl 

 iX  

ƴ Cisco VCS  Unified CM 

Cisco VCS X8.1 

 Unified CM  INVITE  iX 

 

 

13.4  SIP  UDT  

ActiveControl UDT 

UDT 

UDT 

 Meeting Server  UDT 

 

Meeting Server  Web [ Configuration ] > [API] 

 

1. API /compatibilityProfiles  Δ  

2.  ID 
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3.  sip- UDT = false [ Modify ]  

4. API /system/profiles  Δ  

5. [ View or edit ]  

6.  compatiilityProfile  [ Choose ] 

 3  compatibilityProfile  ID  

7. [ Modify ]  

 

13.5  Cisco Unified Communications Manager  iX  

 SIP Cisco Unified Communications Manager  iX 

Unified CM  iX 

 SIP  SIP  SIP 

 

 

SIP  iX  

1. [ Device ] >[ Device Settings ] >[SIP 

SIP Profile ] [SIP Find and List 

SIP Profiles ]  

2.  

a.  SIP [ Add New ]  

b.  SIP  [ Find ] 

 SIP  

[SIP SIP Profile Configuration ]  

3. [iX Allow iX Application Media ] 

 

4.  

5. [ Save ]  

SIP  SIP  

1. [ Device ] > [ Trunk ]  

[ Find and List Trunks ]  

2.  

a. [ Add New ]  

b.  [ Find ] 

 

[ Trunk Configuration ]  
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3. [SIP SIP Profile ]  SIP 

 

4. [ Save ]  

5. [ Apply Config ] 

 

 

13.6  Cisco VCS  iX  

 iX 

 Cisco VCS SIP UDP/IX  [

On ]  

 

1. [

Configuration ] > [ Zones ] > [ Zones ]  

2. [ Advanced parameters ] 

 [ Zone profile ] [ Custom ] 

 

3. [SIP UDP/IX SIP UDP/IX filter mode ] [

On ]   

4. [ Save ]  

 

13.7  iX  

 12 iX  
 

  

Unified CM 8.x   

9.1(2)  Unified CM 9.x  ActiveControl 

 

Unified CM 9.1(2)   ActiveControl  

iX  SDP 
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14   

Meeting Server MMP 

  Call 

Bridge  API Call Bridge  

Meeting Server  Call Bridge 

 

 Web Bridge Call Bridge API 

 C2W Call Bridge  Web Bridge  C2W 

 Web Bridge  Call Bridge 

 

C2W  Web Bridge 

 

 

 Web Bridge  C2W 

 
 

 

 Call Bridge Meeting Server 

1000  VM  Meeting Server  150,000 

Meeting Server 2000  200,000 2  3 

 

Meeting Server  
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Call Bridge  API 

  Call Bridge 

API API  

 

14.1   

 Call Bridge 

 C2W 

 Web Bridge   

1. C2W  

C2W  Web Bridge  TLS  WebSocket 

 Web Bridge 

 SFTP  Meeting Server 

pki  MMP  

 

scheduler c2w certs <key - file> <crt - fullchain - file>  

 

scheduler c2w certs scheduler_c2w.key scheduler.cer  

 Web Bridge SFTP 

 Web Bridge   

 

scheduler c2w trust webbridge_bundle.cer  

Web Bridge 

  

webbridge3 c2w trust <crt - bundle>  

 Call Bridge <crt - bundle> 

 

2.  HTTPS  

 HTTPS 

 API 

Web Bridge  API HTTPS 
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1 cms> scheduler status  
2 Status: enabled  
3 Running 
4 Database responsive at start  
5 HTTPS configured  
6 C2W configured  
7 Email server  configured 
8 

 

 

HTTPS  

scheduler https listen <interface> <port>  

 

scheduler https listen a 8443  

scheduler https certs <key - file> <crt - fullchain - file> 

 

scheduler https certs scheduler_https.key scheduler_https.cer  

3.    

 

 

  

 MMP  

scheduler email server <hostname|address> <port> 

scheduler email server none  

scheduler email username <smtp username> 

scheduler email protocol <smtp|smtps> 

scheduler email auth <enable|disable> 

scheduler email starttls <enable|disable>  

 

 1  

 

 

4.   

scheduler enable  

5.  

scheduler status  

 

 

https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-guides-list.html
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9 Scheduler application status:  
10 {  
11 "status": "UP",  
12 "components": {  
13 "c2w": {  
14 "status": "UP",  
15 "details": {  
16 "guid": "dc06c10f - a220- 42d8- b4eb- f9be3d07faf4",  
17  "webbridges":  "webbridge1.mycompany.com:4443:CONNECTED, 

webbridge1.mycompany.com:8443:CONNECTED, 
webbridge3.mycompany.com:8443:CONNECTED" 

18 }  
19 },  
20 "db": {  
21 "status": "UP"  
22 },  
23 "mail": {  
24 "status": "UP",  
25 "details": {  
26 "location": "smtp.mycompany.com:25"  
27 }  
28 },  
29 "ping": {  
30 "status": "UP"  
31 }  
32 }  
33 }  
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15   QoS 

X.509 Meeting 

Server  

 

MMP 

 
 

 

15.1  CAC  

CAC

CAC 

 

Meeting Server CAC  SSH  Web 

 13  MMP  CAC 

 

 13 CAC  MMP  

 

MMP   

cac enable|disable [strict]  CAC 

  

 

cac issuer <ca cert - bundle>  CAC  

cac ocsp certs <keyfile> <cer -  

tificatefile>  
OCSP OCSP  TLS 

 

cac ocsp  responder <URL>  OCSP  URL  

cac ocsp enable|disable  CAC OCSP  

 

15.2  OCSP  

OCSP MMP  

OCSP  CAC 

 

http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
http://en.wikipedia.org/wiki/Common_Access_Card
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15.3  FIPS 

FIPS 140- 2  1 

 FIPS 

 

 
 14 FIPS  MMP  

 

MMP   

fips enable|dis -  
able  

  FIPS- 140- 2 

FIPS  

fips  FIPS  

fips test   FIPS  

 

15.4  TLS  

SIP  LDAP 

Call Bridge 

 

 15 TLS  MMP  
 

MMP   

tls <sip|ldap> trust <crt 
bundle>  

 

tls <sip|ldap> verify 
enable|disable|ocsp  

 OCSP 

 

tls <sip|ldap>   

 

15.5   

MMP  

ƴ  

ƴ 

 

ƴ IP  MMP  

ƴ  MMP  
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15.6   

MMP 

 

  
 

 

MMP  

 

 

SSH  SSH 

SSH ADMIN 

 ssh rule   
 

 
15.7  DSCP 

Meeting Server  DSCP 

MMP  

1. MMP  

2. dscp  (4|6) <traffic type> (<DSCP value>|none)   

DSCP dscp 4 oa&m 0x22   IPv4 

 

3. dscp assured (true|false)  

 DSCP 

dscp assured true  

 

DSCP Meeting Server 

PC Client  DSCP  DSCP 

 Windows 

 DSCP  
 

 

15.8  SSH  

SSH  SFTP  Meeting Server  

Meeting Server 

Meeting Server  

http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
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 16  MMP  

 

MMP   

ssh server_key list  Meeting Server 

 

Å ssh_host_dsa_key.pub  

Å ssh_host_ecdsa_key.pub  

Å ssh_host_ed25519_key.pub  

Å ssh_host_key.pub  

Å ssh_host_rsa_key.pub  
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16  Cisco 

 

Syslog  3.1.4  

Meeting Server  

Å SIP  

Å  

Å  

Å  

 
16.1  SIP  

Web  [ Logs ] > [ Detailed tracing ] 

 SIP SIP  

 1 

10 30 24 

Cisco  Web  Meeting Server  FAQ  

 

ƴ  IP  

ƴ  

  

 

16.2   

Meeting Server Meeting Server 

syslog  live.json 

Cisco 

 

Meeting Server  

Å Meeting Server MMP  SFTP 

 MMP IP 

logbundle.tar.gz 
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Å generate_logbundle  

 generatedlogbundle.tar.gz  

 

 

/  /  

generate_logbundle   generatedlogbundle.tar.gz 

 

 
 

 

 

1. SFTP  MMP  IP  

2. MMP  admin  

3.  

a. sftp get logbundle.tar.gz  

b. sftp get generatedlogbundle.tar.gz  

4. logbundle.tar.gz/generatedlogbundle.tar.gz   

5.  logbundle 

 

6. Cisco  

log bundle.tar.gz  1 Kb SFTP 

 

 

 Meeting Server 

 live.json 

 
 

 
16.3   

generateKeyframe  /callLegs /<call leg id> 

Cisco  

Web [ Configuration ] > [API] 

 

1. API /callLegs Δ  

2.  ID  
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3. /callLegs/<call leg 

id>/generateKeyframe  

4. [ Create ]  

 

 

16.4  syslog  

syslog  15 

 

Meeting Server 2000  

2020 - 08- 06T13:21:39.316Z user.info cms2kapp host:server INFO : media module 

status 1111111 (1111111/1111111) 7/7 (full media capacity)  
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17   

 Meeting Server 3.0 Meeting Management 

 Cisco Smart Software Manager 

 

 

 

 Meeting Management 

Cisco 

 
 

 
17.1   

 

Å Meeting Server  

Å  

Å  

Å  

Å  Personal Multiparty  

Å Cisco Multiparty  

Å Cisco Multiparty  

Å SMP Plus  

Å Meeting Server  

Å  

 

17.1.1  Meeting Server  

Meeting Server 3.0  Meeting Management 

Meeting Server  Meeting Management 

Meeting Management  Meeting Server 

 

 

 Cisco Meeting Management 

Meeting Management 3.0  
 

https://www.cisco.com/c/en/us/support/conferencing/meeting-management/products-maintenance-guides-list.html
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1. Meeting Management     

2. Meeting Server   

 

 90  
 

3.  Meeting Management 

 Meeting Server  Meeting Server 

 90  

 B.5  Meeting Management 

clusterLicensing API  

 

 90  
 

4. Meeting Management Meeting Server 

 Meeting Server 

  Meeting 

Management Meeting Server 

Meeting Management  

a. Meeting Management 

 90  

 

Meeting Server  Meeting Management  90 

Meeting Server 

 17.1.2   
 

 

b.  90  15  Meeting 

Management  Meeting Server 

 90 

 

c.  90  15  Meeting 

Management  1  1

Meeting Management  
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d. Meeting Management  90 

 21 

 2  3  

 

 21 

 

 21 Cisco Meeting Server  Cisco Meeting Management   
 

 

17.1.2   

Meeting Server  3.0 

API Meeting 

Management  

 

 
 

 17  
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 17  

 

  

callBridge 

  30 

  2  

90 

Your deployment is out of licensing 

compliance, please contact your administrator

 3

 

 callBridge  

callBridgeNoEncryption  

callBridgeNoEncryption  

PMP/SMP 

customizations  

 

recording  

 

 

 2  3   

 

17.1.3   

Meeting Server Web 

 

1. Meeting Server Web [ Configuration ] > 

[API]  

2. API /api/v1/clusterLicensing   Δ  

3.   

 22 clusterLicensing API  
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17.1.4   

 

1. Cisco Smart Software Manager CSSM Meeting Server 

 

2.  

3.  

4.  Meeting Management  

5. [ Settings ]   [ Licensing ]  

6. [ Change ]  

7. [ Smart Licensing ] [ Save ]  

8. [ Register ]  

9. Meeting Management 

 

10.  [ Register ]  

11.   

12.  Meeting Management [ Licenses ]  

13.   

[

Convert Licenses ]  PAK   23  

[ Convert Licenses ] 

licensing@cisco.com  E  

 23  

 

mailto:licensing@cisco.com
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17.1.5  Multiparty  

17.1.5.1  Personal Multiparty Plus  

Personal Multiparty Plus PMP Plus

  Cisco UWL  

Flex PMP Plus Personal Multiparty Plus 

  Cisco Meeting Server 

 HD 1080p60 

 

 

Unified Communications Manager 

 PMP Plus 

 
 

 

 PMP Plus  API 

 callsActive   

/system/multipartyLicensing/activePersonalLicenses 2 

1 Call Bridge 

 API  weightedCallsActive   

/system/multipartyLicensing/activePersonalLicenses   Call Bridge 

 weightedCallsActive   PMP Plus 

PMP Plus 

SMP Plus  17.1.1   
 

17.1.5.2  Shared Multiparty Plus  

Shared Multiparty Plus SMP Plus

Shared Multiparty Plus PMP Plus 

 PMP Plus 

 SMP Plus 

  1 
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 SMP Plus API  

/system/multipartyLicensing   callsWithoutPersonalLicense  

Call Bridge  Call Bridge  API 

 /system/multipartyLicensing   weightedCallsWithoutPersonalLicense  

 weightedCallsWithoutPersonalLicense  SMP 

Plus  
 

17.1.6   Personal Multiparty  

 LDAP 

Meeting Management 3.0 

 

17.1.6.1   

1. API /users  Δ  

a.  object id  

b.  userProfile  object id  

2. API /userProfiles  Δ  

a.  userProfile  object id  

b.  hasLicence true  

1  Cisco Multiparty 

false  Cisco Multiparty 

 
 

userProfile userProfile  ldapSource 

 
 

17.1.7  Cisco Multiparty  

Cisco 

Cisco Meeting Server  

ƴ Cisco PMP Plus  Meeting 

Server  LDAP 

 

ƴ Cisco Unified Communications Manager 

Cisco Unified Communications Manager 

 GUID  GUID Meeting Server 

Cisco PMP Plus  

 

https://www.cisco.com/c/en/us/support/conferencing/meeting-management/products-maintenance-guides-list.html
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ƴ  Cisco TMS  15.6 TMS 

 ID/

 Cisco PMP Plus  Meeting Server  LDAP 

 

ƴ Cisco SMP  

 

17.1.8  Cisco Multiparty  

Meeting Management Multiparty 

API  

 18 Multiparty  API 

 

 
 18 Multiparty  

 

API    

/system/licensing  personal, 
shared 

Cisco Meeting Server 

 Multiparty 

 

 

/system/multipartyLicensing  PersonalLicenseLimit

sharedLicenseLimit

personalLicenses

callsWithoutPersonalLicense

weightedCallsWithoutPersonalLicense  

 

/system/multipartyLicensing/ 
activePersonalLicenses  

callsActive

weightedCallsActive  

Personal Multiparty Plus 

 

/userProfiles  hasLicense  Cisco Multiparty 

 

Cisco Multiparty 

Cisco Meeting Server API  

 

http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
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17.1.9  SMP Plus  

 SMP Plus  SMP Plus 

 1/6  

ƴ  

ƴ Meeting Server Lync 

 SMP Plus  

ƴ Web  SIP  2  Web 

Meeting Server 

SMP Plus  

SMP Plus 

 PMP Plus  LDAP  PMP 

Plus  LDAP 

 

 
 

    

ƴ Meeting Server  

ƴ 2  

ƴ LYNC AVMCU  

Lync  

Web  Web Web  SIP SIP  SIP  

17.1.10  Meeting Server  

 Meeting Server Web 

POSTMAN  API 

 

 Meeting Server  ID /system/MPLicenseUsage/knownHosts  

 GET  ID 

 

 ID  Meeting Server  Call Bridge 

 /system/MPLicenseUsage   GET 
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 Call Bridges 

 
 

17.1.11   

Meeting Management  90 /

Cisco Smart Software Manager 

 

 

17.1.12   

 3.4 

 

17.1.12.1  Cisco  

Cisco  Meeting Server 

PAK  

 PAK  

Meeting Server  MAC  

1. Meeting Server  MAC  MMP  

iface a   MMP  

 

VM  MAC VM 

 MAC  
 

2. PAK  Meeting Server  MAC 

 

3. PAK  R- CMS- K9  

 PAK  

4. 

zip  xxxxx.lic  cms.lic   

5. SFTP  Meeting Server Meeting Server 

 cms.lic   

6. MMP  callbridge restart   Call Bridge  

7. Call Bridge MMP  

license  

 

https://slexui.cloudapps.cisco.com/SWIFT/LicensingUI/Quickstart
https://slexui.cloudapps.cisco.com/SWIFT/LicensingUI/Quickstart
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18   

Meeting Server API 

 2  

 

 Call Bridge Cisco Meeting Management  CDR 

API CDR Meeting 

Server 

 Meeting Management  
 

 
18.1  CDR  

Meeting Server  SIP 

CDR

 

Meeting Server Meeting Server  CDR 

 

CDR 2  ID 

 ID  2  Meeting Server API 

 

Meeting Server  CDR  4 Cisco 

Meeting Management 

Cisco Meeting Server  

 

18.2   

Meeting Server Meeting Server 

Meeting Server  

 Web Cisco Meeting Management 

  

 

API 

 HTTP  WebSocket 

Python 

Meeting Server  Web 

 A  TCP  443  
 

https://www.cisco.com/c/en/us/support/conferencing/meeting-management/series.html
https://www.cisco.com/c/en/us/support/conferencing/meeting-management/series.html
https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
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Meeting Server  API  

 

 Meeting Server  WebSocket 

 callRoster  

 

Cisco Meeting Server  

https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
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 A  DNS  
 

 DNS  DNS 

 DNS 

RRs  RR 

MMP  
 

 

Meeting Servers  A  SRV 

 
 

 19  DNS  

 

  

A / AAAA  join.example.com  

 

Web Bridge  IP  

 

Meeting Server 

 FQDN Web Bridge 

 

A / AAAA  ukcore1.example.com  

 

Call Bridge  IP  

 

Lync FE  Call Bridge  

A / AAAA  ukcoreadmin.example.com 

ukedgeadmin.example.com  

 

MMP  IP  

 

 MMP  FQDN 

 

http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
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SRV *  _sipinternaltls._tcp.<yourLyncdomain>  

 

Lync FE  FE  A  

 

FE  FE  FE 

Meeting Server  Lync  Lync  ID 

 

A / AAAA  fe.<yourLyncdomain>  

 

Lync FE  IP  

 

 FE  1  

SRV *  _sipfederationtls._tcp.<yourSIPdomain>  

 

Call Bridge  FQDN  

 

Lync  

A callbridge.example.com  

 

Call Bridge  IP  

 

Call Bridge  IP Lync 

 NAT  

* SRV IP SRV 

 A  AAAA  
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 B  

Meeting Server 

 

 24 DMZ  TURN  Web Bridge 3 

 
 

 
 

B.1 Meeting Server  

 20 Meeting Server  

 20 Meeting Server  
 

  

 

 

  

Meeting Server 

 

 

E MMP 22 SSH TCP  MMP   

F API  

Web Admin  

80 HTTP TCP  MMP 

/  

G API  

Web Admin  

443  HTTPS TCP  MMP 
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B.2  

 21 Web  

 21  
 

   

   

 

 

A MMP NTP  123  TCP 

 UDP 

  

B MMP Syslog 

 

514  TCP   MMP 

 

C1 MMP SNMP 

 

161  UDP   

C2 MMP SNMP 

 

162  TCP 

 

UDP 

  

D MMP/Call 
Bridge/Web 
Bridge 

DNS  53 TCP 

 

UDP 

  

 Call Bridge CDR 

 

 TCP  Web Admin 

 API 

 /sys-  

tem/cdrReceivers/ 

 API CDR 

 URI 

 

 

B.3 Meeting Server  

 22 Meeting Server 

 

 22 Meeting Server  
 

 

 

 

 

 

 

 

 

 
H 

 
Call Bridge 

 

 SIP 

 

5060  TCP SIP  
 

 

 

5060  UDP SIP  

5061  TLS(SIP) 
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 SIP 

 

    SIP 

 

32768 -  
65535  

UDP 

STUN

RTP BFCP  

  

 
 
 

 
I 

 
 
 

 
Call Bridge 

 
 
 

 

/

 

5060  TCP SIP   
 
 

 

MMP 

 

lo:8443 

 
5061  TLS(SIP) 

5060  TCP SIP  
 

 

5061  TLS(SIP) 

 

 
I1 

 

 
Call Bridge 

 
 

/

 

32768 -  
65535  

   

32768 -  
65535  

UDP 

STUN

RTP BFCP  

  

I2  

  

NFS  

   NFS 

MMP 

 recorder nfs 

<host-  

name/IP><directory> 

 

I3  

 

1935  RTMP   

J Call Bridge LDAP/LDAPS 

 

389/636  

 1  

TCP/TCP

SIP 

TLS  

 Web Admin 

 

 

 
K 

 

 
Call Bridge 

 SIP 

 

 
5060  UDP

SIP

TCP

SIP  

 

 

 

5061  TCP SIP 

TLS  
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K1 Call Bridge 
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32768 -  
65535  

UDP 

STUN

RTP BFCP  

  

L Call Bridge Lync FE 

/AVMCU 

5061  TCP SIP 

TLS   

 

 
 
 
 

 
L1 

 
 
 
 

 
Call Bridge 

 
 
 

 
Lync 

Lync FE 

/AVMCU 

1024 -  
65535  

 2  

UDP STUN

RTP  

  

32768 -  
65535  

UDP STUN

RTP  

  

1024 -  
65535  

 2  

TCP RDP    

32768 -  
65535  

TCP RDP    

M Call Bridge Lync 

 

3478  UDP   

443  TCP   

M1 Call Bridge Lync 

 

32768 -  
65535  

UDP STUN

RTP  

  

N1 Call Bridge Web Bridge 3  9999  TCP C2W  

 

C2W 

 

N2 Call Bridge TURN  50000 -  
62000  

 4  

UDP RTP

STUN  

 

 UDP 

 

P2 Web Bridge 
3 

Cisco Meeting 
Server Web 

 

443  TCP
HTTPS   

HTTP  80 

 

>HTTPS  

P3 TURN 

 

Cisco Meeting 
Server Web 

 

3478  

 3  

 4  

UDP
RTP

STUN  

Incoming 

 UDP 

 

Q Call Bridge     Meeting Server 
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 1  636  389  Web Admin 

3268  3269  

LDAP  

 2 Lync  

 3  TURN  3478 TCP  TCP  

 4 TURN Web  TURN 

Call Bridge  TURN  

 

B.4  

 23   

 23  

 

   

53 DNS  

123  NTP  

1234  HTTP Cisco Meeting Server 2000  

2829 2830    

3521  configd   

5432  postgres   

5060  SIP  

5061   SIP Call Bridge  

5070  BFCP IPv6  

8080  HTTP  

8081  HTTP Webadmin  

3478  STUN  
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