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& syslog audit rotate ZfERA U TKAICVRATALEBTEOT 7 71 ILERETEZET,
<filename> ATV K, Tho5DT774AI)LIE SFTIPBETHY IV YO—RTEEF, MMP O
RYRVT7 7Ly REZRLTSIEEL,
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3.1.5 Network Time Protocol #—/\—

XYy MT=054L7OKT3)L (NTP) B—NZRELT. S—T4 v IY—/NaAVR—RY
METEZIZFEBALET.

*RREOHBE 1 —Z2HETEH LAk RIBEHRTERTY, AABOEMLEZEET 25
AP, VT LIKRBZMHSIZEERETY.

1. BEICIHLT, MMP [C SSH T##HiL., OV1 Y ULET,

2. NTPY—N—Zzty h7v7TFBICIF. RZANDLET,

ntp server add <domain name or IP address of NTP server>
REEHD NTP —/N—DRAZMHERT 2ICIF. RDELSICANLET. ntp status
MMP ORYRYZ7ZLYRTatpdY Y RD—E%Z SBLTL S,

3.1.6 BEESEHECERDOTR— b

Meeting Server (&, H—/\—ICEZET ZEHL L SIP ., /@3 BEOT7 I T4 T1LE/ITIE
TUT4 TR E, TERQRBEBRENRY MW LT, NS TEEFMAL I—K (CDR) #4%
BULEST., ChS5DCDRZYE—MVRATAICEELTNES LU T ZLSICRETE
F¥9. Meeting Server £ICL O— R ZREEGRET 27D DHEEITH <. Meeting Server B
A0 COR 2RI 2 HELH D EEA.

S—TaAVITY—NIFHRK 4 DD CORZEEEZYR—NT B, S—TAVIBEEBRBED
SEIERERY—ILP, MEEUHDLHDI—FT 4 VIEBOERDOA VYV AY VYV AERHAT
EX R

S—T4 VU EE%Z CORZEEL UTHRET 2HEDHMIE. [Cisco I—F4 VI EBRER
HARI 28BL T3,

DITEBAVI—T A RAERIEAPIOVWT A ZFEALT. CORZEZED URI TI—F
AVITH—N%EZEBRTZENTEXY, VI TBEA VYT A/ RA%EFEALTVSSE
X, [BRE>] ICB#HLET. [COREE] %27V vy o LT, CORZEED URIZANTLET,
APIZERA L CCORZFEBZEDURIZFOI—T 4 VI —NZRET ZFFMICONTIE. [@EEE
FHMECERAA R FE TAPILY 77 LY RAAR] #5BL TS,

3.1.7 KRR
Cisco |[dMeeting ServerlCHBDRA M EZE5EZ 5 LZHBLET,
1. BEICIHL T, MMP [C SSH T#E#L., OJ1 YL E T,
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2. 947 :

hostname <name>
hostname londonl

IRA M4 mybox.example.com

3. 9147
) 7—h

F OO Y RERITLULEBEIBEIHVFNVETT,

3.1.8 ZDOfttDEH

" |DAP H—N—[CT7 V7 EALTA—HY—%ZAVR—MULZET., Zhld Microsoft Active
Directory (AD) H—/X\—% 7zld OpenLDAP Hr—/N\—DEBESHICRD E T,

I—H—AD 777U %EFIHAL T Meeting Server [CIEfRd 5158, LDAP H—/\—hHwh
BTY, I—HY—THUY NI LDAP H—N—h 514 vR—bEhZE9., LDAP ]E THREA
SNTWBESIC, LDAPHIS 74 —ILREAVR—NT B ETA——LZ%EERTEE
¥, NAT—REXI—F4 VI —N—ELICFvvaidnxtthA. LDAP H—/\—LTE
PN DREICEEINEYT., V77 7UDNREESINEE. LDAP H—/N\N—ADODFEUHL
MThnxd,

= Call Bridge TRZ M SN TWBBEEICEET BHICERTITIVIL TSV ERELF
I, FAVILTSVERBICL>TERDET., chid. RIEITZEEY 1A 7H Lync, SIP

(BEZ80) . V77 7VBEOENNCLDTREDET, CODFAVILTSVET

TO493FIBICOWTIR., 7 TINTZ>D0k - BZE #2RBULTLIZEL,

B Y3 =3V ETANTREHIC, KDS5E 1 DBEICT7Z79EALET (Lync 7547
V. SPITYRKRAVN, SPEE. LW EEOzT777Y (WEICKHLT) .

» SIPEFEZHRETZERE. SIPOA-IFETSY T A—AICTIERALET, 1T
TZ7VDER 86 R—=ID T4 VI TZ7VDRE-SIPITVRRAIV ML LKV 54
YIL 75V DERTE - Lync/Skype for Business] Tld. Cisco VCS AND SIP N TV U %587
ITEAEICDODVWTEHAL, BBRIAVIL 773 VBREDEEDHMEZRLE T, Cisco
Unified Communications Manager (CUCM) A®D SIP k5> %, Avaya CM & & U* Polycom
DMA DFFFEICDWNTIE. TO—)L&IfEIC & S Cisco Meeting Server DEAI H+1 R &S
LTLEZL, COHA RICEE I N TLWRWMBO O—=ILHIET/INA R ZFERAITZEHT
Z¥Y,

m Meeting Server2 ZHEEA LB T BI5E. Meeting Serverld PBX [CHEfiS - SHE@EE
Ay bO—=ILTINA RICEGET Z2UEDHD I, Meeting Serverz PBX [CEZERT D
CEFTEFXEA,
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m lyncHRIBTEATSIEE. YA VILTSVREDEEEITO/HIC Lync 7AY T Y
K (FE) Y—N\—ADT7 IV ECAHNMETY, DELBRZEEF>ORFIAVNMNIEHINT
WXd,

3.1.9 RIBILERDI-HDEFNBAHREYS

®  [Cisco Meeting ServerfR3EIL T Z7OA AV MDAV AM—=ILHA K] TIEEEShTWLSY
Y —RZEmIEIRA M —/—,

3.2 Meeting Server® Edge /\— K = 78&%E

Meeting Server® Edge D&ElE, B—DH —/N\—FLFEHOT—N—ELTEATEZ
¥, CORRE. SHEBOV T T TUEMEBEBICVEREBFVOCHUBEICE > TREDET,
BMEOEVWEEHNEI T 7 TUEBMETH S EFEINBIEE. Cisco & Edge #—/\
—ZEALT, ZOBFEN 7D Call Bridge BEELRIEMNMBR D LDICTBHILZHRLE
¥, Edge DBEHIBEBEL TLVTH, Call Bridge DAT7EANYR— NI 28%EBZ28ME
ICLBERITERNCEITTERELTLZE L\, Edge [FWeb BridgeZ 12t L X3S MED /-
HDOTURNBE L., 7@V 777V DOEMEICKHT L TERAR E LU TCall BridgeREZ 1R
ZVENHDET,

321 Ty IY—N—DRE
Edge #—/\—O—/LTlE. 2 DDREIIVYN—KR I 7RENYR—bEIhEI, <hd
DFREIF. TR—FEShZHN\—RV I 7EHLBEZETELXT,
[/\R#&] Edge H—/(—
1 x Cisco Meeting Server VM, #7R— k3¢5 Cisco /\— R = 7 D= DR DLk

4 GB RAM
e 4 vCPU
e 1Gbps XY NT—0V A5 T —R

[K##&1 Edge H—/\—
1 x Cisco Meeting Server VM, #7R— k3¢5 Cisco /\— R U = 7 D= DR DILEk

¢ 8 GB RAM
e 16 vCPU
* 10Gbps XYy M T—U A VH5—T 1 —2R
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¥R7O0t v 9k

2.5GHz U ETEIfET B Intel Xeon E5 2600 B LD 7Oy Y a#RELEI, 1 vCPU T
1 W3R CPU ##RBLZE T,

NIC EfF:

Cisco |&. TURN Server [CBE—®D NIC B&EZFEHT 20 ENT—N—8BAZT A MBS KURIEL
FUk, ZDEH., N—I33V3.005, 12DA VT —T 4 ZATDH TURN Server D)
AZVYIR—PMERET S EE=HEHULET,

HEHR—KN:

Edge H—/\—3fthad VM & HETEFT, 7/ZL. & 4vCPU VM ICIF 1 Gbps NIC E&EH
HD. 16 vCPU [CIE 10Gbps NIC BEEAH D EFT, VMKRA KNI, sXRTODT7Z7TUTr— 3
VICHUTHAENIC BEZMNEELET,

ps
= Meeting Server M5 BED/\— K™ = 7(x 10Gbps NIC ZHR—KLZXT,
m CMS 2000 [¥Meeting Server® Edge 1 Y AZ VAELTIFBELTWXE B A,

#Z 5:Edge Server V777V DaA—=IF ¥ NPT«

ZJLHD O—)L 100 350
1080p30 EF A

HD &:% 175 700
720p30 EFA

SD #@5E 250 1000
448p30 EFA

EEEBE (G.711) 850 3000

2 B® Edge % —/\—%7E(d. Call Bridge IC Cisco Meeting Server 7 754 7 Y A % {FERAT
%158, Edge DAE L 07 Call Bridge DRE%HHIC— I L2/ 2IRELET.
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One "Small" Edge server aligns well to A single Cisco Meeting Server 1000
Call Bridge in the Core
"Small" Edge server

Four “Small” Edge servers align well to ‘[ A smgIg;IlsBCrci) dg:?;'?ﬁesgggr 2000 ]

A single Cisco Meeting Server 2000
Call Bridge in the Core

"Large" Edge server One "Large” Edge server aligns well to <

Four Cisco Meeting Server 1000 Call
Bridges in the Core

17 Call Bridge A" 7/R— bk 9°% Call Bridge A—ILF¥ v+ /N> 7«4, BLPEHRAINhTWS
Edge ¥ —N\—/N\—RUz 7REZHEZRL T. LELQ Edge Y—/N\—DEZREL XY,

3.22 BEHDEREIR

e [E U Call Bridge E£7-(Z Call Bridge 7 Il —7ICH—EX#RBHTIZIRTOITY IH—
N—I%. RIUMEE. DFED. 4 DD VCPU IARTE/IE 16 D vCPU THH., MADE
ETIRHBVWEDICT R EEZHRELET,

« AT—=Z7NERRBETAOHZREDIHZA. Call Bridge VI —T%{/ET D L %
BLEI, hIZED, TURN H—/N—D—E DY )L—7% & Call Bridge 7' )L—7ICEl
DYUTBRIENTEET, Chid. O—KR NFYI v I%EXEL. TURN H—/N—¢&
Call Bridge O#IBRINIE Z B ICHRF T 2 DICRIIBE X T,

e Dx TP TUNSIP RT—)L (VFARF—CEITEK 24 Call Bridges) [C—89 %&£ 5
I, ROy I —N—%2HR—MLET, 7/ZU. CallBridge ZIL—7l&. ZIL—
TEICRK 10 A0 Edge H—/N\—DHaHR—MULET, 10 8%#8Z % Edge H—
N=—FWBLEITZRT—ZTINELEILIVIY NREADIZE. B8 Call Bridge &/
IW—THREBICKEDET,

* Meeting Server M@ Edge Y J 2 — 3zt iR—N33%7HIC. TURN R —ZE
)74 E—RZBICTBDEH L MMP Y Y R turn highcapacity-mode
(enable|disable) NEAZhFULfc. ZDERERFT7AIMTEEMICHE ST
WEd,
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3.3 Meeting Server Edge D% v b 7— 2 &tHE

3.3.1 HfiTAY%RERRA

Meeting Server® Edge &t Tld. SEPEMENFETZ S Edge 1 VR Y VY A ZRHT 2
BEAHDET, hnld. DMZ £E@ENKTV v IRy NT—JRICHBETY., #HEBINDEA
(&, Edge 1 VR 7 YV ZADNATE I IFBIRABIL—ILEHE DT 74 77 A —ILDEEZRDDMZIC
BAZINDZETY, DMZ @ Edge H—/\—IF, A7 ICEA S Call Bridge H—/\—IC &
S TCHIEREETHDIVELNHNDFET., DMZ/A Vb FZ Xy FDIERIE. REBRNZ 74 v 7D
HEFUITH 7R MO-ILT B EEHRELET,

DrxTTFTVIS54 T NDIELE. Call Bridge & TLS % {#F L TWeb Bridge C2W « V4%
—7 o4 RCEREEH ST, Web Bridge #eED I 7 & Ty YEO Y FAO—ILF v RILETE
NIBIETERULET, N8I 547> Mid. HTTPS %R L T Web Bridge ®J R =V
TR—MCEHFELEXT,

NEBOLTT7T) VAT VMDAT4T7 bFT7 4921, TURN Server #21) L—& L TE
FAUTREEINET, RESNTT 7747V ME TURN H—/K—DY ZZv T R—
MCEHL. TURN H—N—DA V5 —T 1A A LTERICEIDHETEShZUL— FS VAR
—k PRLZAZEKRLET., 754047 & Call Bridge &, ICE 2EARALT. COUL—%

NUTHEICN 74 vV EETEDE. ZUTENDPRERBIL—FNTHZINESIH ZHE
BUEY., CallBridge &, BIDHTENEUL— FRLRICATAZ7E2T7 I RNINDY RT#E
ETZET., TOF7RLRIE TURN Server ICK>THEY 4 7> MIIBARICIEE (F1:z
FTUL—1)3hxd., 7534 7VMD5DNFT7 4 v 2IE TURN Server U R=ZV S 7 R
LRICEESN, VL= S VAR—N PRLRZY—RELTHEALTY L—2N, Call

Bridge ICRENEYF, UDPR—ZXDAT 4 7IE. WM UDP S 74 v I ZTDERICET
EEFAT BT 7AT7 I A—=ILICL>T. A7 Call Bridge ICEETZ X9,

FN—Ya vy 30U B—A ¥ —T 114D TURN Server DY A=V T R— M %28RTE
TEHIEEREHLET,

NEBY ATV MILBTURN Y L—ty N7y 7OFERIE. AHShEBREF v/ N\OT1%
ERT 357HIC. Edge H—/N—ICHBREAETILCTY, fDHLrELEPLIFUATIE.

AT 4 PEBHIEILINZAEENH D EITH, BENBIU. AT 7 IL—T14 VIDHRE
EESNBWRIEEEDL H B8, HBEIHTEZ XA,

Meeting Server Edge D#EREA F. 88U = 77 7 DEMEH TURN over UDP ZfERAL
T Edge 1 Y RA% Vv AIZHE#K L. Call Bridge A* UDP #2H T TURN Relay (C##t9 % Z EAVA]
BETY., COBRIE. EXaVT4ECPUNTA—TI VR GIBRNGBISAT7 YRRy NT—
JEDEMMERLEIESHIC. 2FEBDDMZ 4 V¥ —T 4 A%BAL T TURN Z3hH
DAY —T A XICHEEHL., TURN over TCP 443 #HR— k3 2A T avDyFUxH
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AR—LTWET. Ry kT—2 KR EH—ERREDM DR B HHHTHICEHATAE
THHHE. Zholdtottxa V74 VAT, BENOEZEZIBL AIEMHIH S/, Cisco
ICEo>TXEEShTLWRLWD, NUI—3 V8RS TEHICCOHA RISERAEShTWL
X9,

Bl 8: UDP #HL/ = TURN DY Y TIFALF TS A

TURN Listening Callbridge sends media to

Ports allocated TURN relay address
Client sends media to NAT'd TURN 3478 UDP == = o == 10.0.10.20:50001 UDP
transport address 3478 TCP @ TURN Relay
128.8.5.2:3478 UDP Ports \‘
(Static NAT -> 10.0.10.20:3478 UDP) 10.0.10.20 50000 UDP 'h i
to 62000 2l
UDP
10.0.20.10
. =) =) e ‘
\4128.8.5.2 % 10.0.10.1 10.0.10.2 %
Internet User
o - €
pr— <M>

_% [r—
= =

NTP, DNS,
Syslog

3.3.2 Xy MNT7—UEHHE

Dty 3> TlE. DMZ Xy k7 —% TMeeting Server Edge 4 Y 29 Y XA &121ET %716
Oxy NIT—VBHEOBMEZFBPLEI. FRINZWHEIEFE. XY T—=27C320tEF2Y
TALRIDEHZZEEZBELTVWET, 1 VF—Xy b, DMZ, 1V hZ%Y L, BEE
SEAT DY F YU AICIE. B DMeeting Server{ Y AY VYA ETCP 7A4—=ILINy I DhEENFE
¥, FEAERFO—IICEDTVWTINIGITEh, REATEBOT7ZRLRICIyEYTEN%5
BhHOET,

3.3.2.1 DMZA 517> 5 —Fy FNDEFR

DMZ 77 A#ILNT, BEREEINF T 74 v 7 EH—ERICHLT, 41 VT—KXY MHEDFE
EEROHEZITANDIVDENHDET, SMBEHNEDSERT 2HhbHh 5BV H. Ch
S5DY—EZXANDEHIEIIRTDY —X P HSEESINZVENHD T,

F:DMZ Xy hT7—21F. NATABLUNhFEBA., FEXHEODA VY —X Y MO SEIEIL—
FAVITTEDBZENHDET., ZDOFITIE. DMZH NAT THBEBEELTVET,

JxT7T7TVEYR=—NTBICE. 7747 7A4A—)LIF. 4157 —%y hH 5, Web Bridge 3
H—E X %&/R R N3 BMeeting Server® Edge H—/\—®DR— k 443 ADBEE TCP e =
FTANZVELAHDET, HTTPUSFA LY N ZEMICTZIEEIE. A7 3T TCP R—
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N80 2#B%ICT BT LT, HTTP#EGZHA# 21— —ABEERIIC HTTPS ICUSY ALY T
2L5ICDFET., SMEIGEEICHTTP ZFRATEE A, TOR—BMEIHTTPSADU Y
1L bDHEYR—BMLET,

AT 4 7L UDP BHTREITDDHINZETIN, 1 V5 —X v M LOBEESMNEIE UDP b3
74 07Av 7927747 0A—ILDOBERICVWVDEENH D, A T3 >vD TCP 7
=Ly VD REEINET, ATATRTTavIDIFE. 77477 A4—JLIETURN Y

2=V R—N UDP 3478 T Edge H—/I\—ADEEEHFELZZ T ANZIUNELAHHET, TCP
#{ERAL T TURN ZE%ICT %1548, TURN H—/N\—(3F /- TCP 3478 BLUEESI hiz/R—
RTUYRYULET, TCP 443 #FERAL T TURN Z2BMICT %154, TURN &Web Bridge 3
NENZhERBZAVI—T A ATYUYRAVITE2BEHDDMZIP A V5 —T x4 AHH—
N—=ICWETT,

¥ : DMZ A NAT [CHa> TWT. EH D Edge —N\N—%FERAL TW55HE,. & Edge — N\
—(FUDP S 74V IDAVEZRYMDSEETRLRAIEETEZZ2VENH S0, NAT
HETRD IP AVETT,

3.322 DMZ W64 >5—RKY MDA ZZ7 1w 2/L—/L

92478 | BE £2 (Any) TCP {:F#9} {WB3} TCP 443
TooY
HTTPS

7747V h | BfE £& (Any) TCP {ZkF#4} {wB3} TCP 80
750 (#
7oav)

947V | E&E £2 (Any) UDP {5k F#9} {TURN} | UDP 3478
STUN/TURN

92478 | BE £E (Any) TCP {xF#9} {TURN} | TCP 3478

STUN/TURN
TCP

9547V | BE & (Any) TCP {5k F#} {TURN} | TCP 443
STUN/TURN
TCP 443
(A7 3
V)
MRS | F#iE {TURN} UDP {3478} Ea= UDP {RF#}
—Y®OTURN (Any)
7499 (B
AF4=L)
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= {WB3} = Web Bridge 3 4 —/\—DU Y AVA V5 —T 4 ADIPYJ X k
= {TURN} = TURN H—=N—D U YAV AYHT—T 4 ADIPJ R+

" TURNTCP 443 [3A 73V DEATY, 443 TTURNTCP #EMICT B FET. 3 TIC
Web Bridge 3 IC TCP /R— b 443 AL TW3IBE. BlOA vy —T7x—R LICHBDH
ESMTEFELR L. L L \Meeting Server Edge H—/N\—%2E AT Z2NENH DX T,

m 77 A7 JA4—)LiE. TURN Server YUL—D'S5D AT A 7DI=HIC, 41 VT —F v hADIN
ARELIIRBUDPN S 74 vV AT 20EBLAHDET,

= D TURN Server 2R3 2188, & TURN Server [314 V5 —%y RASERICTRL
AIEETE2WENH S

3323 7Ky ~NEDMZ DESR

T7AIBNTE. AVNTRY NE{RET BHIC. 774 7 #+—I)LIiEMeeting Server
Edge H—N—A Y RZ Y ANSA Y NTXY bAD TCP #E#HZHAILBVWLELNHD T,
Ffe. AUZRLR/R—=FDR7T, 9TIC (FLUTHTREA) 1Y ZRXY MBIV IRY S
ZICUDPINT v RARES N TLERLED ., Meeting Server Edge H—/I\—H 514V T XY
MZUDP NNy hHREENB I EZFHFAILTERD A, <DMZ IP>:50342 H 5
<Intranet IP>:50131 AD/\T v k&, BLREIIC <Intranet IP>:50131 H5 <DMZ IP>:50342 A\D
NTy MO BEZRE. 7Oy 7 3nET,

7747 04—)LId. A7 TEET B Call Bridge h S C2W DfFEZ(F7R— kLD Meeting
Server @ Egde H—/\—ADEE TCP EH=ZHFA I 22BN HDFI, Ff. A7 TEMET
% Call Bridge "5®D4 /XU K UDP X7y MHFFRIT2MELAH D ET (DFH. V—2X
<any Core callridge IP>:< 32,768 to 65,535 >h 5kt <Edge CMS IP>:< 50,000 to
62,000 >), Z7A7VA—ILIEINSDEHKDY S —> UDP M5 7 4 vV ZFFA] T BN
HDET,

17 Call Bridge A% Meeting Server @ Edge / — KR TEIEIL—T 4« VI AIRETH B EHNEF
LWT9 A, O7 Meeting Server [ DMZ H—E X IZxF LT NAT O&F#&ICHD. 52754
PYMIEL->TEIDYTSN/ZTURN U L—%EHTSENTEXT, 7 DMeeting
Serverld, TURNDEFEZII/R— MIEHRIT ZVELNHD A, Chid. &I 51T7V b
IC&BUL—ty b7y THEYEBEICES>TTATHZHTY., NAT ZFRALTNSE
B, A=ILTVYINDIT T4 v I E, ICEERTANTE7REDRBEERBINET,

Cisco Meeting Server U 1) —X 3.13 : BH—#7# & Meeting Server DEA 44



3 FIRERfF

Meeting K= {Call Bridge | TCP {Z¥#J} {wB3} Web Bridge 3 C2W &

Server C2W IPs} AR—b, HIZIE.

Y57z web 7'U w3 c2w

— R Jw A a:9999 (&
TCP 9999 % {FH
ULEY

Call Bridge K= {Call Bridge | UDP {32,768 to 65,535} {TURN} UDP {50,000 to

AF47 bk IPs} 62,000}

274970

SRR Y 7 | BE {TURN} UDP {50,000 to 62,000} {Call UDP {32,768 to

—> TURN k Bridge 65,535}

ST4vY IPs}

(B L8

=

= {WB3} = Web Bridge 3 #—/\—® IP J X k

{TURN} = TURN H—/X\—D IP U X &
Call Bridge = 37 ¥ X7 A® Call Bridge %#—/\—®D IP U X b

7747 7A4A—=)LIE. TURN G—=/\—=U L —=D5DAT 4 T7DEHIC. 1 VFT—RY bAD
X/ VA —> UDP T 74wV AT 2UELNH S

B—AY5—7 x4 XLDTURN Server DY RZVJR—hZ2REITDUEINHDET.
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9 : TURN 3478 UDP F7=I3 3478 TCP 2R3 29z 77 7Y

Ext Firewall — — — — — —

WebBridge3 80
TURN Server 443 fi+

99994—‘ -
o
B
) ~
Int Firewall — — — — | — —|— — — — —

—— upP —

$20T=< li— MZD

§€5'59
0189/ fl-——--

TCP

— TS —> Call Bridge

3.324 EEBHLLVTZYNTA—AHL FNZT71v7

A ZRDOHIC. BIDRY NT—0BHOEI a3 VTR, BEBY—EXRETTIYRTH
—ADZ—ZADBEHICDOVWTOFRBIIBRNEINE LI, YRXRIAVRNETTIYRNTA—ADE
HlrcotsyavTERlIChN—2nNET, DMZXY NT—=IDA VT ZANZVF v
—EREEER) V—FHEBICLE > TERS D, CThHDMEYIIE. EDRY NT—U18
ReEMZ 2N 25T DD TIEAL <, Edge Meeting Server £ Y X4 Y A ICBEEY 5AE T
BHENXY., cnSollSZEEROIREDFEMICERL T £33 1), Meeting Serverh® TLS
BLVIHEZEYICRET 5(CIE. Edge H—/N—DBNTP BELUP DNS H—ERICT7 7R
TZZVENHDET, BEWEFFf. SFTP 8LV SSH ##AL T, Meeting ServerV 7
RO 7 ZRESLVCEMITZIVENHDET, EFOJ D Syslog (FA T3V TTH, &
CHEHBINET, oD —EREE. BHIDOY —ZAANDKZ7 4 v 7 DHIREED—RAVE
X2V T A WEEEBTFULLBHNS, Edge DDMZ XYy N T—0 A VY —T A ANST I+t
ATEBDLSICRETHDVENHDZXT,
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3.3.2.5 Meeting Server Edge DEFEN ST 1 v 2

NTP (F {WB3} 7 UDP 123 {NTP UDP 123
{TURN} H—) —}

DNS (= {WB3} F£7=I UDP (DNS UDP 53
{TURN} {unreserved} H—J\—}

Syslog EfE {WB3} 7 TCP {Syslog TCP 514*
{TURN} {unreserved} Server}

77UEHE (SSH., | BE {4vbZxy /| TCP {WB3} % | TCP 22

SFTP) B 1P} {unreserved} | (3

{TURN}
ps

= {WB3} = Web Bridge 3 H—/\—® IP J Z k
m {TURN} = TURN H—/)X—D IP U X k
» Syslog #E#HEAR— N IEBRAIEETT

= SFAAEDMREEICIE. FRATOMRETERSI N TS OSCP F/cld CRL DFEBEADT U ~
DY REGIDERIZENHD XY
® Meeting Serverfr28< > > (ESXi. CiscoCIMC 4 V9 —T7 24 A1 E) B RAMNT B71=8IC

FHINDZY—N—N\—RIxT7ELEINAN—NAF—2EBITD-HICERI N MD
H—N—FBEBF//0O0V—F, CZICBHEHhTLWEEA,

3.3.3 Meeting Server Vx 7Ty I%EAT S

LT OFEIE. Meeting Server U =7 Edge DEAFEDMBEZHAL XTI
1. MMP #2H T Meeting Server Ty & E® TURN H—/\—%ZEL XTI,
2. MMP #ZE T Meeting Server Ty ¥/ _£® Web Bridge 3 #8E L X7,

3. Web Bridge 3 % Call Bridge ICY 2 L9 (D%D. callBridge /\Z X—% % B&E >
APl O T /api/v1/turnServers 8K U'& LE T /api/vl/webBridges [CEBML. Web
Bridge 3 fERREDEMHZHERLEI) .

4, BEHEAEEICHELTVWSZLEZHELET - ThETIICER. 92777V F7RLZ
BETAOVAIYUTEFEHTTANTZN. KA >2R ZETCESORE. LU0 mE
DIS—LEEZELET. (Web Bridge 3/TURN Bk BID A v E—J FRTS N
BWTEITEELTLSESL, )
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5. ROESICT7A4 70— ILEREZEMLET,
a. Call Bridge [&. API @ Tc2w://7 KL R:7R— K] TIEShIizEH D, TCP #Ekx

Web Bridge3®dc2wigiih— MR TEZ2HELHDET., DFEH. ul 74—
JLKIC3 % [api/v1/webBridgesTd ., )

b. Meeting Server DTy ¥ ® TURN U L — 7;R— k& 50000 iS5 62000 £FTTH D
7. Call Bridge (& UDP Q/R— M CEHEL T, AT A P ZXETEDZVNELNHD
9,

c. W&V T F7TY U547 M. UDP 3478 T TURN Server [CEETEZNE
DRHDET, TCPADT A—)LINy I HLAJHET. ZDH/HEDR— M E Tturn tls
<port>] DFREICEKFELET., ZOR—MNEHADLELAHD XTI,
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=1, ==
4 MMP DERTE
Meeting Server® AV R—X > bd MMP Z{ERA LU TERESINEI . Meeting ServerDF A v
ATV ATRENIVETY,

4.1 MMP XU Web BEBA V7 —T7 x4 ADA—F—=Fhov bk
*1ER, BHYI S

[Cisco S—T4 VT Y—I\DAVAM=ILAAR] [CE>T. MMP EEBEI—HT7HT Vv
NEERRL THELKDBLNHD XTI, ZDHEIE. RO VavITEATLSEEWL, AL7AH
DVRDITTEEBA VI —T A ANDT7 I LAICERAINh TS,

(Ch50 MMP BEBZEI1—H—7hVU Y bhRBRWNEEIF. BAICELR MREAHC R ISR
HNTW2RREEEEBFIEZERITHIVELNHDET, )

I EmMoBEBREI—Y—T7hUo Y e ttoREZFE OIS —-THhUOV DY NT Y TE
. INTOMMP OV RICDOWTIE., TMMP ARV RYUT77LYRAHAA K] #28BL
TLIEEL,

42 VYoo 727y TIL—KR93

HBERICY 7oz 7252 vO—KUKBEEIE. Cisco Web B4 M THL LWIK— 3 Y HF|
EHrIEEN ES M =R L. FATETHOHNIERM/N—YaVICPyTIL—RIT B EL2BE
HLXT,

UTOFEF. IXNTOIYATOEAICERAINET,

1. =T A4 VITH—NTERITSNTWBY T T7NN—=IaVaiERTHICIE. T—ND

MMP [T SSH TH#&#HL, OJA4 Y UL TROLSICAALET,

N—I3yv

2. Meeting Serverz 7 v 77 L— K9 BHEIIC:

a. Y—NEDREDEBREDONY I 7y TER->TLZEW, Ny o7y TEO—h)LY
—N—ICEHLITFEFELET, FHHICOVTIE. MMPORYRYUZ7LYZAHAR
#Z2BLTLEIN, Py 7IL—R7OCRBICERSINEBE/N\Y I 7Y T 77
1IVIFERLGBWNTLS IS,

b. cms.lic BLUVFAE 7 71 I)LZ2z0O0—H)L H—N—ICEEFELET,

c. Web BEA VI —T x4 RA%2FALT. IXNTOHEVHL SIPHLVISAT7 V)
MHEELTHED, BERENVIMEINTVWEBWZ E2EELET,
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d BAILIVZRI—LENT—IXR—ADH %358, database cluster remove
ARV REZFERALT/ —RDI TR —%2BRULET,

3. 79y T7ITL—R93BICIE. £ CiscoDVz7HA MDSENRY I T7 77401 %
FovO—kULET, O VY2 )v oL, Dz T7R=IJDOABAIOEI SEY I —
TAVIH—N=DFALT%Z7 )y oL, FOVO—RUVIEHICRTINZFIREICHE
2TLEEE LY,

4. SFTP 254 7Y h#FERAL T, Meeting Serverd® MMP (A5 4 ZEBEY 1 —)L) (CH
LW 7ROz 7A4 A=Y%27y70—-RLEYT, KRICHlZERLET.
sftp admin@10.1.124.10
put upgrade.img

101Xy X IP 7RLRFRIGRAALCVRZTT,

5. H—N—%TF7v 7T L—R93BICIE. SSHEHRT MMP [CE#HEL. XE2AANLET:
upgrade

H—N—DEEHL, VI TEEBAVI—T A ALFBETEDLDIICKRBET. H10H
5 12 0MF5%7,

6. 7Y TIL—RMEIHLI-Z LRI BICIE. MMP IC SSH#EfHLTOJ 1> L. XD
ARV KZANLEY,
N—=Igyv

Zh TMeeting ServerEAD 7y 7L —RKIETETTY, RO EL%=ERELET,

n FSAVIL TSVIEZEFDEET.

n U TJEBAVI—T A REQT T FAILTEEIRESINBRN &,

SPHLUVTT777) (HR—bIhTWLWSI5EEWeb Bridge 3) ZFERAUTERTES
EEERELULET,

O—WNY VFIBICETBAE : ¥—NDOT7 v 7T L —RRICFHEAI ENFEEL. UV
JL—R3BZLICLIEBR, RIN—-YavDYT7hoz7YI)—R%E7y70O0—-RULT,
PYTIL—REANLTLEZN, ZEhHh 5T —/\ETMMP OY Y R factory reset app
ZEALVLEY. U—/\HPILEHAERERENDU LY FHSHEEHUL/-S. backup rollback
<name> XYV RZFEALT. Y—NELCNKY I 7y TEBR7 7ML EEBTLET, T—/—
DOSERESNIENY I TPy T 774N BRI SE. FA VAT 7AILERBBE7 7 1LY
H—N—E—HLZET,
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4.3 Call Bridge D& 7FE

Call Bridge —E X (&, WEBPRY KT—T D AA > DMeeting Server 1 Y A5V A TEITT
LZBEMNH D XY, CallBridge I, SIP 7OF <, Skype 7OV b TV R (FE) —/\—D &K
SHRET. BLUWeb Bridge® C2W ##fiie @ TLS Eia L I 2 cHICFERAIhZF—<&
SERREDRT7ZMELELEYT, EFZ SIP 7OF A TLS (I : Skype for Business) ZHE L
355, AR EVICL > TEEINTLWIRELHD XD,

5¥ : SIP LU Skype @EEIL. Cisco Expressway ZEFEHLTCAO—HIL 7747 UA4—IL 28
BTEZFEY, Call Bridge & Cisco Expressway BDEHZRET DU EHIH D FI, Cisco
Expressway (& X8.9 &%= XEITLUTWBRENH D FT ., FEMICDOTIE. Cisco
Expressway Options with Cisco Meeting Server & & U/ F 7= lE Microsoft f V7S5 A Z U F
v _(Expressway X8.9.2) #£HL T3\, X8.10 #E{TLTW3HEIE. UT=Z25HE
LT< &1, Cisco Meeting Server B Cisco Expressway Web A% (X8.10) LT
Cisco Expressway Ty &3> HMEEAHA K (X8.10),

OV Y R callbridge listen <interface> ZfEHULT. UV AVITBA VY —T 114 A%5%

ETEFXI. 774 MTIE. CallBridge "R¥IDA V5 —T AR lal] TYUYARVTES

KOICTBILEZHRBLTVET,

1. BFEAE HA RS54 v DHABICHE> T, Call Bridge SFRAZ &+ —%EHRL TPy 7O—K
LT,

2. MMP [CAOY A4 YL, 19— x4 RXaTUy2RAVFBLDIC Call Bridge % 5&7E
LEd,

callbridge listen a

7 : Call Bridge (&, E#E@EI 20BN H S SIPEMEL/IE SIP 7OF > & DOEIC NAT
EEERVWTCESE W, CallBridge &, 7747 74— b Z/IX\—=H)LE/IE NAT D
FBIREICXHL T B7=6HIC. Cisco Expressway DELSB T 747 4—IL bZIX\—=HJL Y1

1= avERFZYVITTEFTIN, LML, Zheé SIP 7OF T EDED NAT Z&EiB

LTEEDXEA.

3. Call Bridge &R OX Y KR THERAT HHEZRELXF, callbridge certs <key
file> <certificate file> <ca bundle> fl:

callbridge certs callbridge.key callbridge.crt ca-bundle.crt
FEARE S L U CA MR T ZFERAZE /N RILOERICE T 25+(1E. FERHEDHA K
FAVESRLTLES,
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4.

4 MMP DRE

LTEAZBEAT 57/=-IC, CallBridge 1 Y9 —7 114 A2BEIFLE T,

callbridge restart

4.4 HTTPS PO ADHDD T TEBA VI T —AE2B/ET S

DI 7EEBA VY —T7 x4 XL, Call Bridge h"EITS h TL)BMeeting Server f Y 25 >V X
TWETY M, Edge DMeeting Server 1 YV AY VY ATIINEH D T A, WESTRIEEZH
57(Cld. Edge 1 YR VAT 7EBZRITULRVW I L ZHEHLET,

Jrx7EBA VY —T7 x4 XL, CallBridge D1—YH— A5 —T x4 AT, (WThhHD
AVAN=ILHARIZEW) D T7TEBA VY —T 21 ADfAZEZ LY M 7y 7L THELL R
ENHDET., TLEToTLWRWESE, $9<IToTLEE,

1.

AVAN=)IE. VzTEBA VI TI—ANAM VI T2 —ADKR—b 443 #{FHT 3 &
SICEEMICEY 7Yy TULET,

A. 7=72UL. Web Bridge £ TCP 7/R— b 443 AL XY, Web BB/ V57 —T 1 —R &
Web Bridge ODBANRUA V5 —7 1 —RZFHAT 215G, Web BEEBAI V5 —T 11—
DR— bk % 445 IR EDIFZER— M EFE I SICIE. MMP OV Y Rwebadmin listen
<interface> <port> RICHIEZRULET.

webadmin listen a 445

. Web BEA VY —T1—RICT7ILATESREEZERTBICIE. Web 75 IHICUT%

ANUTL S, https://meetingserver.example.com: 445
HEET BIH5RIE. RDOEIV Va3 VICERTT,

3. DxT7EEHA VY —T 4 RICRETERWNES:

a. MMP [COJ A4 >Y L. REANLTHNZHELEXT.
webadmin
HADFIEITICIE, "webadmin running" EFRTRINEFT,
b. RIRSNBWERE., VI 7EBAIVI—T A ADREICHEIHDET., KDL
SICANLT, BUICHB - >TWS I EZRRELET,
webadmin enable

C. webadmin XY ROHAICIE, 1Y AM—I)LUFEAEOEZFHRENTVSIET T
9, il : webadmin.key & & U webadmin.crt,

EMAENCY y 7O— R UAIRAE L AU BRI ZIEET SV ENH D XY,

INSNBFITHBEBMELT. REANLET,

pki match webadmin.key webadmin.crt

Cisco Meeting Server U 1) —X 3.13 : BH—#7# & Meeting Server DEA 52


https://meetingserver.example.com:445/

4 MMP DRE

INICED, F—LAREN BT BIENERSINET,
d. ZhTHEENRLRVGHIE. SBREOHA RSAVORBICE>TRFTTILY
A—TA VT ETO>TLIRE,

45 TYIY—=N—A VATV ADRAT—=IVYT
NEY T 7 TUESMED Edge & LT Meeting Server 2{EAT 3158E. CDIEZ AN

LZ*d., CallBridge ICEEFZ IV ERATERWI T 7 TVIOS4 7 haYR—MLTULR
L\5E. Meeting Server Edge IZMEBR =6, CDIEZ XXV S TEEYd,
T4V Y—N—0DEdge 1 VRAYVRIF, EFXxaVT1DEHETZ 3RO H/NRICHD
ZABIEDICHERR/NRDT—EZXDHTHERT Z2VLENHD XY, Edge b—/IN—a VY RH
VAN O—)LZEITT BICIE. Web Bridge 3 H—E X & TURN H—EZABHMICH >TSS
WEBAHDET, H—/IN—IF. TLSEBEICVWERILY V7Y T%ITV\, LCHELGEEZ#IETSE
5L2IC. NTPBELUDNS 7547 b BRI Z2RENHDET, AT 3V TIH, &
ROY—/N—ICOJZEETSLDIC syslog ZiBRIT B ZHERLET., BEADFIET
(., E#®D TURN UDP 5% &. TCP 443 #{ERT3A 73 >®D TURN (REDH A %= H/N—
LET,
Web Bridge& TURN Z8%E 9 % HIIC. Edge RdDMeeting Server4 Y AZ Y Rld, 75V ~7
A—ALICEETS A1V AM=ILHAR] ICE>TEASN. FETLTWBRENHD XD,

e H—N\—DMMP A YH—T AR (AVY—ILZFIESSH) ANDEY 7Y TT7oER
XYRNT—=0A V=T 4 AD IP IEHRDOETE
HB—N—LETDNS US4 7V hEERELELE
Y—N—LETNIPOIZAT7VMZERELELL
e MEZIHLU T Syslog #88EL X LT

CNEDTRITIDANILTICDOWTIE, TEREAAMRI LT IMMP OV RUT77L VR
a#SBLTLLESL,

4.6 Web Bridge 3 #§E 9 %

Web Bridge 3 l&. 75 7% ~X—Z®d Cisco Meeting Server web app OER%ZHICT 276
ICERAEINET., BATYI 77 7YDEREBMICLAEVSE. Web Bridge ¥—E 2 (s
BERW\We®H, COBEZAFYTTEET,
s ABRXY NT—U D0z T7TVI547Y e R—MNT20ENHZHEEIE.
Core M A4 > Meeting Server 4 > X% >~ AT Web Bridge Z58&%E L. CDIBEDF|E%
TTI2UENHDET,
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e Jx777URADTOFUH LV TURN Server & L T Cisco Expressway Z{#HERAL TLY
%15A. A7 D AA ¥ DMeeting Server{ > X% > A TWeb BridgeZ:&EL. D&Y
VavOFEETTIE2NENHDET,

e Edge Meeting Server EFILZFERAL TWSIH5HA. Web 7w % Edge 7213 TEITT
%h., Edge & AA v DREPMeeting Server f Y AY Y ADWMATRITITBHhDA T 3
vhHDET., AEH—/\—TWeb Bridge=BMICT DL, V547V Mg DMZ D
Web Bridgell#EHm LB THI 77 7Y %2 ERATEZ XY, Edge Meeting Server 5
IWEFERUCEBATIE. DMZ ERET—/IN—4a Y X5 > ADEFH T Web Bridge & %E1T
THILEERLET., OtV YavOFIEEZTT L. Edge 1 Y X5 > A TWeb
BridgeZEE L. 7 TAA VDMeeting Server{ Y RAY VY RAEH/ELET,

7* : Core & Edge DM/F TWeb BridgeaRI1TI 3ICIE. 7547V D, REPAI VY RAF VR
F/-ld Edge 1 Y AY VX (WMEIZIGU T) ICHE L Web BridgeD/R X b %R 2NEBEHH
NEY, ChidEFE TR7YU vy KDNSI EFFlEN. DNS H—/\—(F. V75147V MHERESh
TWBSARICEDWT, AR1Z7 KL RICERLET,

5  Expressway A—H—D7HDEBELRFTESR
Web Bridge 3 & & U Web App DEA [£. Expressway /\—3 3> X15.4 TRIEZEHTY,
Web Bridge 3 [&. ZNLLRID Expressway /N\—YavEHR—MLTWEHA,

F o777 DI, TCisco Meeting Server web app DEELRIEHR #SBLTL L
0,

4.6.1 Web Bridge 3 DFREICEIIDIER
BT, 9277 7VEFEHATE2L5IC Web Bridge 3 258 E 9 2D ICBEIDERTT,

« [Call Bridge to Web Bridgel 70Ok 3JL (C2W) (&. Call Bridge & WebBridge3 i ®D
VYo TY, BICaAYbO=ILFvRILZMHEILT 5DIE. Call Bridgeh* 5Web Bridge
DFEEEHTY, HEF C2W BHEOFREE tF 1Y T REICERAS XTI, C2W
|& Call Bridge EFTY, WebBridge D374 v 7d. I—F =Y —ERICEK
>THEASIh3ZEREHDEEA.

e C2W YU XZ=v 4 R—KIE. Call Bridge A* HTTPS #Z#t % {8 L T Web Bridge [C##: T
3 4&5IC. Web Bridge #—/\— (webbridge3 c2w listen Z{#H) CTEEINZE
¥, FHTZR—NEBSICHEEBEOREEHDIFEAN. COHA RTIEFIE LT 9999
ZHERALEI. COEHKIFAPETREIT ZIVENHDET,

e WET7 UV EAIS C2ZW IR— N %2{RE T S L %HRL £ 9, Call Bridge H 5D HEE
AIRETHZIVENHD XTI,
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 Call Bridge |3, BT DL DICERESI NS Web Bridge ® C2W 4 & —7 =1 RIC
—EBICEETZZ2MNENHD FT (C2W #E#HK TIE. Web Bridge 31 Y RAY VAT EIC—
BEORIAMNZEEEIP 2FHIT2ULENHDET),

e DxTT7TUUZA4T7 Y M Web Bridge ICEET B/ DE—DT7 KL A& F D78,
B8 D Web Bridge iMERAI N ZIBA. DNS £/2ldO—RK NS YU 1—yav%E(F
HAUT. #8a%2FBAELRYV I T 7VYIA VAV AICERERTZ20ENHD XTI,
7747 kH 5 Web Bridge ND#E#EIE. BEMUNDT7 I T4 ET 4 TERT—ML R
ThHh., tyravIidBE—n Web Bridge ICEBXZMEIHD FH A,

e TLS iz tEIT 2L &, MAIIERDOHICAPEZIRRIZIVENHDET, Call
Bridge |d. callbridge certs ANV RZFEAL TCiAAZE Y bZERAL. Web
Bridgeld. webbridge3 c2w certs AN YV RZHERAUCHHAELY b2FEAHLXT,

e Web Bridgeld. Web Bridge® C2W S X MR NT7ICH D, FLIFEBEBINTD
webbridge3 c2w trust TRESINFIABICL > TE RSN/ call Bridge £RXT Y
—SDIAEEZEELET. FEDHMRAZEDO—HOANHFAINDLDIC. D Web
Bridge |C1#&#:9 % Call Bridge sEBAZ# S /N\Y RV EFERT 2 L2 HEHLET (B
BHEE=VY) .

» Call Bridge |&. Call Bridge @ C2W A M AN 7ICH S, F/cld callbridge trust
c2w TRESNIEMZAMZANT7ADIAEIC K > TE RS 1/ Web Bridge OFFRAE %
BELEIT., FEDMHAED—HOHHEFAIESNSELDIC. ZD Call Bridge »¥#E#E 9 %
Web Bridge OifFHEZ ST /N\Y RILZFERAT 2L 2HE8HLET FIHEEZY
7).

o A a—FlF. ATVa1a—FDC2W FZAMAMNTICHSD, £IEFATVUER
scheduler c2w certs <key-file> <crt-fullchain-file> TCRESNI-EBHAMTD
AERAEIC & > TER S N/-Web BridgeDIFAE ZEEL £ 7,

* C2W F/c(d Call Bridge ICERAE NS EERE ICILRF —ERENERS N T SIHE.
Call Bridge & Web Bridge MEIDIEE TLS R EFAI T % 7/-0IC. FEREEFMIC
FTEHELENHDET, IRF—FERAENERAEBICERINTNSIHES. Web Bridge 3
C2W REFRZEIC(E TH—/\—F¥EE] HisRF—fERENEE n. Call Bridge FERREICIE T2
SA4 7Y NREL HiaRF—ERAENE TN DIVELNHD FY., MHETHRF—FERE
NEEINTLRWNGS., IXNTDERENENTHIEBREINET.

o C2W E#IINEY—EXMDHTH B, RHREICE > TERSn/AREZATR
HICERIT2RERIHDEEA, MMP ATIERESN/cBECERIAASTZEATEET,

e Web Bridge C2W EEBHZ® SAN/CN (L. Call Bridge APl T Web Bridge3 = &9 %7
SHICEASINS c2w:// URL THEHSEINS FOQDN /2 IP 7 RL R E—HT Z2ENH
NEFT, ThHh—RULEBRWNES,. CallBridge [ TLS XJY I —Y a3 vICKBEL. Web
Bridgeh’R@R 9 BEEAHE#IEET L. Web Bridge & DIESRICKBLE T,

Cisco Meeting Server U 1) —X 3.13 : BH—#7# & Meeting Server DEA 55



4 MMP DRE

E:NTUv Y CAICL>TERSNRRENVERIZHE. FQDN ZERAT 20 E
BHHEI, INTVyI CAIE IP7RLRAZECIARBICERTEEEA, ) C2W
PRLRTIP7RLRZERAT BIHE. C2W E#E(3/\T ) v I EETIEB L8,

3EE®EEEH§€1’EERT=‘C?$?° NTVUvy Y CAZERT2LERHDI A

e Web Bridge®V Yy Ry 4 V5 —T7 x4 AFERASNBABREEG. 77147 D EET
SRABICE>TEZGSINTVSRELAHD XTI, ChnICKD., V547 MEGEROE
BFHEDEEARBENET, 7747 hHWeb BridgelCEET 27-HICFERT S
FQDN (&, 754 7Y MEGROIIAEDES 2RI 57652, FEBAED CN £&
SAN UZRNICHZVENHDXT,

* AEAAZEO—MAIBBWMICONTIE. EAILK U EIABDAHARSAY 28BLTLE
é (I\o

4.6.2 Web Bridge 3 —EZXDHEMIL

Cisco Expressway 7O+ ¥ % {EH bTL\%Ji:Z-A\ F7-1% Call Bridge ICEER)ETZ%UT7
FTVIZA4T7 Y MEYR—KULTWSIEE,. Web Bridgetr— E X & 17 Meeting Server1
AV ATEMR>TLWDIRELSHD iﬂ'o Meeting Server® Edge B A =2 {FERAT 3158,
Web Bridge 3 (3 XT®D Edge 1 YA YV ATRITT 2MELAHD. A7 3T, Call
Bridge AE{TEN T %7 Meeting Server 1 YA Y A THERITTZET,
Web Bridge 3 ""E{T& h % &Meeting Server 1 YAV ATINSDFIEEZTTULEY,

1. MMP [CSSHcOZ14 > L%E9,

2. Web Bridgeh V=7 Y —N—[CERATBAVY—T A AER—FZROINYY R TR
ELEY,

webbridge3 https listen <interface>:<port>.
RIDA VT —T x4 RER—b 443 DFERZHERLF T, Hi:
webbridge3 https listen a:443

3. Web Bridgeh’V = 7 #—/\—IZ{EFAT 2 HTTPS fEfAE & ¥ — X7 ZXDIY Y R TR
EULXY, webbridge3 https certs <key file> <full certificate chain
file>,
COAXRYVKREF, AREIVTEBARAEFz—Y (TV R IVT 4 TAFAETIHRED.,
INRTOHEERREARZEH. IL— MIAETROSAAZ/NY RIL) ELTEES
5T EZEERLET. B

webbridge3 https certs wb3-https.key wb3-https-fullchain.crt
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4. ARV RZFERALT. C2WEROA V5 —T A RER—FZRELE T,
webbridge3 c2w listen <interface>:<port>.

BNDA VI =T A RETT AN IDY YTV R—h 9999 2 AT 5 L Z2HE
LEg. B

webbridge3 c2w listen a:9999

5. C2W #E#RaIAHZE % 07 K webbridge3 c2w certs TERELU X IT<F—T 71 IL><ZLH
RERAEFz—> 771>,

5l -

webbridge3 c2w certs wb3-c2w.key wb3-c2w-fullchain.crt

¥ COEFRRE(ICIE. SFAZED CN £/ SAN UZMNZHB C2W A VT —T 14 XD
FOQDN £7E IP ZRL ADEFNTWBRRELHD XY, BINEHRIE. Web Bridge 3
THERAT DEGRAZEZ ICHRETDICIEEITNIELIWNWTIN? £SBLT S,

6. Web Bridge 3 @ C2W FZ XA M X M 7I&. E®D Call Bridge ' M Web Bridge (Z##t
TE5h1ZHlHT 2L DICRETZ2DENHDFET, EFE/NVRILICIE. TDWeb
BridgelliE#id 59 X TD Call Bridge @ Call Bridge iFBAZ, ZF 7|3 Call Bridge SEBAE
ICBALU CADIEAENEFINTVWRIHRENHDFI., HFAEOIY NO—ILZIT
feohic, EBRMBOIRAETIEHRL. /XY RILhDE% D Call Bridge RERRE (FERAE E
ZV)) EERATRZIEEHRELEI. Web Bridge® c2w trust /N KJLZE XD YV
KRTERELXT : webbridge3 c2w trust <certificate bundle>

webbridge3 c2w trust wb3-c2w-trust-bundle.crt

7. htp YA LIV hZ2BMCLEIT., ChiIFEETIH, TVRI—HF—DFENPTED
TEDICHERINTVWET
webbridge3 http-redirect ZHHICT S

8. DxT7T7VyIY—ERZBMITS
webbridge3 enable

Web Bridgeh'E1T& % &Meeting Server{ Y A4 YV AT U T LEDOFIEEEDIEL. &4
VAIVATERINZIHEEXFIF—RT7HPELVWC EEZERELET,

463 OA—I)L7 )y C2W EHDERTE

C2W (&, Call Bridge & U'Web Bridge/ Y 27 Y ABOAY FA—=ILA VT —T7 114 XA TH
N. Web Bridgeh 8 A 2 TL\5154. Call Bridge THREIT ZMLELAHHDET, d—ILTV
wID C2W ERE/NY RILICIE, COOA=ILTIVyIDERTZIRXTDO Web 7Yy ID
Web 7V w3 C2W FERAEN R TN TV ENH D X9, EFRADIAE. 7 Web
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Bridge C2W SERRZEICERZ UCEIHE. HAREOIY FO—ILZ{T5 78I, EREEDIEA
FTIEEBL. NV RILBODE% D Web Bridge C2W itBHE (FERREE=>7) ZEHAT 2
EEERUET,

1. Call Bridge Z%£{TUL TWL\5AEMeeting Serverd® MMP A4 ¥4 — 7 = A A
LY,

2. CallBridge Yy RV A V5 —T A RA%EBEI S TEI{TUFIET. Call Bridge |ZERA
ENTTICRESNTVWELENHDET, TIYVK callbridge ZE{TL THERL.
[F—T70I] & [FIRRET7 7 M )L] DBREIBRESNTVS I EZHERELET,
Z5THRWEAIE. EICEDHIIC, CallBridge Y RZV T A VI —T 1 REBRETS
DOFIEZ#EDRLUE T, CallBridge & C2W HEEDIIAE THRET Z2NELH D ET,

3. OV YK callbridge trust c2w <certificate bundle file> Z{HF L T. Web
Bridge 1 ¥ X% >~ Z® C2W FERAEZ ST FEAHE /N KL T Call Bridge @ C2W ~ 5 X
MANT7ZRELET. fi:

callbridge trust c2w c2w-callbrige-trust-store.crt

3 USSR THIEES N TLAEWPED, Call Bridge (& Meeting Server APl TEES 1T
W2 FANTD Web Bridge NDiE#iaRAHF T,

4. Call Bridge ZHE#L XY
callbridge restart

4.6.4 Web Bridge 77 KL XZ{#FH L T Call Bridge Z§&E 9 %

Meeting Server APl T Web Bridge DT> b Y Z{ER 9 % Z & T, Call Bridge &R 9 5 &
Web Bridge (##% 9 % Web Bridge Z&%) @ C2W 7 KL X% Call Bridge (3@ 2N E
AHbET, ZTDHA KTIE. Meeting Server®O I T 7JEBA VY —T1—ADAPI TR
O—2—%2fALT. COYRIVERTITHHEEHALET,

1. Meeting Server DU x 7EEBA V7 7 x—XICOJ 4> LT [B&E (Configuration) ] >
[API] ZEIRL X9,
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2. [Z4)IL7]1Ry %Y XIC T webBridges | EASIL, UAME2—ZT7 45UV T
ULXd, CZICmT LIS,

Status w Configuration w Logs W

API objects
This page shows a list of the objects supported by the API. Where you see a P control, you can expand that sectio

Filter | webbridge | (13 of 126 nodes)

/api/vl/system/profiles/effectiveWebBridgeProfile P
/api/vl/tenants/<id>/effectiveWebBridgeProfile
/api/vl/webBridgeProfiles »
/api/vl/webBridgeProfiles/<id>
/api/vl/webBridgeProfiles/<id>/ivrNumbers
/api/vl/webBridgeProfiles/<id>/ivrNumbers/<id>
/api/vl/webBridgeProfiles/<id>/webBridgeAddresses

/api/vl/webBridgeProfiles/<id>/webBridgeAddresses/<id>
/api/vl/webBridges P

/api/vl/webBridges/<id>

/api/vl/webBridges/<id>/effectiveWebBridgeProfile

/api/vl/webBridges/<id>/status

/api/vl/webBridges/<id>/updateCustomization |

3. RSN Y AMD S [/api/vl/webBridges] {TZRDF, ] 742V 7)UvoILT
BALZET,

4. [Create new]z2 U v o ULT#HULLWeb BridgeA 7Y ¥ FEEBRLET., XDILT A
— 74 —=ILRPRDELSICRRINZET,

Status w Configuration w Logs W

/api/v1/webBridges
wt | (URL)
tenantGroup [ | || Choose |
caiBridge () | [ Choose |
callBridgeGroup () | |[Choose |
webBridgeProfile () | || Choose |
Create |

5. url 74 —JLRICIE. c2w://<Web Bridge FQDN>:<c2w port> O T. BN % Web
Bridge @ C2W 4 ¥4 —7 x—XMD FQDN 7 RL ZZAHDLZET., Hi:
c2w://cmsedgel . company.com: 9999
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E:ZZTAHTSFQDN [, WebBridge3 M C2W A Y5 —T7 x4 RICEID YT SN
EERAZE M CN £/z(E SAN ZDY X MTH D, Web Bridge® C2W 4 VH—T 24 AD
P ICRERS ZWENHDET., IP 7KL RAIE. C2W SEEHEHNFEHZE D SAN 7% CN
DIP7RLRAZFOGRICOHMEATEEXT,

6. #TLUL\Web BridgeTY MY ZRETDLHICER 20V v I LET,

EH D Web Bridge A% 3158 (d. LEEDOFIEZ#EDRL. Web Bridge &4 VX5 >V AT
LT 1 DD WebBridge A7 9 M&EERLET,

4.7 RTIa—FRADA=)IY—N—%ERET S
Oty vavTld, AT Va—FAVR—XY MRICA=IT—N—%ZEREITZFIEICDL
THALFET, I—FTAVIDNRTIa—Il. Frrtll, FLEEESNDE, A—)LBA
HEMBICEEINET, AT Va1—FF. SMTP A=)l —/N\—DEREZN LI XA— LB
DEEZTR—MLET,
H—N—=TRLRER—PMOERH. A—=)IL7ONLOEFEME. BEDHDI—HF—RZ DR
Eld. RDRTY2—75MMP ARV RTEELET.
scheduler email server <hostname|address> <port>
scheduler email server none
scheduler email username <smtp username>
scheduler email protocol <smtp|smtps>
scheduler email auth <enable|disable>
scheduler email starttls <enable|disable>
H—N=T RLADNFREINTVWRWGEES., A=LERTI21—FTREINFTEA. ATY
21— A= BFHFEZERFETBICIE. DPBLEDH T DOA—IIY—N—ZFRETZ2VENHD
F9., A=)F. S=FTAVIDRTVa—IVICERSNRATI1—5h56TIRELS. EE
DRATI1—Fh5EETELXT, A—IYF—N=—DF IV UEEE. HORTI2—FHA
_)L%E{ébigo
=747 Y—/\—H'5000 I U (5#) LURIC Exchange BF A —I)L H—/\—NSI5&
ZZELRVNER. AT V1—JBERZEBNICESBLET.
ATT 21— ROTATDA=IIEEZYR—FLTVET,
1. SMTP
2. SMTP &EREEEH# O 1 > (Auth Login)
3. SMTP & STARTTLS
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4. SMTP (BREFO% 4 >~ & STARTTLS fEH)
5. SMTPS (SMTP hS V%o v aveEnIY RY—I VR TLS BEE1t)
6. SMTPS (BREEOZ 1 v &Hb)

XE : Exchange Server 2016 CU22 - 15.1.2375.7 8 & U Exchange Server 2019 CU11 -
15.2.986.5 DERZHENDLET .

N=I3Y 3405 I=T4Y7DEFREILXBOA—ILT RLANSTRTD
ZSMEISEEFETEZEXI., MMP OY YV K scheduler email common-address
address@mail.domain > "<Display name>" T Meeting Server E(ZHBED A—)L
PRLRERRBZRELE T, AT Va1—FHWHBBOA—-IL7 RLANSEMEICI—
TAVIHBFREFEELET.

HBEA—ITRLZADZEDIZE., AT J21—FFHEBEBDOA—ILT L AN SBREA—ILZE
BLET,

AE I HBA-IIT RLADFEESNTVRWNGES, SMTP H—/N\—(C X ZFRETIE. MMP
OV Y R scheduler email username <smtp user-name> ZfEAULTA—IL7 KL A%
METHIWRENHDEI., MMP TEREINCODT7HIU VNI, 92777V 1—%—0
RO D ICA=)ZEETE 2BV RERNVETT,

EEBEZHANT27DIC. RRBEUVLTA—ILT RLADMICHEZERZZEHZILEHTESE
Y., D777V EFERULTI—T4VINRTYVa—llehnhde&. 92777V EI—T«
VIERTY1—ILTWB 1 —Y—DAFZREZEORRBELTRAT V1 —FICEELE
¥, EEDRAERRBELTRET ZICIE. AT2avDNFTA-F
organizationDisplayName %# A7 I 31— APl (CEHZIENTEZT,
AT 21—FH SMTP BEHTA—ILBRAIZXETESLDICTBICIE. A=Y —/\—=H
SMTP 7O JILDEER—FTY Y AVTELSICHRELET.
1. ATV 21— EFDEFEERF. AT V21—FAVR—KXV M EEWICLET,
AT Ia—ILzBENL
2. A=Y —N—,R—bZFEELEXT,
scheduler email server <hostname|address> <port>
fce 2

scheduler email server exchange.example.com 25
scheduler email server 10.27.33.55 25
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3. AT Va1—-JBMLET,

scheduler enable

ATT1—FHRIOT A VEFHALT SMTP BHTA—IILBRZXETESLSICTBIC
(d. A=)LF—=/—=H' SMTP 7O M JJAIKEESNIER—MTY YAV T B LSICEREL.
SMTP H—/N—HRREEOJ A VY R—r T 2L 5ICL. RBERAOI—Y—T7HU Y N ERE
LE¥d. MMP TR SNCDOT7 AUV NIIE, 927770 1—H5—DRbODICA—-IL%Z
EETE 2BEVBERNIVETT,

1. 27 I 1= #FPOBRER. AT Y2 —-FAVR-Y N EEHICLET,

AT Ia—IE8BWL
2. A=Y —N—ER—rZ2RELET,
scheduler email server <hostname|address> <port>
feE Z &
scheduler email server exchange.example.com 25
scheduler email server 10.27.33.55 25

3. [0V 1> (Authlogin) | A7 avEBMCLET.
scheduler email auth enable

4. BEEICERAT S IV —RBZREL TS,
scheduler email username <username>
KZAT=RZANDLTLEES L,

scheduler email username test@test.com
NRAT—RZAALTLSES
NRAT—RZBEANLTLSESL:

5. AT Ta—JFMLET,

scheduler enable

AT a2—FH SMTP LU STARTTLS BHATA—ILBEMZXETESLSICT BT,
A=) —/)\—H SMTP 7O R DI DIEESNIAR— M TY Y RAVTBLIICEHREL.
STARTTLS #BMICLE T,

TLS a2/ D. A—I)LY—N—¢,RTIa1—FEDTLSN\NY R A4 7ICLBEE
AEORBEAEENET., T7AIWINTIE, RTIV1—FFIRTOMEREEEEFEHEL. A—-)L
F—NN—DSESNTL ZEEDIHRAEZRITANS CET TS Bz ERICHEIITASLSIC
HRESINTWET., LAL. RTV1—FICIIEDIHEZRET 2HDEMA T 3>
ﬁ%biiogo% RTlE. ATV a1—JRESNIIRAEOHZ2ZIT AN, 88
LY,

Cisco Meeting Server U 1) —X 3.13 : BH—#7# & Meeting Server DEA 62


mailto:test@test.com

4 MMP DRE

1. 279 2—ZhBERDBEEIEF. AT Ya1—FaAVR— VM 2EMCLET,
AT a—IEENL

2. A=Y —N—¢,R—hEERELET.
scheduler email server <hostname|address> <port>
fcEZIE.

scheduler email server exchange.example.com 25
scheduler email server 10.27.33.55 25

3. STARTTLS A 7Y av=HIILET,
scheduler email starttls enable

4. BEDHAEEFERT 5ICIE. £IHBEE%E A VR— b L. SFTP #2H T Meeting Server
WM ICZy70—-RULEI, Zhdo, ROAVY RZFRTUTIREZREL T,
scheduler email trust <cert or bundle name>
MESNIAASEENRAPRETHIMVENHD ET., LEZF. HBZEIE SAN
EHNA—=)LHY—/\—®D FOQDN E—H L TWZRHELNH D, FRFEHIERTINICE > TL
BROWKREAHDFT, REBRIC. SFAAZEAN Certificate Authority IC&k > TEITENWi-BEE.
T3 Fz—VICHERENH ZFZR. IL— b~ CARIAE. F/F/)L—MEEE. B[E
ALEAE 1. REFEERE 2 Uiz COIEF TECHRAE/NY RILEZRELE T,

5. A Va—ZAVR—KXVEFHICLET,

scheduler enable

247 Y 2 —Fh Auth Login 2L SMTP $ & T STARTTLS R TA—JLEMZIXETE
5L£2IC9%ICIF. A=ILY—/N—=H SMTP 7O R JILDIEESNIR—FTUYRAVT S L
SICEREL. STARTILS #2BMICLE YT, &5IC, SMTPH—N—zFMICLTOT 1 VR
HEYR—MU. REEICEREINZ I —THU Y M EREL. STARTTLS ZEMIC
LT,

TLS M Z LT 2D D. A=)l —N—¢ERTVa1—FHEDTLSN\Y R 24 7ICLBEE
BRZEORBAEENTT., T7AINTIEH, RTV1—FFIXRTOEREEEEFEL. A—I
H—N—DS5ESNTL BERDIAEZZITAND CETTLS Bz ERICHIITS L SIS
BRESINTWVWEY., LML, ATV 1—F IS EDIREEZREIT DHDEMA T 3V
KHDET, COE—RTIE. RTIV21—FR@FERESNAREDHZZITAN. EF
LY,

1. AV 2a—FhEMEFDBHIF. AT V21—FAVR—IX VM EEHICLET,

AT a— &8N
2. IEESNIA—IILY—N—ER—FEBRELET,

scheduler email server <hostname|address> <port>
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fe& Z &
scheduler email server exchange.example.com 25
scheduler email server 10.27.33.55 25

3. [BEEOY 1> (Authlogin) ]A7YavzBMICLET,
scheduler email auth enable

4. FEEICHERI I —RZREL TS,
scheduler email username <username>
INZT—RZANDLTLEE W,

scheduler email username test@test.com
NRAT—RZANLTLES
NRRAT—RZBEAALTLLEE W

5. STARTILS A 7Y avzEBMLET,

scheduler email starttls enable

6. BHEDIHAEXFERIT 5ICIF. TIHAEE 1 VR—bM L. SFTP #2H T Meeting Server
VMIZZ7y70—KLEY, ZhHS, XROOAITVYREERTUTCHHEERELET,
scheduler email trust <cert or bundle name>
RESNIPEEBTIRIARETHIVELHDET., £EZIFE. HERF/IE SAN
ZHRA—)LH—/)\—D FQDN £—B U TWBMEAH D, SFIREABARYINICE > TW
BUOKEMNHDET, RERRIC. SEEAAZEAM Certificate Authority IC & > TRITE hi-BA.
FroldFz—VICHEEEREN H BIES. IL— b~ CAGERRE, F/(3)L— NERE. T
SERAE 1. PREREAE 2 UEZ COIEF TCROIHE/NY RILEZREL T,

7. A7 9a—ZAVR—KXV M EBYICLET,
scheduler enable

27T 2—FH SMTPS BHTA—I)LBRZIXETESLSICTBICE. BEDR—bTIYV
RY—IYVRSMTP BEB{tEYR—FITBLDICA=ILY—N—%2ZELET,
TLS i E LT D=0 D, A—ILY—N—¢ERTV23—FBDOTLSI\Y RV A4 UIC & BEE
BE0XMAESENETT., T7AIWMTIE, RTIV1—F@FIXRTOIHEEEEFTBEL. A=)l
F—INN—DSESNTLKBEEDIREZZITAND CET TS EHEZEEICIEILITSELSIC
MESNTWEY, LHAL. RTV1—FICIIBEDIIAE%ZRTEIT SHDEMA T3y
BHDET, COETE—RTIE. AT Va1a—FERESNIBPEDH+%=Z(T AN, 558

LExd,

1. 299 1—ZhrEERDIZEEIF. RTJVa2—FAVR—XVMEEMICLET,
AT Ta—ILEENL
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2. BESNIA-NY—N—ER—FZRELET,
scheduler email server <hostname|address> <port>
fce 2
scheduler email server exchange.example.com 25
scheduler email server 10.27.33.55 25

3. X=)L7OKJ)L%Z SMTPS RELE Y.
scheduler email protcol smtps

4. FEDIMHEZFERAT ZICIE. TTHBEEZ 1 VR—b L. SFTP #2H T Meeting Server
VMICZy7O0—RKRULET., FnHS, ROOATYY RERTUTCIEHAEERELET,
scheduler email trust <cert or bundle name>
RESNIBREFENRIAZS THIVNENHDFT., EZIFE. £BEHF/IE SAN
2N A—)LH—/\—D FQDN &— L TWBNEAH D, FFEHEHAEIRYINICE > TL
BULWKREBLNHD EI, EBRIC. SEBAEAH Certificate Authority IC& > TRITES hiZiBA.
FreEFz—VICHEEERELN HDIHE. IL—b CAFERRE. F/E)L—NEERE. T/
AERAE 1. EFEAE 2 UEZ CDIEF CTETIRAE/NY FILZRELE T,

5. 292 —FaYVR—KY N SMTPS ZERAL TA—IILBEEZRTTCEDLDIC
L9,

scheduler enable

24 Y 2 —FhH Auth Login ZER L7 SMTPS #HTA—IILBHZXETESDLSICTBIC
E. FEDR—MNTIVRY—ITVR SMTPBEE{LZIR—NTBLIICA—ILT—/I\—%F%
FLET., &5IC. SMTPS #—/\—A% Auth Login ZHR—Kh 32 LDICL. REFICERT S
A—HY—THhoV b ERELET,

TLS a2 LT 2/-DD. A=)V —N—,ERTIa1—FHEDTLSN\YRY A4 7ICLkBEE
BHEOXRWAESENTT., TIAIDMTEE. AT I1—F@IXRTOABEEEEEL. AL
H—NN—Do5ESNTL BERDIAEZZITAND CETTLS B#iZ I ERICHEIITS L SIS
HRESINTWET., LAL. RTV1—FICIINEDIHEZRET -HDEMA T 3>
NHDODET, TOE—RTE. RTIV1—FR@FERESINHAPEDOHEZIT AN, 58
LY.

1. RT 21— IMEPDIZRIF. AT Va2—FAVR—KXVMNEENCLET,
AT a—IEEML

2. BESNIA—INY—N—ER—FERELET,
scheduler email server <hostname|address> <port>

feEZ I
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scheduler email server exchange.example.com 25
scheduler email server 10.27.33.55 25

3. [0V 1> (Authlogin) | A7 avEBMCLET.
scheduler email auth enable

4. FEEICEAENZI—Y—DI1—Y—RZRELXT.
scheduler email username <username>

NKZAT—REANLET,
scheduler email username test@test.com
NRAT—FRZANLTLES
NRRAT—RZBEAALTLLEE W

5. X=)L7OK3J)L% SMTPS FREL XY,

scheduler email protcol smtps

6. B¥EDAEEFERT 5ICIE. £IHBPEE%E A VR— b L. SFTP #2H T Meeting Server
WM ICZy70—-RULET, Zhds, ROAVY RZERTUTIREZREL T,

scheduler email trust <cert or bundle name>

MESN/AIAZEIAMBRIARZ THIVENHDFT., FLE&XE. HB R F/E SAN
ZADA=)LT—)\—D FQDN &—H UL TWBRELH D, FERREHIERTINICE > TL
BOWKRENRHDET, FERRIC. FEEAREAM Certificate Authority IC & > TRITE hi-BA.
FFFz—VICHBEERENH ZHE. IL—b CAFERRE. X/ 3)L—MEERE. [
AEARE 1. FMEEEERE 2 UEZ COIEF CTROMHAS/INY FILZRELE T,

7. A7 21—5aVIR—F Y A Auth Login T SMTPS Z#EHU TXA—)LEEEZT T T
5L3ICLET,

scheduler enable

471 RT3 1—SDFMAOY

ATTa—Fk 777V IER. A—JLEH. BLURT Y 1—7F timedLogging MMP
IRV RZFERALE API OFFBIBROT ZBMCT B2A T a vz R—bLTVET,
timedLogging BEMTIER LSS, Meeting Server [IXDODHNERRTLET,

cms-vm> scheduler timedLogging

{

"webBridge" : "0",

"api" : "0" ,
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'lemailll : "O"
}
timedLogging A 7Y 3 v &2AMICT BICIE. XOIAYY R=FEHALEY,

scheduler timedlLogging (webBridge|api|email) <time>
fcEz &,
cms-vm> scheduler timedlLogging webBridge 600
SUCCESS

time ZEUIW B TR I N, RES N/ BHERRE O timedLogging ZBMICLE T,

cms-vm> scheduler timedLogging
{

"webBridge" : "594",

"api" :"O0",

"email" : "O"

}

RE LI R AEIR T 50 REDREX/CBEIMNZ TN 2a—FT 4 VI DOFIENET
L7cs. SFTP ZERALTOY 7 7ML e¥ o vO—RLET,

4.8 TURN Server QO&7E

TURN t—/X—(Z, Call Bridge [CE#EEETERWI 77TV I—HY—[CAT4 7 MZ/\—
HIL U—EXZREIT ZHICERAINET.

s BATOUTT7TVIZ47 Y b 2EALTVWRNMERIE. COIEZAFY T TEXY,

e x77O0F VB LU TURN 7FO/NA 4 & LT Cisco Expressway ZfERAL T\ 515
&. Cisco Meeting Server (X15.4) Fi Cisco Expressway 77 Z70F% < @ TURN t—
JX\—¢& Call Bridge OB EAEICDOVWTODIETZSBL TS,

« Meeting Server® Edge B %ER L TL\5184&. TURN Server (& Edge 1 Y AT v
ATHESNTUBLENGDET, COBEOFIEERT LT, TURN ¥—ERERE
LEd.

UTOtoav%#5T LT, TURN Server #5%E L. #h % Call Bridge ICEBMUE T,

4.8.1 TURN H—EXZB®ICT S
1. MMP [CSSH TcO4 14> ULZE9,
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. TURN Server OFEHAERERE—RZBMICLET., N—I3Y 3.1 TEASIhIEEH
DERIEMRIE. UBIMER S N TULVEERI% TURN Server BRRIERICHKRTEF 12U T4
KiglCmELEF, TURN EigiE#RIE. TURN Server TUL—%2 YUY IANTEZ1—
—Z>bhO—=I)L95=HICERAZIN. TURN Server DER%ZEFR] 9 57T, BEOt
YNy TRICVTTTTI) V747V MIBFNICEZ 5N ET . Meeting Server
Edge ZERAIT 5 I N TOEATHEAERBRE— R Z2BMCTZILZHE8HLET,
RDARY RZ AN U THEBAERBERE—FZAMICLET:

turn short_term credentials mode enable

. ROV RZERAL T, TURN Server DIFHERBHRBEOHEL I L v h LEEZ
RELET.

turn short_ term credentials <shared secret> <realm>

ZD 2 DDEEFERDOXFINT. NRXAT—RDELS5ICHEONET., hoS5DfEIF. Call
Bridge 8% T TURN Server ZE& I 25 5ICOREICBDFET., fFi:

turn short_term credentials mysharedsecret example.com

B4 TURN Server /N7 — R EERBRISEERDDOTRIThIERD FEA, BEEE
DA1—HY—ZF/IF/INAT—REBFERALLGVTLREEL,

. TURN Server DY ZZVTAVT—T A AP, A VF—Xy MHEBRY b T—=0CL
T NAT OERICH BHE. TURN Server (2, RDIY Y RZEHEAL T, TURN Server (C
RvEYTITBNTIVY I IP7RLAZRELET,

turn public-ip <ip address>.

HELD TURN Server BXINT Uy I IIL—T 4« VJR[EER IP 7R L AZFERALTWLS
BE. CORTy T EIFLTLLEEL, Hi:

turn public-ip 5.10.20.99.

 REDAVI—T A RATY YAV TSBELSICTURN Server ZELET, AT VR
turn listen <interface allowed list> Z{HAUL X I . Web Bridge & HICKRHIDA
vH—T71x—2R Tal TUYRVFTBELDICTURN 2RETZ2HELNHDET, fi:
turn listen a

. 3478 TTURN TCPEBMICT BI5H. TURNY—/NN—DEHTBZRETCPAR— M Z/EL T
k-1 AN

turn tls <port|none> command. {5l

turn tls 3478

ZDFITIE, TCP 3478 R—brZFAHALTWAZEZEELTWET, TURNTCP 2H%
ICURWEEIEE. COFIEZRFy TLTLIES L,
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7. TURN TCP #EMICT 2155, FRAT SFAE L F—~X7 T TURN Server 2 E9 2 NE
NHOFEI. FEAAEF. Web Bridge OFEFAEICERA LD ERU CAICL>TER SN
TWEZHREHHDEYT, TURNTCP ZEMICLARLVEEIF. COFIEZLIELTLZE
L\ TURN Server MOFEAAE (L. turn certs <key file> <certificate file> <YV K
TERELZX T, <ca cert>. fl:

turn certs turnCert.key turnCert.crt CAbundle.crt

7 : TURN Y —/\—TERS N 55AEF. Web Bridge 3 sEFRE R E. BIFEDMRAETH
MEWEHEA,

8. TURN Server #8MICT %

turn enable

8D Edge Server 1 Y29 v 2% FEAT BHE. & Edge Meeting Server 4 Y X4 ¥ Rt
ULTLEED TURN SREFIEE#EDIEL., B4 VRV ATHERAINZIAHPE/F—XTHIE
LWC&EzmRLET,

4.8.2 TURN 77 KL X%Z{ER L T Call Bridge Z8E 9 %

fFHYT %ICIE. FIATIEERR TURN Server MFf#lix Call Bridge ICERET 2MEHAH D F T,
5D TURN |&EIE. 7777V DEMEE Skype for Business 5% 7 O—IC DM FEA
ENhFI., Skype for Business HiR— N DBREDFFMAICDOWNTIE, T5F14VIL TS5V DI -
Lync/Skype for Business Oft&1 £V v avaSRBUL TS,

Meeting Server APl & TURN Server [CXf L T turnServers TV b 295 &£ T,
fEFATZ % TURN Server % Call Bridge ICHISE2WELHDET., ZDHA KT,
Meeting Server®V T 7EBA V¥ —T7 1 —AD API TV R7O0—-5—%FALT. TDF¥ R
VERTIDAEZHALET,

1. Meeting Server DV x 7EEBA V7 7 x—XICAOY A4~ LT [RRE (Configuration) ] >
[API] ZZEIRL XTI,
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2. [Z4NWF—AN Ry ZICtun EANL. RISRTESICURMNE2Z—ZT4ILF V)
vIULET:

wlit]
cisco

Status W Configuration v Logs W

API objects

This page shows a list of the objects supported by the AP1. Wheve you see a P control, you can expand tf

Filter [tum | @ of 126 nodes)

fapi/vl/turnServers b
fapi/vl/turnServers/<id>
fapi/vl/turnServers/<id>/status

3. ‘RENU XML S [Japi/vl/turnServers] {IT2 B2, ] 74V &2 Uy LTE
ALZEY,

4. [FEER 27Uy LTH LW umServer A 7917 R EERLET., KDINT A—
74—ILRARREINZET:

alaln
CISCO

Status w Configuration w Logs w

« return to object list

/api/v1/turnServers

serverAddress D|
clientAddress [ |

password (] |
useShortTermCredentials (] <unset> v/|
sharedSecret [ ] | |
type [ [<unset> v
momogisvatons (|

callBridge (] | || Choose
callBridgeGroup (] | || Choose |

5. 1BfN9 % TURN Server DBLTD7 4 —=ILRICAHULET,

serverAddress - Call Bridge A% TURN Server O =Y FR— N IEET 20BN H S
ZEICDH, TURN Server D IP 7 RL RE /I DNS 82 ASNILET., 25 THRWEG
&. Call Bridge »* TURN &@EZHITTLAVWLSIC, FE—D7RLRZIBELET.
+—)\— - f5l| : nothing.local
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clientAddress - 9422 54 7> FH TURN Server |[CRET B27=0HICEHRTZIP 7KL
AFMIEDNS ZE=ANLET

5¥ : TURN A NAT Di2&. NK7UvyZ NAT 7RLZAZAHNLET., fHl:128.85.2

useShortTermCredentials : Bt Y > 3 > CTREHEAEIAAZEA2EHAT 5 L S5 (1C TURN

Server ZFREULIHE (#E) | true ICRELE T,

HEV—OULY b -FIDOEIY3aYyDRFTy 7 3 TTURN Server #5%7E L7=BRICERL

EBY—ILy bXXFEIEANILET,

type - COINTA—IDBB/EINTUVERWNES., T7AI T MEE] ([Chh, 754
7Y M UDP 3478 Z#{ERAL. TCP 443 IC7 #—JL/\w % LT TURN H—/\—([C#EnT

%ii?‘éﬁ?bi@ﬁ Meeting Server 7 = 7 Edge Z B9 %158, CDINTA—=% (L
fcmsl ICERETHDLENHD X,

tcpPortNumberOverride - 443 B9} D7R— b T TURN TCP %5 L 7=1%&. turn tls
ARV RTHRELER—MEEZANLET,

T CoREEFERAITSE. TserverAddress 74 —ILRDYI— 7 RLZAHNERT
Call Bridge A% TURN Server I[CIETERL] EVWDRTF—FZADERSINBZEENHD
X9, ChiZBIFoBETTH. BERICIIFELX A,

6. [fER1ZZ Vv LTHULLWL TURN Server TV MU ZRELET,

EE D TURN Server h’d 2155 1d. LEBDOFIEZ#EDIRL. & TURN Server 1 VATV AD
TURN Server A7z b &ERLET,

4.9 MMP 1—%—® LDAP §Z&iE

#LUW1ldapA 7 3 A, LDAP H—/\—DEFMllZRE T 57/=HD user add MMP OT Y R
[CEMENEULR, T4 LI MIREINTGA—%, TLS iR7E. LDAP BEEDOBIML £ /= EE
{tEIEELEI., Meeting Server DEARFIC, LDAP 1—H—7Ho Y h2ED>BEBES &
Cox777)1—H—(d. LDAPBEEZFRAL TV 7EEBA VY —7 14 X, SSH,
SFTP, 8LUT YU Z)INAVvY—)icOY A4 TEEY, LDAPRREICKK T ZEL1—H—D
AJ4 YhETENhET,

7 : Common Access Card (CAC) EADi5HE. CAC FRFElIE LDAP FREEH L ' O—AJLEREED
MALDEEINET,

COHEETIE. LDAP BHTO MMP I—H—04 vR— k., L UBEFEOO—HILI—HF—
HS LDAP SBEEL—HF—ADZHIHR—rShTOWEBA. BEEHIIMMP ITVK user
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add T I1I—H—%EBMIT B LT, LDAP I —H— % FEICHAIRTETINELAHDFT,
OJ74 &) A0—hIE LV LDAP 21— — WL T—ETHS I L%ERELET,
LDAP A —H—%EBIMIT2IAYVRIC. HTILWA TP 3> [1dap] MBS hET:

user add <username> (admin|crypto|audit|appadmin|api) [ldap]

AE:I—T4VTY—/\— APl [F LDAP RREEIC L B 21— —ADT7 VR ZHR—bLTW
FtA.

ldap A7 avzaffo GEMESNI—T—DREEE LDAP H—/N—D1TVWET, ZDH
B, O—=HILNKRT=RDILy o7y T iThhnEtA. O—HI I—F—0DIFE. RBIEE
A—AIL NKNZAT—=R Iy o7y T7DH%EFEALTITHONET, LDAPFBEEE/NNRT—RDE
BExHR—MLULTLWEEA,

7 : LDAP H—N\—HFBETERL B2 HGE. F7/lE Meeting Server A' LDAP H—/\—|C
BETERWVNGE. LDAP A—H—FOJV 1 v TEEA, Ny I 7y TELT. MMP (TR
KEHT ANOO—AHIINEBEBEL—T—DRESNTVWINELNHDET,

Meeting Serverld. #iLUW\1dap A7 a v ZFERALT. RA ME/IPV4/IPV6 DWW 1
DER—KMZFERL T, Microsoft AD LDAP H—/\—Z 7zld Open LDAP H—/\—DRE % T
R=rULETF., ZODLDAP H—N—F, Y777 )VDI-Y—FATHERASTNZLDLEAU
HLOTHINFVWERA, FHEINTWVWS LDAP H—N—HA B R—rShTWBH—N—51T
THdZE., ZLTENDMeeting ServerBICHICERESNTWS C EZERLTLZ3 L,

EHICOWLWTIE., TMMP ORYRUTZ7ZLYRHAHAR] #2BLTLEE0,
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5 LDAP #5§

A—H—MNo 777 %{FE>T Meeting Server ICHk 9 %155, LDAP H—/\—HANETTY
(3I87E(E Microsoft Active Directory, OpenLDAP Z 7=(Z Oracle Internet Directory LDAP3,
TEDAEESE) , Meeting Server H' LDAP H—/N\—hS51—HF—FhHo v & A ViR—
LUET,
COEIavTHRATELSIC. LDAP NS T4 —ILREAVYR—NFTZBIETI—F—F
ZERTZZEYT, /XX T—RKI[EMeeting ServerLICF¥F vy vy vadhEz®A,. 977 7Y DR
AERFIC LDAP H—/X\—ADOHUH LA Toh 378, /XRXT— R LDAP #—/X\—_ET—J7th
MORZICEEINKT,

7 : Meeting ServerT LDAP/AD [EHiZ 3R E Y 5355, LDAP/AD Bt %ZZIFANS 714 —IL K
Tl AKXFENXXFZXANT2HEATEEEZANTZIHELNHDFT., LEXEF, 1—H—
207y EV T HEM userPrincipalName Z{#H9 %355 . SuserPrincipalNameS (& [EHAIC Ak
IHL 9 H%. SUserPrincipalNameS [ZEIHAICKELE T, & LDAP BHDANXFE/NXFEH
FUKANZINTWBZEZHERLTL IS,

F:X\—=Y3v 2.1 5. Meeting Serverld Oracle Internet Directory (LDAP /X\—Y 3 ¥ 3)
ZYR—FLET, IhiF. Web BEAVHY—Tx—XTIFHEL. APl ZBU THERT 20
BLAHDET. I—F 1T H—/\—H Oracle Internet Directory ZHR— bk 35 & 5 IC5&
EIBBE. I—T 4 VTP —/\—(3 LDAP RHF DRFRIET LDAP R—I v I nii
ROy bO—-IZERAINETIEHD FEA. /ldapservers [T POST /=l IC puT
/ldapServers/<ldap server id> 'JY L X /{5 XA—% usePagedrResults % false (5%
ELEXT,

5.1 LDAP %#{ERH9 2EHAXMATIH?

LDAP % {# > /= Meeting Server DR EIF. RIBEZ LY N7 Vv T I3 DENTRAT—FT )L
BRAETY, LDAP IBERN THBOREZEHZEET 5 Z & T, Meeting Server [CIWEBIRERTE
DEEF/IRICHZZZENTEET,

HB—N—=F74IL57—. L=, BLVTFTVTIL—brOE=ERALET, chicLbD.,
A—HY—EROLSBTI—TICHETEZET,

» AEZMHDE£E

n FL—R11MUEDOEE
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" lBE=TaALIS
= 4N Bl THRESA

5.2 Meeting Server DE}E

ZDIEDHITIE. Meeting Server @ Web B V57 —T7 x4 A= FEHL T, B—0 LDAP #
—/)\— (ZDIHZEIE Active Directory) ZE&ET S HEICDOVWTEHBLEY., LML, =—F
A4 VT —I\—3 AP| 2 TREATREREED LDAP H—/N—ZHR—MLTWET, FMlT
APIVT7 7L YR AHARDIDAP XYy RtEoavazsBLTLEE,

Call Bridge M9V 7 A5 %/ ET %55, APl 2FHIT 20N ROBERBAETT, VI JEE
A5 —7 24 ARHETHEBO Call Bridge Z5¥E I 55T, TNENHIE—DREICHE LT

WBREAHDET,

T TEBAYY T T —ATIE. 1 DD LDAP H—/\—DIHEETEZFT,

Active Directory & E#9 % & S [CMeeting Serverzty M7 v 79 3IC1d. UTOFIEICHE
-2 TLfEELy:

1. Web BB/ V5 —T7 x4 RICOT 14> LT, FRE > Active Directory ICTBEIL £ 9,
2. Bt a3y TLDAP H—N\—ADEHEXDLDICHELET,

* 7RLR =LDAP Y —N—DRANEZFIFIP7RLRTY
R—b =B% 636

A—Y—% =FFI—Y—0#H% ON) T9., COBMNERADI—Y—ZFRT 5
EHLTEET,

NAT—R =EALTWS1I—H—ZD/XXT—R
BEIER = BRERBEHRZTOICECIDORY IV RAICTFzvIZANET,

f:
ZRLZA: ldap.example.com
R—b: 636

d1—HY—% : cn=Fred Bloggs, cn=Users,OU=Sales,dc=YourCompany,dc=com

IXAT—R : password

E A-YRENRT—FOABICLEBEROFHIE. MRFZSRBLTILESZL,
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7 : Meeting ServerldtzF 217 LDAP ZH/R—KhULTWEXT, FT7#J)~TIE. LDAP
H—N—FREREED/=HICR— b 636 TERITESN, R2TRBVEED/HICR—
N 389 TEITEh X9, Meeting Server [FmAETR—FLTWETH. 636 DfEA
ZHEHULET, BEZEF1T7RBBIDICTZEHICIE. X 7ER (LESR) 2%
RIZULEHLNHDET, R—b 636 DFERLEITFTETATIEHD THA.

X 7LESEEFERAL T, LDAP H—N\—%28TT 5K, MMP @ tls ldap Y
Y RZEFEALU T, TLSEEAAZERIINRESINDE T, ERIITRICELETEHD EFEA,

3. 1YR—bFTBI—HF—DOY bO—ILICERTZM VR—MREEAILET,

o R—ZHAZ = 1——%AYR—rT B LDAPYU—RD/—K, MUTIlF. 1—H—
A VIR—NFTBR—Z DN OEBRHLEBIRTY

cn=Users,dc=sales,dc=YourCompany,dc=com

e 747 —=1—%—0O LDAP LOA—ROEMHEEZ‘GILIVELNHD T4 ILY—.
T4ILT— 74— RDOEXIL rfca515 THBEASNTWET,

A—HF =% AL T—=IR=RICA VYR—PFTFTBHDIL—=ILIE. TA=IL7RL R
¥ O1—YHY—%AVR—bT 3] EVWSDOHIEYTHD, ChIFXDT4ILT—T
KINE9:

mail=*

F2MEKT. BEI—Y (H fred.bloggs) &. A—ILF7 KL AN Ttest] THEZTA
N1I—TDOUIN—TzAVR—rFTREELHDET. B

(| (mail=fred.bloggs*) (mail=test*))

T ADQI3—%— (fl : fred.bloggs) ZFr< 28% 1 VR— b I B155E. ROz EA
LET:

(! (mail=fred.bloggs¥*))

KBEDITIN—TICBID1——%A4VR—bFB/HIC. memberOfE®ETT7 1 IL5 )
vITEET, RICHZERLET.

memberOf=cn=apac, cn=Users,dc=Example,dc=com

ZNICED, APAC T —TDAYN=THBTIN—T 21— —DEALA VIR—F S
hEd,

AZICHIRT 2 (Z2LTYI—TZ4E8893) I[CIF. ReFEALET:

(& (memberOf=cn=apac,cn=Users,dc=Example,dc=com) (objectClass=person) )
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YhERATRE R < v F v 4 )L—)L (LDAP_MATCHING_RULE_IN_CHAIN /
1.2.840.113556.1.4.1941) ZFRAL T, AVN—Y vy TEE EEShiFIL—TDTF)
DEBDITIN—=TFTDAVYN=9TTT4 NIV TS B EHNARETT, Fi:

(& (memberOf:1.2.840.113556.1.4.1941:=cn=apac,cn=Users,dc=Example,

dc=com) (objectClass=person))

LDAP EREICEATZ 2 ZDMORWIICIE. IXTOD Person & User Z&MUL.
ITEESNICLDZERS 714 ILY—DEENET,

(& (objectCategory=person) (objectClass=user) (! (cn=Administrator)) (!
(cn=Guest)) (! (cn=krbtgt)))

FREBUZEEZEMT D7 4 ILY (krbtgt T—H—%R<). sSAMAccountName %= -
TWBIEEICOMBEMULET,

(& (objectCategory=person) (objectClass=user) (! (cn=Administrator)) (!
(cn=Guest) ) (sAMAccountName=%*))

FEERUBHDEEMU (krbtgt T—H—%EE), sAMAccountName ##EF > TW55H
ICOHEMT D7 1ILY

(& (objectCategory=person) (objectClass=user) (! (cn=Administrator)) (!
(cn=Guest)) (! (cn=krbtgt) ) (sAMAccountName=%*))

ZD74NL5EF (((YVI—RDEESNI—F—DH%eEAf VIR—FLET

(& (objectCategory=person) (objectClass=user) (| (cn=accountname)
(cn=anotheraccountname)))

BESINfEXFAVTATIN—TDAYIN—DH% A ViR— kT B DGlobal Catalog
1) (TREINEY)

=CN=XXXXX

(& (memberOf:1.2.840.113556.1.4.1941 :=cn=groupname,cn=Users,
dc=example,dc=com) (objectClass=person))

4. 74—=IRIvEVYIRODEY N7V T
74—ILRI Yy EYIRIE. Meeting Server®d 1—H—L I1— KD 7 4 —)L R{EH, [iH
F5LDAP LO—RD 74 —ILRENSEDLSICHBERINILZHIEILET., BRE.
RDT74—=ILRIFZCOFETHRESINET:
. RRE

d1—%—4%

AR—2R %

AR—Z URI A=Y =& (DF D, URINS RASVEEF VD)

AR—=Z HY5 YU URI - -8R (AX—ZADA 7Y 3 v DHRE UR)
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e AR—EEEID (WebRTC 754 7Y FDT A NEETHEAITZAR—ZAD—ED ID)
T4—=ILRTYEVIRICIE. XFETFFANELDAP 74 —JLREDREEZEHZEN
TZ2E9, KO@ED :

$<LDAP 74 —IJLRE>$

—fle LT, RIR
$sAMAccountName$Q@example.com
T %

fred@example.com

FAIE LDAP 74 —ILRR v EV S/ DFMEERESEBEL TS EE L,

F:AVR—bENZEI—Y—F. —BEOI1—H— D (JD) 2F>NENArHDHET, Ch
X, 74—=ILRIvEYIH] BOIDT7 4 —ILRZFEALTEEINTT. BRIE > Active
Directory, A%/ JID Z1BE T 5/-HIC. JID 74 —ILRIvEVY IR THEREI NS LDAP B
MiE, 1 YR—bENZELDAP LOA—RICFEITZIVENHDFEI., ChoDEMEZRFOL
A—RO#PAVR—FENBLIIC. IDT74—=ILRIVEVIKTHERINSEEMEICOW
T IVR—MBEDT7 ALY —T4—ILRIC&AND)ZFRLTTLEY R 7 4ILY— (D
0. (<attribute name>=*)DFH) ZEHBELZ2HRBLET,

FIZIE, JID 74 —=ILRY Y EY TN $saMAccountName$@company.comTH D, KD A
N—ThHd1——%AVR—rFTBEULET:Y)L—7 cn=Sales,cn=Users,dc=company,
dc=com DIFE. BYIKBA VR—BF 747 IFXDELSICHEDET:

(& (memberOf=cn=Sales,cn=Users,dc=company,dc=com) (sAMAccountName=%*))

5. Active Directory £RIHET 3 (CIE. [$9 < RHE] ZF#IRT 2h. BEHILR AP FFUH U %= FEH
LTHEEZEMICLTLEE L ( [Cisco Meeting Server APl U7 7 LY RAHA R #5808
LT<iEzawn),

I LDAP H—N—DI YV MUDNEEEINZE., FETHREAIZIVELHD LT,

6. AHIDEREERRET ZICE. [RF—F R > A—H=] [CBEFHLET.

LDAP H—/)\—M5 DA ViR— MFIC OU Nl ZERAT N ES N ZEIRTEZ XTI, Web
EWA VY —T 4 AT, [B&FE > Active Directory] ICB8IL. EFALINUBEIET
[RBEEDOUICKREZHIR] 28IRLET., 1——T7HU Y D OU NTOHEEEZBMIC
9%,
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5.3 %l
ZOFITIE, BEDEFEEDRIND S8 L 74 v I R%=FEHALT, BEDI—HY—VIL—7
EZDAR—ZADBEID ICAR—ZAZEDYTET,

1. LDAP #BE&IC TAR—R] EMFENZ I —T%2ERL. ZOTIN—TITHEBERAVIN—%
BHYTET,

2. HEERTAIgER < v F > )L—IL (LDAP_MATCHING_RULE_ IN_CHAIN /
1.2.840.113556.1.4.1941) #{ERATBRXDT7 4 IILY—%FRALT. AR—Z] JIL—7F
DAVN—THDIRTDLI—HF—2RELET,

(& (memberOf:1.2.840.113556.1.4.1941 :=cn=space,cn=Users,dc=lync,
dc=example,dc=com) (objectClass=person))

wiltai] .
cisco

Siztu= ¥ Configurstion W Logs ¥

Active Directory Configuration

Active Directory Server Settings

Address |192.168.100.102

Port 3268

Secure connection ||

Username |cn=Administrator, cn=Users, dc=example, dc=com
Password ssssssses cancel
Confirm password ssssssass

Corporate Directory Settings
Restrict search to searcher QU #!

Import Settings

Base distinguished name
Filter

Field Mapping Expressions
Display name
L

dc=example, dc=com

(&gmemharof: 1.2.840.113556.1.4.1941:cn=space,

$eng
s

Space name

Space URI user part

Space call ID

| Submit |

le.com

$sAMAccountNames$ . space

Space secondary URI user part |

885telephoneNumbers

Sync now

3. RIS, RDT4 LI M) THEDI-F—Z2RAHLIT.

cn = Fred Blogs
TelePhoneNumber

sAMAccountName =

= 7655

fred.blogs

RDAR—=ZAPMER SN, Zhid R > I—HF— R—ITRRTEZT,

Fred Blogs | fred.blogs@example.com

RISRFT AR=RE, BE > AR—ZAR=—IZZBRELTILZ,

Cisco Meeting Server 1) 1) —X 3.13 : —##& Meeting Server DEA 78


mailto:fred.blogs@example.com

5 LDAP {5t

fred.blogs fred.blogs.space

54 IXRTDA—YH—=AR=ZAADIEAYVNN=F I LXICNZXO—R{R#E
ZEHAYTS

LDAP BHRIC L D AR—ZAHPEFEM I NZIHES. IXNTNRAI—RBZUTHERINZET,
T7AIWBND FEAYN=TFIER (& true ICRESNTWVD /6. BFEOEMERIZEESINEE
ho INZAOA—REFVERL, IEAVYN—BERSNIEAR=RICTIELRATEET,

FEAVYN—FOUER% [false] ICRET DL, SHIEITARTOLA—HF—ZAR—=ZAAND AV )\—
RO 7 7R ICH U T/HKRAOI— R REZREIT D ENTEET,

LDAP FEAD—ERE LT AV N—ICLBEAYN— T UL ROEHE/NRI—- ROBREEZ VA
[C9BICi:

® /ldapSources |(C POST 9%/, /ldapSources/<ldap source id> [CU YV T A KM/\T A
— 5 FEAVYN=FHIER % falsellRRELTPUTLE T,

® nonMemberAccess FRiEZHEF T BICIE. on /ldapSources/<ldap source id> [C GET
ZEALTIEEL,

AE:N=I3 V24 (CDINTA=FIHNEASINTEE) KOFIICERSNIEAXR—ZI(E.
LDAP RIffDEEx= =T EA.
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6 F1VI TZ>DiEHE - HE

6 FAVIL TZVDIEN - B

6.1 EU®IC

Meeting Server % SIP, Lync, B LU EFREICHET SICIE. SIPEFEI Y bO—)L. Lync
FE H—/\. BLUBEF@ERFE IV bO—)Lh 5Meeting Server NDEHxELY N7 v 732w
EHAHDEYI, Meeting ServerzhBEFTDBEZIELLIL—T 4T3 3ICIE. TnhsDTFT
NARTEBEN—T 4 VI REZZEEITDUENHDET,

10(F. SPEFAIVRRA VM, Lync 7547V b, BLUV IPEFENRETZ22HDRE
MZEMEELTWET., Meeting Serverld, Lync 7547V bESIPETAIVRRAVED
B, $LVP Lync 75147V e P BEOROEGEZTIREICLET,

SIP EFA TV RRA Y Mid ve.example.ccom EWD RAAL VY THRES N, Lync 7547
v M E example.com EWS RAAS Y TRESINETT., DEICKUTHZZEEIT Z2VEDLH
nEY,

10: 14 YVIL 75 VB OBAH

®
/ 8] TL_&:L [a] Cisco Meeting Server web apps
Skype/Lync clients
Lync

==== Fige Firewall

Server
T_ Expressway-E DMZ
Firewall

+
Expressway-C Internal
/’
F
‘

Call Bridge
Lync FE Server/

L3
AVMCU
@
Skype/Lync clients SIP or voice
control

a
Media

KPS @
SIP control

——  Non SIP signalling Internally registered
SIP video endpoints

External

Cisco Meeting Server

Key:

FORICRT LSIC, Lync FE H—/X—I(C [ Meeting Server ADERETEZ 5 SIP hZ VI H
WMWETY, Inld. Lync 7547 Y DS RESIN/-O—I)L% Meeting Server ARX—2X,
Cisco Meeting Server web app 1 —H—, IS5ICSIPETFTAIVRRSA Y MNIIL—FTa VT
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6 F1VI TZ>DiEHE - HE

THEIICHERENTVWET, YT RAAL Y vcexample.com (SIP EFAIYVRKRAV MDD
3E8) &V meetingserver.example.com (AX—ZXDIHE) (&, Lync FE H—/\—H5
Meeting Server ICCD RV ZBUTIL—T4 VT FT2RENHDET,

AE : BIOHEBTER I TLS Office 365 £fcldA Y 7L T XD Lync NDEHEIL. Cisco
Expressway [CIL—FT 4 VT T 20EHNHDET, FHMICDOWNTIE. Expressway BAHA R
#BBLTLLEE,

SIP A— L& TSy M7 A—ATIE., example.com KALY (Lync 7547 Y NDES)
B £ U meetingserver.example.com (AR—ZB LUV I 777YDES) \DEF%
Meeting Server ICIL—F 4 VT TBLDICSIP NSV o2y N7 Y TITDNENRHDET,

Meeting Server [£. K XA > example.com D@zE% Lync FE —/X\—I[C, T R XA Y
vc.example.com D@FE%Z SIP A— LG TS Y b7 A=Al —FT 4 V7T 2dDTALYT
WTS5VvEREELXT,

RKDEIavTIR S—FAVIT—NOVzTEBA VYT —RICH D 2 DORER—
JICDOWTEHIALE T, INSDRER—JICED. =T a4 VI —/\HEELREZNE
FTRAENREDET,

COEICHEWNT, BI7ELESE TIE. VYVVai—vaveADERICEYT %FIEZERFERIC
HEALEY,

6.2 BEZEEISIVITBEESA VI —T 1 ARER—Y

Dty avTlE, BBREQUBAEEZRES BDICI—T 4 VI H—N\IERTZV
TEEBA VI 71— ADRER—JICDOWTFHBALET,

DITEBAVIY—T 4 AD 2 DORER—I T, BESLUREBIEICXTI 2Meeting
ServerOEEZFIEIL X9 : RHfEERTE & BEERE. [REEE] X—ITIE. REBFONE
HEZHIEHUET, [BEIRX—ITE. BEZIESIZINESHZEBELXT., EETELL
—HUTEES NI, EEAEICEIZERIVETYT., BEI—IR—JICEFE2D2DFT
—TIDHDFET., 1 DIF—HEFTZREL. 5 1 DEFEEREZEZLET,

6.2.1 REBER—Y

[F{5@ZE (Outbound Calls) | XR—=ITlE. A4 VIL TS VIL—ILDOEERET DBEYRY A
VINTSVERETDENTEET, YA VILEREREBEICERAL T, HREBEFDIL—
TavTEFIEHTEES, A4 VILEH 22BLTLLEEL,
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6 F1VI TZ>DiEHE - HE

Outbound calls

i

RALY : FAVILTSVIN—IZBRATZEHICBETERAC Y, TL2BRME (H.
example.com] ) Ffcld T7M4ILRA—KL (Bl : T*coml OLWFTIHATY) .

RIS SIP7OFY : 54 VIL 753 VDEIT Y MU/IL—ILIE. BERUCHELDORXACY (ML
T%8R) £—BU. HAT2 SIP 7OFY (FLEEBEFFHULAESH) ERELET.

O—AIEBER ALY  [E. TDTAVILT S VIL—ILZERLICEREDERS UR ICER
ENBRALVTY,

BE  Lync 2FALTWVWRIESIF. O—HIEBERALI VYV EFRT L E2HE8HLET.
Lync ZFEAL TLWARWMES., SIPBE7O0—CO T BEEZRET S/-0(C. O—hI
EIBERALVYD 74 —=ILRZZEICT B LEEBESOLET,

BE S lync RAMVICHUT, 7RIV RIL—ILEERTZVENRHDET, COT
23V THATBFIEICE->TLEEL, ZLDLync RAMUDHBZBEIE. T1ILR A
— R RASVEFERUTEEIL I EERTEEERFTLTLEZL,

A—ADNSDRAL Y  BEEHNFEE D/REEID ELTERATZRAIVTY,

NSvo547 @&, IL=ILZzty b7y 7LT. F#E% CiscoExpressway. Avaya
Manager E7zl& Lync U—NREDT—R/)N\—=FT 4 SIP Ay bA—=ILTNA RICIN—FT 1 VT
LEd, ZD7/6. IRERETEZS SIP hZ VUL, EX SIP, Avaya, Lync D 3 DD%
1 7hHDET,

7 : Meeting Server [—#&HIIC Avaya PBX EHICHERAINET, ChS5DBEEIFEFDMHIC
BDEYI., LHU. Meeting Serverld Avaya B (ETFAEHR— b T 2ERBEHDET) &
DOHEEERHICEAL T OFIRZRLEEA. D7, Tavayal OBEEIE. BEHIEED
HTHBDEVWSEKRTIEHD XA,

EE LU BEE 4 VILT VIV [BEE] OEEICHINET. IL—IHATYF
Lich'. RETERVIES. OBEIBLROBEVWIIL—ILIAREINETS, IL—ILOEED [{ELL]
DIHEE. UBROIIL—IIFFERAEShEEA,

BEEL : UTHSBEIRLEY - BE). BB, FERESIL.
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6 F1VI TZ>DiEHE - HE

B5 774 bO[REBIL (Encryption) ] EfEE— RIZ[E& (Auto) ] TI. ITARTD

fLyncl RET 1 VILIL—ILHERBIC [BEEI (Encrypted) ] E—RICRESI N TWB &
ZHESEL. TLS #EGTH KLU 23241, Call Bridge A JERSE1L TCP 2HAL LS ET 3
DEMHEET,

6.2.2 EEBERER—Y  BREO—H

BEX—YO—FBLoxREIE. -~y FvI 7—7I)ILTY, A=IIVYFVIT—TIT

FEINTIL—ILIE. Meeting ServerhB(E SIP BiE2WIBIT 2 A E2EELET., FEONR
XA > D Meeting Server [CIL—T 4 VT ShicBEIX. ZOHY—/N\—DIVR, vz 777U
—H—, FREEFIRESINLCAR=ZICHLTTANTEET,

TEHEDA=IL Iy FVT IL—=ILDOHITIE. meetingserver.example.com KA V&I
PTVIA—HF—EAR—ZOMAICY Yy FI LD L ZRA#F#ET.

aluale,
cisco

Status v Configuration v Logs ¥

Incoming call handling

Call matching
[]

Bl Z (X, BED name. space@meetingserver.example.com C& . name.space &ULV\DEX

EFHDAR—ANH Z5E. BEEFIZFORBMDAR—RICI—FavTEhZEd,
BENFEINDZIAXRTORASVICHLTIL=—ILEZERTEEaBE8HLET, —ED O
—JILEIEY Y 2—23 v Tl RASMVEY—IK—DIP Z7RLRAFLIFIRANETHBIGED
HNET, CDLOILIHE. RLEBERBAOEVWRAALYDNALSY RASVICKED, IPT7 R
LRERAMEDIL—ILDBFEIBRIIEL D T,
BEIEMOELFEVIIL—ILIRIICBEEINhEYT., EROIL—ILHFRUEBEIELEZFEDIEE.
RAALYDT7ZIL7 7Ry MEICEDWT—BHIERELET,

IW=ILHEITEhdE VAMDODTOADIL—ILIIFEUHL TEHRINET,

IRTDIA=IN IV FVT L—IHBKRBRUEBE. ROty va vy THAIhTWS LS
IZ. RDF—=TI (A—ILERX) MERShE T,

EREIE:

B IR—ZAB LW/ FR I —DREIF. @ DRID URI DA TODHTHNET,

» RULBRIBAOEVWAR—III—BITZI—ID. BETFIAND URI Z2ET 27HICE

HAanxd, 4D IP7RLAPKRIAMNGTEEZL, BEBRE2AEICH L TRLEWVEELIES
DIL—ILHBREINZZENEFINET,
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6 F1VI TZ>DiEHE - HE

B )L=ILD[RAL V] 74—=ILRZZDXXICLBVWTLL S, ZEREICT S L, Call
Bridge AV @EEZHEED LT,

n O IYFVT T—TIDI—ILTIE. IRTDORAAL YD —RTZERELDET,

6.2.3 BEEERIX

EEN [BFERA] T—7LOIL—ILOVWThIIC—RUBRNEE, BEE [EEOEE] T7—7
VICHE> TRESNEYT, JORTIE. BFZTLICHEDRIT N, BTV YIE-RTE
mziEI 5h (FIZIE Lync BRESBICEHRETHIERE) ZREIT DI ZEHD L
HNTEEY, I—ILZERIDHIET, BREZHBEIDINESHZRELEY. KHEDERE

Z I¥vvF] L. BRI R ENBYRIZENHDET,

IW=ILISEEB IS ENTE, [RALY—FBUY—> (Domain matching pattern) ] (C(&7

A1ILRAN—KREZEHBZENTEET, fl: exa*.com, LA L. [*] 22TIC—KIT LB
ELTERLBVWTLEE W, AT E. BFUHUIL—THERShET. [BEIRLL
(Priority) 1 DfEZFERAL TIL—ILZEREZET, FEEISVIL—ILARDICHINZET,

BEZEHRET 255, [BE] FAMY ZBHAUTRERASNVEBEMZIDZIEHLSTEE

T, BEULERALSUYADFUWVEEIERINET., [REEID] DREICELD. Emxdh

TBETITDRES D ZREIT DD, FiLWID ZER TS ENTEXT, BIRNRRIL—
ZHERAUTREEZ D Z2RET I Y4 VILTSVE2ERALT, I-II—FT14 VIEEIC
> THUWREEZE D ZERLET.

UTOBEGEEIL—ILOFIE. K ALY lync.example.com OBEEZEEL., IL—F 1 V713
BEL—TFTA4VT =L >TRESNET,

Call forwarding

] Domain matching pattern joril Caller ID Rewrite domain Forwarding domain

[T | lync. example.com 50 forward pass through ne edit
| B | | | | [Adamen) [Rese)

BEEEIE. BERET—7IL0EDIL—ILICHE—HULRBRWNEE., BLUEEHGEET—7ILD
ED[RAALY—8H —> (Domain matching patterns) ] ICH—R LB WNGEHR. KT
InEY,

6.3 Y1 VILZEH

Dial Transforms (&, BEIL—ILABMICRZRICREBEICSERINT T, T4 VILEEN
BRAIN%E, REFTAVILIZVIL—IDEBRINECESICERASINET. 14 VILEHRE
HREBEICOHEL, YT— b ITA DBEEFEICIEELEZ A,

THCIZ 3 DDRT—IWHDET,
THRIERT 2RNEBEOEEZEET S [TEHE] NERINET,
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6 F1VI TZ>DiEHE - HE

e OV :120VKR—XYMEERBRULET - S1

e ANUY T : Ryb, Fyva, AR—RZFHIRLT 1 2OIAVR—KXY M EER
LEd - 91

o Bt EREZBEANOZTHRICER -2 2OAVR—KR VY M EERBLET
STEO—FK&ES2EE

¥ :EEO URNE, BHRBEERYAVILO—K (F. EED 44, KED 1) OISR
DEFZEHFEDHITHHNEETH ZHEIC. HRBEFY (A 73y L7499 R
AT E) ELTRBEINET,

" OAVR=XY NI =IO BN ESHERT ZHIC, ERRRZFEAL TRE
ShEY

» HANFIEE, EESNIEHRICHE > TIAVR—KX Y MDSERSNhET

&l
KEDOHFEICOWVWTIE, Tvesl) ZEEM | B5F ($1/01/) $2@vcs1
AUZET (Phone)
HEOESICOVWTE. 7L 74y R% | B ($1/44/) 90044$2@vcs?2
BiL. Tves2l 2EALEYT (Phone)
TTHEDAFYRDESICE, FL714 | EBFE ($1/44/)($2/77]) | 90044$2{}123@mobilevcs
v AELT 190044) %#EML., %7 (Phone)
4w X2ELT MN23@mobileves) %18
MUET
HEHIhBLWL2THFOXFIICIE. 7 | HIFR ($1/(\ d){6,}/) $1@vcs3
4 Y RAELT '@ves3' ZFERALET
+% 00 [CEB#ELE T HiIFR (S1N\+(\d)+/) S1{/\+/00/}
(*)@example.com R & DRIMFIFRRIR | & ($1/(.%) S$1{/@example.com$/
EEHL, EEHRLET @example.com/) | .endpoint@vc.example.com/}
\1.endpoint@vc.example.com

B —Meeting Server DigE. [BE]I>[ZVMND Y RO-II]R—IEWeb BB VY —7T
TA1ATHERALT, F4VILLEBESOEMRALEZEET S, AP EESINTVSIESR.
BESINLTHADNBRINZIES>N I, ERRBICEDRESNZET,

FlzE, TORIV—y a3y bDFTAVIL TZVICED, HBED T+1] KE) J—ILT 1
DO Call Bridge AMERA S, +44 (RE) OO—ILTHDOHLDOIEREI B LSICHEDET,

Cisco Meeting Server 1) 1) —X 3.13 : —##& Meeting Server DEA 85


mailto:.endpoint@vc.example.com

7 1T/ TZ2DiER - SIP T KA 1>k~

7 TAVIL 75D - SIP T RRA >V b

7.1 FUSIC

CDETIE. SIP EFAIY KRKRA Y hHMeeting Server TEESNTWEI—F 4 VT ICY
AVILA VT BEHDREICODVWTHALTWET, DEICIDLTHZZEELLENS, BEHS
NTWBIEEICFIEZETL TS,

7.2 SIP EFAIY RRA > b H Meeting Server TRAMZShTWS S
—TF4VITICTLVILT S

CDRVDATY TTlE. SIPEFAITY KRA > k% Meeting Server TEESNTINS I —
F4VTICERAT B0IC., I—ILEIfET /N1 R & Meeting Server TIWERIRTE #ast
L9,

11 : Meeting Serverh’7/R A b 3 2@EEEICHKET S SIP EFATY RARA v hOFl

Cisco Meeting Server

Call Bridge

SIP Trunk Calls: 88001@meetingserver.example.com

Rule: 88*@meetingserver.example.com

SIP Call Control

SIP video endpoints dial 88001@meetingserver.example.com
to join call 88001 hosted on the Meeting Server

SIP Video Endpoints
name@yvc.example.com
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7 FIVI TZ2DER - SIP T KA1k

7.2.1 SIP@sFJ Y bO—I)L DR

ZDFITIE. SIP O—)LHIfEAS Cisco VCS TH S EEEL TWE I A, Cisco Unified
Communications Manager Z{£EH Y % &, D I—)LFHIET /N1 A THRIKROFIEL HE
T9Y ., [Cisco Meeting Server with Cisco Unified Communications Manager A /i1 K |
ZSBLTLEE,

1. VCS ICEBFELLTOVA Y LET,

2. V—yv&ty b7y 7L TEE%E Meeting Server ICIL—F 4 VT LET,
. RITED VCS &E > V—r > #iMfi.
b. MTZFERALTY—VEERLET,

H323 E—K =+#47,

SIPE—K =#Y

SIP 7R— b = 5060 (5061) (TLS Z{EA T 2158)

SIP 5V ZAR—F =TCP 73 TLS (REICIHU T)
SIP 70OF L EFJOFFA] = FFA]

FREERY 2 — = FREEEH E LTRSS

SIP FREHEREE—K = A7

E>” 1 7KL X =CallBridge ® IP 7 KL X

3. BEE% Meeting Server [CIL—T 4 VI T 3HDRFIL—ILZEBMULET. &ZIE
K A4 > meetingserver.example.com ZfEF L TSIPIT Y R/RA >~ k DiBEEZMeeting
ServerOX—FT 4 VJICI—T4 VT ULET,

a. VCSRRE > F1VIL TSV >BEIL—ILICBELET.

b. IL—=ILICEYREEIZ[MITET., XL Meeting Server AD EP DIL—F 4 V¥
@EO

c. UTZBELXT,

Y—2 =&

VI ITZANDFREENME = WVZ
TE—R=ITAVF7ANI—=UIYTF
N7 —> %547 = Regex

XY — Y XFFH| = .*@meetingserver.example.com
N—VEtkE = 2DFEXICT B
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s —HLIHZE = ZLE
« #—%4v N = Meeting ServerBICER LTV —>,

7.2.2 Meeting Server DR E
1. Meeting Server DWeb 4 V47 x—XICOJ14 Y ULZET,

2. IVRIRAVY DB TAVILAL VT %D AR—X%ZMeeting Server EICHERT 52 & H
TZEEXT :

a. |E > AR—ZANED
b. AR—RZIEMT % T7E:

e Name =<string>, #l : cal1 oo1

* URI =<user part of the URI>, 5l : 88001
FIERBIREBFEDOIAR—RZFEAL TS,

o AR—RF AP A SEREIZEETZIEHTEET, FHMICOLTIF, APILUZ
7LYR A4 REsHBLTEE L,

3. Meeting Server"DEEEZRADA VNIV RTFAVILTZVIL—ILZEBMLTLEE LY,

a. [B@%E (Configuration) ] > [Ef§3—JL (Inbound Calls) ] IC#EIL. XDEEMD ST 1+
W7 VIL—ILZEBMULET:

o RXAA 4% = <FQDN of the Meeting Server>, fl

meetingserver.example.com

¢« AR—RAEWHRET D = FW

« VREXWHRET S = [FL

 FEDO I—YHE = FL

e =y b Lync=lW E: ChiFED £V 3y 812 TWETYT

3 BEA VY —T 1 —ADEFBEER—JDEHMICONTIF, 76 R—VD [EEE
HENR—Y  @HEO—B ESBLTLLES,

4. VCSHBHETSIP TV RRSA Y FADREEED-DHDREFTAVILTZVIL—IL%ZEM
big-o

a. [ (Configuration) ]> [#{§3—JL (Outbound Calls) ] [CFBEIL. XDFHED S
AVYINTZVIL—=ILZEBMULEY,

e R XA Y =<domain to match>%ll : example.com X7zl *.com
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7 FIVI TZ2DER - SIP T KA1k

59 % SIP 7O% < = <the IP address or FQDN of your VCS>
s O—AIEBERASY =

AT O—HILEBERAL YD T 4—ILRIE. LyncNDRZVIEEYRNT Y
ZTURWED, ZEHICLTHZET (73 Yy 8.1.2 2H),

e O—AIJLEE R AA >~ = <FQDN of the Meeting Server>
s NTVYUHAT=-1E%E s1p TT,

F o Web BEBEA VY —T 214 ADOREEBR—IDOFMICONTIE, 81 R=ID TH(E
BWEE] 22BL T3,

SPEFAIYRRA VNI, F14VILT % & T Meeting Server T/RX M Eh 3 88001
DBFEICTAVILT B ENTEZZEY, 88001@meetingserver.example.com, S —F 4 V7
—N—FSIPITYRRAVNZOA=ILTIRTEZT,

BE8EDLYNC DA VILTZVDIERICEZHIC, RO EERFLTLIZE LN

" AT THEEBLMEREEZRETDICIFE. E73E2SRBLTILIL,

m CiscoCTSITYRRAVEDTIP YR—bZBEMCTBICIE. 7.4 Z8RBLTLLEE W,
" BEEELE(IVRIZH/ET 2ICIE. FE75BESRBLTES,

7.3 SIPEREDAT 14 PEEE(L

Meeting Server (. Meeting Server £ DRI TITHhN 3. Lync EEEZERL SIPEHRD AT 1 7
EEtEHR—MLTWET, ChFVIT7TEEBASA VY —T 14 XD ’RE > BRENRE R—Y
THRELXT,

1. Vz7EBA VY —TJ 4 AICOJ(M VL. BRE > BEREICEEILET.

2. W [SIP A7« PHEEML] $7F BRI 95. WAL T S Fld EWZTIRLET.

3. SIP. CMA(Dx777V). Fl@H—N=V 7L IV TOFEIEREEZZEELET,
4

. INSDEBEEITIOEITHD SIP @EEICERIT S EERBIRT BICIFE. R—IYDFREIC
HB[TUVT47TEEICERTBIRIVEIY Y I T BN, £ES%D SIPEEICT
NoDEFEZERAITSCEZBERLET (EXEB RYyvy=2o2 Uy LET,

o Web BBA vy —7 11— A0 [BBE] > [REBE] R—JD [SIPBEE] 714 —IL KTl
& [REBREIL IO SIP HIEES/LEEZRETCEEI., ChiCED., Oy bO—=ILEAT

4 TEE{COEMEL DB SN, AT« PRSI BZVESETH TLS v NO—I)LiEGEFERT
XX, APl ZFRALU CEMEZREI S EHTEZET,
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7.4 TIP HR—pbZEMICTS

Cisco CTS SEID T Y RRA v b Z2ERAY 55E. TIP 70~ D)LY R— b Z BRI Z2HEN

HDET, ROFETHEMICLET,

1. Dz 7EBA VY —T7 x4 AT [RE > ERERE] ICBBL. SPRELI 3V TTP
(Telepresence Interoperability Protocol) = B%ICUEX T,

Call settings

Call settings

SIP settings
TIP (Telepresence Interoperability Protocol) calls !__enabled v

2. WMAD SIP HIHIEHREE D E < &H 4000000 ICERELTL IS,

Bandwidth settings (SIP)

Rx bandwidth |4C100000 |

T bandwidth |4C100000 |

3. [%f8 (Submit) 20 Vv oI LET,

7.5 IVR §87E

BRRESNCEEICFEITIL—T 4 T3 5L 5T, Interactive Voice Response (IVR) % 5%
ETE2XY, BEBEIIIVRICIL—FTA4 VI T5ENTEXT, CITREEE. BmMI 3
BEFLREFAR—ZAD D EBEEANTELOICHBEFT S, FRICHESZEINIERAI R AyvtE—
JTEREINhEY, ETFASMBICTVIINAALA RATZyYaBEI’RRINET., IDEAS
9%¢E. A—HF—[FBYLRBEXLEAR-RICIL—FTa v T7Ensh, BEFLIEIAR—-X
[CPIN A% 3I58(1E PIN DAADKSSNET, (REEESIEBOEE>7I—IL D D&
[CUMrEhZxd., )

VR Z{EHT %55, ROFIEICE>TLFEE LN

1. Dx7BEBA VY —7 4 RICOVA4 Y LT, |/E > RICBFLET,

2. [VR]IIETRZH/RELZXT:
* VR #{E ID = <numeric call ID that users call to reach the IVR>
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* DICLBRT Y 2—ILiEH Lync BREIFBADSMN= FAILLBVWXBFFATS
(RUD—ICEDERDZET),
3. TRE>BEERTIDY—YYEMIVR="yes" . VRADEEZBELZT,
4. SIP OA—)L#lETEYRIL—T 4 VT ZREL. BIOFETRE LILBFEEANDBEEN
Meeting Server ICIL—FT 14 VT3N3 LIICLET,

76 RDRFTYT
FE8E DFIRICKEN. S—FTA4 VIV —N\%Z Lync RAERETBIHDIAVILT V%
BELTLREEN,
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

8 ¥14YVILTZ VDR — Lync/Skype for Business
k=)

CDEZEU T, Microsoft Lync & WWSI15EIE. Microsoft Skype for Business %z &k
LE¥d,

¥ : Call Bridge & Lync Edge O#5& Tld. Call Bridge EFHOOJ A Y 7HhO Y NHRETT,
Call Bridge & DD Lync BES & IS, H—N—FZDT7HU Y M %ERL T, Lync Edge IC
TURN VY —XZEBRLEY, ZOBEHITIHISNEET. ZDUY—XIE Lync DEANS
MEREH#»] ERBENET, Lync TR, I—H—T7HIU Y MTEICHRK 12 D TURN E|h 4
TOHDHFAINET., LA >T. 1 BAOEFRTIE. KX 12 EDQI—/LAARETT,

8.1 Meeting Server LDBEEICT A VILA VTS Lync 7547 b

ZDIETIE. Lync TV RRA > hHMeeting Server TEEESNDI—FT 4 VT ICEMT %7-
DICHBRETEICOVWTEHULLLFHBALEYT, EI7Yay 72 THERASNCHDERUFEUH
ULEES/UR ZFERALET. BREICRUTHZZEEL TS,

B 12 : Meeting Serverh’ T2 I—F 4 VI ICRIET S Lync 75147V b DFl

Cisco Meeting Server

Call Bridge
Call 88001 4
Trusted
SIP Trunk

Calls: 88001 @meetingserver.example.com

Rule: 88*@meetingserver.example.com |

)

——— Lync clients dial 88001@mestingserver.example.com
to join call 88001 hosted on the Meeting Server
Lync FE

Server

Lync clients:
name@example.com
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

8.1.1 Lync 7AOY KNIV K (FE) Y—/I\—DHRTE

gL . 2oty 3 v7TlE. Lync FE Y —/\&Meeting ServerBID A5 T4 v 7 )L— N DFRE
BlazRHLET, ChEAAMRTAVICTET. DT LLHBIHARINEFIEZRTHDT
EHDERA. BEVDOY—N—ICAFDOHKEZRET DLODKZEDAEICDONTIE., HiF
<D Lync T—N—EBEBEFICHWELESLZ2@B<EHFHLET,

FELynCFE H—/\HhS5DRZ T4 vV IL—N%ZRET BHIIC. Meeting Server (T Lync FE #
— =D SEEINZIAEEN I VA =L h TS 2R LTLLZE W, TREREA
ARZ4 V] CEBHINhTWET,

Lync 724 7> H 5 DEE% Meeting Server [CIL—FT 4« 79 %(CIE. Meeting Server %
BY Lync R T4 v 7IL—hZBMULET. ZhIZiE. Lync FE H—NDEETEZ 27 7Y
T—=a3veEULTI—FTA4 VI —NE/REL. RIT4v 77— 2EMTEIENETN
ia_o

1. Lync Server EBY L ZHEET,

2. EEEH T TUT— 3 &L TMeeting Server 28LHLWFZ TV —oa vy 7—)L%i
ERLE Y.

New-CsTrustedApplicationPool -Identity fqdn.meetingserver.com -
ComputerFqdn fgdn.meetingserver.com -Registrar fqdn.lyncserver.com -site 1
- RequiresReplication $false -ThrottleAsServer $true -TreatAsAuthenticated
Strue

BT %

* fqgdn.meetingserver.com X—7 4 V7 —/\D FQDN ZERAT %&EE. 71TV T
4 T« |& Call Bridge QFEFHE TIEESI N/ CN THZLEINHD XTI,

* fqdn.lyncserver.com Z&HRf®d Lync FE H—/\E 7| FE 7—JL®D FQDN & L THE
ALZET.

3. Meeting Server Z{EFTEZ 577U T—> 3> LTT7 TV T—r a3y 7—)LICEM
LEY,

New-CsTrustedApplication -ApplicationId meetingserver-application -
TrustedApplicationPoolFqdn fgdn.meetingserver.com -7R—b 5061

B9 %
®* meetingserver-application 7&{{%':@% ﬁﬁT

* fqgdn.meetingserver.com & Meeting Server® FQDN (Z
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

4. Meeting Server & Lync FE 4 —/N\—BD XY T4 v 7 IL—bZERLE T,

$x=New-CsStaticRoute -TLSRoute -Destination "fqgdn.meetingserver.com" -
MatchUri "meetingserver.example.com" -Port 5061 -UseDefaultCertificate

Strue

BT %

* fgdn.meetingserver.com % Meeting Server® FQDN (Z

* meetingserver.example.com K f-MDMeeting Server® I R TDBEETHEHAI NS R
XAV E—HTBURL

HLWRYTA4v I W—bZBEDODRYT4v 7 IL—bOIL I3 VITEMULET,

Set-CsStaticRoutingConfiguration -Identity global -Route @{Add=$x}

R, BEMIL—MZEWICTZHIC. Lync BEDOBEDEBEFREEZEED VGA 5

HD720p ICEE T 2 £ &RFT LTS\, Lync T HD720p ZFMICT B ICE:

Set-CsMediaConfiguration -MaxVideoRateAllowed Hd720pl5M

. FHULWRS T4y IL—hZ2BHMICLET,

Enable-CsTopology

E #FHLULHD720p BEICE#FH I BICF. 1——RBW>7cAO077IM0LT. 5—EQOY
1VSBUENHDET. DI XTOREFIBFIICTON. BOUAICENICBDET,

8.1.2 Meeting Server ICTF A VILTZVIL—ILZEMT %

1.

Meeting Server@ W T 7BEBA V¥ —7 x4 AICOJ 14 LT, B&/E > HEER

2. [#{5:@5E (Outbound calls) | F—7ILD—FBTT. FILWIALVILTSVIL—ILZER

LEY,
a. [RXA4Y (Domain) ] 74 —JILR T, Lync ICXETZIVELNHZBEDORBEEITD

Lync RAAL Y ZANIULET., HlZIL, example.com

b. 74 =LK EATSSIP 7O0+%> T, REICERAIZTOFITNARADT KL R

(IP7RLRAZE/IFFQDN) #ZANLET,

c CDT74—I)LREEWMCLTHEC &, Y—/\—[F _sipinternaltls._tcp.
<yourlyncdomain>.com ZfERALT. MEh/=RA4M>®D DNS SRV LY I Ty T&XK
TUET,

e Xfold, ZOYVMIVRT—=IL (F/2IE LyncSIP RAS YY)D IP Z7RLRAZETIF
FODN ZANT 2 E. H—N—FXT. ZOERI NI R AL VLT DNS SRV
Wy 07y 7TE2RTUXY, sipinternaltls. tep.<H—/\F7 KL ZX>.com
ZUT. SRVILY I 7Y THBRICKEUIZIBEICANDULIEKRAMD DNS A L O—
RILy o7y 7aRITLET.
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

o FflFLyncFEH—N—DIP 7RLRAE/IEIFOQDN ZANLET

[O—AILEZSE K A1 > (Local Contact Domain) ] 7 4 —JL K T. Meeting Server
D FQDN ZAAULZEY. RICHlZRLEXT,

meetingserver.example.com

Filync ADRTZ VI EEY NPV TITRIBEICOH. COT74—ILRZRELET,
ZFNUSNDIBEEIF. EHICLTHELKDENHDET,

O—AI[RAL V] T4 —ILRIC, BEDOREBITEHABGULIEVWR ALY (EEF D)
ZANUZXY, ff] : meetingserver.example.com

F:[O—HAILHSDERE ALY (Local From Domain) 1 Z2ZEDFXICLTHL &, FE
EBE D ICERAINDRACVIE. T7A4INT[O—HILEEE R ALY (Local
Contact Domain) ] IC& b X9,

NSVOHAT 74—ILRT, [Lync] ZBIRLET

[{TE1] 7 « —)L R T [fBLk] £/ [RIT] 2 8IRLE T, CDIL—ILHERINE
EERBLEULBWNMERIC, ROREFAVILTZVIL=ILHARAITINENEIMITEL
NEY,

[BSEERL (Priority) 17 4« —JL KT [BS%IBARIL ~XIL (Priority level) ] #8E L. #HA

SNZFAVILTZVIL—IDIEFEZRELET., BEIBEBMEOSWVIIL—ILHRIIC
BRINET,

g8 74 —ILRT [HE]. [BEE{L] £/d REE] 2BIRLET., CDIL—IL%
BUTIThNn2EEOES{LSNSIPHIEIN S 7 4 v I R@HEISNZEZHNEDIHNICEKD
X9,

[FHE5EM (Add New) ] ZBIRLE S

XE: 7F v b & Call Bridge O#E(E. APl ZNHNUTOHRETEXT,

79 5&E. Lync IRIEH S Meeting Server [Z. & & U Meeting Server i 5 Lync ICRETE
&5 DET,

ZOFITIE, Lync 7547 M, 88001@example.com 4 4 ¥ )L 95T & T. Meeting
ServerT/RA M 3N TV SEB5E 88001 [CERTEE T,
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

82 SPIYRKRAYNE Lync Y5147V NDFHE

SIP TV KR4 v kHMeeting ServerAR—R ICHF A VILTEBLSICTBICIK. IV
av72DFIEEEELET, Lync 754 7> bHMeeting Server AR—ZICHF 1 V)L
TE3EL2IC93ICE. EV7Yay 81 %2FKELET,

Zhic&h, SPEFA TVRKRA VYN - =& Lync 754 7Y bA—HF—DlAN

<call_id>@meetingserver.example.com ETAVILT B ET, BUEBEEIC %EHI]‘C =X
ER

B 13 : Meeting Server B’EXET I —T 4 V7 ICEMTSSIPETA TV RRA VY & Lync 7574
7 hOfl

Cisco Meeting Server

Call Bridge

Trusted
SIP Trunk SIP Trunk

Rule: 88*@meetingserver.example.com |

Rule: 88*@meetingserver.example.com

SIP Call

Lync FE PE—
Control Calls:88001@meetingserver.example.com gerver \ @

Calls:88001@meetingserver.example.com | [ L
Lync Clients
name@example.com

SIP Video Endpoints
name@yvc.example.com

83 LyncV954 7Y hESIPETFAIYRRA Y NEDEREZIBINT 5

CDEIYa VT 2D2DFAVILTSVEREDEIYay (Vv av 72 84&UT
I3y 81 THEINTWVWRRENTTLTWSIEZFHRELTVETD), FlEHLER
LT, Lync BLUSIPETFTAIVRRSAVEID, EFAEEEZMNIVAOA—RTBZ5—F
714 &L TMeeting Server ZFEAL T, BETHPEWVWCHKETEZELSICLET
(TRZZH8),
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

3 : LLRTIE. Meeting Serveri s Cisco VCS AD SIP RSV oDy N7y FICT O RIND
YROA=IR=IHMERHIhTWELE, LyncEEE SIPERIBEOBD R4V MY —RA YV
RZ7UwIl EUTHRBET 5L SIC Meeting Server Z58E S 5IClE. DY a3y TiRA
SNTWBEBDICEEEEZRTEL. Meeting Server hSfthd SIP I—)L&IHIT/INA D
SIP SV 0%ty b7y 7T2RENHDET., FALTVSI—ILEIHT /N1 X (Lync FE
+—/\—. Cisco VCS. CUCM, Avaya CM, Polycom DMA 7% &)

B 14 @ERDOSIPETH TV RRAIYME Lync 5147 DB

Cisco Meeting Server

Call Bridge

Redirects call to the |
Lync Server Trusted

SIP Trunk SIP Trunk

Search rule redirects call _ I | ——
to theIMeeting Server \

SIP Call

Lync FE
e 1 Server \ f@

Calls: name@example.com

Receives call Lync Clients
name@example.com

SIP Video Endpoints
name@vc.example.com

S ElDfF -

® Lync 21— —(d <name>@vc.example.com [CF 1 VILL T, SIPEFAIVRKRAI V&
DBEGFEELY 7Y T TE2ET (H : meetingrooml@ve.example.com) ,

m SIPEFTAIYRRA Y NI, <name>QRexample.com [CH¥ 1 VJ)LL T, Lync TV RRA >
NeoBiEEZtL Y N7y 7T TE2ET (ffl : roberta.smithRexample.com) ,

DEICIHU THZBIEL TS,

8.3.1 Lync 7OY bV RHY—/\—DHERL
Lync 754 7Y M SIP EFATY RRA Y NOREEZFTT 2T

m Llync T4 v IL—h%ZEBIL. Meeting ServerziEELET. CDIL— M, FHUH
LEVYALYI NS BDDEDTY, @ve.example.com, TV 3 8.1 [CEBEHIhTWL
BLynCRAY T4 v 7 I — b DERFIEICHE > TSN,

CNICED, LyncV ZA4 7Y MO S DBEENSIPETAIY RIRA VY MIIL—FT 4 VT ENET,
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

8.3.2 VCS &%

SPETAH IVRRAVID Lync V547V MIRET D EZEFAITBICIE:

m VCS (SIP O— LT /INA R) THRFEIL—ILEZEBMULT, Y74 v I XADOBEZIL—FT 14
JUZEY, Gexample.com % Meeting Server [CIL—FT 4 VT T 5

ChICED, SPEFA ZTVRRAY NEESL Lync V7 ZA4 7V MNIIL—FT 4T 2nET,

8.3.3 Meeting Server DR E

Meeting Server [ 2 DDEREIL—ILEERLE T, 1 DIE SIP TV RRA > MIBEEZERE

L. 512l Lync 75147V MIBREZERELET . RIS, BEFAVILIZVIL—I %

2 DMER L. 1 DIEREEZEZ SP TV RRAI VY MIIL—FTa VT L. 51 DEREEEE

Lync 7247V MCIL—bTBELDICLET,

1. Dz 7EBA VY —T7 4 AICAOY 1Y LT, [BE (Configuration) ]>[EBEI—I
(Incoming Calls) ] ICFEEILE T,

2. [BEDEE]IET. 2 DDHULWIL—ILEEBRLET:
a. vc.example.com NDEEICH L T, BEDEEIL—ILZERT S

o RAALY—RNY — = vc.exa*.com
RAA VR FVITNI—VDEEDEBBRTIAILRA—RZFERATEZXIH.
INRTIC—HITZHDELT ] 2FEHALBVWTLES N, 2593 EFUHL
IW—THERESNhET,

o BSEIBAI = <number>fttDEREIL—ILHARRE SN TVWRWESIE 0 258, FED
BEBEFERATEET., IL—IHEICFERAINZLIICTSICE. RELEZIL—ILO
FTHRLEVWVEBEIEMUZERELET.

WW—ILIZBEIBLICKE>TF v IE3nEd., BEIBEBZOSVHLONSIBEICHSE
ENET, 2DDORAALY—BINIT—UDTBER AL VIC—HT ZHE. BLEL
BRI IL—ILAMEREShE T, )
o X = B
( THET] ZERUGE. RAMY—BNY—VIC—HBUBEFEmEEI N T I
g, )
e HEZFEID=F1VILTSVDER ChIFREFAIVILTIUNSDR AL V%= EH
LEY,
s RALSVDEZEMZ = WX
BEEF,. MUOHSI W R A Vv E2FERALUTEEESINET,
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

(CCTUIW] ZBIRUISSE. [BBERAA V] T4 —ILRZANT2LENHD
£Y. TORAAVIF. BELEESNBAENIC. BERXASY [CADUICR XA
VTEEMZONETY,

o [#THEM (Addnew) |22 Vv o LET,

b. example.com ADEFICKT L T, BEDERIL—ILZERT S
o RAALY—BUNH—Y = exa*.com

BS%IEAL : <number>

X = %

HEEEEEA = Y1V LTS5V 2 EH

* RASMVDOEEMZ = LV X

o [E3REM (Addnew) 122Uy o LEY.

3. [88% (Configuration) ]1>[7 ™ kJ/X®7~ Kd—JL (Outbound calls) ] X—J(C#EIL T,
2 DDFHLWIL—ILEERLET:

a. SIPZTY RKRA Y MDRAA Vvc.example.com\DEERADT A VIL TS5V = ER
LEd, EUYav 72207y 7T 4 %#4EDIRLUET,

e [KAXALY (Domain) ] 74 —ILKRT. SIP TV RKRA Y MNMIXETEINENHDE
HBOBEZITOSIP KAV ZANLET, FlZIE. ve.example.com

« {HHT3SIP7O% Y = <the IP address or FQDN of your VCS>
* A—NIERBFERALY =

AE:O—NIEBERASNYDT 4 —ILREERCLTHLELNHDET,

o« O—AHILEE R XA > = <FQDN of the Meeting Server>
s NSV YUHALT=1B% s1p TT,
o [#3EMN (Add New) ] ZBIRL £,

b. Lync 754 7Y ML, RAA Y example.com NDREICHTZ25IVIL TSV
IW=ILZ2ERLET, Chid 223> 8.1.2D#DELTY,
e [RAA4 > (Domain) ] 74 —JILR T, Lync ICEETEIUNELNHDBEFEDBE =T
SLync KAV ZANLET, HlZIE, example.com

s 74—J)LK AT % SIP 7OFx YT, REICHEAITZ7O0FTFTNAIADT7RL
ZA(IP7RLARZE/HIEFFQDN) #ANLET,
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

s CDT74—ILRZERICLTHEL &, Y—/\—(d sipinternaltls. tcp.
<yourlyncdomain>.com ZfEHL T. MEN/ZR A4 >®D DNS SRV LY I Ty
TERITLET,

e /., 7OYRIVRT—ILDIP 7KL RXZF/IE FQDN (F7:1F Lync SIP
RAALY)ZANULET, H—/\—EXF. _sipinternaltls._tcp.
<yourlyncdomain>.com ZfERUTEEIN/ZR AL VD DNS SRV )Ly T
7y T&RI{TU, SRVILY I 7y THERICKB UGG IR, ABShioR
ARDDNSALIO—KRZ®RELIEY,

o FflXLyncFEH—/IN\—D IP 7RL XAF/ I FQODN ZANULET

[O—HJLE#SE K A« >~ (Local Contact Domain) ] 7 4« —JL R T.
Meeting Server @ FQDN ZAHZ L& T, RICHZRLET,

meetingserver.example.com

Filyne NDMZ VI ELEYRNT Y TITEBEICDH. CDT4—ILRZERTE
LEd., ZhUHNDi5EIE. ZARICLTEKELHD T,

s O—AIDEDRALY T4 —ILRIC, BREDEBTELTRRTDRANY
(RfS& ID) ZAHLEF, Thid Call Bridge ® FQDN, flZ(E

meetingserver.example.com ICIZD XTI,

F:[A—AMDSDK XA (Local From Domain) ] Z2ZEDFFICLTHEL &
REEBES D ICERASTNZ A VIE T7AIMT[A—AILEBTR ALY
(Local Contact Domain) ]ICi&bD £,

s NSVUFAT T 4—ILRT, [Lync] ZBIRLET

o [{TE1] 7« —JL R T [{BLL] 72 [#RfT] Z2BIRLE T . CDIL—ILHERI N
BEZHEREULBWMMERIC. ROREFAVILTZVIL—ILDARAITINEHNESH
IC&DhET,

o [BF&IREL (Priority) 1 7« —JL R T [BEIERIL X)L (Priority level) ] Z3E%E L.
BRAINZ YA VILTSVIL—IOIEFZRELET. BEIBECEOSWNIIL—IL
PRYICERINET,

s BB 74 —ILRT [BEN. [BEEMk] £/ [RESL] 28IRLET. TDIL—
IWZEBELUTIThh 3 EEORESILENSIPEIEI NS 7 4 v o b &I ESNEHN ED
MTEDET,

o [FEEM (Add New) ] #&IRUE Y.
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

SIPEFTA TV RRA Y ME Lync 754 72 MIC <name>Rexample.com Z5 1 VLT3
ETRIETEET, /. Lync 7747V MlE. <endpoint>@vc.example.com %% 4 V)L
FBHIETSIPETA IVRRAVMNIRETEET,

84 Dx7T77V%ESIPELU LYync VT4 T7 VY NEHETS

AUz T777) 1Y - Llync T4 VT ZHUOHT I ENTEXEA,

Web 7 7V #EHT %7 IC Meeting Server 2183 2FIBICD W\ TIE. LDAP B Ot
vavesRULTLEZL,

EU LDAP BREZFEAL T Lync PAV Y NEDITT7TIT7HhO Y bOBAZERL.
Meeting Serverz Lync — kU x4 ELTHEALTWSIHE., I—F—HBHD Lync
DA YINTREBL VT TZ7TVIS4 7Y b ERUHT &S ICHENFKET DATREN
NHDLET, COLSBHBREZEMCICIE. T THIBATZ LSS, BEDIYFUITEERE
DEREDIL—ILEEY 7Y TULET,

5l Z (£, Meeting Server |C fredeexample.com 7 ATV hH'$H D, Lync FE H—/\—(C
fred@lync.example.com 7 WUV MHHBELET., BEEHMeeting Server [CEEL. &R
RYFVTIL—ILHBESNTVENES, Meeting Server [F R XA vEEHEL, @EE
Meeting Server @ fredRexample.com 7 HJ Y MIERXEINE I, Meeting Server (g1 —
— Ifred] AA—AILICWBENESH ZHEEL. fredexxxx ND xxxxZH\HU X T,

BREIE, BEI-N RX—ITIA-AIYFUI IIL—IEREL. O—ANLIzTT7TUL
—HF—DRALVIT—RTBZLS5ICFTSB2E. ZLT O—I)EEE IL—ILEFERAL T, Lync &
FAT7YMADI—IZEET B LTI, BEVYFVYT IL—ILT., RALVHZ T4—)
K%z, Lync FE U —N\—DEHAT IR AV ERERBRDHDICRELE T, 1&Z I
example.com BETYT, BEDHE LI/ avD RALMVYIYFVINI—> 74—=I)LRIC
Lync RAAL VZIEET ZIL—ILZERLEX T, fl: 1lync.example.com. fredRexample.com
ANDBEEIFXDV 77 7VDAI—F—CEEFIH. fredllync.example.com ND@EEIT 7 L
YREADLync V547 MEREESNE T,

8.5 Lync Edge Y—E X %{#H L /= Lync DS

Lync Edge " —/\—%{ERT % NAT FZ/\—HILICDWVTIE., CDIEDEBRFIBICHEL.
Meeting ServerT Lync Edge $2EZ#EBE L X9, hid. TaZILik—AR ESBVATA
EHR— NI BIEHICHETYT, HBUVE, Meeting ServerTld# <, Lync Edge A Lync &
#&lcXtL T TURN/ICE D&l ZR1TS 2155 ICLETT,
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

8.5.1 Lync Edge Oi@sE7 00—
Meeting Serverm” 5 Lync Edge H—/\—ADBE LT 3ICIE (XD K 15 2508):
. Call Bridge |&. Lync FE H—/\—A~0D T&$F] SIP @FE2RELET,

—_

2. TEEFE MAERINZET,

3. Call Bridge & THH—E X1 % Lync FE H—/N\—ICEELE T,

4. FEH—N—F. AF 47 UL —BEY—/\— (MRAS) ® URI #1BL Y. (Lync Edge #
—/\—IE MRAS & UTHBEL E T, )

5 Lync V47V M EEZZITRDET,

6. Call Bridge (&. Lync FE H—/X\—IC TH—EX] AvtE—I%XEL. Lync Edge MRAS
H—EXEERAT B7-6D MRAS BiRIEHREERLE T,

7. Lync FE #—/X—(Z. Call Bridge NM#FA 9 2 & 1EH. UDP & TCP R—b. LT
MRAS URI #BER L 9

8. Call Bridge I&. DNS Z{#EHL TZ® MRAS URI Zf#R L. Lync Edge ' —/\— D E#%
STUN Xy E—J DiXEZmMImLET.

9. BEAT 14 7I&. Call Bridge & Lync Edge ® TURN H#—/X\—DR% UDP /R— k 3478 T
Ei#ERN. LREO—BHLREEOR— b T Lync Edge % —/X\—H5 Call Bridge ICIBE h
xY,

Z D1, Call Bridge & Lync Edge H—/\—[BDAF 4 FDfHIC, 7714 T IA—ILTR
DR— M ZFRA<HELH D EY, UDP 3478 X5 & 32768-65535 Z1E.
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

15 : Call Bridge »*5 Lync Edge H—/\—AD@EE 70—

Lync Clients
name@example com

A

External
Tt Firewall
DMZ
5
— UDP 3478
Sr| TCP 443
Lync
Front
Trus'ted' End 32766 -
-\-"‘—\—-_
siPTrunk | MRAS R
1 2 |
67
Key:
—1-T- Control, TCP, 5061
+—— Meda

Firewall, open port 5222

8.5.2 Lync Edge RT3 DI—F 4 VT H—/I\—DERK

Lync Edge H—/\—%{EH 3 %IC1d. Meeting Server® U =z 7EBA V5 —T (4 X ICOT A
YU, &E>2M ICBBL T, Lync Edge REZREL X I, (Lync Edge ' —/N\—HERTE
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8 1 TINTS>DiERE — Lync/Skype for Business D#FE

SNTWBIHEA. Lync BEED TURN / ICE D1%E|ZES =8, H5LNIILTIE. LE®D TURN
H—N—REDKLDOICRDZET) ,

F 7. Meeting Server Lync Server Edge iz tzy 87 v 79 37HIC. Lync I—H—0U 5
AT7VNTAVY N2 BT 20BN HDET,

CNSDFIEICHEL. Lync Edge H—/I\—%{FEHT % 7/=H("Meeting Server 2ty N7 v 7
LEXT:

1. WY DNS L O—RABRESNTNBZ EE2HERLTLIES L, BEaY—N Y1 TDE
BICHERDNS LO—KD—EICDOWWTIE., A ZSBLTL IS,

2. FALY NUANOMOI—YFEFHRIC. LDAP Fa LY NURICHHLWI—H—Z/ERL X
3, Bz IE. firstname="edge", second name = "user" T,

3. Lync FE 4—N\—D1—H¥IX—Yvr—(COFM4 L. BIDRATY 7TERLI:I—YH 5
Lync V547 h1—HY—%ERLET, MOI—F—ELRAULSIC, Lync ZFERATE
5&£21CLFT, LREOHIDAFIZERAL T, edge.user@lync.example.com& L\ HHE]
DLync VA7V 21— —%ERLET,

4. Meeting Server@ U = 7EBA vy 7 —RCOT14 VLT, £%IC 8T > —RICEHL
F9. LyncFEH—NT7RLR (FlFIh BRI 2EEER) ZAN LT, Lync Edge
BREZRELET., [1—TR]ICE. BIOFIETHER L Lync V5147 Y bOI1—HF4
ZANLZEY,

5 HMEICIHUT, [BFEH 714 —ILREFETLTLEE,

CDT74—=ILRIE 1 DOEFEHT/NA AT U TRITI N ZEFBEZEOHEHIRT %
Lync Edge H—/N\—D#REETRLET. 1 KO KEVWEFEAHNTZ LT, Call
Bridge [FIEESINBDEFEITVET., ThiZLD. Meeting Serverh® Lync Edge
Server BHTHRETCEZSRFEZEOEMNMEZ T,

1 EDKREVEFEEZANT D E, Lync Edge I—H—ZDKEICHEIEMS ., FD1
—F—RTERINTT, HIRE. 1—F—%% edge.user@lync.example.com & L TE&
EL, B8 % 3ICHRELIISZSE. Edge —N\—TERATSHICLync BIEBETXD1—
H—ZERULET :

edge.userl@lync.example.com
edge.user2@lync.example.com
edge.user3@lync.example.com

NIV SHDEEBRA—/N—~Y RIBETY., LIL. Ehldlync Edge H—/\—
DFHIRICLZHLDTY,
B—DEFZEDHZITIHICE. [BEFR] 2ZEHDOITXICLET,

edge.user@lync.example.com.
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FiLlync A—HY—DNRT—RZANTZREEHD FHA. Lync FE H—/N—24' Call
Bridge Z{S%89 %7/ TY,

Lync Edge DERLICE T 2 EEEIE:

Meeting Server (&, Lync Edge —/\—BHTRET B2 AT 4 7 ZHFDOHED Lync 7 74
7Y S5D Lynec AV T VY (RDP BHTRHENWS TLEYT—3Y) ZYR—FL
F9., 35T, AR—Z (UR) FREAR—=RICVWZESMEORICED T, EHEDE/IE
MATREELTLAR—RMEINZLDICHB 8D, BRICADICAR—ZADH S Lync ¥ 5
A7V MNERAR—ZADRRZERTEET,

Lync AVYMCU ZfERL TW5I5E. Lync FE H—/\—[C&EFT S7/=IC. Lync Tv JERTE
ZEHRTD2UENHDET,

D x777VIE. Lync Edge H—/N\—HERESN T BIHEETH. Meeting Server® TURN
H—N—ZzFERALEKEITET.

Lync Edge H—/\—H BRI TWZIHEE. TXTD Lync \BiE(d ICE {REDUNE & 9158 4
T A TERICFOY—N—%FRALEY., Lync Edge H—/\—HREIh TV, &
AT Cisco Expressway M58 E SN TW3I5H. Lync @EEId Expressway DERESI i
TURN H—N\—[C &> TREBEINET,

BED Lync Edge A T, Lync Edge H—/IN\N—DREA V¥ —T =4 RITIRT 7 ALk
TJ—hDzADNEEINFTEA AHBAVI—T A ADRHCT AN =D A4DE
E3INZEJ., Lync Edge H—/N—DOREPA V7 —7 x4 RAEFALO—-AILT Ty MEIC
BUVES. NEA vy —7 4 XA%&FEAL T Meeting Server (/87 y hEZIELLIL—T 1
VI TESELSIT. Lync Edge B —/I\— AN TKEMNLBRY N T—VIL—hEEET S
DENHD XTI, B TKEMERY MT—2)L—b% Lync Edge % —/X\—IZEMT %I
(. CMD ZFVWTUTOAIY REHITL, YV TILTF—5EKEOD P EHRTEZ R
ZET,

a< v Rl

route add -p 10.255.200.0 mask 255.255.255.0 10.255.106.1

ZDOFITIE. 10.255.200.0 DY TRy h2f&AH 10.255.106.1, 10.255.106.1(F. Lync
Edge U —/N—DREPA VT —T A1 ZADYTXY MDT—K Iz ATIDT—bV 1%
BELULTN—TFTA VI T2 Ex2HATZRYNT—T IL— HEBMESNET,

ZDIL— bk DBMICKEKT % E. Meeting Serverh S Lync Edge H—/N\—([CEEShicd
NTO STUN N7y EAKREIZFICHED ., BENKBLUET,
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8.6 LyncE7z7FL—Y3ay

Meeting Server [&. NAT ABEE LKW TY v o IP 7 KL X|CCall Bridgez &< Z & T,
Microsoft Lync EDEE 7z TL—a vz R—MULET., ZhiCTLD. Meeting Serverh
5 Lync RAAVICEE., F/EZ0OHICRETEZIIENTEET,

EEEEZFAY B

1. Meeting Server® FQDN %#8§%FE 9 % DNS SRV L J— R _sipfederationtls._
tcp.domain.com Z{EpX L E 9, Call Bridgeld/X7V v IP 2 D>NEHANH D,
NAT (FC DI FUATEYR—MShBWEH., COFIEHNRETT,

2. Meeting Server® FQDN /X7 U w4 IP 7 RL XIC#RRT S DNS A L O— K &EM
LET,

3. UTOEH%HEI-FHELAZE/\Y K)L% Meeting Server IC7y 7O—RKRUEY,

a. EAAZEIE. CN & UT FQDN ZH2O>WEMNH D LT, T/ld. SAN U X N TilFAE%Z
ERAT %58, FODN A SAN UZMCHH B E2EELET, T : SEAZEIC
SANUZRHDEENTWVSRIEA, Lync FCN 74 —J)LRZEHRL, SANUZXMDH
ZFERALUET,

b. SEBAEIE/NNT U YT CAICE>TELZSINTLWERELAHD X,

FLync FE H—/N—IC&>TEEINTWSEDERURELR (CA) 2ERHTSLSIC
BIEahEd. CA DFEMP LU Meeting Server & Lync DIEFICET B HR—KNIC
DWTIE. Lync 7 RNXAFICHRWESbhETS S,

c. FEBAE/NY RILICIK. IL—h CADRERE L. Fx—YFOINTOHEGEASZH RS
ICEFEFNTVLWBRRENHDET., ChiCLD, EBROF—VERITEET,

i GFRREDEMIE. Cisco S—FT A4 VT Y—N—fIREDHA RSA VDOFwRES
BLTLEEL,

d. & BICRREE I TWVWREBDIC, BYIRT7 747 04— ILIR—bZREEXT. I :
TCP 5061, UDP 3478, UDP 32768-65535, TCP 32768-65535
Meeting Serverh' S OFREBEDIHS:

1. BREFAVILIL—ILZEBRULET, RAAMY ESIP7O0FY D7 4—ILREZEHDXE
ICULT. bSYI94T%2LyncE LTRELEY, T/ #@YRG O—HILEBE R AA
YHELXAO—AIDLSORALY 74—ILRZERELET,
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EETAVILTZVIL—ILTHEBND R AL VEEET %58, Lync BITHER I NIRRT
DRALSVHDEMENTWSZEEEELTL S, FERPDR AL >IE Lync Server
RROYV—EINT—HISHRmIBENTEET, BIMDRKAALUHET Lync [SBMNS
nN3B8. ChodBREFTAVILTSVIL—ILICEMEhZRENHSZZEITEFELTL
&0y,

8.7 AU Ia—ILiEHD Lync T—F 4 VI ICEEZ /X VR ERHT
®ET5
Lync BADHHERM : COWEEEFERT BICIE, BES 1 VILA VEEEN TR Lync EAT

HEZUNEBENHDET, LyncBEATIE., 1 22UEDAYTL I X Lync FE H—/\—%EET S
WEHHDET,

F:AYTLIRAD Lyne FE H—/X—(Z, Lync BAHERD Lync F 7=l Skype for Business
9747 MY R—FULTVWRWNGETHLRET IVLELNHD T,

Meeting Server(d. Lync 183E ID ZFA L TEREICESINT %7=H D, WebRTC 7z(d SIP TV
RRAVEIDISRT Y a—IlEnfclync S—F 4 VINDEEZTR—FLTWEXT, Cisco
S—F4IT77VDI—F—E, Lync VATV ML >TDH Lync T —F 4 V7B
SNhEY, COBEETIE. BESFB/IN Y7y 7AHIC 1 DB LD Lync FE H—){—H
Meeting Server E TERESNTWSELH D XTI, Web Admin 1 5 —T x4 XD Lync
Fdge JREN D BE > — R T—DOZH/EL. APIZBEULT—DOULERETHIEHLNTEZT
(Z#n 5% TlyncEdgel 4 7OTURNY—N—EULTHERLET) . ThETOIHAEICOW
Tld. TLync Edge Z{FEFH 3 %/-hDMeeting Server DBTE| 22BLTL S, T—IL
[CEHD FE Y—N—1H 255, —/N\—FPRLRAELTT7—JLFODN ZERAL X9,

F:Lyne S—F 4 VIBRDI=HIC. Meeting ServerlFFEEIL—ILTIFEL ., Lync S—F 4
v % ID & _sipinternaltls._tcp.lync-domain @ DNS )Ly 2 7w 7&ERLEX9., DNS H—/\
—|[Z DNS SRV L O— R _ sipinternaltls._tcp.lync-domain Z5%E€9 %H. DNS SRV L O—FK
ZEALRWNVSEIF. O VK dns app add rr TMeeting Server®DL 1— K&ty N7y
L¥9. <DNs RR>. Dns app AV Y ROFERICET 25EMIE. TMMP OV RSA4V U7 7
LYl 28RBULTLIEEN, BEYA7ORMICHDEGDNS LO—RDY X MME, [F8
ZSBLUTCESL,

Lync FE —/N\—%Z&REL. XD KO DIYRI V=TV AICREVWET,
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% 6 :Lync FE 4—/N\—%ZBRT2—EDY XY

1

Lync 25 ID DANZHAIT 5L DI
Call Bridge IVR 238 E 9 %

DIT7EBA VY T T —ABEAT
VRZEy 7y 7ULTWRHE:

TRl > T2 O VREv >

APl #@U T IVR %
Ty b7y LTV
358

EREN rbp 1:*6179‘1_ resolveLync %
ILEhic Lync KEBAOEM %= B 1D 28FT3

FFANCRELE TS

BMESINIVR
[CXF U T true

[CERTET D

2 EHESIP VAT ADS Lync 2% ID AN | [BRE (Configuration) 1> [FE | 3BT
OEBETAVILEFALET. E:BE | O—J)L (Incoming calls) | ICBE) | 253241 7IL
BFOREFHRALVEHIKRLT LEF. 2LT. 1DUEDRE | 59—,
Lync £ET7 VR ZFAT BN, & SNfcA—-ILRYFYTRAALY | resolveToLync
DEBAIDI=HICFHTUL KAV ZER | ICFLT. [9—=5Y b Lync Conferences t%
TEINERIRTEET, (Targets Lync) 1% [yes] [CE% | true ICRRELZET

ELXT,
3 Web BridgeDi@FSMA 5 —7 =4 | Web B/ V5 —7 2 —BH | APl ZEBL TWeb

2B T Lync £&F ID AN %EFHFA[T 3B

T Web Bridge 2ty k7 v 7L

Bridgezty b7 v

TW3i5E: 7L TW3I5E:
M8kl > T2l ICBEL. Web Bridge T
Web 7V vy UELEI 3T | resolveLync

DICKBRTVa—=IlEhi
Lync £EADEM1 ' FrAISh
TWB T ELERRBLET,

Conferencelds %
true [CERTE

LEd,

WEEH Lync 25 ID LBAEINBIFE. I—ILTV v JIRIICESE D A AXR—-X (BRI N
BRUWHNESHZEHERL., BRINGRWNSS. 3=IL7 Uy I Lync FE B —NZHBFIL XY,
MERESNTED., ID 2RI ZEENHDEELRINTLET ., Call Bridge |& Lync FE #
— NI TV ERITL., MEDEEE D A Lync SFICTFBLTLSEHAESHh ZHIMLET, X
IEUTWBIBEIE. MRENRIILcEH BRI N, @5EE Lync @FEICESShEI., I—I/LID
A Lync RFICHIGL TV EFFH I NGB WES., ZhBlED Lync FE H—/X\AND Y TV (31T
bhEtA.

BB D Lync BAICH ZEED Lync FE H—/\—DREZEBMT % &, FHULWERIC
BBV HNDET. EZXIE. BLS Lync EADEHD Lync EFESZHRELCI—-ILID %
FHYT 2IBE. B8O Lync FEH—N—=HILy o7 v 7ICH U TEBHICIKELET. D5
&, T84 ICEIUT: Lync OFEARMIMERSINE T,
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7 : Meeting Serverf®H T Lync I[CEHR T 2 B EMEE. Lync AYMCU TOEME DS Z B
(7578, BED NHEETI SIP 7 RLANKRETY, PSINT—KV A/ BRETERI ZE
FESMEE. NADRIE callerlD BN, SMEBDHRBICEBT SV RAIVAELRDE
¥, INTOEFESME . Meeting Server® Dual Home 7'— k7 = A #ZHE T4 <. Lync
PSTN BESB/HPN T —/N—RBHT Lync S—FT4 VI ICEHRIZL2BHHLET,

ATa=llEnfclync S—FT4 VIDEDHITEEFEINZDBHFROTFANZHAITA X
LT. 2—H—5HMeeting ServerfEBHTEMT 21 DICVERFRZEDDENTEET,
ChSDFEMIE. hAYA 79— I3 VICEERETZWENHDFT, f:'SIP/H.323 T
v RIRA Y hDIFEIF. join@example.com CREL. LEBOEBFEREID #ANLET,
WebRTC [C2 W\ T . join.example.com |[CBEILT. LRROEFESEID ZANLTLEE
We | COHDURI ., LRTHRELEZHDE—RITILELNHDTT., FHHICDOLTII.
Microsoft M K& 2 A > b https://technet.microsoft.com/en-us/library/gg398638.aspx
ZSBLUTCESL,

8.8 &MNE% Lync BESRICER I 57/ Call Bridge E— K%
BRI 3

Meeting Server APl Z{ER L T. &iN&% Lync £FICEHT 5 & =D Call Bridge DEHE%IE
IRTEFEI, YIITARMIKSA—4% lyncConferenceMode A%, /callProfiles D POST B¥
Ffold /callbProfile/<call profile id> AN PUT BICEBMEhE L.

@ U Call Bridge ED@fE%ZE 1 DDORREICES T 5355 (d. dualHomeCallBridge |CERTE
LEY. InicLH. CallBridge T 1 DDO=EMFES 1. Call Bridge A AVMCU X —7 «
VIICRELET,

BEEZ 1 DDRBICEEDIKRBRVNEHIEF. FY—bVza ICRELEXT. & SIPBMER.
EEM TSN/ AVIMCU S—F 4 Y INDOREEFHODENDEEICBMUET.

7 : lyncConference Mode % #— MU AICRELT. Ta7IK—ABELHFEEMVICLET,
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9 Office 365 72 Z/NWK—ALTZINYT>XE OBTP X522 —/L

9 Office 365 T a7 IIR—AIT TV ARYI VR E
OBTP X4 a—I)l

9.1 #¥f=&

FOBTP (One Button To Push) 24 ¥ 2 —)L%Z A L7 Office 365 T2 7J)L ik—A U AN
DIVZR]IC&D. &mMEE OBTP 2H/R—bF % Cisco TV RRAI Y b ZEFRALT
Office 365 S —F 4 V7 ICE8MTEXY,

FEE (L Skype for Business 77 7' 4 > T Microsoft Outlook ZFRA LTI —FT4 V7 %& AT
Ja—I)LL. BE. £8BF OBTP IV RRA Y NEED), BLUI—F 1 VI DIGFR
ZEMULET,

S—T4VTIZBMTBICIE. OBTP WIGITY RARA Y M &FEHRT 2SMEFIYRRI VB
Fr@YyyFRIY—>ED OBTP Ry &Y /17 TY, Skype for Business 7514 7V

ME. BEEESDI—FT4VJICEMTBIHDOIV I 2T ) v I LET,

7 : Office 365 ZfFRAL TL\5I5E. BfFShic OBTP WWODIY KRSV b, Ficld
Office 365 A'1 > A b —JLE N TL\% Skype for Business 7 54 7> MzlFh Lync S—F«
VIICBMTEEY, Cisco TV RRA ¥ kIEMeeting Server @ IVR R T, FHTI—FT 4
VIICEMTBENTEFZFEA. nlE. EFED Cisco T KR4 > kHMeeting Server
VR ZBEHTFEITEMTESZAYTLIAD Lync EAEDERIETT,

% : TOBTP (One Button To Push) 24 &/ 2 —JLIC & % Office 365 7 2 77 JLIR— AFER] (3/X
—I3v 225 R—rENTHED, Cisco TMS 15.5, &L U Cisco TMS XE 5.5 BAFEH
ETY,

9.2 ETE

7 COMEEEFERT %I(CIE. Office 365 EB(E9 57/-6DIC. Call Bridge #2201 V5 —%
v MIEHRITZVEBELNHDET, EENTF T4 v IRIC. 7747 74—ILD TCP R—k
443 ZHSWEDLHD XTI,

Office 365 T —7T 4 VI ANDBMAE=LEY N7 v 79I 3ICIE. Meeting Server®” = 7EE
AV —7x4ZICOT714 Y LT [RE>EE] ICBHL. BEOTYYFVY IL—ILT. Lync
SimplejoinzZWH{kET S 74 —ILRZ true ICRELET. hitkD. Office 365 BIFTE
f§E hfz Lync Simple Meet URL % f##1 9 % /575" Meeting Server [ICBHIE W E T,

Cisco Meeting Server U 1) —X 3.13 : BH—#7# & Meeting Server DEA 110



9 Office 365 72 Z/NWK—ALTZINYT>XE OBTP X522 —/L

S—FTAVITREITTRSEMEBICHRETZEDLIICTSICIE. BEOREFAIVILIZY
W= ZFERLUTREEEEIL—TA VT30, FILWREYAVILTSVIL—ILZE/ER
LEY,

9.3 SRTDEFER

OBTP X7 ¥ 2 —I)L%&ER LT Office 365 T2 7IL IR—A TV ARYITVR] (&, AR
DEE. ETFA. AVTFYYHEBILEDE [Fa7IlR—A ITIVARYIVR] iRt
LE3., Office 365 7547 MZIE., Lync AVMCU ICL > TRESNBFEWENI-EES
BTOEERNH D, OBTP AEMRBIY RRA v N &FEHRT %28ME L. Meeting Server IZ&K
STRESINZETARBIVARYVIVRAICKEDEY, 2EICHESMEY AMHERRSh
97,

F 0747y boarybO—-)LIZSE2ATIIEELEIEA., £, FHLULLWIEZS|Z
EZIOlEEENH D I, HIZIE. Skype for Business 7 54 7 ¥~ kH* Meeting Server |12
mENEIVRRAI VN EZS2—FFBBE. TVRRAVYMNEIZIa—bEINFETH, Ta—
RENTWBEWSBHRITIIY RIRA Y MIEEEINFEFEA, TVRRSA VY MNEIBETBEEZS
1—MRRT DI EIETEEE A, Skype for Business 7 54 7> kH Meeting Server |1
MEINTVWBIIRTOIVRRA Y M EI2—bUIER. S2—MERTDE, IRTOIY
RARAYMEZa—MNREDEETT,

F:2mEOI2—MPROY 7HED ActiveControl #EEld. O—AJL Call Bridge ®&n&E
ICOHELEL. Lync AVMCU OEMEICITEELFE A,
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10 Web Bridge 3 D% E

DY 3> TIE. Call Bridge »* Web Bridge 3 &BET 2= DHREZERT 2HEICD
WTERBAL X9, Cchic&Dh., vz 777V0EFAD—=INEI—FTa VI ZERATED LS
IR ET,

D77 TV ETANLTWBIES. Meeting ServerO#HAEREMNT T L& IZWL\DTH,
I3 102 DFEZE CDIEBETRITLTLEZE N, Dz 777V EFEALTVWRWNGES
. COEZZAFYTLTLES,

3% : Cisco Expressway 7 = 7 7O+ > %#Web BridgelCiE#i 3 2 WENHDHEADIFEE. Web
BridgesEBBZE® SAN 7 4 —JL K A', Web Bridgell#E#t 9 % Expressway-C TERHI TS A
LI—RAEFNhTVWZIEEBRLTSLES L, Z5LRNE, BEICKBLET., flx
[£. Expressway A% join.example.com ®DWeb BridgelCE#HT 5 LS ICHRESNTNDIES.
ALId—RKHAZODFQDN ICH UL TEELTWBRENH D, Web BridgeiEFBE D SAN 7 4 —
JL RIZIE join.example.com AEENTWVWBIHENHD XTI,

10.1 Web Bridge 3 ¢

K777 7)OEHEICERAEINSR—b2RLET, IE101.1 TlE. vz 777V &
Meeting Server D AVR—RX Y NEDBFE7 O—ICDWTHBALTWEXT,
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B16: vz 777 DR—bOERRR

Hey:
upp
S—— Open port
B 7 B
B non-SIP signalling Cisco Meeting Server web app
- - Nedia WebRTC/HTMLS
Arrows indicate direction of traffic flow

\

TURN Public IP address 443 (& UDP orgs. External
== Firewall mmm NAT m—————————————— 50 3478 o553 E—
i opiional o
TURN Frivate IP address D ) B4 DMZ
443

l

! Web Bridge 3 +.+: Call Bridge

®7:9x777) OEGICHERR—M

Web Bridge 3 web app 443 (XE 1) | TCP &5
(HTTPS) (Incoming)
Web Bridge 3 web app 80 TCP EE
(HTTP) (Incoming)
Call Bridge Web Bridge 3 Meeting Server® B
T, R—hrZH<CDERF
HOEEA

AE 1: 55 R— N IEWeb Bridge 3 https U A=V T R—MIRESNTWZELDTHZUNENHD XY,

10.1.1 Web Bridge 3 ®1—J)L 70—

DI a VTR, 9777 EMeeting Server® AV R—X Y FEIO@EEZ7O—ICDW
THEAL X T,
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1. 927 TSN HTTPS iz Z £,

2. A—Y—ICIF I—F4VJIC8M (FIE3 22R) &lE OT1 Y (FIE 4 228R) OER
PRRENET,

3. TE=F74v7I2&mM IPBIRENBE., I——EHRE ID/URI E/XXO— K%
ABDLU., BEIZERETDLSICKHENET,
a. WEDEMIE. HTTPS #ZH T Web Bridge 3 ICE{ESNE 9. Web Bridge 3 I3, &
EEDHAERIIT B7/-0IC. C2W &/ LT CallBridge IC/ TY A2E{TLE T,

b. BINLEBE. I—H—EAT A 7REZERTSELSICKOSNFET,

C. AT PHREZBIRLI-E. EFEOFEMEFEDRARIH HTTPS #2H TWeb Bridge 3
[CEESNZE I, C2W EHT Call Bridge ICEmiENE 9, Call Bridge . 757
HIOREINDEETIVEAN—=V Y TIRELET., COM—=UVIE. TV HER
9% TURN H—N\—DsFlERLUET,

d. Call Bridge . S8E &N/ TURN H—N—Nm5DEDYTEZERLET,

e. Dx777VUIE. BESN/ZTURN b—/N\—([CEIh Y TH=EBEXRLFT,

f. 72U HWeb Bridge 3ADT TV y MERERAZET, COERHIE. C2W #
WeiRAT Call Bridge ICEmixadnExd, HMUOHEULZ7IV LA =000 zTVYYT
v MEHTEEINT T,

g. 7ZU% & CallBridge (&, O—AI AF4 7 IP7ZRLRA/IR—bELUVAF4T7 Y
L—7RLRIR=—rZELITYS Yy NLEDSDP #3532 LE T,

h. ICEXIYI—yavidE, IXTODTIUH AF47 P 7RLRA/IR—FDEHED
B&,. IARTD Call Bridge 7 KL X/7/R— N D#E&FEHOE DR T UDP /N7 v h&Z31E
ELEY, TCP ADEHEERAET TCP AF 47 YL— FRLZ/KR—rAD
.

i. 75 & Call Bridge DRID AT « PEEICIIAMLIREAT « 7 NKAHERS

h., IhiZEHE. TURNUDP UL —%Z#H. 7/IE TURN H—/\—=HATCP X kU —
L& UDP O TAT A4 7INTy b 2ZHd 5 TURNTCP U L—%ZEBHULET,

4. O4 Yy BMMBIRINTWSIEE., 1 —Y—([CE1—YHY—ZE/NNXT—RKRDANHXK
Honxd,
a. HTTPSBHTY 77Uy JITEESI N, MINLEEE. R—FILT7 A=Y
VEREITSEHICOA=ILT Yy JICEEENET,
b. A—HY—DR—FILTA MIABE, IXRTOY I IABMD HTTPS BHTEES
e R=9IL 70X =0 BNy F—-ELULTEESNET,
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c. BESMY VIR MMTONIIGE., 7O0—FXATY 7 3c UEEAL T A, &EFE
DFHERBTZRAZEBELUTEEY 7 EA NV Vv ZRETSRDDIC. 757
IO ICEFOFMBER—FINT I LAV V&R ELET,

BIUDEH : FOBL7 VA=V ER=FILTZIELA M= VIEETWWET A, BRD
9, R—FINL 70X b=V VEF24BEEHT. ChiCLhI—F—R—FIL~D7 D
E2ALHFAShET, BEFZIEAN—U V. - —HIEEICSMLTLWSEDOHEN
T. BEICEMT 258ICOHMMEASINET. R—FYI P7IOER MUV ZAFTIHE—OD
FEE. A——RFENRT—Rz2ffoTOV/(vT35ETYT, BETIVERA M=V
&, FANEMZETOH, FLPFII-—F—DSMULEVWI—FT 1 V7 OFFRERICR—FIL 7
VA M=V EFERAUVLTERETZET,

10.2 Web Bridge 3 Df%E

JIX\—2 3> 3.0 L&, Web BridgeZ & Tldix <. HBDIFA TWeb BridgeDs&EA 73 v
HEERETEZXYT, §XTDWeb Bridge., FIIHFED Y IL—TDWeb BridgelZ[d U RE % &
HATZ%9d,

/webBridgeProfiles APl A7 27 MCIE., S EIXBWeb BridgefREA 7 avhEaENT
WEY, LS EESINi=Web Bridge® 707 71 JLIL. B4 D webBridge A7 ¥ k.

FRBEEMOI/O—/NILTO7 7AIVERLETFHFY MIEIDYTEZIENTEZET,

Web Bridge 3 DFREICET %55, APIU 7 7L Y XA A4 K ®Web Bridge &Web Bridge
D7AT77A4INAY Yy RDIEBZSBLTLEE,

10.2.1 Web Bridge 7O 7 7 A ILZ{ER LU TER T 5 AEDH

BIR9 % HIIC., Web Bridge 3 SEBAZE%# 1 Y A h—JLL. Web Bridge 3 #2588 ELTW3 T &%
BLTLEEL, B3 V46 [CEERENTWVWDESIC, ZDE. XOFIBEICHKE> T
ELTL 230N

1. Meeting Servery = 7EEB 4 V¥ —7 =4 A% fEMA L T webBridgeProfile % {ER
9Bl

a. Meeting Server DV x 7EBA V5 7 —RICOJ 14V LT [BRE
(Configuration) ] > [API] #i#iRUL X9

b. APl A7z kDY X MT, /api/vl/webBridgeProfiles D » 2% v UL X Y,
c. [¥iRERX (Createnew) 120U v o LE,

d. [name]l 74 —ILRICCDD 77Uy 7O7 7L ILICHITI-VWEBIZRTE
LXY,
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10 Web Bridge 3 DEE

e. [resourceArchive] 74 —JLRIC, COD 77Uy o707 7/ I &ERAT SV
77Uy IDI=IC Meeting Server hMER T ZRENRAIIAX T7—HAT 77
TILDT7RLAZRELET,

f. [allowPasscodes] 7 « —JL K % [true] £7=IZ [false] ICBRELET. D7 1—)L
Ki&. CDWeb Bridge70O7 7 1 JLZ{EH9 $Web Bridgeh®. #{E ID/URI &#HH
BEhENf/XRXI— KT coSpace (& coSpace 7V ERAE) DILYy I T7vT
ZA—F—ICHHFAIT RN EINERELE T, TDNFTA=FIHEEShTLEN
58, T7AIKNT[true] ICBESTNhZET,

g. [allowSecrets] 7 4 —JL K % [true] £ 7= [false] [(CERELET., D74 —ILR
& COUx77VyI7O7 74N EFERTZ V0 TTVvIN. BFDOIDD &
=Ly hNDI—FT4VITEM) % ELTI—F—H coSpaces (BLV
coSpace D7 IV LRAFE) ICFIECLRTBIEEZHFATEINESHERELET,
CDINFA=IMEESNTVRWMES. T74I) KT [true] ICRESNET,

h. userPortalEnabled 7 4 —JL K% true £7-|J false (CRRELTL LS, DT«
—I)LRTE. COUz77Vyoo7a7 74V aERBITZ0 7TV IDAY
TYIAR=IIIHA VA VI TERRTDNEINZREBELET., ZD/INTA—
IPEESNTVWRWES, 774 MT [true] ICREINET,

i. allowUnauthenticatedGuests 7 « —JL R % true X 7-(d false ICREL TLES L\,
[true] ICRREULER. Oz 77Uy 070774 IV &ERT2077Y
VIDIVTAVITBEENSDTANT IV LEANEFRIEINET, False ICERET S
& MEET 7RG AV -2 AR5 LICOT (Y LIcRICOHFFA
ShET, TONTA=FIHEESINTVRWNGE. T 7 4J)L 8T [true] ICERES
nx9g,

j. resolveCoSpaceCalllds 7 4 —JL K % true £7-(d false ICERELTLEEL, D
Z4—=ILRIE. COUz7T7VyIT7O7 74N EERTZ 77Ty IH,
coSpace & U coSpace 7/ LA AY Y RO—)L ID #%(F Ah. SHHEEH
cospace S—FT A VIICBMTESRELIICTEINESINERELET., DINTA
—IPEESINTVWRWNES. T7 A NT [true] ICERESINET,

k. resolveCoSpaceUris 7 4 —JL K%Z A 7. domainSuggestionDisabled X7z
domainSuggestionEnabled ([CEREL T fea W\, CDT7 1 —ILRIE. COOxT7T
1)w IH, coSpace 8 LU coSpace 77 XA SIP URI &=, FHfEIEH' cospace
S—TAVIICEMTZESDLSICTHENTRITIANSINEOD N ZRELET,
[off] ICERET D E. URIICKBEMIIEMICHED ET,
[domainSuggestionDisabled] [CE%¥E 3 % &. URI ICKZEMIEBEMICED.

LHUL. COTx7T7IVYITIEURIDORAS VIZEEETEZ SRS E
B A. [domainSuggestionEnabled] ICE&ET 5 &. URNICKZEMIETERICED.
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ZULT. COOx77VyvITURIDRAAS D BENETSN, REESNFET,
CDINTA=IHEEINTULWRWNES., 774 KT [off] ICRESINET.

|. [#ER% (Create) =2V v o LZEY,

2. 707741 &2 ER LIS, ZD%, PRLAZEMTEEY, chid,. S—F4vJ0D
BEEERT D= DWeb Bridge URIE, D77 7UDYOXEEHURLTT,

T N—T3ay 3.1 LU EHO VR FEEEWeb Bridge 7 RL ZAZIBETE5L5ICH
DE L, WebBridge7O7 7414 ILCEICERK 32 D IVR BHE &K 32 BDWeb
Bridge7 RLATY, ZNSREMBERERTT DB BLUA—IBFREZERT S
BICERAINZET,

Z DFITIE. Web BridgeDURI & IVREFEEE AR D & S ICwebBridgeProfile[SEA S h
9,

a. APl ATz hDY R KNT, /api/vl/webBridgeProfiles D » 4% v 7L %9,
b. [(RREEBER]IZ7 Vv IULET,

c. $ERD"webBridgeProfile A7z MEIRV 4V RI"hE. ATYv T 1 TER
L. Web Bridge URI & & U IVR BHEZE|D 24T 7=\ webBridgeProfile ® A7 <
I8 ID&BIRUEY, WebBridge® SRILELVURLZRLR ZAAL.
DEIZIUTIVRD IRV BLV EBE ZANLET,

/api/v1/webBridgeProfiles/410c2b53-3135-4f58-8742-08e5b025675a/webBridgeAddresses

Related objects: /api/v1/webBridgeProfiles
/api/v1/webBridgeProfiles/410c2b

1-1(cf1) Table vie

b4311cfb-6071-4fe9-b684-f55c197e4681

label (] | |
address () | | (uRL)

« retum to object list

/api/v1/webBridgeProfiles/410c2b53-3135-4f58-8742-08e5b025675a/iviNumbers

Related objects: /api/v1/webBridgeProfiles
[api/v1/webBridgeProfiles/410

none [ Table view | XWiL view

)c2b53-3135-4f58-8742-08e5b025675a

<?xml version="1.8"?>
<ivrNumbers total="0"></ivrNumbers>

/api/v1/webBridgeProfiles/410c2b53-3135-4f58-8742-08e5b025675a/iviNumbers
label (] [ |
number D‘ ‘

Create

d. [fERX (Create) 122 VUw I LXY,
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3. MEICHKHL T, #HUERE hiz webBridgeProfile @ ID ZXRDWEFNAFEIFTATIC
BhHTEY,

o b (F/O—/NL) 707 74 )L (/api/v1/system/profiles)
e 77> bk (/api/v1l/tenants/<id>)
» WebBridges (/api/v1/webBridges/</a>)

ZCDOFITIE. EE S hi- webBridgeProfile AR D & S Ic& EAI (FO—/NL) 70O
77A4IICEIDYTENRET,

a. APl ATz hDY R KT, /api/vl/system/profiles D » &5 v 7
LET,

b. [RRFLRBEE] 27 Vv I LEY.

c. N A—%4%TICA-O—)LL T webBridgeProfile Zi&RL. [&R
(Choose) 122Uy o LZET,

d. #ERD"webBridgeProfile A 7Yz NBIRV AV RI"H S, RFYT1TE
BUTe. |07 Aa—/NIL70a7 7 4 ILICE D 24T 1= \webBridgeProfile®
A7z DR BIRZVUYILET,

e. [E&E (Modify) 22Uy o LZT,

f. #TU< DY TSN webBridgeProfile # 7Y 2 N ID A, ATV H b
DRE OTICRREINET,

F:ox 77 7UDE AL,  [Cisco Meeting Server web app OEERIER] 2SBLTL
Y,
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M I=FTAVIJDHFEBEERN)—IVT

3.0 H#ilE. Meeting ServerNEBL A= —H LUV X MY =T VR—FK Y M. Meeting
Server®AER XMPP H—/\—JVR—KX Y MIIKELTWE U7, 3.0 TIE. D XMPP #—
N—IFHIFRENET, N—IY3ar 3.0 TRFLVLWARLI—F—EXMNY—T—Z2EAL.
EE5E SIPR—XTY,

HUWAHBLO—Y—¢EARM)—TOAVR—RVNEY—RN—F A A\DFE SIPLO—%
—(EIARTSIPURI 2FRALUTRES NS/, FEFLEFIANI—IVIHHABEIND
E. BEEHNRTFELRE SIPUR AFUHEINET,

11.1 HILLWAZPSIP LO—5—EXA MU =T DEEEDTI S

e FILLWLOA—F—ERAMNY—TBELAT7IVMDEEZR—MLTVWXY, LO—5—/
ARU—=7E, o SIP BELRHEDAET. DF D callLegProfile FEED
defaultLayout /N T A—4 £7/=ld coSpace A7V I hh 5, ZDOLA 7V MEREL
F9, callegDL AT IR NTGA—9%ZLEFTREHTEXET,

e HRAHZ AL ATV KNIE. layoutTemplate /XKTA—4 —%ZFRALTRETEET (HhRFY A
LA 770 N%EXRETBICIF. customizations T4 Y AHBNETT),

o BRAIRGE L. callLegProfiles & & U callLegs @ qualityMain /XS5 X—4 ZFEHRL T, O
—)LLy&cEicay b O—ILTEZET,

o LIBIOD XMPP Z b ) =< 720p BREEDHZEFR—F L TWE LA FHILWAKY
—VIIEFRAK 1080p DFREE%=HR—F L. 3.0 TIEMMP OY Y REFERALUTANY —
VOMRMGEZBIRTESLIOICED XL/, streamer sip resolution,

« callLegProfile @ presentationViewingAllowed /\Z A —4% —DREEZZLEFT S E T, X
N)—=</LaA—F DT LEYT—IavaRETINEIHIEZRIRTEZLT,

« MTLLWMMP OY YR LIA—9—HIROBAICLBRT—5EYT140OHLE ZLT AMY—
< — R,

11.2 FILLWASIP LO—Y—¢ERAMN)—T—2RETIEROTES

FHULWASESIPLO—4Y—BXUAMNI—=IH—EXIE, NEFOFEEIEIAMY)—32
JH—EREULTERTEEEA. 5D —E XL, Meeting Server Call Bridge H 5
ENBBEDSIPAY T —INTA—=FCIEKELTWVWET, Meeting Server Call Bridge A5+ @
EFEDOY —ZANSDEFENEHRITSE, LI—F—/AMN)—TERHEDSIPAYT—%E DI}
Shizl\zs, BEZIEERLET.
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LOA—45—0ABRETCOERATHREINIERIZ. /NT4DDVvCPUII7E 4GB D
RAM Z{g 2 /cEHEA VM TEITT B2 ETY, FHREYA TONTA—IVREN Y —EH

RERDRICRULET,

T8 AHNHWSIPLIA—F—DNTA—IVAREYY—RFEAFE

720p 2 0.5GB 1GB 40
1080p 1 1GB 2GB 20
A—FTaF 16 100MB 150MB 100

FEIARZEFELRRIVN FTUVWAZL I—4F—aVIR—KXY MCOHFERINEI):
o N7#—TVRIE. VCPU ZEMYT % &, RAT/KRAMDOYIEEI 7 O FE TCERRIICIE
LEY,

AN =T E2ABRIETHERITIISRICHEINIERIE. RE4 DD VCPUIO7E 4GB D
RAM Z{g 2 cBEFH VM TERITT52ETY, XORIF, HEINS 3 >O8/MBEZENS
MUBTEBZAN)—ABZRLTWET,

& 9: AFSIP X MY =T DOHE|AEE

4 4GB 50 37 100
4 8GB 100 75 200
8 8GB 200 150 200

FEINEZFELGRAY N FTULLWATBBRA MY =T IAVR—XY MNMIOHFBRAINET):
* VCPU DO#Z. MBI 7D ZBBL TIFESEL,
« VCPU ZEBMLTH., HR—bkEINn3 720p A~ Y —ADRKRKEITE 200 TT,
* H¥/R—hEN 2 1080p A hJ—ADZKEIE. vCPU DEMICEFE <. 150 TY,
« YR—PSINZEEDOHDZ Y —LDRABUZ. vCPU DEMICEHRAZL . 200 TY,

Cisco Meeting Server 1) 1) —X 3.13 : H—##& Meeting Server DZEA

120



11 S—Fos Y0 DREEIN—I >

11.3 KEDHE

Meeting ServerffARFICS —FT 4 Y ZRET BICIE 2 DDOAENHD XT,
s H—RN—TFT 1A DHEESIP LO—F—
* Meeting Server®@RNEESIP L A—4H—AVKR—FX 2V bk

11.3.1 U—RN—=F14DOHNEBSIP L OA—F—DHR—F

Cisco Meeting Server Tld, Y —R/\—F 1 OHEESIPL A—5F —%RETE %726, FEH
e hsd e, BEEHIERELRSIP URIAFT L LICisco Meeting Server ®NEESIPL O—4 —
AVR—=RV MERUAETHUHEZNET,

7 AEBDOY —RKIX\—F 4 SIP LO—4%—0OHYR— ML, §|E#HiZ=Cisco Meeting Server M
REZA Y ADVETT,

H—RINN—F 1« OHEB SIP L O—45 —#EE:

e LOA—4—HBFCP ZXIYI—MLTHIOETFALOAYTYY AN —AZZETS
CEEFHALET., hickD, FEOERICETZLDERBEA T aVhHiEHESh
ia_o

o (&, EE0D SIP BFEDHELAUBGREZYR—NUET

- EESPBELALEFLETAOI-F v V& HR—MLET

o BEFEDMeeting Server OREFL A—F —EREBRIC, SIP L A—F—HhSxEShic AT
ATZ7AVTIYVEITRTEEINZT,

F:SIPLO——#EEF. TIPX/E 777« 72ybO—-ILEHR—FMLTWEEA.,

11.3.2 Meeting Server NEB SIP L A—4—JvR—KX Y bOHR—K

Meeting Server EOREB SIP L A—F—AVR—KX 2V bN\—=I 3V 30 UREIEFE. S—FTa VY
EREL, FEERYNT—VT7AINVATANFS BEDRFAAVMNAMNL—YICRET
S EEZBIMULET,

Lad—4—l3. EFLEETET DY —/\—E(EB|DMeeting Server ETHEMICLTL £

W, 17 #8BLTLESL, LO—F—(F. EAZTANITZENT. BFESE (O—H
L) ZFH#EL TS Call Bridge £[E U Meeting Server EICOHEREL X7,

AIRERIGES. L= -9 Y 774NV RTAERUYEBRISATICEA L. KEEE
BRY NI =V BEHIEZERTZELE2EHHLET., NFSEIREBRXY NT—IVRHICHKES
h3ZEPEEINTUVET,
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I3 FEORFEICFERTEZANZIAICE->TEF, LO—F—, 7y 7O-%. ANL—=IY
ATALADBETES LS. B T7 747V A—IR—FZHDENHZZENHD XY,
Bl R—b<yNX—7ORJNDIN—Y3y 2 F/E3%EFKTLTWVWS NFS (F. TCP 712
UDP /R— b 2049 LT 111 ZFERAL X,

F:LdO—45—FE 7y 7O0—-5%2ERAYT %58E. Meeting Servert7 74 704 —)L3
YIR—X VN EFERALBVTS RS,

T I—TaVTDOFRENKRT IR E. REITEEHIC MP4 [CEBEINET., B nic7
FAIE, RFa2 AV MNDRE/EBEVATARAICERETZDICELTWET, FIZE Xy b
T—9 774 Y RXFT A (NFS) TlE. ZN5IENFS 7 #)L% spaces/<space ID> ICIREFES
h. 77 Yk AXR—ZX (4 tenants/<tenant ID>/spaces/<space ID> [CRESNFE T,

ROEIE, FAISNTVSSESTERBERT 701 AV FERLTWVWET,

B17 : FEOTF 704 Ay hTHAZHATNS : YE—FE—K

Server A

Call Bridge Server B

\
‘MPAI- format

Network File Server
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18: FAMEANDHTHAShAJREDT7O4 AV~ : O—HILE—F

Server

Call Bridge

Recorder

MP4 format

v

Network File Server

11.4 HFULLWAESIP LOA—4F— AVR—KXY b2 VMY —/)\—[CHEAT
2651

7 : #kiE%Z Windows 2008 R2 SP1 ZX{TLTW\% NFS H—/N\ICRET 2HEIE. 77EX
Rl DMIREEIBIET 576D Windows /Ry F 7 4 v I AHNETT,
https://support.microsoft.com/en-us/kb/2485529, Z DIEIE%EA T SHIIC. Microsoft
Windows BEEICRWVWEHLE T ZE W,

hiz 2 B0 XTY,
e MMPBHTI—TFT 4V IY—N—LIA—45—%8EITD
e APl ZALTLIO—4%9—UR %#588ET D

2% 1 : MMP #ZE TMeeting ServerL 1—4%—%28E3 %
1. N\=33 307y 7TIL—RLET,
2. MMP [C SSH T##iL. OJ /YL TLO—F—%2R/ELFT (MMP OT VR,
Ld—4— IXRTOFAABERIATYROY XN ERZHIC,
3. recorder nfs <hostname/IP>:<directory> Z#A/JL. NFS O — a3 V% TE
LET,

4. recorder resolution <audio|720p|1080p> =AU, EE"]@%{%E(CE&EL??
(XERIBEIEEDHZ2HELET) .
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9.
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MMP ¥ Y Krecorder sip listen <interface> <tcp-port|none> Z{EHL T,
LA—45—%U9RVFTBAVI—TzARE YV RAVT S SIPTCP KU TLS /R—
NEEUL XTI, <tls-port|none>, T —ERXZEHICTBICIE. ZhZhDR—b%
‘U ICERELET:
a. fz&zld, TCPR—bTRIEL, TLSAR—hTOHY v AV T RIHEE. REAN
LX 9., recorder sip listen a none 6000%ERXELFT

b. SEULER—FAFTZ A MD TCP/TLS R— bk (5060/5061) TH WSS L.
BTRRICRKREH. ZOR-—FEEZAELTENTILES L,

E: F 74D SIPTCP/TLS 7/R— bk (5060/5061) TY v AV 9 %154, Call
Bridge "EILA V7 —T7 A ATUYAYULTWRWZ LZ2HERT20NELHD
9, #F50LBWE, R= DI Iv2a2ULFT., WLITB21IVY9—T 1A%
HIFRL. MMP O< Y K callbridge listen none Z# A /U T. Call Bridge % £
MICTE2RELHD T,

A723avT, TLSHABHEINTWSIEAE. AT S SIPTLS ffFAZEZBRHL X7,

a. MMP ¥ Y R recorder sip certs <key-file> <crt-file> [<crt- bundle>]
ZANULET,

I SIPTLSEERRAEN COA TV a v T I N TWRWSES, SIPTLS H—EX
FRIBATERNTEISFEL TS,

A7avT, TLSHEBHIhTWSEE, LO—5—0O SIP O TLS RIEZ XD L S I
RITTEE,

a. MMP Y YV R tls sip trust [<crt-/\YKIL>] ZANLET,

b. MMP OY¥ Y R tls sip verify enable ZASALZET,

TS B2 T2 RBbDICTB0IC. TLSHRIIZEMICT 28D LET,

HMENFLWS EEZRERELTLESE L, MMP OY Y K recorder ZANUTERELZET
LTS,

MMP 0¥ Y K recorder enable ZAZJLTLI—45—HY—EXZEFMWLET,

2R 2:APIEHTLIO—4%—URI Z28ET 3

#HLWSIP LO—4—hAE%ICH B &, Call Bridge T. sipRecorderUri APl /XS XA—% %
BELT, Y= RNX=F 4D SIPLOA—45—¢RAUELDICERTZENTEET, Chid
APl O—)L7O7 7A4IATI I N TEEINET,
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HETDERIE. o NTVYRFLVILTZVIL—ILICIYEY T TZ2HhAY A UR Z#ERT
52EHTEFT (RAMVIFERICEIRTEZ XTI, Fl. Trecording.com] ),
sipRecorderUri CEAIND KAV ZL -5 —CIL—FT 1 V79 % /E% Meeting
Server [C#6/R9 5. outboundDialPlan JL—ILZ8&RETZUEINHDET, hiZkD. BE
BRI DfE. BEE{taEEDY hO—)LTEEY ., outboundDialPlan JL—JLDEREDEEMICD L
T, TH54VIL TS VDRE - BEI OEZSRLTLLES ),

I RESNEZ URIOI—H -89 ('@ BB DFIOER) ICIEFRBREKRLAH D ETEA.
HFUWABBSIP LO—4— AVR—KXY NTREBREAETITH,. EEEFATENMTVEEAR :
"recording@recorder.com". ULA'L. Chld21—H—&RERD URI 01— —pHR%EFERT
SAEEMNH BT —RN—=FT 4D SIPLOA=F—ICEYTREESBRWNEENHDEXT., URID
BELQINIER AL VEHTT,

Meeting Server DWeb &4 V47 7 1 — X% FHA U T sipRecorderUri /NTA—H ZRET
5ICE:

1. Meeting Server DV x 7EEBA V7 7 x—XICAOY A4~ LT [RRE (Configuration) ] >
[API] ZZEIRL XTI,

2. APl AT Yz DY X NT, [api/lvl/callProfiles DD » 25y T7LET,

3. BEOBE7TO7 7N ZREXEIEET BICIE. LHER callProfle DA TV b
ID Z3&ER L. EIRL 7= URl % sipRecorderUri 7 4« —JLRICADLE T,

FEFHLWLWSIPLO—5—%FRAT2BE. 1 2O SIPURI OH%FHTZ2HNELHD X
9, ffl. recording@recorder.com 5707 71 JLICERSSIP URIZERET ZNE
EHbFEEA (BWEHDEEA) .

4. FEBELTLRWNSEE. FREE—K 74 —J)LFZ FH /(3 BE) (
DEFEITEICE D) ICRELET.

5. [£% (Modify) ]22Vvy I LEY,

i

vt V7

B S i callProfile (&, MEICIKHU T, coSpace, FFY b, Frlgby 7L (FO—
L) 7OA7 7AILICEID YU TR ENTEEXT, COBITIE. EFEhic callProfile VXD
£3(C7O0-NL LRILTEhYTSNET,

1. Web BB/ V5 —7 x4 AZHEAL T, [T (Configuration) ] > [API] DJEIZER
bijo

a. APIAT7Y 7 bDY X NT, [api/vl/system/profiles D » =5 v FLE T,
b. ([ ®RREEBHEEI 27V v I LET,
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c. I\ A—%% callProfile £ TTICAZO—J)LL. [Choose] Z7V)vy o LEY,

d. ®REnfc lcallProfile A7z MRV« KD 5. ATIIKMID
ZBIRL, REf0/7O—/0UL7AO7 74ILIC ElD K TS callProfile %iER
bijo

e. [EE (Modify) | 22Uy o ULET,

f. ILKED Y TSN callProfile A7z MDA, [ATVH NOER] OTF
ICXREINEY,

11.4.0.1 callProfile #mt#) (—HK I BFIES 1 /L 75> IL—/ILEEFEHT S55):
CoflTlE. EROFIEZMEAL T, recordingModeld B8 I[C. sipRecorderUrild

—_ =,

recording@recorder.com [CERESNTWET,

Object configuration

recordingMode automatic
sipRecorderUri recording@recorder.com

Meeting Server DWeb &4 V5 —7 14 AH 5 [BEFE (Configuration) > [F{SiEEE
(Outbound calls) ZEIRLT. — I 2R EFIVILTIVIL—ILz2EZELET,

O | recorder.com 10.209.131.45 contact domain> Standard SIP Stop 0 Unen no [edit]
L ] |1 ] |1 ]I | [[standardsip v| [Istop_v] [0 | [auo 2l | [Add New | Reset| |

T 7 AL hDEFER— Kk (5060/5061) &IEELS SIP TCP/TLS R—hZFEHAT 5L SI(C
MMP L O—4%—%EL7/5ES. sipRecorderUri 7 4 —)L RE L IF—HIT 2REFALVILT
FZUN=IEZFERALTWSBEIEZDIL—ILICEMULEYT., UTICRTELSICVRZ VT R—
NZEELLRITNIEZEDXEA.

proxy to use
) | recorder.com 10.209.131.45:6000 <use local contact domain> | Standard SIP 0 Unencrypted no [edit]

Stop edit
LI [ 11 | ] [ 11 | |[standardsiP v| [sop v [[0 | [[Auto 2l | [ Add New | Reset |

RETAIVILTZVIL—IL2ERLTWRIEEE. BESNER—MDY—EZANEELY 1
TERULTWBEaERLTLSEZL, FlZE. SIPTLS R—hMZFERAL TW3I5S.
g8t T—rZ BE{LICERELZ T,

11.5 oY —RK/)X\—5F 4 SIP LI—5—DEE

m SIPLO—4—%#EEULET — /callProfile A7 2 b ® sipRecorderUri APl )X A —%
—%FALEY, RESINTVSBE. COURIIFRELNEIRIZEICTIVILTONT
BIEHICERAINET. JRESINTLWERWES. Meeting Server®d L 1—4%—1VR—X
v I (/recorders THRESNTWRIEE) MERAINET,

Cisco Meeting Server U 1) —X 3.13 : BH—#7# & Meeting Server DEA 126


mailto:recording@recorder.com

11 S—Fos Y0 DREEIN—I >

a. Meeting Server DWeb B« ¥4 7t —X%FAL T, [B®E (Configuration) ] >
[API] DIEICEIR L X T,

b. APIAT7Y Y DU RXKNT, [callProfiles D&AD» 25 v 7ULET,

c. BEOEE/O7 741D AT7IIVMDZIUYITEHN, FHILWSOT774)L%
ERL 9 %,

d. sipRecorderUri /NS A—5%#BELET
" APl A7 Y ¥ b /callProfiles E 7= lZ /callProfiles/<call profile id>® recordingMode /X%

A= ZFALT, S—TAVIEZRBTEDINEIHIEBIRLET., CDRHOATY
aviROEESEDTT,

s B#I - 1Y —-ONARBRUTHRENMTONET, JKEHN TERVFETEI—T 1V
TJIIThNnEY.

o FEH-1—H—(3 DTMF Z2EAL TFEFHTHREZ MBS L OELETEET,
s EM - LDA—THLIRETEEEA,
m callLegProfiles @ RecordingControlAllowed /NS A—4% —%ET S & T, 01—
—HEXEZ RS K UMELT 2ERZF O ZHIEIL X T,

m /dtmfProfiles (X L T startRecording & & U stopRecording I\ A—% ZFERAL XY,
/dtmfProfiles/<dtmf profile id> 2 v EV 79 %70HIC. REEHBELVELET S
DTMF k—>%EAL XY,

B0 API AT MIDWTIE., Cisco Meeting Server APL Y7 7LV X HA R
H#SBLTLLEESL,

116 LA—F4 Y IORAEERET S
FEOWRERRT 2 ICE:

= Meeting Server DWeb B4 V% 7 x—XA%ZEHAL T, [BRE (Configuration) ] > [API]
DIEICERLE T,

" APl ATz hDYRKT, [calllegs DEAD» 25 v TLET,
s BEEOI-ILY T ODATITIRDEIVYILTLIEEL,

calllegs/<call leg id> T GET ZE{TLXIT-8EF O X57F—4 X HAlF. D callLeg
HEFEEINTULBD (true). BH (false) ZRUET,
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11.7 FaZIR—ALBOFREA VI T—4

F 17 IR—ABEFEREFEDISES. i\ Lync/Skype TV KR4 >~ kT Microsoft $RE X Y v
REFERAUTETIZVENHDET, Ta7ILR—ABESZEDIREIC Cisco Meeting
Server DFEAIIHEFHLEE A,

$%8 7 1 O, Meeting Server [C#E# L T % SIP 21&(IC. Lync/Skype TV KR4 v k
H¥ Lync/Skype I TEZERBEZHFEL VWS EERLET,

Meeting Server (&, ActiveControl ISADIT Y RRA ¥ NRICER S N ETAXRA V(ICEKiE
PAAVZEEMULEYT, ¥I10E. Ta7IR—ARESBIHREINTWNE I EEZRTHIC
Meeting Serveri'&RI %574 AV ZRLTWET,

®10: JEA VIT—4

I —F 4 v EMeeting ServerfZBHATHE I N TWET,

E—F 4 VTN Lync/Skype TV RRA YV MK DEFBEINTWET,

I —5 4 v h'Meeting Serverf®H. H LU Lync/Skype TV RRA > MERT
FESNhTWET,

S—FUVIEREINTVWERA (FAIVIEERRESNTVLWEEA),

F oz T7T7TIVERBBOT7A AV EFERLUTHRBEOREZRRLVUEIH, O—HILEY E—
MOSFEZEXAUEXEEA, Meeting Server D7 A AVH VT 7TVDETH RAVITH—
IN=LARREINZIEA,

11.8 Vbrick T§&E 9 3

3 : TDIEIF. Meeting Server@NERL I—F —AVR—KX Y MNCOFBERHINE T,

7y 7O—4AviR—x > ME, Meeting Server ICERE SN/ NFS EffhrSEFAIVYTY
WX X—I v Vbrick [Z Meeting ServerigiBiz 7y 7O— K3 %D T7—0 70—%EHElL
LEY. MEZFHTA VR—NITZREEIHDIEA,
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7y 7O—4% AVR—XV IHDERESh. BRICKDE. FRED NFS A5 Vborick ITTv P a
Sh, REICFABEEHLEDYTONET, ReviR—FILIFEFAIVFYVICEEENREL
fctxaVr4«ZEBRAL. A—Y—DIP7ILATZESZDE. FrSsh/caVY TV YDHTY,
FTEZ&®D Rev 'R—%F JL THERBEIDFIARREICKR D &, Vorick hSFIBEZICA—ILIEZZXT,
JEBEIDOFFEEIX Rev  R—FILASETFA AVFUVICTZIEAL., BEICHU THREL TR
ETEEY,

F:T7F7AIUDPAR—ZFT ALY NYAD NFS HEICEBMEINZIES. 7 74 ILIEWLEE
THHAHIDELSIC Vorick [C7y7O—RInEzd, LA—F—FEIHFEZIAHTED LD
[C. NFS H£EICHERZERAT S LDITTFEL TS,

I3 FEORFEICERITSZANZIAICEL->TEF, LO—=F—, 7y 7O-%. ANL—=IY
ATALADNBETES LSS, B T7 747V A—IR—FZHDENHZZENHD XY,
RYIOEE Hl: R—bry/X—=7ORJNLDON—Y 3y 2 F£ld 3 #FRITL TS NFS (&,
TCP &7z13 UDP /R— K 2049 LT 111 2FERALE T,

FLO—45—FE7y 7O0—-5%2ERAT %5EE. Meeting Servert7 744 704 —)L 3
VYIR—RX Y M EFERALULBRWTLS IS,

11.8.1 S—TFT 4 VI —/I\—OrHREH

Zy7O—FDA VA=)l 7y 7O—4% AVR—VME, LOA—=F—aAVR—xV &
BUH—N—ICAVAM=ILTBZEH. FIOT—N—ICAVYAMN=ITBEHTEZLT,

LA—4F—tRAULY—N—[CA YA =L TWBI5E. FHT% vCPU Z WL\ DAEML
9. AOY—N—TETT3HE. LA—F—LEALT—/N\—EK. D2FDO&/N 4 DDYIE
O7 & 4GB O RAM Z {2 -8R VM #FHL X7,

BL 7y 7O0—-4%. BiEREETET D Call Bridge & IdB|dDMeeting Server £ TEITI
ZEHLHDET,

NFS £ENDFHEFD B LVEZAHX TV AE, 7v7O—-F%2EK{TL TS Meeting
Server [ClE. NFS OFFED B LVEZAHERINETYT, 7y 7O—RHPRTULREEE
L7y 70— mpd 774 ILDZRTEBEEZAHTESLDICTBICIF. EZIAHERH
WETY,
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FINFSHABESNhTWED, FARDERICE>TWSIES, 7y 7O0—-4JVvR—xXV K
ERIUETFAKEZ Vorick [C7y 7O—RUEKEITERT., COIZ—F. 7y 7O0-9nT77
AIWICTZy7TO—RETON—V 2 T2 ENTEBRVWCENERTYT., chzlET SIC
(&, NFS HFRAHED /BZAHF T IV EAZRBL TS I EZ2ERL TS,

Vbrick RevADAPI7 7t X Vbrick RevD 1—H—D APl 77 X &B/ELZ T,

Call Bridge AN® APl 72t X, Call Bridge Z3%1TL Tl\%Meeting Server T, 1—H%—0D
APl 7V R %ZRET %,

NS X MR BMF7 Vorick Rev ' —/N\—HM 5 DFERREF = —Y. H & U Call Bridge DWeb B A
v —T 4 A EE{TL TV BMeeting Server Z{®%E 3 5, 7v 7O—4% & Vbrick Rev &
Call Bridge Ol A Z G383 W EHLH D XY,
EFAREICTIECATERZLI—YERELZET., 7Yy 7O—RShCETATFENDT V€
AlE, IRTOI—Y, TI3ARXR=b, AR—AFFEBEAVN—DIHIRETEET,
EFAREBEDOT 7 AILMREE, 7y 7O0—-RBISICETAFREZFATEICTEZN (77T
147). FREEBETARBEORBEENLHAT Z2RENHZN FE7IT47) ZRELEXT,

&1 R—MEH
Call Bridge NFS (/A= 3V 3) 2049
7y 7O—4— Call Bridge ®Web &1# 443 Tl 7y 7O—FRETEESI NIR—F
7w 7O—%— | Vbrick Rev #—/\— 443 ETA 7w 7O—REB LU Vborick Rev H—/\—AdD API
7UtER

11.8.2 Vbrick L BETEEIICI—FTA VI —N—%BET S

hSDFIEIZFEZFRETDILEOONFS DY RFYy THARTLTWSRZ EEFHRELTW

9,

1. 7w 70—%%%{T9 %bMeeting Server ® MMP A®D SSH ##n%EZLES, OT 1YV
LEd.

2. FTLW Vorick 41 YA R —=ILDBE. COFIEFERL T ZEL, Vorick 41 VA =)L %
HBRTT 2HES. £9'Meeting Server AD Vbrick 77X = EHICLET,
7y 70— 08t

3. 7y 7O—FHERHITSBNFS ZIEELXT.

uploader nfs <hostname/IP>:<directory>
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13.

14.

15.

16.

11 S—Fos Y0 DREEIN—I >

. 7y 7O—HEEREICEEYT 5 AR—ZA%ZRA MU TLVSMeeting Server DRI E DER

B{5R % B4A9 BMeeting Server ZI8EL XY,

uploader cms host <hostname>

Call Bridge #%£1TL Tl %Meeting Server® ™ = 7EBR— M 2EELE T, R— MHHE
ESINTWERWES., T7AIMTR—b 443 [ZBDFXT,

uploader cms port <port>

Call Bridge #3%1TL Tl %Meeting Server £ T APl 7V X &2H>1—H—%Ii5E
LEd. NRAT—=REHICAADLET,

uploader cms user <username>

ATV T 6 TEELEI—Y—DNRT—RZBELET. RZANLET,

uploader cms password

INZAT—RDANDKRDENEKT,

IL— b CA OFERRED I E—Z&REFI BEAE /N RIL (crt-/XY RIL) 2R L. Call
BridgeZ %£1T L T L)% Meeting Server DWeb EEFADOF 1 —VICH B I N TOHEEAE
DIAE—ZzRFELET,

F|E 8 TYER L T-5FABE/\> R )L ZMeeting Server DEFEX M ZICEMU T,

uploader cms trust <crt-bundle>

7y 70— H kT BVbrick RA M ER—FZFRELXT,
uploader rev host <hostname>

uploader rev port <port>

o BICEESBRVED, R—FDF7 AL ME 443 TT,

EFAFEZY Y 7O—-RT27HD APl #ERZ$5D Vbrick Rev I—H—ZEML X T,
uploader rev user <username>

ATy 7 N THEELEA—Y—DNRT—REZF/ELFT. REANLFT,
uploader rev password

INRAT—RDANDKHESNET,

JL— b CA OFEFRE & Vbrick Rev 1 —N\—DF 1 —VICHZ IR TOFEMAZEOIE—
ZRFY BAAE/NY RIL (crt-/X\V RIL) ZERLE T,

FIIE 13 TYER L EERAZE /N> KL% Vbrick Rev DS b 7 ICBMUL XY,

uploader rev trust <crt-bundle>

EFAHRENDT VX ZRELET,

uploader access <Private|Public|AllUsers>

FREERRECIIIRET DEREAR—ZADAVYN—ICHELET,

uploader cospace member access <view]|edit|none>

F:CORFYTTEE. YVRAMRD AV IN—=H Vorick D7 hU v MMIEBER T Shi-B%
BA=IL 7PRLAZHF >TWEIUEHNHD XTI, For example userl@example.com
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17. KBAR—ADABEENETALSEROBEBMOBEETHINESIHZRELET.

uploader recording owned by cospace owner <true|false>

FF CORTFYT T EFAREOREEND Vorick D7 ho v MIEEMITS N
EBYRBA=IL FRLAZFE >TLWBIRELNHD XY,

18. RFBAR—ZADABEN Vorick UEY avICUZMEhTWRWES, REFREEDI—
P—RZ2R/ELEIT., 7A—INYIRBENMEESINTLRWMES. MMP TERES 1
fcA—HY—H»7T7 4L N THREZICED XY,
uploader fallback owner <vbrick-user>

19. ETAFKBAOIAY N EBMICLET,

uploader comments enable

20. SREDOL—FT 4 VT &2BWILET,

uploader ratings enable

21. EFAREOY I O—RERZHZELET,

uploader downloads enable
22. Vbrick Rev [CRANICT v 7O—RENFETAREDT 7 4 )L MREZFREL I,
uploader initial_state <active|inactive>
23. 7y 7O—RTETHRICNFS M SHEZHIRT 2N ESHERET D
uploader delete_after upload <true|false>
24. 7w 7AO—%H Meeting Server IC7 IV EZATEDLS5ICT3
7y 70-5 08/

7 BREDFATRETH B CLEERTAYE—IDNAR—RIIBIBIND L EZHERET BIC
|¥. messageBoardEnabled % true [CEREUL XTI,

1.9 S—FT4AVIDANI—3VYT
AEESIP AN —TOVR—XY M (\—Y3 Y 3.0 UE) . AR—XATHEZNEI—TF
AVTEANY—Z VT BHEEE, AR—ATERES N/ RTMP URL [CEBMULET,

CORTMPURL 2wy 2V E3ICIE. SMBAMY—I VI —N—ZRETILEINHDE
¥ MMRAMY—IVIH—N—F I—HF—-ICTATRAMY-IVITZRHLID. RTHE
ETREDICTATAMN)—LZFEBE LD TEEXT,

F:AMU—TOVR—FY NI RTIMP 2% HR—MFTZ2H—RKRN—F A DXANY—3Y
TH—N\—ELEETZHIC. RTMP Z#EZHR—MLTWET, Vorick [FERXICHR—FE
NTWLWBHELA RN =T —N—TTH, O —N—THTFTAMINTNET,
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F:AM)—TAVR—KXYME. RTMP B#%2HR— T2 —RN—F A DAMNI—3Y
TJH—I\—ELEET B-HIC. RTMP Z#%ZHR—MLTWET, Vorick [FERICHR—FE
NTWLWBHNELA N =T —N\—TTH, IO —N—THLFTAMINTNET,

F:ANV—=—IVIDBBERITMPURL A7 74 7 7 A—ILDIMUICH BIGEIE. 771470 A
—IILOR— 2B DELHD FT,

N—I3v 31 TlE AEBBSIP ANV =7 TV —2 320 RTMP H#7R— k& RTMPS ¥k
BRUE Y. AEMICIE TLS LD RTMP T9, ChETlE. AMY—T& RTMP H#—/\—
BOIXRTDR T T4 v 7 I3BELEShTOWERBATUR. 3.1 RTMPS DY R—KNICLD.
CDORNTT4vI%RBEILTEHIENTEXT,

BEE®D T1s MMP O Y RHAHEERE . A7 3V TRIMPS D TLS RS A MNDEREHNTE S
LS5O FELE, CORTYTIEATIayTTh, HREShTWET, TLS EEHRTE
ShTULWRWNGES., RTMPS EfIEZE2TIEHh FHA.

RO, FAIShTWERA M) —YEAZRLTVET,

19: AN =SV J/THAZhTVWSEA : YE—FE—F

ServerA

~ Call Bridge

ServerB

|

URL set up on the space

FZNBEMTOH, X hJY—T% CallBridge E ALY —/N—LICRESEZIENTES
¥. ThiF1H520RABAMNY—IVTESYR—MLET.
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11.10 VM H—=N—[ZFHLWSIP A MY —7 OVR—KXV N Z2EATS
hiF 2 BEO7O0EXTY,
* MMP 25T Meeting Server A8 —X%8BTET %
 APIBHH TR MY —<Y— URI Z5&ET 3

22 1 : MMP 2 TMeeting Server® A ) —T %R ET 5
1. \=¥3v30IK7vy7TIL—KULET,

2. MMP [C SSH T##L. OJ4 v LTLI—4%—%2HB/ELEFT (MMP a7V K,
streamer help T, FHTIAEERIANTHOITYYRDURAMNEZERRLEY) .

3. MMP <Y K streamer sip listen <interface> <tcp-port|none> Z{ERL T.
AMV—THVYRYTZBAVI—T x4 RE UV AVT S SIPTCP LU TLS 7R—
FERELZEI., <tls-port|none>, H—ERZEMICTBICIE. ZThEFNOR—F%Z
BRLU ICRRELXT:

a. fe&zxlE, TCPAR—KTIFARL. TLSR—FTOHY v AV T 2IHE. RZ2AN
LE¥rd,
streamer sip listen a none 6000

b. BEUT/R—MHBEED TCP/TLS /R— b (5060/5061) TIFIRWIHHE. B TYHE(C
BBH, AELTENTLESLY,

4. REIZIGL T, MMP O Y RZFEALT. AMNY—IHFERT B (XL BEOETEDH
HEAN)—=—I VT3 BEV)BRRBEEZREIDENTELY, streamer sip
resolution <audio|720p|1080p>T79Y, FEELBRWGE. 720007 7 AL b
ICBEDET,

a. HIzIE. 1080p ICFREL/-L\5E. streamer sip resolution 1080p & AJJ
LE¥rI,

7 1 1080p Z2EAT 25 (F. A(S SIP BEESIEIE%E 3,500,000 B k/#CHE®
UCTETAREZREILTDCEEZHEHLET. NEITSICIE. Web EE Ul
T [Configuration] ICI8&IL £ 9, [Call settings] >HIHIEDFITE (SIP) & L UNHEI(C
IGUTERELE T,

5. A7 3T, TLSHPEHRINTWSIESE. AT 2 SIPTLS SEAEZER L X T,

a. MMP Y Y R streamer sip certs <key-file> <crt-file> [<crt- bundle>]

ZANDLEY,
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FSIPTLSEEAEN COA TV a3 VT INTLRLMES., SIPTLS H—EX
R TERVN EISEELTLES L,

6. TLSHARESINTWBEBEE. AT7VaveELT. UTDLSICAMY—TD SIP (F/=1F
LDAP F 7zl RTMPS) @ TLS BREF 2 E{TTZ £,

a. MMP Y YV R tls sip trust [<crt-/\YKIL>] ZANLET,
b. MMP OY¥ Y K tls sip verify enable # AZJLZEY,

TS EEZLRLBEDICTBEHIC. TLSKRIIZ2AMICT R L2BEHLET,

7. MENELWC EZRERL TSN, BEZXRRI BICIF. MMP OT VR
'streamer’ %)\jj LEY.

8. MMP OY¥ YK ZAMY—v TX—7) ZANLTAMN)—TIH—ERZBFMICLET,

SR 2:APIZEHTAMNY—T URI Z288ET 5

HFHLWSIP MY —IHEMICHRDZE, APIO—=)L 7O774IL ATV NTIEES N
sipStreamerUri APl /\T AXA—#%%Z{EHA L T. Call Bridge TRREL THERATZXY,

#FE9 Bi55(d. 'outboundDialPlan' JL—ILICY Y EY T TBHAY A UR Z/_EITHEH
TEXEIT (FAAMVIFBERICEIRTEXT, . Tstreaming.com] ), sipStreameruri TIE
BHEh3 KA VZZAN)—=XICIL—T 14 VT T BHiE% Meeting Server [CHERT 5.
outboundDialPlan JL—ILZFRET 2UENH D ET, Zhickh. BEIELOME. B
ExHEITEHENTEE T, /outboundDialPlanRulesDERTEDEFMIC D LNTIE.
BATARD T94VIL 75 VDFRE - E] OEZSBL TSI,

F I REINE URI OI—F—F5 (@ EBEDRIDES) ICIIFRIBEKRNH D XA,
FUWABBSIP AN =Y AVR—KRY FTR>REAETIN, BRFEFATENTVEEAR :
"streaming@streamer.com". URI DEERZENE R AL VEHTT,

Meeting Server® ™V = 7EBA V45 7 1 —A%Z{EAL T sipStreamerUri /N\TA—H ZTET
BIcl:

1. Meeting Server DU x 7EEBA V7 7 x—XICOJ 4 > LT [BE (Configuration) ] >
[API] ZEIRL X9,

2. APl AZ7Y U DY X KNT, /api/vl/callProfiles DD » 2% v 7LET,

3. BMEDEHE7O7 7 AN EZREXIEEFET 3ICIE. WER callProfile DA T 7 k
ID #i#RL. #EIR LTz URl % sipStreamerUri 7 4 —JL RICEBAL Z T,
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EFHUWSIP MY —TZERAT 58, 1 20 SIPURI OB %ZFERTZ2HENHD &
¥, ffl : streaming@streamer.com, 142707 74 JL TR % SIP URl 2D 0E(F
HHFEEA.

4. FEF|EULTWRWSGE(E., streamingMode /\T AXA—% % manual X7-(d BE
(=T 4 V7 %ZEDELSICAMNY—ABRETEZINCEIDET)

5. [ZE (Modify) 122 Uv o LEY,
B S i callProfile (&, MEICIHLU T, coSpace, FF Y b, Frlgby7LRIL (FO—

JVL) 7A77AIILICEIDY TR ENTEET, CDFITIE. FFHIhic callProfile AR D
£51IC7O0—-NL LRILTE DY TShET,

1. Web BB/ V5 —7 x4 AZHEAL T, [BXE (Configuration) ] > [API] DJIEIZER
bia-o

a. APlAZ7Y o bdDY R KNT, /api/vl/system/profiles D » 5 v T LET,
b. [(BRFXERBHEE] 27y I LI,
c. I\ A—%% callProfile £ TTICXAZO—J)LL. [Choose] Z07V)wv o LEY,

d. xRS/ lcallProfile A7z MRV« VRV S, ATIIMID %
BIRL, mEMO/O—)0L7O7 74 IIC D K T3 callProfile % %R
LEY,

e. [EE (Modify) |27 Uy o ULETY,

f. iL<EID Y TSN callProfile A7z NIDW, [AT7IVHV NDER] DT
[CRRShZET,

ANV —IVTH2FHMITT S APl D& coSpace ICDUVT, streamUrl coSpace APl 7 4 —
IWRIZ, AMNY—=ZV T %D RTMPS AN —A URL ZRETZ2UELHDHET (] :
"rtmps:/ /mystream.com/live/app"). Th&EBRT 5 I

1. Meeting Server DU x 7EEB A V¥ 7 x—XICOY 14>~ LT [B]E (Configuration) ]>
[API] Z#IRLE T,

2. APl AT Yz DY X NT, [api/vl/coSpaces D&EAD» 5 v TLET,

3. BMEOHBEAR—RZRTEXLEIEEITSICIE. DEBEREFIAR—ZADATI I KD
HIBIRULET streamUrl 74 —I)LRICAMNY =35 5%D RTMPS A b —A URL & A
jjbia-o

4. [£%E (Modify) ]22 Vv I LET,
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11.10.1 BEX0D#IFREIE

BE  AMNY—AURLIFSIPAYSY—TEESThSH. OV VERBREELINRTD
RTMP X MY —A URL (&, OJ LRI DAEEDHZI—/LaY bO—)L7ONA FICEH
ShAAEEENH B EITTFELTLEZ L,
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12 Cisco Meeting Server web app O >V 7 IV A
A > (SSO)

COEEICED., 9777V IA—HY—ESSO 7ONA Y —=FERALTOY AL, ID &2k
MTEXT,

SSO ., 9x777VD1A—Y—H, OTA VT BEVICNRAT—REZANTIZHEHILZNC
CEEKULET., Ihnlt. FlxiE. OAuth, Gmal BEDTFAFYTA T4 7ANAT—ED
B—DtyyavaE ol e TESEHTY,

Zhic&Dh, 9777V 1—HY—3R4 % SSO 7O/\1 ¥ %=FEHAL THE L Web Bridge I
AJA4 Y TEEY,

D SSO ANZXATIE, A—TVEETEREETONIILELTLLERAESNTNWS
SAML (Security Assertion Markup Language) 2.0 ZERLTWET,

F : IBFE. Meeting Serverld SAML 2.0 7O M 3JJLTO HTTP-POST N4 VT4 VT DI %=
IR—bLTWET, Zhid. HTTP-POST AssertionConsumerService TOA Ay —I %%
[FAN., HTTP-POST XA VT4 Y IHFBETERWID 7ONA T %#EBEIT S L2 EK
LX9,

F:SSoO0yq4vEAMICTRE. LDAP OV A VIdERTELR< AL ET,

12.1 Meeting Server web app T#EHT % SSO 2 ET S

SSO =AY %ICIF. ID 7O/NA ¥ &Meeting Server (SAML 2.0 i TH—EX 7O/NA 5
ERBEINB) T, UMTIERTVW DL DERENDETT,

X2 1:ID ZO/N1 5 EMeeting Server Z—HREID v w E> D

Meeting Serverd' ID Z7ONA ¥ D1—H —Z@YRI1I—Y—CIYvEVITTESRLIIC.
SSO BATRIEINZEIANTDI—H—[IXF L. authenticationld Zt v b7 v 7 2REH
HDET, hid, ZELDAPEA7OLRD—ZEULTEITTEEXET, D71 —ILRD
AVTUYIE BNDIGETTZATYTA4T4 FANAITHSESNICARI LA NG A=
XU THREESNE T (F X7 2 288),

ZB1—H—C—BOHANFZERITDE2zBEFHHULET (] : SSAMAccountNameS),
authenticationld DZEDEFZIFANSNEEA.

ldapSync ®—&P& L T authenticationld 2ty b7y 79 %IC(E. L LY IdapSync Z{ERK T
5h. BEOHLOEZTELXT,
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RIC, ldap¥y EV Y #{ER/ZE L. authenticationld<y EV Y /N5 XA—% ([CBEY)RMEZE A
NT2RENHDET (Bl. SsAMAccountNameS),

Meeting Server DWeb BB V5 7 1 —X%ZHEAHT %:

a.

Meeting Server DU T 7BEBA V7 7 x—XICAJ 14> LT [B&E (Configuration) ] >
[API] Z#IRL E 9,
API A7z hdDY X MT, /api/vl/ldapMappings D&E2D » 5y TULE T,

[#RIEM (Createnew) 122U w4 92h. ZEITZEED LDAP YV EYZ D ID
HIEIRLEY,

aifean]e
CISCO

Status w Configuration ¥ Logs ¥ User: testadmin w

/api/v1/ldapMappings

jidMapping [ ] |

nameMapping [ ] |

cdrTagMapping [ ] |

coSpaceSecondaryUriMapping [ | |

coSpaceNameMapping [ |

coSpaceCallldMapping [ | |

|
|
|
coSpaceUriMapping [ | ‘
|
|
|
|

authenticationIdMapping D|

authenticationldMapping /N7 A —#% [CEY)REZ AU E T (Fl:SsAMAccountNameS)
EBIRL, BREICIHU T HER (Create) 1 /-1 [ZE (Modify) 127 Uw o LET,

Meeting ServerCZEZHMICT BICIE. IdapSync 2 b U H—FBHELAH O ET,

API AT hDYURKHIS, » /api/vl/ldapSyncs Dig] =2V vy o LTATI U b
ID #&RT Bh. FHER #BIRLFET. IdapSync 5T L7=5. Meeting Server
—H—D 1 ANZFAXRDZIET, 7OCAPENLIEI L E2RRBTEZXT,

F9.APIATII MDY ZXRNHIS, » [api/vl/users DIETH v 7L T, ROFD &L
SICA—TF—DUVANZRRLET,
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/api/vl/userProfiles P
/api/vl/userProfiles/<id>
/api/vl/users 4

12 Cisco Meeting Server web app D=~ 2 /LY 1> > (SSO)

2@ nets | [File]
object id userlid

a474c231-bc85-48cf-99¢7-30357800a9bc
2406d37-862d-4cal-9ad4-5f5799128810
8ede7b2f-3472-4f08-8114-60ad834586df
dfe720d2-h2b3-4d27-b0d9-97556bb051bc
bffcd08e-0e23-4c2e-869b-f48059e62785
e4a417d0-55f3-4cc3-839d-6a8f7ac482a6
76b732d1-b012-49d2-b2bc-4b3902b52ddc
e3f6cbf3-2089-4705-8b7f-1670c6 7bafb4
5b29f430-ab0b-457a-a322-573967dc47a5
Z1e3el6a-ladc-4721-9f71-e1f1e99ae6ff
48a6640b-e913-464f-ac13-b60324613417
55bf73f6-7d40-4666-bb8a-3b32a80b4c95
9ebecaSa-2dd1-46dd-979a-16ce2b43e1f8

baylee.mass@example.com
byron.bell@example.com
davis.walker@example.com
diamond.conley@example.com
edith.lamb@example.com
esmeralda.coughlin@example.com
frank.crowley@example.com
gia.mahoney@example.com
janessa.cardenas@example.com
keagan.christie@example.com
london.cowan@example.com
marely fitzgerald@example.com
melissa.gleason@example.com

ALAAFLE £241 AADA A-E1 WN~AT730446R

SRR TR [ R WSS I

g. authenticationld Zty b7y 7921 —H—D 1 AZERLEYT BEICL>TE[7«
W=174—IREFERALET), I—F—IVMVICE. ROFISRT LSIC.
ldapSync ™S ®DIE L LMEZ D authenticationld 7 4 —JIL RAASIFEFENZRETY,

/api/vl/users/a474c231-bc85-48cf-99¢7-30357800a9bc

Related objects: /api/vi/users
[api/vi/users/a474c231-bc85-48cf-99¢7-30357800a%bc/ usercoSpaces
Japi/vi/users/a474c231-bc85-48cf-99¢7-30357800a09bc/userCoSpaceTemplates
[api/vlusers/ad474c231-bc85-48cf-99¢7-30357800a0%bc/ userProvisionedCoSpaces

Object configuration
userlid baylee.moss@example.com
name Baylee Moss
email baylee.moss@autotest.com
authenticationld baylee.moss

SR 2:ID ZO/NT T DIEE

1. IRTOID 7ANAF T, BFRINTLWSRHY—EX7ONAY (TDAVRT Y ADG
BRESI—FTa VI —N=) 2RI AIT—I xml 77417y T7O—RTEZXT,
—&D ID 7ONA 5 —Tld. RLEBERBEHRZR/ETE 2. 7OV ERILE N
Fd, AYT—=Ixml 774D CCTHERRBTEZEY,

D 7ONXAFIC7y 7O—RENZATT—5 xml 7714 IILICEE N S E:

a. entitylD — Web Bridge 3 7 KL X T9 (fll. https://<domain>:port), ZDF7 KL
2lE,. 9777V A —DT o Yh SEERRERE M Web Bridge 3 7 K
LATHBIZUNENHDET,
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7 BRICERDWeb Bridge 3 'H %58, ChIFARPEEINEZZRLATH
ZWNEBLRHDET,

b. Thttps://<domain>:<port>/api/auth/sso/idpResponse] FZTICHELY. entityld & U
TEES N/-Web Bridge 7 KL 2® HTTP-POST AssertionConsumerService,

c. &, ID 7O/\A FH' AuthnRequest EZ = TER T S/-HDICERATIELQAHON
P,

d. &, D7ONA D LR TRES N RLABRTIL—FT 4 YV HEERWNT

nhdOWeb Bridgelli2 DRI h 2 1EHRZ ST ZIRICHERAT 2 LB TY,

7E : Meeting Server [CEET DAy E—JE, ID 7ONAFICED L ARY AB LU/ F
7 =23 VIR TEEINTVWRUENHDET., BERINTOLRVEFEIIE
EINEY,

2. RMDILETID 7AONA IDSEINICHARTIA NTA—YEZRET DVEINHDET,
E1—H—navFTvYid. FDMeeting Server1—H —d authenticationld & U TERERE
HDEE T ZVENHDET (Hl. SsSAMAccountNameS), &EE. ID 7O/NA ¥,
H—EX7ONA T IV M) ZER T2 —IRELT. BHO 7 A—AXEBEY1 707 %H
59, CONFTA—FICRFEEDERZ[ITZHIENTEEIN, luidl BE. BEXP
FTVWHRAIZMITZLZHETITHLET (FRD 3 THEIN DEICBEDET),

F X2 3:S80 7—H14 7 zip Z71INEFET S

1. Meeting Serverzs8E 9 BICIE. sso_ EVWSERID T —HA T zip 7 74 I 2T 5
WEHNHDEF, <name>.zip &, F®D Meeting Server L®D Web Bridge 3 I[CERET %
& SSO AICERLE Y., "sso_"THRED. ZDRICENTEALEKDH ZZ812 (T
ZENHDET,

N7 7AINERL Zip 7—HAT 7 71 ILEZERLE T,
a. idp_config.xml — BEEHD ID 7ONA I HS5ZITEB 7 71IL T,
b. config.json — &%:

¢ supportedDomains (XFEFIDEFI) — CD ID 7ONA FICF L TERFEST B
Meeting ServerI—H—DIXTDORAAS VDY RARNTY, DFED.
29 1 OF%EFES &, supportedDomains I3 "example.com" & (VS B —
DIVRUDNEFNBLEICBRDET,

 authenticationldMapping (XZ51]) — Meeting Server @ authenticationlds (Z
—RIB. FRI2D—EBELEULTERESI N ID 7ONA T DREDINT A
—% (. Tuidl ) ®&E, SSODV 77 7U1—H—I(,
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authenticationlds 2ty F 7 v 73 20BN HDET (F XV 1 28BLTL
- AN

e ssoServiceProviderAddress (XF3) — 74TV T4 T4 Z7OINA IHIEE
HXETBDT7RLATY., Chld FRXT 2 D entitylD TIEEI 7= Web
Bridge 3 & —XIL% 9.

c. EETY., sso_signkey —ID 7ONA FRITHRESN-LAHERBDOWERTT,
Zhik. Meeting Serverh 5 DF(E AuthnRequest ICEZ T 21-HICERS N,
TATYTA4T47ONA FAITARBEZFERAL THEEINET,

d. fFET9 ., sso_encryptkey — ID 7ONA YR THRES - AHEE{LF—DWE
BTI., hiE. PATVTA4T47ONA FRITARETES{LI Ay E—
% Meeting Server L TEEBIL T B HICEREINET,

F:ID7AONKAM T CEICERZBRITE zip 771 ILHRETY,

2. SSO77AINEELT7—hA47 (Zip) 774NV EERLET,

E 7 F7AINEEBT BIBE. SSO 7 7ML EELT7 AT IIEBLBNTLIZE L,

hhiThha e, 7ZAILTDEBMLAV—IMERSNET (ZipERDT770IL> 7+
IWT >SSO774I) ., KbbDIZ, SSOT77A4ILZINAZ14 L. TNSZHIUY
JUTEMLTLKEZW (FREF, zip 77V T5—YavaRE. 771402 EHTE
MUEYD), chickh, BIMOT7 ALY LAY —%ERT LB, SSOT7 710
ZEO Zip 77 AIHDMEREINET (Bl : zip 774 >SSO 7714 )L),

FRT4:SS0 F—H17zip &7y 7O—RTS

SSO 7—hHA7Dzip g7y 7O0—KE&h, O—AHILDWeb Bridge 3 TRA M EhZHEH
HHET,

FOROFETHERTSIAYYRIEF, AvY—IL/Y—IFIIEE (A R7OV 7 NEREZ
—3FI)) ZRWFELEDLDTHND., WInNSCPBRED SFTP 4547V hatHELEEDLD
TEHH XA,

1. TDzip 7—HA7%#0—HILTKRRANT S, BEMICHE>TLWSWeb Bridge 3 ##0&
Meeting Server [CD T,

2. a.SFTP Y54 7Y REMMP D IP 7RL RICERELET,
b. MMP BEEZEI1——D&ERBERZFEALTOV/I Y LET,
c. zip 7 74 )l sso_<name>.zipZ 7Y 7O—KR LTS W, RICHZRLET,

PUT sso_<name>.zip
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d SSHZSA47Yr2MMPDIP 7 RL ZAICEHZELET,
e. MMP EEBEI1—F—DERBHRZFEALTCOVI Y LET,

f. Web Bridge 3 #HBi#2#Lx 9.,
webbridge3 restart

3. ILWSSO 7—hA4 77 7 IIBEFRICKRENET,

F:oxz 777V A—Y-prOvA4rIRE VT TTIFZTIVS— 30T ID FONA
FeEDtyavEFaotyravaF O EIIRDET., Chid, LAY —RKZ AN
L7=&ICID 7ONA % TlFHE<. Web 77V o= ayhs0d 704V 7IMLT
b, Web 77V —oaVICEBENICERFAISNS I EZ2E8KRLEY, L. ID 7O/A
F—=oBGAVT7IONTZERE. 97 77V 77V 5= uyhs@da4r7oMN0R

Wb, 97 77D 7705 —=o3upodb YAV T7IORNTZ2RELRHDET., CDTZ
oYty gV THEOVA Y TERVLDICT BICIE. web app application & ID Z7ERJ/NA
Y—DEANSHA VYT I NTZ2UNELHDET,

12.1.1 5 1 config.json 7 71 JL
Zhlg config.JSON 7 71 ILDHITT,

{

"authenticationIdMapping" : "<parameter from task_ 2>",
"ssoServiceProviderAddress" : "https://<domain>:<port>",
"supportedDomains" : ["<domainl>", "<domain2>"]

}

1212 Bl 2: OV TINRBHY—ERTONATDAYT—9 T 714 ),

hix, Y—EX7ONA T OEBEBRAYT—5 7 71ILDHFITY, EEEIE. <domain>H
L U<port>Z ZNZEFNDEYIEICEET Z2NENHD XTI,

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
ID="https://<domain>:<port>" entityID="https://<domain>:<port>">
<md:SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-
format:transient</md:NameIDFormat>
<md:AssertionConsumerService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://<domain>:<port>/api/auth/sso/idpResponse" index="0"/>
</md:SPSSODescriptor>
</md:EntityDescriptor>

Cisco Meeting Server U 1) —X 3.13 : BH—#7# & Meeting Server DEA 143



12 Cisco Meeting Server web app D=~ /L1 >7> (SSO)

12.1.3 FI3HRENBY—ERTONA Y — A5F—%5 T74)L,
hid, BERELUVESEF—D xml 28O BEMNBAYT—Y 771ILDOFITT,

B FRANSA—Y ( TEBE{L) /=& TR ) I > T. 59 % KeyDescriptor B
£ X509Certificate Y 7EBRICHET 2VEHLHODFT, [..] 2F—0OFFA VTV
VICEBRT Z2UENHD XTI (] : ds:X509CertificateMIID**<omitted_key_ text>**+gb
</ds:X509Certificate>)

I ERAEZ A Y BI5E. AuthnRequestsSigned DBl Ttruel ICERESINET (Bl 2 D
BEBRAYT—5 T 74 IL Tl Tfalsel ICERESNTWET),

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
ID="https://<domain>:<port>" entityID="https://<domain>:<port>">
<md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>...</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>
<ds:X509Certificate>...</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>

</md:KeyDescriptor>

<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-
format:transient</md:NameIDFormat>

<md:AssertionConsumerService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://<domain>:<port>/api/auth/sso/idpResponse" index="0"/>

</md:SPSSODescriptor>

</md:EntityDescriptor>

122 IOV oIV TIWNYA VA YDRERE (R—5 i)

One Click Single Sign On (SSO) &. BV ¥ 1LY hZzBMICT S & T, Cisco Meeting
Server web app ICHBIFTBI VT ILY A VA (SSO) OFBEEREEmLEEEXET, T4
RRAAYDRESNTWRIES., 1—H—3OJ1 VEBICI—Y—L22FHTANTINE
i< hxd,
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7 : Cisco [F. R—FHENFIRTLICYR—FShBHEICBDZ I EZRIELELA, X—
SHWEERI T 4 — RNV ZICEDVWTEESNDAREMNH D HERSBREES NS0 HIFRS
N3AREMD HD X T,

CDEEEEBMICT BICIE,. configjson 7 7 A LN TH L L) isDefaultidp /NT A —49 —%
— ===

true ICEREL TL 22\, B3I N5 &. Meeting Server |3 supporteddomains Fg5I(C Y
ARSNTVEBRIDRASVETTIAILENR ALV ELTHEBILVLET. ZOMDREZH R
A4 VICIE. Alternate SSO ZfEAL T5IEHMET7 IR TEET.

EEER

e 7 AILNDEME : config.json 7 7 A JLIC isDefaultIdp /\T A—FH BN TR
WSS, YAVA VIV ARV IVARZEESI NI A, SMNBEFSIEHEE LA
V] ZEIRL. username@domain 2 CRALIEHRZ AN T 22BN HD X T,

c UMY IT—5—: ISSOYA VAV FNILIE F7AIMD 1dp N/RES N,
79U vY SSO BNEHICKE> TVBIZRICOHFRTENET,

s WBIRASYVODER : T7AIMRAAMVEZETZICIE. EEEE
supportedDomains J A MDIEFZZEEL T, B%I 2 A VIRVICERE
ENBELOICTIRENHDET,

s WEDHE : T7AIMELTHRETES ID 7ONA Y =3 1 DEIFTT
(isDefaultldp : true) . D ID 7O/NA IHZDINT A—4 % true ICERTE L THERY
SNTWBIBE. YVATARTZ7AILNTTZIL7 7Ry NBETRIID SSO #7741/
ZEALET,

12.2.1 5 : config.json 7 71 )L
Zhld config.JSON 7 71 ILDHITY,
{

"authenticationldMapping" : "<uid>",
"ssoServiceProviderAddress" : "https://<domain>:<port>",
"supportedDomains" : ["<domain1>","<domain2>"],

"isDefaultldp” : true

}
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13 ActiveControl ®H7R— b

Meeting Server (3. S NBEEICXT L T ActiveControl ZHR— L TWEY, CE 8.3+
YI7hDzT7hH14 YA M—)LEhic Cisco SX. MX £/cld DX TV KR4 v M & EAT 2510
EDHZAE. ActiveControl ICED I —F 4 Y/ DFFlZZITERD. S—F4 v JhICTY KRS
YNAVI—T A REFERAL TV DI DEEY RV ERITT B ENTEET,

13.1 Meeting Server @ ActiveControl

Meeting Server . ActiveControl BB IY RARA Y RADKRD I —F 4 v 7 IEHRDIEE
EHR—FLTWET,

" ZMEVAN (BMEBEIV AN ESHENETY) : BEOSMEDRR ESMEDGREZ
THIENTEET,

» RETOBMEDBEET I TAETA DAY IT—5,
» BESLEYT—avET>TVRBMEERT AV IT—4,

" ST VIHFEEINTVSED. ARNY—IVTENTNSED. BLUEERICEF2T
TREBEVWIYVRRSA Y MDEENRTVWBINESIHETTA VY IT—4,

" IRTOEMELCKRRSINDAY R )=V Ay -,

F 7=, ActiveControl h"EMBIY RRA VY M TINSDEBY AV ZHR—MULTWET,
m TYRRASAYNIERITBLA7VMEERL.
n ST vTDMOSmMEEZTIFHLET,

13.2 HIHFEIR

m ActiveControl BAEMZ@EEH. 9.1 (2) £ D FHL Unified CM /X— 3 @D Unified CM k5
VO EBBYTDIEE. BEIRIEKITRIEENHD TI., ActiveControl IF, F L) Unified CM
kS > % (Unified CM 8.x BLRT) TIEAMICULBWNWTS S LY,

= ActiveControl (& SIP DHDEEETT . HI23 A V&5 —T—F VI F VA RGYR—FEh
TWEtEA.

13.3 ActiveControl & iX 7O M JJLOBE

ActiveControl (&, SIP vy 3vEEd7Or3)L (SDP) 7 7V r— 3 vEiRE L TEMNS
n3iX7O0J)LE2ERALET. Meeting Server BEIRYIC ActiveControl ZHR— MU ET
M. COMEEITEMICTEET, EI/VavEI134EZSRBL TSN, BERY NT—
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IDBTEHETHSH, X 7ORDNNZESR—FMULEBWTNNAZADHDEI’ D> TWVWBIKRET
[£. Meeting Server ED IA—JLEIHEIIETARET /NI ABDSIP NS VI TiX 28
MICTZ2ONHZELETY., H:

m Unified CM 8.x BLRID ¥ A 7 ANDERH TIE. H LY Unified CM & X7 Al ActiveControl
WISTINA ADSDREEEFTLET, CThODBEFORKERET ZICIF. Ry bhT—2
A ®D Unified CM 8.x TN RICEAMNS F SV I TIX ZEEHOEFICLTHEET, SIP T
OF VAT 8Xx TINA RICEBET 2188, X HATOFIAD NS VI TEMICE->-TWS
CEEHERLET,

m H—RN—F 4 XY NT—=IANDEHEH. COLSWBIGE. T—RN—FA4 DRy NT—7
H* ActiveControl ST /N1 ANSDOFEVHLZED LS ICUEBT M EHhI ST, LEBY
ATAICEL > TIEBTEINZGENHDFET. CODLSBBEFEOEXKEZRITSICIE. —K
IN=TFTARXYPNT—=IANDIXRTDORSZ VI TXZENOEXICLET,

n SNERR Y MU= BRI S, E2IEAREPTHL Unified CM /N\—Y 3 V(TR T %, Cisco
VCS FibDEAH, Cisco VCS X8.1 hhs, V—Y T4 IIL7—%AVICLT, #Exy b
7 — £FzlEH L Unified CM Y AT AICEESI NS INVITE RO iX ZERICT B ED
TEEI, (F7ZAILRTE. TOTANT—RBFATICHB>TVWET, )

13.4 SIP @EEEAD UDT 2 EMICT S

ActiveControl &, TV RRA Y bADEME X ~DEE. BEFOMOSINEDOLIE., A
BOSMEY A RNRE, FEDEEEICUDT hSYAR—M7OMINZFERALET. UDT IE
T7AINTERCHE>TVWET, ZEOBERNTUDT 2EMICTZIEHNTEET ., HlX

(. 3—J/Lay bO—JLA UDT ZEALAWSEET. ThhAOd—)LadY kO—JLhMeeting
Serverh 5O A=)V 2R TR VWERRTHZ EEZSNZIHATY,

Meeting Server ® Web &I« V4 —7 x4 A% EAL T. [BE (Configuration) ]>[API]
DIEICERLE T,

1. APl AT Yz D) X MT. /compatibilityProfiles DD » 2%y F7LE T,

2. BFOEMETO7 74O objectid 20 Vv I $%h. FFHLWERKETOT 7
TIEERLET

INT A—% sipUDT = false ZRELET. [EE (Modify) 127Uy I LET,
API A7z DY RXKNT, [system/profiles DED» 25y TULET,
[BREIIEE (Vieworedit) | Ry vEIZY VI ULET,

[[#iR (Choose) ] #2 Uw o L. /NT A—% compatibilityProfile DAfI%EIRL £,
FEREDODRTY 73 THERUEBRETO774ILO ATV MID 2 &RULET,

7. [£&E (Modify) ]22 Vv I LET,

o o A~ W
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13.5 Cisco Unified Communications Manager T iX H7/R— N &8
9%

iX 70O~ 3)LDYR— k&, Cisco Unified Communications Manager T—&FD SIP 707 7
AU TT 7 A N TERDCHE>TVWET, Unified CM T iX HR—FZ2BMICT BIC

F. FISIP7O774INDOYR—bZREL. ThASSIPT7OT77/IILZESIP AZVTIC
BARAULET.

SIP 707 74)LTDiX HK—FDRE

1. [FIN1 R (Device) 1> [F/)\A RE&E (Device Settings) 1> [SIP 7O7 71
(SIP Profile) ] #1BIRUET., SIP 7O77AMILDKREBELE—ERTV 4 Y ROUHFRRS
nxd.

2. ROWThHhERITLET,
a. FILWSIP 7O7 74 /L&BMT 5ICiE. FREMEIUv I LET,

b. BEDSIP 7O7 74 IL2ZLET BICIFE. BEZHEZAHNLT[RE (Find) ]
#UyoLEYS, BTSSP 7O0771ILDOEZRTIZI VI LET,

[SP 7OZ7 7L ILERE] V4 Y RUDBRREhET,

3. [XPFVU—vavAF4 7&FA (Alow iX Application Media) ] DF v IRy &
ZZREIRLET,

4. EMOREZEEZMZAET.
5. ((RE] 27 Vv I LET,

SIP NS> OADSIP ZOZ 71 /L DEHF
1. [FIX1 R (Devce) ]>[F5¥% (Trunk) ] ZBIRLE T,
[(FZYIDBRERE-ERR] V1 Y RUDRRENET,
2. ROWIhHhrZzRITLET,
a. ILLWNS VI EBMT5ICE. [FHEEm 22Uy I LET,

b. NSV IZEETBICIE. BREFHZANLT, BER]ZJ7YvILET. EMR
TBHLIVIDRMEI VI LEY.

(INSYIRBE]I T4 Y RIDBERRSNET,
3. [SIPZAO7Z74I)L] ROy 7HF OV RMD S, @Y SIP 7O7 714 IL&&RLUET,
4. (RE]ZVVUYIUULEY,
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5. MFDO LSV U ZEHI 2ICIE. [REDEA (Apply Config) 127 1) v 7 LTH LWL
EZEERLET,

13.6 CiscoVCS TiXZ74ILHYVTT 3B

ZORJ)LEHR—MUBVEBEY —YO X 77V 5—oavEigza 74050V 095E5
[C Cisco VCS #E8E T BICIE, SIPUDP/IX 74T —FE— RDFMEREA TV a v AVIC
HMESNTWBRHRYAY—VTOT77AINTY —VEBETDINENHDET,

ZPRNRVZAN Y=y 7O774INDA T a VB EEETHITHICIE. UTEITVWET,

1. ILWEBEY — Y ZERM T %h. TREBREOY—V2BIRLET ([RE
(Configuration) ]>[¥Y—> (Zones) ]1>[YV—Y~ (Zones) ]) .

2. [V—>rZ7O7 74 (Zone profile) |DFFMRED/INT A—FIET, £LEERIhTW
BRUVEEIE. (X5 A (Custom) | &&IRLET., V—rTOT7 7 ILOFMREA T
VavHhRRINZEY,

3. [SIP UDP/IX 7 4 JLZ E—K (SIP UDP/IX filter mode) ] KO FH IV A2 —h5
[A> (On) 1Z#EIRLZET,

4. [RE|I 27V I LET,
13.7 XM7Y a—FT4T

T 12 XAy Y —2ECERFEOERFLEOHE

Unified CM 8.x E7=ldZn LR BENKKT B

Unified CM 9.x 9.1(2) BAAl BEESEFEICUIEI %A, ActiveControl
U

Unified CM 9.1(2) BEEIZIEEICIE S h, ActiveControl £, %

IVRRAVEM -iXB LV SDP REDHR— ML IV RARA Y MDBEFT DAEEED B S D
BEHL KT ZAEEMED B B
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14 R5a2—5 -8A

AT Y a—7l&. Meeting Server MMP ZfEFL T, $ILWIAYR—X YV MELTEASINZ
T, ATT1—FhEMCKRRE, RTT1—FBIN—TNY I AV5—T x4 R%HLT
Call Bridge IC API XX Z{TWXY, ZFDFfs, AT a1—7FlF, CallBridge H/RZA ML TWL
% Meeting Server [CEATZUENHDEXT., AT TJa—FHYJE— Call Bridge ZEHT
5LOICRETDLIFITEFEEA.

SR7EFHDWeb Bridge® ') X k&, Call Bridge APl 2R UL TR Y1—FICk>THRIESh
F9., HHEEG C2W ##Eld. Call Bridge h¥&Web BridgeA® C2W #Er &I T D HEE
BEkIC. &Web BridgenNtEiiecnEd., NFIN—TNv I 41 v5—7 x4 ABZHATEHHW
IZiThn3fs, A Ya1—7 & Call Bridge BOEHREZEMICT 27oHIC. BARKIREREF
WEHDFBA. BABRIC. C2WERRIFIXNTEETI N, X7 1—F &Web BridgeDE T
BNV R 28R 2HLENHD T,

FER AT Va1—FF, VTAIRNDITRTD Web Bridges AND C2W {Ei a2 L TEEZNE
KHhEd, KBELRTF—IX—IX%EEY Call Bridge DEATIF, H—/IN\—%Ei2EIT 50
CRTT2—FZB WL, T—IXR—RORHAN T T ULRICOLABEEMICLET. Ch
[CIFEwK 30 D XY,

Web Bridge Web Bridge Web Bridge
T TSGR e ET
T LT e e E T LT
DMZ / . T Tl T ! \ T T T i
N N = s e ! o= - - -
‘ : he e e TS - o i
i : P > e TR -
' e ~. Rt -, P
Internal ; R Dl e L N i
e T N SE e T “ i
! e T ;e Y ST T el i
LA A L L e RN S R e e - TN
Call Bridge Scheduler Call Bridge Scheduler Call Bridge

C2W Connections

----------- Call Bridge - Web Bridge
''''''''''' - Scheduler - Web Bridge

IARTD Call Bridge E—#EICAT I 21—F%Z8BATZWEIFHDFTFEA. Meeting Server
Small & VM A _Ed Meeting Server D A7 Y a—FF, T 150,000 DI—F 4 VY
Z#HR— b L. Meeting Server 2000 D X7 ¥ 2 —F1% 200,000 DX —F 4 T = HR—b
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ULEd, 22FKEIDORTIa2a—FZEBMLT. LIVIVRAZRHFETEET, ATV
1—ILEHI—FT 4 VT DT —% [FMeeting Server DF—FZ RX—XIFFESh. 7525 —1{t
BV VITIRY Y RTF—=IR—RBADOHANYR—FEThTWET,

Call Bridge &, AT Ya—SM5DAPIVI IR N ZI—Y—0D [R5 Ya1—7F] &LTOY
REFEITZEHEEIHNDET, InFOJT0HZERNELTED, EEO7HAVYNTREHOFEE
ho EINVNAYTHIYRNIBL, RTVa1—5021—F—[FATRMICTHV Y M EERT %
WEBEHDhERTA, RTVa—FF. W—TNvY A5 —7 x4 X$ZHT Call Bridge API
ZEAL. BFPICAPI OV Y RZRITTREETED Y —RICKRDET,

141 R Ia1—S5%28AT 5

A4 Y a1—7 & Call Bridge OB DEHRZEIICT 27012, BARMGREIIVELD XHE
he TNIIL—=TNKYI AV7—T7 x4 ATEIWICITONRET. BEERIC. C2W &
IRTHITITH, sAT Y 1—F&Web BridgeDE TEFEBR/\Y RILEZRET ZNEN
HhFET,

1. C2W b S A MNZRELET,

C2W &, AT Y a1—Fh5&Web BridgelCHEIZI I N5 TLS X— XD WebSocket
TY, AT Ia1—7FF. V7 RYADEWeb BridgelCHEHTE2UENHD T,
ATI21—ZF, COEGICERSNS VA7V MERAZEEF—DREZEKRLET,
INnZEITSICIE. SEFAEZER L. SFTP #2H T Meeting Server IC7 vy 7O—K3 3
M. pki MMP OX Y RZfEAL CAEAEZER L X7,

AT 1—FHAEZFERATSLSICRELE T,

scheduler c2w certs <key-file> <crt-fullchain-file>

RICHZRULET,

scheduler c2w certs scheduler c2w.key scheduler.cer

AT T a1—7Id I 2 EWeb BridgeZ S TE2WENHD XY, SFTP FEMT.
&Web BridgeDEIRAE Z 3 LEB/N\Y FILE7 vy 7O0-RLET,

RDIAYY RZFERALT, AT V21— 28ELET.

scheduler c2w trust webbridge bundle.cer

Web Bridge 2T Y21 —5%EHTEB I LHLNETY, Z0M . ROIAVY RZE
FAUTRESNINY RIVICRT V21— FiIREZ DS ENEETY,
webbridge3 c2w trust <crt-bundle>

24 ¥ 1—F & Call Bridge OmAICULER T N TOIEREE.
<crt-bundle>.
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2. (A7Y3y) RTIV1—FOHTTPSA V5 —Tx—RERELET,
RTTa—FICIFHEEDHTTPS A1 V5 =T x4 ADHD. ThzFMTTBE AT
1—F APl ZERALTRTV21—5 I—TA VI ZRETHIENTELT., L.
Web Bridge (3B APl ZERLTRT Y21 —FEBETDHILEFHHEEA, HTTPS
H—N—DEMMLRIDATREHDEEAD, BB LTI TILY a—FT 1 v T OHEN
REINZH, BMCITZHILZ2HEHLET,

ROARY REFEALT, HTTPS H—N— Uy Ry A V5 —T 21 ZERELFT,
scheduler https listen <interface> <port>

RICHZRULET,

scheduler https listen a 8443

Y Y K scheduler https certs <key-file> <crt-fullchain-file>
ZEALT, Y—N—DFEREF—RT7ZR/ELET,

Bl

scheduler https certs scheduler https.key scheduler https.cer

3. (AT7Yav) A-IY—N—Z2RELXT.

AT 21—F, SMTP A=)l —/\—DF/EZ N LIc A—ILBHDEEZ Y R—k
LET. I—TA4VIDBRTIVa—), Frrvtl., LBEESNDE. A—)LEA
HEMEICEEFEENET,

P—N—F KL RER— N OERH, *—IL70~ L OEME. BEDTHDOI—F—%
DFREIF. RDRTY21—F MMP IYY RTHEELET.

scheduler email server <hostname|address> <port>

scheduler email server none

scheduler email username <smtp username>

scheduler email protocol <smtp|smtps>

scheduler email auth <enable|disable>

scheduler email starttls <enable|disable>
P—N—=FRLZDPBESNTORNER, A—LRBRATY1—FTRESNEHA,
RTTa—FDBA—IIBEFEEETBICIE. DB EDH 1 DDA —/N—ZR/RET
BPUENHDET. A—ILE, S—FTAVIDRTYa—ILICEREN ATV 21—5
METRBL, FEDRT Y 21—ID0XETEET. A—IY—N=BFIUULIE
B ORI 21— A= ZEELET,
=TT H—)\—H" 5000 T U (5#) LRI Exchange BFA—IL —/\—H5
RWEZZELRBWES., AT V21— RERZEFNICESTLET,
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AT 2—FlF. ROZVATOA=IIEEEZYR—FLTWEXT,
a. SMTP
b. SMTP &EREEEHAO4Y 4 >~ (Auth Login)

c. SMTP & STARTTLS

d. SMTP ($B5FO04 « >~ & STARTTLS f#F)

e. SMTPS (SMTP S vH# oY aveEnIy KY—I v K TLS BES1{)
f. SMTPS (FREFOJ 1> b)

AT : Exchange Server 2016 CU22 - 15.1.2375.7 $ £ U Exchange Server 2019
CU11 - 15.2.986.5 DERAZHEH L XY,

N=23v34h56, S—T4AVIDBFHFRELEDA—ILT RL AN SITXTOEM
HIOEETEEYI, MMP OTY Y R scheduler email common-address
<address@mail.domain> "<Display name>" T Meeting Server EICHBED A—)L
PRLRERTEGERELET, RTVa1—FHHBOA-ILT RLZNSEMEICS
— T4V ITRBHFREXELET,

HBA=ILTZRLADNEDIZE., RTI1—FFHEEDA=IL7 RLZANSTBREFEA—I
ZXELET,

AR HBEDEFA—IT RLADNRES N TUWERWNSE, SMTP 4—/\—|C & %58
EHMMP]?/F%ﬁmbT%¥X—wJth%mE?éM%#%Di?O27/
A—FA=NDA—F—F <smtp A—HF—F>, MMP TEHIh/=CDT7AHI Vb
IClE. 927770 2—F—DRDDICA—ILZEETE 2B LBIERIVETT,

EEEEZHNT B0IC, BREELTA—ITRLADMICHEERLEZRHDIELT
2Fd, V77TV EFERALTSIS—FTa4 VIR Ya—IllandE, 97 77Y
FZI—FT4 V2R I2—)ILLTWB1I—HY—DE&a2HEEDRRZELTRT Y
—JICEELET., EEDRFZRREEUVTHRETBICIE. ATy DINTA—%
organizationDisplayName Z X7 1—7 APl [CEHBIENTEZT,

AT 21—FH SMTP BEHTA—ILBHZXRETESLIICTBICIFE. A—=)LHTF—/(—
A SMTP ZORJIDIBER—FTYYAVITBELDICHRELET,

a. AT a1—FHIMEFDBEIERF. AT IV1—FAVR—XVNEEMILET,

27T 21— )L & EE
b. A=)l —/N—ER—PZRELEY.

scheduler email server <hostname|address> <port>
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fceZ &L
scheduler email server exchange.example.com 25
scheduler email server 10.27.33.55 25

c. AJa—J&FRICLEY,
scheduler enable

AT 1—FHRFAOTA V2 FERALT SMTP BHATA—ILBHZEETEEL5ICT
BICiE. A—=ILY—/X\—ASMTP 7O N JJLAICEE S NIzR— hTU/Z/?%&O
[CEREL. SMTP 4 —/N\—AFREEOJ A v Z Y R—b935LS5ICL. RBEEAOI—H—
WOV EEBRELEYT., MMP TEBREN/-ZDT7HIVNCE. 927 77Y) 11— ﬂ—
DD D I[CA—ILEEETE 2B LBIERIFVLETY,

a. AT a—SHhIMEFDIBEIEF. AT V1—FAVR—XV N EEMICLET,

ATy a—IzENL
b. X—=)ILH—N—ER—rZRELET.
scheduler email server <hostname|address> <port>
fcEZ &,
scheduler email server exchange.example.com 25
scheduler email server 10.27.33.55 25

c. [BFEOY 1> (Authlogin) 1 A7 avaEHICLET,
scheduler email auth enable

d. BEEICERIZI—T—RZ/ELTLLESE,
scheduler email username <username>

NKRT—=RZADLTLIEE,

scheduler email username test@test.com
NRRAT—RZAALTLLEE L :
NRRAT—REZBEAALTLLEZ W
e. AT Va—JZzFMILET,
scheduler enable
AT 21—FhH SMTP LU STARTTLS BHTA—ILBAIZXETESHLDICTBIC

[F. A=ILY—=/)X\—=A'SMTP 7O M JILDIBESNIR—PTY YAV T BLSICERE
L. STARTTLS #8B%hcLE T,

TLS a2 T 220D, A—ILY—N—¢ERTIa23—FBDOTLSN\VYRY A 7IC
L BIAEDOXMAEZSENETT, T7AIINNTIE, RTV1—FEIXRTOIAER(E
U, A=Y —=—N—DSESNTL ZEEDHAEZZITAND ZETTLS &z 1E
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BICHEIIDLIICHRESNTWVEYT., LML, AT V1—FICRREDIREZRE
FBRICHDEMATavhHpDET., COE—KRTR. ATV a—FR@FRESNIEL
REDHZZITAN, EELET,

a. ATV a—IhIMERDIFEIEF. AT Ya1—FAVR—X VY MEEMCLET,

AT a—I e\
b. A=)l —N—&ER—PZERELET,
scheduler email server <hostname|address> <port>
fcEZ &,
scheduler email server exchange.example.com 25
scheduler email server 10.27.33.55 25

c. STARTTLS A7y avaEAMICLET,

scheduler email starttls enable

d. FEDIRAEZFEAIT 5ICIE. FIREHAEZ 1 V/R— kL. SFTP #2H T Meeting
Server VM IC7y7O—KRULEY., ZhhHs, ROATY RERTUTHHPEERR
EULZXT,
scheduler email trust <cert or bundle name>
BRESNIIARAEZIEVHRIABPETHIVNELNHDFT, LEZIEFE. BRI
SAN DA —)LH—/)\—D FQDN &E—H UL TWBREHLH D . FIRAEHNHRTIN
ICB>TULWRLWRENHDEY, EBRIC. SEBHEAD Certificate Authority IC& > T
RITSINEBR, B Fz—VICHEIAENH %55, IL— b CAFEHE. X
fold)L— N EERRZE. REEERE 1. DEREHE 2 LEZ CDIEF TR OEAE /Y
FILZERELZX T,

e. AVa—ZaAVKR—KXVNEEMLET,
scheduler enable

A4 Y 1 —5H Auth Login ZfEFR U7z SMTP 8 & U STARTTLS 2T X — /L@ %%
ETESLSICTBITEF. A=ILY—=/\—=HA SMTP 7O M JILDIEBESINIz/R—F TV
YAVTBEDICEREL. STARTTLS #8F#ICLET, 5T, SMTP H—/\—%FR
icucAy4 viBita YR—bh U, BEEICERAS NI - —7HhOo Y 2R EL.
STARTTLS #BMICLE T,

TLS %L T 270D, A=Y —N—, XTI a1—FBDTLS AV R TA7IC
L BAAZEDORIENEENETT., T7AIWNTIE, ATV 1—FR@FINXNTOREZE
LU, A=IT—N—D5EX5NTL 2ERDIMPEEZZITIANS & T TLS #ixZIE
BICHEILTSLIICRESNTVWEYT, LML, ATV 1—FICIIREDIREZRTE
FTE5HDEMATIavhdhET, COE—RTIE. ATV 1—JFRESINIEE
AEDHZZITAN. EELET.
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a. ATV 1—FhEMEFDIBEEIF. AT IVa1—FAVR—KXY N EERICLET,

AT a—I e\
b. EESNcA—IY—N—ER—FZRELET,
scheduler email server <hostname|address> <port>
feEZ &,
scheduler email server exchange.example.com 25
scheduler email server 10.27.33.55 25

c. [BFEOY 1> (Authlogin) 1 A7 avaEHICLET,
scheduler email auth enable

d. FREEICERI 1 — Y —RZ/EL TS,
scheduler email username <username>
NKRT—=RZADLTLIEE N,

scheduler email username test@test.com
NRAT—RZANLTLES
NRAT—RZ2BEANLTLSEZ N :

e. STARTTILS A 7Y avzEMICLET,

scheduler email starttls enable
f. FEDFRAZEZFEHAT 2ICIF. FTAAEZ A V/R— bk L. SFTP #Z2HT Meeting

Server VM IC7y7O—KRULEY., ZhhHs, ROATY RERTUTHHPEEER
ELET,
scheduler email trust <cert or bundle name>
BRESNIEPSEBEVRIAAEETHIVNELNHDFT., EXE. HBRFE
SAN EHA—)LH—/)N—D FQDN &E—H UL TWBRENH D . FERAENHRTIN
[CBR>TULWRWBRENHD XY, [EHRIC. FEBHEAD Certificate Authority IC& > T
RITSNEEE. TEFz—VIChEERENHZHZE. IL— CARERE.
fold)L— N EERRE. FREIFEERE 1. HMEREAE 2 UEZ COIEF TROEE/NY
RILZRRELZX T,

g. AVa—ZaAVR—XVNEBWLET,
scheduler enable

RTY21—7h SMTPS BHTA—ILBNZEETESLDICTHICE. FHEDR—KT

TIYRY—IVR SMIPESEEYR-—PFTELICA-IIY—N—ZRELFT.

TLS R E LT /DD, A=) —N—¢ERTVa1—FBDTLSN\VYRYTA7IC

S BIEAEOKIBPEEINET, T7AIITIE. AT IV21—FEIXRTOIRAEEZE
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L, A=IT—N—DHSESNTLZEEDIAELZITAND I ETTLS Eii%xIE
BICHITSEIICHEESNRTVEY, LA L. AT VYa1—FICIEEDIREEZRTE
ITHEHDOEMA T avhrdpbxrd, COETE—RTIE. RTV1—FEERESINTEE
BHEDH=ZITAN. EELET,

a. AT a—SHhIMEFDIFEIEF. AT IV21—FAVR—XV N EEMLET,

AT T a—I) & EWL
b. EESNIA—IIY—N—ER—FZRELET,
scheduler email server <hostname|address> <port>
fcEZ &,
scheduler email server exchange.example.com 25
scheduler email server 10.27.33.55 25

c. X—=J)L7OKMIO)L%Z SMTPS BREL XY,

scheduler email protcol smtps

d. HEDIHAEZHEAI BICIE. TIFFREZ 1 V/R—b L. SFTP ##H T Meeting
Server VWM [C7 v 7O—RULEY, ZhhHo, ROIVY REXRTUTIBEZR
ELET,
scheduler email trust <cert or bundle name>
RESN/AAERBMLIAAETHIVENHDET, EXF, HBRHFLEI
SAN ZH A =)L —/\—D FQDN &£—H L TWBREHNH D . FEREHHARTIN
[CBR>TWRWRENHD XY, [EHRIC. FEBAE M Certificate Authority IC& > T
RITShIicBE, B3 Fz—VICHEEREN HBI5E. /L—~ CAGERE. X
fol3)V— hREFRE. PMEEERAE 1. PEEIAE 2 Uz COIEF TR TARAE /Y

RILZRELET,
e. AT Va—FaAVIR—KXY MM SMTPS ZERAL TA—ILEBEZT T TEDLSIC
LET,

scheduler enable

AT Y 1 —5H Auth Login ZFER L7 SMTPS 2 TA— LB ZEETZSLDICT
3ICIE. BEDR—FTIVRY—IY R SMTP BEEB{LEHR—F T2 LDITA—ILY
—N—ZRELXT, E5IC. SMTPS H—/\—4" Auth Login ZHR—b T2 L5 IC
L. BRI 21— -7 Hho Vb Z2RELET.

TLS R Z LT BT=DD. A=Y —N—ERTI21—FHDTLS NV Rz A7
KBAAEORMMSEENET., T7AIWNTIR. RTV21—FFIRTDIREZZ(E
U, A=Y —N—D5EESNTLZERDIAEZZITANS I E T TLS EiGzIE
BICHITSHEIICRESINTVEY., UL, ATV 1—FICIRHFEDREZRTE
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FHEODEMA T avhrHDET, COTE—RTRE, ATYa—JEFRESNIEE
BHEDHZZITAN. BHELET,

a.

2TV 21— FHERDBEIE. RTV2—FAVR—IXVEEEMICLET,

AT I a—IL & EML
BESNA—INY—N—ER—FZRELET,
scheduler email server <hostname|address> <port>
fce Z &L
scheduler email server exchange.example.com 25
scheduler email server 10.27.33.55 25

[FREEOS 1A > (Auth Login) ]| AT avER/HMCLET,
scheduler email auth enable
REEICERAENS - —D1—Y—RZRELZXT,
scheduler email username <username>

NKZAT—RZANLZET.

scheduler email username test@test.com

NKRRAT—RZEAANLTLEE W :
H5—EBNRT—RZEADLTLEEW:

A—=)L70OK3J)L% SMTPS BREL T,

scheduler email protcol smtps
REDMAZEZEAT HICIE. £TEAEZ A V/R— K L. SFTP ##HT Meeting
Server VM IZ7vy7O—KRULET., Zhhs, ROATVY RZRTUCHHAE%ER
ELET.

scheduler email trust <cert or bundle name>
RESNICAIAZERBMLIAETHIVENHDET., eXE HBRFLEI
SAN ZH A =)L —/X—®D FQDN &—H L TWBREHNH D . FERASHHARTIN
[CBR>TWRWRENHD XY, [EIHRIC. FEBHEAD Certificate Authority IC& > T
RITShicBE, B3 Fo—VICHHEEEREN HSIHE. JL—~ CAGERE. £
fold)L— N EERRE. HRERERRE 1. PRERIERE 2 MUFEZ CDIEF TEORE/NY
RILERELE T,

27T 1—5AVIR—%K Y A Auth Login T SMTPS Z{EHUTA—ILEBEERT
TE5&L5ICLET,

scheduler enable
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14.1.1 R Ta1—SOFAO75

ATTa—FF. 9T TV IER. A—ILBH. BLVPRT Y 1—7 timedLogging
MMP O< Y R&FER LK APl OGO 28T AT avayR—MLTW
x99,

timedLogging "B TIEEWGE. Meeting Server [IXOHNERTLUET,
cms-vm> scheduler timedLogging
{
"webBridge" : "0",
"api" :"O",
"email" : "0"
}
timedLogging A 7> a vy OWIThhZzEMICTSICIE. ROOAIX Y RZFEALET,

A4 a1—7 timedLogging (webBridge|api|email) <KFfE>

BIZ(E,
cms-vm> A4 Y 1—7 timedLogging webBridge 600
FXZh

time ZHIWE TRSI N, F|/ES N/HEEEE O timedLogging ZBMICLE T,

cms-vm> scheduler timedLogging

{

"webBridge" : "594",

"api" . "O",

"email" : "0"

}
R LRGN ERT 0. REOBEXLR ST 1—F 4 Y OFIENET
Lfcs. SFTP zERALTOV 774125y O—RULET,
H—N—F7RLRER—FDOEE, A—IL7ONJLOEME., FIEOLHOI—H—4F
DFRFEIF. RDRTY21—FMMP OIYY RTIEELET.

scheduler email server <hostname|address> <port>
scheduler email server none
scheduler email username <smtp username>

scheduler email protocol <smtp|smtps>
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14 Xosa—= -8R

scheduler email auth <enable|disable>

scheduler email starttls <enable|disable>

F—NN=TPRLADPRESNTVRWMEE., A—ILIFATI1—FTERESINIEA,
AT 21— A=IBFZIRETBICIE. VBLCEDH T DDA=IT—NN—%E_ET
ZMEBAHDET, A—IF. S —FTAVITDRTIVa—ILITERENERTY21—5
NETIRBL, FEDAT I 1—FhEEETEEXFT. A—ILT—N—DFU U UIF
é\ EIJU)Z/J':/“J—%?b{)(—)LE%{%bi?o
S—F4 T H—=/)\—=H 5000 U (5#) BLIRNIC Exchange BF A=)l —/\—H5
BEEZELLWNEE., AT YV1—FREXZEFNICIETLET,

4, A=)LY—N—%HBELES, ROAXVREF>TARAT V21— BMLET,
scheduler enable

5. ROOAX YV R#FALT. Y—EXRDEREERAT—IA=HEIELET,

scheduler status

[ERRBBROY Y 7ILH T

cms> scheduler status
RAT—RZR B

ELPL
EEFICT—2R—ZHWEL.
HTTPS B'ERESINTWD

2w ARESNhE L

A=Y —nR—pRESINELTL

WO N O 1 A W NBR

RHTa2—5 PFIVr—avnorRT—22R:
{

[y
[l

"status" : "UP",

=
N

"components” : {
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13 "c2w": {

14 "status": "UP",

15 "details": {

16 "GUID": "dc@6cl0f-a220-42d8-bdeb-f9be3do7faf4",

17 "webbridges": "webbridgel.mycompany.com:4443:CONNECTED,
webbridgel.mycompany.com:8443:CONNECTED,
webbridge3.mycompany.com:8443:CONNECTED"

18 }

19 }s

20 "db": {

21 "status": "UP"

22 s

23 "mail”: {

24 "status": "UP",

25 "details": {

26 "location"”: "smtp.mycompany.com:25"

27 }

28 }s

29 "ping": {

30 "status": "UP"

31 }

32 }

33| }
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15 ¥z UrrICET S EDMHDEEEFEE QoS

15 X2V T4ICEATSZDMDOEREEIEE QoS

CDETIE., X509 SFAAE & NFRIC L DEREEICHINZ T, Meeting ServerTHIBTE 52 Z Dfth
DEFa1VTFABEICDOVWTHRRALET,

FcoBEICRHEHIhTWEOTYYRIE. MMP AR Y RUTJZ7LYR A4 RICHRBHINT
ll\ia_o

15.1 X@BF7 /X Hh—K (CAC) #&

Common Access 1—R (CAC) I, AV E1—FERICT VAT ZIHDRIEN—I v &

ULTERENET, CAC ICERHEETERVMERNIZENTVIIN. H— KR LOBEE/\—
RO 7 TCHERALULTH—RABEDETZIIHT 52 ENTEET,

Meeting Server (&, CAC ZfER L7 SSH 8L UWeb EIEA V5 7 1 —ANDQEEOY 1V
ZHR—FLTWVWET, FI3OMMP OYY RZFERALT. HRBEDTTOCMAY MDD
[CCAC 288 ELZE Y.

®13:CACOVAV%ERETS MMP OT VK

cac enable|disable [strict] IARTDNRT—RR=20O05 41 V%HllRT2ATavn
ZANYYI R E—RTCAC E—REZBEYICLET

cac issuer <ca cert-bundle> CAC SIHHE 2RI /- DIEETEZHAZT/NY RILEH
AMLET

cac ocsp certs <keyfile> FRAINTLSIEE. OCSP H—/\—& 0D TLS BEDHD

<cer- tificatefile> FFRAE EMEHEEAAILET

cac ocsp responder <URL> OCSP #—/\—® URL ZH#BILE 9

cac ocsp BRML | ML CAC OCSP Rt Z A/ EMICLET

15.2 Online Certificate Status Protocol (OCSP)

OCSP . SEFRZEDEMM L KRR ZHERT DIDDANZZXALATY, MMP (& OCSP % 1{&E
BAULT. OJA4 VICERIN CAC HEINESH. FICKPILTVWERLWINESH ZERT
X9,
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15 ¥z UrrICET S EDMHDEEEFEE QoS

15.3 FIPS
FIPS 140-2 LRIV 1 BEDY 7 MV 7BEEV2—-ILZEMCT %L, BEREEFICDE
Ja—ILEFRUTETIN. BEREIL FIPS AEAEE 7)Y XAICHRERESNET,

& 14 :FIPS 28%E3 5 MMP OT VK

fips enable| FYRT=U0bFT7 4y DINTDESRIET FIPS-140-2 T— REESLERHE
disable ILBEHMICLET. FIPS E—ROBEMELE-BEMLRE. BEMNFLETT

fips FIPS E— RABWN ESNERRLET

FIPS ¥ X b HHAHD FIPS TAMEEITUET

15.4 TLS FERAER DIRAE

UE—MEAZENEHETESLDTHD I L ZHRT 27cHIC. SIP LU LDAP DHEERER
EEPICTZENTEET, BRICT S &, Call Bridge [FEICE B 5D THEFEZRAL
feMCBEREL. YE—MEAZEZERL. BRENLHAEZ. 7y 7O0—KkEh, —N
—ICERSNTWSEEAN 7 EHBULET,

F15:TLS #88F9 5 MMP OT Y R

tls <sip|ldap> trust <crt BHETZRARZEEELEY

bundle>

tls <sip|ldap> verify SERAE DIRFE = BRI/ BT T 2 h . HREEIC OCSP Z{ERT % H
enable|disable|ocsp HEELEYT

tls <sip|ldap> BHEOERZRRNLET

155 1—Y¥-—avbkO-—-Jl
MMP B0 —H— (XD ENTEZET,
» BOEBI1I—Y—D/IXRAT—KRa2UEY TS

" 1Y -—DNRAT-RTRODBULERATESRAXFHERET 5 - TOMICHEZ<DI—
Y= NRAT—=R IL—IAEMENhTWET

P7RLATMMP 72t X%4IR3 %
SRETIRER 7 A4 RILHAB DRIC MMP 7 AU Y & EMICT S
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156 Z7472x—)LIL—I

MMP [, X747 AV5—T A REBBA VI —T A ADAAICH LT, BEBT 74
TOA=ILIL—ILDERZYR—bLET., CNRBELBRYYRT7OY 774774
YVa—ravoRBZERLICHLDOTERW S, I TEHEFMZHIALIEA,

T77A4T7 A== ILIEEA VY —T 24 RERICIEET 2V ELHDET, 15 —7
TARCT7AT7 0 A—=ILIL—ILEB/ELID, WFZEFDAVI—T A ADIT 74T T 4—
IWEAMICLTL S, FElEFICOVTIE. MMPORY KR UZ7LY R #5BLTKL
/-1 AN

BE 774774 I)LOREICIE. YUTZILAVY I EERATEIEEHRELEY., SSH
FERT B8, L—ILDIF—IC&D SSHR—MDBTZ I ELALREEICKEZINSTY, SSH %
FRITZVENHZIGEIE. 77477 A—=ILZ2EBMICT AT, 850 ssh IL—IL HEESE
AV =71 —RAICHUTERSINTWS I EERERLTL LS,

15.7 DSCP

Meeting Server EORBZ 574 v 794 FICH LT DSCP # ¥V /&2 EMICTEEY
(MMP AR Y RYTZ7LYRESRBLTLZE W),

1. MMP [COJ1 Y ULET,

2. MEICISLU T, dscp (416) <traffic type> (<DSCP value>|none) %{#F L T DSCP
HREULET., fll: dscp 4 casm 0x22 Chid IPv4 DB, BB, BLUAVTFVR%E
REULXT,

3. P DI, dscp Assured (true|false) ANV RZHEALT. BFEI LU IVILF
ATF4T1 bZT74v 0594 7 U TRIEE 72 (EIEREE DSCP EDERZ#FIL X T,

@J . dscp assured true

7 : DSCP # Zl&. Meeting Server SXESINZIRTD/NT Y MIOHBERINET .
PCU 247> KDSCP #FXvIDigE. JIL—7TR)I—%FRALTHED DSCP E%X EHE
FTHELENHD XTI, hid Windows HHIEIL. BEDI—H—7HU > ~MIIE DSCP 5%
T BERNBRNHTT,

15.8 SSH B %R T S

ST SSH F1=ld SFTP #BH T Meeting Server ICIE#TT 2 BB E(E. O 1 VT 5HIIC
Meeting Server [C4 Y A h—ILEN/cF—DIENZERF T 52 & T. Meeting Server A 70
VIS BFXF—ZERIBENTEXT,
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F16: F—ZBE95 MMP OT YR

ssh server key H71ICIE. Meeting Server RA RHDITRTDEREEF—DH A X, 9147, 74
U b VH=TIV Y RDF—DIVRANBLUUTOF—IERREINET,

e ssh_host_dsa_key.pub

* ssh_host_ecdsa_key.pub

e ssh_host_ed25519_key.pub
e ssh_host_key.pub

e ssh_host_rsa_key.pub
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16 [EEFZTN2—T 1> 0T BDICRILD Cisco YiK— DZ#FY—/L

16 REZNZT7INa—Ta VT FT5DITZILD
Cisco %#/R— b DFEZETY —IL

Syslog LO—RZFEHAT R ELICMAT (Y ay 3.1.4) BHOBMBOZZZIET 578
[C. Meeting ServerCU T DEEZFATZ T,

SIP FL—2X

aOJ I\ R

BEDIA-INLYITDX—TL—LZENT S
BRBEHIPATAT7 BV 21— ILOEHENGL R— b

16.1 SIP FL—2X

WebBBEA V77 x—20 O] > [Ellb L—X] R—J%FHALT, BMDOSIPML—2X
EEMCTEHIENTEEY, chooOyid, SIPIYRRA Y MNOEEEY M7y TDk
KEEZAR T 2ERICRILE. 2RO OBEEEMICTINEAHDFT, TROTH
B LICR<BEDICBDIEEZHLSEOHIT. 15, 105, 30, F/zld 24 BREDRIREIC
BEIICATICRDEY., MITNVa—TFT4VIDFFEMICDOWTIE, Cisco vz 7HA D
Meeting Server®HR— MIBET 2 FAQ] ZEBL T EE L,

KBLEOTA4 VRITOEMICIIUTAEENET,
" OJAVICEETEZARYMNOTAYE—JICEEFNZEHRD IP 7KL R

n 1Y —ZEBRKRLIEOTAYELUCAT4Y Ey a3 yDY A AT I MNITUTER
ShicEFEAYE—Y, L -O74 VI ULTHERSINE T,

16.2 AJ IV KIL

Meeting Serverld. Meeting Server®t£2 BV R—KX Y MO EREZRLOYI/INY RIL
HEERTBHIENTEEXT, CcOOT/INY RILICIE, syslog 8L live. JSON 7 71 ILHE
FNEI. FEREICEL T Cisco YR—MIEBITBEIF. ChoDT7 74 )Lz SREW L
E. BN TEET,

Meeting Server®@ %7 /XY RILIFUTOAETERINET:

* Meeting Server & (. MMP BEEBEI1—Y—&REHRZFEALT. SFTP V547V
E%E MMPIP 7 RLRICEHTSE, OV NV RILYOvO—K 7OX2HATEE
9, YZAT AL logbundletar.gz EWS 7 7AILEGTOTNY RILZEERLY U vO—
RUZET,
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16 FEEFZT/N22—T 1> 0FBDICRILD Cisco YiK— ~DEBFY—/L

Kb, BEEE(E. generate logbundle AV Y RZFEALTHY v ryO—kK70ER
ZBIIAT BEIIC. O NV RILEZERTEZXY ., generatedlogbundle.tar.gz & L\ 5 &H]
OOJ Ny RILDEREINET,

generate logbundle ZFNnFnom Meeting Server T generatedlogbundle.tar.gz &LVS
77AINEOO7 NV RILEERULET,

i COATYRARTENBLTIC, BIICERShi=OT /Y
RILAREFFOOT NV RILTERESNET,

UToFIETOI/ NV RILEYOO—-KRLET,

1.
2.
3.

6.

SFTP 254 7Y 2 MMP D IP 7 RL RICEHELE T,

MMP EEEI1—Y—D&ERBRZFEALTO/1 Y LET,
OJNYRILZEFOYO—-RIBERTINSDIVRY R ZERITLET,
a. sftp get logbundle.tar.gz

b. sftp get generatedlogbundle.tar.gz

logbundle.tar.gz/generatedlogbundle.tar.gz 7 7 1 JLZO—AJI 7 A J)LF([COE—
LET,

T7AINEEZEL., 7714ILEZD logbundle DEMZZEL. 771 2ERT DY
—N—ZHELET. hiZEHT—N\—DRHETIIEETYT.

ZHEZEULIT7 74 I EDTDI=IC Cisco HR— MEYEIEELE T,

log bundle.tar.gz DFEET 7 1 ILH 4 Xk, 1 KB TI. SFTP RHETEXELIIBEE. Y41 X,
T77ANEEZFDHA XITHUTKRKELRDET,

AE :BFELVODOVE1—9—& Meeting Server BTy M T—JEGEMNEVWGREDRRAT
logbundle ¥ Uy O—RTERVERIFE. OV 7 74I)LE livejson 77/ I)IL%EF o vO—R
L T. Cisco HiR—RMICSEFELL SN,

16.3 BEDIA—ILLYITDF—T7 L—A%ERT Dl

generateKeyframe 473 £ 7 b H' [callLegs/<callleg id> (SBMEhFEF Lz, ChidTF /Ny
HBET I, Cisco H/R— N IF. RIEZRZMT ZRIC. COKEDFERZHEBENT 258, HD

F
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16 [EEFZTN2—T 1> 0T BDICRILD Cisco YiK— DZ#FY—/L

Web BIEA V57— %ZHEAL T, [RE > API] ZZERL.
1. APl AT DY X KT, /callLegs DEBAD» 25 v TLET,
2. =Ly T AZIHOMDEVIVYILET

3. R—=ULEICH2 BWEATIIPDYR L T, /callLegs/<callleg
id>/generateKeyframe #2 U v o L9,

4. [YERY (Create) 1 =2 Uv oI ULET,

IhiICED, MEDI—IL LY VDREETA AU —AICHLWF—T L—ADERE 1
9,

16.4 syslog ICEFINIEATA FEI2—-IZHBETS

syslog Tld, 15 RTEITAYE—IZEHNTEZIENTEDLH, IRTDOATATFEY 2
—ILHBREIL TVWBHIESHIZER/TEZET,

Meeting Server 2000 DI

2020-08-06T13:21:39.316Z user.info cms2kapp host:server INFO : media module
status 1111111 (1111111/1111111) 7/7 (full media capacity)
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17 BWDS 1€ IEHR

h — ==
17 BIIDZ 1 v X5
Meeting Management (5 1 £~ XD BEM T, Meeting Server 3.0 I TIEIMHATYT, RT
— A4V YV EFERLTWSIEEIE. Cisco Smart Software Manager |IC#EEfid 2 NE
HHODES, O—AIL FA4EVZXT7A4I RDFAEVR E—R) OYR—MHELS
h. 4V AFHPEASNE LT,

F:tFxa1Y T4 LOEAMI DS Meeting Management ZERTERLY, FlFA Yy —X Y
MIEGETERWRIETIE, BYD Cisco 7HTV Y M F—AICEEULTRBA T a vz AF
LT<LEEELy,

171 24V
COETHUTORREHETETY
e Meeting Server TOAY— KM S 4 Y ADLHHEH»
s HIRYINS 1 Y AMEEDREI TV 2 3
s T4V RBEHREREF T %47E (Smart Licensing)
e Smart Licensing ®&$F 70Ot X
e 1—H—|(C Personal Multiparty 54 Y X %2IEET %
* Cisco VILFN—T 4 1Y ADE|D L TIE
 Cisco Multiparty 4 £ ZADERRKRE=ERT %
* SMP Plus 74 Y RERAEDETE
* Meeting Server5 54 €Y AERARADRAF v 73y hZ2RET S
s 4V ALKR—=}b

17.1.1 Meeting Server TOAY—hK S Y ADLiEH» - BE

Meeting Server TZ 4 £ AN HEET 5 ICIE. Meeting Management AAZETY ., Meeting
Server & Meeting Management B DS EHEERICEL D, Smart ZFEALEZ 1BV X,

FEEBREOBEEDGSIEA VAN —ILENETFA4EtY R 771 IILOFERAIN T R— NI ZE

I, COEBEINZYVIICED. Meeting Management |3 Meeting Server DS54 Y X%
TETESRLSICBRDET,

¥ : Cisco Meeting Management Z{E>7=A¥— S/ Y Y Y 7 OEEDEMIT.
[Meeting Management EEEHA K] #Z2BLTL 230,

Cisco Meeting Server U 1) —2X 3.13 : E—#7#5& Meeting Server DEA 169


https://www.cisco.com/c/en/us/support/conferencing/meeting-management/products-maintenance-guides-list.html

17 BWDS 1€ IEHR

A=Ay IV T aRETDHDT—r 70—-DBEIUTDOED TY,

1. Meeting Management Z AY¥—k A4V VT N=FvIL Zho v NIEF
LEI,

2. Meeting Server NRAIICEEILI-EE. SV ARADEREEZEES N TVEEA,

AE: FIAT7ILE—RIE 90 BHEDZILHEDHRE., 4tV ABRULTEATEXT,

3. Meeting Server . AN— MYV I %2BRBIZHICEY N7y TEni:
Meeting Management > X% ~ R ICRAICHE#RT 5 & 2. Meeting Server ICT5 4 &2
VADBUFNCHEASNTWSRHIES I ZERLET. BUMTHB->TLWERWVNES. 1t
v ZDEMHRA 90 HEICRRESh T,

5S4ty ZADEMHARIE Meeting Management [CRRE N, FMEEBSICRILDIC
clusterLicensing APl ICHIRENE T,

AE I HETA LY ADEMHARIZ. &=AT 90 BRICKED T,

4. Meeting Management (&, Meeting Server H¥3EH#LL TS C & 2RI B/ ICHER
TAELVAD DI EIHI ZHERT D=0HIC. 7T A5 —D Meeting Server 714tV X
OFERARREBEL. AX—FPATVY MIHBEMATLR—-FEITTVWET, AV—K7
517 > k& Meeting Management [CI5& L. Meeting Server KZEHLL TWSHhESHh %
~UZEYI. Meeting Management Tld. BIIEARZ XD LS ICETICRELZX T,

a. Meeting Management i', 4 Y AN EEL. BEDEEDFIRER% TE>T
WBZ EzERUIIEE. BHERIE 90 HRICERINET,

iE : Meeting Server H' Meeting Management [C#EfRE 9. 90 BREIDOERKR
F—H HBEELRWNES. Meeting Server DS54 Y AIFEH NI, HARY]
NICBDET., T4 Y AOFMERIINIZEDOREFIEEICD LTI,
a3y 1712 258BLTEE 0,

T4V ADFERABHNERZBZ D50, TLEFTAMEVYIADRINSKBVNEE. BITIE
RDESICITONET,

b. Meeting Management A'i8% 90 HREID > 5 15 HEKXEHNIEEM TH S EHFEL
38, Ch%zEEFRI L. Meeting Server DEXEIRE %2 ZDRF=AM S 90 HE D
ERICUEYy b LEY., BEEEL 42V ADNT+9] 28T 2RENLBESZ
ZITRD XY,
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c. Meeting Management Ti8% 90 HEID S5 15 HEMU ETERLL TLRLW I EH
HREINIIBE. £1 LANLOESH (F5—A1) PMRELET. 2FD.
Meeting Management 1 Y% —7 24 AICEH L TLWRWVWZ EABHIENE T,

d. Bil@EHI#H<IBE. Meeting Management |3 90 HovOv oy x#Uty cLEHA,
FLWS A BV RAZEMT 20D xx BEDODAD Y MT I UNRREINET., %
SLARVNE, RI20ICRTI LSS, S—FT 4 VJICEMTBIRTOEMEBICTL
T. 75—ALLRIL2 £33 HEMCEDET,

R 20 OARIIC k54 FILE— K TRACEHLTH S, ARICBBROITIIESETOR
$70-%RLET,

20 : Cisco Meeting Server $ & Uf Cisco Meeting Management A¥— k54 Y ¥ v 7 Dkl
70—

Cisco Meeting Server and Meeting Management 3.0 — Overage Enforcement

Registered — Meeting Management
collecting
No Overage = 0 days™
T |

T ' ]

Cisco Meeting Server and Meeting Management 3.0 — Trial Mode

Unregistered ‘ > Registered
or Registered/No Licenses in Smart Virtual

Account

Registered — Overage
Day 1-14 out of rolling 90
Meeting Management warnings™
Trial Mode \ M & i
Day 1-90 | ik
Notifications on Meeting Management & \

Cisco Smart Software Manager

\ Licensing - Alarm 1:
\ Day 15-90 out of rolling 90
Meeting Management overage error®

To return to compliance:

W

Expiry date
Licensing-Alarm 2:
Day 91+ Text on screen for 30s and short
prompt

Add licenses to
Smart Account, then
add allowance to
Meeting Managementt

1

Licensing - Alarm 2:
Text on endpoint screen for 30s + audio
prompt - 90 days of consistent Meeting

Option1:

Add licenses to
Smart Account, then
add allowance to
Meeting Managementt

or

I\ J / : z
f‘J f’l f/
Licensing-Alarm 3: Day 181 Text on screen + /' | / {‘I

Audio prompt, whole meeting [ ] Licensing - Alarm 3:

Text on endpoint screen always + audio

prompt - 180 days of consistent Meeting
Management overage error™

f Management overage error™

Option 2:
Wait for sufficient days
o pass with low usage
to return to compliance

* Counting days of overage (i.e. where usage is higher than the entittement)
** Counting days where Meeting Management is in an error state (i.e. the state where there are 15 continuous days overage out of the last 90 days)
T To ensure accurate reporting, the administrator needs to specify within Meeting Management the number of licenses that are held in the Smart Account

17.1.2 HRYIN S 1A Y ABEEDREI 7V 3V

BLRIIE. Meeting Server [3BEEFICOATI VR T7 7ML EFMLTWWELZ, 3.0H
5, BENFIEYZAZNTVEINEIHDIREDRAT—F AV ERICEE S NBATREMED B
NEY, Chid, BES A Y ADEMEENMTIN TV ZIZEY (MUETEHEEEHT 2 % THER
TERISIIBEE) . TRIFAPIDATESIN/IBEERETY ., Meeting Management Tt
BEBENAY— IS4V VI TEHESINET,
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17 BNDS1 > |EER

F:AX—bN MYV R=FILZFRALT., (TR RBRIAMEVR] OA—)LEBEHN%Z
BMICTEXT,

A4ty AEEOEVHREITINDE., R17ICEBEOT7 73 vyhiiThnxd,

R17 BRI eV 20ET7 I3y

callBridge BHERIINIIZE : IRTOBME/INTDI—TAVIDI—T 4V JICEM
FRLEC ARNBTFAMA Yy E—IDEREIC 30 WEKRTSNh, EF7OVT
EABEENET. (PF7—ALLAXNI2)

callBridgeNoEncryption | 90 gy FEjIcHARREINICAR S 1188, @S Y AP BELRNES : METE
AUTIN, EVaT7IAYE—JRKANBEDTY, FEFOVTRMILD.
TBRIEZ A Y RICERLTVWETA, BEEIERLTLEI V] HEE
PMP/SMP EnFEY. (F5—ALLANIL3) =L, BEESINAEI-LE, S1EVYRBL
RETIRUESNEEA.

AE FEOT7 Vv avERCITIE. callBridge 71 callBridgeNoEncryption &

HHETY,

customizations BRI TNSE D, BELRMES, S—FT 4 VY THRICHRY A XHEEEIZ T
I9T74TICBRDEEA,

recording BHEREATINTWS A, BELTLWRIMES. HILWREZEKRITZCLFTEE

TA (V—KN=F4DLI-F-—HmEIHFIEFRHDEEA) o

CDOFA VA EFFEE AN —I V2K, BLFHRARANY—IVTICH
BRAINET,

TPI3—A2ELUVIZATICTBICIEF. AR—FTAHUYVNIFAEYRAZEBMT BEITTY,

17.1.3 Sty REHRETRF T 5H5%5 (Smart Licensing)

Meeting Server DV T 7EBA V5 —T 24 A& FRAL TV I RIDSA Y RERERET
3IClE. UATZITVWET,

1. Meeting Server DU T 7&HEA 47— ZICOY 4~ LT [BE (Configuration) ] >
[API] Z3ZIRL X T,

2. APIAT7Y o bDY X KNT, /apilvl/clusterLicensing &IC¥ v 7 LE T,
3. VZA9—DREDZA Y ARGRIE. ROFDELSICKRREINET,
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B 21 : clusterLicensing APl - 54 Y XARAF—4H X

fapifvl/clusterLicensing 4

| View | Table view ‘ XML view

Object configuration

status activated
expiry 2020-09-16
callBridgeMoEncryption status nolicense

features customizations status  activated
expiry 2020-09-16

status activated
expiry 2020-08-16

callBridge

recording

17.1.4 Smart Licensing D& 70Ot X
Smart Licensing DB

1.

N o o &~ W N

10.
11.
12.
13.

Cisco Smart Software Manager (CSSM) R—#JL [CO% 14 > L. [Meeting Server
AV REHDIN—FvI)LF7HU> ~ (Virtual Account with Meeting Server Licenses) ]
ZERLET,

BRI N—UVEERULET,

N—=ov&IVyTR—=—RKRICOE—-LZT,

SA4t Y ALR—NICERAT % Meeting Management DA Y A5 VY 2 2HMZEZ£Y,
BEXR=—ID[Z1LVR] 7 TICBEILEXT,

(ZE&E| 27y IULET,

[RR—KFS514 €Y% (Smart Licensing) ] ZZIRL. [{#%F (Save) ] &R
bia_o

[&8% (Register) ]|Z#2 Uy o ULZET,

EFEr—UvEEDMIFTET (ThiCED. Meeting Management 2 A¥—hk S/t
UV R—=GIVICHEHETEET) &

[B& (Register) |27 Uy I LZET,

BRENBAES., N=FVITHIVNIHZ T4V ABEEREL TSI,
Meeting Management T, [Z4 >~ X (Licenses) | R—JICEHLET,
N=FvITAIVYTHBETZ 7M1V ADF1 Y REBREANLET,

IN=FvILTHOYMIRRESNTWRWS MY AN HBI581F. (T4 Y ADOEH]
7= fERAL. PAK THREL., [ZF/EVA0OEMM] 2BRLET. BN 22 ITREVE
T, (SAEYANREDOINSHMESIL. licensing@cisco.com ICA—JL&ZXEELTY —
AEHEZXT, )
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Bl22: AN—RSA4EYIVIDFTA Y RAEA

Cisco Software Central > Smart Software Licensing BU Production Test 1
Smart Software Licensing Feedback Support Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

License Conversion

Convert PAKs Convert Licenses Conversion History Event Log
The Product Activation Keys (PAKs) below contain licenses that can be used for traditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart Software
Licenses, use the 'Convert to Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the fable, ensure that it has been assigned to your Smart Account in the Product License Registration Portal.

@ The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion seftings.

Last Updated : 2020-Jul-20 16:30:09 @

['_",-) Search PAK, SKU, Virtual Account or Order Number Q,

PAK SKUs Order Number Order Date Virtual Account Status Actions

1715 IIWNFINK—=FT4Z14EV X

17.1.5.1 /U—YF/L Multiparty Plus 24 t>X

Personal Multiparty Plus (PMP Plus) &, $BBICETAI—T4 v/ 2XEITZIRHEDI—
—ICEDYTONERTEES A EVAZRHELE T, Inid. Cisco UWL Meeting %@
UTEBATZEY, £/l Flex Meetings (PMP Plusx=&%3) ., Personal Multiparty Plus (&.
EFARBOLEODA—IA VTRV AEBRETYT., chickh, 2—F—F3Hs5w3
YA XDEZFLEEHETEZET (BEAS N Cisco Meeting Server /\— K = 7 DR

A) . HETHLEDIVRRA VYIS THI—T A VTIIBMTE, CDFMEVAIFRK
HD 1080p60 @ENETA, BF. VT Y YHAICHRLET.

AE : Unified Communications Manager 23 % &. 7 RRky VEBRESEBORIAE ZH5
$THIENTEXT, PMPPlus 1 EVZADEIDH TSN TWNSRIHEEIF. TZHEFERET
FRINZXY,

AT BADPMPPlus 1Y R%ZFERTB7 VT4 TIEERZHEET 21T /T A—
% callsActive Z API A7z N THEALZXY,
/system/multipartyLicensing/activePersonallicenses. WH. 2 2D IA—IL%&7 7T«
ZICTEBSH. 1 2FME. 5 1 2@ TEULEI, &FEA Call Bridge DI T X5 —T
FKET BIER. /\T A—% weightedCallsActive & API A7z b TERALXET,

/system/multipartyLicensing/activePersonalLicenses for each Call Bridge in the
cluster. 7 5 X9 —2{KD weightedCallsActive DHETIE. EAAD PMPPlus 21/t X%

FERTDI A9 —LDOEBDEEHRE—HLUET, PMPPlus 514V RD LR%ZBZ -5
&lE. SMPPlus S/ Y AHEDYTENET, TE17.1.1 22BLTLLEE W,
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17.1.5.2 Shared Multiparty Plus =1 > X

Shared Multiparty Plus (SMP Plus) &, FhICETAI—T o v/ zFETEHOI—Y
—ICL > THESNZARKFZA Y XZRMH L XTI, Shared Multiparty Plus (&, PMP Plus %
BESAEYREREROVIRTOREENETALBICTIERATESLSICLET. h
d. Z2<OREENHBEIZSBEVRATAZEMUCVWSERICKRETY ., PMP Plus 2
DIA1—Y—FIF SMPPlus 14tV X ZERAT 21— —F. ALLDICEBNIZIV ARY
ITVRZFRBENTELXT, AR—RATCI—TA4VT%ZFELED, PRKRYYI Z—F4 Y
JERIBLED, SEBOI—FTA VI AT a—I)LUIDTEEY, BRHEFEES (Y
AlE. FEOY A X (BRHENIZN—RU Tz 7OHIRA) ® 1 DORBETFA S—F4 V%
HR—MUZET,

AE . WER SMPPlus 514 Y AR Z RS BICIE. /NT A—% callsWithoutPersonal
License ZfEHAL X9, APl /system /multipartyLicensing. #55/" Call Bridge @Y T X
¥ —FEICHBHEEE. /INT A—% weightedCallsWithoutPersonalLicense % API object
/system/multipartyLicensing CERAL XY, > ¥V 7 XAF¥—RADHE Call Bridge [ZX3 L T,
95 25 —2{KD weightedCallsWithoutPersonalLicense DHETIE. SMPPlus 214ty
AEWBET BV TR —LOERDOBFEOEHE—HLET,

17.1.6 11— —I(C Personal Multiparty 54 Y XA &EET

CO7OLATIE, I——HE—0O LDAP Y —ZAN 54 ViR— M ESNBZULELHDEFT,
EHHcoOWTIE, [E—FTa VY JEBEBEAA/N 0 I7OEY3ZV Y - 2—H—D1 Y
R—b1 OEZSBLTLLLES,

17.1.6.1 HEDI—Y—)F1 V&> T BHESHEHETZ
1. AP AT MDYRNT, [Jusers BIDR] D[ 25y TLET,
a. WEDI—Y—DATIxV M IDZERLEY
b. TOI—HY—ICEEMIFShic userProfile DA77 M ID 2 ET 5
2. APIAT IV bDYRNT, [JusersBOR] D[] %25y 7LET,
a. WEDI—Y—DATIxVMIDZERLEY

b. /\Z A—% hasLicenceDFREZMIRL T LS\, true ICFRET B E. XT Y
71 THESI N1 —Y—AH Cisco Multiparty 2—H'—5 1 ¥ X [CEAER T 5
hfd9, false (CERET S &, 1—H—I(C Cisco Multiparty I—H'—Z5 14tV X
FEEM TSI A

3E : userProfile NI N5 &, IdapSource BL VA Y R—hEhic1—H—D
userProfile DEREI BRI NE T,
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17.1.7 Cisco Multiparty 54 £ XDE| D Y THZE

AR—ZATI—T4 VIHEAEhB &, Cisco SAEYANAR—RICEIDYTOINET,
Cisco Meeting Server ICEDEID YU TENZ MY RIE. UTDIL—ILICK DIRE
SnE9,

n ZIR—AFTEEBEINEEINTEND. CiscoPMPPlus S EVZANE DY TSR TS,
Meeting Server 54 YiR— N &tz LDAP 1—H—|[CWinT 2188, ZOFREEDSA
tYRE. FOANDNEERETTIT AT THZIIESHICHERECEDYTONET,

" I —3 4 V% H Cisco Unified Communications Manager 5D 7 Rk T AAL— 3
YV TER S hiz1B4. Cisco Unified Communications Manager (@3 —F 4 Y% ITXAL
—h9%1—H—0 GUD ZIRHELE I, ZD GUID A, Meeting Server iS5 1 Y R— b
&7/ Cisco PMP Plus 54 Y X %D LDAP 1—H—([CHIHT 18E. ZO1—H—D
TFAEVANEDYTENET, 25 TRVNEEIE.

m S—F4YTMNCiscoTMS N—U 3> 156 UEIS ATV a—ILEanfBE. TMS (3
—TF 4 VI OMBEICERERMHELEI. ZOI—H—H. Cisco PMP Plus 51 ¥ AN
Y TS NfI—— ID/A—ILF7 KL AT, Meeting Server ' 1 Vik—kEhiz
LDAP 1 —H—[IW 59 %58, ZDA—H—DS1 VY ANI—FT 4 VJICEIDYTSHh
9, £5TRWSEIE. KIC,

® Cisco SMP Plus A Y ANEDHY TS hTWS,

17.1.8 Cisco VILFIN—FT 4 T4 Y ADERRTDH|E

RIVFIN—TFT 4 24 Y ADFERKRERRT %ICIE. Meeting Management Z{#EHT 52 &
EHEBHLET, 72U, APl ZERATEZEY,

= 18 (&, Multiparty 2/ Y ADEEBEEZRET H-HDITFERATESZ APIATI I MEN
ax_g 0)_%'(3_0

R18:IINFN=TFT 451V ADFERICEETZ2A TV MNENT A=

[system/license BAR. &5 Cisco Meeting Server @ QY R—%
v MY Multiparty 54 €Y X &
5. 79TAR—REIhTWEHhE
SHEHBILET, EIFRDESD
T9 :noLicense. 775« 71k,
¥, HAPRYIH.

BYHRE & LRBBRRINET.
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/system/multipartyLicensing | PersonalLicenseLimit, FEARETHERTDO T A Y A0
sharedLicenseLimit, ZRULET

personallicenses,
callsWithoutPersonalLicense,
weightedCallsWithoutPersonallLicense

/system/multipartyLicensing/ | CallsActive. weightedCallsActive Personal Multiparty Plus Z—H%—3

activePersonalLicenses AtV REFEALTWE Y5747
BROA—IEHERLET,

JuserProfiles hasLicense I —1%—A' Cisco Multiparty 2 —1°
—JAEVRACEERTSNTIS
MESNMERLET,

Cisco Multiparty 74 2V A2 Y R—KNFT 27D, CHSDEBMDATI I MET4—ILR
DEFHMICDLVTIE, [Cisco Meeting Server APL Y 7 7 LY ZHA R #2BLTLEE L,

17.1.9 SMP Plus 54 &Y AEHRAEDEtE

ROBEDVFVAITEWNT, S—FT 4 VI TERENS SMPPlus 14V XIE. ZIL54
V2D 16 ICHSENET,

" HEENETAZERAL TVWRBNWEEREDOHDEERR

m Lync — b U 1 85E (Meeting Server NEREREZIERA M) —I VT2 {ToTW3I58%
fr<)

m D TT7TVETDDOSIPIVRKRAVN, FE 2200077 7IHEERTS
Meeting Server NSRBEIE/cIEA M) —I Y/ hDEEZMRE. JEHRFLIEFIANI—IVT
FIFTRLLBEERELEREIN. SMPPlus SAEY AN EESINE T,

7IJLSMPPlus StV RIE, FAIBED7ONXT A DBEREEDAR—ZAMNSA VRIS
hBE/ETASE. PMPPlus 214V RZHFLBWNA ViR— bk 3/ LDAP 2—H—HAF
B. FEPMPPlus 14 Y AN TICERASINTWS A VIR— b Enfc LDAP 21— -
BT8R ETARRETYT.,. ChIFSMERICEAROD TEA.

AE:RAVENY—IRAY NBREIIRDLSICERSINTT

® Meeting Server E[ZHKAZRR—ZAHEEN

B LO—45—FREFAMNI—IEEHT 2 AKBDSNE

® Lync AVMCU TEESINTWSSMEL LR,

TN, Lync F'— kY oA BELTTHL, Oy TOBEE (R v hy—Kevhoz
TF777IDhS0 77T, 9T T7TINS SIP, BLUSIPHS SIP) AEEFhxd.
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17.1.10 Meeting Server 574 Y AFERARRADRA Ty 73y h2REBT S

BHEE L Meeting Server A5 71 Y AOERRRERFTEET. ThElCRY z TEHE
AVE=TIAZANSRBT IV EATEEEA, T DHIC. POSTMAN:

BARND Meeting Server DEEE ID ZES T B ICIE. /system/MPLicenseUsage/
knownHosts C GET ZHEALEXY. URANDRIDR—IPUNDOFEEE ID ZERET 57-8IC
WERBEEIE. A7ty MEFIRZEELET,

/system/MPLicenseUsage C GET Z{#FH L T. IEBE I hi-E#EZE ID D Meeting Server
@ Call Bridge 554 t Y ADERRRZEFLET., RFTv 73y CORBRLIERT
BZZEELEYT. FRFON=YVFILTA YA, FRFOEEDH, RSV MY—RS
Vb, FREEBETORAIVINY—RAV I THLRVNIA Y ADH. RBESNTNSEED
B, AN =SV T EINBEORICEAT 2 REHREZRHELET,

AT AFFASZA BV RERES AV RIE, @EEHR/INT S Call Bridge DEITIEIR{L
Eh¥Ed,

17.1.11 24tV ALKR—FbF

Meeting Management (C(E. @% 90 HEDO S A1 Y X LR— N {ERBEHRI H D 9, Cisco
Smart Software Manager ICIEZ/ Y ALR—MBERLEEFNTT., HEZI Y ADFEH
SRFICERBE T 22208 ZRL. BARICAMNI—IVT S4Y ADFERIERERKICA MY —
VT EREOHERLET,

17.1.12 DA EVYRT77A1ILAR

DtV aviE, REDZA VY AAEZFRALUTVWRISSICOHFBRAINET, /\—J3
vV 3AD5, RRODZAELVADYR—MNIELINE L, BEOO—-HILZ1 Y R,
T4 ZAOBFMHEHRIMYINZ E T EHmEYR—bESNET,

17.1.12.1 #FRDZ1 €I FEE@EFHL TCisco I——Z 17X EH/FT S
CDIEE., HBF=HT TIC Meeting Server [CHRER T A Y X% Cisco IN\— M F—HSEA
LTED, PAKO—RZZITER>TWS I EZAHRELTVET,

NS DOFEICHEL., Cisco FA Y RBFRN—FILY A bZFEAL T. Meeting Server D
MAC 7 KL RIC PAK O— R ZZHFLZ T,

1. H—/)X\—®D MMP (CO%' 4 > LT Meeting Server ® MAC 7 KL XZZEE L. MMP O<
v K iface a ZAJILET,
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F:2higVWM DO MAC ZRLRATHD., VMAA YA R=ILENTWBH—/N—TFFv k
TA—ALD MAC Z7RKRLATIEHOD XA,

2. Cisco 4 Y REFR—FILY A b #F=. Meeting Server ® PAK I— K & MAC 7 R
LZAZz&FLET,

3. PAKIZR-CMS-K9 77U T4R—=3aY FA4EVANBWGES. BESAEYRICMAT
D PAK B EICIED X T,

4, FA BV AR=ZILDESETA Y RAT7AILD zip BEfESNcAE—DP A=)l TEEINE
I, Zip Z77AMIEREL, HRELTEHESNT xxxxx.lic 7714 ILDEAR% cms . lic,

5. SFTP 2 54 7> M %{ERAL T Meeting Server ICAOY 4> L., ems.lic 774 %
Meeting Server 7 7 A )LV AT AICOAE—TZ20EBLAHDZT,

6. MMP O< > KR%{EFH LU T Call Bridge #Bi2&19 % callbridge restart

7. Call Bridge #Bi#2#L7/=5. MMP OX Y RZANL TSIV ADRAT—49 XA %= HE:R
LT,

license

7O T4 7S NIcRE L BIERMARREINE T,
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18 EESNEELBOBREMET 2

Meeting Server TEESIN TV S BERBDRRZEFTIHLHD 2 DDANZZXAICED.
APl ZHEEICR—U VIS0 EMERS LET., BEFMALI—REAMRYINTT,

7¥ : Cisco Meeting Management% CDR (iBiEFE#ECER) LV —N—BLVCARVY NI F47
YREUTEREL, APLUY I X, CDR, & Meeting Server 1 Xy MNEHTTZ IV T47
BRI—T4VJICETREREMET I ENTEEY, FHICOWTIE., EBEERIT
Meeting Management 1—H%— HA Rl #Z2B LTS,

18.1 Jd—JLE¥#L O— K (CDR)

Meeting Server (&, T —/\—ICEZET ZEH L L SIP 8k, F/-3@EFEDO7 774 7LFEIFIE
TOT4 7R E, FERBEBRENY MW LT, ABTEEFML I—RK (CDR) =4
BULZEY.
P—N—@FInS5OLI—RZPRESLVAMI BEHICVE—FM I ATAICEEFT S LI
HMETBHIENTEEYT, Meeting Server EICL A— REREBRET 27-0DEEIFLL.
Meeting Server B{£® CDR #2B9 2 EbH D LA,

CDR ¥ X7 Al Meeting Server APl £ B ETHERATZ XY, J1—J/LID&O-ILL

v IDDEE 2 DDV ATABT—ELTWSREH., 41XV N EZEOEESEATIEEIC
BHET,

Meeting Serverldgz K 4 DM CDR Z{E&Z % /R— b9 57, Cisco Meeting Management
BRE, BERZPZEBY—INFLERIULEBEY-ILDOERDA VATV AZRHA TS IENTEX
9, =FflF. [Cisco Meeting Server SBEESFMSCEEHA R 2B LTSN,

182 ARV B

Meeting Server (&, Meeting Server F TRETZ2EEFZVT7INIALT AIRYKNIZAT

VNI BRI B ENTEET, Meeting Server 1F, ARV MDIzDHY—/)\—& L THE

BEL. IRXVYNIZATZVRE BIZIE. DT R—ZADBEBT7 TV I5—2 3V THBEHEED
HHFEI, CiscoMeeting Management [FA XV NS4 TV MEUTHEELE T,

F I HBOARYNI ATV N EBETZIENTEET, THIFAPI V147V NDIEE
ERTVWET, AIRXRVYKNIFA4T7 Y ME. HTTP 8 LU WebSocket T4 75U EHR—bT
SZWENHD., EE55% Python BED—MIIBRY Y T NEFBTHERATEET, Meeting
Server@A XY MAR—RMEV T 7EEBTRELEDDEFLTY, BEEFEA VI T —XAD
TCP 7/R— b 443 TY,
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Meeting Server @ APl 1) Y — R & #GRIICR—Y VI3 DIC. AIRVYNIZAT VMG
ANRYNIY—REYTRIVZATUTE#FHZZITWMB I ENTEEXT,. FIZIE. ARV NY
Z4 7 b &Meeting Serverfll® WebSocket i LIz, ARV NISA TV MEA
NY KUY —2R callRoster ZH TRV TA4TTBENTE. FLLWESMELISMULRZD,
BEODSMEN LA TIORNEEELED ULIEEEICHZ I ENTEET,

S D ULVT (L. [Cisco Meeting Server A XY R HA R #8BLTLLES L,
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11ERA BAIC# B DNS L I— K~

T8 ABAICKHERDNS LO—R

7E : 5B DNS H—/X\—TEREINTWVARL, FEELEESZITIVNELNHZEEZRTLSIC
DNS U VILNZERET DI ENTEET, S8 DNS H—N—ICBET 2D DICRENh S A
AL VY—XLOA—K (RR) ZHRETSENTEET., (V17 VMNIRREFIATE
FtA, )FFlE TMMP O Y RUTZ 7LV Rl #2BLTLZE 0,

F:UTICLO—RZERT BRIIC. Meeting ServerlZ A £7z1& SRV L O— KA FEEL L
CEEERLTLLIES,

#F19: BHEICHELZDNS LO—K

A [ AAAA

join.example.com

RS
Web Bridge® IP 7 KL X,

SRR -

Meeting ServerhB’C DL I— RZEEFHT S ER@HDEFFA. ULHL. Ty RI—H—[CWeb
BridgeDIP7 K L X ICE#ERT 2 FQDN 2 75U HICANT B L S EHT 2D —BIBETT .
CORHFOERICHBELEHIEH D FHEA.

A [ AAAA

uk.example.com
RS
Call Bridge @ IP 7 K L &,

£ -
Lync FE #—/\A* Call Bridge |CHE#5 9 %72 ICHERAL XY

A [ AAAA

ukadmin.example.com

RS

MMP A Y57 xt—ZXDIP7KLZA
Dx7BEEBA VYT —ADIPFTRLZR

EAA -
COLO—RIEEBENTORMEASINET., YVRATLAEEENEMMP A V5 —T7 24 AITHLT
BZPJ L) FQDN 2F$I5E5 T,
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SRV(*) _sipinternaltls._tcp.<yourLyncdomain>
RS
Lync FE 4 —N\ZEfIF FE 7—ILD A LO—K,
A

FE 7—ILh'h 358, 7—ILNOEL2 D FEH—/N—% R4V NI REHRDOFELI—-R%=EFE DL
MTZEY., Meeting ServerT Lync S—F 4 V5% Lync S—F 4 V7 ID THRT ZIEEICH.
COLOA—RHIAMBETT,

A/ AAAA | fe.<yourLyncdomain>

R

Lync FE 4 —/X—® IP 7 KL X,

A :

fBl% D FEH—/NC&IC1D2OLI—RARETT,
SRV(¥) _sipfederationtls. tcp.<yourSIPdomain>

RS

Call Bridge @ FQDN,

AR

ZOLO—KRlFLync 7zFL—Y 3 VICHETY,
A callbridge.example.com

R

Call Bridge @ IP 77 KL X,

A :

Lync 7xFL—Y 3 TWA, CallBridge (/X7 U w7 IP 7 RLRAZHDODUENHD, NAT [
DIFVATIEHR—bEInEEA,

(*YSRVLIO—RIFIP7Z7RLAZEEBRLUEEA. SRVEHFEB/LILHIC. BETS A
Fld AAAAZL O—RZERT ZDELHD XY,
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U DRI,
LTWEI., HOTORZFEAL T, FA<R—

AICERR— b~

178R% B BA BB — F

HEY—/INEAICE T BMeeting ServerNDIEfEE T 74 7 I A —ILDIBFT &R
NEHBELET,

23 : DMZA DExpresswayz ST —/\ER TR DELH ZR—

Skype/Lync clients

0 ,_@_, (&) Cisco Meeting Server web apps

External
Lync .
==== Edge Firewall
Server
I Expressway-E DMZ
4 Firewall

Cisco Meeting Server
web apps

Expressway-C

Internal
A —7 NTP server

} é B —» Syslog server

. < C1.C2 — 'SNMP server
MMP interface |:——_ o
— D _,
DNS server

Q J| Database |

M ijww Brldge
Call B”dge Cisco Meeting Server

X

Interface

Web

E

—

Admin | pp

Lync FE Server/
~ \ H1
u KoK 1"

AVMCU
\ J
e
control
°

Internally registered
SIP video endpoints

Skype/Lync clients

Key:

Media

HTTPS

SIP control

Non SIP signalling

B.1 Meeting Server #88E 9 %
Meeting Server DIERICERT 5 R—

£ 20 : Meeting Server&BEBHDR—

F,G
(A

Network Admin PC

Third-party

H \
| \ SIP Recorder

Streamer
7| client

13

/

Streamer [ iertace |
Web | Inerface
Uploader A;mm

APl

Recorder
< Cisco Meeting Server

12

NFS

NeEXR20ICRUET,

E MMP 22 SSH TCP &= MMP ADZ£HOT 1 v
(Incoming)
F APl /=% 80 HTTP TCP &= MMP %3& LU TEML/ER
Web BEHE (Incoming) ftEnfR—r
G APl F1 & 443 HTTPS TCP EE MMP %38 U CTHER AT B
Web EEE& (Incoming) R—k
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B.2 H—EZXNDER

SEIFERBY—ERZVzTT7TVICERT BHICEREINER— M EZRET H7HICEK 21
ZERALET,

x£21:Y—EXCEHRITZHICHALAR—F

A MMP NTP H—/\— | 123 TCP 7= | 15
(& UDP
B MMP Syslog 514 TCP g T7AIWRDR=,
H—/— MMP THIDR— k&%
AJHE
C1 MMP SNMP 161 UDP EE
H—N— (Incoming)
C2 MMP SNMP 162 TCP %7/ | I8
bSv 7 i3 UDP
D MMP/Call DNS #—/\ | 53 TCP 1 | =
Bridge/Web | — I+ UDP
Bridge
Call Bridge CDR ZEF TCP B H Web BB V&5 —7 x4
INA R AT CDR Z{EZD URI
HERFET BH. [system/
cdrReceivers/ DAPIA 7
Iy hEFERLUTAPI

B.3 Meeting Server® AV R—X Y N &ERT3

K22 EZFALT, S—FTAVITH—N—DAVR—FXY MNMIEHET B-HICFERAT ZR—
e, 7747 0x—)L2BLUTHSDELNHZR—MZ2HELET,
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) A—H—EO—AINTIa—bINEEXICTBRDET, T tHOSMEIIERICIEI 2
—FENTVWETH, Sa—FESNTVLWLBWVWKSICRZET,

m U7 77VEHMBEOYA AV EFERALTCI a— NI 2 — MEROWKEZRLET,
Meeting Server D7 A AVH V7 7 T7VDETA R4 VICA—/IN\—L A FR
ShErtA,

E4 Fa217ILik—AD Lync #EEDRTE
ITTICAYTLI A Lync EAZEE Lync 7T L— 3 vEAHD Meeting Server B A & &
L TULBIEE. Meeting Server TIEBIMDBREIINESH D T A,

CNHEFRDEA TH BEE. Meeting Server £ T Lync Edge S8 ZB/ELTWBR & TE
LTI, B3y 85 &#8BLTLIEIL,

E4.1 FSTNVa—FTa4V7

A—H—H VR £fcld TLyncl ZfBRIT 2514 VILTZVIL—ILZERAL T Lync EFESEIC
SMTERVNGE. FRUICITONEZEF. TLync Edgel RENEY M7y T7EhTW3Z
EHEMERITDETY, Lync EFSELERL, Edge Y—N\—Z B D5 7/HICRAILAAZ
ZAPMERASINE I, Meeting Server (& Lync FE H—/N\—[CHZ TV Z{TL\, ThoDHAH%E
BOF50ELHDET,

CHICKRBUEISE., BESEZE DRI SHBNEVNS Ay tE—IDM Ry NOYICEERSIh
ia_o

lync BESBORR : BESE "1234" HFROMDFEA

Chid, BESEINIFELRVWCLEZEKTZERLHDFITH. tHOREREHEZSNET,
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11ERE 72 7Lk —ABE=E

SPRrZT74v 7D L—ZANEMRIES. LEOAYyE—IAOTICRETFESINDERIIC
[SERVICE] Xvyt—IH Lync FE H—/N\—[C&EESh. ZDINEICH L T 200 OK kS h
9., COAYtE—IDELWIP (Lync FE H—N—DEDTHZIMEINHD XT) IHEES
NTWBZEZHERRLTLZE W,

CDOAYE—IMEFEINBVEE (OTJICKRSNBWES) . Call Bridgeh'E ZITEET
NENMDOISBVEIEENH D I, Nk, _sipinternaltls. tcp.lyncdomain L J—
KRDDNS SRV Ly 27w 7= FERAL Tlync—/N\—%Z2BDF5hBWWNS5TF, DNS L —
AZBAMICLTHBREITISETINEZERIZELNHD XTI, LHML. Ihid Lync Edge
EH Meeting Server THRES N TOWEBWMESICHEERELET,

H—EZAAYvE—IMNREESINELDD, Lync H—/N—4 T403 K& LINETDES.
RLAEEOEVWVERIE. D Lync RASYOREFAVILTZVIIL—IloO—Al
BIEE R AL VD IEULKERESI N TR ETY, Meeting Server @ FQDN (CERFET S b
BAHDEY, Thid. Call Bridge DIERAE D CN TR I % FODN EELU THZHEH
HOET,
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1#RF LDAP 74 —J/L K ¥ w E> O D5

8k F LDAP 7 14 =)Lk X v EV 7 O

DtV 3T Meeting Server RICty b7 Y79 % LDAP 74 —ILEX v EVTICD
WTOEMREHRZERHELET.

LDAP 7 4 —)L REDQ—&RIE. MTDLSIC, sed [CU/BXTEB]TEET,

$<LDAP 7 4 —J)LRE>|'/<regex>/<BMEH>/<A T av>'$

S DERA
<option> % g I[C¥EE T B &, <regex> T <replacement format>, F/-IFEHICT S
BERIRVIDHIC—

D—ER <regex> ZHATBHDICT T ZDITBENTEZXY, <replacement
format> |CIE. ZNH5ZIIBEMTK KD ET,

I ENT Y Fl&. <replacement format> T \x & UTHBTEZ., x[F0ON59F
TOHFTY, Yy FORL2EIT Yy FICTHILGL, ¥y F1-931EBISIBHDY VT
SN RBICHIGLET,

EMAOFPO—FIAFIE. NvIRTyIaXFEARERAKIC, X\yIRFy2aTI
AT—T920ENHDET

—E5AT. Ny RTvva, £iF 0-9 OBFUNOEEOXFIF. BRIy
R—=XVNZRXRYZRZYy 200D ICERTEXT

ROPTRYIDNXFEZEY TIILE UTERT 2558E. N\ IRSYVaTIRT—T9
ZNELAHDET,

—FleLT, UMTR7FLADEXZZHRLET:
firstname.lastname@test.example.com

ROEHICEHUET -

firstname.lastname@example.com JID/H
$mail|'/Rtest/@xmpp/'$

ROFTIE, A= —DTILRX—ADSIRTO/NXFED lal Z2EIRIT DI ENATEET,
Scn|'/a//g'$

FRICEBICAHB-T-RDEY MIXDEED T,

K4 $cn$
JID: $mail|'/@test/'$
space URI: $mail|'/@.*//'$

space space dial-in number : $ipPhone$
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1#RF LDAP 74 —JL N ¥ w E> DT

7 : LDAP H—/N\—&ERREWMIRDT 4 —IL ROFHEWD ICERENET (EF2Y T« LOE
AMS. ChS50ERERZEALTHATES 74 —ILRPERZHIRT S EHTEEY):

e X—=J)b

e objectGUID

* entryUUID

* nsuniqueid

e telephoneNumber

* mobile

* sn

e givenName
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1747 G NAT Q&E# T TURN H#—/\—Z(EFH T3

8% G NAT D&% T TURN H—N\—%{HHT 3

TURN H—/\—(& NAT O&EEICEATE, NAT 7KL X MMP OY Y K turn public-ip
ZEALUTEESNEI., 772U, Interactive Connectivity Establishment (ICE) M{H#E# I &
D, BENSEICKET S LEZRIETDICIE. NAT OEERFRENVETT,

CDOfERTIF. ICE OEERBICOVWTHMALET., UTORBFICODVWTHALTLET,
" BEERET BHE.

" ERUEERT DA,

= TURN % —/\—DHITD NAT DFE,

= NAT BB 2 77 7V 1—H—ICEZ DFE,

A EAOY L —EEHSFMAAER/NZRICUABFNTVRWNES., BENRET SOTREMED
HOEFT., ChICETZ 74T I7A—IHELKERES N, INTDI ATV IHETALE
BFEZARETEDLOICTIUENHDET,

G.1 REZRET S

ICE . PRLRER—MDEHEDIV AR ZWNEL., CNSDRERBDEDRTHRAT 4 7 DR
BREAREICT DN ZRDIIZDCEICL>THEELE T, BROXRTDEEIHDIZFE. EDXR
THMERSINEZNERET SHIC, BEIBARAF—LAIMERINZET,

EE. 3 DDEMIFELET,
1. KRR MEfE

2. Server Reflexive Candidate

3. UL—{&#

G.1.1 /KRR M@

BLRMARBIEAZ MEBTY. Thid. KA 1V —T7 1 RCL>TERAZNS
FRLRTY., ThRE<OEA. O—AL Ry hT—2LEHD, L—FVITEE
th.

G.1.2 Server Reflexive Candidate

H—N—REHER L, TURN H—/N—DZENT Y MK BERDZT7RLRATY, IheiEsR
T5HIC. RAME TURN —/N—DE&RINcR—F (BEI>R—b 3478) IT/\T v b
ZIXEL. TURN H—/\—(F/\Y v NDEETICET 2 1EHRERELE T,
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1747 G NAT Q&E# T TURN H#—/\—Z(EFH T3

25 : Server Reflexive Candidate

TURN

TURN [NAT)
203.0.113.1:3478

Firewall

. b
Host Server Reflexive
192.168.1.1:50010 192.0.2.1:50020

RARDNAT ZRITITZ 7747V A—ILDBRICVDIZE. ChIFRIAMREEIIERD
9, Z<DBE. COR—FMETZRLRICEESNZ/\TY MIKRAMIRENWET,

26: 7747V A—ILOEHRT NAT 2R{TT 2K MDOEE

Firewall

% ..."\.
Host Server Reflexive
192.168.1.1:50000 192.0.2.1:50020

G.1.3 UL —f%i@#

BIELBEFEVL—H Y T4 T—MTY, ZOEFIE. KRAMDYSZ T ZXAMIHELUT TURN
H—N—=ICEL>TERENET, COFERBEOPIH 7KL AIEITURN Y—N— A5 T 1 —
A 7RLATY, NAT WMERENZBE. M7 RLAENATD7Z RLRICEESINET,
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27 1 U L—&EE

Relay

10.0.1.150110 Haprs
S 10.0.113478
Relay [MAT) TURN [MAT)

203.0.113.1:50110 : 203.0.113.1:3478

Host Server Reflexive
192.168.1.1.50010 192.0.2.1:50020

COH#HT RLRICEEFEShcT—7E. TURN Y—N—EHTRAMIRENET,

28 : TURN 4 —/N\—HRAMCYL—F7 RLRA%&RT

Relay e TURN
10.0.1.1:50110 10.0.1.1:3478
Relay [NAT) TURN [NAT)

203.0.113.1:50010 203.0.113.13478

Host Server Reflexive
192.168.1.1:50000 192 .0.2.1:50020

DY L—&REICIE 2 BEEORENHD T, oo ERIC/NAT Y hZEEET HHIC, KRR
AAMERT 22 LB TEET., Ihid, ONIDPFATERVERICHRELET., NS
DINT Y METURN == 5E5NTLK B EITERLTLEE W, ZDf, 7747
TVA—IICE>TEEHMAOSNDE, ZNSENAT 7 RLRADAHZEIFELEY,
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29 : BRIC/NT v b ZIAETBRAB

Relay o -

1150110 3 e
10.001. 10.0.1.13478
Relay [MAT) e TURN [MAT)

203.0.113.1:50110 203.0.113.1.3478

Host Server Reflexive
192.168.1.1:50000 192.0.2.1:50020

G.2 BHRzEELTWET

FEMNMRESIND L, EREF v I/MMTONET., BRA NI BHROKRZ b, ==
HEUL—7RLACEERERLEIS>ELET. T, VL—Z2EALT. AUERERHEND
EneasET.

#&26:2 AOKRZX MO (RU TURN H—/)\—%fEHH)

1 R~ 192.168.1.1:50010
1 Y—N=UTLIIT 192.0.2.1:50020

1 JL— 203.0.113.1:50110
2 R~ 172.16.1.1:50100

2 Y—N=UTLyI7T 198.51.100.1:50040
2 L— 203.0.113.1:50510

F27 : RAM 1 IC&>TERENI-ERERT

RZA B RZ b 172.16.1.1:50100
(192.168.1.1:50010)

RZA b Y—N=UTLo>T 198.51.100.1:50040
(192.168.1.1:50010)

KA b L— 203.0.113.1:50510
(192.168.1.1:50010)
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1JL—(10.0.1.1:50110) RA b 172.16.1.1:50100
JL—(10.0.1.1:50110) Y—N=UTLIT 198.51.100.1:50040
1JL—(10.0.1.1:50110) L— 203.0.113.1:50510

BE. UL—7RLABRAMDRY N T—=0F7 7 ZANFHRENTVBIERICOHFNETY,
PIZIE, J—Ee—YavT7PRTFILOI—HF—F SER—-MIRT7I/ELRATERVNGE
NHOFEY,

WADKRZA DT 7R ZHRESNTWBIHEE. MADY L—EEZET/NZADEREINET,
DIHE. bIT74v7R@3—AD)L—EHENSHI—ADY L —EHBICTHNAATH S,
EinlCEESINET,

B30: RAMEDAT 4 FINA (YL —R/XZX%EFEA. NATAL)

Relay

Rel =
ol 203.0.113.150510

’ TURN
203.0.113.150110

203.0.115.13473

Firewall .l
)

Host Sarver Reflexive Server Reflexive Host
192.162.1.1:50010 192 .0.2.1:50020 198.51.100.1: 50040 172 161 1-50100

G.3 TURN H—/X—DFI[D NAT

NAT A TURN H—/K\—DHIICELET %58, 7O0—>LDEMICLEDEI., UL —&EHEE.
DR MERFED 1 DS FT T4 vV EREITHIEZHFLTVWET., /Ny FHTURN
P—NN—DAVT—=T A ADSEESIN. 7747 7A—ILICL>TYZA bIhiZi5
B, KHDT7RLZAMWSEEINLSICRAET. Chickh., EHEMEF v I ORIIN A
[Fon, tONZAHDBFATERGE., AT 7D ERIL—IDBRIBDET,
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3T : RAMEDAT 4 FZNR (VL —E/IXZX%ZHEA. NATHD)

192.168.1.1:50010

Relay —
10.0.1.150010

Relay [NAT) o
203.0.113.1:50110

Server Reflexive
192.0.2.1:50020

Server Reflexive
198.51.10:0.1:50040

o Relay
TURN 10.0.1.1:50510
10.0.1.1:3478
o el Relay [MAT)
TURN [MAT) =

203.0.113.1:50510
203.0.113.13478

Firewall 2
!

Host
172.16.1.1:50100

K28 : RAMHDAT 4 FNR (U L—H/INR%ZHEA. NATHD)

192.168.1.1:50010

203.0.113.1:3478 M
(7747 0x—)
(Firewall)]

7747 04— 1 BEERTRLAZEEET

192.0.2.1:50020

203.0.113.1:3478

T7AT7 A=)V 3 FFET RLRAESEHZ.,
TURN H—/\—(CERiX T B

192.0.2.1:50020

10.0.1.1:3478

TURN H—N\—ZRZWICThZEZDY—RADY L
—7RLZRICYYEYT L, EmDOY L—ITEEL
ESCR

10.0.1.1:50110

203.0.113.1:50510
77470 A—ILEEE

Firewall 3 387 KL RZEEH]ZET

10.0.1.1:50110

10.0.1.1:50510

TURN B — /=D FEAEBREET T RL X%
BMELU., FS740v 2ROy 7ULET

ZhICHTBYY2—vavid. AFZEYNAT, IL—7/)Xv %2 NAT., E£=ENAT UL Y
IVELTHISNTWEYS, CDIBAR. S T74vIDEETT7 RLRAEBENEZIRZ SN
9., ZODFE. V—RATZRLARG 7747 0A=IDF7RLRICKEDET, Chid. RED
12EHBITEHEEZEKRLET,
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T2 :RAMEDODAT A FZINA (VL—R/NR&EFEH. A7EY NATHD)

192.168.1.1:50010

203.0.113.1:3478 7 7 A 70 #
—JL#EH

774704 =) 1 BEETTRLRAZEE
EJ,

192.0.2.1:50020

203.0.113.1:3478

T7A4T7 04— 3 RBETRLRAEZESH
Z. TURN H—N\—(CEE L E T,

192.0.2.1:50020

10.0.1.1:3478

TURN H—N—gAFHICChZEIDY —R
DYL—FRLRICIXYEYT L, EEFEDY
L—ICEfELET,

10.0.1.1:50110

203.0.113.1:50510 7 74 7V #
—ILEHE

Firewall 3 [XETTEEELXEOMADT KL
AEEEMZET,

203.0.113.1:50110

10.0.1.1:50510

TURN H—/\—(F, UL —NmSIEEShiK
ARNDRNZ 74y 2RIV EV T
LXY,

10.0.1.1:3478

198.51.100.1:50040 7 7 1 77
#—IL4EH

Firewall 3 MXETT 7 RL A ZESHZ T,

203.0.113.1:3478

198.51.100.1:50040

Firewall 2 WAELET7 KL RAZEZZ 5,

203.0.113.1:3478

172.16.1.1:50100

=RERBMICEIEFELET,

COMEEEBMICT 2HEDFHMICONTIE, 7747 74— ILORF1 AV MESEBLTL

g2,

\
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17147 H 7Z#£7 Meeting Server #{£FH 7 3

{18% H 1FH#EY Meeting Server 2{ERHT %

ZDHERDFIEIX. Cisco Meeting Server Small 2 & O {REB{CBIEICERINE T,

H.1 REEHRAShTWSBRONY I 7Yy

1. OpenSSH F7=IF PUTTY RED SSH 1—F 4 U T« 2FE-> T, REFALTWNS
Meeting Server AN SSH {42 I LE T,

2. ROOAT Y RE=HITLET:
NYOITPyTRAFY T3 v b<name>
DN T7yTICIE, PZRLA, NAT—R, BLUEBEENETHh. FhoiF TE
WOYZFIDT7 714 ILICIRESNZE T <name>.bak. servername_date £ WS TFERDEFTZ
FRITZDCEZHEHLET (HIZIL, test_server_2014_09_04),

Ny Ty TDEBICRINT B E. RDOAYE—IHRENET,
cms> backup snapshot test server 2014 09 04.bak ready for download

3. SFTP 2547k (fl. WinSCP) 2R L TNy I 7y 777425 >O—K
Llig_o

7 : Meeting Server [IERARIIC, FIZIE 1 BIC T RNV I 7Y TITBELE2HEHLET,
F 7=, Meeting Server EXZ VINA H—N—DHEIC/NKXY I 7y T7OAE—%ZRETSZILED
HENDHLET,

H2 RZYINAY—=I\—ICI\v I 7y T XT3
AU NA = N—EBICEEFL T L E2HREBLET,

1. Ky I 7yTHMER SNt —N—E BBDIZEICHA T, IXTODIHEE L cms.lic
T77ANERIYVINAY—N—HI5AE—-ULFET, TL2HBBEMAICEEL T3,

2. R VINAH—=)\&D SFTP EiafEiILX T,

3. BEMRELIENY I 7Y T I 74N BRI Y INAH—N—=IC7y 7O—-RLZT,

4. MMP Xy o7y 7 UYZRN ARV RZHRITLT. N\v o7y 7 774 IHEREICT vy 70O
—REINEIEZERLUET., NICED, ROELSBHDOIEEINET,
cms> backup list test server 2014 09

5. RDARYRZANL. XvITF7vTT774IUHh DB TZERLUET

backup rollback <name>
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ChICEDBEEDREN LEZ I, Meeting Server ABEFIENET, ZDoH. BE
AvE—IHNRREINET, BRTEIAXFENFEHIRXANENET, KXFOD YZ2#HT
MWEAHDET, ZO5LUHVEREIFIEINET,

E:HBEAILATTNY I Ty TEIERL. ZhEDLSI—FDIYALFICO—-ILINv I T
2 EETEF A, HlZIE. {REB Meeting Server 1000 H 5 Meeting Server 2000\,
FIEZFDHETT,

BRIENHINT 5 ERDEIMRENET.

cms> backup list

Jul 23 09:42 test_2020_07_23

cms> backup rollback test_2020_07_23

WARNING!!!

This command will overwrite the existing system configuration
and result in a reboot of the system. This will cause

an interruption in service.

Are you sure you wish to proceed? (Y/n)
Successful backup extraction

Stopping Application monitor: app_monitor.
Rebooting system...

AR=bM A4V IV A—HF—DOH[HR : N\vIT7 v THhoERITSEE. PPRLZR

LAAZEZBLINTHALEBESNITT. LIh>T. NvI7 v THMEREShicbD &
FRIDY—N—ICBTT HE. HLLWIT—N—TAUNTERVEREZFHTIE—T
DUVENHDET,

1. ZZVINA H—)\—& D SFTP &% LT B
2. MWEICKHUT:

a. AEAZEEMEBERZTICRLTLLILES N (B \—Ya vy R Y N\AH—)NLT
BHMTIRBWEA).

b. XRDAXY RZFEALT. ChoDERAEZEXNT 5T —EXICEDHETET,
callbridge certs nameofkey nameofcertificate
webbridge3 https certs nameofkey nameofcertificate

webbridge3 c2w certs nameofkey nameofcertificate
webadmin certs nameofkey nameofcertificate
webbridge trust nameofcallbridgecertificate




1157 H 752 Meeting Server #{EH 7 3

c. itFAEZZELY—EXZBEEFHT S
callbridge restart
webbridge3 restart
webadmin restart

HLULWH—N—DRLICEEISND L., REICEBRETIRELERD, TOY—/N\—DHY—E X %5|
MEZXT,
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1R D TEBEL 8 T —X —REXZ2—F T3>

NIV TEEBA VYT I —R —REAZ2—A
73y
Call Bridge ®Web B A V7 —T7 x4 RAICH 2 [BE] Y7 TlE. ROA TV avE=H/ET S
ZENTEFET,

. 2%

* Active Directory

© BERE

- RIEBELCAEEEE

* CDR f&%E

¢« AR—=2Z

< API

.1 28
EFEAUT[ERE] >R/ R—J vy 7 v TERTE:
e TURN H—/\—BE. chSDEREEEAL T, Call Bridge 8L UNET 14 7> M
&% TURN H—N\N—AD7 VX% LEYI. MMP OY Y RZFHEALT. TURN H
—N\—B@&EZEHBELET., MMP 2588E 3% 22BBLTLL a0,

* Lync Edge 8#%E. Call Bridge % Lync Edge L& T 3158 1F. CThODREEERAL
9. Lync Edge ZEHT 571D Meeting Server DIERESBL TS LS,

* IVR. BEBEINE (VR) Z2EAL TRAIRESNCBREEZFHATIL—T1 V79515
B, CNSDREEFHALEYT., T5952ET. EMIBDEEFLRF>AR—ZADIDFHF
BEANTBLOICRBRIBFICEEBESINIEARSA AAYE—ITREENRESINTT,
WVREEZZHEL T 22,

I.2 Active Directory

dA—H—MNo 77 7Y %{E>T Meeting Server [CHERT DL SICT BICIE. LDAP H—
IN—HDWETY, Meeting Server b LDAP H—/N\—H 51— —-ThHhoV &AL VR—b
LEY,
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18R D TEBL 8 T —X —BEXZ2—F 73>

7 : OpenLDAP & & U Oracle Internet Directory (LDAP /\—Y 3> 3) &#fERHTZX9., LH
L. Chid APl BBETRETZ2VENHDET, VYV 7EBM VY 71— ARHTIERETE
XA,

[ (Configuration) ] > [Active Directory] XR— % {FEF L T. Active Directory & E#9 %
& SIC Meeting Server 2ty b7y 7FUET., LDAPREZSHBL TS EE L,

.3 ERERE
BE > BREERER—ITITIT L
* SIP&RE (Lync ZBT) ODAT 4 PHES{LZEHAT 5.
s SIPBEETEMEINILDA—N—L A ZRRTINEINEIBELET,
s RIEITZDEE/\T Y MDY A XZIUMTEELEXT. 10ms. 20ms, F/zlE 40ms,

e TPHR—bEZAMICLET, (CiscoCTSRBEDIY RKRA Y NEFERATZESIE. TP
HR—MNEBWICTZVENHDET, )

s JLEYVT—VavETAF v RINDREZEHFRT 2 BIE ICRESNBE. AVTY
YF v RILETA X7 BFCP #EEILRIKICT RN\NFYAM XShFEEA.

s JLEVT—Yay EFA FyRIVREN SIP BEREICEFRISNTWSEE. D
£bh. ROWFhHOD Call Bridge D BFCP EEARESNE T,

e H—N—O—-IDH-NIFBESET /NI AOBEEDA T3y THD. BFCP
DA VYME—RTFNNAASIPITYRRAVIGE) TOFEAZEELTVE
3_0
&

s Y—N—,IFAT7 Y NDERE-COATavz#ERIBE VE—F TNAR
& DIBEFET, Call Bridge ¥ BFCP 7 54 7 k& 7zld BFCP #—/\— E— kKD W
FThATEETZT LN TEET,

COREICED., VE—MDEFLETETNAREDTLEYTF—YavETFAHREN
WEINhET,

e FESIP O—JLD Resource-7 A4 A VT4 "N FT— T 4—=)LRODEZHRELXT,
CDFRFEICLD. Meeting Server IZXF L. HiFIEZ 7L EYT—Ya VICEID U TSE
HIEMIZEELET. chid. Ry MNIT—IRIBOTIEBEREL. HIZEHDE Ty a
T2AR—VT VRATADHZNESHIRE, HDBRHRICL>TERDXT,

e SPDOUDP YT FV VT BMELIIEMCLET., KOWITIHMNICERELEXT:
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