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i &. Call Bridge [FX MU =I5 DEZFEEE
BAExNWEL L, X MY —I(F Call Bridge h 5
DIFAZEZWMESL L. EHEITZRENHD XTI,
c2w web 71w 3c2w - TLS C2W ifRAZ (L. Call Bridge &0z 77wy
'717 -U- /\m.u 3 @Fﬁ@?ﬁﬁl:ﬁﬁﬁéhiﬁ'o
AE: FEHAED CA ICL > TERIN TV ZIHE. SMPHEDQTONT 1 2IEET S DICHEID
£5IC. SREOFERKRA TSI NE T, ExtendedKeyUsages MWERICH > TWR WSS
SFAAZE I IR TORRISTLTEMNTY., LWINHMDEMICH > TUVWSRIES. ifAEZED
ExtendedKeyUsages [C[3D < EHERTERESN TV AERBEFRIARENTVWIVNENLAH D ET,

¥ : Call Bridge :FBAZE® KeyUsage E'w MCIE. KeyUsage TV Y I ELEEHDNENH

NFEI, 5L E, CallBridge £V 77
I—avhkBT 25501 HDET,
AAAEIC CA REZFERAT 2 5R/ICEENET,

—/\—

TIVOZAT7Y MEDAT 47D DTLS XTIV
Z® KeyUsage (F8H. 7747V MBIV E
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2 BAICHBELGFHE

2.2 Meeting Server A FEFHE DR F 2 RS 205

Meeting Server [FLAT TERARS 5 & S [CEERAEDILRFZER L X T, 7 74 7 Y MMt

it

=111}

o ExtendedKeyUsage fL3RIEEENTFEE TS 2355, TLS V70U 54 7V bR
EY MARESNTWBURENHDXT

e KeyUsage HGRILREN FET BI5E. TV Y ILESR E keyAgreement £y kA<
EH T DRESNTVEIENHD XY,

o Netscape BRIERENFTET 25HE. SSLY T4 7Y hEY by hEIh TV ZREA
HOHET

H— /B DIZE:
o ExtendedKeyUsage fL3RIEEENTFIET 235G, TLS Uz 7H—/GRREE Y b AY
Tty RINTVWEREAHDET
o KeyUsage HBRILRENTZET B35S, TV 9 ILEL. keyEncipherment. & & U
keyAgreement £ fADIRC EH 1 DRESNTVIELAH D ET,
e Netscape YLARILEENTEES 2155, SSL H—/\EY A RESNTVWIUNEAH D FT

SIS, SRREDF I —VZRIET B &=, U—TJBAEZRCINTOIERE L. UT
DATavDPiaEtH 1 DTCAELTY—ISNBLELNHDET,
o KeyUsage HLBRIEBENTEE T BI85, keyCertSign EY FMSBESNTVWEIMNENH D ET

o ERRIRHIKIDILRIERENTFET 5555, CAEY MDRESNTVILENHDET
o Netscape LERIERENFEYS H3HE. SSLCA EY MARESNTVWEIHRENHD XY
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3 AP E DEF

3 FERHEZEUS T %

o ay 21 Tld. BECES a7 REGZENLT 1= ICEIRENNERIZAT. WEREE
BBEZEDS A4 7 (JXT U ws CA £/-IZNEE CA DEL) ICODWTEHBLES, ZOETIE. &

FRICDOWTERARL 9

X : Lync BA% Meeting Server [C#i 9 %355, Lync 7OV b IV R —/N\—[CLD{EHE
INTWSEDEELDL Certificate Authority (CA) ZFERIT 2 ZHEHLET., CA DiFE
B & U Meeting Server & Lync DFEAICEET B0 R—MCDWTIE. Lync 7 R/XA (RS
WEHhETZE L,

ITARTOIEAZEF. 3D2OXTFYy7O7AOCRICHESVELHDET,

1. $ED Meeting Server AV R—X Y NADOMEF—H L VIAZEELZY 7T AN~ (csr)
774N EERLUET,

AE: NFHEIL csr 7 7 AMIILAICER S . R®RIEFShET,

2. csr 77 AINEERZDIHIC CAUST Uy CA TFIFWER CA) ICIERHULE Y,

3. CA h5 Meeting Server [CERBFHIPAZELFENY RIL (HB15E) =7y 7O—KY
5= SFTP #FERL 7.

CDEBEDEFETIE. FE1EL200%2RLET., FL4E TFIEIZRLET,

AT I—FT 4V IH—/XOMMP OX Y FZEALU CECELIAAZTZENT 5 77EF.
T3 VeICREINTVNEYT, INSIETRTOBEDTANI®IEET, L
L. AFEBEIETldCertificate Authority (CA) Tk > TELZ S NHIAZAFRT &%
HENHLET,

AT I—FT 4T —/NE. SHA2 7))L TV ZAZFERALTEZ S NHREZEITHNL
TWEY, IS—T a4 VI —/)\HIIREBREKRZIEM T D, IRTE CA MHERL TL
5)L—)LICHE>T. SHA256 #{EFALTELINET.
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3 AP E DEF

3.1 MBS ESIBEZELZL Y I TN (csr 774 )L) DER

ZDtY 3 TlE. Meeting Server ® MMP pki AX Y RZ{F-> T, AfF—&

st 77 AIINEERT B2AEICOVTHALEY., T—FN\—FT1DOY—ILZERALTINZ
T2B8E. T—RR—FT A A SDOFEICHE>T. COHARDEIY 3V 32Hh5BHALT
<1EEL), OpenSSL ZEAL THEEE csr 7 71 ILEER T 2188, 8 1 ICFIEDOH
BENREHINTVET,

pki csr <key/cert basename> YV RZfERL T, W&+ — <basename>.key & iEAAE
EL)JITANT74)L <basename>.csr D 2 DD T 7 A I 2ER T B ENTEET,
SFTP #fEfHI % 2&ET, S—T 4 V7 —/\HWSEBLICRBIRIENTEET,

FR—ZZITIE T FlF T #88cEldTEEEFA, 7& ZlE. pki esr basename
(iﬁ;‘}]???ﬁ\ pki csr base.name b= fall = 8 pki csr base name (i%*ﬁjé NTWEHA.

WMEBHRLIAEERV IV IAN 7 74 IL2%ERMT B IC(E:
1. MMP [COZ7 A4 Y ULEY,
2. KDEX&FE>Tpki est ANV REASNLET

pki csr <key/cert basename> <CN:value> [OU:<value>] [O:<value>] [ST:<-
value>] [C:<value>] [subjectAltName:<value>]

T
<key/cert basename> [I3TL \F—& CSR ZHAIT EZNFITY, BEFE. /\17
V. PYY—RATXNFEFBRATEET,

CN,0U,0,ST,C,subjectAltName (& & 4 (CEHF; SN TWVWET, O—AHJL Certificate
Authority (CKBELZDHIC pkicsr AXY REFERALU CHAZEEKR 7 71L& ERL T
WBHE. INSDOXY—INMTWNcATY 3V FEBTEEY., /\T U v 7 Certificate
Authority NER T 21D DFEAZE ) 7V TXA N7 74L& EfT Bi5E. IXNTOEMEZR
HI2LZzBEHLET,
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3 AP E DEF

K4 csr 771IDEM

CN #i@H (Common | Ihld. RAALYRX—AYZXT A (DNS) ADH—/\—DIE | A, UTDAE%
Name) RISz E T 2R2EME A1 % (FQDN) T9, 7 | &R
EZIE. RRMEH webBridgel, FRAA UH
example.com D AVR—F Y N DTELEM N A1 V& &
webBridge1.example.com T9, FQDN (&, JV/R—%Yv
NZMD R A4 > D webBridge1 EMEEN 500V R—F
YA S—EICXBILET,
o e ErEs BEEISHOEXPEAZLTY., InlliF. Ld. Inc.. =}
& Corp. BEDY T4 v I REEBHBUENHDET, BEN
BROBETHZZEIF. """ THCRENHDET
“Example Inc.") .
ou REEAIEIEB | mexlE YR=N T, TVIZFUVT. T4+ YR | FE
E4 RETY, BUNEROEENSRBZHBEIEF " TEHAEXT
(B : “AZE”)
L Location MXEINZIEELEY., £&xlE OVRYy, RXby, I >A T3y
2/ NIV VRETT,
ST Mg, #uEd, BE | ezl NvFVAAYYy— AVTAILZTINTY. @B ER

T I

WhEzERALLBWT S0, BEIMEROHENSB 215
Bl " THAET (H: “New Jersey®)

C 5 EEHOFEY 5EEZXRY 2 XFO ISO A—RTY, US, 1=
GB. FR & &,

A—=)LT KL X BEICER T 27D DA—)LT RLZATY, BEFAHPHEE | FR
BEFIEITHIOA—ILT KL T,

SAN | 473z MY | X509 /X— 3> 3 (RFC 2459) LARE. SSL sFBAEZ(IEIAE | W7 (H—0IIERE

B4 HK—HIT 2WEHNHZEHROLREIEET 2 ENARETT, | ZEHDIVR—X

IDATYavDT4—ILRICLD. ERSNBAETES | ¥ b TERY %15
DRAAVENN—TEET, PFRLRA, RASVE A |B) . TRRO*AEZ
—L7RLR, BEDDNS/KRMEBEEZIVITRYI-T | B8
BELEY. COYRMEIBETSEHEIF. CNHZDU R
NMIEDZRENHDET,
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3 AP E DEF

AREIE:

= Web Bridge 3 [CERADIIAEZFER T 5551&. CN 74 —)L RTHEEL. Web Bridge
SHODNSALI-RTEEZINTLS FQDN #i8BEL 9. FQDN DIEEICKKT %
L. TV DIHEI S —HARET BEENHD XTI,

= EHOIVIR—F VN (fc& ZI(E. Web Bridge 3. Call Bridge., TURN %—/X\—, &7
B, VA—F— BLUCRMNI—T—7E) CRIUVMASZFERAT 2551F. CN 74
—J)LRTRAAL % (DN) #IBEL. SAN 74 —J)LRTRX1 % (DN) &, iIRRE%
FHTHEIVR—Y D FQDN ZiEEL £,

= [SAN] 74 —J)LFT, TUIFD T,] EVXMRDIEHDOEICZAR=ZIAA> TR
JEEHERRLET,

RICHZRULET,

CN=example.com
SAN=callbridgel.example.com,callbridge2.example.com,callbridge3.example.com,

webbridge3.example.com,example.com
pki csr ARV RZFERAT 255

pki csr <key/cert basename> <CN:value> [OU:<value>] [O:<value>] [ST:<value>]
[C:<value>] [<subjectAltName:value>]

ARV RIFRODESD T,

pki csr onecert CN:example.com
subjectAltName:callbridgel.example.com,callbridge2.example.com,callbridge3.ex
ample.com,webbridge3.example.com

Foopki AV REFERT S E. FROFIICRESNh TS ESIC. CN FBEEAIIC SAN U X b
[CEAIEH. SAN UXRKNICIECN [FRREShEFA,

3.1.1 Call Bridge ® CSR
HARTOE Call Bridge DERAMECH LT, MFEFTS oHIc. WEE—/FHEDXT
PNBIRBIBENHD ET.

= Web Bridge 3 & D@E%ZMEIL, EADTEF 21U T4 DzHIC. FFES Nz Call
Bridge "5 DEREDNHZEZITAND I EHNEETT,

= SIP@EIOY FO—)LTINA R ED TLS 455 FET,
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3 AP E DEF

= lync 7OV hITYV R (FE) H—/\—A~D TLS &5 &2 ez, ZFAAZ A Lync FE H—/\—|(C
EDEHEZNELOICTBICIE. UTZERLUET,

o BH—DNEBLUBE—DEEADIZS : fEBAE D CN [&. Meeting Server Z Lync
FEH—N—DEEINEZT7TVT—vavBLUHHIL—MEULTRET R L EICE
ME 7 FQDN EEUTHZBEBELNHD £T,

° AT —FTILTETIDH HEADIES : CN (£, Meeting Server % Lync FE H—/{—
LToERTEE7TVT—2a v ELTBRYT 2L E(CEMS /e FQDN ERU TH
LZBEAHDET, CDEZEERT SICIE. Lync Powershell 1< Y K get-

cstrustedapplicationcomputer ZHEALET.
o FFBHE(C subjectAltName Y X M CH BIHE. FQDN £ U XA MIEBMT2WELNH D XTI,

o Lync FE H—/\DIFAAZZ RKITL /- CA KR E. EFEE /- CA H—/\—%{EMH
UCEFRAZEICELZL L E T,

RICHZRUET,

pki csr callbridge CN:www.example.com O:”Example Inc.”

F7=lF

pki csr callbridge CN:www.example.com O:”Example Inc.”
subjectAltName:callbridge.example.com

ZOFITIE. callbridge.key & callbridge.csr D 2 DD 7 7 A ILAERSNWET., 7714
FSFTP 2 AL TI—FT a4 VI —/ W LBEEICRETZIENTEET. BEELA
[C.csr 7740 &INT )y CAIEELET., Va3 y 3272z8BLTLIEE,

23> 4.4 Tld, Call Bridge ®EFRBZD 7 v 7O—RICDWTOFM%EEH L TWET,

312 977wy 3dCSR

D7 T E N T4 —ILRZRAXRT, vz TTUyI 3D FADN ZREL XD,
D77 SUYDMAELIS —ZRET B(CE. ROV KNS RTE>TLIEE LN

= Web Bridge 3 OERFRREZFRAL T35S 1 oN 7« —)L KT, Web Bridge 3 @
DNSALI—RTE&HINTLS FQDN ZHEEL XTI, FODN ZiEELHBWE, TTD
HOMAZT I 7 —NRET 255N HND XTI, subjectAltName 7 4 — /L RAEHRI N
TW3I5E., cN 74 —ILRTIRESIN TS FQDN . BEFHICEMEhiRTh(E
subjectAltName 7 4 — /L RICEHZENHD T
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3 AP E DEF

EE: pki esrld. oN % saNn U X MNICEHERIICEMUE T,
SAN U A MDEFEEL XY,

AFE: Cisco Expressway Vx 7 7OF 52D 77 )y JICERT DZUVENHDERDIG

B, V77U Y IEHAED SAN 71 —JLRA. DT T Yy JICHERTT % Expressway-C
THEAINZALI—RIEFENTVSIEZERLTLLLS N, 25 LRNE, BERICK
BLZ9, =& ZI(L. Expressway A join.example.com D7 T wIICEHKTEHLDIC
RESNTWVWRIFEE, ALO—RATOFQDN [CHULTEELTWERELNHD, VT 7
1w JEFAAZE D SAN 7 1 — )L KT join.example.com "EFEFNTWENELH D T,

= BHOIAVR—FY N (V77w 3, CallBridge. &0 TURN H—/\) TR UAEA
EEZFERIBTEDIHZA[CN] 74 —ILRTRXAL V% DN) Z3EL. [SAN] 74—
RIS, RAAL V% (DN) &, FEEAEZEMAY 283V /R—R > hD FQDN ZiEEL X9

RICHZRULET,
pki csr webbridge3 CN:www.example.com O:”Example Inc.”
= fuf

pki csr webbridge3 CN:www.example.com O:”Example Inc.”
subjectAltName:guest.example.com

Z DOFITlE. webbridge3.key & & U webbridge3.csr D 2 DD T 7 A I EERLET, 7
74 ILIE SFTP #ERALTCI—FT 4 VI — )\ SESLICREBT R ENTEZXYT, .csr
7AIERNE CAICEELTERQIET TSN, VY3 v 32528BLTLLIEE,

U3y 4.5 (&, Web Bridge 3 QFFFAED 7 v 7O— R OFFEMNEEH N TWNET,

3.1.3 MeetingApps @ CSR

V17757 (E MeetingApps L EESBIET B7csh. T T UTDEETE S CAGIAEZ
ERT2RENHDTI. WNECABRNESAHEZFERITSTEDSE. 77 77V
THEAT BRI T 7Y —CIAHS 2RI 2WEN DD ET .

AE: A CA BEZNEAAZTEFEAL TWRIEE. 771 )L EBHEF—EBDOT 0T
BLUARL =T A VTV AT ATEEELBRWATREEN DD T,

MeetingApps ICIZERDIAZEAFEHT 28O LET, V77T 0HIECN T4
— )Lk Z BT, MeetingApps @ FQDN ZREL 9, CN 7«4 —JL KT, MeetingApps D
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3 AP E DEF

DNSALIO—RTEESINTLS FOQDN Z#5EL £ 9. FQDN DIEEICKEIT B L, TV
FOMAZT I Z—HIRET 2550 H D EI., subjectAltName 7 4 — /L RZFEHRT 2HH
CN 7 4 —JLRICIBE S N7z FQDN MEFRIICEME AR WMGE(E.  subjectAltName 7 A —
IWRICEDZDVENHDET,

/£ tpkicsr (E. SAN U X MAERET BIHEIE. CN ZSAN U X MCEBMICEMUL XY,

RICHZERLET,
pki csr meetingapps CN:www.example.com O:"Example Inc."

Egralre

pki csr MeetingApps CN:www.example.com O:”Example Inc.”
subjectAltName:guest.example.com

ZDFHITIE. meetingapps.key & meetingapps.csr D 2 DD T 7 A ILHERESNWET, 7
7AILIESFTP #EFRLTCI—FT A VI —/\HhSESICREBTZENTEET., ER
BIZ .csr 7740 ZNXT )y CAICEELERT., EVav32zsBLTES,

o3y 4(C21F. MeetingApp DIEFFED 7 v 7O— R ICET MM EEH N TVWET,

314 T—IXR—=RUVZRX5 YD CSR

AR DBV VavVF RT—FZT7ITETNOHBRAICOAMBAENET,

N=3v 27 M5, T=IR=RYFRGFIFIAIPDT =9 N—RZRIFX /3K
TREI—TA VIV —NTRESINCFL CALL>TERSINLI ATV REY =N
ALAEZERRELET.
AIREOHERAZRHEITHI LT, 7725 —2fOREEL BEOAAMRIES N E T .
27 5. MMP DM SEERINTOIAEZEMTEET. DR, AAFELF—% SFTP
RATYVYO—RUL. AUT—IR-RIFRICBTDEI—TA4 VIV —/XICT v
TO—RIDUENHDET,

B TIR—RVTRIENT D/ —RIE. EETEZ%/L— b CAIIRAETRET 24
BAHDET., ChICKD, EYR/ —REUNI IRy ICEHRTEEY. /—RiE. 58T
EBI—hAE TROZIAAET = — V2R R I 2 ERZERLET. ZDH. &ET—%
R—=ZVZ R IERDII— NEREZFERAT 20BN H D, IL— MEBE /- (FHHERE
o BRIICIEFERAS N TEWTEE A
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3 AP E DEF

openssl 72 &, ZDMODAEZFERAU CAEBEZEN TS5 EHTEXT, FElllz cERL
=Y AN

F—HIR—RYT T AT T DIFE :
1. dbca B2 E4&:IAHE% pki selfsigned A< Y RTERRLE I, RICH
#RULET,

pki selfsigned dbca CN:"My company CA"
dbca.key & WS ZFIDO—NILMZEF—%1ERL L. CN=My company ca & WS ER%
BOBEZERIAAE% dbcacrt [CERLET

2. T—HIR—AG—NN—FHOMBZF—LEEV VT I N7 74 IILEERRLET., T—9X
— AT S AIADIARTDOY—/N\—CRIUIIEZEA2FEHTEZ £,

CN 74 —JLRICH—/\—=D 1 DD FQDN Z#EE L. SAN 7 4 —JL R(CfiDH—/\—D FQDN %
BELEY., MLREF—OFEAKRT] 2EHALTWSEBE. T—9X—XAY—/\—T IH—/\—
SEF) MRS TWB T EEEREL TS EE 0,

RICHZRUET,

pki csr dbserver CN:server.db.example.com
subjectAltName:server02.db.example.com

dbserver.csr &L\ S EBEID CSR 7 7 1 )L & dbserverkey & WS ZRIOWMBZBENERMINE T,

3. T—HIR=RV A7V NAOMEF—LAPE VI IAN T 7ML ZERLET,
TF—=IR—=UZ4 7> kD CommonName (CN) (& 'postgres' TR IFTh(Xixbh £H
Ao MMERF—DERKRI ZBALTVRIEGEE. T—9IX—XIFA4T7V KT D
T4 7Y NEEE] MFFAIEN TS I EZERRL TS IZS W,

RICHIZRULET,
pki csr dbclient CN:postgres

dbclient.csr &L\ D EHID CSR 7 7 1)L & dbclientkey & WS ZRIOWMBZEE LML ET

4. NEB CA =R L T dbserver.csr & & UF dbclient.csr sSFRAEZZL ) 9 T AN 7 74 )LICE
2 L. X9 % dbserver.crt £ & U dbclient.crt SFRFZE. & L UO'NEE CA SFEBEZ (XU R
L) ZEELTLZE0,

RICH ZRUET,

pki sign dbserver dbca
pki sign dbclient dbca
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3 AP E DEF

1. T—IXR—2ZAY— /)\FOMBEHRLAPE VI TAN 77N EZERLET., T—FX—2X
IZ29HRDIRTCOY—/NNTRUVAPEEZFERATEEI., CN 74 =L RICH—/D 1
DM FQDN #3#8E L. SAN 7 4 —JL R (Tt —/\dD FQDN #38E L £ 9. [HiskF—
DOFERKR Z2FRALTVWRBE. T—I X=X —/\—T IH—/X\—FB3E] MEFAISh
TWBHIEZERL TS,

RICHZRUET,

pki csr dbOlserver CN:www.example.com
dbO1server.csr & NS ZEID CSR 7 7 A JL & dbO1server.key & L\ S ZEIOMBZEHER S
nxvy.,

2. T—HIR=—RV A7V NHOMBHRELIPE ) VI A T 7ML ZERLET. T
—HR—2TZ4 7> kD CommonName (CN) (& 'postgres’ TRRIFTNIER D FtH
Ao THEBRF—FERE] ZFALTWREGEE. V247V MBI AT —9X—2X
747V MNIHFRENTWS I EZRFELET,

RICHIZRULET,
pki csr dbOlclient CN:postgres

dbO1client.csr &£ VD ZRTD CSR 7 7 1 JL & dbO1clientkey & WS LHIOMBZRHEE LR LTI

3. NER CA #{EHR L T dbO1server.csr & & U dbOlclient.csr sSFRAEZEL UV T AN T 714 )L
ICZL L. WiHd 3 db0lserver.crt & dbOlclient.crt SFBEE. B L UAEP CA SFREE
(N R ZEEBELTLEEL, 23y 33 x28BLTLLEEL,

o3y a4 TE T—IRN=RTTRATY /70);1EEH$0)J v 70— h@ni%ﬁ‘k—j{/\z—u%ﬁﬁb
x99,

3.1.5 TURN —/\®d CSR

TURN H—/X—7T TLS #EHY %154, TURN —/\—(& Web Bridge 3 AIC{ER S hizH D
ERABRDIEAASE/F—RT7ZEKL. FNICED WebRTC 7 24 7V MIEHRZEBLE T,
FAERAEE. V77V Yy Y BEIREICERAI NS DD LEFURMERICE > TEEZ I TV SL
ENHDET,

RICHERLET,

pPki csr turnserver CN:www.example.com O:”Example Inc.”
ZOHFITIE, turnkey & turn.esr D 2 DDT 7 A IILHERRENET . 7 74 J)LIE SFTP Z (&
AULTE—T4 v IHY—/DSELICEEISENTELY. FERAIC csr 77 MLz N
TJ)v CAICEELET, €723 v 3228RBULTLEEL,

o3y 4.6(C1F. TURN H—/KXDIEBED 7 v 70— R ICEAT 258N EEH I N TWET,
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3 AP E DEF

3.2 /N7 w % Certificate Authority Z{ER L /= CSR DE%

S—TA4VITT—=NICRERRR CABRZIBEDOY XA MNIDOWTIE., €Y7V 3ayv 2.1 =50
LT a0,

INT YUy CAEBRFNZIAEERE I 5I(CIE. ER S iz .csr 7 7 A )L%& Verisign 72 &

D#HLED Certificate Authority [CIXZ{ELEX Y. CA TID Zi#EE L. Meeting Server & Z D
EREMHICRER/INT Yy CAERZNMEZHREOY XML TERMSIAREIZHITL
9. AAET 71 ILOIERFIE .pem. .cer £zl .crt T, I8 B TIL. FEFAET 7

TIVICERZENS 7 7 A VIR FOMEZHAL T,

E L K MHEIHE B+ —% Meeting Server [CErk T 2HIIC. SIBAET 74 )L 2R L TL
2, CAMNIAZEDF 1 —VZRITLTWREBE, Fr— YN SiAEZlE T 20EN
HOFEI, FAET7 71 )L =H=. BEGIN CERTIFICATE &L OF END CERTIFICATE O1T% &
CRHEDMRAETF A ZIE-LT. TFANT7AILICBEDFIFET. ot .cer £/
(& .pem DIRFZFDMAZTE L TCT7 7ML EZREFELET., RODIHEEFz— V&I
—ULTHIDT 7 AILICBED T &E T, REGIAETF = — Y ERBTE 2L D (CHERZRIZ (T
(7. BUHLERF (crt. .cer £fld .pem) ZFEALET. HEFAEF = —VIFIEEFED T
HEVLENHDET, F—VEFEITLI CA DIIAENZH T, JIL— b CA DFERRENF
—VDERETT,

Meeting Server NOEBZNM ZFMPZEMEBEF—DAA VA M—=)LIZDWTIE. F4E Z2EHEL
T EEly,

5 SEFRE % ERIY BBIIC. pkiinspect AV Y KE (3 openssl W —ILZFERAL T, IXT
DIFABZD CN. SAN. KeyUsage. & & U ExtendedKeyUsage DEAHNIEL WL\ T & & FESE
5LEBEHLIET,

3.3 WNERFRAERZERAL T CSR ICERT S

T4 VT NICLERRE CAERNESFARED Y X b &2 DEREMFE.
o a3y 21 Z22RUTILES N,
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3 AHHFZEDEE

3 : Meeting Server A Cisco Unified Communications Manager [Ch TV 7 h T\ 5E
ATIld. Cisco Unified Communications Manager (&, TLS Dz 79 54 7V hREEH LU
TLS Uz 7Y — N OMAZ ELIRF —OERRKREHFAIT STV 7L —hEEALT
Call Bridge (EBREICER I D &2 E KR LI, Microsoft Active Directory sERFEH—E X
FIDY A TORRAEERITTEET,

¥ GERBE A ER I SHIIC, pkiinspect AV Y KE 7=l openssl VYV —I)L&EFEHAL T, IXT
DEFEAAZ M CN, SAN. KeyUsage. & & U ExtendedKeyUsage DEAIE L L\ & & HERR
H5EEBEFHLET,

Z Dt 3 vIiE. Microsoft Active Directory ZNER CA & L TERL TWAIEEICE
FAEnZxd. BIORE CA ZEAL TWEEEIE. FINT2FIEICKE->T. ZOHA KD
BABEBMSHELTILESL,

WEB CA DER [ ZAAZT ZEST 5IC1E. UTOFIRICEVWET.

1. e nsz csr 774 )% CAICERELE T, =& Z(E. Active Directory SEBBE 1 —
EZXDEEIN A >~ X h—)LE iz Active Directory H—/\ig &,

2. CAY—/DIaATYYR A VEBY D)L TROOARY REFEITL, /NXECSRT 7
1T BZENDBRICEESHZA T,
certreq -submit -attrib "CertificateTemplate:Computer" <path\csrfilename>

RICHZERLET,

certreq -submit -attrib "CertificateTemplate:Computer"
C:\Users\Administrator\Desktop\example.csr

3. ARV RZANTBE. UTDLSR CAERY I MARREINET, 1ELL CA ZEIR
L. [OK]Z2 Vv o LET,

Certification Authority Liskt

Select Certification Autharity

A, | Compuker
EacanndemD-DEMODC-C.ﬁ. iKerberos) DemoDC,acanodema.com

1| | 1
] Zancel |
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3 AFFZEDEF

Windows 7 71U > MCEERAE ZRI1T S 21ERN D 555, EMSN/AIAEZRET 5L
SOV EARRENET, xm\cm\itﬁgmmwﬁﬁ¥§ﬁ7T7 1)L %R
FLZET (Bl: example.crt), A7y 7 4 [CEHRET, ;EBAE T 7 1 VIR FOBEIC DO
Tl B ZZRBL TS IZE N,

ERMESNHPEEZREITI SO 7OV T MARRSINT. Kbbicavy 7OV
N4> RJIC TCertificate request is pending: taken under submission|

EWS A=Y BLPIVITIIZANIDDYRAMNERREINZDFZRIE. VIIXNID & X
ELET.

CsUserssAdministrator>certreq —submit —-attrib "CertificateTemplate:UWebServer'
sUserssAdminiztratorsDesktophdemokitcsr. pen
Active Directory Enrollment Policy

{ABD5DABE7-521F-4C?7-AFEC— 3CEE4?EF?7D5}

; IFBII
Certificate request is pending: Taken Under Submission (@)

CsUserssAdministrator>

UTDOFIEICHE> T, HRITSNAAEEZEELET,
a. CAD [H—N\IX—I¥|R—VUsFALT. [CAO—/]DTD [EEGHhDV /T
AN 7AIFZBDITET,

b. cmd T4 Y RIICRRESNZVIIZAMNIDIC—RITBREFOVIITANEGI Y Y
U, [FRTDYRY] > [T ZERLE T,

Cc. BANMZIREL [RITEMIBE] 7A4IINYICRESINET, SEEEZT TILT U Y
JUTCHE., [l ]y 7 =zHEE.




3 FFHFE DEEF

Certificate '
‘General Details |Cerhﬁcahun Pathl
Showy
Field |VaMe -
=1 version W3
= 1| Serial number 11 &b ee 5d 00 00 00 00 00 05
= 1| Signiature algarithm shazSeRsh
=1 Signakure hash algorithnm shaz5a
= 1| Issuer acanodermo-DEMODC-CA, aca..,
=1 Walid From Maonday, July 15, 2013 7:30:3. ..
=1 Walid bo Tuesday, July 15, Z014 7:40:,.,
_-___Sul:uject acano,acanodemo.com, Supp... j
Edit Properties, . Copy ko File, ..
Learn more about certificate details
OF;

d. [Z74NICaE=]Z22Y vy o LT, fIFAZEOIV AR—b D4 F—RZHBLET
e. [Base-64 T>1—K X509 (CER)] #i&IRL T[N ZUV U O LET,

f. AEAEZREFI 2HMZSRL. &RIZATIL.
callbridge R EDEZFIZATIL T, [RN]Z02 Vv I LET,

AR EN-EERAE(C crt. .cer. .pem R EDIRFEMITTHERFELET,
callbridge.crt

©

4, =T A VT =) \NDERZNMESHHAEEWBHEDA VA M—)LICDWNTIE.
FA4BE EZSHBLTLLES,

o
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A S—F A VTH—I\NDELKBELWZROD
1VAM=I

2T —ZTIWNTETIOH DI —FT 4« VI —NOERATIE. UTITHLT/KT Y v CA
ELAENVETY,

= X PIRBEDEHICTLS ERZFERT 255 (1E. TURN H—/(—,

= N7V IRy NT—URRATOEE Lync 77 L —Ya yHIERIGEIE. call

Bridge., Lync Edge #—/\([J. iz {E8E T 5/HIC. Call Bridge 5 D/XT VU v o
CAELZNZIRATZMNELLET,

= U777 RERT B-HIC Web Bridge 3 #E8A 9 %1854, Web Bridge 3, &
i x (S8 9 S 7=6H(C Call Bridge 5 ®D/NT Y w4y CAELZNEAENNETT,
IS %/8T U v CA £/ ENER CA BL (T =FHEE :

= D1 JEME, Meeting Server APl [TV 2 7EBODA VY —T x4 A%Z@B LU TIL—FT1 v
TJENBH, VI TEBA VY —T 114 ATIEHRL< API Z:@U T Call Bridge Z:%E 9
5ZETH, SEHENMVETY,

F:OHAARE DO TBEA VI —T A ABDOMBELX —/(IIAZEDOXRT
HEYTICAVAM=ILLTWSZEEFHRELTWVWET (5. [Meeting Server 1
AN=ILHAR] Z28BLTLLEEY) , FET->TLWRWNESIF. 9 <ToTLE
=0V,

= Call Bridge, 7 x 77w 3c2w Efild. Call Bridge H 5 DIEAAEZEE L.
EfET Z2WENH D FI, Ff. Active Directory —/\I%. Call Bridge H» 5 DIFFHEL,
WEELEY. 2510, BRAICSIP b3y U 1'% %155, Call Bridge (T3 SIP @5& 1
TINA REDEBEFZRAADAENVETTY .

n BF—HIR=—2AY =T —HIR=RTTA TV~ (F=IXR=XEHFEL TR Call
Bridge %E’é‘t‘) M. WHBmE—& . FEU Certificate Authority [C& > TEL S Wi-iEEE %
BLGB T—IR=RIZRAIVVY, (RAT—ZTINTETNDOHZIEMEDH. )
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4 Meeting Server \DEEIFHZEL WEF—D 1> X F—/L

= Meeting Server TL A—4—%8F®ICF % &, Call Bridge (&L I—4%—H 5 DIAAE%
ERL. LO—%—I& Call Bridge "5 DFEAEZEK L. I 20BN HD I, FF
BHEOZy 7O0—REL OA—F—DEREDFEFMICDOUTIE., [Cisco Meeting Server 4
—ZT7NTETHOHZEEAAR] OLOA—49—0tsravaslB LT3,

= S=TAVIY-NT AN =X—ZEHICTSHL. CallBridge X M) =N 5D
ABAEAEMNEEL L. A MY —<—(d Call Bridge "5 DiEAEZE#ER L. (EFET ZHEN
HNDET, FAPREOT7 Y TO—-—REAMY T DEREDFMICDOWNTIE, [Cisco T —
TAVIT =N ZAT—ZTINTETNHOHIEHAA K] ORAN)—ODEIIaVvE
ZRUTEZE,

= Web Bridge 3 ZAXMICT % &. C2W FERAEA' Call Bridge & Web Bridge 3 DD
fRICEASINE T, Call Bridge ' Web Bridge 3 AN C2W #1725 5. iflAE%
MRELT B7/26DD C2W FHDEFEA N7 ZIBET 2WENHD XTI,

= MeetingBApps C{EFT AIFAAE(E. MMP OY Y K %{f> T MeetingApps ZRE T 5%
[CEIDYTEZNENHND XTI, MeetingApps DAEF CA EL{TZHEEFEAL TL\ 5158
B, 87 7Y T MeetingApps 7 KL X CEHEL CIAAZE 2R3 2 EAH D T,

4.1 WERLAAE=HIAT S

FAEEAEZ A Y AR —ILT VIS, RRBAWERGIAZTORTYZHET 2WER>IHD X
TA., WRICE>TIF. WEBREAPFEL IE-—LULTEROY—EXTHIRI S L
NTEEI. UTIEF. WEBEIAZEOXRT ZBINAYT 5507 KN4 2T,

= Lync A % Meeting Server (L9 255, Lync BAICL > TEBEI LTS
Certificate Authority (CA) Z{FERIT 5 EZzHEMHL LT,

= AEEWEF—DT77AMILEZIEE. ZFNONERASINDEAZRRTZELDICLET,
f5l] : webadmin.crt $ K U webadmin.key,

4.2 WEBERLEIAAZA MMP IC7y7O—K9 5%
1. MMP [C SSH TH#&#tL. OV Y LET
2. SFTP %R L T. SWBHR/AMAEORT EHFAENVRILET7 Yy 7O-RULET

3. MMPPKI OY Y K @ pki list #FALT. Py 7O—RShiET7 7ML 2RBALET,
pki list
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TlE. MMP [C7 v 7O0—FR 2N/ SSH*+—& CSRT7 7M1 ILH—EBRRLET,

T 7 AINWIRFOERIZIRE. MBF—BLVIEBREDOT7 71IILEICE I 256 TIE
WIEEA., 7Tc&ZIE. callbridge.key BT A, call.bridge.key & BFAIESNEEA.

43 774IDEFEZREL. (IFAELWERIS—NIT S &
=WERET S

Meeting Server ([CFEF —/EFRAZ DR 7 %A Y AN —)LF 5. A VA M—=ILTBIEL L
T7ANDH2EZERLTLLLEEN, ZOEIY3VTIE AVAN=ILTET 714l
DD #HERT HHD. MMP O< > K pkiinspect. pki match, & & U pki verify O{ERIC
DWTRIBICERBL X9,

774N ZERL T, 77 0IHAELEEY (BUHRRN) THHNESINZHET ICIE. RDOIAX
Y READLET,

pki inspect <filename>
AEEAENME X — & —HT 2 I L ZHRT 5ICEF. ROAX Y FZEANLET,

pki match <keyfile> <certificatefile>

EFAAEN CAICL>TEL SN, FFHENY RIILEFRLTINERBATEZ S L2 MER
T 5T

pki verify <cert> <certbundle/CAcert>

RICHZRUET,
1. MMP [C SSH T##L., A1V ULET
2. XROOARVKREANDLET

pki inspect callbridge.crt
771ILORABRERET BT, Tc&zxE, AEAENXLEBAINESHZRERLET,

3. RDIARY RZANLET:
pki match callbridge.key callbridge.crt
7 74 )l callbridge.key N\ 7 7« Jl callbridge.crt &—3 L. —#&ICHR>T 1 DOfE
FATIEE/R ID 2T 5 & 2R L £ T,

4. ROARYVREZANULET

pki verify callbridge.crt callbridgebundle.crt
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callbridge.crt ’ME#TZ% CAICL>TERLZINTEH D, callbridge.crt D FEEEAE
DFz—VZaBU THEILEINCEETFz—UIH5 I L ZHRELET,

4.4 Call Bridge MEIFAZE L WMBREDA VA M=)l
tovayv1.1.1 THPEINTWS LSS, BARNTE Call Bridge AED & S (CfE
BEnTWaMNIE2 T, WMBEF—/ZEAEORTHIVEICRBIGENHD XT,
UTOFIRE. % Call Bridge 'V v AVICHEATBRXY b T—2 A5 =T 2 X%9 TIC
RMELTWAEZAHRELTWVWETY, FEREZEID Y THHEIC. MMP OX Y K listen Zf#
BAULTA VY T T—RER/ETEHECODVNCTE., RT—FTILTETHDH BT —/\—D
BASAAR] Zz8BLTLLZS 0,
% Call Bridge:
1. S—F 4 VT —/X®O MMP [C SSH T#E# L £ 9,
2. ROAXR YV RZFERLT. WER/GFIAZEOXR7ZEDHTET,
callbridge certs <keyfile> <certificatefile>[<cert-bundle>]
keyfile & certificatefile |3, — I HWMEX—LEBED 7 71 ILETY, CA
HEFRAZE/NY RILEREL TWRERE. NV RILBHIFAZELFRIOT7 70ILELTE
wia_o
KRICHEZRUET.

callbridge certs callbridge.key callbridge.crt callbridgebundle.crt

3. ZEAWEAT SH/IC, CallBridge f V¥ —7 x4 A=HBEFHLE T,
callbridge restart
SEAAZEA Call Bridge ICIEEICA Y A M—=ILadhd &, XOAYE—IDNRREINET,

SUCCESS: listen interface configured
SUCCESS: Key and certificate pair match

AAZ DA VAR —ILICKRET BE. ROIT—AyE—IHKRREINET,

KRB £ — LAIBAEOMRE: IR L X — D —H LI EA

7 : Web Bridge 3 OFRENT T LIzS. 9 XTD Web Bridge 3 DS X k 77(C Call
Bridge fERRZE ZBINT 2WENH D LT,
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7 : MMP O K callbridge certs none Z{EMH L T, Call Bridge H SEFBAZ D% E % Hl
FRLUE I,

4.4.1 Call Bridge & Web Bridge 3 ORI OEREDIEL

Web Bridge 3 Tld, #2074 VDREEBEHRDH RS XA X% Call Bridge "5 v &
ATEFET (ARIRAXDAARTAY) #SBLTLLEaL, BADOEF2UT 2L
>T., BEIFEPETZ% CallBridge "> DAZ(FAND I EHNEETT,

C2W ifRAZ(Z. CallBridge &z 77U vy 3 OBDEGKICERINE I, Call Bridge A
D77y 3ADCW ERZITOICIE. FERAEZER TS/ D C2W S A MA MY
ZIBEITDWENHDET., FHlE I/ Ya v 45 BLUHEDESRBL T LS,

4.5 Web Bridge 3 DiFAAE L WREBEAM VA M—ILT B

Cisco Meeting Server D = 77 7V ZEHRT %7/HIC Web 7)) v 3 ZEH L CiEAAEZ1E
S 2 EDMIE. D ASRBL TSN, UTE. V7 77V aERATES L
3 |C Web Bridge 3 Z8E 9 5 DICRIIDBMEIFTHRTY .

e Web Bridge 3 Tld. INTOMABEERTIARZO/NY RIL (DED. T Fz—V
774)) ZFERAITBZLENHDET., hiFk. 77 TUv Y 2 [CAAENERERS
N2AEEFERD XY,

e [Call Bridge to Web Bridge] 7’00k )L (C2W) (. Call Bridge & Web Bridge 3
DED') VI TY,

e Call Bridge A* Web Bridge 3 [C#E#i =25 L D(C. (webbridge3 c2w listen % {EF]
LT) 4159 —T x4 RALETR—bZR<LENH D FY (Web Bridge 3 [FZD/R—b
TYY RV LET) . ZDfs. API ERk%Z3E{TL T Call Bridge IZ Z® Web Bridge 3
ICDOWTBERABEEIC, COR—FTPRLRAZIEEIT HWENHD T, JOERHEIE
FERE CIRET HWENHD LT,

o ZORWER—bZENET 7V EANSRET S EZHEH L XY, Call Bridge 15
DHEERRETHDWENH D XT,

e Call Bridgeld callbridge certs Z{EF L /-fiEBAE Y b ZEHA L. Web Bridge 3
|3 webbridge3 c2w certs ZfFRL/AIAAZE Y b2 EALE T,

e Web Bridge 3 (4. webbridge3 c2w trust CiXESN/IZEBEA M T7OHRDOLDIC L
> TE4 XS hi: Call Bridge OiFfRZ%E8E L £,
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e Call Bridge [¥. callbridge trust c2w CiREINIEBIANT7DOHOELEDICL>TE
L3I NT-EIAAE%#$FD Web Bridge 3 #1S388L £ 9,

o NHMERIC L > TERSN/AIAZ RV EH D A, MMP RTIEREN/BE
ERARAEzFERTEET,

e SAN/CN [Z%. Call Bridge APl ® Web Bridge 3 &9 57/ ® c2w:// url THEAS
n%FQDN £/clEIP 7 RLRE—HIT2RELAHDET., (INH—HRULREE.
Call Bridge (& TLS * ¥ T — 3 VIZKBEIL. Web Bridge 3 [C& > TIRIRS /AL
AHZ%3E5 L. Web Bridge 3 & DIE#ICEBLE T, )

» Call Bridge & & U* Web Bridge 3 OFEFREILRFDEGHDFMBICOVTIE, B 21 &
ZZBRLTEEL,

4.6 TURN Server QFIFAS L WEBEBEZI VA M—ILT S

X1 7HBEICTLS 2FAT 2 FEDIHEIE. TURN H—/N\BOEREHEAEEZ 1 VX b
—ILTBEMELNAHDET, TOME. 977V yITERALEZHDERU CA #ER U TAEA
ZICBRALET,
CDIEFREL. TN I—FT 4 I —NEDEHGEERET DN E DN Z T HERICE
Han%xd,
UTDOFEE., TURN S —/)\HFEST B1-DITERITBRXY NT—U A V5T —RA%EF TIC
WAL TWS LRl LTWET., FEAEZIEEY DRIIC. listen MMP OV Y RZ(&
STAVI—T T —REH/]TEIT BHAHZEICDOWLNT, [Scalable and Resilient Server 8 A 4
Rl #2BL TS,
£ TURN H—/\:
1. IRAMY—/\—D MMP [Z SSH T L X T
2. SFAREZEND Y THHEIC, TURN H— N4 V& —T 4 A& HHICT 3
turn disable
3. CA h'5 Meeting Server [CERBA RS L FR/NV RIL (HBBE) 27y 7O—KRY
1= SFTP =R L X 9.
4. FEFAE (BXUSEAAZE/NN YV RIL) EMEBF—HDH—HBHULTWB I LZERLET
pki verify <certicate> <cert bundle/CA cert> [<CA cert>]
5. (EBAE (BLUREAE/NY RIL) EMBE—DOXRT%Z Tun —/\—(CE|DYTET

turn certs <keyfile> <certificatefile> [<cert-bundle>]
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Z ZT. keyfile & £ U certificatefile (&, — T 2WEREABPED T 71 LA TT,
CAMRERAZE /Y RILZREL TVWBREHEE. ZO/NY RILERIOT 71L& U THREIC
BHET

1

turn certs turn.key turn.crt turnbundle.crt

6. TURN U —N\ZzBEFMICTS

turn enable

47 S—=TAVIT7TYDMAREEI VAT S
SBMENI T T7TII—FT 4T TT 74N E2HET BHHIIC. MeetingApps DEFAREZ % LT
TEULENHDET., RWICEBZRINTZ7UTDEETEZS CAIHEOFEAZHERELX
9., /=f2UL. RE CABRAMZFMAEZFERL TWREE, V7 7 7VEI—FT4 v JI(C
SNT ZDICFERT IR T IV —CTCINSDIIAZZRIAT 2L 57OV T ERRL
X9,
FERHE Z 2D HTBAEIC. MeetingApps NW@EEICERAT 51 V5 —T7 214 AER—NZRE
ITEULENHDEI, MeetingApps 1 V57 —T x4 AER—NDREICE T BFHMICDON
Tl&. Cisco Meeting Server ZBA 71 F&Z8BL T 230\,
MeetingApps FEFHE Z R E T 2 (I
1. JRA M H—/XD MMP [C SSH T L £ 9,
2. EFRHEZE| D YT SHIIC MeetingApps ZEHICLET
meetingapps disable
3. ANV RZMHEAL T MeetingApp DFEFAEF— X7 ZEIDHTET
Meetingapps https certs<key-file><crt-fullchain-file>
4. S—T4VIT7TIVEENT S

meetingapps enable
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4.7.1 MeetingApps SFAAEZEZRIFL TWLET

£S89 5IC1d. MeetingApp ICEER S W 2MEF CA ERMEEAEL. 77 77
S—TAVIICERIZET TV —THRIAEESNZWVENHD I, AEL CAERANEIL

PAENER S NBNGE, BIMBRI—T VI TTI 7N EHRBTET, Yz TT77TIUN
SINE(C MeetingApps fEAE Z R T 27cHICHERATEZS Y V7 Z1IBRLE T,

SFRRZE AR T BICIE. T2 —DFHL WY T EBE. MeetingApps 7 KL ZD#E&I(IT : &
K- hBEEANLET, FOVTRARRENS, AHEEZI AN, MeetingApp A
D7 I R%EHITTHNENHDET, MeetingApps ICERAEND 7 KL X ER—NIE,

meetingapps AV Y RZ2FERLU TEISTE Y,

AV T 7T T4 VI EFERIBINTOT Y —TTOLRZEDRITUEN
HHFEI,

MeetingApps SERAE Z#REE Lz, V7 77U S—FTA4 VI TI7AINEHRHETEZET,

4.7.2 EESNCIL— MERELBICEIRRZE 2 BT %

Ercld ABCAZBRNEMBEZ. V277 TVI—TA VI TERIBITNTD
T2 DEREI NI — MEAREI NP ICA VYA M—ILT B EHTEXT,
NES CA DER T EFAEZEBEIN/C/L— MEREREZ ~ 7 ISEMT 5ICid:

1. MeetingApp TERASNSHPREAZT L)L — MEAZEZY 7Yy O—-RUEY,

2.9 XRTOAE CA BLNEZFREZFESINI/IL— MEERKEIC A Y R— ML ET,

SFRRAZEAEBEANZICAVYR—bLES, 92T 77U S—F4vTIEmMLTI7 74
EHBETEEY,

4.8 TLS EFHAE DI&REE

JE—NEAENEETEZHDTHD I EZMERT B70HIC. SIP 5L U LDAP OIEEFRAE
EBMCTHIENTEEY., BMICTSHE, CallBridge [FEICES SDAITESZRIBL
FEMCBEFREL. VE—MEAEZEXRL. RBARSNEAEEZ. 7y 70—KEh, —N
ICEEINTVWAEBEAN 7 EHBRUET,

Cisco Meeting Server ') ) —X 3.11: GFIFZD 1 K Z 1>~ 38



4 Meeting Server \DEEIFHZEL WEF—D 1> X F—/L

FATZS MMP OYX Y RIZUTO®@D T,
= IBEDHERERRNLET

tls<sip|ldap>
= EHEILRAF/ZEERT S
tls <sip|ldap> trust <crt bundle>
= FFARE DRI ZBR/ERICT B2 h . HREEIC OCSP ZERY 5N EI D EEEL T,

tls <sip|ldap> verify enable|disable]|ocsp

I OWVWTIE. TMMP OXRYRUZ7LYR ] A4 RESBLTLLIZE),

4.9 Call Bridge 7 5 X4 OWREE

Fiootvvvavid, R -7 TETIDOHZ2EAICOFAERHINET,

72 A5 AD Call Bridge Z1&5E9 5 7=6H D Call Bridge E#8X b 7 &= {EHI 52 & T, Call
Bridge 7 2 X7 DtFx a1V T &M LESEDIENTEEY, CallBridge (7 = 7TEEBOH]
M|ICH B HTTPS ZN UL THEWCERT 57, 7 7 A5 —{tEh /= Call Bridge DV =7
BIFARE Z R1F 9 2aEFAE /Y RILZER L. 75 AFZADZENZEN D Call Bridge D{E§8
ANTICEEAENY RILZe7 vy 7O—-RI2RENHD LI, MMP IV RZERALET,

callbridge trust cluster <bundle name>

Call Bridge 7'V 2 R WD HID Call Bridge [C##td 2 & &, EEA N 7ROIEHZED /Y K
IWEF v LT, EiSd CallBridge D7 A TV T4 T4 ZRELET., InITLD.
Call Bridge A2 TIFBRWI—FT 4 V7 H—NITEHKIT BV RV 28R TE X9, fEREN
YRILIE GEAEF 1 — YV E BB TEZ AT OV A MDNITNANICED FT,

F:/X\—U3>34Mh5, lcallbridge trust cluster] NBMAISEICHAAZEE DAL
NEESINFTUL, D, VIRV ITTERESNEETY L. Wi %7 7EIEAE
@ FQDN &1L, ZOFREICKKT S &, CallBridge 7V Z A T7—MREELFT,

RSXAMZARTZHERINBRWNGE. 77 XY —{t &z Call Bridge B CTHERRZ DIREEH
TN . Call Bridge I3 E— b Call Bridge "D a L E TN, 74 TFVTA4 T4
DIEZRITITLWEE A,

Call Bridge {E$8 X b 7H 5 Call Bridge ¥ 2 XA SFBAZ /N RILZBIFRT B (CIE. XD
MMP <Y KREFERHLET,

callbridge trust cluster none
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5 AHHFZEDRED N Z 7/ 2 —F 1 >0

5 FERAEICEAT HSREDONZTIN Y a—T 4 VT

DT avTIE. WSODD—IIBNZTILY a—T 4 VT DREIEICDWVWTERAL
¥ 9. Meeting Server 7L v IRXR—2%22BL T, AEICEAITZZDMOLHBE
Rzl T<IEa,

51 H—EZANMEFTEEIhTLWERNWEWSEBEEAyE—Y
CDOAytE—IlE, ROGEICRRINET,
= SFEANZICRVAE CA ZFERAL TL S,

= NBEEIEAE CA BRARASHIVERECERIIAEZFALK, AESEZHFRITL.
EHETZSHCATELLTLLHVWET, COAVR—RYNINRTI YO T7O %258
LRWED, NEB CA 2 ERT R ENTEET,

5.2 Lync 70V b Iy RY—=/)X\NDEHEDHERE

Call Bridge sFFAZICEZ LI CA D, Lync 7OV IV RY—N—DFFAEZEICEL T B8
[CERASNDERL CA THDIEEERLTL &L, Call Bridge sEBAZ Y. Lync 70O
VRIVRY—NOIPEDERICFERAINZDEFU CAICL > TEZGINTVRWNEE.
Call Bridge DS TZ= % CAiERE% Lync H—/N\—D)IL—MEBANTZICT7 v 7O—-KR L
T. Lync % —/X—7" Call Bridge ZEFAE Z G CZ 5 L DICLTLKEE LN,

Lync (ZiBN& fu/= FQDN A' Call Bridge DFEEFZED CN & U THEEL TS T & = HER
LTLEEE,

5.3 REEAE DHIRYINEE X7 FHIRTINhD Xy £—2

AERZEOEHMF. FHLUWGIRE LY FORFAEAL 7OERICRVE Y, FIAZOEEE A
YAM-IIVCETRRIOEY Y aveESRL TS0,

0 2R —RIEDHE. MRAFEOBFHHENINGE., V57X —RNOT—YX—R /—R
SMEEDBEZFEILELET., 7T XZHAIYY K database cluster remove Z{FF L THI
MRENDBE%ERE. SIAAE(E. Meeting Server T—9RX—RXU S5 R%5 /) —RKRTEHFTEE
Th, ZDD. T—IX—RDY Z A5 Z@ERL. FAIAZTEZEHLT. B5—EI TR
FaER LT ZE 0, FEMIIC DWW TIE Cisco S —F 4 I H— /%> THRYIN DT —
IR—Y ZAYREZEN I SHEZSRLTLEE N,
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6 7 X NIREET DA EDIE & 16/

6 T AMNREBTOIAEDIER &FEH

pki selfsigned AV Y R%&E{HHAL T. Meeting Server t TMZ+— - HEELIREZE % /ERR
TZEET,

BEERMAEE. V7R —F—] ICIIfFERATEEEA (CAFIEEZEETE RV
(RT—=ZT7ILTETNOHZEADIGEDH) ) £l Lync FREEICIIFERTE A
(CANEEETZHHEATIERWN YD) ., BEEAIMHEG. 772 799NIEBREI S —2F R
LTH, Vz7EE, LU CallBridge oz 77y JBOMBAESEEICERTEEY., K
FBRIETEBL., TANRIECEBCERLMAZSZHERAI AL 2RCERL I,

T4V NETO-AIINEREBESELZIMAZSTZEMT (T

1.MMP [CAZ A YL, XOAXY REANLET,

pki selfsigned <key/cert basename>

Z ZT. <key/cert basename> [d. AR cNbF—ELiHEZHMAILET. XRITHZTR

LEd,

pki selfsigned callbridge
[¥. callbridge.key & WD RRIDO—NILWEF—&
callbridge.crt E WD ZBEIDECERIBPEZIERLET
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{Fi% A SERBZEARAE® OpenSSL <V K

o3V 12 ICEBHEINTNS MMP pki XY RO DI, OpenSSL #1{#HH L TE+
—. HAEERV I IR, BLUIIAEZAERT S ENTEEXT, JOffERTlE. FERT
% OpenSSL OV Y RICDVWTEHULKFHEALEY, ZoflTlE. OpenSSL A* Windows TX

TEINTWRZEZFMRELTWEI A, D TZy b7+ —ATH OpenSSL ZFHT 5

ENTEZXT.

AT OpenSSL [FBEEEET— R TERITLTLLIEE Y,

AE: COEDHITIEH, 7xT7T7VyY 3 EERALET,

A1 RSA W& E CSR 7 71 ILDAERR
BFENOIVE21—49TOpenSSL Y—)LF v hEFERALTL IS,
# L L\ RSA MBS LU CSR 7 7 A ILEEMT 2ICIE. XOIAXY RAEFEBRLET:

openssl req -out webbridge3.csr -new -newkey rsa:2048 -nodes -keyout
webbridge3.key

webbridge3.csr £ WV DEREID CSR 7 7 A )L &, webbridge3.key & L\ D &HEID
RSA 2048 £ MMWEF—ZHR LT,

A F—REFRERICE. T @ T 280 TEIVWTEEA. £EZE
webbridge3 [IBXITY H'. web.bridge 3 K/=|d web_bridge 3 [FFERATE XA,

BEOWMERICHT ZAAEERV IV ITAN CSR ZAERT SICIE. KOO Y RZFERLET:
Openssl req -out <certname>.csr -key <keyname>.key -new

RICHZRULET,

openssl req -out webbridge3.csr -key webbridge3.key -new

(&, webbridge3.key & W\ S ZHIOBGFDOWEF—ICE DU\ T, webbridge3.csr &

WS ERFID CSR 77 ML ERLE T,

OpenSSL =ML TAAZICECER Y %155, FH CSR 7 7 A JLIIMER

. ROEI I aVITEATLSIZE,
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A11 CSR77A4IICELZLT S
JT w4 CAE@EBLTCSRICELT BICIE. 23y 3.2 DFIEICH>TLEE L,
PE8 CA @A LT CSR ICEL T 5(C1F. 2 ¥ 3y 3.3 DFIEICHE>TL &L, =R

Z(CH2EL T BICIE. OpenSSL OX Y RaEALET,

openssl req -x509 -nodes -days 100 -newkey rsa:2048 -keyout <keyname>.key -out
<certname>.crt

RICHZRUET,

openssl req -x509 -nodes -days 100 -newkey rsa:2048 -keyout callbridge.key -
out callbridge.crt

(F. call 7UwIkey EVWSELHIDFHL WIEHEE ., call 77U v Yert &£U)DZRTD(RIERR)GEHE
EERLUET,

A.2 ECDSA #W&E##& CSR 7 71 IL DR

A21 SFRAZEV VI ANCEZL T D= D)L— b~ CASERHE D4R
I— MR EERT SICIE, XOAY Y REFERAULET,

openssl ecparam -genkey -name prime256vl -out root.key

OOV RIE., 1BMEREE prime256v1 #FEAL T, lrootkey) &EWS ARIOWMEBHEEERMLET .
ECDSA JL— b CARERAZEZ 4T 5ICIF. ROV REFERALET

openssl req -new -x509 -SHA256 -key root.key -out root.crt -days 3650

subj"/C=<country>/ST=<state>/L=<location>/0O=<organization>/OU=<organiz
ational unit>/CN=<authorityname>"

RICHZRUET,

Openssl req -new -x509 -SHA256 -key root.key -out root.crt -days 3650 -
subj" /C=UK/ST=London/L=London/O=Example/OU=/CN=example"

COAXY RIE. 3650 B (£ 10 F/) a7 Mrootertl & WD ZRIDBCER
BAEZERLET.
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A22 FFBAEV VT XA N ERZHADOS R CA SERHE AR
PRGEAAZEOMBRELEN T 5ICIE. ROOXY REFERALEY,

openssl ecparam -genkey -name prime256vl -out intermediate.key
CDAXR Y R(E, FEMIHRER prime256v1 ZfERAL T, Tlintermediate.keyl &L\ 5 %
RIDWZRZ R L 9,

Y —/)\—FERAZEERKRY VT XM (CSR) X T 5ICIE
1. KOBMTHERMAET 71 )L (.conf) Z/ERLZET : [req]

distinguished name = req distinguished name
req extensions = v3 reqg
prompt = no

[req distinguished n
ame] C = <country>
ST =

<state> L

<location>
O = <organization>
OU = <organization unit>

CN = <commonname/hostname>

[v3 req]
basicConstraints = CA:TRUE, pathlen:0

2. ROV REFEHALEYT

openssl req -new -sha256 -key intermediate.key -out
intermediate.csr <.conf file>

ZOOTYRIE. P CAWZEHEAFERL T, lintermediate.csr] & ULV S%&RETD CSR
EERLE T,

A23 FSERAEV VT X N EZLBRAOY —/\—FEBRE D4R
H— )RR EORBREART 0L, XROIXY REFEALET.

openssl ecparam -genkey -name prime256vl -out server.key

CDAXR Y R, FEFHRER prime256v1 #fERAL T. Tserver.keyl &W\S ZRIDOWEHEE

R LET. Y—N—FAEZRV I TR (CSR) ZEMT BICIE
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1. ROBMTHERIERET 7 1)L (.conf) Z{ERLLZ T :

[req]

distinguished name = req distinguished name
req extensions = v3 req

prompt = no

[req distinguished n
ame] C = <country>

ST =
<state> L

<location>
O = <organization>
OU = <organization unit>

CN = <commonname/hostname>

[v3 req]

keyUsage=digitalSignature., keyEncipherment,

datakEncipherment extendedKeyUsage=serverAuth,

clientAuth subjectAltName=(@alt names

[alt names]

DNS.1 = <DNS /R ZX b &>

2. ROV REFERALEY

openssl req -new -SHA256 -key server.key -out server.csr -config <.conf file>
ATy 71 TER LU conf 771 )L &FERLET,

ZOOARY R, —N\oWwBHEE2ERL T, [lserver.csr] EWVWDEEID CSR 24/ L ET,

hf CA TH—/\GERRZICER T 5IC(E

openssl x509 -req -in server.csr -CA intermediate.crt -CAkey
intermediate.key -CAcreateserial -out server.crt -days 365 -SHA256 -
extfile <.conf file> -extensions v3_req

COOAXRYKR(E, R CASFRAELEWBZHETH—/NCSRICELLET, Ihickbh. 365
HREBZRR serverert] WD ZEIDAEN ARSI NET, lextensions.txt] 771 )L
TIEE S NI-HRERE (X Y — /\—SERRZEICEEh TV E T,

IEBAEICECSER I SICE. XAV REHEALET.
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openssl x509 -req -in server.csr -CA root.crt -CAkey root.key -
CAcreateserial -out server.crt -days 365 -SHA256 -extfile <.conf file>
-extensions v3_ req

COAXRYVKE, JL—b CAGIRAZ EMZEETH —/NCSRICERGLEY., ThiTLh. 365
HEIEzh7 server.crt] & WS ZRIDIFBAEN SRS NE I, [lextensions.txt] 7 741 ILT
FEE S NYLEREBE I — N —SFRRZEICEF N TLE T,

A3 T—HR—RYTSR5 V)T DIEHEDIER

OOV aviE., RT—Z7ITETIHOHIERHOAZEZTRELTHD, OpenSSL OV
VREFRAULTT—IXR=—X VX5V HADREZENT 2 5EICDWTELU CEBEL
7,

AE: 27T HET—HIR—RYT ZAFARZEEINAICIKRZIZH. S—FT 4V TH—NNDOTF—oX
— R ZRIVTDOEY Ny T ERZICTDH-HIC, pki ARV REFERLTT—9X—

AU AYFAOEZEAEEEMTEE9, FMICOVWTIE. Y Y3y 3.1.4 #88BL
TLIEE LY,

T—INR=27Z 25 )V TRICER S NIZEEAE L. BUREHRF (CA) ICL>TELS
NTWBRENHDET, T—IXR—RADIFRZVVTICIEI—FNT IR TER
Wz, CA. F—. BLUFERFEL OpenSSL #FHA LU TR TERTZ XY,
T—INR—RYVFRIF. VI RIRNDT—IN—R R FL I ERIZEI—TFT14VT
H—NTHREINEBAU CAICL>TERSINILIZAT7 VY NEY—/GIAZEZVLE L LE
¥, FAAEOFERAZBHITEIET, VIR —2RORBEEERMOMANRIESNE T,

AR T—IR=—RITRIN, FAREEVLEL LRVWETD/N—U 3 D Meeting Server
V7 hUx7ERALT. SRERQLTERSNIGE. =3 Y 2707 vTJL—
REFIC, T—I X=X HBLEL. FASBIERENTT —IR—RI S RIPBIERE NS
FCRETREICRD XD,

AE: OpenSSL [FEEEERTEITL TS,

L F—REFAERICE. T FlF T Z2EHTEVWTERA, & ZIE db0l _ca F
1o lE
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db0l.ca [FFATZFXEA.

FlEIEIULTDESE D T,
1. CAZEEL. CADRB/MBHFEDONRT LPEEIER L XTI,

a. IEELRLCAICHL T, WMEBHEETHZEEK (csr) DRTFEEBLET. XD
OpenSSL X Z AL XY

openssl req -new -text -nodes -keyout <keyname>.key -out <certname>.csr
-subj /C=<country>/ST=<state>/L=<location>
/O=<#B#%>/OU=<#A#EERFT>/CN=<authorityname>

RICHZERUET,

openssl req -new -text -nodes -keyout dbOlca.key -out dbOlca.csr -subj
/C=UK/ST=London/L=London/O=Example/OU=/CN=example

Tld. WZEF— db0lca.key CFIFAZEERJ VI XANT7 71 )L dbl0lca.csr &
-subj IR BHETERSI N CAICH UL THERLET

b. X7 v 7 la TEMINIMEREHAHEY VT X (.csr) ZFERALT. CAD
FAFRREZERL L £ T,

openssl req -x509 -text -in dbOlca.csr -key dbOlca.key -out dbOlca.crt -
days 3650

bQEEEHE%'ﬂEEy, L¥*xd, dbOlca.crt

2. FIE1 TEMLU CAERIBEREFALT. T—IXR—AG—NETFT—HIRXR=2I T4 7
Vv NOWBEEELEMBEEEHAILET,

a. T—HIR—Z HY—/\OWZHEEITPEDERK (csr) ZEMLET.

openssl req -new -nodes -keyout <keyname>.key -out <certname>.csr -subj

/C=<E>/sT=<l|>/L=<}hiz>
/O=<##8>/ou=<HEIEMY>/CN=</ — R B>

C CT. nodename [FT7—49X—XA%ZKRAMLTWBH—/\—DEEDLZFITI, KRICHZR

LEd,

openssl req —-new -nodes -keyout dbOlserver.key -out dbOlserver.csr -subj
/Cc=%[E/sT=0Y K Y /L=0Y K Y /0=Example/OU=/CN=serverl

Tld. F¥— dbOlserver.key CFAEEZER YV T ANT 71 )l doOlserver.csr Z{ER L X T

b. 7= X—2D CAERZMEHPAT2EMLET. KICHZRLET,

openssl x509 -req -CAcreateserial -in dbOlserver.csr -CA dbOlca.crt -
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CAkey dbOlca.key -out dbOlserver.crt -days 3650
Tld. iIBAE dboOlserver.crt Z{ERLULET

C. T—HINR—ADMEREAAZTDOERK (.csr) ZERLET., T—FX—
2254 7> k® CommonName (CN) (& Tpostgres] ERU THRITH
RO EEA.

openssl req -new -nodes -keyout <keyname>.key -out <certname>.csr
—-subj /C=<country>/ST=<state>/L=<locality>/0O=<organization>
/OU=<organizational unit>/CN=postgres

RICHERLET,

openssl req -new -nodes -keyout dbOlclient.key -out dbOlclient.csr -subj
/C=UK/ST=London/L=London/O=Example
/0U=/CN=postgres

Tld. F¥— dbo0lclient.key BLUVFAEZBERV VT AN 7 7 AN ZERLET
dbOlclient.csr.

d T—9X=RISAT7V HD CAERNESARSEERLEI. RICHZRLET.

openssl x509 -req -CAcreateserial -in dbOlclient.csr -CA dbOlca.crt -
CAkey dbOlca.key -out dbOlclient.crt -days 3650

b‘éﬁﬁﬁgﬁﬂzﬁi L £ 9 db0lclient.crt
3. BU/YavI8DATYTICE>T. T—IXR-ADFARELWEF—%7 v TO—K
ULTEELXY,
a. T—HNR—2ERZANTBEY—/\F. ROF—LIAFEET7 Y TO—RT 50
ENHDET,
o F—HN—RYT 5 R Y—/\GIAZE (FlE 2 TER)
— I R—RYT Z AT —/)\F— (FE 2 TER)
°O F—HR—RISRHZ—U54 T MNIRE (RT v 7 2 TER)

il

© FHINR—RYTRIVSATY NE— (AT YT 2 TER)
°© F—HNR—2YU 525 CATEHENY KL (RF Y7 1 TER)
b. 7= X=X LB USRIV Call Bridge (&, XD F—&EAZE%= 7 v 70O
— KT 2REANHD ET,
© F—HR—RUTRAY—U 54TV NIRE (RT v 7 2 TER)
O F—HNR—RYTRIVTATY hF— (AT YT 2 TEH)

° T=HINR—RUZRY CAFERRE/N\Y FIL (AT v 7 1 TER)
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Ad T—HR—RTSRAH5 ) FHD ECDSA SERAE%#{ER T %
TR T—HNX—2ZFHD ECDSA GFEAZE A 4RI 5T, 7 YavIlEHEH I TWERTy JIC
o TLEZSWA2 LN L. DNS (FUTTHAT 2 LD ICHER T 2B H D £,

F—IR—RGF—/)\—DIFE. DNS [FT—4IXR—XEZRANTZHITXRTOY—/\—D./—K
BICERETDIUNENHDET,

F—IR—=R7 47V MDIBE. DNS % [lpostgres] [CERET HNENHDET,

A5 SFRAZELWMZBORT DA VA M—)L

Meeting Server NDFERE EMEF—RT DA VAN —LOFFHBICDOWVWTIE. E4EDF
IBICHE> T 2 Ly,
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172R B GFHFZE Z 7 1 /L E EE TFHFAIS 11 TL Bk F

Tk BRAARZE 7 7 M L EMBHETEFAIS T W%
HiaR=

UTOERE., (EAE7 7ML EMBRICFFAISNTWS T 7 A1 IRFERLTWET,

K5 AET 74 )L TEHAIS N TV BILERF

-pem PEM [FT> J—K (ASCll base64) THH. 771 ILIERFE L TERINET. B

. Unix X—ZX® Apache 7z 7H—/\Hh 541 vR—bhEh, OpenSSL 7 U4 — 3
VERBMENHDET,

PEMEERRE 7 7 A LEBEINICERENE T, —HOREB V7T A b T, BLeRiEd
BEHIC. A=Y —[CPEM 770l (A=l TEESNZAEENH D ET) 27y 7O—R
T5LDICKDBEENHD LT,

der HATYI—K J)L—JL (DER) FTvI—KRTHBERBFIC, 77 IIILRFELTHERS M
9., DER R TIER S NIZFIRRZ D /N1 FURIBNEENET, EF. NBHESIL T X.509
SFAAEAERET HHICHERINhET,

.cer D7 A ~NOEEEEEZRT 5. VeriSign ¥ Thwate 72 & DY — K /X—F 1 @ Certificate
Authority MRS 2 F2UT 47 7M. H—NLEICRIANSNTVWRRED Y TY
1 NOBNEZERT ZHIC. T T —NICA VA M=)LEhET, FEREEFE. /1
7+ ) DER E7z(3 ASCIl (Base64) PEM & LTI Y OA—REhBHEELNH D FT.

.crt LB T 7Y b ("https://" TIRE D) HMEHEEZHER T 2 /-HICHERAT SRS,

Verisign 4> Thawte 73 EDREMNSEHRINTWET, FEAEE. /N1 F Y DER £/l
ASCIl (Base64) PEM & LTIy O—RSNZIEENHDET,

HRAET 7AIIE. A—YHREBYANITIERTZE. D777 0HFICLDEEFRIC
FEINET., AABICRESNTWREBERIE. 77090 v ROROOY I 74V %ED
Vw4l ETRRCTELT,
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11#R B AHAZ Z 7 1 /L EWER TFHAIE 1 TL SR T

& 6: WERT 71 )L THAIS N TVWRHERT

key PKCSH8 AR & MBEHEOMAICERAEINET. F—I(F. /{1 7F Y DER F7zid ASCIlI PEM
ELTIVIA—REINBGBENHDET,

.pem *—7H' PEM (ASCll base64) #{FHL Ty dA—REh/izZ &z RLET,

der F—HNAF Y DER ZEALTIYI—REh/cZ &ERLET,
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FEECMMPPKI O Y R

MMP pki I¥ Y RDU R ZRICRLET,

pki

RAED PKI OFERRTZRRLET.

pki list

WEHE, FAAZE. GIAEEREKRCSRBEDPKI 770 I)L2—&
~LUET,

pki inspect <filename>

T7AIINEREL,. 7 7ML WER, FEAZE. CSR /2FRAD
WINTHZ2MERRLET. MHEOHZE. B4 BFHENKRTS
nNE9d. T77AIVICEEAEZED/NY RILAEFEFNTWSIEE, /(UK
IWOBERICHT HEHRNIRRINET,

PEM 8 LU DERFERD 7 7 M ILOBAHIIBESNE T,

pki match <key> <cer-
tificate>

CDIARYVRIE, BESN/IcF—E Y RTALDOFPEEN KT ZH
ESNEERLET. TTAR—NF—LARAEE. 1 DOERTEE
BIDD2FERTHH. Y—EX (fl: callbridge) TERAIhZHE
F—HIT2RENHD T,

pki verify <cert> <cert
bundle/CA cert> [<CA cert>]

pki verify server.pem
bundle.pem rootca.pem
pki verify server.pem
bundle.pem

FERREFFRELR (CA) ICL > TER SN TWAHENH D, CA [FHHE
CAGERBE D TEERAE/N\Y RIL] &, BAEICEL > TIE CA IS %M
BO7 74 TRELET. FAEN CAICL>TERSI N, AHAE
Ny RILEFRALULTIhERATESZ CEEERTSICE. coav
YV RZEFERLET.

pki unlock <key>

Z2< DBE. WEBRIFNZAT—RKTRESNTVET., Meeting

Server TERAT 5ICIE. F—0Ov I ZRIFTZ2HENHD LT,
COIARVRICED, =Ty T 7A4N0OY T ZERT B/
DINAT—=ROANNKSENET, OvyIhizaaid. BUA
OOy VRIS NcF—ICL>TBEMRZISNET
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pki csr <key/cert basename> | 7S5/ X—h F—IFUFIOERICET ZERHEZBLLTNS

[<attribute>:<value>] Cisco 25889 5 2 L ICRIER W I—F— D188, TSI R—h%
pki csr example —EBET BAAEERER (CSR) ZEMTZEY,

CN:www.example.com OU:"My Desk" | yoy/cert basename>(d#fL L\ —& CSR 3T 2 XF5TH
O:"My Office" L:"San Jose"
ST:California C:US (BIZ1E. Tnew] (& Mew.keyl & Tnew.csrl 77 JLICIRD X
)

CSR mEMIx. Ay (") TREYISN/BHER LEDRT THEET
=F9. BHERIXROEBEDTT,

CN : sERAZE(CEE# 9 % CommonName T3, CommonName (&3 X
TADDNS ZBTHB2NENHDET.

OU: #B#s {7 O: #Bi

L : his

ST :

C:

emailAddress: X—)L 77 KL X

CSR 77 JLIF SFTP T¥ U vO—R L. AR (CA) ITEL TES
ZHLOOTENTEXT, (F/ld. CSR 774 J)L% [Ipkisignl 1
RYRTEALT, O—AILTIREZERTHEHTEXT. )
Ro7/cH SFTPBHRTY Yy 7O— RS 2MENHDEI. 20D, i
RELLTERATEEY,

AE :1.6.11 YUEHL S, pki csr <key/cert basename>
[<attribute>:<value>] (&. EMEE LT, subjectAltName %
BELET, IPFZRLAERASVEIF, AVYIXYID UMD
subjectAltName THR—rZhTWEY, KRICHZERLET,

pki csr testl CN:example.exampledemo.com
subjectAltName: exampledemo.com

pki csr test2 CN:example.exampledemo.com
C:US L:Purcellville O:Example OU:Support
ST:Virginia subjectAltName:exampledemo.com

pki csr test3 CN:example.exampledemo.com

C:US L:Purcellville O:Example OU:Support
ST:Virginia subjectAltName:exampledemo.com,
192.168.1.25,exampledemo.com,
server.exampledemo.com, join.exampledemo.com

, test.exampledemo.com

FERE DT A XEHZ

Fr—vESNMNRICHZET, Z50B0E, TLISAYREY (D

HERREIRCBRDET,
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7% C MMP PKI v K~

pki selfsigned <key/cert COOARYREFEALT. BCERMAEZERTEET.,
basename> <key/cert basename> &, &N dF—ELAAEEZRLET, &

[<attribute>:<value>]
Z &, Tpkiselfsigned new] (&, Tnew.keyand new.crt] (BECE

B) =ERLET,

CSR mEttld. 2Oy (") TRYIShcBHR LEDRY TEET
EE9., BHEEROEEDTT,

CN : SFBRZ(CEE# 9% CommonName T¥ ., CommonName (& X
TALDDNS ETHBUENHDET,

OU: #B#s 7 O: #8#8

L : fhig

ST : M

C:

emailAddress: A—JL7 KL X

CSR 7 74 JLIE SFTP T# 7> O— K L. Certificate Authority (CA)
CERLTHSSTENTELY. Ro7cH5 SFIPEHTY v 70—
REBMENHDET, 20Dk, AERAZLLTERTEET,
FERRZEDY A XEF 2 —VADRZEOH Z &/ N\RICKHEIFLET. #
FLBWE, TLISNAYRY A VDT IVY RNy T o1 ANRLLRE
nET.

pki sign <csr/cert basename> | 2D Y RI(L. <csr/cert basename>THRIE N5 csrICERZ L E
<CA *—/FEFAEXR— X %> ¥, <CA key/cert basename>|C &k D #Bla % CASIEAES L UF
—TEBLSNnfc. AUR—XRX—A%ZEHDIAEEEMLET,

<csr/cert basename> 7 7 1 )L H L U <CA key/cert basename> 7
74L&, Tpki csrl LV lpki selfsigned] DAYV KTENZ
NE/MINET,

pki pkcs12-to-ssh <username> PKCSH12 7 7 1 ILICIRTEE hic SSH AR ZFERTEEZIN. 84
[CIET ZMENHDFET, DIATY RIL. <username>.pub &\
SEBITY Y 7O— R33N/ PKCSH12 7 7 A )LH SERRIEER /AR
BEMEHUET, pkes#12 77 A ILD/IKRT—RDOAN %KD 270
VIRNRREINET., %, pkes#12 77 A JLIF/IKRT— KRR
ERUDFERTAREERT— BRI E T,

AE:pkes#12 77 A IICEEN D ZDMDOT—4 [FRDONFET.

pki pkcs12-to-ssh john I—Hjohn (WL T v F7O—REIh/= PKCSH12 7 7 1)L
john.pub dF—(F, COATY RERTIR&ICLD. FRAREIC
TEHIENTEET,
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FHA T B/ DIFHFE L REIEH

{+#% D Cisco Meeting Server 7 = 77 7 = {FH
95L& DI Web Bridge 3 #3&8 A9 % 7= DA
= LT EHR

D1 Dx77VyY 3 aERAITREHDI—FT4 V7Y —/\D

Dx7 7YvY3TIE HTTPS R—hk & C2ZW R— b ZFRE T

N
X AE.

LZENH D EI, Web Bridge 3 Z{FEHRT % L S IC Meeting
Server ZFE I HICIF
1. MMP [CSSH cOY 4> ULZEY,

2. MMP T webbridge3 O~ RZfERL T. webbridge3 Zi5&EL X7,
webbridge3 DFERAIKTZFRYT %(C(L. help webbridge3 Z ANULET

> help webbridge3

Usage:

webbridge3

webbridge3

restart

webbridge3

enable

webbridge3

disable

webbridge3 https listen <interface:port allowed list>
webbridge3 https certs <key-file> <crt-fullchain-file>
webbridge3 https certs none

webbridge3 http-redirect (enable [port]|disable)
webbridge3 c2w listen <interface:port allowed 1list>
webbridge3 c2w certs <key-file> <crt-fullchain-file>
webbridge3 c2w certs none

webbridge3 c2w trust <crt-bundle>

webbridge3 c2w trust none

webbridge3 options <space-separated

options> webbridge3 options none

webbridge3 status
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FEA T B/ DHFHTE & RTIEH

3. (AF7YaV)HTTP EHERDOR— 2Ly b7y T ULET, ZOR—KE DT 77
UNBRESNTVWBIXRTDI—TA VT F—NAV5—T A4 ACHLTHMIMZE
3., BEEHTTP#ERIE. BEL/cA Yy —T 24 RT—8T % HTTPS /R— M ICBERY
[CUSF ALY hENET, webbridge3 http-redirect enable [port] T/R— k%
EBELTWRWMES., 774 MDR—KE 80 ICHEDET,

4. HTTPS Y —EXNU v AV T 2R—bZBRLEY., ThEeAVy—T A X a DR
—bh 443 T Y RVIBLDICERET SHICIE, ROOAXY RZEANLET,
webbridge3 https listen a:443

5 HTTPSREZEZF/ELET. ISV T 77 9HICIRRShBiBETH S/
. WMABICE>TEELGSIN. RAME/BMREN—HIBWENHD XTI, (GEAE
T774IE TYRIVT 4T AFAZETHIGL. JL— MERAE TR T I HiEAZ D
ERFI—VTY, ) RDIARVYRZEANLET,
webbridge3 https certs wb3-https.key wb3-https-fullchain.crt

6. C2W EfztEmM L E 9., D7 KL X/R—KIZ(E. Call Bridge "5DHT7 U X

TEHLICTHE2BHMHLET., ROOAXVERE, ZheA/ v y—T (4R
a D/R— bk 9999 [CEREL X7,

webbridge3 c2w listen a:9999
T TIER—k 9999 DFIEFALETH. Ry hT—2 LTRHRTEERR— K THA
FWEEA. 443 LRFERBRD. BER—FTEHDEEA.

7. C2W HEHiRIARE Z18pk L E 9. C2W E#tICfEf a5 SSL ¥ —/\FIERE = :RET %
WENHDET., GFIFAZTOEHICONTIE. UTO IC2W &z 3 575 D Call
Bridge MFRTE | #ZBL T LS\ FHAICOWTIE. EAQ [CREEHINTVWET, )
webbridge3 c2w certs wb3-c2w.key wb3-c2w-fullchain.crt

8. Web Bridge 3 C2W #—/X—T|d. Call Bridge n"Y 54 7 NEBAZ%IRRT B &
ZHAFLTCVWET, COY—/N\—F. ROV RTIRHEINZEE/NY RILEERL
T. Call Bridge 1S9 20 ESHh =MERLE T,
webbridge3 c2w trust wb3-c2w-trust-bundle.crt

9. TZ T WebBridge3 #BMICLET,

webbridge3 enable
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ZEA I B /=D DAFE L REGEH

D.2 C2W $Ef&EHI 57/ D Call Bridge DE%E

C2W iFRAZ(Z. Call Bridge & Web Bridge 3 O D#EEICHERAS N E 9, Call Bridge A°
Web Bridge 3 A®D C2W #5175 (CId. C2W S38X M 7 28T L CIIAAEA R T 00
ENHDET., DFH. LEBORT YT 7 TRESI NI Web Bridge 3 [C&k > TIRREI N
GRS TY,
1. MMPT callbridge < R%{FF L T Call Bridge DFRIRREZRRLET., XRYT
%(2lE. help callbridge EANULET,

> help callbridge
Configure CMS callbridge

ERE:

callbridge
callbridge
callbridge
callbridge
callbridge
callbridge
callbridge
callbridge
callbridge
callbridge
callbridge
callbridge

listen <interface allowed list>

prefer <interface>

certs <key-file> <crt-file> [<cert-bundle>]
certs none

trust c2w <bundle>

trust c2w none

add edge <ip address>:<port>

del edge

trust edge <trusted edge certificate bundle>
trust cluster none

trust cluster <trusted cluster certificate bundle>
restart

2. Call Bridge DFERREZHREL 7.
callbridge certs cert.key cert.crt

3. Web Bridge 3 ([C& DiB/RE N % SSL Y —/\GIARE# R T 272 ICFEHRI 12 C2W
BEAN7ZRELTT FEHICOVWTIE, FAQZzElRLT<EaW) |
callbridge trust c2w c2w-callbrige-trust-store.crt

4. Z 2T Call Bridge #Bi&&I1L X7,
callbridge restart

5. Vx7EEBI—Y—A V5 —T x4 XEH. [RE (Configuration) 1 > [API] ZiEIRL.
/api/vl/webBridges %i&ERL T. Ti2D &L SIC. Web Bridge 3 @ URL #ZE{THD
callbridge REST API [C&$# L £9., URL 7Ok JJLIE. ZFhhH webbridge3 THBZ &
EFRUTWEY, DFD, URL [T c2w:// 7OMIILZIBET 5 & T, webbridge3 #
mELUTUREEINELDICRDET,
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17#% D Cisco Meeting Server 7z 77 7°'l) # {&/H 9 & L 5/ Web Bridge 3
FEA T B/ DHFHTE & RTIEH

R 4: 977V v 3URL % Call Bridge API [C&$RT %

]
cisco
Status v Configaration v Logu w Dehog * (e aderin v

Ceraan o ot |

[api/v1/webBridges
wi € (2w fwdct im0 579 Jom)

tenant | || Choose |

tenantGroup [ | |[ Chooss

caargge | |[ Shoose |

calibrdgeGroup | |{ Choass |

webBridgePratie | |[ Choose |

[Craate |
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Cisco DZRTIEH

Cisco OEHIIEER

DR Za7IICEHEN TSRS L URHRBICET ZEMIT. FERLICEEINS L
AHNDFET, TOXZaT7ILICRBE SN TNSEHK, 1B BLOHEREIEIE. IXNTEETH
5EEZTVWETH., BRI THNETHTHON. —VORIEDEFTFZEDLBVWEDELE
¥, COYZaTIIICHREHINTVWBRROERF. IRXRTI—FRIOHECKED T,

WREBDOY TN D7 T4V ABLURERIEIE. BHEITHRFT Sz Mnformation
Packet] [CEBEHINTWVWET., HMISINTORWNEEICIEH., REBEICHEK LS,

Cisco AR L TWW% TCP Ny ¥ —[THEtREId. UNIX AL —F 4 T Y X7 AD UCB
(University of California, Berkeley) @/X7 VU v RAAL Y )\—=U 3> & LT, UCB AE
RUE7O7ZAZEALIZHDTY, Allrights reserved. Copyright © 1981, Regents
of the University of California.
CZICREE SN TVWARMO NI RBBFRIEICHLST . BHOIXRTOIYZ1T7ILELVV T
hoz7lE BELEST NMRIKOFF] EUTREEINET., CISCOBLUVINSBLT
(F. FRMORIE. FEBNNDENDRIE. H&UTHEFZEELRN EICEY BRI
HBWIERETE. FEA. REMEBITICL > TRETBRIAZIFILHET S, BARESNILE
FERESNc—YDRIEDEFEZEDBRNVLDELET,

WHARBIZFICENTH. CISCO 8LV ZDMIGHEIF. CONZa7IIOFERAELEIFERAT
ERVNCEICEL>TRETBIHOBRPT—FDESZRIUHLET S, HERN. IRER. 1B
FHY. HBVIFIRREBEICDONT. HowBHAEEMNAD' CISCO clFZDHigEICHS S
TWTH, Zho NI 2EEZ—TEDBRVBDELET,

*ERA DY ZaTZIITERALTWS IP 7RLABLUVERESE. EEOT7RLAB LT
BESEERIBLOTEHDEFA., *ERAIZ27ILROHF, IRV REH. v hT—
7 MROVE., BLUZ0OMORIE. HEOHZEHE L TERAS W TWEYS., FHEADOHI(C
EBO7RLABLUBREEEMNMEASINTLWZELTH, ZNIEFERBIGHDTIEFERL. 1B
RO—HICLBEDTT,

COXNEDHRIZEN/Z/\—K AE—BLU0ER NV TN AE—F. IXRTEEEHRI &
BREInhEzd, SRHRICOVWTIEH., IREDA YAy N—YgvaslBL TS0,

Cisco [FHFREZE 200 EfICAT7 4 AZFARLTWET, FA T 1 ROEMEBEES
(£, LD Web 41 b www.cisco.com/go/offices. & &L f2& Ly,
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Cisco ODFIE X /- 3 EIFEHIE

Cisco & & U Cisco OT (. Cisco £/ lFZDREESHDAKES LU ZDMOEICH T 5
EEEEFEETY. Y2AIDBEED—E(IC DU TIE., www.cisco.com/jp/go/trademarks
CELEEN, BESINTVWSET—RN—T 1 DEZEEE. ZNZFNOMBEICRELX
9, [N—=hkF+—1 EVWSHBDOFERIE Cisco &ftittE DEID/IN— K~ F—2w TR ZEK

TH5HLDTEHDEEA. (1721R)
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