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Cisco Meeting Server (. LL{ETIE Acano T —/NEMEENTWLE LTz, Cisco Meeting Server
I&. IRTE Cisco UCS U —/\DHEFIREINcH LUV \—2 3> (Cisco Meeting Server

1000) CRAMENET, £fe. Acano X V=X )\— R 27 TH, HHEN—ZAD VM HF—
INTEHRA MHAEBETY,

F I CORFAAYNNDZI—FT 4% H—/NE WS AGEIL. Cisco Meeting Server 1000,
Acano X 1) =X H—/\{ FRIFMFERANTHRITHEDY 7 b2 7OWITNHAZERLET,

CORFaAYMIF. =—F 1 >4 —/\% Cisco Unified Communications Manager & #f
Y THEBT AODREFANEEHINTVE T, FEDFIE. EARRICEDETEEHNE
HEEaEH Y Ed, Avaya HETU Polycom O I—)UEIEIT /N1 ADFERICET 25FMICDWNT
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TTICREINTWVWAEREIZ, S —T4 27 Y—/\DINTOEA MROY (B—H—/\EE
AEHEERMYE/THEEMHEA) ([CERRIGBRINE T,

1.1 XAA FOFEBRAZE
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T, el 1WWIEN <> THENTWAB/INT A—=RICDWTIE, BYGEICBEHRA (2T
W TV TINEBXFETCRENTHY . BARBICEDE BRI AINELNH Y ET,

1.1.2 FAEE

CORF 1AV FRETRY L REHOBEEE 1 ICEETHLHY T,

*® 1. 2BOEE

Z277— U\=VF)l | BRICERI N, BIRG L TEARIRRG T KL A, Thic&Y HRcATYa—
CMR) IWETICRBZRETELT,

RAMDT RLRAEMBOI—HIHETSE, TNoD1—HE WD TEZFDT7 R
LRICO—=IbA >V TCEBLDITHEYET,

7 RRY Y A VARV hREE. ERIIRAY BV —=RA>Y b D=ILH5 3 AULEOEMEZHD
RIVFIN=T « A=)VEENEFFTIRAAL—Y 3V ENRHE.
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2 Cisco Unified Communications Manager @ SIP
— ~ ===

N T DERTE
ZDETIF. Cisco Unified Communications Manager & =—7 « >4 H—/\&E DREIC SIP +
TSV ERES BHEEFALET, S —T a7 —NNI& REY—/\OBAREICHITS
a7 U=/ £ldBE—DRET—/I\ELTERETZ2HRELNHYET,
JAATIEEF27 SIP b VIDHRERHEELETH. DR —THRDO ST T 1 v
JWE3EtF 27 LTWVWBSEIE. FELF 2T SIP F SV IVDERELRIRETY, fzfZ2L. Cisco
Unified Communications Manager CD 2 ERAO—IVE=Z—T7T 1 27 Y—/\TORENE TR
HL—2 3> BCIE. Cisco Unified Communications Manager H' Cisco Meeting Server
D APl LFBET ZHEHHYET, D APITIE HTTPS BEHSKETYT, LIich>T. IR
Hl—rarEnfe7 Ry O—)baKeEEE5zdlcid. Cisco Meeting Server & Cisco

Unified Communications Manager D /5 |CEEBEE A 1ERL L C 77 7A— K L. Cisco Unified
Communications Manager (C Meeting Server DiFBAZ &S T H24EHH YD 9,

=—7 4> t—/\& Cisco Unified Communications Manager & DB ClE A7 2—)b O—
IWHZ 77— D= ILDIHEHFE L, SIP T U I ELF 17 ICRET HHEIL. FSEBEIE
FETYT, I—/VOBEDERIFE 1.1.2 BICGEHINTVET,

3 : Cisco Unified Communications Manager DR —/\EIEE TldEWIES. EEDOHRTE
HEH—/\DRTEICEATIREDHEZO—HIVEBEICHER T AL A@m<HERELE T,

21 X217 SIP FSVIDHRE

FIE 211 BEBBRUE212BORTY SR> TEF27 SIP b VI ERELE T, X
IC. BAZEDRT v TICHE> T Cisco Unified Communications Manager T 2 Ef1—)L%&
S—FA VS N TORBICIANL—Y 2V TEBLSICLET,

210 =747 Y—/)I\TREEFHRE

Cisco Meeting Server DEFEBEAN A RIS TCEI—T 4 7 T—N\EZRELETT, REHT

T LS. XDOFIEERTTLE T,

1. 2—7 427 H—/N\OMMP | SSH T/ 1> LET,

2. URZVT AVRA—=T T A ADFKIEEDHZE. MMP OX > K callbridge listen & ff
ALTEELET,

3. Call Bridge DR F— CFEHEBERERT 7 1)L (csr) Z{ERLL. [lcucm-trust.csrl &
WO ZRIZTTE T,
Cisco Unified Communications Manager (Cl&. TLS SFBAZDFHFABU4ELWN Db &
9, Tcucm.csr] [TSSL Y7247 MBKU SSL H—/\DBEMNEBEMD G ST & & WD
TLIEEEW, ZORERIL. SERENBATNIERETITVE T,
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4. [lcucm-trust.csr] & CA (JNT1) w7 CA £fcldMER CA) (CxEL. BRERITET.,
#8 CA CER ENTEIREIIFFEREEITY,

5. EAH5T T LIt RD OpenSSL Z A L CAEFAEICHIEL GV L &R L& T,
openssl x509 -in <certificatename> -noout -text —purpose
f
openssl x509 -in cucm-trust.crt -noout -text —purpose
EHNCBNTEELITIE [SSLclient] & TSSL server] T9, TNHSDEIREIL. XD
PISTT LI [Yes] THRAXLEN DY &ET,
Certificate purposes:
SSL client : Yes

SSL client CA : No
SSL server : Yes

6. BAINICEERAZ L HE CA /N R)U (H515E) % Call Bridge (<77 7AO—RKLE T,
a. MMP [C SSH CTOZ/ 1 > L&Y,

b. RO FZ&MEALT. Call Bridge ICFERAE L B+ —HIEE LE T,
callbridge certs <keyfile> <certificatefile>[<cert-bundle>]
CZC. keyfile & certificatefile [ FZNZTN. XL T AWM=+ —EFEBEED
T77A4IVETT, CAICKVEERE/ Y FILAMRHENTWSHEEIE. /> F)ILEER]D
J7AIE LCERLREICE®E T,
Rl LET,

callbridge certs cucm-trust.key cucm-trust.crt cucm-trust-
bundle.crt

c. BEABEAT BICIE. Call Bridge M 2 —7J 114 AxBiEHLET,
callbridge restart
EEABE D Call Bridge ICIERICA Y A b—)LENEE. TIDA Y L—IHKRRENK T,

SUCCESS: listen interface configured
SUCCESS: Key and certificate pair match

AEREDA VA M —ILHBRMT 2L RDIT S — AvE—IHhRREINE T,

FATILURE: Key and certificate problem: certificate and key do not
match

3* ! Call Bridge MaFFEE S 5IBAZE/\> KJL%& Cisco Unified Communications
Manager DEFERA b 7 IEBMNT AN EHLDH U E T, B212TBDORA Ty S 2 =H#SREL
TLIEEW,

T HBREDERE S —T A VT =IO T Y TO— ROFHEIC DOV TIE, %ET
% [Cisco Meeting Server Certificate Guideline] Z£B L T 20,
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2.1.2 Cisco Unified Communications Manager CRAESEKTE

VRAACEBTAMME AT4T7 Z—ZIF— 3> R4V (MTP) OREHNEWNZ U T
ToTWEd, LIeh>T. D& LEF T,

n EARKRICEREENE LA EDEITNE. MTP ZERME LK T, SCCP EFEZFEALTEH
V. =T 47 U=\ DTMF Z3XxE59 2 EH D 2I5EIE. MTP ZHEMICT 58 A
RIBICEREZSZA2HTNHLH ) £,

s FEEOREHNZ LY TIEHEWIEE. BRI —)UEIC K > Tl Cisco Unified Communications
Manager @ MTP R4 BYITHNENH Y T,
1. Cisco Unified Communications Manager DFFBRZ A4 L £
a. [Cisco Unified Communications Manager OS Administration] X—lcO274 > LEd,

b. [Security] > [Certificate Management] DJBIOEIR LE 9, [EEFAEND—% (Certificate
List) 171 > FRUAFRREINET,

c. [Generate CSR] RZ %7 1)w 7 L. Cisco Unified Communications Manager (DzE
BHEELENR (CSR) ZEmLET,

d. BREE/EC CSRICEA L KT, WER CA CELINIEIREIEFFRHBHETI,

e. BLFHDIRAZE. WBF—. HE CA/NV RV (H53FE) & Cisco Unified
Communications Manager (c77v 7O— KL%,

2. B2V IBDFIE 4 T=—7 1 >7 H—/\D Call Bridge |Z@lF TIER S NTcBRBHDEE
BRE L. SREEEN 5 D)V— MEERRE X f2ILEEBAEF T — % Cisco Unified Communications
Manager DEFER ~771C7y 7O—RLET,

a. [Cisco Unified Communications Manager OS Administration] X—>(cd4 14> L&,
b. [Security] > [Certificate Management] DJEITEIR LK T,
c. [Upload Certificate/Certificate Chain] Z#3#R L £,

d. [Choose File] =7 1) v o LTEPDIBEEZRDIFE 9, TOFEHEEIX. /L— MRS
Ffzl& Call Bridge MEEBBE S SEBBE/ N> RILDHZEDH Y £,

e. [Upload File] =27 ') w2 L%,
3. SIP b0 DEFaUTw TOT7AIVEIERRLE T,

SIP b > U %EVERT 5 & Cisco Unified Communications Manager (& Non Secure SIP

Trunk E WS T 74V MDEFa U7y 7O77 40 EALET, Tnid. TCP BDOt

Farq FATF7AIVTY, TLS KeldBELANDEF 1) 70 AT 71 IVEFERT
« RDATY FITHREWVE T,

a. [Cisco Unified Communications Manager Administration] ([CO %7 1 > L& 9,

b. [System] > [Security] > [SIP Trunk Security Profile] DIEICEEI L £ T,

c. [AddNew]Z7 1) v o L&T,
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d RDOKDICT4—ILFERELET,
« Name : %87 (] : CMS_SecureTrunk) Z AL ET,
« Device Security Mode : [Encrypted] Z33R L £,
« Incoming Transport Type : [TLS] Z &R L £,
. Outgoing Transport Type : [TLS] Z3&IR L &9,
« X.509 Subject Name : Call Bridge DFFAZD CN # AL £ T,

o Incoming Port : TLS BEXREZZET AHKR— bEZASILET, TLS DT 7+ /L & 5061
T,

e. [Savel &=V ) v LEd,
4. SIP S 7 &ERRLE T,
a. Cisco Unified Communications Manager T [Device] > [Trunk] DJEICEEI LT T,
b. [AddNew] &7 1) v o LET,
c. DT 14— JVREHRELET,
o Trunk Type : [SIP trunk]
« DeviceProtocol : [SIP]
“[None]l (7 #JUHK)
d. [Next] =2 Jwv o LEd,
e. SIP bZ VU DIBAEIFBRALITDER 2 IO THRELE T,

o Trunk Service Type

£ 2:SIP FZ YU DEAIER

TINA A 21 ASILET (] : CiscoMeetingServer, AN—RUIIMERTEE
TA)

TINA R T—Ib TINA A%EFRB T 8% 7—/l (Cisco Unified Communications
Manager @ [System] > [Device Pool] T&RE LIzH D)

SRTP Allowed [SRTP Allowed] 53R LT A7« 7BES(tEHFT LE T,

Inbound Calls > Calling Search
Space

Cisco Unified Communications Manager CD 2 HRED 7T KKkw &
A= IVEZ—FT42 7 =N\ TORFEICIAAL—230FTBHTED
IEHFET BIHE. T 74 MD [not required] ZEIRLE

Outbound Calls > Calling Party
Transformation CSS

BTG CTERLET,

SIP Information > Destination
address

ST H—=/\DODFQDN AN LET, =—TFT 17 H—/\D
SFARZEM CN (v —B T X 7,

SIP Information > Destination
Port

TLS D385E1d 5061 EAALET,
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SIP Trunk Security Profile ATYv I3 TIERLIctF a7 7AT7 711V ERIRLE T,
SIP Profile [Standard SIP Profile For TelePresence Conferencing] Z1&iR L £ 9,
FRIER 77k ZD SIP k= > 1ZIE [cisco-telepresence-conductor-interop] % 15

FELEY, £ 200 Web Y1 CHOSERFDIERELRY ) T b
Ao O— REBDOHNEETY, Conductor BNMEWEETH>TH.
=—7F 12 Y —/\ITIE Conductor HNET L S ZHEEERMDRIE
CREBRDREEN D DD, 7 Z—T 47 =IO Z 71l
DA TEBELTVEY,

f. [Save] Z#0)wv o LET,

22 a7 SIP FSUIDETE

F9E 221 BSLUE 222 B> TIHFLF27 SIP MV ERELET, X, F£3
Z (|t > T Cisco Unified Communications Manager & = —7 « >4 H—/\OB TS > F 7 —
A= IVERT Y a—)0 A—IVATEBRLDICLET,

221 Z—T 427 T—I\TREIEFRE

Cisco Meeting Server DEZIEEA A FITS>TC=—T 107 U—/\ZHRELET, &
TLIcHb. ROFIEZETLET,

1. =747 Y—/\OMMP [T SSH TO7 14> L&,

2. URZVT AVRA—=T A ADKBEDHE. MMP JX > K callbridge listen %f&#
ALTEELET,

Bz

Xid
[l

2.2.2 Cisco Unified Communications Manager CAESERFE

VRAACEKBTAMI AT AT Z—ZF%—2 3> R4V (MTP) OFREHGEWVNNZ U T

ToTCVWET, LIeh>2T. IDOKSICLET,

n EARBICEZENECAHT EHDGEITNIE. MTP &ML LE T, SCCP B FRALTH
V. =717 Y—)\IC DTMF ZiXE9 20EBHH 25EE. MTP ZHEMICT 5 EEA
RRICEFEASZDHETNHHIET,

s FRROEEAZLYTIZEWEES. REI—/VEIC K > Tld Cisco Unified Communications
Manager @ MTP R4 BYITHNENH Y T,

1. SIP b7 ZERLE T,

2. a. Cisco Unified Communications Manager T [Device] > [Trunk] DJIEICEEI LT T,
b. [Add New] &7 1) v o L%,

Cisco Meeting Server /1) —.X 2.1 . Cisco Unified Communications Manager & DA 10
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c. RKDT7A4—JVFZHRELET,
o Trunk Type : [SIP trunk]
« DeviceProtocol : [SIP]
« Trunk Service Type : [None] (77 # /L k)
d. [Next] Z7)w o L&,
e. SIP h T2V DFBABERZLUTDER 3 I TRELET,

&R3:SIP T DREGER

TINA R4 £ZEixEASTILE T () : CiscoMeetingServer, AR—RIIERATESE
‘@—/_U) o
TINA R T—Ib TINA AEFRB 8% 7—/l (Cisco Unified Communications

Manager @ [System] > [Device Pool] THE LTcEH D)

SRTP Allowed SRTP IEEFRI LEH A

Inbound Calls > Calling Search [default] Z&IR L EJ,
Space

Outbound Calls > Calling Party | AE|CSCTCEIRLET,
Transformation CSS

SIP Information > Destination 5357 KL A (f] : ciscomeetingserver.example.com) Ffcld IP 77
address RLREASLET,
SIPtInformation > Destination TCP D514 5060 EANLET,

or
SIP Trunk Security Profile FEtFa17 SIP bV ITDBEIFAETT,
SIP Profile [Standard SIP Profile For TelePresence Conferencing] Z3R L £,
EFERXZ )T H FELF2T SIP FT I DBEIFAETT,

f. [Save] =7 v LET,
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:\\ . JEEENN \_ . é}-l.ul_'_l
3 R Va—)bd—=)b&EZ 77— OI—)VDEE
TH17SIP TV T (B21BER) £IFFEEF17SIP Mo >0 (B 2.2 1BEER) DK
EHLFET Lo, BEINEBKXUE I 2B TCZ—T 17 ¥—/\H5 Cisco Unified
Communications Manager N> > 7 J— A—JLERT Y a—)0 I—)UHTEBKDICLET,

3.1
1.

S—F4 T Y—/I\DORE

=—7 4% Y—/\H5 Cisco Unified Communications Manager (C3X{59 5 1—/LD 77
MNDYR ZA4YIV T2 )b—)VEERELE T,

a.

d.

S—T 47 Y—/)\DO Web BEEEEA > 42— 7 14 A%&HEA LT [Configuration] >
[Outbound Calls] DIBICEENL £ T,

% 4 : [Outbound Calls]

Qutbound calls

ZE[17D [Domain] C. Cisco Unified Communications Manager (X593 2B HH S
O—Jbichoe8le KA E A LTS,
[SIP proxy to use] T. XOWINHERITLET,

o« CDTA—IVFEZEHDEKICLET, T—/\d
_sip.tls.<yourcucmdomain>.com ZfFfH L CTHFUH L5 K X4 2D DNS SRV
Wy o7y TERIFTLET, INTERRALEWEG. =—7 127 Y=\ £91&
TCP. RIC UDP ZERALCIby 77y TZHITLET,

Efa S

« CUCMFQDN ZANZLE T, U—/N\Id. F8BESNTE R AL D DNS SRV JLw 777w
TaRITLET,

A INTHALIEWEE, =—7 >0 T—/\dE £JI1E TCP. R UDP ZfE
BLTILy o7y TaEEFLET, 52D TLS, TCP. F/zl& UDP Z{£MA Lz SRV
by 0Ty TTHERTEGRD OB E. T—/\NE. ATTENTEARA D DNS A L
O—R )by o7y T=ERTLET,
EJraES

« Cisco Unified Communications Manager D IP 77 KL XA&E AL E T,

[Local contact domain] 7« —JU FIZZEARDEKICLE T, TDT 14—V FHRELZD
& Lync \ND SIP TV TV ZRET HEEDHTT,
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e. [Local from domain] . JI—J/VDFEET FEEEID) ICTHNAANVEASILETT,

7 : [Local from domain] #ZEEHDE KICT B E. FEEE ID [TEBIND KA A &
77 #JU kT [Local contact domain] & LCASILTe XA (2T TIEZER) &Y
£,

f. [Trunk type] T. [Standard SIP] #3&R L £,
g. [Priority] . AEIGCTERELET,

h. [Encryption] T. BAREBICELIZESLET—FEBIRLE T, EXE o700
% SIP 5> TS LTLEVBEA. [Unencrypted] Z38RLE T,

i. [Add New (FFREM) 1 &ZZTRLET,

3.2 Cisco Unified Communications Manager D&&E
1. 7O 8N\OY R A= )bDRAVIV 750 ERELETT,

S=TAVT =) N\DIV—=T 14 VTE BES D 7xxx) [TKBDIV—T a4V TEER
AA > (] : @mydomain.example.com) (CKBIL—FT 1 VT DWVWITNHEHRE CEE
I, WINDIFEE. Cisco Unified Communications Manager DA > 2 — 7 T A A% 8@
CTEITEINE T, ROWVWITNHDRFIHRENE T,
FAXANCKBIV—FT 4> T DA
Cisco Unified Communications Manager 55D K XA > NX—XDA— )%= Fg N = —
TAVT =NV —T 4 7T BITIE. TOFIEERTLET,

a. [Cisco Unified Communications Manager Administration] 1 >2—7 T4 X057 A
Y LET,

b. [Call Routing] > [Sip Route Pattern] DIEICFEEN L F T,
c. [AddNew] Z7 w7 LET,
d. ROFIEEETLET,
« Pattern usage : [domain routing]
o IPv4 pattern : mydomain.example.com] 75 &
« Description : FEORBZANLET
« Route partition : U FEESB LT EETW
« SIP trunk / route list : BREZFHD T
e. [Save] #71)wv o LET,

Cisco Meeting Server /1) —.X 2.1 . Cisco Unified Communications Manager & DA 13
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BEICLKDZAY) > TDH
CDEXRFITIE. 7 THREZDEDEINCZ—FT a7 b—N\lb—FT1 T LET,

a. [Cisco Unified Communications Manager Administration] 1 >2— 27 =4 XlcA7 1
~LET,

b. [Call routing] > [Route/Hunt] > [Route Pattern] DJEICFEEN L F 9,
c. [AddNew] =27 w T LET,
d. XOFIEERTLE,

. Route pattern : 7.! ( N [ FEEDOXFAITY, [.J IF&EBDOA T 32 TRIIE
£9) .

« Route partition : JL—)VEPFIBEEBIL—F IN\—FT 123>, LUTOFESELT
TfEELN,

. Description : FED T+ X b+
« Gateway/route list : REFZHD N Z >0
« Route this pattern : TDA T 3 VHNEIRENTWA T EZRESRLE T,

NR=IVDTDIFED TlE. TEIELHEERARTECEET, fc& AL [Discard Digits]
7 4 —)U KT [PreDot] Z3&IRG B L&, TOFITWNSHEED 7 BEIBREINE T,
e. [Savel] =7 1) v LET,

FE LI NN=T a3 VI EREEBELZAYVIV TSV I—IDMIIIENT S
V., A= >J —F AX—=X (CSS) lFIb—F N\—=FT404 3D R I\U%EJE*
NTWET, CSSIFTETHAA. EFEHE. Tl bZ 7 L TERICERE T
£9, FEEHITHONSEL Cisco Unified Communications Manager (& CSS W@%
W= b N=FT 02 a>ZER L UV—IVCERT 2EDEERLET,

2. TANELEY,
WCDOHDT AN O—IVERELET,

Cisco Meeting Server /1) —.X 2.1 . Cisco Unified Communications Manager & DA 14



4 TXHOL—>3>F 07 Fhy o I—/LDRE

4 ITXAHL—avEnfz7 KRy o O—)VDXKRE

TFa2177SIP Ty (B21IEER) OREHLHT T LIES. B41EBEBXUE 42THDOX
7w ITHE> T Cisco Unified Communications Manager CD 2 EE1—)VE=—F7 47
H—/INCORRBICIAHL— 3 TEBLDITLET,

A ISP SV ERIECFATICHRET HIHETEH, SEAEZEEFERITARENHVET, N
I&. Cisco Unified Communications Manager CD 2 EEA—/VZ=—7 4 > H—/\TH=
ZICIRADL— 39 BFRICIE. Cisco Unified Communications Manager H* Cisco Meeting
Server D API |(GEET ARENDHATH T, APIICIE HTTPS BEHNINETT, Lich >
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