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B=

HE

Device Lifecycle Management (DLM) #8E/Xw 7 (&, Cisco Crosswork D7 /N1 ZA5&%E % Cisco
NSO DE&7%E & FHAS % /=8 IC Cisco Network Services Orchestrator (NSO) 4 Y XY YV RITHA v
AR—JLEh 9., Crosswork DLM & Cisco NSO DREIDEESEMBEMICF XU VI LET,

DLM #ge/\w 7 1&. Cisco NSO 57 /N1 AZEZHE L. Zh 5% Cisco Crosswork D7 /\A
ARELHBUET, DLM #EE/Xy I DA Y 2 —)LFEIZ. LSA BRHEIELSABHODEESD

A COELTY,

JRDEIF. Cisco NSO F DLM ##EE/Cy 7 O EEDIEERLTWE T,

MNSOs DLM Service Pack

DM NSO

Using Resicond, DLM creates an entry with
an AESZ56 key in the DLM SP Service Model.

P
-

CDBE

=
=
S

The key is stored enrypled in the CDB.

[
DLM Senice Pack gets a RES (callback) call

!
|
|
I
I
I
Bl
>

b

and decrypt the key from CDB.
|

DLM G'E;'IEI'&DEB an arbitrary string, initiake .
a connection and sends that string o DLM Senaice Pack.

| |
LM then encrypts that string using the AES256
and sends it over to the DLIEEEF‘.I'E:E Pack. e

L

F O e e

DM Senice Pack rephys and a
55500 i5 established,

v

DLM Service Pack decrypt the strng,
il there is no match, close the sassion.

Communication is done using protos, encrypled
with the AES256 key.

r Y

|
|
|
I
I
|
|
|
L
|
|
|
I
I
I

L J

CORFIAYITIE. DLM Y —EX/Nw o % Cisco NSO 6.1 [T > XA ~—JLL. DLM T Cisco
NSO EIEARY O —%8_ET S HEICDODVWTEHRALE T,
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Cisco NSO [CINEIRHERK

Cisco NSO [Cih B iRk

DLM A* NSO A\ netconf B5ERJEEMT A N Z2RITTE S L DI SICIE. NSO ncs.conf R
T7AILICRDBENEFTFNTVWS I EZHRLTLES L., TDT774ILILEE. letcincs] T+
L7RJICHDET,

<ssh>
<algorithms>
<kex>diffie-hellman-groupl4-shal</kex>
<mac>hmac-sha2-512, hmac-sha2-256, hmac-shal</mac>
<encryption>aesl28-ctr,aesl92-ctr,aes256-ctr</encryption>
</algorithms>
</ssh>

H—EZANY I 77141 ET D O—RIBFBAICIHEU T, sshpass I—F 1 VT4 AV E1—
ICiscoONSO YU VICTA VAP =ILZENTWSZ EZ2ERELET, f&ZIE Ubuntu 574 XM
Ea—Yavoigds. O7 Y Kid Tsudo apt-getinstall sshpass] T9Y,

CiscoNSO YV VI ICBEEI—Y—ELLTOy14 v L. XaETLET,

ncs_cli -u admin -C

config terminal

nacm groups group ncsadmin

user-name <your nso machine ssh user>

end

© 2023 Cisco and/or its affiliates. All rights reserved. 4 /13 R=Y



Y—ERNY I DA YR b=
H—EANYIDA VA=)

DLMH—EZXNRY &4 VA M—=ILTBICIF. ROFIEEETLEY,

1. DLM Y —EX/)X\v oD targz 774 )% NSO ¥ vICaAE—L. root A—H—%FERAL T
Ivar/opt/ncs/packages 7« LV M JICEEEL 9.

2. sudo #EPR%#F5. ncsadmin J)L—FICE&FN21—H— (root I—H—%ZR<ITRNTODI—
#—) TNSO IcOY (1Y LETY,

3. Tncs_cli-uadmin] ZFHALTNSO 7OV 7 h%BALEY., NCS 7OV 7R T,
ladmin@ncs> request packages reload] #X({TUF Y.

ZF: DIMUY—EZRNYIDAVAN—=)LBICHOY—EZRNY I ZA VY AN—ILTDIEE. FlE2
INEHDEEA,
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DM H—E R/ & AP
DLM +—E X/Xwv & API

DLM (F. NSO T7 V2 avZMUHT I ENTEZSHLSIC, RD APl ZR2FHALET,

Request Sync

Cisco NSO 7/RY & —|Cf¢ > T. DLM [T Cisco NSO ¢ DEIEAERITIT L SICERLET,
AY vy R POST

I RARA Vb : [crosswork/inventory/v1/nso/sync

RAO—KR:ZQATI I b, M}l BRE

Fetch-Ssh-Keys

NSO 7/\1 ZANDEEMFICRE> T, /— R D fetch-ssh-keys X7 Y21 —)LF % & 3IC DLM
ICERLEY,

XYy R : POST

IY KRRA Vb : /crosswork/inventory/v1/nso/fetch-ssh-keys

N4 A—K : GetNodes API & [@#kD RobotNodeGetReq 'O k JJL

Connect

NSO 7\ ANOBEEMIFICHE> T, /—FOE{EERT Y 21— 5L IC DM ICERLF T,
XYy kR :POST

IV RARA Vb : /crosswork/inventory/v1/nso/connect

R4 0O—FK : GetNodes API & [E#k®D RobotNodeGetReq 7’0 k JJL

Sync-From

NSO F/\A ZANDEERIFICE> T, /—K®D sync-from 2 X7 Y21 —)L9%L>5ICDLM [CEXR
LET,

XYy K POST

IV RARA Vb : /crosswork/inventory/v1/nso/sync-from

R4 O—FK : GetNodes API & [EBk®D RobotNodeGetReq 70 k JJL

Sync-To

NSO F/\1A ZNDBEERIFICE>T. /—KD sync-to 2R Y 21—)LF 5L SIC DLM ITERL
9.

XYy KR POST

I KR4 v b : /crosswork/inventory/v1/nso/sync-to

R4 O—K : GetNodes API & [G#® RobotNodeGetReq 70 k )L

© 2023 Cisco and/or its affiliates. All rights reserved. 6/13 =Y



DLM H—E /Xy T API
Check-Sync
/— R EZFD NSO FINA ANDETESRHTF D check-sync Z# X7 Y2 —ILF 5L SIC DLM ICEKL
¥9.
XYy K POST
T KR4 v b : /crosswork/inventory/v1/nso/check-sync
A4 O—F : GetNodes API & [E#k®D RobotNodeGetReq 7’00 k )L

Service Pack Sync Policy

KITAIREBR S TSI ERT VY3 VICHT 2 DM AHAFIED A1 ¥~ X & IL—ILEE&T NSO FEHAR
Do—ZHIHLET,

XYy R PUT

I RRA b : [crosswork/inventory/v1/nso/policy

~R4O—K : NsoPolicy 7O k)L, FAAICDOWTIE. NSO AEARY ¥—1 oY avESREL
TLEE W,
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NSO RIEA/R Y & —

NSO [RHEA/RY & —

DLM [RIHA%/BEHATTARY O —%EAT % &, ETEIC, 7ONXM5—, TINA ADEH., L UH
H7OC20ARZ 74 I IV T TEET,

F7 A M TlE, DLM DFTARTDFT/NA Xl Cisco NSO ICH UL TAYR—REhET (Z0ED
E#k) . Cisco NSO EHIARY o —Tld. TNA ADRLBRY AN ETAILF VYV ITE2REEET
52EICED. BEDHTEY MDFNA REAYR—KRTEEY, /. Cisco NSO TEHAIh
RS54/ (NED) 2#fAEITZELHTEET (F74I) 0D NED TRIVMES) .

BT, F<CIERATE3774LRORY —TF,
{

"name": "default",
"providers criteria": "*",
"provider policy": {

"<your provider name>": {

"match": true,

"matchRule": "*",
"onboardTo": true,
"onboardToRule": "*",

"onboardFrom": false,
"onboardFromRule": "*",
"syncFrom": true,
"syncFromRule": "*",
"checkSync": true,
"checkSyncRule": "*",
"neds": [

]

}
LSA RRICHITZRY V—DflZRICSRLET,
{

"name": "default",
"providers criteria": "*",
"provider policy": {

"<your provider name (CFS)>": ({

"match": true,
"matchRule": "*",
"onboardTo": true,
"onboardToRule": "*",
"onboardFrom": false,
"onboardFromRule": "*",

"syncFrom": true,

© 2023 Cisco and/or its affiliates. All rights reserved. 8/13R—=Y
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"syncFromRule": "*",

"checkSync": true,

"checkSyncRule": "*",
"neds": [
]
}y
"<your provider name (RFS1)>": {

"match": true,

"matchRule": "*",
"onboardTo": true,
"onboardToRule": "*",

"onboardFrom": false,
"onboardFromRule": "*",
"syncFrom": true,
"syncFromRule": "*x",

"checkSync": true,

"checkSyncRule": "*",
"neds": [
]
by
"<your provider name (RFS2)>": {

"match": true,

"matchRule": "*",
"onboardTo": true,
"onboardToRule": "*",

"onboardFrom": false,
"onboardFromRule": "*",
"syncFrom": true,
"syncFromRule": "*",
"checkSync": true,
"checkSyncRule": "*",
"neds": [

]

by

"lsa": true,

"policy": {
"auto onboard rfs": true,
"rfs spread method": "ROUND ROBIN",
"rfs spread value": 150

© 2023 Cisco and/or its affiliates. All rights reserved. 9/13R=Y
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&l 1
RORYD—FITIE. YVIRDzT7 NN=I3Y TL T4 YT AH 6.23.xxx THBITRTD I0S-
XR FJX4A R cisco-iosxr-cli-7.29 NED 282 F L X9,

{

"name": "default",
"providers criteria": "*",
"provider policy": {

"<your provider name>": {

"match": true,
"matchRule": "*",
"onboardTo": true,
"onboardToRule": "*",
"onboardFrom": false,
"onboardFromRule": "*",
"syncFrom": true,
"syncFromRule": "*",

"checkSync": true,

"checkSyncRule": "*",
"neds": [
{
"ned": "cisco-iosxr-cli-7.29",
"rule": "productinfo.softwaretype='I0S XR' and

productinfo.softwareversion='6.23.*"'"

}

}

&l 2

RDBITIE. Juniper FINA ADAVR—KREINT, least] THEZRANRZRDOT/INAAD
HDAVR—KREINBLSICEELTVET,

{

"name": "default",
"providers criteria": "*",
"provider policy": {

"<your provider name>": {

"match": true,

"matchRule": "*",

"onboardTo": true,

"onboardToRule": "productinfo.softwaretype!='JUNOS' and hostname='East*'",
"onboardFrom": false,

"onboardFromRule": "*",

"syncFrom": true,

© 2023 Cisco and/or its affiliates. All rights reserved. 10/13 =Y
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"syncFromRule": "*",

"checkSync": true,

"checkSyncRule": "*",
"neds": [
{
"ned": "cisco-iosxr-cli-7.29",
"rule": "productinfo.softwaretype="'I0S XR' and

productinfo.softwareversion='6.23.*""

}

}

Name
DLM (&, EFfICIEESIN/ZEIZ [T7A4)ILb] TEEEZLET,

Providers_criteria

Crosswork TEEZSINTWS NSO 7ONKA 5T —D55, CnzEB7OCRICEHIINERETE
9, Crosswork 4.1 MIFE. NSO 7ONAF—E 1 DU, EIC ] ICTZUNEHLHD
x9,

Provider_policy[]
TONA 5 —ZTHANSNBTONAF—T &2, NSO L DRE/RAHEEEIC DLM A'RITS 275
VAVERETEET,

provider_policy[]/match
DLM (&, Crosswork RADF/\A X% NSO RADF/\A AEBEL, P 7RLAEEESBLEY,

provider_policy[]/matchRule
IARTERMRELRBWNGES (I*] BRE) . SXITER/—REEZFEALTT NI AT Ty b
ZEEITDR. [ROELHE] £/ YavzslBLTLESL,

provider_policy[]/onboardTo
DLM (&, F/X4 ZH NSO IZRRWMGE. T/NM X% NSO [CAVYR—KRULZET,

provider_policy[]/onboardToRule
IRTERRELRWES ("] BE) | IFEITFL/—FEREZEALTTNA ZROY 7Y b
ZEEIT DR, [ROEE] Er/vavESRBLTIESL,

provider_policy[l/onboardFrom
DLM (E. F/X4 X' Crosswork TROMSKRIMFE. T/INA4 X% NSO h5AVYR—KULET,

provider_policy[l/onboardFromRule
IARTEFRELRWES ("] BE) | SFEITFELR/—RFEEZEALTTNIROYTEY b
ZEETDN. [KORER] tr/yavasBLTIES,
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provider_policy[]l/syncFrom
DLM (&, DLM A NSO TFT /N1 XA VR—K U7z, NSO 7/\A X T sync-from ZE{TLX T,

provider_policy[]l/syncFromRule
ITARTEWNRELVRBRWGE (1] BRE) . SXIFLH/—REMEZFERALTITFNNSA RO Ty +
ZEEITZR. [HORER] Er/rvavzsBLTESL,

provider_policy[]/checkSync
FINA ZADT TIC NSO ICFFET 2155, DLM (& NSO F /N« X T check-sync #£{TLE T,

provider_policy[]/checkSyncRule
IRTERRELRWES ("] BE) | IFEITFL/—FEREZEALTTNA ZROY 7Y b
ZEEIT DR, [ROER] Er/vavESRBLTIESL,

provider_policy[]/Neds][]

NSO (&, T/INA R EITEHD NED 280 B eEZIRMLEXI. T 74/ M TIE. DLM [F NSO
ICHEET 25D CLINED 2fEARAL XY, DLM BMEEDT/INA 2D )IL— T2t U THID NED %
FRITZLOICRET 2HEIF. CCTROLIICRETELT,

provider_policy[]/neds[]/ned
NSO ICL > TEES N/ NED KXv o —I 4,

provider_policy[]/neds[]/Rule
IARTE/MRELRBWNGES (I*] BRE) . SXITFER/—REEZFEALTT NI AT Ty b
ZEEIT DR, [ROEE] Er/vaveESRBLTIESL,

Isa
VATADNLSA ETFILTH B ESHhERT/O—-/NILER,

policy/auto_onboard_rfs
LSA €E—RT. DLM A7 /X1 X% RFS [CB#A VY R— KT 2MENHBILEZRLET,

policy/rfs_spread_method
BED RFS ITT /N1 RZHENT %7=8IC DLM AMERT S A Y v K, {EICI&. ROUND_ROBIN,
CAPACITY. USER_DEFINED A"&Eh F 9.,

policy/rfs_spread_value
rfs_spread_method ' CAPACITY D84, 8 RFS A Y RXZ VYV RICEID Y TSNDT/INA ZDE,
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Swagger RF a2 XY KN THIASNTVWEZITARTD/—REMIF. BEREEZ74ILTUVTICER
TEE9, XOFlE, /—ROSFIEREUEZESRBIZAEFERLTVET,

productinfo.softwaretype=’"1I0S XR' and productinfo.softwareversion>=’6.13"’ and
profile=’devices’

toxig, VIO T7IYAL4THIOSXR T, VY7o 7NN—=Yavh 613 UL, OJF1y
BR7OT77AILDBTFINARICBESNTWNSE/ —REFHRELTWET,
CORFaAAVME, KXEVRAARITRF 2 AV FOSEMERTT,

DY OBMICDEEL T, BRBREERR T, RERICT Y 77— HH. VY IFTOR—IN
BE/EESNTWSSENHDEIT I EZTESIEZL,

HLETHBEMREBDETOT, EXBABICOVWTIEHKREY A FDORF a2 AV ~ESBIEES N,

)

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined
as language that does not imply discrimination based on age, disability, gender, racial identity, ethnic identity, sexual orientation,
socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in the
user interfaces of the product software, language used based on standards documentation, or language that is used by a referenced
third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To
view a list of Cisco trademarks, go to this URL: https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks
mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between
Cisco and any other company. (1721R)

© 2023 Cisco and/or its affiliates. All rights reserved. 13/13R=Y



