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- FfL—ROTZEBETAHEIEMACTRLRAEIXIPFRLRATIA4ILELET,

2020/01/07 11:
2020/01/07 11
2020/01/07 11
2020/01/07 11
2020/01/07 11
2020/01/07 11
2020/01/07 11
2020/01/07 11

2020/01/07 11
2020/01/07 11

C9800#show logging profile wireless start last boot filter uuid 0x1 0000006972d i .,EUUID&'?

:11:04.993 L2 PSK Authentication Success. EAP
:11:04.993 Mobility discovery triggered. Client mode: Flex - Central Switching

:11:04.993 Client state transition: S_CO_L2_AUTH_IN_PROGRESS ->S_CO_MOBILITY_DISCOVERY_IN_PROGRESS
:11:04.994 Client state transition: S_CO_MOBILITY_DISCOVERY_IN_PROGRESS ->S_CO_DPATH_PLUMB_IN_PROGRESS
:11:04.994 Client state transition: S_CO_DPATH_PLUMB_IN_PROGRESS ->S_CO_|IP_LEARN_IN_PROGRESS

fsm-state transition 00{00|00|00|00|00|00]00]00]00]00]00]00]00]00]00]00]00]00|00|01|07]13]17]18]25|30|3f|40]42]43|4d]|
:13:04.994 Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_DELETE_IN_PROGRESS
:13:04.995 Client state transition: S_CO_DELETE_IN_PROGRESS ->S_CO_DELETED

NA. D

11:04.993 EAP Key management successful. A y N
HEI ?ﬁﬁtmb‘x T Lz L2n:L.\nIE(j:ﬁkIjJ L_CL\é

000009F7FB37519

:13:04.994 Triggering notification for IP learn timeout DHCP® A5Y Hr l)
:13:04.994 Client delete initiated. Reason: CO_CLIENT_DELETE_REASON_IPLEARN_CONNECT_TIMEOUT, [ZRSEEH Y !
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C9115AXI-Q1 Cisco Catalyst 9115AX Series

C9115AXE-Q1 Cisco Catalyst 9115AX Series

C9115AXI-EWC-Q1 Cisco Embedded Wireless Controller on C9115AX Access Point
C9115AXE-EWC-Q1 Cisco Embedded Wireless Controller on C9115AX Access Point
C9120AXI-Q1 Cisco Catalyst 9120AX Series

C9120AXE-Q1 Cisco Catalyst 9120AX Series

C9120AXI-EWC-Q1 Cisco Embedded Wireless Controller on C9120AX Access Point
C9120AXE-EWC-Q1 Cisco Embedded Wireless Controller on C9120AX Access Point
C9130AXI-Q1 Cisco Catalyst 9130AX Series

C9130AXE-Q1 Cisco Catalyst 9130AX Series

C9130AXI-EWC-Q1 Cisco Embedded Wireless Controller on C9130AX Access Point
C9130AXE-EWC-Q1 Cisco Embedded Wireless Controller on C9130AX Access Point
AIR-DNA-1** AironetF : CISCO DNA for Wireless - CHOOSE ONLY QTY 1 HERE

*Catalyst APIZDNAZ A 22 X% Opt-out TEZE LV . COERAPE BN TONATES AV REF T3V TEIRLET,
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Advantage vs. Essentials

Assurance and analytics

- Guided remediation

- Apple iOS Insights

- Proactive issue detection
- Aironet® Active Sensor tests
« Intelligent capture
- Client location heatmaps
- Spectrum analyzer

- Application performance
(packet loss, latency, and jitter)

- App 360, AP 360, Client 360, and
WLC 360

- Custom reports*

Wi-Fi 6 features

- Layer 1 fingerprinting*

- Docker container support*
- aWIPS

Advanced automation
: E(I)Dc-:t(i:gr?ﬁug and Play
- Automated ISE integration
Cisco DNA  .Tioea
Advantage

« Third-party API integration

Enhanced security and loT
- Encrypted Traffic Analytics
- aWIPS*

Policy-based workflows
- EasyQoS configuration

- EasyQoS monitoring

- Policy-based automation

(Inclusive of Cisco
DNA Essentials)

Element management
- Patch lifecycle management

High availability
Perpetual and resiliency
- ISSU, process restart
- Rolling AP upgrades
- Patching (CLI)
- AP service pack/AP

device pack

Flexible network
segmentation
- VXLAN

Network
Advantage

(Inclusive of
Network Essentials)

After expiration, the Cisco Catalyst 9800 Series will continue to function in Network Essentials or Advantage mode.
Cisco DNA license is mandatory for every AP joining the controller.

Cisco® Catalyst® 9800-40, 9800-80, 9800-L, 9800-CL, 9300 Series

Advantage

Basic automation

- PnP application

- Network site design and
device provisioning

3,5,7 Year Terms

Cisco DNA
Essentials

Element management

- Software image
management

- Discovery, network
topology

- AVC

Essential wireless

capabilities

- 802.1X authentication, guest
access, device onboarding,

Perpetual

infra and client IPv6, ACLs,
N etWO rk QoS, Videostream, smart
Essentials defaults, RRM, spectrum

intelligence, BLE, Zigbee,
USB, Cisc TrustSec® SXP,
AP and client SSO, dynamic
QoS, analytics, ADP,
OpenDNS, mDNS, IPsec,
rogue management and
detection, mobility

Optimized RF

- FRA, ClientLink, Cisco
CleanAir® Advanced

- NG-HDX, predictive/proactive
RRM

*Future

Basic assurance

- Health dashboard (Network,
Client, and Application)

- AP form map and
coverage map

- Predefined reports

Basic security
- Basic WIPS*

Telemetry
- Flexible NetFlow

DevOps integration

- PnP agent

- NETCONF, RESTCONF*,
gNMI*,

- YANG data models

- Guest Shell (on-box Python)*

loT optimized
- ldentity PSK, enhanced
device profilers

Telemetry and visibility
- Model-driven telemetry
- NETCONF dial-in,
gRPC dial-out*

Federal certifications*
- FIPS, CC, UCAPL, USGV6
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1000,3000,6000AP

(FSAR—F59F)

(IRTUYD ISR
1000,3000,6000AP

- M Catalyst 9800 embedded wireless**
09800 80 (Catalyst 9300, 9400, 9500)
6000AP 200AP

*FlexconnectLocal switching® & HHR—
AWS D #Japan TACHR—k (Google CloudldGlobal TAC)
*SDAD & HR—bk
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Cat9800-L#show running-config

Building configuration...

|Current configuration : 11240 bytes E %1%##6 B% CLI —C 0) E 0) % %

i Last configuration change at 14:08:09 Japan Fri Jan 10 2020 ﬁ /. | “H I ﬁ B
!

version 16.12

service timestamps debug datetime msec localtime show-timezone year RIDS S -
service timestamps log datetime msec localtime show-timezone year AL I - Date - SSORERAR

service call-home BRSEERIIR O 124 ot o 5 5 B e oo L ISt SR

<<< HEE >>> |+ ——

. . ~ = B Al e =t 48 bB*
Cat9800-L#configure terminal | . . . % % % H
Enter configuration commands, one per line. End with CNTL/Z. | Startu p-Coang runnlng-Conflg GU I 75\ bCLI 0)%1-[ y ;_FEI
Cat9800-L(config)#interface GigabitEthernet 0 | z T
Cat9800-L (config-ifj#no shutdown | P——— ol wico L Eli pa s
Cat9800-L (config-ifytend I
Cat9800-L#write memory

Building configuration... , TR VIR o AL 1 .
[OK] 3
Cat9800-L# | ” N
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Cisco CommunityD K F Ak

. Profile. TaglZ&3%E
- WLAN Profile ## - Catalyst 9800 21)—X WLC %% GUI/CLI @ *t i
- Policy Profile #f - Catalyst 9800 +1)—X WLC %% GUI/CLI @ Xt i
- AP Join Profile #& - Catalyst 9800 !)—X WLC &7 GUI/CLI @D *t i

. Flex Profile #& - Catalyst 9800 !)—X WLC %% GUI/CLI @ 3¢ it
. RF Profile #& - Catalyst 9800 'J—X WLC %% GUI/CLI @ %t &
- AP A tag :XFHE - Cat9800/I0S-XE DA/ L XakA—5
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- Catalyst 9800 >!)—X® Service Port Z# HL - Out-of-band Management
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. Catalyst 9800 : A bO—5ND ISV 2 774D WG HE
- Catalyst 9800 : AP DU Sy a7 IILDBRIFAE
. Catalyst 9800 <!)— X T Sniffer mode AP IZKYEE XY T F¥EITO5HE
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[C9 HAE

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



7[)_

Wireless Config Analyzer Express = 3.
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