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Critical High
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o

Medium Low
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events

B Anomaly Detection: 17.6%

- Cisco Cyber Vision Administration: 11.7%
[ Run Orders: 64.7%

[ security Events: 5.8%

l 499

[l Anomaly Detection: 1.2%
. Cisco Cyber Vision Administration: 0.6%
[ Cisco Cyber Vision Operations: 1%
[ Communication: 5.4%
‘Control Systems Events: 9%

579

events

[ Cisco Cyber Vision Administration: 2.7%
. Cisco Cyber Vision Configuration: 1.5%
[ Configuration: 1.3%

Control Systems Events: 4.1%

Inventory Events: 80.1%
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events

[l Anomaly Detection: 0.1%
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[ Cisco Cyber Vision Configuration: 2.8%
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B 1nventory Events: 68.4%

[l inventory Events: 71.1%
. Security Events: 11.6% Security Events: 13.9%

I 28.8% m 36.7%
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- to: Search events with destination component

Auto-follow[] [
05/18/2020 21:28:54  Inventory | \7412-
m 2EK06-0ABO", "serial-number : SVP  severity: Search events with a specified severity 1AC: v

00:1b:1b:b6:16:99

05/18/202021:28:54  Cisco Cybe  category: Search events with a specified category

05/18/2020 21:28:54  Inventory |
| Management) | IP:192.168.105. group: Searchgroup'srelated events

| 0571812020 21:28:54 Security E\ t1-
Link02) (Rockwell Rack Slot) | IP: 1¢ network: Search network's related component (ex: 192.168.0.0/24) ing) | IP: &

| 192.168.0.133 | MAC:52:54:00:31:TdeT

05/18/202021:28:54  Inventory Events New property "vendor-name : Fujitsu Technology Solutions GmbH" detected to pwmi  Fujitsu
192.168.1.120 (Validation Group) | IP:192.168.1.120 | MAC:4c:52:62:33:f6:2a

05/18/2020 21:28:54  Anomaly Detection 104 differences have been detected in the baseline Monitoring M

05/18/2020 21:28:54  Security Events The component Q PLC_1(Gas Compression) | IP: 192.168.105.112 | MAC:
28:63:36:85:b3:32 has been detected vulnerable to : Segment Smack in Interniche IP-Stack based Industrial Devices, Vulnerabilities in ~
SIMATIC $7-1200 and SIMATIC S7-1500 CPU families.

- B Properties Vulnerabilities
Group : Gas Compression
Industrial impact : ® very low Segment Smack in Interniche IP-Stack based - CVSS information

S PLC 1 Name:PLC_1 Industrial Devices
- MAC:28:63:36:85:b3:32 CVE-2019-19300 - SSA-593272
Q See Technical sheet
IP:192.168.105.112 Vulnerabilities in SIMATIC $7-1200 and CvSSinformation  Links:
Tag: & Controller SIMATIC $7-1500 CPU families CVSS Score:4.3 cert-portal.siemens.com
CVE-2019-10929 - SSA-232418

14 vulnerabilities detected

[ 05/18/2020 21:28:54  Cisco Cyber Vision Operations User 'L LS' has logged into Cyber Vision. The user is an admin.

05/18/2020 21:28:54  Inventory Events New property "vendor-name : Cisco Systems, Inc" detected to  [4] Cisco b:1b:40 (Fujitsu) | | MAC: .
40:01:7a:0b:1b:40 °

05/18/202021:28:54  Inventory Events New component detected on the network: || Juniper 172.17.1.1 (Infrastructure 2) | IP:
172.17.1.1 | MAC:2c:6b:f5:62:e7:88

HBOEY 3vEtXaUT47—F T I F vICHAAD
IT NetOps F—Ald. —1% OT *v hI—- DRI, ME, HEREEZEL. 1y hT—oEhME 85T LR,
BB NCHRCE DY Va—Y 3> DHEFELEY.

81 HRD OT EAYA/N\—tFXa1UTq TS YRIA—ATIE. RV R7Z7OAVDN—RIzT7R—ADEYH—HNETLL
A REED 10T/OT HAN—tF2UT+4 TSV TIA—ATIE, XRYMNT—IMEBICT—EE BT —7 )Ty b
AV AN 3> (DPI) ##EE) ZHEMAATE. KDRAMNRBFENREASNTWEY, EERAXYNT—2(C DPI #EEZ A
3 ET, MEBTNA ZREFATEEDEEDNICLEF TG T S ENAIEER =, KIRICDBRWEFREIZ N (TCO) T
ZLDERERE TEHLOITHDET, T N\—RIzT7EEIBTESEICEDBAUYNEHDET,

Switched Port Analyzer(SPAN; 21y F RR—KFFZ4H) R—MNIIERSINYIBE Y Y —T7 7247V ATIE EERARY
NO— DN ST —FZINETZ/=HIC. RYNT—TUY—RZBMT2LENHDET, EELDIL. IT NetOps F—A
MYV1—YaVaBBEICEALTHIETESLDIC. AR—RERYNT—INOEEEZ/NRICHIZ, OT Y/N\—7OY Y
EAREINT B LD (ICHR—RT22ETY, DAMNIROFWVAET (MEMICH, 7OLXRXRYNT—VDEHICHEWNTH) 1k
RTEBVYa—ravaEBERULRITNIE IT NetOps F—ANKFEL. BANFRINZD., REDIGSEI 7O Y MYZE
WEUEh T 2alEEMEHHD T,
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F—YDAREE. SEIFEFRF—ADNSZIANTEHLSIEHICEBETY, FST—ADEE|CE>THEEELRT —YEFL\P
FTVWHETRETEDYUa—ravafATNE. F—AMNRKRICEUTEBORBEIFSE. INTORREICEERICS
MUTHESTENTEET,

OT TvIZFZVVIF—AlE. KEFTEBOREME. BiGE. R2MEERTZHIC. RYNT—JDEBELRIBFICTIEPL

ERZR5. RVVENZYFVILTY—=VIZTI =TT, BHEPTOCADEEZHERITZEV W ISETEDHEN
HHExEY, OT TVIZT7IE. BEDTA MEIIHEREIBYITZBEELHNIE. EHOY A MG CE/ABEFED 7O
FF—EDT/INA REBYITZIGEHHNET.

EDQLSRBT7TO—FHRAITBMNIMBHEICLI>TEBRDE TN, FEERDIFE. OT TVIZFIC. ZDREIESYRVICIGUIE
HERMISHIETY, OT VIV, TU/0V—%2BRAIBRICHATES. YV TIVTERRBHSBNBA VT —T T
AREWBEELTVET, TDEIBAVT—TAZADHNIE. ARV IHFRELULRIC, OT v FTFX % IT/SecOps F—
AEHBULPIRDET,

IT/SecOps F—AH LV SOC F—AlE. BEED IT tx2UT4V—ILPFIEEFBLTHABELEENTE. IXRTD OT H1
REEUNT A hE—TTBEBETESHEELZVNELLTCVWEY, ZOEHICIE. YI1—YavEREUREIERTESZE
DARAIRTY (RA T4 TDHREE 1= APl ZF|H), RAIDAT YT E. OT 75— hEARY N ETF2UTABRAIRNVINE
B (SIEM) Y—ILIZEE TR ETIH, 1 HAD OT tFXaV7+a TIVRTIA—ATIE. HBEITZBAIRNVNEEIRTERX
Bh, oo ZABDFEVIMATV Y VESESEREEBRRICELE TRABRIZIELTET, L<OBBRENRELET,

KD OT tXaUT+« TSV hTIAa—ATIH, EFaUTA4TFURARM SIEM W—)LTHEZELI-WARY M EEIRTE, OT
IVIZTIITF—ADSESEBR—RTA VEBRICERL T, EZ9—92EET7O0CROEM (LEEHORZ. HAR.
REERRE) ITIHUTRADE WO TIEEE % HEETE B8, KREDANRY MORERITEELUTLES QRN ET,

IT 2L, YAN—FILFz—VICE->T BB LEEROBEATRICEEZEVEYT, Z<DIBEIT tXalT4F—Ald. OT RV
RT—O0F A RICEALTIFEALBEREFE >TWEFA, F>TWVzELTH, MAC ZRLRE IP ZRLALSSNTY, TN
A 2%. 914755 EVRRXEOEBMERED OT 7y MEREBRGFEDOEF 2V T4 V—ILERBITDIET IT RASY
& OT RACMVDWEA THRAICARTZELOICHEDET,

—A. SOC Tld. 7—9%HEICZBLTEINICIET Y RZMHE I DEEN BN ENEL. REBDFRZMIELENT
WRWATEEMEA BN E T, EEAXRYNT—I TOEERIDEVPIAELERIE. RENDEEICAB TELZINENHNET,
Cisco SecureX REDTZ v 7+ —ATIE. Cisco AMP, Umbrella, Stealthwatch, Firepower i & %#$&#,L7= ISA 3000
1 Cyber Vision [CLo>THRHE Nz, ST ETRBREZF—WRZBEFRIICHRETEZ XY, Cisco SecureX [FINSINRTDIE
WREZENTEDH, EFaUTAT7FIANE. BEERAT7EYMEBEEINTWSINEOH ZENEICHERRTE X,

F7c. IT/SecOps F—AHBIREICRY S —%ZRELILDEBELIZNDTESLDICTBICIE. IRTDEF2UT4Y—)LIC OT O
VFEIANIMETY, ez BEETORRICEIERZTEYNDERE., Ty bhBIREERIL. Ny FEBEATERN
AIEEMEA B BREFHEREXITRETENIE. BYBREF 2V TR —Z2ERLIED. 77147 04—ILDIL—ILZEZELIZDT
LT ENEBMNCABRICIEDET,

MRIICEHNZZERTES OT tXa T HMIEEZRETHITIE. INTOERENMFHALTEDEDVELNHDET, IT &
OT O\MAICEET 2. EEXT/OTCADEELEHOBREDOIRTICAUYY MM HDLEOIBYY1—a Y TRITRIEERDE A,
OT BRZRHTBICIE. IT & OT 2R ITZUEAHDET, BRI ITIRIENSEAL. OT IRIEICHLENT RIEEMEN B S
NoTY, EFXalTAT7FIRANTAN—FILFz—VZHEL. BENBEBBZELTSICE. IT & OT OMRIEDBRE %
BREL., BREBEOIVTFANIEI25FMBEHRZMETEDY—IHWVETT,
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aSn/cilB e s nciB

OT BREBICIIZ<KDEELAHDEITH, TXa1UTAZERIDIHICEERDIE., FFEEMLTWS[EEZLZRCI ETT,
IT & OT MEETNILREXEETEEY, OT MITOFHELAEF 1T FE2ESIESITERATSDOTIERL, BEDY—
IWERBEFRLT £EEFHNERIITLIER OT BEBOEX1 T4 %28t T2 ENBETY, EEXROLELRET
1=91CiF. BBFD T txa)710 V=)L (BEFEOXF)L. ®Mi#. F¥H) %z OT [CHERL. OT 1B (7/\1 X, 7OtR. o
Ny NRE) & OT TVIZF7OHEZ IT [CEDIADZENNETT,

ZDHIIE. IT/SecOps F—AN OT F—AEBR(ITEHEITZVENHDET, oo INTOBEREEZDEF|D=Z—X

(RIS TEDLDR OT vXaTaVUa—ravEBERUAIThIERDE A, IT & OT OEADF—AIKRICDONTE

CLOICERL, HBOBZEICAITTHALTEATWIZIE, MADF—AICEEERERZIRHEIZLSICRIN SRS
nieYya—vavhrnETd,

U ZADTIESE

VZAAF. YAN—tF2VTEEERRYNTI—VDOmMADTGZICHITE)—F—E LT, IT & OT 220RE, B2I(C
Industry 4.0 28 AT 5/=HICZEEDIREET>TNET,

Cisco Cyber Vision EVZAODEFEARY N T— V48 zHAEahE2 T BEREAVTFIAN AR L. KRER
AETOCALARTEHERETEE Y, Cisco SecureX LU, YRADEFa1UT4 Ya—r3y R(—MEEIERICHE
BEINiYUa—ravEFHATRIET. BITRESINE IT/OT ZHERHBIEZEIRTEET,

EE4RICDLVTIE. cisco.com/jp/go/iotsecurity ZZBBTEH. TEOLNSEMIKOI RO FHTY MAYECHRELEhEL
=0y,
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