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Core-Switch-2# show ip route summary
IP routing table name is Default-IP-Routing-Table (0)

Route Source Networks Subnets Overhead Memory (bytes)
connected 1 10 704 1760

static 0 1 64 160

eigrp 100 1 3561 228224 569920
internal 5 5900

Total 7 3572 228992 577740
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CatOS :

set port negotiation [mod/port] enable
show port negotiation [mod[/port]]

Cisco IOS :

int gig [mod/port]
[no] speed nonegotiate
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Distribution-Switch-2#sh run int ten 4/3
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interface TenGigabitEthernet4/3

description 10GigE trunk to Distribution 1 (trunk to root bridge)
no ip address

load-interval 30

mls gos trust dscp

switchport
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switchport trunk encapsulation dotlg

switchport trunk native vlan 900

switchport trunk allowed vlan 2-7,20-51,102-107,120-149

spanning-tree cost 2000 << Increase port cost on trunk to root bridge
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HIBRLET (= NICERINTWAERA Mo M),

5. VLAN A ' H—7 = A ANRJKbii=Z & % Cisco I0S 23 EIGRP ' 1+ A |Z@& L £,
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VLAN #H8E VLANAf B —T 14X
Wired Voice VLAN 7
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7T R—ADIEELFET,

ZOMEZEEEY 5 TR0 OndH Y £, fEEFHO 1 5L LT, A v F EOTITOT
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interface Vlan20

description Voice VLAN for 3550

ip address 10.120.20.2 255.255.255.0

ip verify unicast source reachable-via any

ip helper-address 10.121.0.5

no ip redirects

ip pim query-interval 250 msec

ip pim sparse-mode

load-interval 30

standby 1 ip 10.120.20.1

standby 1 timers msec 250 msec 800

standby 1 priority 150

standby 1 preempt delay minimum 180 << Configure 3 minute delay

standby 1 authentication ese
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IDNT T4 w7 BWHRETDHIZNE, TAA NI Ea—vary A vFTr7r—T4LIZx7 A b
Ay FBEBE. > £ VD Address Resolution Protocol (ARP; 7 KL A7 1 k=) F—7 )L 2 K
VEFHRDZMLENRH Y £, ZONIEOEIRRERMIZ, 7o —0%, ARP ZRITIGET DA DRE
N, BEOT A AR Ea—vay AL T OARP Ay N U TERICETFELE T,

BB ERCAR v = U—LORWEHOBE TH ., DoS WAL 572012, TXTO
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Az XvH E N E T,
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T, HLWY T Xy b 27774 7/bLTCH MR YDT v 75— MIEAELEEA,

B 2 DFEER — HSRP. EIGRP (Rapid-PVST+ {#F)

EEDSH
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802. 1w ~NDEHDEE

EIHDS

AR= 7Y —=7m hangb LT80R2Iw LT 4 AN Ba—t gy 7ry 7Tl
. Vo7 ERE ) — FOEEHRD "= = o Z BT, 802.1d R E LR L MR 1 2
BILar "=z 2/ EEDY S A, #HRESNDIRFTIE, LAY 20— T T
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W=Dz VAR OBGEREHH L TWERA, BIdD X512, N7 74 v 27 7un—0EtlE
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T, FI774 27 70—DETIILAT2 A \—V A2 0HELETLHEEETHY EHA,
spanning-tree mode rapid-pvst
spanning-tree loopguard default
no spanning-tree optimize bpdu transmission
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a7 R4 v FiEmk (EIGRP)

key chain eigrp
key 100

key-string 7 01161501
!
! Enabled spanning tree as a fail-safe practice
spanning-tree mode rapid-pvst
!

redundancy
mode sso

main-cpu
auto-sync running-config
auto-sync standard

!

! Configure necessary loopback interfaces to support Multicast MSDP and Anycast for
! RP redundancy

interface LoopbackO

description MSDP PEER INT

ip address 10.122.10.2 255.255.255.255
1

interface Loopbackl

description ANYCAST RP ADDRESS

ip address 10.122.100.1 255.255.255.255

!

interface Loopback2
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description Garbage-CAN RP

ip address 2.2.2.2 255.255.255.255

!

! Configure point to point links to Distribution switches
interface TenGigabitEthernet3/1

description 10GigE to Distribution 1
! Use of /31 addressing on point to point links optimizes use of IP address space in
! the campus

ip address 10.122.0.27 255.255.255.254

ip pim sparse-mode

! Reduce EIGRP hello and hold timers to 1 and 3 seconds. In a point-point L3 campus
! design the EIGRP timers are not the primary mechanism used for link and node

! failure detection. They are intended to provide a fail-safe mechanism only.

ip hello-interval eigrp 100 1

ip hold-time eigrp 100 3

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp
load-interval 30

! Reduce carrier delay to 0. Tuning carrier delay no longer has an impact on GigE and
! 10GigE interfaces but is recommended to be configured as a best practice for network
| operational consistency

carrier-delay msec 0
! Configure trust DSCP to provide for maximum granularity of internal QoS queuing

mls gos trust dscp

!

router eigrp 100

! Passive all interfaces not intended to form EIGRP neighbors

passive-interface Loopback0
passive-interface Loopbackl
passive-interface Loopback2
network 10.0.0.0
no auto-summary

! Explicitly configure the EIGRP router id as a best practice when using Anycast and/or
! any identical loopback address on multiple routers.

eigrp router-id 10.122.0.1
!

! Multicast route point and MSDP configuration.

| For a detailed explanation on the specifics of the configuration below please see
! the campus chapter of the multicast design guides.

ip pim rp-address 2.2.2.2

ip pim rp-address 10.122.100.1 GOOD-IPMC override

ip pim accept-register list PERMIT-SOURCES

ip msdp peer 10.122.10.1 connect-source LoopbackO

ip msdp description 10.122.10.1 ANYCAST-PEER-6k-core-left
ip msdp cache-sa-state

ip msdp originator-id LoopbackO

!

ip access-list standard GOOD-IPMC
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permit 224.0.1.39
permit 224.0.1.40
permit 239.192.240.0 0.0.3.255
permit 239.192.248.0 0.0.3.255

ip access-list extended PERMIT-SOURCES
permit ip 10.121.0.0 0.0.255.255 239.192.240.0 0.0.3.255
permit ip 10.121.0.0 0.0.255.255 239.192.248.0 0.0.3.255

a7 XA v F#&m (OSPF)

!

! Enabled spanning tree as a fail-safe practice
spanning-tree mode rapid-pvst

!

redundancy
mode sso

main-cpu
auto-sync running-config
auto-sync standard

!

! Configure necessary loopback interfaces to support Multicast MSDP and Anycast for
! RP redundancy

interface Loopback0

description MSDP PEER INT

ip address 10.122.10.2 255.255.255.255
!

interface Loopbackl
description ANYCAST RP ADDRESS

ip address 10.122.100.1 255.255.255.255
!

interface Loopback2
description Garbage-CAN RP

ip address 2.2.2.2 255.255.255.255

!

! Configure point to point links to Distribution switches
interface TenGigabitEthernet3/1

description 10GigE to Distribution 1
| Use of /31 addressing on point to point links optimizes use of IP address space in
! the campus

ip address 10.122.0.25 255.255.255.254

ip pim sparse-mode

! Reduce OSPF hello and dead timers to 1 and 3 seconds. In a point-point L3 campus
! design the OSPF timers are not the primary mechanism used for link and node

! failure detection. They are intended to provide a fail-safe mechanism only.
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ip ospf hello-interval 1
ip ospf dead-interval 3
load-interval 30

! Reduce carrier delay to 0. Tuning carrier delay no longer has an impact on GigE and
! 10GigE interfaces but is recommended to be configured as a best practice for network
! operational consistency

carrier-delay msec 0
! Configure trust DSCP to provide for maximum granularity of internal QoS queuing

mls gos trust dscp

!

router ospf 100

! Explicitly configure the OSPF router id as a best practice when using Anycast and/or
! any identical loopback address on multiple routers.

router-id 10.122.0.1

log-adjacency-changes
! Tune the SPF throttle timers down from the defaults. Please refer to the HA Campus
| Design Guides for details on specific tuning recommendations.

timers spf 1 1

passive-interface LoopbackO
passive-interface Loopbackl
passive-interface Loopback2

network 10.122.0.0 0.0.255.255 area 0.0.0.0

!

! Multicast route point and MSDP configuration.

| For a detailed explanation on the specifics of the configuration below please see
! the campus chapter of the multicast design guides.

ip pim rp-address 2.2.2.2

ip pim rp-address 10.122.100.1 GOOD-IPMC override

ip pim accept-register list PERMIT-SOURCES

ip msdp peer 10.122.10.1 connect-source LoopbackO

ip msdp description 10.122.10.1 ANYCAST-PEER-6k-core-left
ip msdp cache-sa-state

ip msdp originator-id LoopbackO

!

ip access-list standard GOOD-IPMC

permit 224.0.1.39
permit 224.0.1.40
permit 239.192.240.0 0.0.3.255
permit 239.192.248.0 0.0.3.255

ip access-list extended PERMIT-SOURCES
permit ip 10.121.0.0 0.0.255.255 239.192.240.0 0.0.3.255
permit ip 10.121.0.0 0.0.255.255 239.192.248.0 0.0.3.255
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e FTI7FNKNF—FU=xA 7 u ha/L—HSRP
o ANR= 7 WY — N—T 3 —PVST+ (per VLAN 802.1d)
¢ IGP — EIGRP

ZOMDT AN r—AIZEBIT D Z DOFERRERD O DOEFENRFIT, B OFEROBEICFHEH S 1T
P, AF =T A AREBLIVCVLAN REDOHAFNE, HETHZEL L TURENTNE
T, HELE SN D RE OIS\ TCIE, [Designing a Campus Network for High Availabilityll % 22
LTLIEENY,

FTAAM)Ea—23 21— b—bF TYVYTOEELUVHSRP 73547

! Use vtp transparent mode, configure all VLANs explicitly
vtp domain campus-test

vtp mode transparent

! Enable UDLD aggressive mode as a fail safe mechanism
udld aggressive

! Enable 802.1d per VLAN spanning tree enhancements.
spanning-tree mode pvst

spanning-tree loopguard default

no spanning-tree optimize bpdu transmission

spanning-tree extend system-id

spanning-tree uplinkfast

spanning-tree backbonefast

! Configure root bridge priority. Note use of extended system-id
spanning-tree vlan 2-7,20-51,102-149,202-207,220-249 priority 24576
|

! Define unique voice and data vlans for each access switch

vlan 4

name Data VLAN-4507-SupII+
vlan 7

name Data_ VLAN-6500-Sup2-CatOS
vlan 104

name Voice VLAN-4507-SupII+
vlan 107

name Voice VLAN-6500-Sup2
vlan 204

name Trunk VLAN-4507-SupII+
vlan 207

name Trunk VLAN-6500-Sup2-CatOS
!

! Define a local loopback address to provide a sink hole route point for
! invalid multicast groups
interface Loopback2

description Garbage-CAN RP

ip address 2.2.2.2 255.255.255.255
!

! Configure point to point Layer 3 interface uplinks to core switches
interface TenGigabitEthernet4/1

description 10 GigE to Core 1
ip address 10.122.0.26 255.255.255.254

ip pim sparse-mode

! Reduce EIGRP hello and hold timers to 1 and 3 seconds and enable MD5
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I oL-15550-01-J .-_



B xR

! route authentication

ip hello-interval eigrp 100 1

ip hold-time eigrp 100 3

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp

! Advertise a summary route for the entire distribution block upstream to the

! core
ip summary-address eigrp 100 10.120.0.0 255.255.0.0 5
load-interval 30

! Reducing carrier delay to 0 as a
carrier-delay msec 0
! Trust inbound DSCP markings

mls gos trust dscp
!

interface TenGigabitEthernet4/2

description 10 GigE to Core 2

ip address 10.122.0.30 255.255.255.254
ip pim sparse-mode

ip hello-interval eigrp 100 1

ip hold-time eigrp 100 3

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp

ip summary-address eigrp 100 10.120.0.0 255.255.0.0 5
load-interval 30

mls gos trust dscp

interface TenGigabitEthernet4/3

description 10GigE to Distribution-2

ip address 10.122.0.21 255.255.255.254

ip pim sparse-mode

ip hello-interval eigrp 100 1

ip hold-time eigrp 100 3

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp
load-interval 30

mls gos trust dscp

!
! Configure Layer 2 trunk connections to downstream access switches
interface GigabitEthernet3/3

description to 4507_SupII+_ Access
no ip address
load-interval 30

! Trust inbound DSCP markings

mls gos trust dscp

switchport

switchport trunk encapsulation dotlg

! Configure trunk to use a dedicated native VLAN to protect against VLAN hoping
switchport trunk native vlan 204

! Manually prune all VLANs from trunk other than dedicated voice and data
switchport trunk allowed vlan 4,104
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! Configure switchport to bypass Trunk and Etherchannel negotiation
switchport mode trunk
switchport nonegotiate

interface GigabitEthernet3/6
description to 6500_SuplA Access

no ip address

load-interval 30

mls gos trust dscp

switchport

switchport trunk encapsulation dotlg
switchport trunk native vlan 207
switchport trunk allowed vlan 7,107
switchport mode trunk

switchport nonegotiate

!
! Define the Layer 3 SVI for each voice and data VLAN
interface Vlan4

description Data VLAN for 4507 SupII+

ip address 10.120.4.3 255.255.255.0

! Enable loose uRPF to mitigate against spoofed source IP addressing
ip verify unicast source reachable-via any

| Define ip-helper to forward DHCP requests
ip helper-address 10.121.0.5
no ip redirects

! Reduce PIM query interval to 250 msec
ip pim query-interval 250 msec

ip pim sparse-mode

load-interval 30

| Define HSRP default gateway with 250/800 msec hello and hold timers
standby 1 ip 10.120.4.1
standby 1 timers msec 250 msec 800

! Set preempt delay large enough to allow network to stabilize before HSRP

! switches back on power on or link recovery
standby 1 preempt delay minimum 180
! Enable HSRP authentication

standby 1 authentication ese
!

interface Vlan7

description Data VLAN for 6500 Sup2 CatOS
ip address 10.120.7.3 255.255.255.0

ip verify unicast source reachable-via any
ip helper-address 10.121.0.5

no ip redirects

ip pim query-interval 250 msec

ip pim sparse-mode

load-interval 30

standby 1 ip 10.120.7.1

standby 1 timers msec 250 msec 800
standby 1 preempt delay minimum 180
standby 1 authentication ese
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interface Vvlanlo04

description Voice VLAN for 4507 SupII+
ip address 10.120.104.3 255.255.255.0
ip verify unicast source reachable-via any
ip helper-address 10.121.0.5

no ip redirects

ip pim query-interval 250 msec

ip pim sparse-mode

load-interval 30

standby 1 ip 10.120.104.1

standby 1 timers msec 250 msec 800
standby 1 preempt delay minimum 180
standby 1 authentication ese

interface VlanlO07

description Voice VLAN for 6500 Sup2 CatOS
ip address 10.120.107.3 255.255.255.0

ip verify unicast source reachable-via any
ip helper-address 10.121.0.5

no ip redirects

ip pim query-interval 250 msec

ip pim sparse-mode

load-interval 30

standby 1 ip 10.120.107.1

standby 1 timers msec 250 msec 800

standby 1 preempt delay minimum 180
standby 1 authentication ese

!
router eigrp 100
! Passive all interfaces except the core uplinks and link top peer distribution

passive-interface default

no passive-interface TenGigabitEthernet4/1
no passive-interface TenGigabitEthernet4/2
no passive-interface TenGigabitEthernet4/3

! Specify EIGRP advertise routes for all distribution access and core uplink

! subnets

network 10.120.0.0 0.0.255.255
network 10.122.0.0 0.0.0.255
no auto-summary

! Explicitly configure the EIGRP router id as a best practice when using Anycast and/or
! any identical loopback address on multiple routers.
eigrp router-id 10.122.0.3

! Define the valid multicast RP and garbage can RP. See the Multicast Design

! Guide for details on this configuration

ip pim rp-address 10.122.100.1 GOOD-IPMC override
ip pim rp-address 2.2.2.2

ip pim spt-threshold infinity

!

!

ip access-1list standard GOOD-IPMC
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permit 224.0.1.39
permit 224.0.1.40
permit 239.192.240.0 0.0.3.255
permit 239.192.248.0 0.0.3.255

FAARJE2—S3v2— AU E) IIL—F TYYTOEBEELUPHSRP R4& 2ing

| Use vtp transparent mode, configure all VLANs explicitly
vtp domain campus-test

vtp mode transparent

! Enable UDLD aggressive mode as a fail safe mechanism
udld aggressive

! Enable 802.1d per VLAN spanning tree enhancements.

spanning-tree mode pvst

spanning-tree loopguard default
no spanning-tree optimize bpdu transmission

spanning-tree extend system-id

spanning-tree uplinkfast

spanning-tree backbonefast

! Configure root bridge priority as secondary. Note use of extended system-id
spanning-tree vlan 2-7,20-51,102-149,202-207,220-249 priority 28672

!

vlan 4

name Data VLAN-4507-SupII+
vlan 7

name Data VLAN-6500-Sup2-CatOS
vlan 104

name Voice VLAN-4507-SupII+
vlan 107

name Voice VLAN-6500-Sup2
vlan 204

name Trunk VLAN-4507-SupII+
vlan 207

name Trunk VLAN-6500-Sup2-CatOS

!

! Define a local loopback address to provide a sink hole route point for
! invalid multicast groups

interface Loopback2

description Garbage-CAN RP

ip address 2.2.2.2 255.255.255.255

!

! Configure point to point Layer 3 interface uplinks to core switches
interface TenGigabitEthernet4/1

description 10 GigE to Core 1
ip address 10.122.0.34 255.255.255.254
ip pim sparse-mode

! Reduce EIGRP hello and hold timers to 1 and 3 seconds and enable MD5

! route authentication

ip hello-interval eigrp 100 1

ip hold-time eigrp 100 3

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp
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! Advertise a summary route for the entire distribution block upstream to the
! core

ip summary-address eigrp 100 10.120.0.0 255.255.0.0 5
load-interval 30

! Reducing carrier delay to 0 as a

carrier-delay msec 0

! Trust inbound DSCP markings

mls gos trust dscp
|

interface TenGigabitEthernet4/2

description 10 GigE to Core 2

ip address 10.122.0.38 255.255.255.254

ip pim sparse-mode

ip hello-interval eigrp 100 1

ip hold-time eigrp 100 3

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp

ip summary-address eigrp 100 10.120.0.0 255.255.0.0 5
load-interval 30

mls gos trust dscp

interface TenGigabitEthernet4/3

description 10GigE to Distribution-2

ip address 10.122.0.22 255.255.255.254

ip pim sparse-mode

ip hello-interval eigrp 100 1

ip hold-time eigrp 100 3

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp
load-interval 30

mls gos trust dscp

!
! Configure Layer 2 trunk connections to downstream access switches
interface GigabitEthernet3/3

description to 4507 _ SupII+ Access
no ip address
load-interval 30

! Trust inbound DSCP markings

mls gos trust dscp

switchport

switchport trunk encapsulation dotlg

! Configure trunk to use a dedicated native VLAN to protect against VLAN hoping
switchport trunk native vlan 204

! Manually prune all VLANs from trunk other than dedicated voice and data
switchport trunk allowed vlan 4,104

! Configure switchport to bypass Trunk and Etherchannel negotiation
switchport mode trunk
switchport nonegotiate

interface GigabitEthernet3/6
description to 6500 SuplA Access
no ip address
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load-interval 30

mls gos trust dscp

switchport

switchport trunk encapsulation dotlg
switchport trunk native vlan 207
switchport trunk allowed vlan 7,107
switchport mode trunk

switchport nonegotiate

!
! Define the Layer 3 SVI for each voice and data VLAN
interface Vlan4

description Data VLAN for 4507 SupII+
ip address 10.120.4.2 255.255.255.0
! Enable loose uRPF to mitigate against spoofed source IP addressing

ip verify unicast source reachable-via any

! Define ip-helper to forward DHCP requests
ip helper-address 10.121.0.5
no ip redirects

! Reduce PIM query interval to 250 msec
ip pim query-interval 250 msec

ip pim sparse-mode

load-interval 30

| Define HSRP default gateway with 250/800 msec hello and hold timers
standby 1 ip 10.120.4.1
standby 1 timers msec 250 msec 800

! Raising HSRP priority forces this switch to be active HSRP gateway

standby 1 priority 150
! Set preempt delay large enough to allow network to stabilize before HSRP
! switches back on power on or link recovery

standby 1 preempt delay minimum 180
! Enable HSRP authentication

standby 1 authentication ese
!

interface Vlan7

description Data VLAN for 6500 Sup2 CatOS
ip address 10.120.7.2 255.255.255.0
ip verify unicast source reachable-via any
ip helper-address 10.121.0.5
no ip redirects
ip pim query-interval 250 msec
ip pim sparse-mode
load-interval 30
standby 1 ip 10.120.7.1
standby 1 timers msec 250 msec 800
standby 1 priority 150
standby 1 preempt delay minimum 180
1

standby authentication ese

interface Vlanlo04
description Voice VLAN for 4507 SupII+
ip address 10.120.104.2 255.255.255.0
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ip verify unicast source reachable-via any
ip helper-address 10.121.0.5

no ip redirects

ip pim query-interval 250 msec

ip pim sparse-mode

load-interval 30

standby 1 ip 10.120.104.1

standby 1 timers msec 250 msec 800

standby 1 preempt delay minimum 180
standby 1 authentication ese

interface V1anl07

description Voice VLAN for 6500 Sup2 CatOS
ip address 10.120.107.2 255.255.255.0

ip verify unicast source reachable-via any
ip helper-address 10.121.0.5

no ip redirects

ip pim query-interval 250 msec

ip pim sparse-mode

load-interval 30

standby 1 ip 10.120.107.1

standby 1 timers msec 250 msec 800

standby 1 preempt delay minimum 180
standby 1 authentication ese

!
router eigrp 100
! Passive all interfaces except the core uplinks and link top peer distribution

passive-interface default
no passive-interface TenGigabitEthernet4/1
no passive-interface TenGigabitEthernet4/2
no passive-interface TenGigabitEthernet4/3

| Specify EIGRP advertise routes for all distribution access and core uplink

! subnets

network 10.120.0.0 0.0.255.255
network 10.122.0.0 0.0.0.255
no auto-summary

eigrp router-id 10.122.0.4

! Define the valid multicast RP and garbage can RP. See the Multicast Design
! Guide for details on this configuration

ip pim rp-address 10.122.100.1 GOOD-IPMC override

ip pim rp-address 2.2.2.2

ip pim spt-threshold infinity

!

1

ip access-1list standard GOOD-IPMC

permit 224.0.1.39
permit 224.0.1.40
permit 239.192.240.0 0.0.3.255
permit 239.192.248.0 0.0.3.255

N TFRAFEYT 4 Fr 28R AU S
“. OL-15550-01-J |



sz r@Ex W

I0S 7Vt RA XA v F (4507/Supll+)

vtp mode transparent

udld aggressive

! Auto QoS defined policier
policy-map autogos-voip-policy

class class-default

dbl
! Enable 802.1d per VLAN spanning tree enhancements.
spanning-tree loopguard default
spanning-tree extend system-id
spanning-tree uplinkfast
spanning-tree backbonefast
! Define dedicated voice, data and trunk VLAN for this access switch
vlan 4

name Data
vlian 104

name Voice
vlan 204

name Trunk
! Define switchport trunk uplink to distribution
interface GigabitEthernetl/1

description Uplink to Distribution Switch 1

switchport trunk encapsulation dotlg

! Define a unique trunk vlan in order to prevent vlan hopping attacks
switchport trunk native vlan 204

! Explicitly configure voice and data vlan on trunk

switchport trunk allowed vlan 4,104

! Explicitly enable trunking and disable Etherchannel negotiation
switchport mode trunk

switchport nonegotiate

load-interval 30

! Auto QoS defined configuration for voice enabled uplink
gos trust cos

service-policy output autogos-voip-policy

auto gos voip trust

tx-queue 3

bandwidth percent 33
priority high
shape percent 33

spanning-tree link-type point-to-point
!
interface GigabitEthernetl/2

description Uplink to Distribution Switch 2
switchport trunk encapsulation dotlg
switchport trunk native vlan 204

switchport trunk allowed vlan 4,104
switchport mode trunk

switchport nonegotiate

load-interval 30

gos trust cos

service-policy output autogos-voip-policy
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auto gos voip trust
tx-queue 3

bandwidth percent 33
priority high
shape percent 33

spanning-tree link-type point-to-point

!

| Define access ports using the recommended Smartports configuration. Please
! see the following for more information on smartports

http://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2 40 se/conf
iguration/guide/swmacro.html

interface FastEthernet2/1

switchport access vlan 4

switchport mode access

switchport voice vlan 104

switchport port-security

switchport port-security aging time 2
switchport port-security violation restrict
switchport port-security aging type inactivity
gos trust device cisco-phone

gos trust cos

service-policy output autogos-voip-policy
auto gos voip cisco-phone

tx-queue 3

priority high

shape percent 33
spanning-tree portfast
spanning-tree bpduguard enable

!
! Define switch management address on data vlan
interface Vlan4

ip address 10.120.4.4 255.255.255.0

CatOS 77t R R4 vF (6500/Sup2)

set vtp domain campus-test

set vtp mode transparent

set vlan 7 name Data type ethernet mtu 1500 said 100007 state active

set vlan 107 name Voice type ethernet mtu 1500 said 100107 state active
set vlan 207 name Uplink type ethernet mtu 1500 said 100207 state active

#ip
set interface sc0 7 10.120.7.4/255.255.255.0 10.120.7.255

#uplinkfast groups
set spantree uplinkfast enable rate 0 all-protocols off

#module 1 : 2-port 1000BaseX Supervisor

set vlan 207 1/1-2

set udld aggressive-mode enable 1/1-2

clear trunk 1/1 1-6,8-106,108-206,208-1005,1025-4094
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set trunk 1/1 nonegotiate dotlqg 7,107,207

clear trunk 1/2 1-6,8-106,108-206,208-1005,1025-4094
set trunk 1/2 nonegotiate dotlg 7,107,207

set spantree guard loop 1/1-2

set port gos 1/1-2 trust trust-dscp

set port gos 1/1-2 policy-source local

set port channel 1/1-2 mode off

! Define access ports using the recommended Smartports configuration. Please
! see the following for more information on Smartports,

http://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2 40 se/conf
iguration/guide/swmacro.html

set port enable 4/1

set port l2protocol-tunnel 4/1 cdp stp vtp dis
set port membership 4/1 static

set port host 4/1

set spantree bpdu-guard 4/1 enable

set vlan 7 4/1

set port auxiliaryvlan 4/1 107

set port inlinepower 4/1 auto

set cdp enable 4/1

set port gos 4/1 autogos voip ciscoipphone

set port security 4/1 enable age 2 maximum 1 violation restrict

LAVITIVERBEXUTAAMIE2A—232 TJAYIDRS Y

FHERK
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WIZ, BV A Y 3T 78 AT AN Fr—ATHAINHERERLET,
o A=Y WY — "— g3 —Rapid-PVST+ (per VLAN 802.1w)
+ IGP — EIGRP

LOMDT A & r =AIZET D Z ORARER D b OEEANRIZ, AR OFROBIZER ST
FT, HELEI DR EDOFEMIZ DWW TIE, [Designing a Campus Network for High Availabilityl] % %
LTS,

a—<3> /—F EIGRP

GE) TAARIEa2—vary AL yFiE2 0L bBERTT,
key chain eigrp
key 100
key-string 7 01161501
!
<Configure spanning tree as a redundant protective mechanism>
spanning-tree mode rapid-pvst
spanning-tree loopguard default
|
<Configure point to point Layer 3 links to each of the access switches>
interface GigabitEthernet3/1
N TFRAFGEYT 4 Fv kR YHNYGH
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description Link to Access Switch

<configure the switch to switch link using a /30 or /31 subnet>
ip address 10.120.0.204 255.255.255.254
ip pim sparse-mode

<specify the use of 1 second hello and 3 second dead timers for EIGRP>
ip hello-interval eigrp 100 1
ip hold-time eigrp 100 3

<enable eigrp MD5 authentications>

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp
logging event link-status

load-interval 30

<Set carrier delay to 0. On Catalyst 6500 this will have no effect on GigE ports however
it is necessary on 3x50 series switches and should be consistently configured for best
practices>

carrier-delay msec 0
<Trust the dscp settings in all packets sourced from the access. We are extending the
trust boundary to the access switch>

mls gos trust dscp

!

!

<Configure point to point L3 links to each of the core switches>
interface TenGigabitEthernet4/1

description 10 GigE to Core 1

<configure the switch to switch link using a /30 or /31 subnet>
ip address 10.122.0.26 255.255.255.254
ip pim sparse-mode

<specify the use of 1 second hello and 3 second dead timers for EIGRP>
ip hello-interval eigrp 100 1
ip hold-time eigrp 100 3

<Configure EIGRP authentication on all linkss>
ip authentication mode eigrp 100 md5
ip authentication key-chain eigrp 100 eigrp

<Advertise a summary address for the entire distribution block upstream to the corex>
ip summary-address eigrp 100 10.120.0.0 255.255.0.0 5

logging event link-status

load-interval 30

carrier-delay msec 0

<Trust all DSCP markings from the core of the networks

mls gos trust dscp

!

!

<Configure a point to point Layer 3 link between distribution switchess>

interface TenGigabitEthernet4/3

description 10 GigE to Distribution 2
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<configure the switch to switch link using a /30 or /31 subnet>
ip address 10.122.0.21 255.255.255.254
ip pim sparse-mode

<specify the use of 1 second hello and 3 second dead timers for EIGRP>
ip hello-interval eigrp 100 1
ip hold-time eigrp 100 3

<Configure EIGRP authentication on all links>
ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp
logging event link-status

load-interval 30

mls gos trust dscp

!
|

router eigrp 100
<Passive all interfaces not connected to another Layer 3 switch>

passive-interface GigabitEthernet2/1
<Specify which networks should be routed by EIGRP. Include the distribution block and the
core links>

network 10.120.0.0 0.0.255.255

network 10.122.0.0 0.0.0.255
<Apply a distribute list filtering all routes other than select default(s) to the access
switches>

distribute-list Default out GigabitEthernet3/1
distribute-list Default out GigabitEthernet3/2

distribute-list Default out GigabitEthernet9/14
distribute-list Default out GigabitEthernet9/15
no auto-summary

! Explicitly configure the EIGRP router id as a best practice when using Anycast and/or
! any identical loopback address on multiple routers.
eigrp router-id 10.122.0.3

!
ip classless
no ip http server
ip pim rp-address 10.122.100.1 GOOD-IPMC override
ip pim rp-address 2.2.2.2
ip pim spt-threshold infinity
!
!

ip access-list standard Default
permit 0.0.0.0

ip access-1list standard GOOD-IPMC
permit 224.0.1.39

permit 224.0.1.40

permit 239.192.240.0 0.0.3.255
permit 239.192.248.0 0.0.3.255
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key chain eigrp

key 100

key-string 7 01161501
!

<Configure spanning tree as a redundant protective mechanism>

spanning-tree mode rapid-pvst
spanning-tree loopguard default
!

redundancy

mode sso
main-cpu

auto-sync running-config
auto-sync standard
!
<Create a local Data and Voice VLAN>
vlan 6

name Access-Data-VLAN
!

vlan 106

name Access-Voice-VLAN
!

interface Loopback22

ip address 2.2.2.2 255.255.255.255
!

<Define the uplink to the Distribution switches as a point to point Layer 3 link>

interface GigabitEthernetl/1

description Uplink to Distribution 1
ip address 10.120.0.205 255.255.255.254
ip pim sparse-mode

<Reduce EIGRP hello and dead timers to 1 and 3 seconds>
ip hello-interval eigrp 100 1
ip hold-time eigrp 100 3

<Enable EIGRP MD5 authentications>

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp
logging event link-status

load-interval 30

carrier-delay msec 0

mls gos trust dscp

interface GigabitEthernet2/1

description Uplink to Distribution 2

ip address 10.120.0.61 255.255.255.252

ip pim sparse-mode

ip hello-interval eigrp 100 1

ip hold-time eigrp 100 3

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp
logging event link-status

load-interval 30
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carrier-delay msec 0
mls gos trust dscp

!

<Define Switched Virtual Interfaces’s for both access Data and Voice VLANs>
interface Vlané

ip address 10.120.6.1 255.255.255.0
ip helper-address 10.121.0.5

no ip redirects
ip pim query-interval 250 msec
ip pim sparse-mode
load-interval 30

interface Vl1anlO06
ip address 10.120.106.1 255.255.255.0
ip helper-address 10.121.0.5
no ip redirects
ip pim query-interval 250 msec
ip pim sparse-mode

load-interval 30

!

<Configure EIGRP as an EIGRP stub router, advertising connected routes upstream to the
distribution>
router eigrp 100

network 10.120.0.0 0.0.255.255
no auto-summary
elgrp stub connected

eigrp router-id 10.122.0.22

ip classless

no ip http server

ip pim rp-address 10.122.100.1 GOOD-IPMC override
ip pim rp-address 2.2.2.2
ip pim spt-threshold infinity

ip access-list standard GOOD-IPMC

permit
permit
permit
permit

FTAAMJEaA—S3
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key chain eigrp

key 100

key-string 7 01161501

<Configure spanning tree as a redundant protective mechanism>
spanning-tree mode rapid-pvst
spanning-tree loopguard default

[ oL-15550-01-J
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!
<Configure point to point Layer 3 links to each of the access switches>
interface GigabitEthernet3/1

description Link to Access Switch

<configure the switch to switch link using a /30 or /31 subnet>
ip address 10.120.0.204 255.255.255.254
ip pim sparse-mode

<specify the use of 1 second hello and 3 second dead timerss
ip ospf hello-interval 1
ip ospf dead-interval 3

<enable eigrp MD5 authentications

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp
logging event link-status

load-interval 30

<Set carrier delay to 0. On Catalyst 6500 this will have no effect on GigE ports however
it is necessary on 3x50 series switches and should be consistently configured for best
practicess>

carrier-delay msec 0
<Trust the dscp settings in all packets sourced from the access. We are extending the
trust boundary to the access switch>

mls gos trust dscp

!

!

<Configure point to point L3 links to each of the core switches>
interface TenGigabitEthernet4/1

description 10 GigE to Core 1

<configure the switch to switch link using a /30 or /31 subnet>
ip address 10.122.0.26 255.255.255.254
ip pim sparse-mode

<specify the use of 1 second hello and 3 second dead timerss>
ip ospf hello-interval 1

ip ospf dead-interval 3

logging event link-status

load-interval 30

carrier-delay msec 0

<Trust all DSCP markings from the core of the networks

mls gos trust dscp

!

!

<Configure a point to point Layer 3 link between distribution switchess>
interface TenGigabitEthernet4/3

description 10 GigE to Distribution 2
<configure the switch to switch link using a /30 or /31 subnet>

ip address 10.122.0.21 255.255.255.254
ip pim sparse-mode
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<specify the use of 1 second hello and 3 second dead timerss>
ip ospf hello-interval 1

ip ospf dead-interval 3

logging event link-status

load-interval 30
mls gos trust dscp

router ospf 100
! Explicitly configure the OSPF router id as a best practice when using Anycast and/or
! any identical loopback address on multiple routers.

router-id 10.122.0.3
log-adjacency-changes

area 120 stub no-summary

area 120 range 10.120.0.0 255.255.0.0
timers throttle spf 1000 1000 1000
network 10.120.0.0 0.0.255.255 area 120
network 10.122.0.0 0.0.255.255 area 0

72t RX J—KOSPF (REX—/\—/I\/1 )

!

<Configure spanning tree as a redundant protective mechanism>
spanning-tree mode rapid-pvst

spanning-tree loopguard default

!

redundancy

mode ssoO
main-cpu

auto-sync running-config
auto-sync standard
!

vlan 4

name cr8-4507-1-Data-VLAN
!

vlan 104

name cr8-4507-1-Voice-VLAN

!

<Define the uplink to the Distribution switches as a point to point Layer 3 link>
interface GigabitEthernetl/1

description Uplink to Distribution 1
ip address 10.120.0.205 255.255.255.254
ip pim sparse-mode

<Reduce hello and dead timers to 1 and 3 seconds>
ip ospf hello-interval 1
ip ospf dead-interval 3

<Enable EIGRP MD5 authentications

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 eigrp
logging event link-status

load-interval 30
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carrier-delay msec 0
mls gos trust dscp

interface GigabitEthernet2/1
description Uplink to Distribution 2
ip address 10.120.0.61 255.255.255.252
ip pim sparse-mode

ip ospf hello-interval 1

ip ospf dead-interval 3

ip authentication mode eigrp 100 md5
ip authentication key-chain eigrp 100 eigrp
logging event link-status
load-interval 30

carrier-delay msec 0

mls gos trust dscp

<Define Switched Virtual Interfaces’s for both access Data and Voice VLANs>

interface Vlan4

ip address 10.120.4.1 255.255.255.0
ip helper-address 10.121.0.5

no ip redirects

ip pim query-interval 250 msec

ip pim sparse-mode

load-interval 30

interface Vlanlo04

ip address 10.120.104.1 255.255.255.0
ip helper-address 10.121.0.5

no ip redirects

ip pim query-interval 250 msec

ip pim sparse-mode

load-interval 30

router ospf 100

router-id 10.122.0.22
log-adjacency-changes

area 120 stub no-summary

timers throttle spf 1000 1000 1000
network 10.120.0.0 0.0.255.255 area 120

N TFRAFEYT 4 Fr 28R AU S
“. OL-15550-01-J |




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /OK
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee575284e8e9ad88d2891cf76845370524d6253537030028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f0030028fd94e9b8bbe7f6e89816c425d4c51655b574f533002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c9069752865bc9ad854c18cea76845370524d521753703002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f300290194e9b8a2d5b9a89816c425d4c51655b57578b3002>
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


