
Wireless LAN  
(WLAN) Professional Insights Platform

��� Wi-Fi ¯¸�
m
Ql1T

#�4l1T ����m�4l
1T

�D��®²��
!0FIl1T

±��·� ~��� §�·�/ �·�¸���l~���|L\¯¸�/

²��m�:

�4���¶¸��mZywz����|
Q

Windows j Mac OSX �¸�  ��·X?O¬¸�m iOS ����
|��¸

¨³��~X£���·�XC2 �¸³���|V6

�<N�lujg_�<S�|�6(80��m�·�·� ���
²) cX�¸£ �¸�|%�

§²�¸m0L

���¶¸� (�� IP) ren���¶¸� ���� (VLAN r e
n SSID |�s) ��1

µ¸©·� �·¢®¸���

Active Directory �³¸¥ «·�¸��¥ (;�m¯¸�v�
·¢®¸�|�s) j�U�¤�����3

�«�·M8j IP m'Cl]`z DNS ´�­m�O(j�&X
�·�·�P�ren���¨���Jk �²��

���¨���Jk URL ¤µ��·�]xo Cisco Advanced  
Malware Protection(AMP) |�<ce£}�³32lxzX²� �
mW[�«�·|¥µ���

DNS |�� �dz C2 �¸³��� m IP ´�­m%�2

���¨���Jk¤µ�� ¦¸�j�� � �¥�°·

�O(´§¸�

²~³��ªX
�m9�3E]xo���®¸³ ´§¸�

�U IPlxz$(

µ¸©·� �·¢®¸�]xo¹renº �U IP4 lxz$(

Active Directory ¯¸�ren�·¢®¸�3 lxz$(

µ¸�³/�µ¸�³9�´§¸�lxz5>.-m;�

1800��m�±�� �¸¡��m²��|Ad�<´§¸�

�¸��¸�

Cisco UmbrellanX)*mZz �(�«�·,IP,URL)pm+G^@Bb{z�l¤µ��dzajlxfhX�·�¸����mK�l"dzV
&m1�H|,	crdYdqhm ��¸�nX�±���met�¸���~kci,	b{rdY Cisco Umbrella���¶¸�nX�=�
m26��m�¸��·�¸i100%m¡���~�¥��ª|,	crdY

Cisco Umbrella  ��¸�m7R



Umbrella Investigate
F!�ÇªÂ¥�Ç¦���§¦}�s­¼�ÇsIPs¯©¬ÆÈ�s¹Ã���P�Q
�$��01�y�~t �Ç¤«Ç¬'-� SIEM «È¨��%|��~t

Investigate Console − ­¼�ÇsIPs¯©¬ÆÈ�s°©¤¾ �Q
~�F!�ÇªÂ¥�Ç¦t?��´·©¬�Et

�� ����~

Investigate API − ¡Çª�¦¬ «È¨� SIEM����I �s
���O �§�¾Âª� �Ç¤«Ç¬�JK��;~ �ÆÈ�
µÅÈ�42

Tier 1: 3 Â��¦¬/=

Tier 2: 12 Â��¦¬/=

Tier 3: 48 Â��¦¬/=

Investigate Console (����<�E) ����~

��

1. Cisco Integrated Services Router (ISR) ��� Cisco Wireless LAN Controller ��¯©¬ÆÈ� «±�¦L3x,G

XW �Ç­ ¸�Ç¬L3x,G UUmbrella ÅÈºÇ� �Á��Ç¬��� AnyConnect ÅÈºÇ� ½¥¾ÈÃV

3. Active Directory(AD) ¸Â¤Èw��*.��sUmbrella AD ¡¯�¨��v� Umbrella �/�¶Á��Ç¦����Ç­ ¸�Ç¬L3UUmbrella ÅÈºÇ� �Á��Ç¬x,G�~t

ZW �N _`T*.��s¯©¬ÆÈ�L3UcjemgiidT�/�¶Á��Ç¦���^hnflT_baV����Ç­ ¸�Ç¬L3U]kp^lkkgfoÅÈºÇ� ½¥¾ÈÃ���cjemgiidÅÈºÇ� �Á��Ç¬V x,G�~t

[W ¤¦¡>; bYT±�©¬�	<~����s]jdqlkT���Ç¬��G�~t

Wireless LAN  
(WLAN) Professional Insights Platform

 ¦¬ Wi-Fi ¿È£
��H�7M

)�8�7M ������8�
7M

�@§�¾Âª�
%6AD�7M

�Çª�ÄÈ¤ÀÇ

(� : Cisco �Çª�ÄÈ¤ÀÇ (B�¢È³¦ ÃÈ¨s
AnyConnect�9C LAN ¡Ç¬ÅÈÁ)sw��²È¬®ÈL3
(Aruba, Cradlepoint, Aerohive)

Å��# : Amazon Web ¢È³¦L3(S&>;���
¤¦¡>; S3±�©¬[ )

+�L3 \T²È¬®ÈL3 USplunk�FireEye� (Splunk, FireEye,

Anomali) w���¦¨»L3 UUmbrella API �	<V

�­�Ç

¢¸È¬ �¶¤ÀÇ È �ÇÁ�Ç���R"¼ÈÃ¢¸È¬��� ~���²©�È¥��¶¤ÀÇ�{�:z�|u

Multi-Org Console r �5}�AD��
>; ��

	N�I�E*+'*+/7,IJBg

�107-6227 ^?qbHnQ 9-7-1 6.1-%:;-9<
http://www.cisco.com/jp

©2018 Cisco Systems, Inc. All rights reserved.
Cisco�Cisco Systems�	��Cisco Systems 8(��Cisco Systems, Inc. �����tpBg�hO	����A�=T�O�	� frM`���M`���
][u���%&4)$0�Xo�!�� ��A�M`��!�!�aGi�ld���

�3<02<�����partner����ek�Ce�Cisco �Ag��s�3<02<*.5tD"WL� ��������#�v1502Rw

�mY�joFU�2018V6\cP������

�mY�jo�!�@_�>K��SZ� RI
�����

1495-1806-000-X


