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MONDAY, FEBRUARY 12, 2018

This blog post is authored by Warren Mercer and Paul Rascagneres. Ben Baker and Matthew Molyett
contributed to this post.

Update 2/13 08:30 We have updated the information regarding the use of stolen credentials

Update 2/12 12:00: We have updated the destructor section with action taken against mapped file shares

The Winter Olympics this year is being held in Pyeongchang, South Korea. The Guardian, a UK Newspaper
reported an article that suggested the Olympic computer systems suffered technical issues during the
opening ceremony. Officials at the games confirmed some technical issues to non-critical systems and they
completed recovery within around 12 hours. Sunday 11th February the Olympic games officials confirmed a
cyber attack occurred but did not comment or speculate further.

Talos have identified the samples, with moderate confidence, used in this attack. The infection vector is
currently unknown as we continue to investigate. The samples identified, however, are not from adversaries
looking for information from the games but instead they are aimed to disrupt the games. The samples
analysed appear to perform only destructive functionality. There does not appear to be any exfiltration of
data. Analysis shows that actors are again favouring legitimate pieces of software as PsExec functionality is
identified within the sample. The destructive nature of this malware aims to render the machine unusable by
deleting shadow copies, event logs and trying to use PsExec & WMI to further move through the
environment. This is something we have witnessed previously with BadRabbit and Nyetya.
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the (unlabeled) test data and were scored automatically using

leaderboard, visit the
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| RESULTS

Fifty of the 80 participants made submissions for FNC-1 by the end of June 2nd using a wide array of techniques. The teams got access to

the Codalab submission platform. The scoring system produces a raw score

based on the differentially weighted The relative score the raw score normalized by the maximum possible score on the
test set

Rank Team name Affliation Score Relative Score

1 Talos Intelligence 9556.50 82.02

2 TU Darmstadt 9550.75 8197

3 UCL 952150 81.72

Congratulations to our top-3 teams' The top-3 teams will also get a cash prize of USD 1000, USD 600, and USD 400 respectively. In addition

to the top-3 teams, we would also like to give a special shoutout to ranks 4 and 5 held by teams at UIUC and U. Arizona. For a complete
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Cisco Secure Development Lifecycle

https://www.cisco.com/c/en/us/about/security-center/security-programs/secure-development-lifecycle.html

otfuat]n,
Products & Services How to Bu Training & Events Partners
CISCO = <

Cisco Secure Development Lifecycle |
Security Awareness: Cisco Security Training

HOME Strengthening Cisco Products
ABOUT CISCO . . — -
) ) ) Recognized security leader providing ongoing, significant contributions
SECURITY CENTER The Cisco Secure Development Lifecycle (SDL) is a repeatable and measurable nternally at Cisco and externally in the industry
SECURITY-PROGRAMS process we've designed to increase the resiliency and trustworthiness of our produ
Cisco SDL: Lead on projects to improve product security; mentor other engineers

in Increasing Security 1Q
= Uses industry-leading technology and practices

= Applies across multiple operating systems Drive change to improve trustworthiness; act upon the knowledge
within white and green belt
- Adapts to Agile and Waterfall development methods

= |Is part of Cisco Product Development Methodoelogy (PDM) and ISO9000
compliance requirements

= Benefits customers who deploy high-quality products they can trust

and concepts; basic knowledge of Cisco
Secure Development Lifecycle

’ Familarity with basic security vocabulary

= Product Security Requirements el s'T0

= 3rd Party Security

= Secure Design

= Secure Coding

= Secure Analysis
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= Vulnerability Testing Click to Enlarge
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