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T h e V u l ner a b i l i ty  of  N etw or k s

• Every bit of data customers are 
con cern ed about touch es th e n etw ork

• Every device customers are 
con cern ed about is attach ed to th e 
n etw ork

• I n  th is en viron men t,  EV ER Y T H I N G  is a 
p oten tial  targ et A N D  a p oten tial  th reat

T h rea t v ec to rs h a v e c h a nged :  yo u r
“tru sted  u sers” c a n b e th e w ea k est 
l ink  in yo u r netw o rk ’s sec u rity
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T h e N eed  F or  A d m i ssi on Contr ol

• V iru ses,  w o rms,  sp yw a re,  etc .  stil l  # 1  
c a u se o f  f ina nc ia l  l o ss*

Downtime, recovery, lost productivity, 
credib ility, leg a l implica tions

• U sers ro u tinel y a u th entic a ted ,  b u t. . .
• End p o int d ev ic es ( l a p to p s,  P C s,  P D A s)  
a re no t c h ec k ed  f o r sec u rity p o l ic y 
c o mp l ia nc e

• U np ro tec ted  end p o ints sp rea d  inf ec tio n
R eq uired security sof twa re not insta lled, 
disa b led, or out of  da te
C h eck ing  f or complia nce is dif f icult a nd 
ex pensive

“E n d p o i n t  s y s t e m s  a r e  
v u l n e r a b l e and represent the most 
l i k el y  poi nt of  i nf ec ti on f rom w hi c h 
a v i ru s or w orm c an spread rapi dl y  
and c au se seri ou s di sru pti on and 
ec onomi c  damag e. ”

– B u r t o n  G r o u p*2005 FBI/CSI Report
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N A C  F R A M EW O R K
T ra d itio na l  C isc o  

N A C
N A C  A P P L I A N C E
L ev era ges C isc o  
C l ea n A c c ess

E mb edded in th e 
inf ra structure

I nteg ra ted solution 
levera g ing  C isco 

network  a nd vendor 
products

V irtua l or integ ra ted 
a pplia nce

S elf -conta ined product 
integ ra tes b ut does not 

rely on pa rtners

Ci sc o N A C U m b r el l a :   T w o M od el s

• O f f ers c u sto mers a  d ep l o yment timef ra me c h o ic e
• A d a p ts to  c u sto mers’ inv estment p ro tec tio n req u irements
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N etw or k  A d m i ssi on Contr ol  O p ti ons
T w o  P a th s:  B o th  L ev era ge C isc o  N etw o rk

Network Access Device

Authentication
P ol icy

E nf or cem ent

D is cov er y

R em ed iation

C l e a n
A c c e s s
A g e n t

A A AAuthentication

E nf or cem ent

D is cov er y

Policy
R em ed iation

Network Access Device

C i s c o
T r u s t
A g e n t
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NAC Framework: V e n d o r  p r o d u c t s  p r o v i d e  a s s e s s  a n d  r e m e d i a t e  a c r o s s  a n  i n t e l l i g e n t  n e t w o r k  
Ci s c o Cl ean  Ac c es s : T u r n k e y  N A C  a p p l i a n c e  f o r  a u t h e n t i c a t i o n ,  a s s e s s m e n t ,  a n d  r e m e d i a t i o n
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C l ean  A ccess P roduct O verview
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Ci sc o Cl ea n A c c ess:  N A C A p p l i a nc e

• Recognizes:
U sers, device, a nd role 
( g uest, employee, 
contra ctor)

• E v a l u a t es:
I dentif y vulnera b ilities 
on devices

• E nf or ces:
E limina te vulnera b ilities 
b ef ore network  a ccess

R E CO G NI Z E S

E V AL U AT E S

E NFO R CE S

B efore al l ow in g  users on to th e n etw ork ,  w h eth er it’s a 
l ocal ,  remote,  w ired or w irel ess,  C l ean  A ccess:
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Ci sc o Cl ea n A c c ess H i g h l i g h ts

• F its into widest a rra y of  inf ra structure req uirements
I n -b an d  d ep l oy men t  i s  ag n os t i c  t o s wi t c h i n g  an d  rou t i n g  
i n f ras t ru c t u re
I n -B an d  or O u t -of -B an d
V i rt u al  G at eway , R eal -I P  G at eway / NAT  or Fai l ov er M od e

• F a st to deploy, inex pensive to ma na g e
Au t omat ed  u p d at es  f or M i c ros of t  h ot f i x es ,
an t i -s p y ware an d  AV  p ac kag es
M an ag e mu l t i p l e s u b n et s  wi t h  s i n g l e b ox

S u p p ort  f or 8 0 2 . 1 Q  b as ed  V L AN t ru n ki n g
S u p p ort  f or / 3 0  s u b n et  p er V L AN

• S ca les to your siz e a nd a ccommoda tes g rowth
S K U s  f or 1 0 0 -u s er g rou p s  t o en t erp ri s e b ox es
G row b y  ad d i n g  b ox es
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Ci sc o Cl ea n A c c ess Com p onents

• C isc o  C l ea n A c c ess M a na ger ( C A M )
C entra liz es ma na g ement f or a dministra tors, 
support personnel, a nd opera tors

• C isc o C l ea n A c c ess Serv er ( C A S)
S erves a s a n in-b a nd or out-of -b a nd device
f or network  a ccess control

• C isc o C l ea n A c c ess A gent
O ptiona l lig h tweig h t client f or device-b a sed 
reg istry sca ns in unma na g ed environments

• R u l e Set U p d a tes
S ch eduled a utoma tic upda tes f or a nti-virus, 
critica l h otf ix es a nd oth er a pplica tions
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Cisco Clean Access S ervers Op t ions
• Dedica ted or integ ra ted S ervers f or L oca l 
a nd/ or R emote ( V P N )  users

• F a ilover support
• W idest network  deployment options:

l oc al , remot e
wi red , wi rel es s
i n -b an d , ou t -of -b an d
c en t ral , ed g e
v i rt u al  g at eway , real -I P , NAT

• U ser def ined a s concurrent, online users

M i d -M a r k e t / B r a n c hS M B

7 5 0  U s e r s

1 5 0 0  U s e r s

1 5 0 0 U s e r s
( O O B )

PR
IC

E

S CAL AB I L I T Y

1 0 0  U s e r s
2 5 0  U s e r s

5 0 0  U s e r s

E n t e r p r i s e

1  G b ps throu g hpu t
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T H E G O A L

I n t r a n e t /
N e t w o r k

Ci sc o Cl ea n A c c ess O v er v i ew

2 . U s er i s  
red i rec t ed  t o a l og i n  p ag e

Clean Access validates 
u ser nam e and p assw o r d,  also  
p er f o r m s device and netw o r k  
scans to  assess 
vu lner ab ilities o n th e device

D ev i c e i s  n on c omp l i an t  
or l og i n  i s  i n c orrec t

U ser  is denied access and assig ned 
to  a q u ar antine r o le w ith  access to  
o nline r em ediatio n r eso u r ces

3 a . Q u a r a n t i n e
R o l e

3 b . D ev i c e i s  “c l ean ”
M ach ine g ets o n “cer tif ied 
devices list” and is 
g r anted access to  netw o r k

C i s c o  C l e a n
A c c e s s  S e r v e r

C i s c o  C l e a n  
A c c e s s  M a n a g e r

1 . E n d  u s er at t emp t s  t o ac c es s  a W eb  
p ag e or u s es  an  op t i on al  c l i en t

N etw o r k  access is b lo ck ed u ntil w ir ed o r  
w ir eless end u ser  p r o vides lo g in 
inf o r m atio n

A u t h e n t i c a t i o n
S e r v e r
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C ampu s B u i l di ng  1
E n d p oi n t  Comp l i an c e
N e t w o r k  a c c e s s  o n l y  f o r
c o m p l i a n t  d e v i c e s

I n t ern et  Comp l i an c e
H e l p  E n s u r e  h o s t s  a r e
h a r d e n e d  p r i o r  t o  b r o w s i n g

H ome U ser 2

G u es t  Comp l i an c e
R e s t r i c t e d  i n t e r n e t
a c c e s s  o n l y  f o r
g u e s t  u s e r s

C onf erenc e R oom 4

CCA

W i rel ess B u i l di ng  3

W i rel es s  Comp l i an c e 
S e c u r e d  n e t w o r k  a c c e s s  o n l y  
f o r  c o m p l i a n t  w i r e l e s s  d e v i c e s

V P N U s er Comp l i an c e
R e m o t e  a c c e s s  u s e r s
a c c e s s i n g  I n t r a n e t  m u s t
c o m p l y

I n-b and
O ut-of -b and

L e g e n d :

IP Sec  

802.1Q

Cl ea n A c c ess U se Ca se S c ena r i os

I n t ern et
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S om e P r e-Conf i g u r ed  Cl ea n A c c ess Ch ec k s

• C ritic a l  W ind o w s U p d a tes
W indows X P , W indows 2 0 0 0 , 
W indows 9 8 , W indows M E

• A nti-V iru s U p d a tes

• A nti-Sp yw a re U p d a tes
• O th er 3 r d P a rty C h ec k s

C isco 
S ecu rity
Ag en t

Customers can easily add customized checks
C is co S ecur ity  Ag ent
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N ew  F ea tu r es i n Cl ea n A c c ess v 3 . 6

• H a rd w a re +  so f tw a re a p p l ia nc es f o r b o th  C l ea n A c c ess Serv er 
a nd  C l ea n A c c ess M a na ger

• P re-c o nf igu red  w ith  a nti-sp yw a re c h ec k s f ro m mo st ma j o r 
a nti-sp yw a re v end o rs

• Singl e-sign-o n c a p a b il ities w ith  A SA  a nd  V P N 3 0 0 0
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D ep l oymen t C on sideration s
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I n-B a nd  D eta i l s 

• T h e C A S  is a lwa ys inline with  user tra f f ic:
B ef ore, d u ri n g  an d  af t er au t h en t i c at i on , p os t u re as s es s men t  
an d  remed i at i on
E n f orc emen t  i s  ac h i ev ed  t h rou g h  i n l i n e mod e 

• T h e C A S  ca n b e used to securely control a uth entica ted a nd 
una uth entica ted user tra f f ic b y:  

M an ag i n g  t raf f i c  p ol i c i es  b as ed  on  p ort , p rot oc ol , s u b n et
P rov i d i n g  b an d wi d t h  p ol i c y  man ag emen t  b as ed  on  s h ared  or p er-u s er 
U s i n g  t i me-b as ed  s es s i on  an d  h eart b eat  c on t rol s  

• S upports a ny edg e a ccess devices:
W h en  t h e M AC ad d res s  an d  I P  ad d res s  of  t h e c l i en t  mac h i n e i s  v i s i b l e 
t o t h e CAS  
D ep l oy ab l e i n  s h ared  s i t u at i on s  ( e. g .  h u b s , s wi t c h es , ac c es s  p oi n t s )

• Does not provide switch  port level control
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I n-B a nd  V i r tu a l  G a tew a y

• C A S a c ts a s a  L 2  b rid ge f o r th e ma na ged  netw o rk :
V L A N  pa ssth roug h def a ult ena b led f or 8 0 2 . 1 Q  V L A N s
DH C P  pa ssth roug h def a ult ena b led

• T h e C A S b ec o mes a n I P  f il ter w h en a u th entic a tio n,  p o stu re 
a ssessment a nd  remed ia tio n is p erf o rmed .

• C A S d ep l o yment mo d es:
E dg e deployment via  V L A N  pa ssth roug h
C entra l deployment via  V L A N  ma pping

• Ea sy-to -c o nf igu re
N o network  routing  ch a ng es
N o DH C P  scope ch a ng es
C ore switch  interf a ce V L A N  conf ig ura tion f or V L A N  ma pping
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I n-B a nd  R ea l -I P
• T h e C A S a c ts a s a  L 3  ro u ter f o r th e ma na ged  netw o rk :

8 0 2 . 1 Q  V L A N  trunk  support via  M a na g ed S ub nets
S econda ry g a tewa y support f or trunk ed V L A N  sub nets
R outing  b etween ma na g ed sub nets

• T h e C A S c a n p ro v id es a d v a nc ed  D H C P  serv ic es:
DH C P  / 3 0  network  scopes to prevent sub net-b a sed inf ection
DH C P  q uick  setup via  a uto-g enera te
DH C P  f a ilover support

• C o nf igu ra tio n o n L 3  sw itc h  o r ro u ter
C onf ig ure C A S  a s def a ult g a tewa y f or ma na g ed sub nets
T urn of f  routing  f or ma na g ed sub nets on L 3  switch  or router
S ta tic route f or ma na g ed sub nets via  trusted interf a ce
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I n-B a nd  D ep l oy m ent Conf i g u r a ti on

I nter net
CA M

CA S

Cl i en ts

C e n t r a l  D e p l o y m e n t E d g e  D e p l o y m e n t
I nter net

CA M

CA S

Cl i en ts

T ru n k

Rea l -IP  or 
V i rtu a l  G a tew a y

Rea l -IP  or 
V i rtu a l  G a tew a y
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O u t-of -B a nd  D eta i l s

• T h e C A S  is inline with  user tra f f ic:
O n l y  d u ri n g  t h e p roc es s  of  au t h en t i c at i on , p os t u re as s es s men t  an d  
remed i at i on
Can  c on t rol  or l i mi t  u s er t raf f i c  d u ri n g  t h e p roc es s

• T h e C A S  is out-of -b a nd once user successf ully log g ed on:
U s er t raf f i c  b y p as s es  t h e CAS  an d  t rav ers e t h e s wi t c h  p ort  d i rec t l y
CAS  c an n ot  c on t rol  or l i mi t  u s er t raf f i c
E n f orc emen t  i s  ac h i ev ed  t h rou g h  t h e u s e of  S NM P  t o c on t rol  s wi t c h es  
an d  v l an  as s i g n men t s

• T h e C A M  provides port or role-level control:
B y  as s i g n i n g  p ort s  t o s p ec i f i c  V L ANs
B y  as s i g n i n g  u s ers  t o s p ec i f i c  rol es  t h at  map  t o s p ec i f i c  V L ANs
B y  p rov i d i n g  t i me-b as ed  s es s i on  t i meou t  p er rol e

• Does not support certa in a ccess devices:
S h ared  or u n man ag ed  ( e. g .  h u b s , ac c es s  p oi n t s )
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O u t-of -B a nd  V i r tu a l  G a tew a y
• C A S a c ts a s a  L 2  b rid ge w h en a u th entic a tio n,  p o stu re 
a ssessment a nd  remed ia tio n is p erf o rmed .

C entra l deployment via  V L A N  ma pping  f or 8 0 2 . 1 Q  V L A N s
U ser ob ta ins rea l DH C P  a ddress f rom a ccess V L A N
P rovide a ccess to remedia tion sites only during  q ua ra ntine

• T h e C A S is o u t-o f -b a nd  o nc e u ser su c c essf u l l y l o gged  o n:
N o need to b ounce interf a ce f or new DH C P  a ddress
U ser tra f f ic tra verses th e switch  ports directly
U ser is log g ed out via  role-b a sed session timer or port link -down

• Ea sy-to -c o nf igu re
N o network  routing  ch a ng es
N o DH C P  scope ch a ng es
C ore switch  interf a ce V L A N  conf ig ura tion f or V L A N  ma pping
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O u t-of -B a nd  R ea l -I P
• T h e C A S a c ts a s a  L 3  ro u ter d u ring th e a u th entic a tio n,  p o stu re 
a ssessment a nd  remed ia tio n p ro c ess:

8 0 2 . 1 Q  V L A N  trunk  support via  M a na g ed S ub nets
U ser ob ta ins DH C P  / 3 0  a ddress f rom a uth entica tion V L A N
P rovide a ccess to remedia tion sites only during  q ua ra ntine

• T h e C A S is o u t-o f -b a nd  o nc e u ser su c c essf u l l y l o gged  o n:
N eed to b ounce interf a ce f or new DH C P  a ddress in a ccess V L A N
U ser tra f f ic tra verses th e switch  ports directly
U ser is log g ed out via  role-b a sed session timer or port link -down

• C o nf igu ra tio n o n L 3  sw itc h  o r ro u ter
C onf ig ure C A S  a s def a ult g a tewa y f or ma na g ed sub nets
T urn of f  routing  f or ma na g ed sub nets on L 3  switch  or router
S ta tic route f or ma na g ed sub nets via  trusted interf a ce
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O u t-of -B a nd  D ep l oy m ent Conf i g u r a ti on

I nter net
CA M

CA S

Cl i en ts

A u th  V L A N

A c c es s  V L A N

I nter net
CA M

CA S

Cl i en ts

A u th  V L A N

A c c es s  V L A N

C o r e  6 5 x x ,  4 5 x x  D e p l o y m e n t E d g e  3 7 x x ,  3 5 x x  D e p l o y m e n t
I nter net

CA M

CA S

Cl i en ts

A c c es s  V L A N

A u th  V L A N

C o r e  6 5 x x ,  4 5 x x  D e p l o y m e n t

T ru n k
T ru n k
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I n-B a nd  a nd  O u t-of -B a nd  Com p a r i son

C i s c o  C a t a l y s t ® 2 9 0 0 ,  2 9 4 0 ,  2 9 5 0 ,  
3 5 0 0 ,  3 5 5 0 ,  3 5 6 0 ,  3 7 5 0 ,  4 5 0 0 ,  a n d  
6 5 0 0  s w i t c h e s

S w i t c h e s  f r o m  a n y  v e n d o rS w i t c h e s  S u p p o r t e d

B a s e d  o n  V L A NB a s e d  o n  a c c e s s  c o n t r o l  l i s t  
( A C L )

Q u a r a n t i n e

C i s c o  C l e a n  A c c e s s  S e r v e r  w i t h  
a u t h e n t i c a t i o n / q u a r a n t i n e  V L A N

C i s c o  C l e a n  A c c e s s  S e r v e r  
i n -b a n d

N A C  E n f o r c e m e n t  P o i n t

F a s t  c o r e  s w i t c h i n g  i n f r a s t r u c t u r e s ;  
h i g h  t h r o u g h p u t  r e q u i r e m e n t s

W i r e l e s s ,  s h a r e d  m e d i a ,  
V o I P  p h o n e s ,  e t c .

E n v i r o n m e n t s
O u t -o f -B a n dI n -B a n d

A  singl e d ep l o yment c a n c o nta in b o th  in-b a nd  ( e. g.  f o r w irel ess)  
a nd  o u t-o f -b a nd  ( e. g.  f o r w ired )  C l ea n A c c ess Serv ers
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R em ote U ser s

• T h e C lea n A ccess S erver ( C A S )  ca n b e deployed:
O n e or mu l t i -h op  f rom a Ci s c o 3 0 0 0  S eri es  V P N Con c en t rat or or AS A
I n -b an d  V i rt u al  G at eway  or R eal -I P  mod e

• T h e C A S  a cts a  R a dius P rox y S erver:
R ad i u s  ac c ou n t i n g  on  V P N Con c en t rat or d i rec t i n g  t o CAS
CAS  f orward s  ac c ou n t i n g  req u es t  t o ot h er R ad i u s  s erv er

• T h e C A S  is inline with  V P N  user tra f f ic:
B ef ore, d u ri n g  an d  af t er au t h en t i c at i on , p os t u re as s es s men t  an d  
remed i at i on

• T h e C A S  ca n b e used to securely control a uth entica ted user tra f f ic b y:  
M an ag i n g  t raf f i c  p ol i c i es  b as ed  on  p rot oc ol / p ort  or s u b n et
P rov i d i n g  b an d wi d t h  p ol i c y  man ag emen t  b as ed  on  s h ared  or p er-u s er
U s i n g  t i me-b as ed  s es s i on  an d  R ad i u s  s es s i on  l og ou t  c on t rol s
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V P N  D ep l oy m ent Conf i g u r a ti on

CA M

CA S

Cl i en ts

C e n t r a l  D e p l o y m e n t

V P N  
Con c en tra tor

Rea l -IP  or 
V i rtu a l  G a tew a y

E d g e  D e p l o y m e n t

CA M

CA S

Rea l -IP  or 
V i rtu a l  G a tew a y

S i t e  D e p l o y m e n t

CA M

CA S

Cl i en ts

Rea l -IP  or 
V i rtu a l  G a tew a y

IP Sec  T u n n el

Cl i en ts

V P N  
Con c en tra tor

V P N  
Con c en tra tor

I ntr anet I ntr anet

I nter net

I ntr anet

I nter netI nter net



28

C on cl usion
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Cu stom er  B enef i ts
• D ra ma tic a l l y imp ro v ed  sec u rity

P roa ctive protection a g a inst worms &  viruses
L evera g e th e network  to a udit &  enf orce h ost 
security policies
N etwork  seg menta tion services f or isola tion 
a nd remedia tion

• Ex tend  ex isting inv estment
L evera g e investment in network  inf ra structure 
a nd h ost security
F ocus opera tions on prevention, not rea ction

• I nc rea se enterp rise resil ienc e
C ompreh ensive a dmission control a cross a ll 
a ccess meth ods
E nsure endpoints conf orm to security policy
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3 0 0

3 4 5

1 0 0

1 5 3

5 0

3 4 5

AF T E R  C I S C O
C L E AN  AC C E S S

2 , 7 0 0

1 , 7 2 5

“e n o u g h  t o  b r i n g  t h e  
n e t w o r k  d o w n  f o r  6  

w e e k s ”

1 , 7 0 0

6 , 0 0 0

1 , 5 0 0

B E F O R E  C I S C O
C L E AN  AC C E S S

U niv er s ity  of  M ar y  W as hing ton

L ew is  and  C l ar k  U niv er s ity

F or d ham  U niv er s ity

D av id s on C ol l eg e

Ar iz ona S tate U niv er s ity

And er s on U niv er s ity

$ 5 9 5 , 0 0 0

$ 2 4 0 , 0 0 0

$ 1 3 8 , 0 0 0

i n c a l c u l a b l e

$ 1 5 4 , 7 0 0

$ 1 1 5 , 5 0 0

C O S T  R E D U C T I O N
( as s um es  $ 1 0 0  p er  com p uter )

N umb er of  computers req uiring  intervention due to viruses a nd worms:

Cost S av ing s f or H ig her E ducation Customers
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D emo



32

S c h em a
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