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Portfolio innovations to power Al connectivity

< U —,J

Routing infrastructure IP / optical convergence Network programmability Observability and insight
( : )
Cisco Provider Connectivity Assurance
(PCA)

Real time visibility and insights for proactive
and predictive experience assurance
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It’s a journey to predictive assurance

Al is only as good as the foundation data

v" How do you make the data useful?
v" How do you make the insights work for you? Level Prescriptive assurance
“User/customer driven”

Proactive assurance
“Proactive/Strategic”
Level I Reactive monitoring
“Business aware”
Chaotic monitoring Cisco Provider Connectivity Assurance

“Silos”
Insights Intelligence

Maturity

Visibility

Business value and transformation
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Service-centric assurance and visibility

Device-centric

i
i
i

You don’t know if your customers/users or your
network services are impacted

You’ll know if network services are OK

If not, you’ll know impact and magnitude: what
and where
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Most network assurance tools are ineffective

My applications have issues ? Is the network ?

= What the user
N gets

Without deep visibility into network micro events:

« 0.53% packet loss = 50% decrease in e
/
data throughput* ¢+ N
« 5 msec delay 2 10% decrease in data '\
throughput* AN
« 10 msec jitter = 10% decrease in data
*
thrOUghpUt Packet loss and latency What th
throttles down throughput ~ é e user
) £ expects
But the network still appears
*Source: Tier 1 SP customer analysis green
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The right tool for the right job

Reliable data = Insighful outcomes
Perception

| Delay 966

Accuracy and Granularity . 2ms

§ Delay ) Useris impacted!
: Reality SLA is breached
\ !

1]
ML

- - .st__’p‘___
l’ '\/‘l r‘ \ ’./‘\ ’-“ "
, M N j d | W YA

T
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Cisco Provider Connectivity Assurance (PCA)

Enterprises
< Critical network
infrastructure

Service
providers

Deep network service insights for

network infrastructure

Any network that needs service assurance
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PCA domains

> Y ' o

Cloud Saas Critical networks:

provider ISP provider

* Factories, utilities, transportation

Data center Branch .
office *  Public sector
WAN/MAN network = * Financial institutions
Enterprise HQ
Assurance * Data Center Interconnect

Public * Enterprise to branch offices

sector Critical services

Financial

institutions Service providers:

* Mobile/Access to core

Q Live events
Q&Q * B2Band wholesale

Access

Servi (@D) Metro * Satellite
e_r(;llce % Broadcast .
providers * Live events and broadcast

Satellite

Mobile user Home End user loT
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Provider Connectivity Assurance Overview

Automation and Integration:

® Cisco: NSO, CNC, Splunk, AppDynamics, etc..

® Other platforms

Alerts &
Data

Open APIs

PCA Cloud-native Platform

|

PCA Sensors (Probes)

. SFP, Elements, container, VM

. Various testing capabilities

. Unique features
B, ) m—

cisco @aﬁ/wef

Metrics from other sources

* |PM, RA, RON, sustainability
e  Cisco or 3" party MDT

*  Any time-series

oo (] 9,

#CiscoConnect Track4/BK3

PCA Analytics capabilities:

*  Multi-tenant & RBAC

*  Fully customizable

*  Schema-less metadata
*  Fully customizable

*  Multi-personas

*  Flexible deployment

1 &
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PCA for service-centric visibility and insights

High-quality measurements Focus:

Continuous and real-time - Any flow, any segment

Standards based . Anyvendor

Accurate microevents detection: - Any environment
Sub-second granularity - Any time-series data ingestion
pSec precision

50+ KPIs

1-way metrics

Real path

[N S
PCA Sensors AP
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PCA for service-centric visibility and insights

Contextual assurance analytics Mitigate and remediate:
Enrich for meaningful outcomes . Correlate, localize and diagnose
Visualize and report . Take corrective actions

Multi-persona and end-customers

p . . Predict and optimize:
roactive operations Extrapolate future events

Detect abnormal conditions . Automate workflows
Context-rich alerting

Analytics: Al-driven Intelligence @}}
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Al-native advanced analytics

Provide better

: ; Capture anomalies Extrapolate
Reduce noise causality . future events Initiate action
false alarms or which helps identify beyond static ;ch resholds
to proactively detect to prevent potential to resolve a problem
redundant events pmbi?\?::zgr?:sse of abnormal conditions pbrea kdgwns

Provider Connectivity Assurance (PCA) is built on a big data stack allowing it to leverage
machine learning to enrich our customer’s end-user’s experience
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See, understand,
and improve your network

* Network-wide and end-to-end service visualization
e Granular, Real-time metrics

e Multisource data ingestion

* Correlate performance across layers

* Al-enabled, rapid anomaly detection and predictive
forecasts

Cisco GW #CiscoConnect Trackd/BK3
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Examples

cisco 0071/&&%



PCA Assurance for Utilities

Ultra-High Reliability and Ultra-low latency requirements

_- 1.

Network service assurance for:
Scada: Critical traffic

KPIs: Per service
Availability, latency

o mmo

Y NCS 540 NCs 540
i PERouter  SRP Raulere
' .
3 -
A
|

NCS 540

SRP Router e

Tele Protection

NCS 540

PO 5, SR PE Router
~~_ Redbox _ -y
I S -7\
|l |
L ~
~ /l

i
|
1 ° Remote GOOSE
:
!

H se
- @ »

NCs 540 0 )

SR PE Router : :

5 [ scan 1

. - :

2. Goose: Latency <5ms

3. Teleprotection: Critical traffic, low latency

Key Capabilities: SFP Sensor Probes:

1.
N et « Precission and accuracy of HW with flexibility
------------------- of deployment
e « Detection of latency and packet loss micro-
events
5 - - « Assurance of L2 and L3 services

]
{ _

o | GOOSE IED ~_ JESK :

{ — ;

B ‘-.lﬂii—"a PRP RedBox /
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PCA Assurance for Utilities

Ultra-High Reliability and Ultra-low latency requirements

Packet Loss Latency Jitter
I Packet loss % 0% I Packet loss % 0% I Delay (p95) |- 1231 l Delay (p95) 962 1 I Jitter p95 1191 I Jitter p95 712
1.0% 1.669 ms 1901 ms
09

1500

1.500

0.6 AR

1.200 ms,

Wy
03 1.000 ms

900

/ W M’V\V

0.0 703 ps 555 s M N\/\ ““f\/\f
14:55 5:30 16:00 16:30 17:00 17:30 17:54 14:55 15:30 16:00 16:3 7:00 17:30 17:54 14:55 15:30 16:00 16:30 17:00 17:30 17:54

Overview per Service

cIsco ﬁﬂtl@éf
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m g urce target \ Packet loss % Packet lo... [ Delay (p95) =} Delay (p95) Jitter p95 Jitter p95
ALL SD AVG ALL SD AVGJ ALL SD AVG ALL SD AVG ALL SD AVG ALL SD AVG
scada control center substation-1 0% 1.31ms ﬂ 1.22 ms M
scada control center substation 0% B 1.21ms M 118 ms m
goose substation-1 substation-2 0% 15.9 ps Tm‘ 2.36 ps m
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PCA Assurance for Manufacturing

European Car Manufacturer - Smart connected Factory

PCA Assurance Value:

* Minimize factory shutdowns due to connectivity
degradation

+ Correlate OT/IT performance enabling team
collaboration

Key PCA capabilities

» Granular resolution, uS precision, proactive visibility
across network

* Ingest, process and correlate IT and OT KPIs

- Baseline, alert, predict, automate

Fabric B

Pad
-

E—ER Cost of unplanned downtime in automotive industry is

$2.3 million per hour*
cisco ﬁﬂ:/wéf
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PCA Assurance for Manufacturing

European Car Manufacturer - Smart connected Factory

Max Delay By Segment

Max Delay By Source Location

cisco ﬁaﬁ/mf

o

Delay (max)
nd-to-en 485
hysical 314
ua 15.7
Delay (max)
an_b : af51 52.0
a : af51 4.4

Accuracy: Ability to measure
micro-second latency

Detection of short-lived spikes that
could have an impact!

PL By Source Location
Packet loss %

an_b : af51 0.058%

a: af51 0%
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PCA Assurance for Public Sector

Where is the Problem

Is it the in the Network ?

access Network ? Is it inter-application

communication?

Public Sector Domain

(SLED)

S Network Infrastructure Lo Distributed

Q -I.I oclseitoal B ] [l g Networks

Wi CATATAT TR 2

Wired L - ~Pprivate DC'\

% 5 1 N —

o e, @ @ !
Fa- % - e alen.
E =L % & L & &8 ©s ] .2
thie = " Branches \
Ed - = ( )

O E wN | _gm .. National Gtobal - 1
.......... \

) - i " other !

Is it the transit
Connections?
Is the problem

Is it a connectivity
outside of the

issue ? ) sitthe
rl‘se’ttwtgrek Underlaly (;r‘ gverlay ? Nebwork?
Transportation, Education, Public Safety, Healthcare,
Critical infrastructure.....
cisco cM #CiscoConnect

PCA Assurance Value:

« Ensuring high availability, low latency and meeting
government SLAs is critical for public sector
networks providing connectivity

- Resilient & predictable networks

Key PCA Capabilities:
« SLA proof and validation

« Customer portal: internal/external real-time
reporting

- Flexible deployment options:
« HW/SW Probes and multi-vendor standard “reflectors”

4

+ Cloud, on-prem, air-gap
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Alerts with context

PCA Assurance for Public Sector
SLA validation

Packet Loss - End-Services ' Customer SLA Data services ‘ Alert policy customer end point ]!arl time stamp
w -
® . ) Packet l0ss % =| W Delay (p95) Jitter (p95)
O, Search, e.g. LA, LAINYC see o customer service_id service B
\ g 1 Packet Loss Alert customer-1 40998 May 2025 08:48:59 2
i customer-1  municipality  data 0153% 27.7 ms 111ms Packet Loss Alert customer-1 20 May 2025 08:50:59 2
customer-3  hospital data 0.008% 18.5 ms 9.02 ms Packet Loss Alert customer-1 240998 20 May 2025 09:56:59 2
INT
' customer-2  school data 0.004% 13.8 ms 464 ms Packet Loss Alert customer-1 40098 20 May 2025 10:00:59 2
& [ — Packet Loss Alert customer-1 240998 20 May 2025 10:19:59 2
ch 30 MALNE] 26
'TGVDHIU .
Detroit N Customer SLA Voice services Alerts raised
R acket loss % = (p95) =] Jitter (p85) | Dynamic Threshold Alert Example 1,075 Packet Loss Alert 226 foev
F 3 customer service_id service l - :
OHIO New York -
¥ i 86.000
: . customer-2  Municipality 0.000% 6.04ms 133 ps 60.000
= 30.000
ENN customer-1  ospital Jice 0% 438 ms { > J 122 s I | ‘ | | |
N.C s ol ualll . 1IN Ll ]
customer-3 sch voice 0% 316 ms 143 s 0817 11:00 15:00 1 23:00 21 May 08:42

Packet loss % A

§ Doy (pos) 21
Bams

Dynamic Thresholds:
SLA's Deviation from baseline
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PCA Assurance for Financial Institutions

Critical WAN and multi-cloud assurance

Key drivers:

« IT connectivity must always be reliable and

’ ‘ available
Availability L.
@ Zone « Minimize latency and accelerate performance

and throughput

( \ [ Availability ] [ Availability ]
Zone Zone
S _/ . J PCA K biliti d value:
RN\€e— ey capabilities and value:
Q[ e Cloud
Sites & « Granular and accurage visibility for latency
HQ Interconnection /_ CQ) _\ sensitive and critical connectivity

K Services

- Proactive detection of micro-events affecting

Availabilit
@ throughput

« Multi-domain visibility across Cloud, Data

[ Availability ] [ Availability ] Center and sites
Zone Zone

Data Center

cisco GW #CiscoConnect Track4/BK3 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



PCA Assurance for Financial Institutions

Congestion Indication

Delay variation (p25) 0.872 Delay variation (p25) 0.009
Is my network getting congested ? | (i | s
8 ms
3
0
I’4 45 IIS 00 ‘22103 IJS Sept 2024 [36:06

Latency

Delay (p85)

| f af2z 213
cs6 4.66
|

\ Is the priority traffic respected in case of issues?

Cisco 0W #CiscoConnect Track4/BK3 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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PCA Assurance for Data Center Interconnect
Correlate L3 service assurance with Cisco Coherent Pluggable Optics

Ingestion and correlation of optical metrics with L3 network Detection of degraded conditions and
transport metrics alerting
L3 TWAMP f Rx Power - CIs
Data Center Nexus Nexus Data Center -1.2125 dBm
A S801 S802 B -5.0000

g 5 -10.0000
=\ @p\‘,’?") .................................................. Wm@ ....... =
- -15.0000
m ............. ﬁ,.%ﬂ \

/ 400G QSFP-DD -19.9700
.’O " . — 0“' K J
\\PCA Sensor SFP PCA Sensor SFP /
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PCA Assurance for Data Center Interconnect
Correlate L3 service assurance with Cisco Coherent Pluggable Optics

host interface  pluggable OpticsState 3| LaserState I Packet loss % 131% IF
e : - .
Optlcal DCl ASSU rance 80 3 QSFP-DD-400G-ZRP-§ | 100%
ot s asre-oo-aooczee-s [ N -
30
02 43 asreop-acoczee-s [N N |
@02 13 asreop-sccozee-s (N N o oo woo 53
Data Center Nexus Nexus Data Center
S801 G F $S802 B
\\\% e ( Optics OFF Laser OFF L3 Service Latency
Port 1/31 - 1731 wean
\-b etetnenneraenneaeeneeanerneraneaenaaarenean. M | opticsstate J Laserstate I Delay {max) 9.79 De
v Port 1/33
(, Fort 113 L3 TWAMP \ 50% 50%
QQA Mps
&/ 2 . 2 A0S P—MBu000- U000 -0
PCA Sensor SFP PCA Sensor SFP {l
0 a 0 |
T T T ] v T T ] v T v ,
11:10 12:00 14:00 5:31 11110 12:00 14:00 15:31 11410 12:00 14:00 15:31
Alerts Rx Power Pre-FEC BER Q-Margin Optical Signal to Noise Ratio
Alert policy Start time stamp  host interface Alerts raised | ReceivePower | PreFecaer ) aMargin J oshR 3
. . -13.9.dBm 05 4 35775
Optical Received Power < -15dBM 21 May 2025 13:33 s802  1/33 ] l a0 o So00
2
-14.2 20.000
02
4.4 0.000 10.000
-14.6 0.0 -2 0
11:10 12:00 4:00 15:31 11:10 12:00 14:00 31 11:10 12:00 14:00 15:31 11:10 12:00 14:00 15:31
C | S C O aW #CiscoConnect Track4/BK3 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

Optics Status

L3 service Packet Loss
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Assess the network for Al-readiness

Al is only as good as the network
that supports it

Al inference @edge, RAG, Al agents, Al assistants
* High Bandwidth needs (((»Hm) G

l.e: Al Inference/training generates significant traffic
between DC across the WAN

LM [ [ee- =]
oo =1 :I Edge DC
=]

- Low latency:

Al assistants are chatty, interactive — every 300msec
increase leads to 30% drop engagements

- High resiliency: Private cloud

Failures/error rate impacts significantly real-time,
interactive experience

Learn more at Cisco Live

Session: AIHUB-2013
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Learn more about PCA

Outstanding user experiences

N>
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Differentiated services
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Thank you
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