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Securing modern applications is... “challenging”

Highly
distributed

* Spanning data center, cloud
» Containers
» Automated deployments

Nothing can be
trusted

* Need deep threat inspection
and major trust boundaries
AND

* Analyze every flow to limit

A
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lateral movement

\ J

Patching
IS hard

* High vulnerability rate
+ Mitigation is too slow
* New exploits of Al models

Al increasing attack surface
and attacker sophistication
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Firewalling needs to evolve to meet today’'s challenges

Every server

Identity intelligence

Every app
_ | Every WM } Cisco’s Hybrid
Our North Star < | Every container Mesh Firewall
L%’ Every loT device
Make it easy for organizations = e o
O
to reduce attack surface, prevent =
I O .............................................................
Compromls_e’ and StOp |atera| g . Encrypted traffic at scale
movement in the modern data Traditional ~ Prevent exploit ~
center, cloud, campus, and factory NGFW’s 1

Manage NGFW in
multiple form factors
at key chokepoints Microsegmentation

Perimeter

Al app runtime guardrails

Protect vulnerable loT

v

Traditional Modern

il Threat Protection
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Cloud Protection Suite

Hybrid Mesh Firewall

Major trust boundaries

3 Party
Firewall**

Secure Access
(FwaaS)*

Multicloud
Defense

Secure Hypershield

Firewall (Smart Switch)

® ® ® @ O

Flexibility to swap components

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

Some capabilities are planned but not yet available or guaranteed.

Everywhere

Hypershield Secure
(agent) Workload
eBPF @

*Al Defense and Secure Access are add-ons to Cloud Protection Suite
**Future
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Who took 3" place in the last
World Cup in 20227

Who is the 3" largest cell
phone maker in the world?

Who is the 3 firewall vendor?



Market Analysts

THE FORRESTER WAVE™
Enterprise Firewall Solutions
Q4 2024

Strong
Challengers Contenders Performers Leaders

Stronger
current

offering Palo Alto Networks @

Check Point Software Technologies

@ Cisco
@ Fortinet

Juniper Networks

* WatchGuard Technologies
+Barracuda

*Forcepoint > Sophos

Weaker
current
offering

Weaker strategy Stronger strategy

e _ s _
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Firewalls for every use case

ISA 3000 1010 1200
Series Series Series

4200 9300
SEES Series

=18 Gbps =45 Gbps NGFW =145 Gbps NGFW =68 Gbps NGFW
=0.9 Gbps NGFW 16x Clustering 16x Clustering 16x Clustering
NGFW
IOT / Branch /| SASE Campus / Data Center / Service Providers

Private Cloud Public Cloud Gov/IC Cloud

NUTANID ) KVM
Y r—
aWS (®) il VVicrosoft aWS ml Microsoft
\ NI Azure rackspace ol Az
] ° v-; technology. v-" ure
"o V'nwa.re Google Cloud Platform
openstack. ESXi

. O)
ORACLE' . ) Qlkira \9)
alo]i. m CLOUD INFRASTRUCTURE EQUINIX Alibaba Cloud Google Cloud Platform

L LD
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Cisco's Security Competitive Differentiation

O-day protection  Simplify Operations Boost via cloud

Machine Learning from Talos  Efficiency with real tasks Cloud Platformization
24x7 threat hunting with Decide how to deal with Cloud Assist for AlOps,
flexible engines that enable encrypted traffic - decrypt, Zero Touch Provisioning
on-box real-time traffic bypass what’s considered and Al Assistant
iInspection without relying on  safe and inspect what’s

static signatures suspicious or can’t be

identified

O LU LD
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SnortML: Zero-day protection

Firewall Management Center

Overview Analysis Policies Devices Objects Integration  Deploy Q 4 Po N | admin v | ‘fsco’ SECURE

Bookmark This Page | Create Report | Dashboard | View Bookmarks | Search | Predefined Searches v

Events By Priority and Classification

Il 2024-05-01 00:00:00 - 2024-05-31 15:11:31
Expanding

» Search Constraints (Edit Search)

Drilldown of Event, Priority, and Classification

v Event Information
Message
Time
Classification
Priority
Ingress Security Zone
Egress Security Zone
Device
Ingress Interface
Egress Interface
Source IP
Source Port / ICMP Type
Destination IP
Destination Port / ICMP Code
HTTP Hostname
HTTP URI

Table View of Events Packets

(snort_ml) potential threat found in HTTP parameters via Neural Network Based Exploit Detection (411:1:1)
2024-05-06 13:28:55

Unknown Traffic

low

BPInline

BPInline

10.7.117.156

10.20.0.1

10.30.0.1

10.20.34.251

5793 [ tep

10.30.10.157

80 (http) / tcp

10.30.10.157
/joomla/index.php?option=com_saxumastro&view=savedreading&publicid=1"+AND+EXTRACTVALUE(66,CONCAT(0x5¢c,CONCAT_WS(0x203a20,USER(),DATAB.

A machine learning detection
engine detecting known
vulnerability types

Proactive blocking of O-day
exploits

|dentifies variations of attacks



Gain control over encrypted threats

Without decryption, encrypted visibility engine 2.0 uses Al/ML to block encrypted threats for thorough
security, simplicity, privacy and performance

Encrypted Visibility Engine

Simplify encrypted traffic inspection

About Encrypted Visibility Engine

This feature uses machine learning on session metadata to provide insights, such as the name of
the process that initiated a connection and whether that process is associated with malware, into
encrypted traffic without needing to perform decryption. A valid IPS license is required to use this
feature.

Preserved privacy and compliance

For improving efficacy of this feature, ensure that you have enabled:
1. Automatic updates for future Cisco vulnerability database (VDB)
releases (Use System > Tools > Scheduling).
2. Cisco Success Network (Use Integration > SecureX > Enable Cisco Success
Network).

Accelerate firewall performance Encrypted Visibility Engine (EVE)

Assign Client Applications to EVE-detected Processes

Allow EVE to assign client applications to processes. This does not impact performance.

Enable Enhanced Analytics

Application visibility and control in encrypted
streams

Add EVE's fingerprint information in the connection events.

Block Traffic Based on EVE Score

Customize your threshold for blocking traffic based on the EVE scores.

TLS 1.3 and QUIC protocol support
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Cloud Protection Suite

Hybrid Mesh Firewall

Major trust boundaries Everywhere
Secure Multicloud Secure Access 3 Party Hypershield Hypershield / Secure
Firewall Defense (FwaaS)* Firewall** (Smart Switch) Isovalent Workload

®© ® ® @® O, - @

Flexibility to swap components

*Al Defense and Secure Access are add-ons to Cloud Protection Suite
**Future

e
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Security Cloud Control

Secure Firewall Multicloud Hvoershield Secure
Threat Defense Defense yP Access

2% Securty Cloud Control Q Y 4 0@ © O | RQuwyrmen i

Secure
Workload

Al
Defense

( Integrations > C Dynamic Objects >
( Licensing > ( Provisioning > ( Tenancy > <User Management) (RBAC) ( API Gateway > ( Unified Al Assistant>

( Common Ul Experience >

L LD
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Extending Firewalling to the cloud, natively

DRACLE Cloud-agnostic automation and
AZUI’E Google Cloud  \___ cow OrCheStration

¢ o0

Security Cloud Control

Comprehensive visibility of clouds,
assets, and their risks

Automatically deploy, scale, and
heal, from Security Cloud Control

- Hourly price; unlike other offers
based on size and bandwidth
1=l

Customer
Datacenter

alvaln _ . _ _ _
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Cisco Al Defense

Al Security Journey

Safely enable generative Al across your organization

Discovery Detection Protection

Uncover shadow Test for Al risk, Place guardrails and
Al workloads, apps, vulnerabilities, and access policies to secure
models, and data. adversarial attacks data and defend against runtime

threats.

il , e ; ; ,
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Al Defense

Applications (32)

PROTECTION
4 None 12 Partly 16 Full

Models (534)

VALIDATION
230 Unvalidated 304 Validated

@ Agents (476)

PROTECTION
300 Unprotected 146 Protected

89k Events

52k Monitored

Data (34)

PROTECTION
4 None 12 Partly

User Access (140 apps)

USE CASES

Y Chat Image Video Code Assistant

Recommended Actions

Protect applications (67)

Secures sensitive data, prevents unauthorized access, and protects
proprietary algorithms from theft or misuse.

Review increased app usage 3 days ago
Review sudden spikes in blocked events to avoid security risks.

ExternalChatBot Application
45MB +7%

VA VWA ad

1 week ago

Review third party apps (67) 3 days ago

Safeguards user privacy, prevents data breaches, and ensures
compliance with security and regulatory standards.

Runtime enforcement across
public and private clouds

Model Validation and
guardrail recommendations

Visibility of underlying
models and data

il , e ; ; ,
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Delivered via the Hybrid Mesh Firewall

Applications (32)

PROTECTION
4 None 12 Partly 16 Full

Models (534)

VALIDATION
230 Unvalidated 304 Validated

Visibility of underlying
models and data

cISco © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

@ Agents (476)

Data (34)

PROTECTION
4 None 12 Partly 1

User Access (140 apps)

USE CASES
B
'Al' Chat Image Video Code Assistant

Model Validation and
guardrail recommendations

Recommended Actions

Protect applications (67)

Secures sensitive data, prevents unauthorized access, and protects
proprietary algorithms from theft or misuse.

Review increased app usage 3 days ago
Review sudden spikes in blocked events to avoid security risks.

ExternalChatBot Application
45MB +7%

SN T

1 week ago

Review third party apps (67) 3 days ago

Safeguards user privacy, prevents data breaches, and ensures
compliance with security and regulatory standards.

Runtime enforcement across
public and private clouds

Cisco
Security Cloud
Enforcement Points

Secure

e
e
g
sy




|Isovalent
Enterprise Platform is the
industry-leading solution for
Kubernetes Networking
and Security

»% ISOVALENT

now part of CISCO

Isovalent is the eBPF-
powered foundation for
Cisco Hypershield
on Kubernetes,
public/private cloud VMs,
and bare-metal servers

D

|sovalent delivers a
consistent layer of
connectivity and security
that runs everywhere
across both
public & private clouds.




When Security meets the Network

Cisco Nexus 9000 Services Accelerated Switch (SAS) + Hypershield

Security

Hypershield

Cisco Security Cloud Control

Autonomous Distributed L Future services
Segmentation Exploit Protection |: ~~ 7 T 7 UMY
Platform

Workload and network enforcement points
Public Cloud | Private Cloud

» Intelligent Security Policy placement

» Self-qualifying updates (Dual Dataplane)

* Unified architecture across workload and
network enforcement - Public and private

\ clouds

1
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Network

Compelling
Innovation

\, Nexus

\

Nexus 9000 SAS

« Converge stateful services and network

» Built-in DPU hardware accelerator to
scale, extend, or add stateful services

» Use Cases: Cloud Edge, Zone-based
segmentation, DCI, and Top of Rack

~

Cisco Security | 22
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Hybrid Private Access (UZTNA)

N e -
Remote Cloud

user

One ZTNA policy

(% CIE

On-prem On-prem
user

cISCO © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

«—

=
B =

Private apps in
data center

T

Single ZTNA policy created and automatically
applied from Security Cloud Control

Cloud and on-prem firewall enforcement,
including on-prem inspection for sensitive apps

Reduced cost and latency when on-prem users
access on-prem apps

No additional infrastructure or purchase to
implement

Cisco Security 23



Hybrid Mesh Firewall - Summary

A security fabric for tomorrow

Segmentation Al Model Protection D/.Smb uteo’.
Exploit Protection

Only from Cisco

U LKL
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