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Trends shaping the transformation of WAN Edge

Secure Network powered by Cisco

SaaS

Hyperscalers

Campus /
Datacenters

Untrusted Internet

Branch / 
SMB Offices

Executive 
Teleworker

Remote / 
Home

Private DC

• Internet-only branch ➔ Shifting to a 
Security By Design mindset

• Apps moving to SaaS & IaaS             ➔ 
Multicloud acceleration

• Keep control over distributed infrastructure 
➔ Digital experience monitoring/assurance

• Simplify IT ➔ Centralized management 
distributed enforcement

• Reduce Footprint/Sustainability                ➔ 
multiple network function in one box
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Customers’ SD-WAN asks

Security 

But not just security !

Other keep requirements

Application performance management

ML/AI tools

Robust centralized orchestration

Complete Cloud integration

Scalability

Hidden
Not public information



We are Here

SASE

UZTNA

Hidden
Not public information
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Does SASE make SD-WAN Obsolete?

Hidden
Not public information
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Is SD-WAN still needed in UZTNA ?

Hidden
Not public information
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➔ Need agentless solution for connections to SSE (IPsec VPN)

Insider attacks

➔Need East-West segmentation

User Experience

➔ How to improve WAN usage and 
performance?

➔ How to provide SaaS acceleration?

➔ How to optimize SSE reachability

➔ End-to-end Observability required

Reality behind UZTNA

Cloud to Cloud security

➔Need East-West segmentation

Hidden
Not public information
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Comment améliorer la 
résilience de l’infrastructure 
avec Catalyst SD-WAN Security
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Threat Intelligence  |  Zero Trust  |  Simplified Workflows |  Security Insights |  Granular Controls | Technology Alliances

Unified Client | EDR | Cloud Managed

Network & Cloud Security

DNS-layer
security

Application 
firewall

Segmentation

URL 
Filtering

Reliable | Scalable | Flexible

2 Cloud Security 

Integration (SSE)
Unified SASE | Automation | Comprehensive Security 

Cisco on Cisco

4 Certification

Industry Certificat ionsEmbedded Security Stack Powered by Cisco TalosNo External Firewall Required

Intrusion 
Prevention

System (IPS)

Advanced
Malware
Protection

Sandboxing
TLS 

Decryption

Live Signature 
Updates

SSE Technology Alliance

3rd Party SSE Integration| Integrated SASE

Simplified 
Configuration

Layer-7 Health 
Check

Traffic Load 
Balancing

Multi-Tunnel Automation
Enhanced throughput using 8 tunnels

Cisco ISE 
Integration

Unified Logging

Dynamic Core 
Allocation

Tu
n

n
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n

n
el

3 Monitoring & Visibility

SecOps Persona | Security Insights 
| Customized Dashboard

Cisco on Cisco

Catalyst SD-WAN

Microsoft Sentinel

Security Heatmap | Alarms | Security 
Events |  Real-Time Updates

** In prog res s

Optimized SaaS

SIEM/SOAR

SASE

SD-WAN + SSE

5 Fabric Security

PCI-DSS SOC2/SOC3

27001, 27017
27018, 27701

C5

FIPS 140-2 FedRAMP

Encrypted Control 
Plane

Encrypted 
Data Plane

HW Based
Device 

Authentication 
(SUDI)

Enhanced Security 
Pairwise Keys

DDoS Protection

Encrypted Security Keys

                         

      

Cisco
Secure
Access

Service Resiliency

(DC fallback option)

Tu
nn
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el
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n

n
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Active/Standby 
Tunnels

1 on-box NGFW

Introducing the Catalyst SD-WAN Adaptive Security

ISR 1000 Catalyst 8300Catalyst 8200, 8200L Catalyst 8500, 8500L
IR1101 / 1800 / 8100 / 

8300 / ESR 6300

Catalyst 8200 / 
C8300-uCPE**

Catalyst 8000V
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On-Box NGFW
Catalyst Firewall Rule Expert View

12

Comprehensive view of FW rule table allowing the SOC to easily search all elements of FW rules and edit
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On-Box NGFW 
Centralized management of advanced security

Branch site with local routing 
and security

Branch Office

SaaS

Internet

Firew all IPSURL Fil tering AMP

See It all, manage It all

Guided workflows 

Unified management

Next Gen Firewall 
(NGFW)

Reduce security cost Unleash faster apps
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Use cases

Secure WAN Fabric

SaaS

IaaS

Private Cloud

Internet

Intra site Inter Sites

Site to DC

Site to Internet & SaaS

Site to
Cloud

Cloud to
cloud

Cloud to
Internet

Remote users
to SDWANConsistent security policies across uses cases
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Internet
Employees’ laptop

Sensors and 
Cameras (IoT)

SD-WAN Branch Site

SD-WAN Branch Edge
(with Embedded Security)

Block

All other destinationsSensors

Inspect

Azure 
Berlin tenant

SD-WAN Security 
Policy

Streaming Media, 
P2P, Risky 

destinations
Employees (IT) All DIA Traffic

Guest Wi-fi All DIA Traffic

Exempt

None

Internal domains

Social Media, risky 
destinations

Twitter

Source

Guests

Streaming

Twitter

Sensors 
Applications

VPN 3 (Guest)

VPN 1 (IoT)

VPN 2 (Employee)

Risky Destinations

SecOps Admin

Segmentation
NG Firewall
Intrusion prevention
URL-Filtering

SD-WAN Security Policy

Adv anced Inspection Profi le

URL-F

URL-F, IPS

• IoT : Control internet destination and traffic behavior on 

• Employees: allow internet access but avoid risky destination and high throughput internet services

• Guests: control internet navigation

Microsoft 365 POP in Berlin, Germany

[North-South] Branch - Direct Internet Access Security enforcement
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Vertex AI Engine

VPC 3

SecOps Admin

SD-WAN Overlay Tunnel

DenyAllow

AllFront End Server
Database Server 

(Port# 1433 - SQL)
IPS

AllVertex AI Engine
Database Server 

(Port# 443)

Advanced Inspection Profile

NG Firewall

Intrusion prevention

SD-WAN Security Policy

Cloud Branch Site

Cloud Branch Site

SD-WAN 

Security Policy

Source

• Control traffic between GCP AI engine and customer private database in AWS

• Protect customer database from FrontEnd vulnerability attack

Front End Server

Customer 
Database Server

VPC 1

VPC 2

Customer Tenant

Customer Tenant

Internet

AllInternet users
Front End Server 

(Port# 443)
IPS

Virtual SD-WAN Branch Edge 
in GCP  
(with Embedded Security)

Virtual SD-WAN Branch Edge 
in AWS  
(with Embedded Security)

[East-West] Cloud to Cloud security enforcement
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Web

Public SaaS appsAll kinds of users

All kinds of 
workplaces

Universal 

ZTNA

Converged network and security

Legacy private 
apps

Gen AI apps

Modern/ZTNA 
private apps

All kinds of 
things (IT/IOT)s

Managed and unmanaged 
devices

Enterprise browser 
integration

Policy AssuranceFlexible Enforcement
Guardrails for 
AI use

Cisco’s Universal Zero Trust Network Access
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Enforce zero trust using Identity Context

Automated tunnel deployment

Tunnel performances monitoring

Uniquely identify devices and traffic 
based on context from ISE

SGT Based Policy across network and 
Cloud

Maintain micro segmentation through 
Secure Access

Consistent network micro-segmentation - End to End 
SGT Support for consistent policy enforcement
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Meraki Dashboard

Cloud / SaaS

Catalyst Dashboard

Private Cloud / On Prem

Security Cloud Control

Security Policy Manager

Meraki-MX + Catalyst 8000
Secure 
Access

Secure 
Firewall

Consistent 

enforcement

Consistent 

enforcement

Enterprise Branch 
(S/M/L)

Campus, Data Centers, 
and Cloud

Cisco Security CloudCisco Networking Cloud

Multicloud 
Defense

Hyper

Shield

Hugo

Unified Secure WAN experience
Centralized security policy with consistent enforcement 
at WAN Edge irrespective of the location
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Simplified SASE Deployment and Monitoring

Cisco Umbrella/Secure Access & Zscaler

DNS-layer
security

Cloud-delivered
firewall

Secure web
gateway

Cloud access
security  broker
(CASB)

Interactive 
threat intel

SD-WAN
 EDGE

IP
se

c

SD-WAN
 EDGE

IP
se

c

SD-WAN
 EDGE

IP
se

c

SD-WAN
 EDGE

IP
se

c

SD-WAN
 EDGE

IP
se

c

SD-WAN
 EDGE

IP
se

c

SD-WAN
 EDGE

IP
se

c

Automated tunnel deployment

Tunnel performances monitoring

Automated tunnel deployment

Automated HA Design

Tunnel performances monitoring
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Next-generation firewall Next-generation firewall

SD-Routing SD-WAN
Users

Factories/
Utilities

Home

Branch

Campus

Secure WAN

ISR 1000
Catalyst 8300Catalyst 8200, 8200L Catalyst 8500, 8500L

IR Catalyst 8200 / 
C8300-uCPE**

Catalyst 8000V
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AIOps for Catalyst SD-WAN



A quoi sert l’IA dans un contexte SD-WAN? 

• Identifier les problèmes avant qu’ils 
ne deviennent critiques 

➢ Bénéfices:

o Améliorer l’expérience utilisateur

o Efficacité opérationnelle

• Analyser les nombreuses données de métrologie générées au sein d’une fabrique SD-WAN

• Interagir avec un assistant IA en langage 
naturel afin d’obtenir plus simplement et 
rapidement les informations souhaitées 

• Faire des prédictions et des 
recommandations
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AIOps: Improve user experience and simplify operations 

24BRKENT-2156

Simplify operationsImprove user experience

Predictive Path 
Recommendations 

AI Assistant for 
Networking

Bandwidth Forecasting

Capacity planning

AI/ML-based forecasting
Interactive LLM-based AI Assistant 

for Networking 
(Gen AI)

Path recommendations to Improve 
Application Performance

Anomaly
Detection

Detect Network Anomalies
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Predictive Path 
Recommendations
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Predictive Path Recommendations
Powered by ThousandEyes WAN Insights

1. Collect Telemetry
Collect network telemetry via SD-
WAN Analytics

2. Data Analysis
Predictive modeling to forecast 
issues & make path 
recommendations

3. Apply Recommendations
Fine-tune SD-WAN policies to make path 
changes to improve App experience

Out-of-the-box Application Groups

Office 365 Webex Google Workspace Salesforce GoTo Meet ing Voice

Forecast issues and make policy recommendations

• Included with SD-WAN DNA Advantage+ license; ThousandEyes Enterprise Agent not necessary

Transforming IT operations from a 
reactive to a predictive model

Recommends the path 
to switch to

Current & Recommended 
Path Quality with estimated 

% gain

26
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• Review Recommendation 
summary by Application Group

• Click on an Application Group to 
view more details

• Per site recommendations 
across the Network

27

Predictive Path Recommendations

BRKENT-2156

Landing page, Recommendation summary, Recommended actions
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• Recommendation for 
Office365_apps on DC1-San-Jose 
site:

➔ Switch the traffic to “private2” 
instead of load balancing between 
private1 & private2 paths

28BRKENT-2156

Predictive Path Recommendations
Recommendation details
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• Graphs showing default & 
recommended path quality 
between selected device pair

• Color-coded lines reflecting 
quality of network paths 
between selected pair
• Also includes line charts 

showing loss, latency and 
jitter over these paths

Predictive Path Recommendations
Path and QoS details



#CiscoConnect

Bandwidth Forecasting
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AIOps: Bandwidth Forecasting

BRKENT-2156

Helps organizations with capacity planning. 

Identify Growth Trends, Visualize Seasonality 
& Surges in Circuit Usage.

• Track historical usage of individual circuits 
and forecast future usage (Top 50 circuits)

• Provide 12 weeks forecast based on 
statistical models and ML technique

• Train the AI model by comparing historical 
bandwidth usage from the 52 last weeks 
to forecast bandwidth usage

Benefits

Highlights

31
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Anomaly Detection
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✓ Identify tunnels with anomalies across key network KPIs (loss, latency, 
jitter)

✓ Determine impact radius based on site count, usage & app count

✓ Determine if it’s a chronic issue by viewing the trend information

✓ Early problem detection: Identify unusual patterns before they manifest 
into larger issues 

✓ Improve operational efficiency: Streamline operations & reduce 

downtime

✓ Optimize network performance: Fine-tune your network to improve 
end-user experience

Highlights       

Benefits

Anomaly Detection
Available in Beta
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Anomaly Detection Demo
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AI Assistant for 
Networking
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AIOps: AI Assistant for Networking

• Interactive LLM-based AI Assistant

• Help with feature-related user queries w/ 
information fetched from documentation

• Help with operational queries, such as health 
information

Benefits

BRKENT-2156 36

Available in Beta
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AI Assistant for Networking

37BRKENT-2156

Use Case: Knowledge Fetch Use Case: Network Operational Queries
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Conclusion
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Donnez le Meilleur du SD-WAN à votre 
entreprise!

• Des fonctionnalités d’IA qui offrent des bénéfices concrets dans la gestion 
de votre réseau au quotidien

• Amélioration de l’experience utilisateur

• Simplification des operations réseau

• Pouvoir comprendre et optimiser son réseau sans être expert

• Une sécurité intégrée au SD-WAN et aux autres solutions Cisco 
(Campus/SSE/DC) pour une approche unifiée Zero Trust

BRKENT-2156 41



Meet us 
@World of 
Solution Booth
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Go Beyond with Cisco CX !

Session ID 42

Premium Support
Solution Attached 

Services
Lifecycle 
Services

Service Case Service Use Case Example Activities

Secure Campus 
and Branch 
Networking
Get secure 
networking with 
real-time 
performance 
data, smart 
recommendation
s, and closed-
loop automation​

Success Tracks WAN

Insights to improve, 
optimize, and secure SD-
WAN whether the use case 
is Secure Automated WAN, 
Secure Direct Internet 
Access, or WAN Digital 
Transformation on ramping 
for customers migrating 
from a non-controller 
environment

SAS SD-
WAN

Adoption support for Cisco SD-
WAN, Routing, and SASE

Utilize automation 
capabilities across facets of 
the network including 
Catalyst Center SD-WAN 
with SVS and Services-as-
Code to dynamically adjust 
network configurations 
based on real-time 
demand and usage 
patterns, and AIA 
(automated incident and 
assurance) for automated 
fault detection. 
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