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Challenges & Limitations of
Traditional LANs Campus
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Challenges & Limitations of Traditional LANs Campus

90W UPOE+ Standard driving new IT/OT Use Cases

Cisco/ Partner Cloud Services
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Challenges & Limitations of Traditional LANs Campus

Transition from Flat Network to Zero Trust Segmentation

Current State
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Challenges & Limitations of Traditional LANs Campus

Urbanization & Mobility

High Availability & Reliability

Programmability & Agility

Security & Zero-Trust
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Challenges & Limitations of Traditional LANs Campus

Needs for Level 2 Services
without the constraints and

difficulties induced by Level 2
Architectures
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Fabric IP & Fabric SDA

#CiscoConnect Track 3 - Session 2 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Fabric IP - The Fundamentals

Level 3 Architecture: Robustness, Resilience, Programmability, “Scale-out” Model...

Overlay Networks

Overlay Control Plane
-“=._ (Routing Protocol - LISP or EVPN/BGP)

Edge Device : Edge Device

S Robustness
g )
== Hosts Resilience
3 (End-Points)
3 == Programmability

“Scale-out” Model

Underlay Network \ Underlay Control Plane
(Routing Protocol - IGP)
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Fabric IP - The Fundamentals

Level 3 Architecture: Robustness, Resilience, Programmability, “Scale-out” Model...

Overlay Networks C.

Overlay Control Plane
(Routing Protocol - LISP or EVPN/BGP)

E— ' & Hosts

Layer 2 Services

Layer 3 Services (End-Points)
Edge Device ; Edge Device
N\ Robustness
—
Resilience
Programmability
\ “Scale-out” Model
Underlay Network Underlay Control Plane Value 9 Access

(Routing Protocol - IGP)
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Fabric IP - The Fundamentals

Level 3 Architecture: Robustness, Resilience, Programmability, “Scale-out” Model...

Overlay Networks C.

Overlay Control Plane

Layer 2 Services (Routing Protocol - LISP or EVPN/BGP)
@ :
Hosts
Ansible/ CLI/ ...
Edge Device Automation
Robustness
Resilience
Programmability
\ “Scale-out” Model
Underlay Network Underlay Control Plane Value 9 Access

(Routing Protocol - IGP)
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Demo / Video 1

Video showing how to automate
an Edge Node in a Fabric (NetOps) ...
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EJ Home - Cisco Catalyst Cente: X +

© Not Secure  https://csv-dnac1.cisco.com/dna/home

= ‘duhe Catalyst Center

Welcome to Catalyst Center! [ Explore
A Some of your license compliance requirements have not been met. Learn more
Assurance Summary
Critical Issues \ Trends and Insights
t thy as of 13 PM Last 24 Hours Last 30 Day:
Network Devices Wireless Clients Wired Clients P1 P2 AP Performance Trend Deviations
Advisories
View Details View Details View Details
Network Snapshot
Sites Network Devices Application QoS Policies
As of Ma: PM As of May 16, 2025 4 PM As of May 16, 2025 4 PM
2 Unclaimed: 0 Successful Deploys: 2
9 2 /‘ 9 i: 0 2 Errored Deploys: 0
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Add Sites Find New Devices Add New Policy
K Network Profiles Al Endpoint Analytics Images (O
Cisco caﬁﬂ%f #CiscoConnect Track 3 - Session 2 © 2025 Cisco and/or its affiiates. Al rights reserved. Cisco Public 15




TrustSec

Group Based Policy Simplifies Segmentation

Traditional Segmentation

Static ACL
Routing
Redundancy
DHCP Scope
Address
VLAN

Enterprise
. Backbone

. ﬁ Aggregation

Non-Compliant Voice Employee Supplier BYOD
Quarantine Voice Data Guest BYOD
VLAN VLAN VLAN VLAN VLAN

Security Policy based on Topology
High cost and complex maintenance

cisco ﬁ&ﬁl@éf

DC Servers
TrustSec
Micro/Macro Segmentation Enterprise
Central Policy Provisioning . Backbone

No Topology Change
No VLAN Change

Destination

& Employee
& suppliers -]
B Apseves B
B Shared Services @

@ Employee Tag

Supplier Tag
@ Non-Compliant Tag @
. O" 0 & 0
=

Voice Non-Compliant Employee  Supplier BYOD

I K3 0 KY K3 @ Shared Services

\Voice Data
VLAN VLAN

Use existing topology and automate
security policy to reduce OpEx
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SD-Access: IP Fabric + Automated Security Services

“Security Plane”: Access Control + Macro & Micro Segmentation...

SGT € UsAGE Overlay Networks
Overlay Control Plane

(Routing Protocol - LISP or EVPN/BGP)

Hosts
—End-Paints)

Catalyst Center /
Ansible/ CLI/ ...
& ISE

"o,
Edge Devi® Edge Device Automation

Access Control

Macro & Micro
Segmentation

\ = VXLAN: Transport

/-

Underlay Network

of Segmentation

|dentity-based
Segmentation & Mobility
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SD-Access: 2 technological offers

Flexibility in Fabric options according to Customer needs

CUSTOMER PROFILE: CUSTOMER PROFILE:
“Network Centric” “Identity Centric”
Go with Fabric IP with BGP EVPN Lead with

One Fabric Technology (Campus & DC)

Operational ease with a single familiar protocol Lightweight, extensible, massive scale with rapid
convergence. Single overlay for wired/wireless

Multi-vendor interoperability

Vendor-agnostic solution with unique Cisco
differentiators Fabric Integrated Wireless, L2 Mobility, Enhanced

wireless performance

Segmentation

Zero-Trust Architecture with Micro and Macro
Segmentation with customizable Overlay Network
Types and Topologies.

Zero-Trust Architecture with Unified Wired +
Wireless Policy

One Infrastructure | Single Data plane | Consistent Zero-Trust Experience
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Fabric IP - SDA-LISP

Roles & Terminologies

Fabric o 1o Eais -
Mode APs s

Fabric Edge Node

Fabric
Mode APs

cisco cM #CiscoConnect Track 3 - Session 2

Fabric SDA-LISP - Compatibility Matrix

https://www.cisco.com/c/dam/en/us/td/docs/\Website/enterpri
se/catalyst center compatibility matrix/index.html

Cisco Catalyst Center — Automation
appliance for fabric automation, policy and
assurance

ISE - Identity Service Engine — advanced
AAA solution, implements segmentation using
trustsec

Control-Plane Nodes — Map System that
manages Endpoint ID to Device relationships.
Can be collocated with Border Node

Border Nodes — A Fabric device (e.g. Core)
that connects External L3 network(s) to the
SDA Fabric

Edge Nodes — A Fabric device (e.g. Access
or Distribution) that connects Wired Endpoints
to the SDA Fabric

Fabric Wireless Controller — Wireless
Controller (WLC) that is fabricenabled

Fabric Mode APs — Access Points that are
fabric-enabled.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 19
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Fabric IP - SDA-LISP

Policy Segmentation Strategy

e Macro Segmentation

—

VN: Things

4 )
Virtual Network (VN)
* VN = VRF = LISP Instance ID
« Complete Isolation between VN’s
‘\ » Default Policy: No communication
NN y,
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Security Group Tag (SGT)
* Location Independent Policy
« Simple Permit/Deny/Contracts
» Default Policy: Permit/Deny
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Demo / Video 2

Video showing how to apply an Identity Centric
Policy Model (SGT) between multiple end users
(SecOps) ...
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EJ Home - Cisco Catalyst Cente X @ Identity S Engine
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Fabric IP - SDA-LISP
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Fabric IP - SDA-LISP

Possible Designs: Fabric Edge Node Access

Catalyst Center /
Ansible/ CLI/ ...
& ISE

Core
Layer

Distribution
Layer

oy o

SDA-LISP

Access
Layer

SGT €-> USAGE
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Fabric SDA

In summary...

Core Cn

Laver Fabric SDA

Distiutir Control Plane (LISP / EVPN)
ayer
Data Plane : VXLAN

Access

Layer Policy Plane : Virtual Network & Secu r|ty Group Tag
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Demo / Video 3

Video showing how Assurance (AlOps)
helps keep a Fabric SDA healthy
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EJ Home - Cisco CatalystCente X +
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Native Zero-Trust
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Zero-Trust Evolution
LAN Campus = Fabric SD-Access

Three pillars of

i [ ]
Endpaint Segmentation

Ao s AL il
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= i
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Cisco Catalyst Center E M

& Meraki dashboard T

( Enabled on Cisco Catalyst 9000 Infrastructure (Classical Ethernet or SD-Access) )
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Endpoint Analytics (EA)

on Access Infrastructure

High Fidelity Visibility

Rapidly reduce unknowns by
aggregating various source of
device fingerprints

DPIl-based

Fingerprint/

Behavior

cisco aﬂtﬂ%f

Network
Telemetry
Probes

. +200 profiles in ’23!

______

ML Analytics

Endpoint
Profiling

Data

Easy
Onboarding
Tools

MDM
Integration

CMDB
Connector
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Continuously Assess Trust

with rich Network Telemetry

Posture
Compliance
Trust Score Authentication
T T Y Mechanism NAT Mode
! | Detection
] ]
i - Deny Access i
i i
i 4-7 Limited Access i E(\d@ol\ﬂ Talos IP
' X
. AT Full Access ; Reputation
‘ Adaptive Control/Policy Enforcement H
Concurrent MAC
) I I lfl Addresses
. “
Catalyst 9000 Rich telemetry Catalyst Center & ISE
Security sensor
enabled Change in
Labels
P mEmEm—————————— > =—— ‘\\
/4 1 Open Port
I 1 Scan
! / Credential
N\ R4 Vulnerability Scan
B —— < ———————— - A
Spoofing
Continuous endpoint trust evaluation Detection
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Demo / Video 4

Video showing EndPoint Analytics and
Trust Score (SecOps) ...
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Welcome to Catalyst Center! A [ Explore
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Assurance Summary
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Network Devices Wireless Clients Wired Clients P1 P2 AP Performance Trend Deviations
Advisories
View Details View Details View Details
Network Snapshot
Sites Network Devices Application QoS Policies
As of May 16, 202 1 PA As of May 16, 2025 5:01 PM As of May 16, 2025 5:01 PM
2 Unclaimed: 0 Successful Deploys
9 2 /I 9 Unprovisioned: 0 2 ed Deploys
0 Stale Policies
Add Sites Find New Devices Add N
\\ Network Profiles Al Endpoint Analytics Images (O
Cisco caﬁﬂ%f #CiscoConnect Track 3 - Session 2 © 2025 Cisco and/or its affiiates. Al rights reserved. Cisco Public 35




Conclusion
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Key Takeaways

Access Layer = The Key Point of Transformation
mGig, UPoE/UPoE+, diversity of EndPoints (laptops, smartphones, sensors, loT, ...)

Urbanization, Resilience & Security of the LAN Campus are Major Challenges
“Traditional” Architectures work but have Limitations!!!

Fabric IP / SD-Access

Automation, Robustness, High Availability, Elasticity to adapt to all issues related to urbanization
Single Connectivity Service for Wired & Wireless End-Points
Zero-Trust Native

Fabric IP / SD-Access is part of the Customer's Roadmap
Currently Fabric IP & Fabric SDA are laaS Solutions
Roadmap to offer a SaaS Solution for Fabric IP & Fabric SDA
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Key Takeaways

< G| 17.06 Création en Direct d'une Fabric SD-Access : Démonstration et Etapes Clés - Cisco Community B | &= & - @&
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17.06 Création en Direct d'une Fabric SD-Access : Démonstration et Etapes Clés
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Publié le 9:16 PM par mmm clteambot ~ | Mis & jour le 04-03 © DAtk - e A 17, 2025 06,00 AMPOT
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Evénement Community Live

Création en Direct d'une Fabric SD-Access : Démonstration et Etapes Clés

Ce webinsire sera présenté par Jérbme Durand.

communty e || commutsion

=3

Vous trouvez SD-Access complexe ? Vous vous demandez par ol commencer ? Participez 3 notre
webinaire entiérement dédié aux démonstrations, dans lequel nous vous guiderons 4 travers chaque étape
pour créer une Fabric SD-Access avec 'ensemble de s

rvices.
Horaires
« 9h00 Montréal, Toronto
« 1500 Paris, Bruxelies
« 14h00 Tunis, Alger
« 13n00 Conakry, Dakar

« 13100 Lomé, Abidjan

« 16h00 Antananarivo

Agenda

Gréation en Direct d'une Fabric SD-Access :
Démonstration et Etapes Ciés

« (enattente

ingéieurs réseau et

télécommunications, es étuckants et ks cients ds Cisco.
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Secure
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Networking

Get secure

networking with
real-time

automation

Success
Tracks
WAN
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Case

Access to digital insights
on campus netwark
operations, risks, and
devices with quick
remediation options
(switching, routing, and
wireless).

Insights to improve,
optimize, and secure SD-
WAN whether the use
case is Secure Automated
WAN, Secure Direct
Interet Access, or WAN
Digital Transformation an
ramping for customers
migrating from a non-
contrdler environment

with Cisco CX!

Solution Attached
Services
Service Use Case

SAS
Campus
Networking
*

SAS
Future-
Proofed
Workplaces
Outcomes
Program
Manageme
nt

ThousandEy
es

Implementat
ion Services

Implement and adopt Catalyst
(Switching, Wireless, Routing,
Cisco Spaces) along with
Catalyst Center to ensure
consistency of netwark services
throughregular device image
management and deployment
plus software recommendations

Aligning networking products to
business goals via analysis of
current IT network capabilities
and ongoing single program
management for Cisco
technology and third-party
integrations

ThousandEyes implementation via
onbaarding programs with
training and advice tailored to
specific business outcomes

Get assistance with planning and
executing a migration from on-
premises to cloud through site
surveys and migrations
deployment planning, execution,
and validation. Along with ISE
integration into Meraki wireless.

Lifecycle
Services

Example Activities

Utilize automation
capabilities across facets
of the network including
DNA-C with SVS and
Services-as-Code to
dynamically adjust network
configurations based on
real-time demand and
usage pattems, and AIA
(automated incident and
assurance) for automated
faut detection.
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