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the right people
are in the right place ?

Pouvez-vous imaginer… un Cisco Connect sans 
badges ?

5

Cisco Connect

Accueil
         

World Of 
Solutions         

Breakout
         

Loge
         

Keynote
         

How can we ensure that

Your infrastructure
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Mêmes principes pour votre infrastructure

6

Your infrastructure

Campus WAN Security Cloud DC

How to have a
common dictionary?

Cisco Connect
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Campus

Transformez votre Securité avec Common Policy

7

Intent

Employees
Guests
Contractors
Production servers
BYOD
Network devices
Unknown
…Common Policy

ISE

192.168.1.1
192.168.3.4, 
192.168.100.200

WAN
10.0.0.1, 
10.10.10.10, 
10.255.255.255, 
172.16.0.1, …

Security

10.0.0.1,
10.10.10.10, 
10.255.255.255, 
172.16.0.1, …

Cloud

192.168.1.1,
192.168.3.4, 
192.168.100.200
10.255.255.255,

DC

192.168.42.1, 
192.168.3.4, 
192.168.100.200
10.255.255.255,
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Qu’est-ce que
Common Policy ?



© 2025  Cisco and/or its affiliates. All rights reserved. Cisco Public#CiscoConnect

Common Policy is SGTs across Domains
SGTs and Domains are explained on next slides

10

Common Policy is a feature 
from ISE

ISE

Common Policy uses API to 
extend SGTs across Domains

API

Common Policy uses SGTs to 
build a common dictionary to 
implement security policies

SGTs
Security Group Tags
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Les SGTs sont les badges Cisco Connect pour les
assets

11

Badges identify people SGT identify assets
*Example of SGTs

Security Group Tags (SGTs) are the identities in TrustSec architecture

*Example of assets
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Les SGTs sont les identités communes de vos assets

“I can already filter by identity with a 
Firepower, why should I use a SGT?”

Marketing Sales Developers IT

Firepower screenshot

Managed assets

*Example of teams

Cameras

???????

Barcode
readers Sensors

Industrial
machines

What about non-managed assets?

Unmanaged assets

*Example of assets
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Deployez des SGTs dans votre infrastructure via 
TrustSec
TrustSec s’appuie sur 3 principes clés : Classification, Propagation, Enforcement

13

Classification1 Propagation2 Enforcement3

C
is
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Employee

Cameras

Office365 NVR

Allow

Deny Allow

Deny

S
o
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e

DestinationEgress Policy

SGTs

Accueil

WoS Loges

You are not 
allowed 

Loges

Assets SGTs
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TrustSec s’appuie sur 3 principes clés
For your reference : examples of Classification, Propagation, Enforcement

14

Dynamic assignment via RADIUS
Wired & Wireless 802.1X

Static SSID assignment

Guest Users

Static switch port assignment

Wired IOT Sensors / Fixed Devices

Static Prefix to SGT Mapping
Last resort to map traffic to an SGT

Profiling
Endpoint analytics

SGACL

Permit all, Deny all, Custom Policy / 
ACL

NGFW
Stateful firewall

Data plane (inline)
SGT carried inline in the data traffic. 
Methods include, SGT over 
Ethernet, MACSec, IPSec, VxLAN, 
DMVPN, AutoVPN, SD-WAN Tunnel 
…

Control plane 

IP-to-SGT data shared over control 
protocol. No SGT in the data plane. 
Methods include, IP-to-SGT 
exchange over SXP, pxGrid, …

Classification1 Propagation2 Enforcement3

In
fr

a
s
tr

u
c
tu

re

Demoed in this session



© 2025  Cisco and/or its affiliates. All rights reserved. Cisco Public#CiscoConnect 15

Concretely, where are 
SGTs defined?

Spoiler : it is here
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… …

Domains are defined by a manager/controller

16

…

Campus

…

WAN

…

Security

…

Cloud

…

DC

1 Domain

1 Controller
=

Your infrastructure = Multi-domains = Cross Architecture

Demoed in this session

Catalyst Center
domain

Meraki
domain

Catalyst SD-WAN
domain

Meraki
domain

AWS
domain

Azure
domain

Secure Access
domain

FMC
domain

ACI
domain

NDFC
domain
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Campus

Transformez votre Securité avec Common Policy
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Intent

Employees
Guests
Contractors
Production servers
BYOD
Network devices
Unknown
…Common Policy

ISE

192.168.1.1, 
192.168.3.4, 
192.168.100.200

WAN
10.0.0.1, 
10.10.10.10, 
10.255.255.255, 
172.16.0.1, …

Security

10.0.0.1, 
10.10.10.10, 
10.255.255.255, 
172.16.0.1, …

Cloud

192.168.1.1, 
192.168.3.4, 
192.168.100.200
10.255.255.255,

DC

192.168.42.1, 
192.168.3.4, 
192.168.100.200
10.255.255.255,



#CiscoConnect

Quiz Time!



Qu'est-ce que Common Policy ?

The Slido app must be installed on every computer you’re 
presenting from

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design


Qu'est-ce que les Security Group Tags 
(SGTs) et les badges Cisco Connect 
ont en commun ?

The Slido app must be installed on every computer you’re 
presenting from

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design


Quelle fonctionnalité essentielle est ce 
que Identity Services Engine (ISE) peut 
fournir ?

The Slido app must be installed on every computer you’re 
presenting from

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design


Quelles sont les 3 étapes clés de 
TrustSec ?

The Slido app must be installed on every computer you’re 
presenting from

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design
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Demo Time!
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Deux demos = 2 cas d’usage réels

Secure Internet access Secure Cloud access

Camera

Custom application

User

chatgpt.com

INET

1 2
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Un utilisateur accède à une application SaaS

Secure Internet access

User

chatgpt.com

INET

1

1. Classification of user via RADIUS

2. Propagation from AP to switch

3. Propagation switch to router

4. Propagation from router to Secure 
Access

5. Enforcement on Secure Access

Secure Cloud access

Camera

Custom application

2
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SWG
CASB
DLP

ZTAFWaaS

Secure Access

Secure Internet access : overview

26

SD-WAN
Validator

SD-WAN
Manager

SD-WAN
Controller

Router

User

Access Point

Switch

Data plane

SGT Employees

SGT
SGT, SGACL, 

Policies
SGT, SGT 
Bindings

ISE (3.4P1+)

Packet

Application

Secure
Access

Enforcement5

Propagation

4Propagation 2

Classification

1

Meraki Catalyst SD-WANPropagation

3
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SWG
CASB
DLP

ZTAFWaaS

Secure Internet access
1. Classification via ISE (802.1X)

27

SD-WAN
Validator

SD-WAN
Manager

SD-WAN
Controller

ISR 1100 4G

User

CW9162

C9300-48P

Data plane

SGT Employees

SGT
SGT, SGACL, 

Policies
SGT, SGT 
Bindings

ISE (3.4P1+)

Packet

Application

Secure
Access

Classification

1

Meraki Catalyst SD-WAN Secure Access
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1. Classification via ISE (802.1X)

28

User Application
ISECW9162
3.4P1

Access-Request

HTTPS

Access-Challenge

Accept-Request

EAP Response

EAP Request

EAP Response

EAP Sucess Access-Accept

=
Employees
(SGT : 4)



© 2025  Cisco and/or its affiliates. All rights reserved. Cisco Public#CiscoConnect 29SKILLS-2450

Demo 2 Internet access
Step 1
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COUPER DEMO en 2 et mettre ISE ici 
COUPER LIVE SESSION

30SKILLS-2450
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SWG
CASB
DLP

ZTAFWaaS

Secure Internet access
2. Propagation de l’AP au switch

31

SD-WAN
Validator

SD-WAN
Manager

SD-WAN
Controller

ISR 1100 4G

User

CW9162

C9300-48P

Data plane

SGT Employees

SGT
SGT, SGACL, 

Policies
SGT, SGT 
Bindings

ISE (3.4P1+)

Packet

Application

Secure
Access

Propagation 2

Meraki Catalyst SD-WAN Secure Access
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2. Propagation de l’AP au switch

32

CW9162 C9300-48U

Dst MAC Src MAC 802.1Q CMD EtherType Payload FCS

CMD 
EtherType

Version Length
SGT Opt 

Type
SGT
Value

Other CMD 
Options

=
Employees
(SGT : 4)
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SWG
CASB
DLP

ZTAFWaaS

Secure Internet access
3. Propagation du switch au routeur

34

SD-WAN
Validator

SD-WAN
Manager

SD-WAN
Controller

ISR 1100 4G

User

CW9162

C9300-48P

Data plane

SGT Employees

SGT
SGT, SGACL, 

Policies
SGT, SGT 
Bindings

ISE (3.4P1+)

Packet

Application

Secure
Access

Meraki Catalyst SD-WANPropagation

3

Secure Access
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3. Propagation du switch au routeur

35

C9300-48U ISR 1100 4G

interface GigabitEthernet0/0/1 
 vrf forwarding 10 
 cts manual
 policy static sgt 2 trusted 

Dst MAC Src MAC 802.1Q CMD EtherType Payload FCS

=
Employees
(SGT : 4)

CMD 
EtherType

Version Length
SGT Opt 

Type
SGT
Value

Other CMD 
Options
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SWG
CASB
DLP

ZTAFWaaS

Secure Internet access
4. Propagation du routeur à Secure Access

37

SD-WAN
Validator

SD-WAN
Manager

SD-WAN
Controller

ISR 1100 4G

User

CW9162

C9300-48P

Data plane

SGT Employees

SGT
SGT, SGACL, 

Policies
SGT, SGT 
Bindings

ISE (3.4P1+)

Packet

Application

Secure
Access

Meraki Catalyst SD-WAN Secure AccessPropagation

4
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4. Propagation du routeur au SSE

38

ISR 1100 4G

Secure
Access

=
Employees
(SGT : 4)
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Split la vidéo en 2 : SD-WAN et SSE

40SKILLS-2450
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SWG
CASB
DLP

ZTAFWaaS

Secure Internet access
5. Enforcement sur Secure Access

41

SD-WAN
Validator

SD-WAN
Manager

SD-WAN
Controller

ISR 1100 4G

User

CW9162

C9300-48P

Data plane

SGT Employees

SGT
SGT, SGACL, 

Policies
SGT, SGT 
Bindings

ISE (3.4P1+)

Packet

Application

Secure
Access

Enforcement5

Meraki Catalyst SD-WAN Secure Access



© 2025  Cisco and/or its affiliates. All rights reserved. Cisco Public#CiscoConnect

5. Enforcement sur Secure Access

42

Secure
Access

User Application

=
Employees
(SGT : 4)
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SWG
CASB
DLP

ZTAFWaaS

Secure Internet access : résumé

44

SD-WAN
Validator

SD-WAN
Manager

SD-WAN
Controller

Router

User

Access Point

Switch

Data plane

SGT Employees

SGT
SGT, SGACL, 

Policies
SGT, SGT 
Bindings

ISE (3.4P1+)

Packet

Application

Secure
Access

Enforcement5

Propagation 2

Classification

1

Meraki Catalyst SD-WANPropagation

3

Secure AccessPropagation

4
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Campus

Transformez votre Securité avec Common Policy

45

Intent

Employees
Guests
Contractors
Production servers
BYOD
Network devices
Unknown
…Common Policy

ISE

192.168.1.1, 
192.168.3.4, 
192.168.100.200

WAN
10.0.0.1, 
10.10.10.10, 
10.255.255.255, 
172.16.0.1, …

Security

10.0.0.1, 
10.10.10.10, 
10.255.255.255, 
172.16.0.1, …

Cloud

192.168.1.1, 
192.168.3.4, 
192.168.100.200
10.255.255.255,

DC

192.168.42.1, 
192.168.3.4, 
192.168.100.200
10.255.255.255,



#CiscoConnect

Second
Demo Time !
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A camera needs to access to an AWS application

Secure Cloud access

Camera

Custom application

2

1. Classification of asset via profiling*

2. Propagation from AP to switch*

3. Propagation switch to router*

4. Propagation in SD-WAN Fabric*

5. Classification of EC2 via APIs

6. Propagation of EC2 classification

7. Enforcement via NGFW on SD-WAN 
Edge

*Already covered in Demo 1
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AWSMeraki Catalyst SD-WAN

Secure Cloud access
Summary

48
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SD-WAN
Manager
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Router
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Switch

IP, AWS Tags
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V
P

C
 

d
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aCatalyst
8000V Edge

10.100.0.36SGT Bindings* = 

Propagation

4
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P
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n

6

Enforcement

7

Propagation

3
Propagation 2

Classification

1

Data plane

SGT Cameras

SGT Production_Server

Packet

Camera
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Secure Cloud access
Classification of EC2 via API 

49
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Validator

SD-WAN
Manager
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Router

Access Point

Switch

IP, AWS Tags
SGT, SGACL, 
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d
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Transit GW

V
P

C
 

in
fr

aCatalyst
8000V Edge

5

Data plane

SGT Cameras

SGT Production_Server

Packet

10.100.0.36SGT Bindings* = 

Camera

AWSMeraki Catalyst SD-WAN
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Vidéo 1

50SKILLS-2450
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Secure Cloud access
Propagation of EC2 classification

52
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10.100.0.36SGT Bindings* = 

AWSMeraki Catalyst SD-WAN
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Secure Cloud access
Enforcement via NGFW on SD-WAN Edge

54

SD-WAN
Validator

SD-WAN
Manager
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Router
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Switch

IP, AWS Tags
SGT, SGACL, 
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Packet

10.100.0.36SGT Bindings* = 

Camera

AWSMeraki Catalyst SD-WAN

Enforcement
7
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Vidéo 3
• Aller sur SD-WAN : montrer politique
• Montrer ping qui marche pas

55SKILLS-2450
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Secure Cloud access
Summary

56
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Key takeaways
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On ne peut pas imaginer un Cisco Connect sans 
badges
Imaginez votre infrastructure avec Common Policy

58

Without Common Policy With Common Policy

C
is
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Marion

Xavier

Aymeric

Jérôme

Simon

Thomas

Louise

Claire

Nicolas

Florian

192.168.3.11

10.168.67.21

192.168.13.14

192.168.3.1

192.168.38.1

192.168.32.5

10.0.23.42

10.10.34.2

192.168.1.10
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Go Beyond with Cisco 
CX !

Session ID 59

Premium Support Solution Attached Services Lifecycle Services

Servic

e
Case

Servic
e

Use Case Example Activities

User Protection

Protect users from 
any location, 
accessing 
applications 
anywhere, with 

frictionless zero-
trust secure 
access​

SWSS 

Premiu
m

Guidance on user 

security software from 
set up assist with device 
trust, discovering 
devices and users on 
the network, secure 

access, and onboarding 
and configuration of 
Cisco Secure products 
in the environment with 
facilitation 3rd party 

product secure 
interoperability 

SAS 

Secure 
Access

Securely adopt secure 

access-based technology to 
protect distributed 
workforce's access from any 
device, anywhere. Phased 
migration with configuration 

porting, intent mapping, and 
data plane transition

Configuration of 

advanced malware 
protection on Secure 
Firewall, Secure Email, 
and Web-Security 
bringing deeper 

visibility into network-
level and network-
edge threat activities. 
Activities include 
accelerating secure 

network access, SASE 
advisory

SAS ISE

Securely adopt a zero-trust 

strategy by using 
experienced security 
strategy, analysis, and best 
practices to accelerate the 
safeguarding of the network 

along with implementation for 
endpoints and access ports, 
tuning and stabilization of ISE 
production environment, and 
evaluating implementation 

issues

Succe

ss 
Tracks 
Cloud 
and 
Netwo

rk 
Securit
y

Visibility of NGFWs HW 

devices across cloud 
and hybrid environments 
to ease contract 
management in one 
platform

SAS 

Firewall

Securely adopt technology to 

monitor and protect your 
network from unauthorized 
access. Adopt Firewall to 
fully-utilize advanced 
capabilities including secure 

workload integration

Succe

ss 
Tracks 
Zero 
Trust

Support ISE’s role in 

supporting zero trust 
capabilities via one 
platform to view all ISE 
SNS appliances

Meet us 
@World of Solution 
Booth
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