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Pouvez-vous imaginer... un Cisco Connect sans
badges ?

a N\

N O N

Accueill World Of Breakout

the right people
are in the right place ?

HCiscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



MEmes principes pour votre infrastructure

Security

How to have a
common dictionary?

Cisco cmw #CiscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Transformez votre Securité avec Common Policy
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Employees
Guests
Contractors

Production servers

BYOD
Network devices
Unknown

/
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Agenda

Qu’est-ce

que
Common
Policy?
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Qu’est-ce que
Common Policy ?

cisco 0M




Common Policy is SGTs across Domains

SGTs and Domains are explained on next slides

N O N N
. >
Security Group Tags
ISE SGTs API
Common Policy is a feature Common Policy USeS SGTs to Common Policy uses API to
build a common dictionary to .
from ISE : ) C extend SGTs across Domains
Implement security policies
2N DZ2EANE /

Cisco 8071/!%%

#HCiscoConnect
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Les SGTs sont les badges Cisco Connect pour les
assets

/ Badges identify people SGT identify assets

*Example of SGTs

00

*Example of assets

L il :

Cisco cﬂw #CiscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 1



L es SGTs sont les identités communes de vos assets

“| can already filter by identity with a
Firepower, why should | use a SGT?”

— What about non-managed assets?

Ve
Selected Sources: 2

Collapse All

USER | ~ 1Group

€3 & AD2022-1/Marketing

Selected Destinations and Applications: 1

Collapse All

APP v 10bject

Youtube Upload

~

Firepower screenshot

*Example of teams

Marketing

< Managed assets >
Cisco cﬂiﬂ%f

Developers [T

/ 2\
Selected Sources: 2 Selected Destinations and Applications: 1
Collapse All Collapse All

APP » 10bject
P07
Youtube Upload
- J

Industrial
machines

*Example of assets

VR
anmvin °

@ 4B 0

Barcode
readers

Cameras Sensors

< Unmanaged assets >

#HCiscoConnect
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Deployez des

TrustSec

TrustSec s’appuie sur 3 principes clés : Classification, Propagation, Enforcement

oSG

Cisco Connect

Infrastructure
® J -
e
o]

Assets

-
cisco 8071/!%%

-

~

4 N

s dans votre infrastructure via

#HCiscoConnect

Egress Policy

Destination

Office365 & NWR
3
D € Cameras
\

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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TrustSec s’appuie sur 3 principes clés

For your reference : examples of Classification, Propagation, Enforcement

Infrastructure

‘ Classification

Dynamic assignment via RADIUS
Wired & Wireless 802.1X

Static SSID assignment
Guest Users

Static switch port assignment
Wired |IOT Sensors / Fixed Devices

Static Prefix to SGT Mapping
Last resort to map traffic to an SGT

Profiling
Endpoint analytics

.

/

U

Cisco 8071/!%% |

| Demoed in this session

. Propagation

4 I
A\

('Data plane (inline)

SGT carried inline in the data traffic.
Methods include, SGT over
Ethernet, MACSec, IPSec, VXLAN,
DMVPN, AutoVPN, SD-WAN Tunnel

Control plane
IP-to-SGT data shared over control
protocol. No SGT in the data plane.
Methods include, IP-to-SGT
exchange over SXP, pxGrid, ...

#HCiscoConnect

. Enforcement

SGACL
Permit all, Deny all, Custom Policy /
ACL
.
NGFW

Stateful firewall
s

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



wluen]ue
CIsCo

Identity Services Engine

Work Centers / TrustSec

Bookmarks Overview Components

Dashboard Security Groups

O IP SGT Static Mappin
| context Visibility R
Security Group ACLs

Operations Network Devices

Policy Trustsec Servers

Administration

oncretely, where are
SGTs defined?

TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
Security Groups
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
Selected 0 Total 21

_|_ Add ok Import Y Export i Trash @ Push @ Verify Deploy Al ‘1[/

C] Icon Name ~  SGT (Dec / Hex) Description Learned from IP Mapping
] APP_A_SERVER 20/0014 SpO”er |t |S here 0 \
[:] APP_B_SERVER 21/0015 0
@ Auditors Rk 9/0009 Auditor Security Group 0
@ BYOD 15/000F BYOD Security Group 0
i11)] Cameras 42/002A 0
@ Contractors 5/0005 Contractor Security Group 0
@ Developers 8/0008 Developer Security Group 0
Development_Servers 12/000C Development Servers Security Group 0

OJ § X Employee 30/001E 0

O @ Employees 4/0004 Employee Security Group 0

) @ Guests 6/0006 Guest Security Group 0

O Network_Services 3/0003 Network Services Security Group 0

) @ PCI_Servers 14/000E PCI Servers Security Group 0

() Point_of_Sale_Systems 10/000A Point of Sale Security Group 0




1 Domain

Domains are defined by a manager/controller | =

1 Controller
¢ Your infrastructure = Multi-domains = Cross Architecture D
SRS T

a N O N N O N I
Campus WAN Security Cloud DC

aws Console ey APIC

11LHLE 1L — HEJREE 1L

II!III ’ II!III ’ § II!III ’ ..-..l ‘ ll!lll ’

Catalyst Center Catalyst SD-WAN Secure Access ACI
domain domain . domain ) domain domain

isco’ Catalyst Center

eraki Meraki £+ Firewall Management Center /A Microso ft Azure ascs. Nexus Dashboard
= RN REE ) — HOJREE ’ = §aguEs = WOQHES = Nnjiss )
— HEsHEDE — HEENER =8 11111 — HEENNN — HEENNN

Meraki Meraki FMC Azure NDFC

domain domain domain domain domain

k K . / K " / \ nnn / K nnn / K - / /
usco@é?v/leef '

' Demoed In thIS SeSSI%iscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 16
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Transformez votre Securité avec Common Policy
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/
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® The Slido app must be installed on every computer you're
presenting from



https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design

y Qu'est-ce que les Security Group Tags
(SGTs) et les badges Cisco Connect
ont en commun ?

® The Slido app must be installed on every computer you're

presenting from


https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design

Quelle fonctionnalité essentielle est ce
que ldentity Services Engine (ISE) peut
fournir ?

"

® The Slido app must be installed on every computer you're

presenting from


https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design

Quelles sont les 3 étapes clés de
TrustSec ?

"

® The Slido app must be installed on every computer you're

presenting from


https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design

Demo Time!

cisco GM



Deux demos = 2 cas d’'usage reels

P
s
U

Internet access \

chatgpt.com

INET

User /

Cisco cﬂrﬂ%f

-

2

#HCiscoConnect

o

Cloud access \

COooOome

Custom application

aws

Camera

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Un utilisateur accede a une application SaaS

/ Internet access \
<> chatgpt.com

INET

e

Cisco @Mﬂ%f

WD

Classification of user via RADIUS

Propagation from AP to switch

Propagation switch to router

Propagation from router to Secure

Access

Enforcement on Secure Access

HCiscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



== [Data plane

0 SGT Employees

Secure Internet access : overview ® i
@ Siite. D A= e B € Siune

Meraki Pro o agatio n Catalyst SD-WAN Pro P agatio n Secure Access

—

%m@—LE)@ﬁ — -] £l< o > (/As?gggj

Switch \ e — Router

D (R O - ¥ N

[ SD-wAN swa
z

Manager
e @) () [ &)
| Controller \ N /

Propagation

Enforcement
SGT SGACL, SGT, SGT be
1 PoI|C|es =1: OO
=]

Application
Classification

ISE (3.4P1+)
Cisco cﬂw #CiscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



== [Data plane

0 SGT Employees

Secure Internet access ® rucic
1. Classmcatlon via ISE (802.1X)

€ Sime a=z1e B  Sine )

HisEEEN — BEisEhnnN
Meraki Catalyst SD-WAN Secure Access
(e %@}_Lﬁ =) o i e i i , : (@mj
C9300-48P ISR 1100 4G CCESS

Vaidator .y *’
e 8 (w®) (= ®)

Manager

\ ( Sontrle @ ﬂ@
Controller & /
'| SGT SGACL, SGT, SGT
PoI|C|es Bindings

Application
Classification

ISE (3.4P1+)
Cisco cﬂﬂ%f #CiscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




1. Classification via ISE (802.1X) @ - GO

ar

COoooms

User ows162 :I,,S4F,E1 Application
EAP Response Access-Request X
) EAP Request ) Access-Challenge
) EAP Response S Accept-Request ,

EAP Sucess

N

) Access-Accept 0

Access-Accept

L11me Trom request: ¥.V1//V3VVY Sseconds)
Attribute Value Pairs
> AVP: t=User-Name(1) 1=10 val=employee

Type: 26

Length: 38

Vendor ID: ciscoSystems (9)
> VSA: t=Cisco-AVPair(1) 1=32 val=cts:security-group-tag=0006-00
AVP: t= gr-Spnecifi 6 = d=ciscg eme (Q

HTTPS

Cisco @Mﬂ%f

> 3

#HCiscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



09:41 ull & @&

< Réglages Modifier

Wi-Fi

Connectez-vous au Wi-Fi, consultez les
réseaux disponibles et gérez les réglages
d'accéssaux réseaux et aux bornes d'accés a
proximité. En savoir plus...

Wi-Fi @

AirDrop, AirPlay, Me prévenir en cas d'oubli et
I'amélioration de la précision de la localisation
nécessitent le Wi-Fi.




J| Bookmarks

8% pashboard

Il Context Visibility
9, Operations

{ Policy

& . Administration

Ml Work Centers  {p

? Interactive Help

e |dentity Services Engine

Overview
Policy Sets
Status
o
Network Access
Overview
Identities
Id Groups

Ext Id Sources
Network Resources
Policy Elements
Policy Sets
Troubleshoot
Reports

Settings

Dictionaries

Profiler

Components

Policy Set Name

TrustSec Policy

CL-Policy-Set

Guest Access
Overview

Identities

Identity Groups

Ext Id Sources
Administration
Network Devices
Portals & Components
Manage Accounts
Policy Elements
Policy Sets
Reports

Custom Portal Files

Settings

Posture

Description

Work Centers / TrustSec

Policy Sets SXP

Conditions

o] DEVICE:-Device Type EQUALS All Device Types
TrustSec BYOD
Overview
Components

TrustSec Policy
Policy Sets
SXP
Integrations
Troubleshoot
Reports

Settings

PassivelD

Integrations

PEEROCS=E800 "800 - 200000@ASR -7 |

Troubleshoot

8"'(_1

Q & @ 6| AR

Reports Settings

Reset Policy Set Hit Counts

Allowed Protocols / Server Sequence Hits Actions View

299 {é)} pa

EmPEmDll-sC=ma - §




== [Data plane

0 SGT Employees

@ Packet

Secure Internet access
2. Propagatlon de ’AP au switch

P

Meraki

it e £

ISR 1100 4G
Propagation SD-WAN
Validator / CASB N
f X w @) & (
SD-WAN DLP
Manager @

| s G S |

CW9162

Catalyst SD-WAN

e Y A= o B

Secure Access

4

User

Cisco 0071/!%%

SD WAN
Controller

ISE (3.4P1+)

#HCiscoConnect

; @ij
( Access

SGT, SGACL, SGT SGT ? EEREES
6
Application

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



2. Propagation de I’AP au switch @ - Seria)

~

Access point Event type Details
CW9162| Adaptive Policy state change state: enabled, configured: true, uplink_sgt_support: true Peer SCT Capable Enabled Disabled
Adaptive policy group 2: Infrastructure X v
_ e | |
CW9162 C9300-48U
Dst MAC Src MAC 802.1Q CMD EtherType Payload FCS >
CMD Y E—— Lenath SGT Opt SGT Other CMD
EtherType g Type Value Options
10.1.19.7 142.250.186.46 TCP
Frame 10495: 74 bytes on wire (592 bits), 74 bytes capture
Ethernet II, Src: ba:2d:b9:74:c2:e6 (ba:2d:b9:74:c2:e6), D
Cisco MetaData
Version: 1
Length: 1
Options: 0x0001
SGT: 4
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 10.1.19.7, Dst: 142.250.
' > Transmission Control Protocol, Src Port: 62780, Dst Port: ¢ /

Cisco cﬂw #CiscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



‘tsce’ Meraki

Q. Search Dashboard l e ..

og¢ Global Overview New in Dashboard: Building Better Alerting Experiences: An Overview of Enhanced Alert Features and 3 other features. Read more.

Switches

pey Organization
VALETTE v

4+ Add a switch

0 offline [} 0 Alerting (1] 1 online (] 0 pormant

.r. Network
FR92130 - Issy v

@  Secure Connect

Status Name MAC address Connectivity (UTC-8) Serial number Local IP

A
e
[ Q, Search ] Status v Tags s Device type ~ 1 result

*.; Network-wide Qk CL25-SW e8:eb:34:a4:75:00 S

Q5TG-EQW2-ZA7W 10.1.19.6

[
olg Assurance New

{ security & SD-WAN

&  Switching
=~ Wireless
Il Insight

©

Organization

Q. Find in Menu

® 2025 Cisco Systems, Inc.

Privacy policy Terms of service




== [Data plane

0 SGT Employees

Secure Internet access ® rucic
3. Propagation du switch au routeur
i & B =R

C Sme 4

HisEEEN — BEisEhnnN
Meraki Propagation Catalyst SD-WAN Secure Access
A
/4\ ] e JAY , A
| s e e - el ) N[ 505 o 5 0 ) % Secure
C9300-48P \\e// ISR 1100 4G Access

Vaidator .y *’
e 8 (w®) (= ®)

Manager

e/ ClEm @ ([

SGT, SGACL, * :n:n:n:.u-:.
Cxlae
Application

User

ISE (3.4P1+)
Cisco cﬂﬂ%f #CiscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



3. Propagation du switch au routeur

Employees
= (SGT: 4)
beor SGT o interface GigabitEthernet0/0/1 N
eer SGT capable Enabled Disabled vrf forwarding 10
_ _ cts manual
Adaptive policy GrouP 5. Infrastructure policy static sgt 2 trusted
I e F-FH
C9300-48U ISR 1100 4G
Dst MAC Src MAC 802.1Q CMD EtherType Payload FCS >
CMD Version Lenath SGT Opt SGT Other CMD
EtherType g Type Value Options
10.1.19.7

142.250.186.46 TCP

Frame 10495: 74 bytes on wire (592 bits), 74 bytes capture

Ethernet II, Src: ba:2d:b9:74:c2:e6 (ba:2d:b9:74:c2:e6), D
Cisco MetaData

Version: 1
Length: 1
Options: 0x0001
SGT: 4

Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 10.1.19.7, Dst: 142.250.
. > Transmission Control Protocol, Src Port: 62780, Dst Port:

Cisco cﬂrﬂ%f

#HCiscoConnect

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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el Catalyst SD-WAN

o The network is out of compliance due to licensing, please click here for more actions.

Q

Monitor

E Optimization

L8

Configuration

Analytics
alk
e
Workflows WAN

TLOC
Tunnel

Tools
Managed Cellular Activation =

@

Reports SECURITY MONITORING
Firawall
Q
Maintenance Intrusion Prevention
URL Filtering
Q
Advanced Malware Protection
Administration i gt
TL Decryption
a "
Umbrella DNS Re-direct
Explore

Control Connections

tem Status

Troubleshooting

I Real Time
L

CL25-router | 7.7.7.28

Device Options:

Property

Name 27001

System Information

Device Model: ISR 1100 4G (Cisco 0S) (1)

Value

e = ® Q | Q  Marion vailler

Hi

Total Rows: 10

LS

Hostname
Last Updated
Latitude
Longitude
Jersonality
Site ID
Timezone

Vbond

55
[ TS

CL25-router

19 Jan 2025 7:12:40 PM CET

37666684

-122.777023

WAN Edge

2700

UTC +0000

vbond-16923

ol LhRCEEEEE

T A6 InREsQlesc e,




== [Data plane

0 SGT Employees

Secure Internet access ® roc
4. Propagation du routeur a Secure Access

/ RNQHEE , \ / WIQNEE , \ / = HOJEEE , \
Meraki Catalyst SD-WAN Propagation Secure Access

| %%%@T&—Lﬁ 1 [ o i s o mlJ/U , \ c/ii?(i@j

J
C9300-48P ISR 1100 4G N a /
SD-WAN . ; .
Validator

/- V ~\)
[ SD-wAN @

Manager

\_ emr N K@ ﬂ

SGT, SGACL, * :n:n:n:.u-:.
Cxlae
Application

User

ISE (3.4P1+)
Cisco cﬂﬂ%f #CiscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



4. Propagation du routeur au SSE @ - ST

ISR1100-4G-FGL2347L52)  Tunnel16000001 IPSEC active Cisco Secure Access ISR1100-4G-FGL2347L52) )

Review and edit this network tunnel group. Details for each IPsec tunnel added

ISR1100-4G-FGL2347L52) Tunnel16000002 IPSEC backup Cisco Secure Access

Summary

@ connected

. . Region Europe (Germany) Routing Type  NAT / Outbound Only Secure
ISR ,I ,IOO AG Device Type Catalyst SDWAN AcceSS
CL25-router#show platform packet-trace packet @
CLEUR25 Packet: @ CBUG ID: @
Summary
Input i GigabitEthernet@/0/1
) Output i GigabitEthernet@/0/0
SSE Provider State . FwWD
) Timestamp
C SSE
@ cisco Start : 5678549528447 ns (01/22/2025 22:12:11.122782 UTC)
. Stop : 56785409699943 ns (01/22/2025 22:12:11.122954 UTC)
Context Sharing Path Trace
Feature: IPV4(OQutput) N
@ VPN @D s6T Input : GigabitEthernet0/0/1 ?

Output : Tunnell6000001

Source : 10.1.19.4

Destination : 8.8.8.8

Protocol : 1 (ICMP)
Feature: IPSec

Result ¢ IPSEC_RESULT_SA

Action : ENCRYPT

SA Handle : 28

Peer Addr : 8.8.8.8

Local Addr: 10.1.19.4
Feature: SDWAN SSE Metadata

Next protocol: 1

SGT HL
\\\k Source VPN : 10 4///
Cisco @MW #CiscoConnect © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public 38




lco'  Catalyst SD-WAN = @ Q@G | Q Marionvailer v

o The network is out of compliance due to licensing, please click here for more actions.

Q
Monitor
Configuration Groups | so-wan v
.
Configuration Configuration Groups 20 System Profile 39 Transport & Management Profile 40 Policy Profile 1 Service Profile 38 CLI Add-on Profile 18 UC Voice Profile 1 Other Profile 3
Analytics
A As of: Jan 23, 2025 01:17 PM ¥
b Name Type Profile Provisioning Status Origin Updated By Last Updated On . Actions
Workflows In Syne Devices | Associated Devices
K lab-fimoreir-home Single Router 6 O 1/1 user fimoreir Jan 23, 2025, 12:50:35 PM : v
Tools
@ CPOC-London-Large Single Router 4 o 1/1 user fomuya Jan 23, 2025, 11:40:18 AM : v
Reports
[ +]
CPOC-London-Devices Single Router 4 O 2/2 user fomuya Jan 23, 2025, 11:37:38 AM : v
Maintenance
‘o ) )
Ao labat e fomuya-cpoc Single Router 4 @ 0/0 user fomuya Jan 23, 2025, 11:37:38 AM 1 v
g
Explore Bydgoszcz-makrupin-Home Single Router 4 e 1/1 user makrupin Jan 23, 2025, 11:23:15 AM : ~
ISB_Sdwan_4451 Single Router 2 a 01 user fimoreir Jan 22, 2025, 8:04:49 PM : v
nboursie_home Single Router 4 Q@ 1/1 user fimoreir Jan 22, 2025, 8:01:20 PM : LY




b Secure Access 9 ® L Marion vailler v

( ()
Connect : (&) =
Schedule Export CSV

B LAsT 24 HOURS ¥

o -
Essentials
Home =
Network Connections n, identity, or URI Advanced ~ Saved Searches v & Customize Columns All =
Users and Groups
- End User Connectivity 98 634 Total ¢ Viewing activity from janv. 18, 2025 6:09 PM to janv. 19, 2025 6:09 PM Page: 1 ~ Resultsperpage: 50 ¥ 1-50
Experience
Insights DNS Forwardedy
ot All Request Source Rule identity O Destination Destination IP Destination Port Destination Country Ir >
b
Connect FW *"Corporate (VPN-10) *“Corporate (VPN-10) 17.248.248102:443 10
[ FW *Corporate (VPN-10) *Corporate (VPN-10) 157.240.253.17:443 10
Al @D * Corporate (VPN-10)  “* Corporate (VPN-10) 8.8.8.8 10
Resources
*"Corporate (VPN-10) *"Corporate (VPN-10) 8.8.8.8 10
‘ Y Corporate (VPN-10) ¥ Corporate (VPN-10) 51.92.110.33:443 10
Secure
¥ Corporate (VPN-10) *"Corporate (VPN-10) 17.248.248.102:443 10
Q ¥ Corporate (VPN-10) ¥ Corporate (VPN-10) 142.250.184.206:443 10
Monitor
?"Corporate (VPN-10) *"Corporate (VPN-10) 142.250.184.206:443 10
ot All
¥ Corporate (VPN-10) ¥ Corporate (VPN-10) 51.92.110.33:443 10
[+]
Admin &> *"Corporate (VPN-10) * Corporate (VPN-10) 142.250.185.238:443 10
*"Corporate (VPN-10) *"Corporate (VPN-10) 17.248.248.120:443 10
L2 =
Workflows *"Corporate (VPN-10) *"Corporate (VPN-10) 142.250.185.129:443 10
2t All
Y Corporate (VPN-10) ?" Corporate (VPN-10) 51.92.110.33:443 10
Y Corporate (VPN-10) *"Corporate (VPN-10) 51.92.110.33:443 10
* Corporate (VPN-10) *"Corporate (VPN-10) 51.92.110.33:443 10
WIS 0 g select All :
AT o o PRIt NIDAL AN 9 v o (VIO AN 140 NENIDL AL-AAD B

PEEOES =300 @80 - 0000008 - T | A6 | InEEsolecE s



== [Data plane

0 SGT Employees

Secure Internet access ® ook
5. Enforcement sur Secure Access
e\

/ ....-, \ / gllm-, \ /

ENENEN ERERNN ElSEEE
Meraki Catalyst SD-WAN Secure Access
\%%%@W—Lﬁﬂiﬁ T — -l , ) (”(As?cumj
C9300-48P ISR 1100 4G CCESS

(& ¥
=22 ==

dite Manager

— [ SD-WAN
\ CW9162 / \ | Controller @/ W\ Fwaas
Enforcement

SGT, SGACL, oo
&
=]

Application

SGT

User

ISE (3.4P1+)
cisco 0071/!%% #CiscoConnect
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5. Enforcement sur S

ecure Access

Employees
(SGT : 4)

User

Secure
Access

alial
cisco

Cisco Secure Access

Co site o5t blogus.

intemnetbadguys.com

SECURITY THREAT DETECTED AND
BLOCKED

Based on Clsco Secure Access security theeat information,
access 1o the web site has been blocked 1o prevent an attal
on your browsar.

Malware protection has shilted from the endpaint. deeper
It he netwerk, In order te caler to a rowing number and
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= Security Group Tags
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Transformez votre Securité avec Common Policy

14
14

\

4 Campus w

19/’
10/

1(
1€
1

N

WAN W

1(

1

_

S

ecurity

10,90

e

19
19
19
10

]

Cloud
2.168.1.1,

4 DC

192.168.42.1,
192.168.3.4,
192.168.100.200

10.255.255.255,

k

~

/

Cisco 0071/!%%

#HCiscoConnect

.

Employees
Guests
Contractors

Production servers

BYOD
Network devices
Unknown

/

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

45



Second
Demo Time !
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A camera needs to access to an AWS application

Classification of EC2 via APIs
Propagation of EC2 classification

Enforcement via NGFW on SD-WAN
Edge
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Secure Cloud access

Classification of EC2 via API
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=== Data plane
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On ne peut pas imaginer un Cisco Connect sans
badges

Imaginez votre infrastructure avec Common Policy
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Meet us

@\World of Solution
Booth

User Protection
Protect users from
any location,
accessing

applications
anywhere, with
frictionless zero-
trust secure
access

#HCiscoConnect
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Cloud
and
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Session ID

Premium Support

Guidance on user
security software from
set up assist with device
trust, discovering
devices and users on
the network, secure
access, and onboarding
and configuration of
Cisco Secure products
in the environment with
facilitation 3rd party
product secure
interoperability

SAS
Secure
Access

SAS ISE

Visibility of NGFWs HW
devices across cloud
and hybrid environments
to ease contract
managementin one
platform

Support ISE’s role in SAS
supporting zero trust Firewall
capabilities via one

platform to view all ISE

SNS appliances

Solution Attached Services

Securely adopt secure
access-based technology to
protect distributed
workforce's access from any
device, anywhere. Phased
migration with configuration
porting, intent mapping, and
data plane transition

Securely adopt a zero-trust
strategy by using
experienced security
strategy, analysis, and best
practices to accelerate the
safeguarding of the network
along with impleme ntation for
endpoints and access ports,
tuning and stabilization of ISE
production environment, and
evaluating imple mentation
issues

Securely adopt technology to
monitor and protect your
network from unauthorized
access. Adopt Firewall to
fully-utilize advanced
capabilities including secure
workload integration

Go Beyond with Cisco
CX!

Lifecycle Services

Configuration of
advanced malware
protection on Secure
Firewall, Secure Email,
and Web-Sec urity
bringing deeper
visibility into network-
level and network-
edge threat activities.
Activities include
accelerating secure
network access, SASE
advisory
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