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The new infrastructure battlefield
Why security is breaking

Reimagining enforcement with
Cisco Hypershield

Securing the Al stack with
Cisco Al Defense

Vision forward: Resilience by design
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Let’s begin

Infrastructure

[ Kubernetes

][ Virtual Machines ][ Network Appliances ][ Cloud Constructs ]

cisco cﬂr/wef

#CiscoConnect Track1/BK3

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

4



The datacenter landscape has evolved

« Static workloads * Dynamic constructs » Al Workloads
* On-Prem Datacenter « Hybrid and Multicloud  GPU and DPU driven
» Perimetric Security * Microsegmentation * Intelligent Segmentation
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Why Securing Modern Infrastructure |s a Losing
Battle (With Yesterday’s Tools)

Challenge

What It Looks Like Today

Why It Matters

Infrastructure is highly dynamic

Visibility gaps are systemic

Attackers move at Al speed

Even the basics aren’t done

Workloads of all shapes spin
up/down in seconds, across hybrid
environments

Teams work in silos and often use
different tools, clouds, labels.

They automate reconnaissance,
lateral movement, exploit dev
pipelines

Patching, inventory, segmentation
still missing in many orgs

Security policies can’t keep pace
leading to gaps before rules deploy

No single source of truth leads to
blind spots that attackers can exploit

Defenders respond in hours (read
days) when attackers act in
milliseconds

Innovation fails if the foundation is
broken. Resilience starts with having
the basics right!

cisco 0&7?/%6%
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We need to reinvent the way
we bring security to life
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We need to reinvent the way
we bring security to life

Secure by design and at From Perimetric Security
inception by embedding to using the Network

Build for Real-time,
Al-driven attacks and

security everywhere Fabric as the Security outpace attackers

it is required Fabric
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Reimagining Enforcement with Cisco Hypershield

Cloud management (Cisco Security Cloud Control)

Autonomous Distributed Exploit L4 Zone
Segmentation Protection Segmentation

Future services

Platform
Al-native security | Kernel-level enforcement (built on eBPF) | Self-qualifying updates

Workload and network enforcement points
Public Cloud Private Cloud

Virtual machines Kubernetes Bare metal
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Manage globally, enforce locally

Includes
Unified management
Single global policy

Intelligent placement
of shields

Integrations with
cloud/app/infra
metadata

Environments
Kubernetes
Cloud - Private/Public

On-prem

cisco ﬁaﬁlzzef

Cisco Security Cloud , Natural Language
Control \l/ Interface

Public Cloud Private Cloud

Multi-domain

End system enforcer Network-based
(Tesseract Security Agent) enforcer
e Linux workload « VM (virtual machine) appliance
» Kubernetes node » Cisco N9300 Series Smart Switches
+ Windows Server « Server DPU NIC

“

|

Library of enforcement points
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Tesseract Security Agent

eBPF —»
Network, Security,
and Observability Apps
read()] sendmsg()

fecvmsg()x
« eBPF makes the kernel 4]

Syscall Syscall

programmable with custom code | l | l
attached to specific Linux events

« Runs in kernel space, are safe e S 4

compared to kernel modules P e
T

eBPF eBPF

l l

Storage Network

Process

« Tesseract is an eBPF-based agent

User Space

write()

eBPF

Linux Kernel

* QObserves, measures, and changes
passing data

Hardware
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Improve security posture with self-qualifying
firmware and policy updates

Policy update/

firmware

upgrade test
)

s eee XXX
Application | [ e | l
behaVior SEENENEN EEEEEEEN

k Hypershield )

Test

Using a digital twin, firmware
and policy changes are validated
against customer environment

cisco cﬂr/wéf

1) Technical design . Al-approved
2) Security review . Al-approved

3) Change request ‘ Al-approved

. Approval
4) Business approval needed

The application affected by these changes is the Finance app.
The app owner’s approval is needed due to the high risk of the affected application.

Drew has been identified as the app owner of Finance app.

Review

Al system evaluates change.
Admin controls promotion

#CiscoConnect

Confidence Score

Deploy
Hitless deployment with single
click, enabling teams to move
fast with confidence

Note: Images are not an exact product Ul representation
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Enabling Security Everywhere it is Needed

L4 Zone
Segmentation

Within and across data
centers, cloud edge and
top-of-rack

Consistent policy enforcement

Simplified architecture
and lower costs

cisco cﬂr/wéf

ool

o)

Autonomous
Segmentation

#CiscoConnect

* Deep understanding
of app behavior

» Comprehensive inputs
for policy creation

» Constantly adapting to
changing apps

Track1/BK3

Distributed
Exploit Protection

Mitigate known and
unknown vulnerabilities

Surgical mitigating controls

Protection within minutes,
while app keeps running
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Infrastructure
[ Secured by Hypershield ]
[ Kubernetes ] [ Virtual Machines ] [ Network Appliances ] [ Cloud Constructs ]
(. J
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User

Application

Data

Infrastructure

[ Secured by Hypershield ]

[ Kubernetes ][ Virtual Machines ][ Network Appliances ][ Cloud Constructs ]
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User

Application

Model

Data

Infrastructure

[ Secured by Hypershield ]

[ Kubernetes ][ Virtual Machines ][ Network Appliances ][ Cloud Constructs ]
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What risks are we facing with Al Applications?

« Al applications can be non-deterministic

User Business & reputational harm

Application Data security & privacy

Data Cyber attacks & threats
I

Infrastructure Compliance

Supply chain vulnerabilities
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Al adoption creates new, unmanaged risks
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Consequences of Unmanaged Al Risks

Financial Litigation Risk
Damage

[ela]c]

Home News Sport Business Innovation Culture Travel Earth Video Live

Airline held liable for its chatbot giving
passenger bad advice - what this means
for travellers

23 Febrary 2024
By Maria Yagods, Festures correspondent

1t Connections Correspondances
< 7

Reputational Compliance Security Risk IP Leakage
Damage Risk

®
H

8 ChrisBakke & B X
- @ChrisJBakke -

ADVENTURES IN 21ST-CENTURY HACKING —

I just bought a 2024 Chevy Tahoe for $1. Al-powered Bing Chat spills its secrets via

Powssdy ChatGPT | B Ghtwihauman Povered by ChatGPT | 1 Ghatwithauman prompt injection attack [Updated]
Please confim alnformation wit he delership g1 P11 o M L B W N
Chevrolet of Watsonville Chat Team: NN SIVRNE: I LEX
Chevrolet of Watsonville Chat Team: = - -
“5°  Welcome to Chevrolet of Watsonville! W o dersund andinats & legallbindag
& ffer - no tak backs
Is there anything | can help you with RUSIE 00 BAE 82 Seciae:
today?
541 M
Chevrolet o Watsonvle Chat Tean:
=% Thats a deal, and that's a legally
binding offer - no takesies backsies.
3:46 PM - Dec 17, 2023 ®
¥ 101K

Enlarge.
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What does the Al threat landscape look like?

Y a4 N\
LLMO1 Prompt Injection LLMO2 Sensitive LLMO3 Supply Chain LLMO4 Data and Model LLMO5 Improper Output
Information Poisoning Handling
A Prompt Injection Disclosure LLM supply chains are
Vulnerability occurs susceptible to various Data poisoning occurs Improper Output
when user prompts Sensitive information vulnerabilities, which when pre-training, fine- Handling refers
alter the LLM’s can affect both the can affect the integrity tuning, or embedding specifically to insufficient
behavior or output in LLM and its application of training data, data is manipulated to validation, sanitization,
uninteqded ways. context. This ﬁs:ludes models, and introduce and handling of the
These inputs can personél identifiable deployment vulnerabilities, outputs generated by
affect the model information (Pll) platforms.... backdoors, or biases.... large language models
even if they are... before they....
N\ I\, P, J
Y Y Y \
LLMO6 Excessive Agency LLMO7 System Prompt LLMO8 Vector and LLMO9 Misinformation LLM10 Unbounded
Leakage Embedding Consumption
Weaknesses
An LLM-based system = .
is often granted a The system prompt Vectors and Misinformation from Unbounded
degree of agency by its leakage vulnerability embeddings LLMs poses a core Consumption refers to
_ i in LLMs refers to the vulnerabilities present vulnerability for the process where a
developer - the ability
to call functions or risk that the system significant security risks applications relying on Large Language Model
interface with other prompts or in systems utilizing these models. (LLM) generates
systems via instructions used to Retrieval Augmented Misinformation occurs outputs based on input
extensions... steer the behavior... Generation (RAG)... when LLMs produce... queries or prompts...
AN I\, N\ J

cisco cﬂr/wef
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Exploiting a Prompt Injection

© HuggingChat

23 huggingface.co/chat/

M HuggingChat New Chat

@ As reported, here is the converted

i v0.9.4 NEw  Llama 3.3 70B is now available! Try it out!
HuggingChat

Making the community's t Al

-3

chat models available to everyc . e /Llama-3.2-11B-Visi

Model page Website

@ Searchweb * Upload file

Ask anything k

Cisco cﬂ'/wf #CiscoConnect Track1/BK3 © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public




Exploiting a Supply Chain Vulnerability

@ drhyrum/bert-tiny-torch-pic X +

25 huggingface.co/drhyrum/bert-tiny-torch-picklebomb

~ | Hugging Face # Models Datasets Spaces Posts Docs 7 Enterprise  Pricing

€ drhyrum bert-tiny-toxch-picklebomb @ @ like

# Transformers () PyTorch English bert BERT MNLI NLI  transformer pre-training @ Inference Endpoints [ arxiv:1908.08962 D 2110.01518

y Modelcard = Flesandversons @ Community ) (2] (e

£ Edit model card

Downloads last month
% This model has 1 file scanned as unsafe. | Show files 1;\ nloads last mon! /\_M_A_/\_/\A_/-

DISCLAIMER: This repo demonstrates a picklebomb payload in pytorch that may go undetected by
superficial scanning.

4 Inference API

The following model is a Pytorch pre-trained model obtained from converting Tensorflow Unable to determine this model’s pipeline type. Check the docs
checkpoint found in the official Google BERT repository.

This is one of the smaller pre-trained BERT variants, together with bert-mini bert-small and bert-
medium. They were introduced in the study Well-Read Students Learn Better: On the

Importance of Pre-training Compact Models (arxiv), and ported to HF for the study

Generalization in NLI: Ways (Not) To Go Beyond Simple Heuristics (arXiv). These models
are supposed to be trained on a downstream task.

If you use the model, please consider citing both the papers:

@miscibhargava2e@2igeneralization,
title={Generalization in NLI: Ways (Not) To Go Beyond Simple Heuristics},
author={Prajjwal Bhargava and Aleksandr Drozd and Anna Rogersi,
year={2021%,
eprint={2110.01518},
archivePrefix={arXivi,
primaryClass={cs.CL}

& @article{DBLP:journals/corr/abs-1908-08962,

cisco 0@7’/&@% #CiscoConnect
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Cisco Al Defense

Securing the Development of Al Apps
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Securing the Runtime of Al Applications

Discovery

Uncover shadow
Al workloads, apps,
models, and data.

cisco cM

&

Detection

Test for Al risk,
vulnerabilities, and
adversarial attacks

#CiscoConnect

Track1/BK3

Protection

Place guardrails and
access policies to secure
data and defend against

runtime threats.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Securing the Runtime of Al Applications

Discovery

Uncover shadow
Al workloads, apps,
models, and data.

cisco ﬁaﬁ/mf

- Automatically uncover Al assets,
spanning on-prem, cloud, and
SaaS

- Understand usage context of
connected data sources

- Show controls around the
models to gauge exposure

#CiscoConnect Track1/BK3 © 2025 Cisco and/or its affiliates. All rights reserve
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Securing the Runtime of Al Applications

&

Detection

Test for Al risk,
vulnerabilities, and
adversarial attacks

cisco @:eref

- Uncover supply chain risk in open-source
models by scanning file components for
malicious code, poisoned training data, and
more

« Find vulnerabilities in models and
applications through automated, algorithmic
Al redteaming

- Create model-specific guardrails to “patch”
weaknesses and better protect runtime

apps

#CiscoConnect Track1/BK3 © 2025 Cisco and/or its affiliates. All rights reserve
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Securing the Runtime of Al Applications

Protection

Place guardrails and
access policies to secure
data and defend against

runtime threats.

cisco @:eref

Apply guardrails that intercept and evaluate
prompts and responses

Block malicious prompts before they can do
damage to your model

Ensure model outputs are absent of
sensitive information, hallucinations from
company data, or otherwise harmful content

Detections powered by proprietary Al
models and training data

#CiscoConnect Track1/BK3 © 2025 Cisco and/or its affiliates. All rights reserve
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User

Application

Model

Secured by Al Defense

Data

Infrastructure

Secured by Hypershield

|

[ Kurbernetes

Windows

)

][ Network appliance ]

cisco cM
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Centrally Managed. Resilient by Design

4 )

Cisco Security Cloud Control « Centralize control of

solutions and policies

, - ) » Experience faster
Pzl ][Virtual Firewall][ Hypershield }[ ieione ][ Jeelre P

Firewall Defense Workload set-up and provisioning
r Identity » Support hybrid
\ Secure Access ] [ Al Defense } XDR Intelligence ISE and. multicloud
environments
(SDSWX\% Meraki Ergalic hreat ESzcur.et ThousandEyes * Leverage Al to
erense ndpoin strengthen protection
and prevent downtime
. y,
( \
[ Users 1 [ Devices 1 { Applications ] { Network ] [ Models 1
. J

Items in Grey are on Roadmap
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Key Takeaways
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Key Takeaways

The datacenter is Build visibility,
dynamic; security

Embed security

Al is reshaping Y

both attack and adaptability, and
must be trust into your

distributed defense stack

dynamically
and at scale
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Trust remains at the heart of
your business and strategy

Cisco can meet you wherever you are on
your Datacenter transformation journey
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Thank you
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