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China-nexus cyber threat groups rapidly exploit React2Shell aWS,

vulnerability (CVE-2025-55182)

k J Mc on 04 DEC 2025 | inB Practi Security, Identity ompliance, Thought Leadership | Permalink | @ DEEPFAKE
Comments | @ Share https://aws.amazon.com/blogs/security/China-nexus- X
cyber-threat-groups-rapidly-exploit-react2shell-
vulnerability-cve-2025-55182/

December 12, 2025: The blog post was updated to clarify when customers need to update their ReactJS version.

Within hours of the public disclosure of CVE-2025-55182 (React2Shell) on December 3, 2025, Amazon threat intelligence Al supercharges Attacks in cybererime.s

teams observed active exploitation attempts by multiple China state-nexus threat groups, including Earth Lamia and

s U
Jackpot Panda. This critical vulnerability in React Server Components has a maximum Common Vulnerability Scoring New Elﬁh wave

System (CVSS) score of 10.0 and affects React versions 19.x and Next.js versions 15.x and 16.x when using App Router.

NEWS  20January 2026

While this vulnerability doesn’t affect AWS services, we are sharing this threat intelligence to help customers running
React or Next.js applications in their own environments take immediate action. Kevin Poireault
rter, | v

ct on Linkedin

Salt Typhoon Hacks of Telecommunications Companies and Federal Response Implications

InfBsecurity
Magazine
Alis powering a “fifth wave” in the evolution of cybercrime, offering inexpensive, ready-made Stay i

y informed.

- t u “ “ I I malicious tools enabling sophisticated attacks, according to Group-IB.
i i i i 3 i - ity firm divided the SMy secure.
CRS PRODUCT (LIBRARY OF CONGRESS Hide Overview X Inits latest report, published on January 20, the Singapore-based cybersecurity
CYBERSECURITY NEWS, NS history of cybercrime in four phases, from the opportunistic malware and viruses of the 1990s and Get weekly updates on the
latest threats, breaches &

early 2000s to "ecosystem and supply chain attacks” wave that marked the 2010s and 2020s.
trends in cybersecurity

REGISTER NOW!

Malware & Threats v Security Operations v  Security Architecture ~  Risk Management v Since 2022, the firm argued, cybercrime has entered a fifth wave, which it called “weaponized Al."

CRS Product Type: In Focus

This new era is marked by the rapid adoption of Al and generative Al (GenAl) tools by attackers that
*turn human skills into scalable services® and make cybercrime ‘cheaper, faster and more scalable,”
g ld t~var Dmitry Volkov, Group-IB's CEO, said in the report's foreword.

Z3

N LIVE WEBINAR
\ =
\SECURITY VEEK

CYBERSECURITY NEWS, INSIGHTS 6 ANALYSIS

CRS Product Number: 1F12798

Topics: Commerce & Small Business; Defense & Intelligence; Foreign Affairs; t
Science & Technology Infosecurity Magazine source:

https://www.infosecurity-

magazine.com/news/ai-supercharges-

attacks-cybercrime/

Identity Under Attack:
Why Every Business Must Respond Now

Publication Date: 01/23/2025

Author: Jaikaran, Chris

February 11, 2026 at 1PM ET REGISTER NOW >

www.congress.gov/crs-product/IF12798
MALWARE & THREATS

Two Years On, Log4Shell Vulnerability Still Being
Exploited to Deploy Malware

More than two years after the Log4j crisis, organizations are still being hit by crypto-currency miners and backdoor scripts

" U

More than two years after the critical Logj zero-day sparked chaos around the world, organizations are still TRENDING

being hit by exploits pushing crypto-currency miners and malicious backdoor scripts. Crunchbase Confirms Datd

Www.securityweek.com/two-years-on-log4shell-vulnerability - still- alialn,

© 2026 Cisco and/or its affiliates. All rights reserved. PSOSEC-2509 being-exploited-to-deploy-malware/ cisco



Firewalling needs to evolve to meet today’s challenges

Stateful Firewall

1990-2007

Drivers Growing internet access
Basic attacks

Need perimeter control

Needs Tracks connection state
Filters by IP/port

Basic traffic control

© 2026 Cisco and/or its affiliates. All rights reserved.

Next Generation

Firewall
2008-2024

Rise of SaaS/cloud apps
Mobile users

App layer threats

App & user aware
Integrated threat prevention
SSL/TLS decrypt

Hybrid Mesh Firewall

2025-

Increasingly distributed apps
Rise of Al

Zero trust imperative

Hyper-distribution
Integrated Al protection

Al-powered management

]
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Security close to every workload: Hybrid Mesh Firewalling

SECURITY OUTCOMES

DPU
® E@B L o HH" 1 @ " BRRRREE 52250055 (N 53335058 °
Al Multi Cloud Secure 3rd Party Secure Smart Secure
Defense Defense Firewall Firewall Router Switches Workload
o ® 00 (X ee oo eoe 10
- SECURITY CLOUD CONTROL
@
o@o
@ @,
@
o

Write policy once, enforce across the mesh




Firewall price-performance leader

Top to bottom

Branch ——— Campus ——— Data center —— Cloud —

=
200 Series 1200 Series 3100 Series 4200 Series 6100 Series Public/Private
20+ cloud variants
1T Model 6 Models 5 Models 3 Models 2 Models
Firewalling + IPS Firewalling + IPS Firewalling + IPS Firewalling + IPS Firewalling + IPS ala,
NUTANID aKVM
2 openstack WIE\éV)%re
Up to 1.5 Gbps Up to 18 Gbps Up to 45 Gbps Up to 140 Gbps Up to 600 Gbps WS .
(@) alkira
rackspace .
) G ORACLE
Alibaba Cloud CLOUD INFRASTRUCTURE
]
cisco
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Advanced FPGA for PQC ready Crypto Engine

-tworking

Traffic accelerator at the heart of 3100, 4200 and 6100 systems

Securit—

Inline Crypto (DTLS, IPsec)

9 9

PQC ready crypto engine

7)) Cisco Secure Firewall
acceleration

S

)

7)) Full stateful processing for
traffic being offloaded

Y

© 2025 Cisco and/or its affiliates. All rights reserved.

IPv4 and IPv6 traffic
processing

2-16M of flows that can be
statefully offload from
software processing

Market leading for Watt per
Gbps of protected traffic

Programmable uCode

l|||.|||l
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Cisco NGFW New Features!

Encrypted Visibility Engine

Simplified configuration of Al/ML-driven
detection of apps and malware in encrypted
traffic, without decrypting

Splunk Integration for Syslog
Seamless integration empowers
administrators to effectively monitor and
respond to potential threats in the network.

SnortML

Deep neural network engine to detect
exploits, trained on malicious and benign
traffic

© 2025 Cisco and/or its affiliates. All rights reserved.

Simplified Decryption Policy Creation
Ease of use with the focus on what the policy
should do, while less focus how to generate the

policy.

Firewall Upgrade Hardening

Simple, swift, & error-free upgrades with less than
10-clicks from anywhere in the Ul to a fully
upgraded environment.

Firewall

Cisco Security Intelligence
Associate an identity source with identity intelligence
like Cisco Identity Intelligence (CII)

l|||.|||l
cisco



Cisco Encrypted Visibility Engine

Visibility to malicious flows in encrypted traffic without decryption

Machine learning Processes 1 B+ Processes 10 K+
(ML) technology TLS fingerprints malware samples daily
i I LT

‘ \ - N iht
p * ~' N
© 2026 Cisco and/or its affiliates. All rights reserved. Q" . > . d 't cilsco
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EVE Through the Years

TLS Client Hello

DHE
Cipher Suite: TLS_ECOHE

Client Application: Firefox

TCP/TLS 192.168.2.110/34624->172.16.45.200/443 Machine Learning models easily
Network |:| differentiate between these two
TCP/TLS 192.168.2.110/21013->203.0.113.154/443 o i

Visibility
T" TLS Client Hello
Malware — o

Blocking

Client Application:

T
e: T
e T

T

il

Tor Browser

Support

for QUIC . :
Data set Encrypted Visibility Engine

____________________________________ 5
'

Talos Threat

Intelligence )
Incoming
Selective encrypted Packet threat score @
traffic flow Malware less than threshold

Decrypt Data from 80K o — threat score Packet is allowed N
ifi endpoints/da analysis
Unified P y k
Config
1B TLS
fingerprints/day creater than treshold
*
10K samples
sandboxed/day Packet is blocked

]
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What Does Encrypted Visibility Engine Provide?

| am 99% sure

“chrome.exe”
process initiated

this encrypted

connection.

User’s Computer
-

=

O LL Application =, Malware %Selective 1? 0S
k J Detection Activity Decryption Details

L] L]
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EVE In action: Malicious flow

afra]n ; . :
cISco © 2025 Cisco and/or its affiliates. All rights reserved.



EVE changes the game on decryption

Risk-based intelligent decryption, powered by Cisco Encrypted Visibility Engine (EVE)
High risk

~0.6% of flows

EVE Risk Medium risk

Score - <Decrypt and inspect further >
~3.4% of flows

Low risk

\ 4

~96% of flows

afra]n ; . :
cISco © 2025 Cisco and/or its affiliates. All rights reserved.



Vulnerability Classes

SQL Injection

Command Injection

Cross-Site
Scripting

Code Injection

MySQL, MariaDB,
PostgreSQL, Oracle, MS SQL
Injection:

CVE-2021-20028
(SonicWall)
CVE-2021-27101 (Accellion)
CVE-2021-30117 (Kaseya)
CVE-2022-21661
(WordPress)
CVE-2022-29383 (Netgear)

Unix/Linux/Windows Shell
Injection:

CVE-2020-4006 (VMware)
CVE-2020-4211 (IBM)
CVE-2021-3060 (Palo Alto
Networks)
CVE-2021-22123 (Fortinet)
CVE-2021-25296 (Nagios)
CVE-2022-28572 (Tenda)
CVE-2022-28573 (D-Link)
CVE-2022-27947 (Netgear)

Reflected XSS:

CVE-2025-0133 (Palo Alto
Networks)
CVE-2022-27926 (Zimbra)
CVE-2022-28818 (Adobe
ColdFusion)

PHP Code Injection:

CVE-2020-5847 (Unraid)

Template Interpolation:

CVE-2021-44228 (Log4j)
CVE-2022-22954 (VMware
Workspace)

Expression Language
Evaluation (EL, OGNL, etc.):

CVE-2020-3956 (VMware
Cloud Director)
CVE-2021-31805 (Apache
Struts)

© 2026 Cisco and/or its affiliates. All rights reserved.
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zero-day protection with Snort ML

Snort ML extends IDPS protection to unknown variants of common attacks

SnortML uses Machine Learning to expand IPS capabilities

» Trained on all known embodiments for a given vulnerability type

.. . . . rTTTT T S ! \I
« Detects new patterns for the vulnerability without a static signature : : : :
. . . . I : !
« TLS or QUIC decryption is still required | o : o
. . — I I e I
+ Supports Command and SQL Injection attacks today i n::: ! : D:g I
] - - " I I I
+ Enabled by default in Maximum Detection IPS policy : N : | | I
. a B
. . . ! —_— : 1 -
' Known SQL injection attack *X) - e
T |
&:::{ I ES : : ©)
! C | 1 c |
' ' v
N : '
. . . I | L |
Zero-day SQL Injection variant ; . — |
1
: ) . ;
|:| GID:SID Rule Details Rule Action B SetBy Assigned Groups
i [
~ |:| 111 f (snort_ml) potential threat fo... < @ Rule Override Builtins [ ¥ l\
alert ( gid:411; sid:1; rev:2; msg:"(snort_ml) potential threat found in HTTP parameters via Neural Network Based Exploit Detection"; metadata: policy max-detect-ips
alert, rule-type preproc; reference:url blog.snort.org/2024/03/talos-launching-new-machine-learning.html; classtype:unknown;)
Snort Rule (Deep learning model)
alert ( gid:411; sid:1; rev:1; msg:"(snort_ml)
potential threat found in HTTP parameters via Neural .
Network Based Exploit Detection"; metadata: policy Powered by TALOS Inte”lgence
max-detect-ips alert, rule-type preproc; vlua]n

© 2025 Cisco and/or its affiliates. All rights reserved. CIsco
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Future Firewall Integration with Al Defense

Gen Al Protection

Intercept and Evaluate

prompts between enterprise
applications to 3rd party Al

Services

Initially managed from Security

Cloud Control

Phase 2 will bring Al Defense

Integration to FMC.

Recruiting motivated customers
for feedback and testing now!

alal,
cisco

© 2024 Cisco and/or its affiliates. All rights reserve
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Quantum-Safe VPN and SSH - Future Proofing Encryption

Problem:
New IKEv2 Policy

Hama:*

Classical ciphers are vulnerable to quantum computers. T
Sensitive VPN and SSH traffic can be captured today and Dasde
decrypted later. e

Priority:*
n

Litetime!

Solution:

Post-Quantum IKEv2/IPsec - Support for RFC-
9242/9370 hybrid and ML-KEM key exchanges.

Quantum-Safe SSH - ML-KEM available as a
configurable SSH cipher.

Secure Management Links - (FMC - FTD) sftunnel
traffic protected with ML-KEM.

cISco © 2024 Cisco and/or its affiliates. All rights reserved.

Post Quantum Key Exchange @

Cancel a




Fusing Security Into the
Network




Nexus Smart Switch

Unmatched Flexibility, Performance, and Efficiency

Cisco
Smart Switches
Networking Hypershield
B o ) ) - | O O O '
: iEiiaiaiamanaiassataiiaaiaisiacaniiy ‘,\ l H‘, E’— ,Eﬂ S2iaizx: e

e Cisco Nexus 9300 Services Accelerated Switch AMDEE
Slcon une

N O

Software-defined Stateful Services

* Rich NX-OS Features and Services  Programmable at all layers: add new services without
* High-speed connectivity and scalable performance HW change

* Optimized for latency and power efficiency

SN0

Scale-out services with wire-rate performance
Power down DPU complex when not used

2 D td

Il
(©

ft

\O/
Routing EVPN/MPLS/ Rich Line-rate Power Distributed IPSEC Large-Scale = Event-Based DoS
Switching VXLAN/SR Telemetry Encryption Efficiency Security Encryption NAT Telemetry Protection
\_ J \_ Future Use Cases Y

]
© 2026 Cisco and/or its affiliates. All rights reserved. CciIsco



Separate Workflows for NetOps and NetSecOps

rrrrrrrr

nage

ssssss

h Context-

egmentation and security  Configuration policies  Anomalie Adv S h a ri n

Nexus Dashboard | =
NX-API, NX-CLI

© 2026 Cisco and/or its affiliates. All rights reserved.

A4

A\

NETOPS

 NETSECOPS

Security Cloud
Control

]
cisco



Extending controls into the
workload and applications




eBPF: Extending network controls into cloud-native workloads

Network filtering

Observability

Security policy

Process-level container and
workload visibility without risks of
kernel modules

Extends security and observability
into cloud-native architectures

Based on open-source Cilium and
Tetragon, which Cisco shepherds

]
© 2026 Cisco and/or its affiliates. All rights reserved. CciIsco



Patching is hard

D

EXPLOITED

THREAT
PUBLISH

| DISCOVERED

CVE

DEFENDER

HOURS MONTHS

afaln
© 2026 Cisco and/or its affiliates. All rights reserved. CcIsco



Compensating Control

Process “java”

Load file
/. “/opt/teamcity/temp/uploadedPlugin
l =m
. o View Compensating Controls in

CI/CD Tooling Auth Bypass el
CVE-2024-27198 @

Compensating control

[ CVSS 3 Score 9.8 ] [ CVSS 2 Score

removed
o rosck | GoopiaGioual | thae 1 ziaizaesosroiit O 7
Perfect fit Tested against real world traffic Optimal placement

]
© 2026 Cisco and/or its affiliates. All rights reserved. CciIsco



Live Protect

Vulnerability shielding for
Cisco networking devices

» Generates score and report
« Recommends guardrails

« Continuous re-validation

© 2026 Cisco and/or its affiliates. All rights reserved.

i

Stop the attack... ...but don’t stop the network.

... LIVEPROTECT
e _

I\ VULNERABILITY

Cisco switches

]
cisco



AgenticOps experience in Security Cloud Control

lgl|l5;Ig' Security Cloud Control Q Type ‘Ctrl' + /' to search (¢ @ .i-, @ m 0 | Q Admin v
— Agent job summary page Lastupdated: 2 minutes ago Data grid view () Dashboard view
*» Organization .
- Acme Corp > Policy agent
1High p@ 5 Awaiting for response
& Platform menu ¢ ~ e —— CE——— |
7 ~ © 10 Completed ® 7 In progress © 5 Ne&
Firewall /7
B Dashboard Completed jobs ] 4 :
7 Compliance agent
200 e 7/, B ‘ 3 Awaiting for response
Monitor pd ) N\ . TE——— —
~‘\\»\ V/ ® 5 Completed ® 12 In progress & 13 New
£3 Insights & Reports > —— \\\. 5 88 o7 4
ew jobs D s“ /;/
& cEvents&logs > 100 © = .5 7\
e o 7> Total Jobs AN :
2 ) A, A\Q Automation agent
7 /A N
[YELETTY 7 : / p = 3 Awaiting for response
- In progress jobs 7 oo \ - ——— c——
2% Policies > > ; \ ® 20 Completed ® 51 4Ne
. 288 .@ u:\ omplete n progress w
° A ~” ® A\
®= Objects > 4 \
A\
fam Security Devices > ¥ N i ‘ Best practices agent

New AgenticOps Capabilities

Zero Trust
Access Policy
Creation

VPN Capacity Elephant Flow PCI-DSS Firewall Policy
Planning Remediation Compliance Optimization

GA: May 2026 -

© 2026 Cisco and/or its affiliates. All rights reserved. CciIsco


https://www.figma.com/proto/xGR3dV554YaP3uWP9SBxIn/CL-EMEA-2026-Demo?page-id=1050:66498&node-id=1378-164579&viewport=4694,-283,0.25&t=kIS8usUqqPG4keiH-1&scaling=min-zoom&content-scaling=fixed&starting-point-node-id=1378:164579&show-proto-sidebar=1&hide-ui=1

Enhance security

= & Dashboard

High Traffic Spike Due to Elephant Flows

L]
=i
an 7, 2024 | 07:08:00 PM
pachboard £) Critical Traffic & Capacity Insight | Jan 7, 2024 | 07.08 |
5
" Description Impacted Devices
i
AlOps has detected high traffic losses caused by 4 applications, potentially leading to performance duress in Snort cores. Elephant flows, ah SJ-01-FP4100
s N although not numerous, oceupy a disproportionate share of the total bandwidth over time, resulting in problems such as high CPU utilization,
packet drops, and slower network speeds. sl SJ-02-FP5100
Correlate and <]
show performance overload
‘ _ Probable Cause Confidence Level
due to SpeCIfIC appllcgtlons that This issue is caused by large elephant flows, resulting in a disproportionate share of the available bandwidth. This leads to performance issues < High
. such as high CPU utilization, packet drops, and slower overall network speeds.
can lead to traffic drop and
-9
compromised security
S >, Application Throughput Packet Drops
il 20 Gbps 20 Gbps
15 Gbps 15 Gbps
10 Gbps 10 Gbps
3 5 Gbps 5 Gbps
Okb/s L ) A
1Jan 04:00  0B:00  12:00 16:00 20:00 2Jan 0400 1 Jan 04:00  0B:00  12:00 16:00 20:00 2 Jan
g )
? Elephant Flow Analysis - Applications Causing High CPU and Bandwidth
Recommendation to
Applications Security Risk - Source IP Destination IP CPU (%) Throughput
inspect high risk applications @ e
~ W MysaL (3) @ Very Low - - 98% (Avg) 7.0 Gbps (Total)
and bypass low rlsky apps 101.109.21 10.1.109.45 98% 110 Gbps

- - 10.1.108.25 10.1.109.45 298% 2.50 Gbps



Policy Analyzer & Optimizer (FMC & Cloud control)

Simplify operations

Surface anomalies in
rules to guide users
to attend to stale
rules and other
policy hygiene issues
that might be

oversights

et Security Cloud Control

4 Home

% Multicloud Defense

) Hypershield
Monitor

@ Insights & Reports

2 Events&Llogs
Manage

2% Policies

.Al Objects

g

Security Devices

~®*  Secure Connections

Q Administration

Policy Analyzer and Optimizer

Data Source [firepower_10.10.18.139 v ]

Overall summary
Review the cumulative summary of the total policies and address the areas that need attention to ensure compliance and optimal performance.

17,836 (38.9%)
Healthy rules

Q Type 'Ctrl" + '/[* to search

Total 49,345 anomalies in 25,071 unhealthy rules

@ O o

Rule Definitions

2 4 5 8 2 8 T Shadowed rules Expired rules Total overlap objects
: Un’healthy ;ules 10'734 R 2h8 s 494 ~1.0% 15,516 ~731.4%
Total Rules
W 2,921(6.4%)
Disabled rules Redundant rules Mergeable rules Partial overlap objects
2 9,488 ~719.2% 12,909 -~ 26.2% 204 ~0.4%
>
{ Q  Search by Access Control Policy Name, Analysis Status, or Remediation Status ] Displaying 9 of 9 results
> a Access Control Polic Devices & Total Rules & Observations & Analysis Status & Last ifi Last 3 iation Status R iation Time
() InternalACP 0 12673 8558 (48% Op Completed 10/11/2024, 09t 11014024, 23
Analysis up-to-dat
() raj-vic-741 0 999 29 (<1% Optim Completed 10/11/2024, 09:! lulicienssos
Analysis up-to-dat
(0 access 0 7 2 (4% Optimiz  Completed 10/11/2024, 0g:¢  '0/16/2024, 23
Analysis up-to-dat
>
() shadowed_anor 0 206 157 @8%I0plil Completed  09/12/2024,19: ©9/20/2024,14
Analysis up-to-dat
> O  UFTWF-FW-UR © 95 94 (BO%IOPA Completed  09/12/2024,19: ©9/20/2024.14
Analysis up-to-dat
NIC-HQ-NS-FW 0 30488 40099 58% O Completed 09/12/2024, 19: D9/20/2024,14

Analysis up-to-dat

L 0 O~

gayathna@cisco.com

> NIC-HQ-NS-FW

Devices: 0
Total Rules: 30488
Observations: 40099 (58% Optimizable

Analysis Status:
Last Modified:

Completed
09/12/2024, 19:17:54
Last Analyzed: 09/20/2024, 14:29:1
Analysis up-to-date
Remediation Status: Not Running

Hit Count Aggregation
Status:

No data to proccess

Analysis Actions

@ View analysis details & optimize

@ Download analysis report

Remediation Actions

(% Remediation history (0 version available)

Policy Observation

We found a total of 40099 anomalies.
Duplicate Rules (13601)

Fully Shadowed Rules 6362
Fully Redundant Rules 7239

Overlapping Objects (14779)

Fully Overlapped Objects 14629
Partiallv Overlapped Obiects 150

nyc-demo <



Software Upgrade Planner

itk Security Cloud Control Q sesren 6 @ Q0@ | Qe Lo « Custom analysis of PSIRTs
P and bugs based on current
— Software Upgrade Planner T RIS S U U S customer versions.

ldentify and mitigate relevant

a Device summary Security vulnerability and bug fixes Viewall > rl S |<S b efo re u pg ra d | N g .
A 4, 7 4 3

*

* Suggests best major and
e Minor versions which aligns
o [ Q Search ] [ Device model v ] [ Current version v ] [ Status w ] 7 results . o
: ) with your stability and
A Device Current version Recommended versions Upgrade status . .
: iInnovation preferences.
“ma Sil;zi::wall Threat Defense 2140 . C) @ Q
' :i:iﬁ:eswall Threat Defense 1140 . 01 b 03 b ©4 b : N O m O re m a n u a | reS ea rC h to
o determine upgrade paths.
BLR-543 © Upgrade to v i
Cisco Firewall Threat Defense 4145 g 72‘1 242 S:; G et U p g ra d e Ve rS | O n
0 e o TECOTTEICEIONS I Sty

tailored to your environment.
SAN-1700 o

afra]n ; . :
cISco © 2025 Cisco and/or its affiliates. All rights reserved.



CVE per release and recommendations

ol
Cl

Security Vulnerability and Bug Fixes

Last updated: 43 minutes ago

Security vulnerability fixes Bug fixes

Summary

22 (o) 22

Total Critical High €

[ Q Search ] [ P ® v | 22 results
CVEID Title Impact Description Impacted devices CVSSscore @  Available fixe
CVE-2025-20217 Cisco Secure Firewall Threat Defense Softwar... € High A vulnerability in the packet inspection functionality ... FTD-VPN 8.6 7.2.10,7.4.2
CVE-2024-20426 Cisco Adaptive Security Appliance and Firepo... € High A vulnerability in the Internet Key Exchange version ... FTD-VPN 8.6 7.2.9,7.2.10
CVE-2024-20494 Cisco Adaptive Security Appliance and Firepo... €@ High A vulnerability in the TLS cryptography functionality ... FTD-VPN 8.6 7.4.2,7.4.2.1
CVE-2025-20133 Cisco Secure Firewall Adaptive Security Applia... € High Multiple vulnerabilities in the management and VPN ... FTD-VPN 8.6 7.0.6.3,7.0.7
CVE-2025-20243 Cisco Secure Firewall Adaptive Security Applia... € High Multiple vulnerabilities in the management and VPN ... FTD-VPN 8.6 7.0.6.3,7.0.7
CVE-2025-20224 Cisco I0S, I0S XE, Secure Firewall Adaptive S... @ High Multiple vulnerabilities in the Internet Key Exchange ... FTD-VPN 8.6 7.0.8,7.2.10,
CVE-2025-20225 Cisco I0S, I0S XE, Secure Firewall Adaptive S... @ High Multiple vulnerabilities in the Internet Key Exchange ... FTD-VPN 8.6 7.0.8,7.2.10,
CVE-2025-20239 Cisco I0S, I0S XE, Secure Firewall Adaptive S... @ High Multiple vulnerabilities in the Internet Key Exchange ... FTD-VPN 8.6 7.0.8,7.2.10,
CVE-2025-20252 Cisco I0S, I0S XE, Secure Firewall Adaptive S... @ High Multiple vulnerabilities in the Internet Key Exchange ... FTD-VPN 8.6 7.0.8,7.2.10,
CVE-2025-20253 Cisco I0S, I0S XE, Secure Firewall Adaptive S... @ High Multiple vulnerabilities in the Internet Key Exchange ... FTD-VPN 8.6 7.0.8,7.2.10,
CVE-2025-20254 Cisco I0S, 10S XE, Secure Firewall Adaptive S... @ High Multiple vulnerabilities in the Internet Key Exchange ... FTD-VPN 8.6 7.0.8,7.2.10,
CVE-2024-20268 Cisco Adaptive Security Appliance and Firepo... € High A vulnerability in the Simple Network Management P... FTD-VPN 7.7 7.0.6.2,7.0.€



Customer and industry recognition

NeltSec

Gartner

Overall Rating

iversity of New Hampshire 30% faSter tha n

jO] /) InterOperability other firewalls
Laboratory

Positioned as the

Recognized in

only Visionary 4 9/5 Peer Insights™
Magic Quadrant for Hybrid =
Mesh Firewall, 2025 TS

* vs Palo Alto Networks 4.6, Fortinet 4.7. All scores for last 12 months as of Jan 21,2026

O, SE LABS
Industry’s first to earn — ID( : F
AAA AAA rating in advanced — A Leader ORRESTER A Leader
MAY 2025
performance The Forrester Wave™:
Advanced Enterprise Firewall
NG pance e Solutions, Q4 2024
04 SE LABS WﬁqﬁER
AAA 100% accuracy in ot FORRESTER
FEBRUARY 2025 ad\‘!alil]gle?d securlt_y C Y B E R A Winner The Forrester Wave™: Wave Leader
2l protection SECURITY Microsegmentation
Advanced Security EXCELLENCE
NDR Protection AWARDS

Solutions Q3 2024

© 2026 Cisco and/or its affiliates. All rights reserved.
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