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Unrelenting Pressure on SOC Teams

N §3, .

Gaps i Fragmente Overwhelr

Staggering data growth, Siloed solutions, manual and Attacks, increasingly Al-fueled,
workload complexity, and reactive capabilities wear on team are increasing in velocity,
costs are compounding risk effectiveness frequency and sophistication

The result: a record 50%+ of security leaders’ and practitioners likely plan to quit their role in the next 12
months?2.
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Security from the
Agentic Frontier

The Al Transformation is here
and we must transform for it

CCCCC



State of Al Security
Al Threats Landscape

Direct
/ prompt

indirect injection
The Evolution prompt Jailbreaking .
of Prompt injection The Fragility
Injections and of the Al
Jailbreaks ’ ‘ Supply Chain
Training Al-Specific Data
Data Attack Poisoning
Extraction Vectors Campaign
Model .
Agent
Context \ I Tﬁ]rzr; g
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New Attack Data Model AWry
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Inversion
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Generative
Al for Social
Engineering

Threat

Actors
Leverage
SAV

Task
Automation
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Your security team is stretched thin. s
It's time for an agentic SOC platform that:

Automates the mundane

Clarifies the complex

Stops threats at machine |
speed
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It’s time to Transform the
Analyst Experience and End
Analyst Fatigue
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The way forward

A New Operating
Model

An integrated system bringing
together Data, Analytics,
Tooling, and Al for a powerful
analyst experience.



Agentic S

Complete visibility
Contextual understanding
Intuitive analyst experience
Machine speed & scale
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Cisco Data

Fabric

Analytics

A Foundation of High-Fidelity Data

Data fabric
Data management
Data pipelines

Analyzed at Machine Speed

Tl enrichment & context
Correlated detections
Investigation & hunting

Single work surface for TDIR
Team coordination
Integrated workflows

Customizable agents
Reasons and acts
decisively

Prevents emerging threats

]
cisco



The new operating model for security in the Agentic era

[
Al and Automation . . Integrated ) )
Agentic Orchestration Automation Al Assisted Experiences
o
[
Unified Tooling
Threat Detection <« > Investigation «—> Response
-
Open Data
Platform

Cisco Data Fabric
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uman-in-the Loop

and distill the analyst
experience.

aximize the human.
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Domain-specific

Al to accomplish a
specific security goal.

No Al for the sake of Al.

Open and Extensible

Al that is understandable and
specific for each environment.

No closed boxes.
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Human-Al Operating Model

How Al Trust is Earned : Evidence Packets

( Auditable

N

Y,

3

Human Out Of The Loop
(Auto)

[ LOW RISK J

\
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( Traceable ]

&

©

Human On The Loop
(Supervised)

[ MODERATE RISK ]

(

Provable ]

-

O@
=

Human In The Loop
(Approved)

HIGH RISK
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Enterprise Security

Essentials
SIEM TIM %‘fﬁfg
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Now available in two editions

&
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Exposure
Analytics

N

4

Agents

Premier

Attack
Analyzer

UEBA

SOAR




Dedicated and purpose-built
Security Al Agents

Detection Malware Triage Orchestration/ Guided Response +
agent Reversing Agent Agent SOP Agent Automation Agents

Qe e8] §

SPEED o —
Detection Triage Investigation Response

aljbal ]l
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Augmenting Splunk

Cisco Foundation Al Toolkit Dgta Scli_ence' and
i ee earnin
MOdeIS HMinte 3rd Party Rpuntime Connecgtors
Splunk Na

Flexible and Customisable ‘

Custom A/ML | Human Guided Al Autonomous

Platform Assistants Al Agents
Al Assistant for
SPL Al Canvas
Al Toolkit Native search OAOTIBt.ML Al Assistant in ES : Triage Agent :
DSDL Toolkit commands nalyEes s : Al for
Malware Reverse Security
UEBA Detection Studio Engineering
Agent

Al enhanced with Splunk
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Initial
Triage

o

The SOC Operation

Incident Advanced Engineering
Response Response

Q
R ="

Management

TDIR Platform
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Agentic Automation

Triage Agent

ASK

Streamline alert prioritization
and disposition

SEE

Automate insights
to reduce MTTR

ACT

Plan and Execute
investigations

Accelerate triage from signal - context - decision with an agent built to reduce noise and surface what matters.
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|s this a Phish? - FW.Calling All Employees

Malicious PowerShell process with obfuscation
technigues

User access from unknown location
tsmith2276621

Geographically Improbable Access Detected
19219823

24 hour risk threshold exceed for
system=172.16.0.149

Possible Phishing Attack

Threat Activity Detected from 10.163.194.46 to
8.108.191.101

3 failed login attempts within 24 hrs on device
10.34.56.354

Threat Activity Detected from 10.163.194.46 to
B.108.191.101

MITRE ATT&CK Tactic Threshold Exceeded For
Object Over Previous 7 Days

AWS Cloud Provisiening From Previously Unseen
IP Address

Email files written outside of the Outlook directory

High or Critical Priority Individual Logging into
Infected Machine

First Time Seen Running Windows Service

User access from unknown location
tsmith2276621

Geographically Improbable Access Detected
192.19823

24 hour risk threshold exceed for
system=172.16.0.149

Unusual network activities detected from
522182458210 52.216.133.181

Possible Phishing Attack

ES-8T7199%

Fl-ABB43

ES-AB416

FI-AB410

FI-AB233

FI-AB198

Fl-ABD29

FI-AB274

FI-ABB5S

FI-AB129

ES-AR992

Fl-AB352

FI-AB225

FI-ABOO2

ES-AB416

Fl-AB410

FI-AB233

FI-ABB43

FI-AB198
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Lu}
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2 172.16.0.149

Entity name
lorem ipusm si

Lu}

Entity name

na

6k

o
@

Finding added by MS Graph 0365

Owner Status Urgency

Medium =

Unassigned - Mew -

Sensitivity Disposition

I Unknown - Undetermined )

BE—
» Summary
> Justification

» Tools

» Evidence

~ @ Info
Event ID ES-B7199
Time Nov 21st, 2024 5:57 PM

Last updated Nov 21st, 2024 557 PM

Detection Threat - M5 Graph Office 365- Rule
Title Is this a Phish? - FW: Calling All Employees
Reference ID C4EB25TA-9515-48E2-B1F8-E116C392323B@@notable@@21741... ~
Security domain threat
Investigation type Email -
~ & Threat analysis
Email analysis -
Verdict Phish
System tags Tag01  Tag02
Phishkit families Iphisher  16Shop Kr3pto
Phished brands Officed65

~ Resource analyzed

L (D) areode = hreps:y/ fwww.canva.com/design
- atherfiedirect -3 https:/ fwww.canva.com/design/DAFwH1htmS| TzeAMPONLE|

L click > https:/ /www.car link?target=ht: 2F%.
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Agentic Automation

1 1 ' Kay Z
I n Ve St I g a tl 0 n splunk> Search & Reporting Qa & @ Q 2 a:ﬁqine_":ng
C a nv a S hale Al Canvas | Detected Anomalous Network Activity - | v‘,o B 000 [ o ] [ P ]

Open triggered event results ' @

1]

89 Infrastructure Metrics — api-prod-02  Splunk

2. Redis pool saturation — it shows pool - o Last updated: Aug 6, 2025 16:24 UTC-5)
g : 7 Recent C ~ api-prod-02
utilization flatlined at max. Is it a root cause or Upesen pgex= apkpy Sokok

a symptom of the traffic spike? Last updated: Aug 6, 2025 16:24 (UTC-5) & 1oo%

75%

VARY
Type Wh at yo u Wa nt Let me know what you want to do. S ERRTIS RS

50%
|< ‘ﬁ ‘O C' 08/09 01:38:02 deploy-4281 Payment gateway retry con...
25%
to n O W ' 08/08 15:20:14 deploy-4279 Logging format standardiz..

08/0815:10:23  deploy-4268 Bug fix for timeout issue i
8:00 08:30 09:00 09:30 10:00

L W @ 0O

oo
=0

08/08 11:08:41 config-auto-748 API update

B syresout [l crux
SEE © vou
¢ 5 R B

Search on retry config change

Investigation Canvas

b [ | d th . I i t @ Payment Retry Volume Over Time  Splunk
u l S e Vl S u a | Za IO n Ao e [3 Notable events — Same Window  Security Last updated: Aug 8, 2025 16:24 UTC-5)

for yo U Generated a chart to break down outbound T g e

Open dashboard 7 B

payment requests by retry attempt number and .
status code. Before deploy-4281, there's almost TS S 800
no retry traffic. The moment it lands at 01:38, the I AT e = S
A C T red band (retry 4-10) explodes from zero to ~750
7 % A “ 01:52 AM INV-2449 - Mobile App Latency & CSA.  High 200
requests per minute — that entire band is traffic
that wouldn't exist under the old 3-retry config. OF:5# AMER NNz ST Eomiu Feltitems B A0S et i 0
I_ a U n C h S OAR - p OWe re d 01:58 AM INV-2447 - Login Failures, Europe Reg. High 01:30 01:38 01:50 02:05 02:20
@ e </> Show SPL 01:59AM  INV-2447 - Login Failures, Europe Reg.  High B etyot(noma) [ retry2-3 [l retry 4-10 (excess)

actions right inside the

et iy e

Ask Al Canvas a question

> Iil T i +

Enable analysts to move from question = insight - response in a single generative workspace.
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Al Assistant
in Security

Guided security workflows

» Answer analyst questions to
guide investigations

» Save time by addressing threats
more rapidly

» Use natural language queries to
get answers during
investigations

© 2026 Cisco and/or its affiliates. All rights reserved.

Mission Control Analytics v Security content v Configure » Search

svri.acme.local

& Queue wcooors) | 24 hour risk threshold e ded for sy
Overview Response Events Search
Overview
~  MITRE ATT&CK map
>
Detections
The highlighted techniques were detected on n Detections in » heclacted
the entity (in a finding)win-svr1.acme.ocal investigation _bss
time range

Initial Access [2 Execution (2 Persistence (2 Privilege Escalation |2  Defense

of 13 Techniques (0%) 10t 36 Techniques (3%) O of 71 Techniques (O%)

~ Intermediate findings

entity () win-svr1.acme.ocal Threshold: 100 Intermediate findings count §
Asset win-svri.acmelocal Priority Medium | DNS win-svriacmelocal = Business
Unit itservices | Category windows server

20

May 2024
Intermediate findings details
Q filter

> Timesg Risk Message T

> Yesterda An instance of emd exe I was |

2.0 89 Techniques (2%)

Sub-Tec... (1) ~

Evasion (2 Credential Access [2 Disce

Timeline

Threat topology

Show 10 ~

to dumo Isass exe on endnoint

v

Al Assistant for Security

INFO >
ﬂ“
al
. John Smith May 31,4:01 AM AM
Discover Al Assistant skills
pnt !
O A May31,401am
Sure, here are the Al Assistant skills that can be el
leveraged: o
ksing
1. SPL Generation based on the user's Splunk gy
environment: r::
« This involves creating or generating i
Splunk Processing Language (SPL) )
queries according to the user’s ary
requirements and the available structure 'me;
and data in the user's Splunk lire
environment.
rod
po
2. Summarizing security findings: I:;.

‘ John Smith May 30, 8:31 PM

4 Recommending detectic
Security Content Updat

Reviewed all process activity for user bstoll

“parent_process_name","process_name" process,countfirst

Time,lastTime « This Involves sugg
detections from E!
various types of st
within the Splunk |
environment.

Compromised user account

user account bstoll appears compromised as that user is on

leave. Have quarantined the machine pending further These features enable efficient

reporting of security events wit

John Smith May 30, 8:30 PM advanced analytics and Al capt

Escalated to service owner

Contacted service owner to verify situation given IT user <= Askme anything about securily

1l
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Al Playbook
Authoring

 Generative Al to build
automation

 Interactive Al Building

Gen Al builds based on prompts that
map to your exact use case

» Refine with Al

when creating advanced workflows,
Al helps define, craft, and implement
the next logical step

« Complete with Confidence

unlike other solutions Splunk’s Al
approach to playbook authoring
optimizes on accuracy

© 2026 Cisco and/or its affiliates. All rights reserved.

@ Easily craft the most advanced and customized workflows

€ soarAlAssistant <5 custom code X

i

input [l list users = Code <>

Output 01 o
» <4 Explain code
import json

ading u
data_patt "/path/to/user_data.json"
th open(data_path, 'r') fi

Isers json.load(file)

f filter_users_no_password_char
return [user for user in users if not

user['"Password_Changed"]]

without_password

filter_users_no_password_change(users)

A Extract the users who have not changed their

EResdior @ Increase confidence by verifying playbooks work while you build

° I've extracted the following users for you:
Output 01 ->

admin, jane doe

Would you like to modify anything lorem ipsum?

© B @ Identify, craft, and implement content

<" Input prompt to test the output... 27

Save
Results from GenAl can vary, review for accuracy, View Al details [2

r.

Start



splunkscloud Apps = @ Messages =~  Seftings = Acthity > Q. Find @ Lscadminv @ Support & Services =

Detection e m—

Filters Security content dashboard / Detections Show data metrics (@l - )] ¢ » £
= # uck iters 5 EYameram @ Detas
x Detoctions
Al catections . y content dashboard /

—— ESCU - ICACLS Grant Command - Rule
Overall detection technique coverage Lowest health
Lost T dayn Q Top. 1% al dtactions which have the lowaet heakth The following analytic detects the use of the ICACLS command to grant

Detection KPls @ - Detections P—

Top 15% of detections

Priority 4 High
Compatisility

Confidance

R:mm“ud . - 5 % 5

Powered by SnapAttack — e e

Detection type  Anomaly
prority | Wigh X Clearall

5%.. T2

Clonedfrom
Confidence ©
— - J Sort-Hightolow  » e @
{ummﬂu -] Created By Tom Anderson
O Hame ivatibility ¢ Performance ¢ DeployedState & Actions LestEdited By  Tom Anderson
\mpect © [ Endpoint-potenti . on o CraationDate  Jan 202023
. This search wi belo you dentity ns
Allimpact - | Updata Date Mar 7 2025
Endpoint - Potential Indicator Rer
O serearion maymoay e tvm st o 3 glo ® A v [ DetactionLogic
Compatibility © .
. . . oty Hgh X Cloarall Save 1 tstats “security_content summariesonly®
| aicompativity - e e v w0 o o 2 min{_time) as firstTine max(_tine)
0 ey ks it tovratiog borenfiirste 3 as lastTime from datamodel=Endpoint.Processes
4 where
5 Processes.process_nase IN ( “icacls.exe,
Performance @ ) o ESCU - Any Powershell DownloadFile IF Gnly - G e S ®n 6 "cacls.exe", "xcacls.exe") AND
All performance - | The fellowing saalytic detects the use of PewerShells 0 7 Processes.process IN ("*/grant®’
8
9 by Processes.action Processes.dest
. []  ESCU-CMD Echo Pipe -Escalation IF Orly - e -ule - . - Ot ® 0 10 Processes.original_file_nane
Detection Config. © - 11 Processes.parent_process
12 Processes.parent_process_exec
J [—— 13 Processes.parent_process_guid
—— (m) e o 50 100 12 88 » off ®n 14 Processes.parent_process_id
L] L] L LY ‘ A - | el Teanas B b o 15 Processes.parent_process_name
an ectiveness Visibility E T —
17 Processes.process_exec
i [  B80U-Dabies Schadule Task IF Oy - Fule - Rula U o5 100 s % @n 18 Processes.process_guld Processes.process_hash
Finding Type © : 19 Processes.process_id
Al - 20 Processes.process_integrity_level
ESCU- Registry Keys Used For Persistence IF Only- Rule - Rule 21 Processes.process name Processes.process_path
O ik e . i leverage. =L w i 0 o @0 22 Processes.user Processes.user_id
23 Processes.vendor_product

Data O - 24 | “drop_dm_object_name(Processes)*

D 1 d I [ f I
— — Sensitive Registr ine 25 | “security_content_ctime(firstTime)*
LI P ' % High & 100 14 %0 * off
ete Ct I O n a S C O e I e Cyc e Data Source © D3 e ohowng wrtc detnct e s o reg 10wt . which . @n 26 | “security_content ctime(lastTime)*
} | 27 | “dcacls_grant_command_filter™
Al data sourcos: -

ESCU - IGACLS Grant Command - Rule i 2
HT E n E E |"ﬂ E nt o Ko - & vigh a1 95 % 8 * o en Openinsearch [2
g Modeled Data © " N e ~ B compatibility High compatibility @
(Mommsms =] | O kDo ekatoce Moo op e e, 0 s w o o en

98 High compatibility

(m) ¢ 2 High 8 100 7 95 * Off
iha via PwerSholl or cmd asa fo onum

47 days e

Un-Modeled Data O

Cisco Network Interface Modifications
2 Hi .
Al services - | B T e e T e e T e lid o o ’ o o @ Data source
e status
Altypes - "
Abuse - ® 0 Emal gateway logs OHumdas Q2
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Detection
Builder Agent

Go from detection
hypothesis to production
in minutes with accuracy

Quickly import, tune, and
tag detections

Personalize detections for
your environment.

© 2026 Cisco and/or its affiliates. All rights reserved.

splunk> cioud

R @ K

L & H

Q @ ® n @ o Profile

Tenant

Edit event-based detection <
< Back to Content management Al Assist is successful %
1 new line has been added ®
~ @ Detection search [~
Create finding-based detections to create findings and finding groups in Splunk Enterprise Security for your specific security use case Detection search documentation [£
*Name ® ‘ Cisco Duo Bypass Code Generation |
App ‘ Enterprise Security h |

Ul dispatch context ‘ Enterprise Security h |

App configured for drill-down search links or email adaptive response actions. If no app Is selected, the Ul app context is used by default

* Security domain ‘ Threat - |

Organizes access to entities by a common security policy, security model, or security architecture.

* Description @ The following analytic detects when a Duo user generates a bypass code, which allows them to circumvent multi-factor authentication (2FA) protections. It works by monitoring Duo

activity logs for the 'bypass_create’ action, renaming the affected object as the user, and aggregating events to identify instances where a bypass code is issued. This behavior is
significant for a Security Operations Center (SOC) because generating a bypass code can enable attackers, malicious insiders, or unautherized administrators to gain access to
sensitive systems without the required second authentication facter. Such activity may indicate account compromise, privilege abuse, or attempts to weaken security controls. Early
detection of bypass code generation is critical, as it allows the SOC to investigate and respond before an attacker can exploit the reduced authentication requirements, helping to
prevent unauthorized access, data breaches, or further lateral movement within the environment. Monitoring for this action helps maintain strong authentication standards and
reduces the risk of credential-based attacks.

Add information on what the detection searches for and the security use case addressed by the detection. For example: Identify excessive number of failed login attempts (likely to detect a brute force attack). De

* Search @ "
Type a description to generate SPL code + Generate SPL

rename cbject as user

search NOT (user IN ("kennyb"™, "tommyj", "billym")) X v
stats count min(_time) as firstTime max(_time) as lastTime by action actionlabel description user
“security_content_ctime(firstTime)*

4 eval script=coalesce(process, "")
5 “security_content_ctime(lastTime)*
6 search *
Review
Last 24 hours ¥ Openinsearch [2 ‘ | Tuning dashboard [A | ‘ Validate search

~ @ Analyst queue information

Enter optional note

Save as draft |m

Status ® Off = Clone

]
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SOP Agent splunk> cloud Qa 8 @ 0@ | & o0 .

= > Edit event-based detection <
q < Back to Content management u Al Assist is successful %
| @ <
Import response plan X
l~
E +
Import and generate with Al B Import JSON
Upload your security documentation to create a response Import previously exported response plan.
Q plans using generative Al.

Import security standard
operating procedures into "

ity

- - Click or drag file to this area to uplo?d Click or drag file to this area to upload
Splunk Enterprise Security
response plans so Al
agents can act on them.

Close

]
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UEBA

Enterprise Security’s UEBA
capability

« CMP and Cloud enabled
UEBA engines within ES

* Unsupervised Al and ML
Behavioral baseline and
detection

* Provide rich context for
insider threats

© 2026 Cisco and/or its affiliates. All rights reserved.

splunk>cloud Apps ¥ @) Messages »  Settings ¥  Activityv  Q Find
Mission Control Analytics ~ Security content  ~ Configure ~ Search
UEBA overview
Top users and systems by risk over the past 7 days.
Entity list: Identities Entity list: Assets Detection MITRE ATT&CK
[ An « || an < || an « || an - | e
Top risky users 100
User Entity list Entity risk score (7d) ¢ 24htrend 3
TZ Taylor Zhang Departing employee V' 85 +20
CG Charlie Garcia 80 -20
Admin  Departing employee  SOC
NA Nyah Aamadu 80 -5
+47 YV
SP Sasha Patel Admin SOC V B8 o
—
AT Kenji Tanaka Admin  Contractor SOC 7 /1\ B «

4 4afb3263% Service account V'
AN Ava Nguyen

Admin  Contractor
AG Arjun Gupta

Privileged account  V/

SR Sofia Rodriguez Departing employee V'

Top risky entities detection activity 150
Detections with findings or intermediate findings contributing to top risky entities.

Detection ¥

Unusual Volume of Admin Commands per User Model
Suspicious Privilege Escalation Model

Protocol Impersonation

Unusual Time of Badge Access Model

Risk - 24 Hour Risk Threshold Exceeded - Rule
Windows Screen Capture Via Powershell

New Activity Type

¢
§
1
&)

ML

ESCU

ESCU

ML

5 Next >

Source categories 3
Database Activity
Windows Security Logs
Windows Security Logs
Badge Access Logs
Security Analytics
Windows Security Logs

Behavioral Analytics

Top risky assets 100
System Entity list
&J host-003
o bc1 Domain controller V'
£ 10.12.34.56

) app_database Database server

b dor

2 http://www.

D 5678

L) 2001:db8:85a3:8a2e:370:7334

£J ops-sys-003

) ec2-54-183-247-244.us-west-..

£ 192.168.129

Finding count ©® &
319
312
309
298
296

290

@ L scadminv

Unique entity count &
301
238
305
210
265

156

Entity risk score (7d) +

&8

Last refreshat 330PM | Q ‘ ‘

80 +20

2 3 4 5

Finding exclusion rul... %
1

o Support & Services ¥

s Q Enterprise Security

24htrend *

Next >

Actions

QLA

]
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GA Now

Malware Threat
Reversing Agent

« Autonomous reverse
engineering of all inbound
payloads

* Full disposition summary
and integration with ES

* Remove all manual work
from payload analysis

© 2026 Cisco and/or its affiliates. All rights reserved.

caseyb@splunk.com w

SAA Attack Analyzer Recent Search AllJobs Search Forensics

|
& FID Email.zip B =

Send Feedback More
Verdict Phish

Malware Family ) AgentTeslaXor
Phished Brands  ffl Microsoft  (fil Microsoft 0365
Submitted 7/9/2025,11:06:47 AM by jcheckeye+show@spl

tphp POST,

hing patterns - base64-encode

Tenant splunk-show

? attack chain down o (1.2ip) from a defanged URL (pub-5652¢ 13d35(a416ab22a43517 317 e0c.12.dev/ 1 2ip).
SHA256 69e9a41020beee29616b9040081149¢! ocutable 62678_4935 exe), which i exe and installed persistence via a new Run registry key
File Type Zip archive data, at least v2.0 to extra '
File Size 125 KB indicators of Compromise (10Cs)

pecan-bank{ Jcom
sso.pecan-bank] Jcom
signin pecan-bank] lcom

[ ub-5652c13035e4f6ab22s435(7 3 Te0c.r2.dev/ 1 zip

[ 4 View Al summary of this job

MobileActivation emi

Resources Analyzed MobileLoginActivation pdf
P 121
IE' E Emall'mp 46:;,7611892&75,-935.-.

kmk exe

" @ ©@ MobileActivation.eml
“ & attachment— [ MobileLoginActi

4625_7614892678_4935.0xe SHA266: 929030c5ca300 fcd 10507087 2c82 18
433786b5b4910e7732ce
' 718

1.2ip SHA256: faT
kmi_exe (dropped) SHA256. 9290

Hed MODII
E greode— https://sso.pecan-b
© click— https://signin.p
click— https://pub-56524
L © & download— & 1
L @ [ 4625_76148)

Attack vectors and techniques

» Social engineering via a spoofed email sender and convincing PDF/GR lure.
» Phishing page using real-looking Microsoft login form, embedded images, CSS/JS stolen or recreated from Microsoft resources.

@ credentials, then POST 1o next php on the attacker's server

» Jav t snippets to spiit and validate the email domain, retr

e — PE executable —- persistence (registry Run key) -+ n-memory unpacking & code injection

tage payload download: ZIP

» Ml

» Data-stealing behaviors: keylogging, harvesting mail client profiles, stealing browser stored credentials, exfiltration of environment data

Summary
© Consolidated | 100 |
£ Email.zip =
@ Archive Extraction n
@ Static File Analysis n Verdict
ClamAY Malware Family
° &3 S
Phished Brands nown phishing tempiates
© StaticAV [ o ] T
© YARA [ o | Detections (60) R
Gture — malware download/axscution clearly classifies this as both a phishing

MobileActivation.eml

Engine Signature / Alert Score
@ Email Analyzer m

Web Analyzer >tz Detected Microsoft Phishing Attempt @ Microsoft (@ Microsoft 0365
© StaticFile Analysis [ o |
© Clamav n Web Analyzer > s Detected Phishing Attempt  ({) Microsoft () Microsoft 0365 m
@ StaticAV [ o | StaticAV > StaticAV detected: Trojan.Ransom.Loki.BYX
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The SOC Platform

' O
2 2 8 &

: : Al Playbook : :
Operations [Trlage Agent] [ Al Assistant ] [ Authering ] [ Detection Studio ]
[ TDIR Platform ]
5 .
s UEBA Al Defense Malware Threat Pl o
Reversing Agent

Cisco Data Fabric

Al-Native Experiences |
jé and Platform for Al

_}’\w

1 Al-powered H Federated Search '
Data </ data management and Analytics

Machine Data Lake
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Scaling Al Capabilities
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Splunk Al Toolkit

» Build and deploy Al models

* Query Splunk with 3rd party
LLMs

« Access Splunk hosted models,
coming soon

© 2026 Cisco and/or its affiliates. All rights reserved.

splunk:cloud

Showcase

Apps v

Experiments

Connection Management Settings

By using the LLM connection feature you acknowledge and agree that data fro

Select Service:

Splunk Hosted Models «

Models and Settings for S

Model Name

Llama 31 70B Instruct AWQ

Llama 3.1 8B Instruct

Llama-3.1-FoundationAl-SecurityLLM-base-88

1) Messages ~

Search

+ -- Select Service --

Settings ¥  Activity * Find Q

Models Settings ‘Connection Management

rch Models Settings

agement Settings

Splunk Hosted Models
2:;’::Lic ection feature you acknowledge and agree that data from sea
AzureOpenAl
Grog

Gemini
Bedrock
Ollama

v -- Select Service --
Splunk Hosted Models
OpenAl
Anthropic

AzureOpenAl

Grog eOpenAl
Gemini
Bedrock

Ollama

or S

Max Tokens

B 1 Splunk Administrator v

@ Support & Services

. Al Toolkit

]
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splunk>enterprise Apps ¥

Content Configuration v b

Splunk DSDL _—
»

Splunk App for Data Science and Deep
Learning

+ 35+ Code Examples: Guided model [ Examples
building, testing, and deployment ~

» Container Management:
productionized for scalability &
optimization on CPU & GPU

* Flexible deployments and open
source

 Extension to LLMs and VectorDB

© 2026 Cisco and/or its affiliates. All rights reserved.

Op ions ¥ Otherv Documentation [2 Search

Configure how the Splunk App for
Data Science and Deep Learning
connects to your Docker,
Kubernetes or OpenShift
environment

Controls to start and stop containers
and check their status

A Administrator v

Messages v Settings v Activity v

@ Splunk App for Da

Create custom container images for

specific data science, machine
learning or deep learning libraries.
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Splunk MCP Server

l ' Run Splunk search
MCP Client LLM

s
Get knowledge objects
Splunk MCP Server
Agentic System

Write SPL

]
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Al Defense
with Cisco

Secure Al applications

Secure Al access

© 2026 Cisco and/or its affiliates. All rights reserved.

Q

~~

End User

JoPe)
=03

Employee

Al APPLICATION
SECURITY

SHADOW
Al

Cisco Al Threat Research Labs

Al Cloud Visibility

Al Model &
Application
Validation

Al Runtime
Protection

Al Access

Model @ OpenAl
Providers A\ Geniini

Custom App -l
Model -l

Al Apps Data |

Connected @
Data Sources

Third-party &g Copilot
Apps copy.ai
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Splunk Enterprise Security + Al Defense

The integration between Splunk ES and Cisco Al Defense provides continuous monitoring to detect
and reduce Al-based risk across your environment.

Al Context Al Visibility Al Governance

CiSCO Events, Messages, Network Guardrail entities and
Actions, and Policy Connections and Ruleset

Al Defense names Applications types

Splunk ES aggregates, normalizes, and maps Cisco Al Defense telemetry to the Common Information

Splunk Model (CIM) to perform comprehensive analysis and enforce Al defensive governance that strengthens

Enterprise SeCU rlty your overall security posture.

© 2026 Cisco and/or its affiliates. All rights reserved.
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Thank you il
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