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Agenda

- Why Wi-Fi 6E?

* 6 GHz Around the world

« Device Classes and Regulations
« Security in Wi-Fi 6E World

« Client Interoperability

« Catalyst Wi-Fi 6E Access Points

« Migration and Deployment
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Wi-Fi Evolution

* 20 years of constant evolution with faster speeds and density

* Shared spectrum in two bands 2.4 GHz and 5 GHz

Date Rate: 600 Mbps (max)
40 MHz Channel Bonding

4x4 MIMO
64 QAM
Date Rate: 54 Mbps (max)
20 MHz Channels i_Ei
o o Wi-Fi 4
Date Rate: 54 Mbps (max) 5 GHz Band
Date Rate: 11 Mbps (max) gggnAHh; Channels . - 2009
20 MHz 2.4 GHz Band Wi-Fi 3
QPSK
2.4 GHz Band WI_FI 2 2004
1999

[ =\
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Date Rate: 7 Gbps (max)

80, 160 MHz Channel Bonding

4 DL MU-MIMO
256 QAM

Wi-Fi 5

BRKEWN-2024

2013 /

@,
]

Wi-Fi 6E
2021

Date Rate: 9.6 Gbps (max)
80, 160 MHz Channel Bonding
OFDMA, UL, DL MU-MIMO
1024 QAM

TWT

Wi-Fi 6

Band

* Multi-lane

Wi-Fi
* More
bandwidth

High Efficiency
4x Capacity

” loT Scale
))) e Cellular like Determinism for

high quality services

Higher power efficiency to
accelerate loT adoption

Extended outdoor range

Better app. performance in
high density deployments

\
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Why is Wi-Fi Bad ?

Legacy Devices

(A AL
fils g

Limited Re-usable Channels

bt W%
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Wi-Fi 6E

Wi-Fi 6 and 6GHz are friends!

cisco cWLatAm
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Wi-Fi 6E —
6GHz Around the World
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Global availability of 6 GHz band for Wi-Fi

(https://www.wi-fi.org/countries-enabling-wi-fi-6e)

B 1200 MH:
## 1200 MHz Consultation

| 500 MHz
%% 500 MHz Consultation

D TBD (early in process)

B No activity

* Australia, Japan, UK, HongKong and Qatar considering 1200 MHz

CIsco 8WLatAm #CiscoConnectLatAm
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The new 6 GHz band :

5925 6425 6525 6875 7125
MHz MHz MHz MHz MHz

59 x 20 MHz channels

United States

29 x 40 MHz channels I‘“
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1200 MHz 14 x 80 MHz channels
7 x 160 MHz channels
5925 6425
M.H.Z MIHz
24 x 20 MHz channels | |
o ' | 5955 — Central Frequency of the first 20 MHz channel
turope/cepT  12x40mrizchannels & LS IR IR IR AL | 5 starting at 5925 Mz +
500 MHz I 20 MHz of guard band +
Ei---; 10 MHz to get to the center of the first 20 MHz
I
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The new 6 GHz band — Channel Numbering

" = 1200 MHz o T —

i Yw___

U-NII 5 U-NII 7

5955
5975
5995
6015
6035
6055
6075
6095
6115
6135
6155
6175
6195
6215
6235
6255
6275
6295
6315
6335
6355
6375
6395
6495

Kk

6575
6595
6615
6635
6655
6675
6695
6715
6735
6755
6775
6795
6815
6835
6855
6875

Guard Band

:! 9 I 13 | 17 25 | 29 | 33 41 | 45 I 49 H 57 | 61 | 65 E 73 | 81 E 89 I 93 97 101 105 109|113 117 121|125|129 133 137|141 145&153|157|151159|173 1771as|139|193201|205|209 213 z17|zz1|zzs 229

, W . N - O . N - B - BN - N O N e N s [P o [P |

, N . N . -« S - BN . BN .

Channel Width:

20 MHz
40 MHz
80 MHz
160 MHZ
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Total Wi-Fi 6E Bookings so Far

6E BookQty

Fiscal Quarter ID
Product Fa.. 2022Q4 2023Q1

C9136AX 765.0
Cwao164 31.0
CW9166

Grand Total 796.0

Latin America

cisco 0WLatAm

694.0

86.0
151.0
931.0

6E BookQty

Fiscal Quarter ID
Product Fa.. 2022Q4 2023Q1

C9136AX 77,771 73,339

CW9162 133

CW9164 4,667 17,263

CW9166 15,381 42,056

Grand Total 97,819 132,791
Americas

#CiscoConnectLatAm Session ID

6E BookQty

Fiscal Quarter ID
Product Fa.. 2022Q4 2023Q1

C9136AX 107,447 106,537
CW9162 1,498
CW9o164 7,939 41,396
CW9166 22,388 61,082

Grand Total 137,774 210,513

Worldwide

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



6 GHz — New Device Classes

Low Power Indoor AP Standard Power AP Very Lower Power AP

* Indoor Only Hidoenaneiicoan * Mobile Indoor or Outdoor « Indoor or Outdoor

* Integrated or External

Antenna e Limited Range

e | Antenna Requir
LTI (i) [Eguitee *  Only Indoor under control of

LPI AP
e (Can use the full 1200 MHz - UNII5 and UNII-7 Only (US) Can use the full 1200 MHz

* 6 dBm lower power than AP
e  Wired Power . * Does not require AFC P
* Requires AFC

Wi-Fi 6E introduces new device classes for optimized capability

Regulations vary by country

cisco cWLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Wi-Fi 6E — Security

cisco aMLatAm




Wi-Fi 6E Security

| o~ | Wi-Fi 6E uplevels security with \ WPA3_ and Enhanced Open
S WPA3 and OWE @ | Security made mandatory for
Wi-Fi 6E certification.
WPA3
’ ,  No backward compatibility equires Protected _
" with Open and WPA2 Security K - Management Frame (PMF) in
' both AP and Clients.

CIsco cWLatAm #CiscoConnectlLatAm
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6GHz WLAN Design Considerations

6GHz SSID Requirements What options would you have?

« WPA3 L2 Security: OWE, SAE 1. “ALL-IN” option: Reconfigure the existing WLAN to WPA3, one SSID for
or 802.1x-SHA256 all radio policies (2.4/5/6 GHz) — Most unlikely

* Protected Management Frame
(PMF) enabled

* Any other L2 security method is
not allowed — no mixed mode 3.
possible

2. “One SSID” option: Configure multiple WLANs with the same SSID
name, different security settings — Most conservative

“Multiple SSIDs” option: Redesign your SSIDs, adding specific
SSID/WLAN with specific security settings — Most flexible

Most likely your current SSID configuration would prevent it from being broadcasted on 6GHz

Note: as 17.9.1, there is a limit of 8 SSIDs broadcasted on 6GHz radio

! Opportunistic Wireless Encryption (OWE) !
! Simultaneous Authentication of Equals (SAE) !
1 1
1 1

Secure Hash Algorithm (SHA) 256 bit !

cisco aWLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Wi-Fi 6E Security Deployment Considerations

- Layers of Wi-Fi Security
+ Clients with WPA2/WPA/Open continue to operate in 2.4 and 5 GHz bands.
« 6 GHz operates exclusively with WPA3 and Enhanced Open Security

« Use of different SSIDs for 6 GHz band

2.4 & 5 GHz Bands 6 GHz Band

SSID: employees SSID: employees-wpa3

(WPA2-Enterprise) (WPA3-Enterprise)
SSID: guest-wpa3

(WPA3-Personal/H2E *)

l *Note: Only H2E is the supported SAE in 6GHz Band

c I s c o 0MLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Wi-Fi 6E/WPA3 Client Security Matrix

OWE AES-CCMP128 OWE Supported Supported Supported
SAE AES-CCMP128 SAE Supported: H2E only Supported Supported: H2E only
SAE-FT: Windows does
6GHz: not support. SAE-FT: Galaxy S21 Ultra, Galaxy Z
H2E Only SAE-FT: Linux Fold 3 has capable to support, but
supports it. currently it is disabled. Can be
enabled by usermode fw on protos
(No limitation on only.
AX210)
Note: Client Security Matrix with AP Mode as Local
cisco GWLatAm #CiscoConnectlLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Wi-Fi 6E/WPA3 Client Security Matrix

Enterprise AES-CCMP128 802.1x- PEAP/FAST/TLS Supported Supported Supported Supported: SHA256 & Supported Supported: SHA256 & FT-
SHA256 FT-OTA OTA
Not-Supported: EAP-
FAST, FT-ODS, Not-Supported: EAP-FAST
Not-Supported: FT-ODS
Enterprise GCMP128 SuiteB-1X PEAP/FAST/TLS Not Not-Supported Not-Supported Not-Supported
Supported
Enterprise GCMP256 SuiteB-192 TLS Supported: GCMP256 Supported: Supported: GCMP256 &
GCMP256 FT-OTA
Not-Supported: EAP- Not-Supported: FT-ODS
FAST & FT(both FT-OTA
& FT-0DS)

Note: Client Security Matrix with AP Mode as Local

cisco

smred] aam
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https://wiki.cisco.com/eap-fast.%20it%20turns%20out%20we%20don%E2%80%99t%20include%20the%20cisco%20extensions%20since%20about%201%20year%20ago.%20looks%20like%20we%20recommend%20a%20cisco%20utility%20that%20contains%20it%20for%20customers%20that%20need%20to%20use%20eap-fast%20(or%20other%20features).%20%20https:/www.intel.com/content/www/us/en/support/articles/000029638/network-and-i-o/wireless-networking.html
https://wiki.cisco.com/display/ENWTEST/eap-fast.%20it%20turns%20out%20we%20don%E2%80%99t%20include%20the%20cisco%20extensions%20since%20about%201%20year%20ago.%20looks%20like%20we%20recommend%20a%20cisco%20utility%20that%20contains%20it%20for%20customers%20that%20need%20to%20use%20eap-fast%20(or%20other%20features).%20%20https:/www.intel.com/content/www/us/en/support/articles/000029638/network-and-i-o/wireless-networking.html

Wi-Fi 6E —
Client Eco System
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Wi-Fi 6E Client Device Eco System
Wide range of client support ..

Upgrade to windopye L}
Update the wi-x; driver and Bipg)

Xiaomi

:

Samsung Galaxy Samsung Galaxy Z Fold Google Pixel 6 /Pro Xiaomi Mi 11 /Ultra ASUS Zenfone 8 and 8 Flip Motorola Edge (2021)

Ultra S21/522
Samsung Galaxy Tab S8, S8+
Wi-Fi 6E Chipsets
QBROADCOM
acs

Redrmagic 6 ro with more coming soon .....

Laptops with Intel AX210/AX211/AX411 Chipset

c I s c o &WLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 46




Catalyst Wi-Fi 6E Access Points
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Cisco Wi-Fi innovations
For every major change in WLAN over the last 20+ years

Common
Hardware

FastLocate and Cisco RF
HyperLocation — ASIC

Flexible Radi Third radio
exible Radio u i
Assignment .

Dual 5GHz
Hyperlocation ( ) m

CleanAir: WSM M Wi-Fi 6
odule leanAir
interference WSS f@m 802.11ax Clea
detection and Module =~ Pro
etection a Connected Application Intelligent
Autonomous mitigation mobile visibility WI-EL 5 capture and real-| Wi-Fi 6E
Access Points experiences and control - time telemetry | 6 GHz
802.11ac jwave 2
N
° m 802.11ac wave 1 l@
,' 802.11n , | :
_. e ‘ y ® ‘ U ® ®
\ . ! ‘: A \
n r N |
AP1130 AP3708 J AP3700i_ AP3800W . AP4800 ~ C9100AX CW916X
AP3500 AP3600 L. y < | |
AP1240 A ‘. ~m = 74
y o ——— T

2022

2018

2016 2017

1999 2005 2010

CISCcO cMLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



New Wi-Fi 6E Access Points

One Product, Two Management Modes

DNA mode Meraki mode
C9800 & MR Dashboard Stack

Cisco DNA Center Stack

. Cisco Confidential, for internal use onl,
c | s c o GWLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights {eserved. C{sco Public y



Your IT, Your Way

Flexibility, Choice, and Simplicity

On-Premises Cloud
Management Management

Cloud -

Monitoring

‘tees’ Meraki

@D

Converged Catalyst Infrastructure

cisco cMLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public




The Cisco Catalyst 6E Portfolio

Mission critical, resilient
CW 9162!" CW 9164l CW 9166l C9136l

2x2, 2x2, 2x2 2x2, 4x4, 4x4 4x4, 4x4, 4x4 (XOR 5/6) 4x4, 8x8, 4x4
* 2.5 Gbps Multigigabit e 2.5 Gbps Multigigabit *  5Gbps Multigigabit ¢ Dual 5 Gbps Multigigabit,
e DCpower e DCpower e DCpower active failover
¢ loT radio/Bluetooth 5.x e loT radio/Bluetooth 5.x e loT radio/Bluetooth 5.x ¢ loT radio/Bluetooth 5.x
¢ 4.5W USB e 4.5WUSB e 4.5W USB ¢ 9W USB
*  Full Intelligent Capture ¢ Full Intelligent Capture
e Zero-wait Dynamic e Zero-wait DFS**
Frequency Selection (DFS)** e Environmental sensor

M Environmental sensor

Full radio capability (6 GHz @ LPI) on single 30W PoE+

AP power optimization | Dedicated radio for CleanAir® Pro | Same bracket, same industrial design

**Available post-FCS.
c I s c o MLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Industry’s best and broadest Wi-Fi 6E and
Wi-Fi 6 portfolio

z ™ s B : %

CleanAir® Pro CleanAir Pro CleanAir Pro CleanAir Pro

)

RF-ASIC RF-ASIC RF-ASIC

91051/W 9115 9120 9130 9124
C I S c o cWLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public




Recommended Upgrade Path

3700/3800/4800 Catalyst® 9130 Catalyst 9136
2700/2800 Catalyst 9120 Catalyst 9166
= -
~— 3 For Wi-Fi 6E, external APs
o
1700/1830/1840/1850 Catalyst 9115 o Catalyst 9164 and outdoor uses are not
I .
N yet permitted by
s regulatory bodies
\ ) 2
(=
1815i Catalyst 9105 ® Catalyst 9162
1815w Catalyst 9105W

o/ "

c I s c o MLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Wi-Fi 6E Access Points Power Tables

C9136i

CW9166i

Note:
If Power Injector is required,
is Cisco’s official 802.3bt Power

M LatAm

Injector

cisco

802.3af

802.3at

802.3bt

Power
Source

802.3af

802.3at

802.3bt

DC Power

Number of

SS

Disabled

Disabled

Disabled

mGig Link
Speed

Disabled

Al/ML
Scanning
Radio

8 Disabled 4x4 4x4 2.5G Disabled Y
8x8 or
16 4x4 Dual 4x4 4x4 5G Y/9W Y

Number of

SS

Radio

Disabled

Radio

Disabled

6Ghz

Disabled

mGig Link
Speed

Disabled

Al/ML
Scanning
Radio

12 4x4 4x4 4x4 5G Disabled Y
12 4x4 4x4 4x4 5G Y/4.5W Y
12 4x4 4x4 4x4 5G Y/4.5W Y

#CiscoConnectLatAm

BRKEWN-2024
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Wi-Fi 6E Access Points Power Tables (Cont.)

CW9164i

CW9162i

Note:
If Power Injector is required,
is Cisco’s official 802.3bt Power

MLatAm

Injector

cisco

Power
Source

802.3af

802.3at

802.3bt

DC Power

Power
Source

802.3af

802.3at

802.3bt

DC Power

Number of
SS

Disabled

Disabled

Disabled

mGig Link
Speed

Disabled

Al/ML

Scanning

Radio

10 2x2 4x4 4x4 2.5G Disabled Y
10 2x2 4x4 4x4 2.5G Y/4.5W Y
10 2x2 4x4 4x4 2.5G Y/4.5W Y

Number of
SS

Radio

Disabled

Radio

Radio

mGig Link
Speed

uUsB

Disabled

Al/ML

Scanning

Radio

6 2x2 2x2 2x2 2.5G Y/4.5W Y
6 2x2 2x2 2x2 2.5G Y/4.5W Y
6 2x2 2x2 2x2 2.5G Y/4.5W Y

#CiscoConnectLatAm

BRKEWN-2024
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Wi-Fi 6E Access Points Antenna Arrays

C9136i CW9164/9166i CW9162i

se1
N o 4 3
256

2.4/5GH 2.4/5GH
z

o N e [

51 Scannin 66 o Scannin 6 BLE
GH; g GHz g GHz

v

:AISGN 1 ‘/ 2

2.4/5GH
z

Antenna Frequency Combination Antenna Polarization R .
m Type equsnc) o hinsion ANT Type Ant;nna Frequency Combination
1-4 Wi-Fl 24~25GHz | PIFA V-Pol 1 BLE ant 4.0 dBi
N ) 4. antenna < 4. i
2.4/5 GHz 5.15~5.85 3/5 dBi Wifi2/56 2.4~2.5GHz Folded monopole Vel
GHz 5.15~5.85GHz (30x 17 x 8.5 mm)
5-8 Wi-Fl 5.15~5.85 Alford H-Pol - . -
5 GHz GHz Loop CanniNERN B2 Sasogtls AL Mixed 2-3 6 GHz antenna < 5.5 dBi
< 4B . (2/5/6G)  5.15~7.125GHz (30 x 20 x 8.0 mm)
9-12 Wi-FI 5.93~7.12 PIFA V-pol - 5+6GHz H-POL Alford loop ’ 4-6 Scanning antenna @ 2.4 GHz < 4.0 dBi
6 GHz GHz 6 dBi - Wifi5/6G i Horizontal . A
(5.1577.125GHz) ~ (30x30x 0.8 mm) Scanning antenna @ 5 GHz < 6.0 dBi
13-14 Scanning 2.4~2.5 GHz PIFA V-Pol Scanning antenna @ 6 GHz < 6.0 dBi
5.15~7.12 3-6 dBi* { s 246 P;ZA xse Mied
GHz . AGHz (391480 mm) | Mixe 7-8 Dual Band antenna @ 2.4 GHz < 5.0 dBi
Dual Band antenna @ 5 GHz < 6.0 dBi
15 BLE 2.4~2.5 GHz PIFA V-Pol
5 dBi

() .
CI5C0 Vamle(‘{ LatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Conversion overview

O > O Done from C9800 WLC
Call Meraki Support
(Needs license)

cisco GWLatAm #CiscoConnectlatAm ~ BrkewN -2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



@ Chrome File Edit Profles Tab Window Help R CEEb&=@2 G S 0 F «) LI 100%BF Mond2IPM  Q

View History Bookmarks

[ Access Points - Meraki Dashb: X :: Cisco C9800-CL - X

& C A Not Secure | https://192.168.100.10/v

'Icluls'élo]' Cisco Catalyst 9800-CL Wireless Controller Welcomeadmin | & ® A B & M @ & Q " &
Dashboard
Network Wireless LANs Access Points Clients Rogues Interferers
0o = 4 o 3 1 = 190 0
Monitoring Eler (4] = 0 o 59 5
2 0 i
o , Q oined 0 | 1
2N\ Configuration
83 Administration Overview
&
Licensing &5 Radios |5 Top Access Points
© Troubleshooting = P
Up Down Radio Role (@ Sort by:| APs With Highest Client Count - ¢ -
Ad... Data
1 Sta.. AP Name AP MAC Clients Usage Throughput
L (V] - € 10f9.20fe.1eal 1& 215 MB 2.9 Kbps
174 o £
2
3
3
®
2= Top WLANs [} Client Device Types L System Information
— Hostnam:
Sort by: | WLANs With Highest Client Count v ¢ = C L
WLAN Name ID Clients Data Usage 0] E)e‘vlcer}Jgtxm?.‘ v
0 hours 8 minutes
2 14 el @) SystemTime
3 0 52 KB 16 ific Mor
o _
h evice Type:
BRK| -2024 8 0-CL 58




Catalyst 9136 and 9166 have three built-in
environmental sensors with Cisco Spaces

AP Product 10S-XE Release

C9136

17.8.1

—~

@

E Air quality

CW9166

17.9.1

Note: The temperature generated by the AP will be considered during temperature and IAQ readings.

cisco cah/zwﬂamm

#CiscoConnectLatAm

The built-in Gas Sensor Module will enable the reading of
Total Volatile Organic Compound (TVOC) concentration
and Indoor Air Quality (IAQ) rating.

The built-in module is a fully calibrated sensor with the
ability to measure the relative humidity in the air.

The built-in module can also capture the temperature to
provide a reading of the environment remotely.

BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Wi-Fi 6E Migration and Deployment
Guidelines & Pointers
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Wi-Fi 6E WLAN Configuration — Example 1

Add a separate WLAN with different SSID name for WPA3 and broadcast it in all bands.
Leave the existing WLAN/SSID untouched.

General  Security  Advanced

Layer2 L: AAA
ST ——— vAz»ana oV e oo
i [ - wormers O E ng WPA/WPA2 SSID in 2.4 and
I — \ T XISt | .
i 5GHz for legacy clients
(¥s) WLAN ID* ‘ 10 ‘ saws ([ osaseen | WPA [u] WPA2 =] Status ‘Adaptive Enabledy
v s o B O W O orrmets °©
> e [S— ©
% Broadcast SSID WPA2 Encryption
240
a0 i AES(CCMP128) compzss O
Suus uth ey Mgt
m GOMP128 o aempzse O 802.1x
-

802.11b/g [ 80211blg v
boiic, essypsc O

Protected Management Frame o O
802.1x o
PuE Oissbled v SHA256

Layer2  Layer3  AAA

General Security Advanced
— OWPA + WPA2 OWPA2 + WPA3 O Static WEP O None
Profile Name* internal-WPA3 i li
‘ i w0 Dedicated SSID for WPA3 capable
O Ssip Lobby Admin Access O
TS 0 WPA P: Fast Tr H H
- arameters ‘ast Transition
wave T clients in all bands
a \ = m o s ients in nds.
© WPA2 Disabled
Status © WP Erabied o o won3 o Over the DS o ..
2 © Somrines This is the SSID for 6GHz
Tersion O Reassaciaion Timeout [ ]
o Broadcast SSID Bt (=]
5 GHz
z .
Status enasie i) WPA2/WPA3 Encryption Auth Key Mgmt
AES(CCMP128) comezse O SAE o owE o
2.4GHz
- SR freszix O 802.1x
Statiss cowize O cowess O 0210

802.11b/g [ 80211blg v Protected Management Frame

Poiicy

PIE [Reawes

c 1 S c o 8WLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



Wi-Fi 6E WLAN Configuration — Example 2

Redesign the WLANS, reserving each band for a specific device/use case

» 2.4GHz dedicated to specifc devices. These could be legacy
devices or IoT devices. If IoT will be mostly PSK

® 5GHz dedicated to majority of existing clients

802.11b/g | 802110/ v
Policy

General Security Advanced Add To Policy Tags
Profile Name* employee-6E Radio Policy ®
WLAN o TR ® \WPA3 on 6GHz only for the newest clients
St ® wous Eraiod
& Dot11ax Enabled
Broadcast SSID

cisco cah/wﬂamm
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Wi-Fi 6E WLAN Designh Considerations

Pros Cons

* Cleanest option from a client

. : . e Additional SSIDs to manage and
compatibility point of view

broadcast

* More secure options as clients can

* N itional SSID
adopt WPA3 security eed to manage additional SS

profiles on clients

* WPA3 clients can roam across
different bands

cisco cWLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



Wi-Fi 6E Power Optimizations
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Catalyst Wireless Is Sustainable Across the Product Lifecycle

iy W

Recycled Sustainable
Packaging S~
Re-useable brackets g |:|
AP power

Optimizations

materials

Hardware
Innovations

‘ Smart
OI1T1T1T1T1] Returns
Workspaces
and re-use
Programs

Environmental
Monitoring

Reuse & recycle qm /
Ho=HE—©

OO0d
|:||:|/
|:||:|/

<




AP Power Optimizations Feature Suite

Save Power, Reallocate Power, and Visibility into Savings

AP Power Save Mode

Lower AP Power Usage

= Create a calendar profile for off-peak hours.

= Create a power profile to lower the power
consumption budget during off-peak hours.

= Power Profile: Shut AP Radio or lower spatial
Stream, lower port speed, disable USB port.

Edit AP Join Profile &
General  Client ~ CAPWAP AP Management  Security ~ ICap QoS

General  PowerManagement  Hyperlocation AP Statistics
Regular Power Profile

V' Calendar Profile - Power Profile Map

O weeky Daily 08:00:00 17:00:00 Power Profile 1
cisco Jh/wef LatAm

Note: Cisco DNA Center integration is on the roadmap

Supported on 9115, 9120, 9130, 9136, 9166, 9164, 9162

Control over how power is used

Reallocate extra AP Power to different radios
while operating on PoE+ (30W).

Customization of your PoE power budget.

Example: Disable 2.4 GHz radio -> use extra
power for 6 GHz radio.

Edit Power Profile x
Name* Power Profile 1
Description Enter Description

Add
O sequence Y Interface Y Interface ID Y Perameter Y Parameter Value b 4
0o Radio 5GHz State Disabled
[mR! Ethernet GigabitEthernet1 Speed 5000 MBPS
0: Radio 6GHz State Disabled
0O s Radio Secondary 5 GHz State Disabled

1 10

IOS-XE 17.10

#CiscoConnectLatAm BRKEWN-2024

Power, Money, and Emissions Savings
on Cisco DNA Center

= Cisco DNA Center PoE dashboard integration.

= Power Savings, Money Savings, Emissions
Reductions.

= Visibility into trends and insights.

= Both site level and AP level view.

@ AP Savings (24 Hours) ©

Power Consumed: 300kw | 600kw (CNTEISNE])  Money Spent: 150k $300k (TN

® Power Save + Normal Mode @ Normal Mode

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Actual Power Consumption at the Switch

Power Needed | ] PoE Power Negotiation is not affected

47.3 W <=473 W —

Actual power consumption by the AP will be
lower

16.5W

c I S c o cMLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Fixed Power Profile

The pre-defined default operating mode for all the interfaces at each power mode
(802.af,at, bt)

. . . Al/ML-
Number of 2.4-GHz Primary Secondary 6-GHz radio mGig mGig

i Environmental
Input power spatial radio 5-GHzradio | 5-GHzradio PHY O PHY 1 drlve.n
(slot 3) scanning Sensors

radio

streams (slot 0) (slot 1) (slot 2) link speed link speed

802.3bt

(Cisco 16 4x4 8x8 or Dual 4x4 4x4 5G 5G Yes (9W) Y Y Y 47.3W

UPOE®)

S(gis;t 8 Disabled 4x4 Disabled 4x4 2.5G Disabled Disabled Y Y Y 24.4W

S?ch;:é?f 0 Disabled Disabled Disabled 1Gig Disabled Disabled Y Y Y 14W
Note: These are different per AP platform. J

| 1
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AP Power Saving vs AP Power Distribution

|OS-XE 17.8 |OS-XE 17.10

AP Power Saving AP Power Distribution

* During off-work hours, APs
will be put into Power Save
Mode to save SS$Ss and
Power

* Customers can define the
off-work hours using a
calendar profile

*  When Switch GRANTSs less than what AP
NEEDs, the APs will operate in a fixed
power mode for that power level

* Provided Power will be “Distributed”
among Radios, Ethernet, USB to not
exceed the Switch PoE Power

* Some Of the Interfaces May be

e Disabled
* Operate at lower speeds

* Users can now customize the interface

operation mode using Power Policies

cisco cWLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



AP Power Profile

AP Power Profile

* Prioritized set of rules that define how the AP

will run e AP Power Profile is used for both AP Power

Save and AP Power Distribution.
* Can Configure:

* Radios to be disabled or adjust number * If clients still need to connect, leave at least
of spatial streams one radio enabled.
* Ethernet * The radio enabled should be the one
* GigabitEthernet line speed broadcasting the SSID.

* LAN ports to be derated*
* USB port to be disabled

Note: If APs do not support configured settings (ex. 6GHz or GigabitEthernetl), the settings will not be applied.

*upcoming software release
CISCoO 0&W7£LatAm #CiscoConnectLatAm BRKEWN-2024
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AP Power Save Mode

AP power save mode allows administrators to schedule periods of time where APs
should, for example, turn off radios to save power, thus reducing power consumption

ooooo
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Supported Access Points
AP Power Save Mode

* APs can switch into low power mode when no
clients are associated (i.e., no users are in the
building and using wireless services)

e Define Power Profiles that affect the various AP / @ @ @
interface states:

Radios: 6GHz, 5GHz, 2.4GHz / Spatial

Streams

Ethernet Ports*

USB Port

*upcoming software release

cisco
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AP Power Save Mode Behavior with Clients

Typical Workday
Calendar Profile

Normal Power Profile A P:r\:)/](cei:'eSave Normal Power Profile AP Power Save Profile

Wireless Clients No Wireless Clients Wireless Clients

No Wireless Clients Connected
Connected Connected Connected

- - - - - - - -

8:00 AM 5:00 PM 6:00 PM 7:00 PM 8:00 PM 9:00 PM 10:00 PM 12:00 AM

cisco cWLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



AP Power Distribution

New AP Power Distribution allows admins control over how APs operate when
provided less than full power (30W/PoE+), enabling maximum utility of the AP.

Mainly 2.4 GHz & 5 GHz clients

(Or 6 GHz not allowed) Mix of 5 and 6GHz clients Balanced

2x2 4x4 Off Off 4x4 2x2 2x2 2x2 2x2

U246 56 6G

Available now in 17.10!

Numbers are examples, and will depend per AP platform

c I S c o cWLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



AP Power Distribution

AP power distribution allows users to customize the interface operation mode using
Power Policies making it flexible when there is not the standard operating power given
to the AP

Power Policy Profile

Disable 6GHz Radio

- 5GHz Radio as 4x4

Mainly 2.4 GHz & 5 GHz clients )
(Or 6 GHz not allowed) 2.4GHz Radio as 2x2

Catalyst 9136 %2 Ixd off

cisco GWLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AP Power Distribution

@ Supported Access Points

Customize the AP power budget while operating on
less power.

The following interfaces can be adjusted to fit the
user's specific needs:

Radios: 6GHz, 5GHz, 2.4GHz / Spatial
Streams

Ethernet Ports*

USB Port

*upgeming software release

cisco
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AP Power Optimization — AP
Power Save and AP Power
Distribution

Configuration & Status Monitoring

cisco 0&7«/wﬂamm



Configuring the AP Power Profile

Name* GreenAPPowerPolicy

Description

Rule

Sequence number* 20

Interface Radio v Parameter Spatial Stream v
Interface ID Secondary 5GHz v Parameter value 2x2 v

Configuration > Tags & Profiles > Power Profile
=]
(m] Sequence Y Interface Y Interface ID Y Parameter Y Parameter Value Y
O 1 Radio 5 GHz Spatial Stream 2x2
O Radio 6 GHz Spatial Stream 2x2
O n Radio 2.4 GHz Spatial Stream 1x1
O 15 Ethernet GigabitEthernet1 Speed 2500 MBPS
O 20 Radio Secondary 5 GHz Spatial Stream 2x2
1 10
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AP Power Save Only

Configuring the Calendar Profile

Configuration > Tags & Profiles > Calendar

Add Calendar Profile Add Calendar Profile x

Name* Workday Midnight to 8am Name* Workday 5pm to Midnigh
Recurrence Weekly v Recurrence Weekly v
Start Time 00:00:00 [C) Start Time 17:00:00 [C)
End Time 08:00:00 ® End Time 23:59:59 ®
Day S Day S S
Add Calendar Profile x
Name* Weekend
Recurrence Weekly v
Start Time 00:00:00 [C)
End Time 23:59:59 [C)
Day M T W T F

c | S c o WLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Mapping the AP Power Profile to Calendar Profiles

Edit AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS
Name* default-ap-profile OfficeExtend AP Configuration
Description default ap profile L3 Local Access
Country Code us v ® Link Encryption
A P POWE r Save O n |y LED State Rogue Detection 0
LAG Mode 0 Provisioning SSID
NTP Server 171.68.38.66 Antenna Monitoring
. . N o GAS AP Rate Limit D Antenna Monitoring [:]
Configuration > Tags & Profiles > AP Join
USB Enable (m] RSS! Fail Threshold(dB)* 40
Apphost o Weak RSSI(dBm)* -60
Fallback to DHCP )
Detection Time(min)* 12

c | S c o chLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public




Configuring a Regular AP Power Profile

Edit AP Join Profile

General Client CAPWAP AP Management Security ICap QoS

General Power Management Hyperlocation AP Statistics

Configuration > Tags & Profiles > AP Join

‘v Regular Power Profile

Regular Power Profile SEVT_Power_Dist.x v (7]
Sequence Y Interface Y Interface ID Y Parameter Y Parameter Value Y
0 use usso State Disabled
1 Ethernet GigabitEthernet1 Speed 100 MBPS
2 Radio 6 GHz Spatial Stream 4x4
3 Radio 5 GHz Spatial Stream 2x2
4 Radio Secondary 5 GHz Spatial Stream 2x2

cisco 0MLatAm #CiscoConnectLatAm BRKEWN-2024 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



AP Statistics - Power Status
Power Profile Not Applied - Fixed Power Policy

Monitoring > AP Statistics

cisco

General

360 View & Power AP CAC
Power Operational Status
Interface Y |Interface ID
Ethernet GigabitEthernetQ
Radio 2.4 GHz
Radio 5 GHz
Radio Secondary 5 GHz
Radio 6 GHz
USB USB 0
1 10 w

QOS

Sensor Statistics

TrustSec EoGRE

AP Fixed Power Policy

Y Parameter

Speed

Spatial Stream
Spatial Stream
State

Spatial Stream
State

Y Parameter Value

5000 MBPS
4x4

4x4
Disabled
4x4
Disabled

BLE

Y Status Y
Fixed Policy
Fixed Policy
Fixed Policy
Fixed Policy
Fixed Policy
Fixed Policy

W LatAm
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AP Statistics - Power Status

Power Profile Applied — AP Power Save

Monitoring > AP Statistics

cisco

360 View & Power AP CAC
Power Operational Status
Power Saving Mode Profile
Associated Calendar Profile
Power Profile Status
Interface Y Interface ID
Radio 5 GHz
Radio Secondary 5 GHz
Radio 6 GHz
USB USB 0
Ethernet GigabitEthernet0
1 10 v

smred] Laam

QOS

Sensor Statistics TrustSec EoGRE

Power Saving Mode

Off Work Hours &

Workday 5pm to Midnight &
Success

Parameter Parameter Value
State Disabled

State Disabled

State Disabled

State Disabled

Speed 2500 MBPS

#CiscoConnectLatAm

BRKEWN-2024

BLE

Y Status Y

Success
Success
Success
Success

Fixed Policy

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



AP Statistics - Power Status

Power Distribution — Power Profile applied to lower power budget

Monitoring > AP Statistics

General

360 View ¥ Power AP CAC QO0Ss Sensor Statistics TrustSec EoGRE BLE
Regular Power Profile SEVT_Power_Distribution &
Power Profile Status Success
—
Interface Y Interface ID Y Parameter Y Parameter Value Y| Status b &
USB USB 0 State Disabled Success
Ethernet GigabitEthernet1 Speed 100 MBPS Success
Radio 6 GHz Spatial Stream 4x4 Success
Radio 5 GHz Spatial Stream 2x2 Success
Radio Secondary 5 GHz Spatial Stream 2x2 Skipped
Radio 2.4 GHz Spatial Stream 2x2 Fixed Policy
Radio 2.4 GHz Spatial Stream 2x2 Skipped
Ethernet GigabitEthernetO Speed 2500 MBPS Fixed Policy
| N
1 10 v Y
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Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

T Learn

=2) Train

Pay for Learning with Cisco
Learning Credits

2=| Certify

0000
[mlmimial
@ O, O,
Cisco U. Cisco Training Bootcamps Cisco Certifications and Specialist

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, and
certification training

Cisco Modeling Labs
Network simulation platform for design, testing,
and troubleshooting

Cisco Learning Network
Resource community portal for certifications
and learning

Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and

Virtual Instructor-led training
Accelerated curriculum of product, technology,
and certification courses

Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program with
learning and support

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

cisco WLatAm
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Thank you
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