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Legal Disclaimer

Any information provided in this document regarding future functionalities is for
informational purposes inly and is subject to change including ceasing any further
development of such functionality. Many of these future functionalities remain in
varying stages of development and will be offered on a when-and-if available basis,
and Cisco makes not commitment as to the final delivery of any such future
functionalities. Cisco will have no liability for Cisco’s failure to deliver any of all future
functionalities and any such failure would not in any way imply the right to return any
previously purchased Cisco products.



Typical Al Project Lifecycle
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Justifying the
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Building a small-
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test feasibility
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Full deployment into
a production
environment

Continuous
improvement and
scaling based on

feedback and
monitoring

Extending the
solution to new
use cases,
regions, or users

Expanding the PoC for
real-world testing in a
controlled environment

INFRASTRUCTURE

Data Gravity | Sovereignty | Cost | Performance | Power Cooling | Skills
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Inference-led repatriation

Al Is network bound

Al Design

: : Common substrate for Al security
Considerations

Hyper-distributed security

Customer choice in silicon
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Inference-led repatriation

Everything-as-code
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Security

0030

Al Native Operations

Frameworks and Tooling

Application Platforms

Compute and Data

Networking
30 Ll
Edge Colocation
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Enterprise Applications l Artificial Intelligence

Sustainability

Observability

>

Public cloud
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Al Is network bound
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Non-blocking, lossless Ethernet transport
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Lossless Ethernet Fabric

« RDMA over converged Ethernet (RoCEv2)
« Common Collective Library (CCL)
e Data Center Quantized Congestion Notification (DCQCN)

Custom Silicon

* Enhanced network utilization with telemetry
* Programmable SerDes for optimal Al performance
* Visibility and insights into energy consumption

Custom optics

* Multivendor qualification and compliance
* Low failure rates with full TAC support
* Data Center Intconnect with coherent optics
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Al Is network bound

Dedicated Backend and Frontend Networks

<+—— GPUs sync their distributed training states via inter-GPU backend network —»
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Cisco Data Center Networking for Al
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A Simple Sizing Exam
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Total KV-cache size (bytes) = num_layers X num_heads X seq_len X head_dim x 2 x dtype_size
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Compute Al Portfolio

Customer choice in silicon

N

Validated solutions for Al with compute, network, storage, and software

VvV

UCS Dense GPU Servers UCS Blade (w/GPU Expansion) and Rack Servers Enterprise Al Edge

Dense compute for demanding Al Full stack Al PODS with compute and networking
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NVIDIA Enterprise Reference Architecture

Cluster Topology up to 12 Nodes Cluster Topology up to 16 Nodes

Storage Leaf

Storage Leaf

8 x 400G GPU

East - West

Mgnt Leaf

4 x 100G GPU

18x 1G
12 x 10G

4 x C885a

32 x 400G GPU

8 x 400G CPU | |

12 x 1G BMC I [

8 x 10G Mgmt

Scale Unit (SU 1) Scale Unit (SU 2) Scale Unit (SU 3) Scale Unit (SU 1) Scale Unit (SU 2) Scale Unit (SU 4)
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Al Security requires a
cohesive and
Integrated toolset

Data Source risks include data poisoning, exfiltration

and accidental leaks. . Y
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Training risks include open-source model
contamination, insecure APIs and unknowingly
consuming 3" party IP
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Inference risks include denial of service attacks, prompt
injection and data mining
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Al-Native. Ever aware. Everywhere

Cisco Hypershield

Closing the Exploit Gap

In minutes versus months, Al-native rule engine
prioritises vulnerability and then deploys surgical
compensating controls.

Segmentation

An extended network that segments itself
continuously adapting to current realities. Informed
by process behaviours, file changes, learned policy
preferences

Self Qualifying Updates

Powerful solution that allows you to validate
upgrades and policy changes against live
production traffic with our innovative dual dataplane
approach.

Hyper-distributed security
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Al-Native. Ever aware. Everywhere

Cisco Hypershield

Closing the Exploit Gap

In minutes versus months, Al-native rule engine
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prioritises vulnerability and then deploys surgical
compensating controls.

Segmentation

An extended network that segments itself
continuously adapting to current realities. Informed
by process behaviours, file changes, learned policy

Cloud management (Cisco Security Cloud Control)

Distributed Exploit
Protection

Autonomous
Segmentation

Platform
Al-native security | Kernel-level enforcement (built on Isovalent) | Self-
qualifying updates

preferences

Self Qualifying Updates

Workload and network enforcement points
Public Cloud | _Private Cloud

Bare metal Network

Virtual machines Kubernetes

Powerful solution that allows you to validate \
upgrades and policy changes against live

production traffic with our innovative dual dataplane
approach.
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Hyper-distributed security
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Cisco Al Defense
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Common substrate for Al security
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The solution: Cisco Secure Al Factory with
NVIDIA

( Al DEFENSE ) o=

e \ J )
,’ _____________________________ S /’ _____________________________ J \\
! C Cisco Nexus® Hyperfabric Al ) [ ! C Cisco Al POD ) .
\ 7Y N g%
/// \\\ //// \\\
\ Al APPLICATION PLATFORM ) \ Al APPLICATION PLATFORM )
N 2 \

;‘S a Y,
hell .= ACCELERATED COMPUTE | | ACCELERATED COMPUTE |

ocomm]

o

feee—1]

| &7 CLOUD MANAGED FABRIC-as-a-Service | ([ 3R

ON-PREMISE MANAGED Al NETWORKING

8 UNFIFED Al STORAGE PLATFORM BEST OF BREED STORAGE VENDORS

Vertically Integrated

- (

N /
HYBRID MESH FIREWALL
. J

Modular

cisco 6071/!%7‘

#CiscoConnect ©2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco Al-ready data center
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Data Center Networking

Hyperfabric

Cloud managed
Network fabric

4 Cloud I
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Cloud managed
compute fabric

Al READY INFRASTRUCTURE
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Validated hardware and

software Al system

Digital

Al

Hyperfabric Al Secure Al

Cloud managed Secure and integrated Al
integrated Al System full stack system

FULL STACK SYSTEMS

Resilience
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Only Cisco unifies networking, compute, security and
observablility to deliver the Al-ready data centers

CIsCo 6”’/’3&% #CiscoConnect ©2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



IIr
CISCO

Stay Connected
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