


Introduction
Over 500 EMEA decision makers participated 
in the 2026 State of Industrial AI Report.
Following the success of the inaugural 2024 State of Industrial Networking Report, 
this edition looks at how firms operating in industrial sectors worldwide are 
adopting Artificial Intelligence; the challenges they face; and the opportunities 
for AI-powered transformation. We spoke to AI and OT decision-makers in 
enterprises with annual revenues over $100 million across 9 countries in EMEA.

This regional report provides an 
EMEA-specific view of the 2026 State of 
Industrial AI research, highlighting how 
organizations across Europe, the Middle 
East, and Africa are adopting, scaling, 
and securing AI in industrial environments. 

Cisco, in association with Sapio Research, undertook this study to establish 
levels of AI adoption in industrial networking; the operational outcomes 
organizations are achieving from AI investments; barriers to scale; and how 
to align for success.
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Executive summary

Industrial AI demands network 
modernization 
AI implementation is placing unprecedented 
demands on underlying infrastructure.

	● 47% of organizations in EMEA expect 
significant increases in connectivity 
and reliability requirements

	● 94% of decision-makers say reliable 
wireless networks are vital for enabling AI

	● More reliable connectivity (47%), 
greater edge compute capacity (40%), 
and higher bandwidth (40%) are top 
network requirements for AI at scale

Network readiness now determines AI 
success, with infrastructure limitations directly 
constraining the ability to scale deployments.

Cybersecurity is both the #1 barrier 
and the #1 asset
Expanding AI adoption elevates cybersecurity 
risk across industrial environments.

	● 35% cite cybersecurity concerns as the 
number one barrier to industrial AI adoption

	● 46% identify security as their 
biggest networking challenge

	● 81% expect AI to improve their 
cybersecurity posture

While security gaps are limiting AI scale today, 
organizations view AI as a tool to strengthen 
detection, monitoring, and resilience.

IT/OT collaboration is critical to AI 
at scale
Effective collaboration between IT and OT 
teams directly impacts AI outcomes.

	● 41% of firms in EMEA continue to operate 
with limited or no IT/OT collaboration

	● Only 88% are confident in scaling AI without 
collaboration (vs. 96% with alignment)

	● Only 80% are confident in remaining 
compliant while integrating AI while without 
collaboration (vs. 98% with alignment)

While disparate teams slow AI deployment 
and increase operational risk, IT/OT alignment 
accelerates scalability, stability, and security.
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Introduction letter
I’m excited to introduce Cisco’s 2026 State of Industrial AI Report 
– an evolution of our State of Industrial Networking Report. As 
industrial operations continue to transform, artificial intelligence 
is rapidly emerging as a gamechanger across manufacturing, 
utilities, transportation, and beyond. 2025 was the year for many 
to experiment with AI in industrial settings; 2026 promises to 
be the year when many organizations move from pilots to real, 
production-ready AI projects. 

This year’s report is informed by the perspectives of 1,000 
operational leaders across 19 countries and 21 industries. It 
highlights not only the tremendous potential of AI to enhance 
productivity, resilience, and safety, but also explores the 
challenges organizations face as they integrate AI into their 
industrial networking strategies – from data management to 
cybersecurity to IT/OT collaboration. 

At Cisco, we remain committed to supporting our customers’ 
digital transformation journeys. Our deep expertise in both 
IT and OT has positioned us to help organizations harness 
AI, enabling smarter, more secure, and more agile industrial 
networks at scale. Listening to our customers continues to be 
our top priority, and this year’s survey reveals powerful insights 
about how industrial leaders are approaching AI adoption – 
and what’s on their minds for the year ahead. 

We’re seeing companies bring AI to life in impactful ways: 
from deploying machine vision to ensure product quality in 
manufacturing, to rolling out AI-powered automated guided 
vehicles (AGVs) and autonomous mobile robots (AMRs) that are 
reshaping material handling and logistics, to leveraging agentic 
operations that drive more autonomous, adaptive, and efficient 
workflows across industrial environments. Additionally, AI is 
playing an increasingly critical role in cybersecurity for OT, where 
the scale and complexity of machine data demand intelligent, 
automated approaches that go beyond human capabilities.

We hope this report serves as a valuable resource, offering 
context and benchmarks to guide your strategy, partnerships, 
and innovation initiatives. By working together, we’ve already 
seen the extraordinary business outcomes that industrial 
networking for AI use cases can deliver. As the critical 
infrastructure for the AI era, Cisco is dedicated to empowering 
organizations to realize the full potential of industrial AI. We look 
forward to helping you unlock even more possibilities in the 
coming year.

Vikas Butaney
Senior Vice President and General Manager 

Cisco Secure Routing and Industrial IoT
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Section 1
Regional overview: the state of industrial AI adoption in EMEA 
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AI adoption has reached active deployment
AI adoption in industrial operations is established and 
broad, rather than experimental.

AI transformation reveals productivity for 
most, business reimagination for a few. 

AI’s real-world business impact is rising 
fast, with 25% of leaders now reporting 
that AI is having a transformative effect 
on their companies— more than double 
from 12% a year ago. Yet, most companies 
are only at the edge of large-scale 
AI-driven transformation.

Source: Deloitte “State of AI in the Enterprise”, January 2026 – https://www.deloitte.com/
content/dam/assets-zone3/us/en/docs/services/consulting/2026/state-of-ai-2026.pdf

Mature‚ scaled 
deployment 19%

Early deployment in 
select areas 27%

Broad deployment 
across multiple sites 40%

Exploring /  
Piloting 14%

Q. �Which of the following best describes your organization’s current stage of AI adoption in 
industrial operations? Select one

of organizations are 
actively deploying AI 
at scale.

59%
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AI adoption evolves from efficiency 
to resilience
Early adoption is characterized by efficiency-focused use cases, with AI widely deployed to 
support process consistency and throughput improvement. 

Q. �Which AI use cases are you currently exploring or deploying in your industrial operations? Select all that apply

Process automation
58%

51%
Supply chain / logistics optimization

49%
Automated quality inspection

49%
Energy optimization / sustainability

43%
Predictive maintenance

37%
Worker safety monitoring

34%
Robotics

1

2

3

4

5

6

7

organizations plan to expand 
AI into resilience-focused 
use cases.

2 out of 3
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Operational efficiency drives AI adoption
For most organizations in EMEA, AI adoption begins as a productivity and cost-efficiency 
initiative—establishing a practical foundation for broader transformation over time. 

Q. �What are the primary drivers behind your organization’s interest in AI? Select up to three

of organizations expect 
to achieve AI outcomes 
within the first year, or 
have already seen results, 
reinforcing efficiency as the 
top starting point.

51%

59%1 Improving productivity

41%2 Reducing costs

33%3 Improving security

30%4 Gaining competitive advantage

28%5 Reducing downtime

28%6 Improving sustainability

27%7 Enhancing worker safety

21%8 Meeting regulatory requirements
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Cybersecurity concerns limit AI adoption
Despite rising adoption, infrastructure- and security-related barriers are limiting 
AI scalability in EMEA. 

Cybersecurity concerns
35%

 Talent and skills shortages
32%

Compliance concerns 
24%

Technology integration challenges
33%

Legacy infrastructure limitations
26%

Budget constraints
30%

Managing complex and diverse data silos
23%

Unclear ROI / business case
21%

Networking and connectivity limitations 
19%

Q. �What are the biggest obstacles your organization faces in adopting AI? Select up to three

Cybersecurity concerns are 
significantly limiting AI adoption 
by creating a “trust deficit” 
and introducing new, complex 
risks that outpace traditional 
security measures. A recent 
Forrester report cited that, 
“among AI decision-makers, 
29% identify trust as the single 
largest barrier to generative AI 
adoption in their organizations.”

Source: https://www.forrester.com/technology/generative-ai/

4

7

8

9

2

5

1

3

6
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Section 2
AI outcomes, ROI & investment priorities
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Firms expect AI to deliver operational gains
Across EMEA, organizations’ expectations remain closely aligned with investment drivers—
primarily associated with near-term operational gains.

Q. �What outcomes would you most like to achieve from AI investments? Select up to three

As we saw with AI adoption drivers, the 
range of expected outcomes also broadens 
with maturity of deployment. More advanced 
adopters are more likely to associate AI with 
resilience, safety, and long-term operational 
improvement, indicating a shift from tactical 
efficiency toward strategic value creation.

AI success is currently defined by fast, 
operational wins.

4 Competitive advantage / innovation
32%

7 Improved worker safety
27%

2 Cost reduction
41%

5 Enhanced sustainability / lower energy usage
28%

1 Increased productivity
53%

3 Faster decision-making
37%

6 Reduced downtime
27%
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AI investments bring high expectations
The short timeframe in which decision-makers in EMEA expect outcomes shows strong belief 
in AI’s near-term payoff.

Q. �When do you expect to see these outcomes? Select one

Already 
seeing these 

outcomes

Within 
two years

Within 
ten years

Within  
a year

Within 
five years

More than 
ten years 
from now

20%

35%

2%

31%

11%

1%

Short time-to-value 
expectations favor use 
cases that can prove 
impact quickly.

expect to see AI outcomes 
being achieved within the 
next two years. 

86%
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Investment priorities for enabling AI
Rising AI investment within EMEA reflects confidence in near-term returns—but increases 
pressure on foundational capabilities.

AI accounts for 12% of 
networking budgets, and 80% 
of organizations in EMEA plan 
to increase that investment—
raising expectations for scalable, 
production-ready deployments.

<5% 20%+5%-10% 11%-20%

27%

45%

63%

77%

Percentage expecting outcomes within a year

IT/OT budget allocation to AI*

As AI spending increases, expectations for speed and consistency rise—shifting focus toward 
infrastructure, security, and operating models that support rapid, scaled deployment.

*Correlation data taken from overall sample of 1,200 industrial decision-makers
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AI investment priorities shift with maturity
Across EMEA, AI investment starts with efficiency, but maturity reveals the real shift:  
machine-to-machine decisioning enabled by sensors, connectivity, and edge compute.

Q. �What are your top priority areas for AI investment in 
industrial operations? Select up to three

Q. �What new technologies are most critical to enable AI in your industrial 
operations? Select up to three

Scaling AI requires shifting 
from human-in-the-loop 
workflows to machine-
to-machine decisioning—
driving investment in 
connectivity, edge, 
and data infrastructure.

Advanced sensors (temperature‚ vibration‚ etc.)
41%28%

Automated quality inspection

AI vision systems / cameras
43%36%

Industrial cybersecurity

Edge computing platforms
38%24%

Energy optimization / sustainability

Robotics & autonomous systems
49%36%

Process automation / efficiency

Industrial wired and wireless connectivity
41%31%

Supply chain / logistics optimization

Digital twins / simulation tools
31%23%

Predictive maintenance

Investment priorities: New technologies:

1

2

3

4

5

6
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Section 3
AI runs on the network: infrastructure as the foundation for scale
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AI adoption rewrites industrial 
infrastructure requirements
AI workloads introduce new performance, power, and reliability requirements that exceed 
traditional industrial network design assumptions.

Q. �How do you expect AI workloads to impact your industrial network requirements? Select all that apply

Greater need for wireless connectivity and mobility
38%4

Need for more Power over Ethernet [PoE] ports
29%7

Need for higher Power over Ethernet [PoE] wattage
27%8

We don’t expect AI workloads to impact industrial network requirements
4%9

Greater edge computing capacity
40%2

Increased network segmentation
32%5

More reliable connectivity
47%1

Higher bandwidth needs
40%3

More predictable latency requirements
30%6

expect AI workloads to 
have an impact on their 
industrial networks.

96%
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Network readiness is the primary constraint 
to AI scale
As AI moves into production across EMEA, network performance and reliability determine 
whether deployments can scale across industrial environments. 

Q. �What are your biggest networking challenges in supporting AI-enabled operations? Select up to three

of business leaders in EMEA say 
wireless reliability is critical to enabling 
industrial AI—making it foundational to 
network readiness at scale.

94%
2 37%

Management of different networks

4 29%
Lack of Power over Ethernet [PoE] infrastructure for vision systems

5 29%
Predictable latency

7 24%
Roaming / mobility

46%
Security / segmentation1

33%
Lack of collaboration between IT and OT teams3

27%
Bandwidth limitations6
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Scaled AI adoption requires 
a network evolution
Organizations within EMEA are moving toward AI-capable 
industrial network infrastructure. Sustained AI impact is 
determined by the readiness of the network on which it runs.

Network evolution: 

Connect

Reliable wired and wireless 
connectivity with sufficient 

power, bandwidth, and 
coverage to bring assets 

and data online.

Enable

Predictable latency, 
network segmentation, 

and edge compute 
capabilities that support 
real-time AI workloads.

Scale

A unified, secure IT/OT 
network architecture that 
delivers consistent policy, 
visibility, and cybersecurity 

across environments.

1 2 3
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Section 4
Cybersecurity & industrial AI interconnectedness
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In 2024, cybersecurity 
emerged as a growing priority 
for industrial networking 
teams; today, it has become 
the leading concern, with 
46% of organizations in EMEA 
citing security as their top 
networking challenge.

Cybersecurity is now the #1 obstacle to 
AI adoption
As organizations connect more assets and systems to support AI, security becomes a critical 
concern, raising the stakes for how industrial environments are protected.

Q. �What are the biggest external obstacles to your organization’s growth? 
Select all that apply

Q. �What are the biggest obstacles your organization faces in adopting AI? 
Select all that apply

Shortage of skilled workers 
1# 42%

Cybersecurity risks
3# 34%

Cybersecurity concerns 
1# 35%

Inflation
2# 41%

Technology integration challenges 
2# 33%

Lack of skilled talent 
3# 32%

2024 2026
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Cybersecurity as a foundational requirement
While cybersecurity is a significant barrier to AI at scale, its importance as a foundational 
requirement for AI-ready infrastructure is more pronounced than ever.

Q. �How important is cybersecurity in your AI-ready infrastructure deployment? Select one

This emphasis strengthens with AI maturity, as organizations further along in adoption 
increasingly view cybersecurity as a core enabler of AI-ready infrastructure.

Very important 67%

Not very important 3%

Somewhat important 28%

Not at all important 1%

of EMEA leaders say it is 
‘somewhat’ or ‘very important’.

96%
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IT/OT collaboration on cybersecurity 
remains constrained
Effective cybersecurity in industrial environments depends on collaboration between IT and OT teams. 

Today, only 19% of EMEA 
organizations report fully collaborative 
IT/OT interworking on cybersecurity, 
while 41% remain either neutral or 
operationally independent, pointing 
to persistent organizational and 
governance gaps. 

The data reveals an interesting 
pattern: as IT/OT collaboration 
increases, reported levels of 
cybersecurity concern also increase: 
11% more collaborative organizations 
in EMEA cite cybersecurity as a 
primary obstacle to AI adoption than 
those operating independently. 

This divergence suggests a maturity gap. As IT and OT teams work more closely together, 
cyber risks become more visible, not smaller—an essential step toward building resilient, 
AI-ready industrial environments.

Cybersecurity concerns
From respondents who rate their IT/OT collaboration as completely independent and completely collaborative

Collaborative26% Independent37%
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AI as a cybersecurity enabler
As cybersecurity becomes more critical to AI adoption, organizations increasingly view AI as part 
of the solution—not just a source of new risk. In EMEA, AI is being applied to strengthen detection, 
monitoring, and response across industrial environments.

expect AI to improve their 
cybersecurity capabilities.

Industrial cybersecurity ranks as the top most important area 
for AI investment, alongside process automation and efficiency. 
This prioritization indicates that organizations are investing in AI 
to improve cyber resilience.

AI will play a dual role in industrial environments: increasing the 
need for secure-by-design architectures while also enabling 
stronger, more adaptive defenses at scale.

81%
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Section 5
IT/OT collaboration – the operating model for scaling AI
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IT/OT collaboration remains uneven
Collaboration between IT and OT teams remains uneven across industrial organizations in EMEA, 
though progress is evident year on year. 

A recent MarketsandMarkets 
study found that the OT security 
market is projected to grow 
from USD 23.47 billion in 2025 
to USD 50.29 billion by 2030. 

Similarly, by 2025, 52% of 
organizations have shifted 
responsibility for OT security 
to the CISO, up from 16% in 
2022 – treating it as a top-level 
business risk.

Source: https://www.fortinet.com/resources/reports/state-ot-cybersecurity?utm_
content=blog-cta-ot-security

Comparison of IT/OT inter-working in relation to cybersecurity

While progressive, fully converged IT/OT operating models in 
EMEA remain the exception, at 1 in 5. 

2024

61% 
Little to no collaboration 

2026

41% 
Little to no collaboration 
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Independent teams undermine 
AI confidence & outcomes
IT/OT collaboration has a direct impact on confidence in scaling 
AI and on operational performance.

These findings demonstrate that organizational structure influences confidence, 
performance and deployment as AI adoption accelerates.

Collaborative organizations 
report:

	● Higher confidence in scaling and 
integrating AI

	● Stronger alignment on cybersecurity 
as a foundational requirement

Organizations with limited IT/OT 
collaboration experience:

	● Greater wireless instability and lower 
network reliability

	● Slower deployment timelines driven by 
fragmented ownership
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Skills required to scale Industrial AI
Organizations across EMEA identify a broad mix of skills as essential to scaling industrial AI.

Q. �Which skill sets are most critical for scaling AI in industrial operations? Select up to two

 AI/ML model 
development

Data science 
& analytics

OT domain 
expertise

Industrial 
networking & 

security

Cloud/edge 
architecture

39%

36%

39%

35%

32%

AI scale depends on the ability to 
integrate AI into live operational 
systems, requiring coordination across 
networking, security, cloud/edge, and 
OT domains—and making collaboration 
across people, processes and platforms 
a prerequisite for success.
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Section 6
Future outlook – scaling AI across industrial operations in EMEA

2026 State of Industrial AI Report for EMEA 29



What the next 3–5 years will bring

Scaling 
confidence 
is high
94% of organizations 
report confidence in 
their ability to scale 
AI. Confidence rises 
further with higher 
AI budget allocation 
and deployment 
maturity. However, 
confidence doesn’t 
translate to reality.

Transformation 
expectations  
lag
Just over one-quarter 
of business leaders 
in EMEA expect 
enterprise-wide or 
end-to-end operational 
transformation. Most 
continue to view AI as a 
way to improve existing 
processes rather than 
redesign operations.

AI is still  
being used 
tactically
Productivity gains, 
cost reduction, and 
fast time-to-value 
dominate AI decision-
making. 51% are already 
seeing—or expect to 
see—AI outcomes within 
12 months.

Structural limits 
are holding 
AI back
Despite strong belief 
in AI’s potential, 
deployments remain 
constrained by 
infrastructure readiness, 
cybersecurity, skills, 
and operating models—
separating incremental 
use from scaled impact.

High confidence, 
uneven 
transformation
Over the next three to 
five years, industrial AI 
in EMEA is expected to 
expand beyond selective 
deployments toward 
broader, organization-
wide use. Confidence is 
high—but expectations 
for transformation 
remain uneven.
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Section 7
Takeaways for industrial AI leaders in EMEA
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The findings of the 2026 State of Industrial AI Report point to three clear priorities for industrial 
leaders across EMEA as AI adoption accelerates but scale remains uneven.

Priorities for industrial leaders

Foundational readiness determines AI scale 
The limiting factor is no longer awareness or ambition, but foundational readiness. 
Industrial AI stalls when networks, compute, and operating models are not built for scale.

Cybersecurity is the biggest constraint and the greatest enabler
Cybersecurity must be treated as a baseline requirement for AI-ready environments,  
not a downstream control.

IT/OT collaboration is essential for AI impact
AI scale is as much an organizational challenge as a technical one: collaboration enables 
speed, confidence, and repeatability.

1

2

3

2026 State of Industrial AI Report for EMEA 32



Section 8
Industrial AI partner considerations
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As industrial organizations look to scale AI across increasingly complex environments, partner 
choice becomes a strategic decision.

Industrial AI partner considerations

#1 Partners should be able to support:
	● Reliable, high-performance connectivity

	● Secure, segmented architectures

	● Predictable operations in production environments

#2 Prioritize partners with deep expertise in:
	● Industrial networking

	● Cybersecurity and segmentation

	● Edge compute and mobility

	● Visibility across IT and OT environments

#3 Select a partner with recognized high trust:
	● Respondents to our survey ranked Cisco as the most-trusted to 

provide AI-ready networking infrastructure

Cisco 58%

Siemens 46%

Hewlett Packard 36%

Huawei 29%

Fortinet 22%

Belden 10%

Cradlepoint 10%

Moxa 7%
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Section 9
Demographics & firmographics
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Industry Annual business revenue
Hi-Tech Electronics / Semiconductor 18%

10%

9%

9%

8%

7%

6%

5%

5%

5%

4%

3%

3%

3%

2%

2%

1%

1%

0%

0%

0%

Fabricators / Precision

Auto & Tire‚ Auto Tier Suppliers‚ EV‚ and Battery

Warehouse & Fulfilment

Life Sciences – Pharmaceuticals and Medical Devices

Energy Transition / renewable energy

Oil and Gas

Food and Beverage

Electrical power generation – fossil and renewables

Metals / Metal

Rail and Mass Transit

Chemical

Aerospace

Electrical Power transmission and distribution

Mining

Smart cities / roadways / traffic systems

Airports

Metal forming

Seaports

Pulp & Paper

Water and Wastewater

$100 million – 
$499.9 million

17%

$500 million – 
$999.9 million

20%

$1 billion – 
$14.9 billion

33%

$15 billion – 
$29.9 billion

18%

$30 billion 
or more

12%

Demographics & firmographics
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Demographics & firmographics
DepartmentJob role

Director 22%

Manager 40%

Head of department 18%

Vice President / Senior Vice President 7%

C-Suite 13%

IT

13%

43%

10%

7%

7%

4%

4%

5%

4%

1%

1%

Executive Leadership

Operations / Production

Engineering

Logistics / Supply chain

R&D

Procurement

OT

 Automation

Innovation

Quality assurance / control
Employment

Employed full-time

Employed part-time

98%

2%
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Country

18%

18%

9%

18%

9%

9%

9%

9%

UK

France

Spain

Germany

Netherlands

Italy

Poland

Saudi Arabia / UAE

Demographics & firmographics

100% 
EMEA
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About Cisco
Cisco is the worldwide technology leader that securely connects 
everything to make anything possible. Our purpose is to power an 
inclusive future for all by helping our customers reimagine their 
applications, power hybrid work, secure their enterprise, transform 
their industrial infrastructure, and meet their sustainability goals.

About Sapio Research
Sapio Research is a full-service B2B and tech market research agency 
that helps businesses grow thanks to high quality, efficient and honest 
research solutions.

We deliver valuable insights to support our clients understand their 
audience, build powerful brands, cut through the noise with great 
content and thought leadership. We’re based in the UK and have 
access to over 149 million people across 130 countries, working with 
clients that range from top tech companies to global consultancies, 
Marketing/PR agencies and household name brands.

Our purpose-driven team of expert market researchers is passionate 
about providing data confidence for all and performing research that 
makes a difference. We’re here to support our clients every step of the 
way in all areas of quantitative and qualitative research, so they can save 
time and thinking space, deliver with confidence, and unlock more value 
with their research.

For more information, visit sapioresearch.com.
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