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- Yoda -

“This is why you’ll fail”



Share experience. Build resilience.







Dear Tijme,

The board of Cisco would like to gain more insight into your productivity at work. That is why the management asked Survi Research to perform an 
Employee Productivity Survey (EPS).

Our recent research shows that management does not always know how productive certain employees are, and that this only moderately translates 
into a reward at the end of the year. Survi Research helps us measure productivity within Cisco, and will be a tool for you to show your performance 
to your manager.

Besides the fact that this performance indicator can help you at the end of the year, as a token of appreciation we will also raffle a Macbook Pro 
among the first 25 participants of the survey. 

Click here to start the survey.

When logging in, make sure that the link starts with https and has a green lock next to it. Although the survey is anonymous, we ask you to 
authenticate using your Cisco account, to prevent multiple registrations and other fraud.

Yours sincerely,

Melissa van Loenen
Manager Customer Success

Survi Research, Inc.

Melissa van Loenen
Aan: Tijme
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99%
van de red teams verkrijgen we kroonjuwelen via een e-mail inbox

Northwave

tijme.gommers@northwave.nl







73%
of the e-mail inboxes contain (sensitive) data about crown jewels



100%
success rate of phishing attacks



100%
van de red teams worden de phishing aanvallen gedetecteerd

95%
persistence access after 3 weeks



HAVE A PHISHING ACTION PLAN

BUSINESS

• Have an out of band 

channel to alert 

phishing victims.

• Make sure employees 

are familiar with your 

phishing procedures.

BYTES BEHAVIOUR

• Block access to the 

phishing website.

• Pro-actively perform 

password resets of 

affected accounts.

• Use passwordless

authentication.

• Teach users how to 

recognize phishing.

• Instruct users on how 

and where to report 

suspicious e-mails.
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This password is very easy to remember! 

He%an@!1



The password does not meet the password complexity 
requirements. Passwords must:

• Have at least 8 characters
• Have at least one capital letter
• Have at least one number
• Have at least one special character
• Have not been used in past year
• Not be the same as your account name

Password



100%
van de red teams worden de phishing aanvallen gedetecteerd

November2020!
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MAKE LIFE EASY FOR YOUR USERS

BUSINESS

• Check your password 

requirements. 

• Length is more 

important than 

complexity and 

rotation.

BYTES BEHAVIOUR

• Get your users a 

password manager

• Consider passwordless

authentication.

• Detect password 

spray attacks.

• Make life easy for 

your users.

• Educate users on 

creating secure 

passwords.









Because my application letter and CV were a bit too large to send as an 
attachment, I put them on Wetransfer as a ZIP file



The Wetransfer link:
https://we.tl/N8OLzq9QBT



…%
anti-virus detection



91%
anti-virus detection
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…%
C&C channel detection



2%
C&C channel detection





ASSUME YOUR NETWORK BREACHED

BUSINESS

• Does your security 

policy consider that 

you’ve been hacked?

• Check your incident 

response plans.

BYTES BEHAVIOUR

• Implement a layered 

defense strategy.

• Detect malicious 

behavior instead of 

using signatures.

• Is someone actually 

looking at your log files 

and AV-alerts?

• Educate end-users on 

how to recognize 

malicious files.





Ask me anything
Share experience. Build resilience.



Time Share experience. Build resilience

09:00 - 10:00

Main stage (Zilversmederij 300 seats) Breakout room 1 (Penningzaal 80 seats) Breakout room 2 (Depot 80 seats) Breakout room 3 (Stempelkamer 60 seats ) Breakout room 4 (Schatkamer 30 seats ) 

10:00 - 10:15

Threat Intell Threat Intel Post Quantum Security Threat Intel AI

Threat Intel update from Talos  - Martin Lee (Talos 

Threat intelligence organization)
No More Leaks Project - Felix Nijpels (Dutch Police) 

The Impact of Quantum on security - a general 

outlook - Sam Samuel (Cisco)

 Threat managemen at the Dutch Railway - Dimitri 

van Zantvliet Rozemeijer (Chief Cyber Dutch 

Railway)

Get ready for the AI attack bot - Richard de Vries 

(Tata Steel)

10:45 - 11:00

Detection and Response SOAR Post Quantum Security Detection and Response Detection and Response / AI

Day in life at the Dutch Tax Office SOC - Karl 

Lovink (Belastingdienst)

Stay Ahead of the Game: Automate your Threat 

Hunting Workflows - Christopher van der Made 

(Cisco)

Quantum hurdles: an optimistic view of post-

quantum security - Sander Dorigo (Fox Crypto)

What Cyber can learn from Biology? - Koen Hokke 

(KPN)

Unsupervised Anomaly-Based Network Intrusion 

Detection Using Auto Encoders for Practical Use - 

Julik Keijer (Northwave)

11:30 - 11:45

Detection and Response Detection and Response DevSecOps/ Detection and Response DevSecOps

Compliancy vs security. Pentesting is dead - Edwin 

van Andel (ZeroCopter )

Incident Response without compromise. How to 

prepare for the worst day of your career with dice! - 

Wouter Hindriks (Avit) 

Threat Modelling: it’s not just for developers - 

Timothy Wadhwa-Brown (Cisco)

Changed responsibilities in modern software 

development environments - Martin Knobloch 

(Microfocus)

How to break a data center? Fred Streefland  

(Secior)

12:15 - 13:00

13:00 - 13:45

13:45 - 14:00

Threat intel / Detection and Response Threat Intel Detection and Response DevSecOps

CERT in Ukraine exeperience sharing by Andrii 

Bezverkhyi (SOCPrime) 

This is why you will fail: Most successful attack 

scenarios and their defenses - Tijme Gommers 

(Northwave)

Risk-based Auth & ZTA - Frank Michaud (Cisco)

Creating clarity and unity in security standards and 

guidelines - OpenCRE.org - Rob van der Veer 

(Software Improvement Group) 

(Placeholder) WICCA Breakout (with Wendy joining) 

14:30 - 14:45

Detection and Response Detection and Response Detection and Response Threat Intel Detection and Response / AI

Advanced Attacker Automation: Botnet capabilities 

and techniques used to evade your defences - 

David Warburton (F5)

Security Maturity: from XDR to SIEM - Gilles van 

Heijst (Orange Cyber Defense) 

Improving Business Security by implementing 

Security.txt - Julius Offers (Digital Trust Center) 

Tackling the challenge of translating threat 

intelligence into actual action - Raymond Bierens 

(Connect2Trust)

Fostering emerging technologies in cybersecurity, 

to reinforce our strategic autonomy.- Christian van 

der Woude (Dcypher)

15:15 - 16:00

11:45 - 12:15

14:00 - 14:30 

14:45 - 15:15

Break - switch to main stream

SECCON-NL 2022 

Opening Keynote Sadie Creese (Professor Cybersecurity @ Oxford University)

Break - switch to main stream

Break - switch to main stream

10:15 - 10:45

11:00 - 11:30

LUNCH

Panel Discussion with Liesbeth Holterman (host CVNL)  Koen Sandbrink (NCSC), Jochem Smit (Northwave), Oscar Koeroo (Min Ezk),  Jan Heijdra (Cisco) 

Break - switch to main stream

Break - switch to main stream

Closing Keynote - Wendy Nather 


