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Day in life at the Dutch Tax Office SOC
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Karl Lovink

Technical Lead Security Operations Center, Dutch Tax and Customs Administration
September 22, 2023
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Security Operations Center
Agenda

3 Facts, Incidents and Figures
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Karl Lovink
Technical Lead SOC
Liaison NCSC
Dutch Tax and Customs

Administration
kw.lovink@belastingdienst.nl

18 Security Analisten
Started in june 2010
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VWho do we work for

MijnOverheid

Berichtenbox

< Naar de Berichtenbox

e Citizens and companies
e Customers within the service
e Customers outside the service
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T - Facts and Figures

24 Tetabyte > 2000 PhySical 8 (et e t4§0(l)(0/
storage > 21.500 Virtual (ISlis10000181/21C
1.600 30 million LoC > 50.000 mobile > 300 apps
applications '

devices
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Definition Security Operations Center

“A Security Operation Center (SOC) is a centralized function within an
organization employing people, processes, and technology to
continuously monitor and improve an organization's security posture
while preventing, detecting, analyzing, and responding

to cybersecurity incidents.”
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Main processes SOC
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Monitoring & Response

The SOC deals with Security Monitoring, examples of which are :
« Unauthorized account creation in the domain “Belastingdienst”
* Use of honey token account

Examples not covered by security monitoring:
 An unexpected restart
» Unexpected restoration of a backup
« Avallability of an application
« Abnormalities in behavior

Note: Availability lies with Operations Bridge _ _ y
Share experience. Build resilience.
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Monitoring & Response - Use-cases

What is a SOC use-case”?

“Methodology used by the SOC team to identify and organize
technical and organizational requirements for detection and response
to specific threats”

From 3 billion events to 24 notable events......
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MAGMA Use-case Framework

The MaGMa Use Case Framework (UCF) is a framework and tool for use case
management and administration on security monitoring

Now: Use-case: bottom-up
Future: Risks/Compliance: top-down

Compliance

I |

What? Assets, Users

Security Monitoring Infrastructure
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Source: https://www.betaalvereniging.nl/en/safety/magma/



Monitoring & Response - Use-case Examples

Inside to Inside:

Unauthorized creation of users
Use of "honey token accounts”

Qutside to inside:
DDoS detection
Inbound malware

Hacking attempts, exploiting vulnerabilities, Coordinated Vulnerability Disclosure

Inside to outside:

Detection of network traffic to botnets, malware workstations

Outside to outside:

Reports citizens phishing/smishing
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Incident Review
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Rulebase & Screening Rulebase - Lo Screening Amplification Type Src IP session Limits Dest IP session Limits
- -
331609 | 72684 | 240 | 317831 | 0 Hits | 47 Hits
IPs Unieke IP’s Unieke IP's UDP packets Src IP session Limits Dest IP session Limits
P

(o) (o) (o)

4 /0 8 /0 0 /0 UDP/DNS (79%) - 101.178.237.246
IP's from NL IP's from NL IP's from NL #1 Antack UDP #1P #1P
(o) (o) o)
96 /O 92 /0 0 /O TCP/53169 (2%)
IP's from other Country's IP's from other Country’s IP's from other Country's #1 Attack NON UDP
Russia(25%) | wasmescso | RUSSIA | RUSSIA Australia
#1 Non NL Country #1 Non NL Country #1 Non NL Country #1 Non NL Country #1 Non NL Country #1 Non NL Country
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Twice a year

Volume-based DDoS test
Applicative DDoS test

OLITIE

SURF

Rijksoverheid

‘[ Mobile

NBIP

[J® Anii-DDoS Coalition
[sl No More DDoS

AN B
nationale
beheersorganisatie - W o
internet
providers
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Outside to Inside - External Mall

Totals 2020

Threat Messages  29.974.532 54,75%
Gray Messages 10.105.605 18,46%
Clean Messages 14.663.156 PACVASK
Total 54.743.293 100.00%
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Inside to outside/inside - Malware workstations

Totals 2020
e Malware 5799
« Hacktools29
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# e-mail received 2017 2020 2021
7.791 162.62 63.200

A
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January Februar March Apri May June July August September Octabe MNovembe: December
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Belestigdonat At Belastingdienst Alert

Belastngdienst

Uw openstaande schuld
met kenmerk
BD6781966 is, na
meerdere herrineringen,
niet voldaan. Op 21 mei
2019 zal de
gerechtsdeurwaarder
overgaan tot

Uw schuld met
kenmerk BD6645689
is, na herinneringen,
niet voldaan. Op 12
augustus 2019 zal de
gerechtsdeurwaarder
overgaan tot
conservatoir beslag.
U kunt de
beslagprocedure
voorkomen door
direct het gehele
bedrag van €375,26
te voldoen via

L Q 1

Openstaande schuld betalen

len via iDeal. Na
gt

conservatoir beslag. U
kunt de

wetteljke res

beslagprocedure
voorkomen door direct
het gehele bedrag van
€348,75 te voldoen via
uw betaallink: | {

! Letop!

Link naar Linlk slharener E-mail phishing Fake websites
betaalverzoek
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Bank accounts blocked [total] Mobile numbers blocked |tota SMS screenshots Bank screenshots

695 1,466 109,863 2,235

OCR actions over time by type

Novembar

Emails containing Smishing keywords in the subject

Decamber
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Tel06-2

Verstuurd vanaf mijn iPhone

Onderwerp: Fwd: Belastingaangifte 2014
Van: t.nl>
Datum: 4-8-2015 21:40
Van: "Belastingdienst” <belastingaangi Jasti nst.nl= Aan:; inistration
Datum: 23 angustus 2015 11:05

al graag meteen betalen A .
Onderwerp: Belastingaangifte 2014 oed ol oc “den,
Antwoord aan: belastingaangifte/@ belastingdienst.nl Doorgestuurd bericht
Onderwerp:Belastingaangifte 2014
Datum:Tue, 4 Aug 2015 21:39:52 +0200
Van:Belastingdienst <belastingaangifte @ belasti
Antwoord-naar:belastingaangifte @belastingdienst.n!
Aan:!

Begin doorgestmrd bericht:

Aan:

ceved

BETAALD Ptk b 0 5 AUG

Geachte heer/mevrouw,

Bij controle van onze adminj i it - PV
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DIgiD Je eigen inlogcode voor de hele overheid

Rabobank

Belastingbetaling (1/3)

2Pen DigiD Je eigen inlogcode voor de hele overheid

Belastingbetaling (2/3)

2Bemiing

46,00 Euro

[iCes un bank I3

Geen antwoord op uw vraag?
12 Bokijk de overige veeigesieide wagen [opentin een nieuw vensier| of (2ney
O [OpEnt In en nieww vensier] met de Mg helpdesk.
Geen antwoord op uw vraag?

1+ Bekijh de overige velges wide wagen [opentin sen nieuw vensier]
[ | 22epont I oon i vowstr] et e g Rpdesi

Betalen met iDEAL

ode
schrijving

rag

tigen Terug naar webwinkel

Stichting Mollie Payments inzake Bitonic

BTC 0,09519700 aan 19Hg...

€46,

Bankp eningnummer/]E,

Pasnummer [i]

Ga verder

Annuleren

betalen.rabobank.nl/
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Outside to outside - Phishing, Smishing

[Success] BTC Address: <bitcoin wallet>
idc:  <ssn>

dbd: 01

dbm: 9

dby: <geboortejaar>

Zip:  <zipcode>

eml: <email adres>

bid: ideal RABONL2U

. T84 26 X XX Success] BTC Address: <bitcoin wallet>
USERAGENT : Mozilla/5.0 (Windows NT 6.1; WOWG64) Ic(Jjde ;?sn>
(KHTML, like Gecko) Chrome/35.0.1916.153 Safari/537.36 dbrr;' 11

dby: <geboortejaar>
zip:  <zipcode>

eml: <email adres>
bid: ideal RABONL2U

P 2 77.169.XXX.XX8
USERAGENT : Mozilla/5.0 (compatible; MSIE 10.0;
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Outside to outside - Phishing, Smishing

©->ce W@ hitps://192:168.201.45/uadmin/adm.php?p=tokengui=4
© PANELVANLAHSIVI0... |a] Mijn Overheid | Belasti...

PANELVANLAHSJ  Logs Token Ingelogd als: aomin & = &

Home

Visitor Waiting

Static information & Settings

User Agent fansen
Magzilla/5.0 (C1; Linux xB6.64; 68,0 Gecko/20100101 Firefax/63.0

0p. Patterns @

Dynamic data & Live chat

Documents @

ZeerComplexWachtoowrdiz3! K

Operations

- @ W @ ¢

I f
PANEL VERHUUR/

Logn

el Min Overheid | Belastin: X +

© PANELVANLAHSIV10... fa] Mijn Overheid | Belasti...

Logins saved

MijnOverheid

Phishing Panels

HOME > LOGIN

Login

DigiD

Login with your DigiD. Find mo

Over deze site

> Watis MijnOverheid

c e @ da hitps:fwwv belasting-betaling.nl/chulc/mno il e

—

(8 ioggen metdic

with your European approved digital identiy.

Please note: MijnOverheid curtently does not provide personal
information to users logged in using European approved
digita identities. We are sorry for the inconvenience.

Login with elDAS >

Per bank alle

S ——————

rking

Partners

> Mededelingen > Aangesloten orga
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b Vind ik leuk Voigen | Delen

Community

& vrienden tag. © nchecken
Belastingdienst/Toe

slagen
Startpagina
fangen

Info

aate » Belastingdienst/Toe
Foto's

©) Paginatransparantie

Community

- Deze Pagina is niet van de Belastingdienst,
— " dus misleidend!

Gerelateerde pagina's

Belastingdienst
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3 s 1 b b gt e T v & ey o
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Together

WE CANI

Make a DIFFERENCE m

» National Response Network
« Goal: The National Response Network (NRN) is a collaborative effort
with the goal of strengthening the joint response to cybersecurity
incidents.
« J-SOC, operational cooperation between SOCs within the Dutch National
Government
* 0-IRT-o, public-private partnership between SOC/CERT within the
Netherlands
« NCSC liaison consultation, PPS at tactical level
* ISACs, including the RijksISAC.
« Splunk ISAC with Norway, Denmark, Netherlands and the UK
« Dutch antiDDoS Coalition
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Ask me anything

Share experience. Build resilience.

No pincode, no SSN, no password (you know it already, it's welcome01)



09:00 - 10:00

SECCON-NL 2022

Share experience. Build resilience
Opening Keynote Sadie Creese (Professor Cybersecurity @ Oxford University)

Main stage (Zilversmederij 300 seats) Breakout room 2 (Depot 80 seats)

13:00 - 13:45

10:00 - 10:15 Break - switch to main stream
Threat Intell Threat Intel Post Quantum Security Threat Intel Al
10:15 - 10:45 | Threat Intel update from Talos - Martin Lee (Talos The Impact of Quantum on security - a general
Threat intelligence organization) outlook - Sam Samuel (Cisco)

10:45 - 11:00 Break - switch to maln stream

Detection and Response SOAR Post Quantum Security Detection and Response Detection and Response / Al
11:00 - 11:30 Day in life at the Dutch Tax Office SOC - Karl Quantum hurdles: an optimistic view of post-

Lovink (Belastingdienst) quantum security - Sander Dorigo (Fox Crypto)
11:30 - 11:45 Break - switch to main stream

Detection and Response Detection and Response DevSecOps/ Detection and Response DevSecOps
11:45 - 12:15 | compliancy vs security. Pentesting is dead - Edwin Threat Modelling: it's not just for developers -

van Andel (ZeroCopter ) Timothy Wadhwa-Brown (Cisco)
12:15 - 13:00 LUNCH

Panel Discussion with Liesbeth Holterman (host CVNL) Koen Sandbrink (NCSC), Jochem Smit (Northwave), Oscar Koeroo (Min Ezk), Jan Heijdra (Cisco)

15:15 - 16:00

13:45 - 14:00 Break - switch to main stream
Threat intel / Detection and Response Threat Intel Detection and Response DevSecOps
14:00 - 14:30 | GERT in Ukraine exeperi hari i
perience sharing by Andrii . B a

Bezverkhyi (SOCPrime) Risk-based Auth & ZTA - Frank Michaud (Cisco)
14:30 - 14:45 Break - switch to main stream

Detection and Response Detection and Response Detection and Response Threat Intel Detection and Response / Al
14:45 - 15:15 Advanced Attacker Automation: Botnet capabilities .

Improving i Security by it
Security.txt - Julius Offers (Digital Trust Center)

il
and techniques used to evade your defences - e

David Warburton (F5)

Closing Keynote - Wendy Nather
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