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What /s
Artificial Intelligence
exactly?




3 stages of Artificial Intelligence

Artificial narrow
intelligence

Machine learning

Specializes in one area
and solves one problem

el

Artificial general
intelligence

Machine Intelligence

Refers to a computer
that 1s as smart as a
human across the board

Artificial super
intelligence

Machine consciousness

An intellect that is much
smarter than the best
human brains in
practically every field.
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Presenter Notes
Presentation Notes
https://rancholabs.medium.com/understanding-different-types-of-artificial-intelligence-333c884f90c0
https://www.lifewire.com/no-googles-ai-isnt-self-aware-experts-say-5441624

Yes, going from simple machine learning models to advanced machine consciousness models will be a huge achievement.  And according to an article published by Lifewire on June 16, 2022, we might have developed the first stage 2 artificial intelligence computer. But when you read the article, it is only talking about a conversational application, and, therefore, it does not fit this model. Nevertheless, we know that one day we will reach stage 3. And we should prepare ourselves for that moment.
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L et’s talk about

some of the security
11SKS

of Artificial
Intelligence.
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Presenter Notes
Presentation Notes
As the automobile industry is highly regulated, they have developed the autonomous driving model. And the goal is to move to level 5 (full automation)


Tesla Al hickup.
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https://www.teslarati.com/tesla-research-group-autopilot-crash-demo/
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3 boots at Black Hat 2022 USA


But what if our adversaries
are starting to adopt these
technigues as well?




Therefore, the question
S:

What can you do to
protect an IT/0OT
environment against an
Artifieial Intelligence
_attaek bot?
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Let’s talk about the
attack surface.
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%Some of the measurements you should implement
to reduce the attack surface.

Vulnerability
Management

Lifecycle

Implement Implement In- Vulnerability
Host-based and outbound management
firewall firewall rules program
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Presentation Notes
https://www.totalcompliancetracking.com/firewall-rules-best-practices/

As important as defining inbound firewall is defining outbound rules. This should be a core principle when you define the principles for establishing network trust.

https://gcn.com/cybersecurity/2004/08/unprotected-pcs-can-expect-infection-in-minutes/314462/

According to a study conducted by SANS in 2004, connecting an unprotected device to the internet will only take 20 minutes to become infected. The number of reported vulnerabilities since 2004 have skyrocketed. At best, you now only have 5 minutes to detect an unprotected and vulnerable asset before it is compromised. Five minutes to scan, analyze, report and take the required action. Can your organization really act that quick? If not, you need to have multiple layers of defense to optimize detection of a and/or blocking the potentially malicious actor. And as important as having these layers in place, is periodically validating if these layers are still providing the value they need to provide. Threat signatures do change and sometimes they change quicker than the defensive technology layer. Validation should be a key element of your defensive strategy.





L et’s talk about
architecture.
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Security Maturity Model Dynamic context

Risk management

Infrastructure enforcement
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Presentation Notes
https://blogs.cisco.com/security/moving-towards-the-zero-trust-cybersecurity-framework-a-practical-approach

The ‘if’ is maturity. Where are you with each application on this maturity model? You need to be at level 5 or higher if you want to be ready for the Artificial Intelligence attack bot. Implementing and optimizing your architecture will take time. For some environments, a very long time as they only can change something during lifecycle management. And the lifecycle in the Operational Technology environment is long. I have seen assets in the OT environment that had a lifespan of 20 years. Great for the adversary, not so great for the security department. This is something to keep in mind when creating a Zero Trust Architecture.
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Cyber Threat
INTELLIGENCE
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Presenter Notes
Presentation Notes
But who defines which use case should be implemented and/or updated? The Cyber Threat Intelligence teams plays vital role to ensure for the relevant threats use cases are implemented and/or updated. They listen to various external and internal feeds to determine what is and isn’t important to act upon. They focus only on the known threats.
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Presenter Notes
Presentation Notes
By removing the knows threats from the equation, the Cyber Threat Hunting teams can hunt for the unknown threats. To do this, they need to understand every applications which is used by the company, and they need to understand the architecture. By using various techniques, they should be able to remove the noise from the collected log and flow data. The threat intelligence feed they generate, is then forwarded to the Cyber Threat Intelligence for further processing and follow up.
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Presentation Notes
https://newsroom.trendmicro.com/2021-05-25-70-Of-SOC-Teams-Emotionally-Overwhelmed-By-Security-Alert-Volume

According to an article published by Trend Micro on May 25, 2021, 70% of the Security Operation Center is emotionally overwhelmed by the alert volume. And the better the detection layer is, the more alerts are raised. But if every raised alert needs to be analyzed by a Security Operation Center analyst, you basically burn them, and you are contributing to a high employee turnover rate. Automation and optimization is key to reduce the high employee turnover rate if you want to have a fighting chance against F.L.A.I.R. Look closely and periodically at all the activities performed by the various members of the Security Operation Center and automate repetitive work. 
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https://insightsoftware.com/blog/comparing-descriptive-predictive-prescriptive-and-diagnostic-analytics/

Descriptive analytics looks at data statistically to tell you what happened in the past.
Diagnostic analytics takes descriptive data a step further and provides deeper analysis to answer the question: Why did this happen?
Predictive analytics takes historical data and feeds it into a machine learning model that considers key trends and patterns. The model is then applied to current data to predict what will happen next.
Prescriptive analytics takes predictive data to the next level. Now that you have an idea of what will likely happen in the future, what should you do? It suggests various courses of action and outlines what the potential implications would be for each.


There Is still
time left to act. But
less then you think.
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Ask me anythmg
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09:00 - 10:00

SECCON-NL 2022
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Opening Keynote Sadie Creese (Professor Cybersecurity @ Oxford University)

Main stage (Zilversmederij 300 seats) Breakout room 2 (Depot 80 seats)

13:00 - 13:45

10:00 - 10:15 Break - switch to main stream
Threat Intell Threat Intel Post Quantum Security Threat Intel Al
10:15 - 10:45 | Threat Intel update from Talos - Martin Lee (Talos The Impact of Quantum on security - a general
Threat intelligence organization) outlook - Sam Samuel (Cisco)

10:45 - 11:00 Break - switch to maln stream

Detection and Response SOAR Post Quantum Security Detection and Response Detection and Response / Al
11:00 - 11:30 Day in life at the Dutch Tax Office SOC - Karl Quantum hurdles: an optimistic view of post-

Lovink (Belastingdienst) quantum security - Sander Dorigo (Fox Crypto)
11:30 - 11:45 Break - switch to main stream

Detection and Response Detection and Response DevSecOps/ Detection and Response DevSecOps
11:45 - 12:15 | compliancy vs security. Pentesting is dead - Edwin Threat Modelling: it's not just for developers -

van Andel (ZeroCopter ) Timothy Wadhwa-Brown (Cisco)
12:15 - 13:00 LUNCH

Panel Discussion with Liesbeth Holterman (host CVNL) Koen Sandbrink (NCSC), Jochem Smit (Northwave), Oscar Koeroo (Min Ezk), Jan Heijdra (Cisco)

15:15 - 16:00

13:45 - 14:00 Break - switch to main stream
Threat intel / Detection and Response Threat Intel Detection and Response DevSecOps
14:00 - 14:30 | GERT in Ukraine exeperi hari i
perience sharing by Andrii . B a

Bezverkhyi (SOCPrime) Risk-based Auth & ZTA - Frank Michaud (Cisco)
14:30 - 14:45 Break - switch to main stream

Detection and Response Detection and Response Detection and Response Threat Intel Detection and Response / Al
14:45 - 15:15 Advanced Attacker Automation: Botnet capabilities .

Improving i Security by it
Security.txt - Julius Offers (Digital Trust Center)

il
and techniques used to evade your defences - e

David Warburton (F5)

Closing Keynote - Wendy Nather
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