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How to break a Datacenter?

Fred Streefland
CEO, Secior
22 Sep 2022
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“Without datacenters, there
would be no internet!”
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@) INTRODUCTION

S2Clor.

Fred Streefland, EMSD, bc. Secior
O Since 1992 working in the intelligence & 0 100% Dutch company, with a focus on 3D
security domain Cybersecurity of Datacenters
O Netherlands Air Force (RNLAF), IBM, O Unique combination of:
Accenture, ENCS, Exact Software, * 20+ years on datacenter
LeaseWeb, Palo Alto Networks, Hikvision development, construction and
operations

» 20+ years IT/OT/IoT cybersecurity

O CEO, Secior « 20+ years on IT audits & red-teaming
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OVH data center fire likely caused by faulty UPS power supply

By Ax Sharma
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Over 20,000 data center management systems exposed to hackers

By Bill Toulas
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RESEARCH — 12 Apr, 2022 . o
World v  Business~ Legalv Marketsv Breakingviews Technologyv Investigations

Europe

How the war in Ukraine could impact

West warns of Russian
cyberattacks on critical
infrastructure

data centers

Kelly Morgan By James Pearson
Corporates, Technology, Media & Telecom

Corporations
Global
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2.2 Russia/Ukraine War Spikes Cyber Activity
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What is a datacenter?
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room for
high-heat-density servers :
high-heat-density server: caged colocation room

CCTV camera -
air conditioning system M et 3 : generators

man trap entry
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NOC room

. security equipments
rack colocation room y equip
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@ WHAT IS A DATACENTER?
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Power & Distribution systems (OT) DCIM (OT)
* Transformers

* Uninteruptible Power Sources (UPS)
* Rack Power Distribution Units (PDUs)

Environmental control systems (OT)

« Chillers

« Computer Room Air Conditioners (CRACSs)

+ Heating, Ventilation & Air Conditioning (HVAC) systems

Security/Detection/Measurement systems (loT)
« CCTV devices

» Fire dampers/VESDA

» Temperature/Air/Pressure valves/sensors
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@) WHAT IS A DATACENTER?

Datacenter Infrastructure Management System (DCIM) Dashboard

e&uhrd‘ dcTrack® Dashboard  Visuslization  Capacity  Assets  Conneclivity  Change Rmu.lrrm!\ Settings ) Quick Search Limpot @ Help~ & admi
Enterprise Dashboard  « _ 3 Monege Dashbosrds  (7) AddsWidget v GoloWidget v (7 Favorite =~ v D Eschedde S Print [ Sideshow

Q

% Standard v Rack Units Usage By Rail

@Busy @Free

Rack Units

"
Back Rzils Either Rails Front Rails
Cabinet Unilization
By None v
Grouped Stacked @125 @205 @517 @7%WI10
L]

Nurmber of Cabinets
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IT- OT — loT Convergence
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@) IT-OT-loT CONVERGENCE

w SQL‘—l o) | FMcchinery w
w Cloud = Assembly lines @

Marketing data (CRM) —_ _- ——= RTUs w
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THE loT S
What are loT threat actors after?

ATTACK SURFACE

Information Lateral movement  Monetary gain Attack base

The loT holds an A single exposed loT loT attacks can prove Hackers can weaponize
abundance of device can enable a profitable for threat loT devices for attacks that
information that can be cybercriminal to gain actors, who can choose  can be spread outward or
critical, private, or access to an enterprise’s  to sell stolen data or deeper into the main
sensitive, depending on  corporate or industrial seek payment to infrastructure. They can
the environment or network, which in turn relinquish control of also build a secure
industry. can allow for other compromised assets. channel node to mask
attacks like sabotage. their fraffic as legitimate.

Source: https://www.trendmicro.com/vinfo/mx/security/news/internet-of-things/the-iot-attack-surface-threats-and-security-solutions
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5 ﬁ V1,V4,V9,V10
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Servers (Data Analytics) Smartphones {A hcahonsl
AL

mI\_I’LJI\I—%E
1) Weak, guessable or hardcoded passwords;

2) Insecure network services;

3) Insecure ecosystem interfaces;

4) Lack of secure update mechanism;

5) Use of insecure/outdated software components;

6) Insufficient privacy protection;

7) Insecure data transfer and storage;

8) Lack of device management;

9) Insecure default settings;

10)Lack of physical hardening

D
1
1
1
]
A 1
1 1
- 1
evices

Source: https://pdfs.semanticscholar.org/3d40/93e114af81d94fa87406407207c295c4998b.pdf
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How to break a datacenter?
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@D} HOW TO BREAK A DATACENTER?

Attack 2

‘ | (CRACs + DCIM)
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@ HOW TO BREAK A DATACENTER?

Attack 1

(UPS)
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Researchers discover critical vulnerabilities in APC
Smart-UPS devices

The vulnerabilities can result in remote manipulation and potential damage to other controlled assets

By Jimmy Pezzone March 13, 2022 at 8:47 AM 10 comments

CVE-2022-0715 CVE-2022-22806
TLS state confusion allows an

attacker to authenticate as
Schneider Electric Cloud

An attacker can forge a
malicious firmware and install
it over the network

FIREWALL

CVE-2022-22805

An overflow in the reassembly
NETWORK SERVER of TLS packets can lead to native
remote code execution )
TLStorm

INTERNET
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®) HOW TO BREAK A DATACENTER?

The UPS is now bricked
and will not turn on even
after the smoke clears out.
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@D} HOW TO BREAK A DATACENTER?

Attack 2

b7/  (CRACs + DCIM)
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@ HOW TO BREAK A DATACENTER?

Attack 2

S )

(CRACs + DCIM)




#% SHoDAN Explore Pricing &2

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

94.220.6.212
15ID-054-2 - Snmp:
versions:

™ cerma ny, Hamburg

151562668
: Stulz GebH Klimatechnik WIE 8000

Location: aircondition
Viet Nam Ordescr: The MIE Module from SNMPV2 entities

contact: local admin, aber bitte einer, der lesen kann und es auch macht. Es geht noch weiter.
Germany object...
Spain
Greece . R N

ladmin-aircond (]
Bangladesh 195.251.140.2 HTTR/1.8 200 OK
e & ARgear Server: S Klisatechnik embedded Web Server v2.8

More... 8 Greece, Mytilene Content-Type: text/htal;

; charsetsutf-3
Expires: @
Cache-Contr max-age=d

Connection: keep-alive
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Over 20,000 data center management systems exposed to hackers

By Bill Toulas

O
& sunbird

Enterprise Dashboard

Q

3% Standard

Q Enterprise Overview

Temperature & Humidity: Integrated Temperature Sensor

Name: »

Location:
Alarm Status: & normal

Temperature: 21.0° C

Temperature Thresholds

Maximum: | 60 [0 to 60]
High: | [0 to 60]
Low:

Minimum:

Hysteresis:

| Apply ‘ ‘ Cancel

Accessing temperature threshold settings
Source: Cyble
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@D} HOW TO BREAK A DATACENTER?
Attack 4

Attack 1 o S (?)

(UPS) Attack 2

(CRACs + DCIM)
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“The most effective way to sabotage multiple
servers or an entire datacenter is a
cyberattack on the technical infrastructure.

It is easier to shut down a datacenter by
disabling the cooling system than by
attacking each of the servers”
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Ask me anythmg
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09:00 - 10:00

SECCON-NL 2022
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Opening Keynote Sadie Creese (Professor Cybersecurity @ Oxford University)

Main stage (Zilversmederij 300 seats) Breakout room 2 (Depot 80 seats)

13:00 - 13:45

10:00 - 10:15 Break - switch to main stream
Threat Intell Threat Intel Post Quantum Security Threat Intel Al
10:15 - 10:45 | Threat Intel update from Talos - Martin Lee (Talos The Impact of Quantum on security - a general
Threat intelligence organization) outlook - Sam Samuel (Cisco)

10:45 - 11:00 Break - switch to maln stream

Detection and Response SOAR Post Quantum Security Detection and Response Detection and Response / Al
11:00 - 11:30 Day in life at the Dutch Tax Office SOC - Karl Quantum hurdles: an optimistic view of post-

Lovink (Belastingdienst) quantum security - Sander Dorigo (Fox Crypto)
11:30 - 11:45 Break - switch to main stream

Detection and Response Detection and Response DevSecOps/ Detection and Response DevSecOps
11:45 - 12:15 | compliancy vs security. Pentesting is dead - Edwin Threat Modelling: it's not just for developers -

van Andel (ZeroCopter ) Timothy Wadhwa-Brown (Cisco)
12:15 - 13:00 LUNCH

Panel Discussion with Liesbeth Holterman (host CVNL) Koen Sandbrink (NCSC), Jochem Smit (Northwave), Oscar Koeroo (Min Ezk), Jan Heijdra (Cisco)

15:15 - 16:00

13:45 - 14:00 Break - switch to main stream
Threat intel / Detection and Response Threat Intel Detection and Response DevSecOps
14:00 - 14:30 | GERT in Ukraine exeperi hari i
perience sharing by Andrii . B a

Bezverkhyi (SOCPrime) Risk-based Auth & ZTA - Frank Michaud (Cisco)
14:30 - 14:45 Break - switch to main stream

Detection and Response Detection and Response Detection and Response Threat Intel Detection and Response / Al
14:45 - 15:15 Advanced Attacker Automation: Botnet capabilities .

Improving i Security by it
Security.txt - Julius Offers (Digital Trust Center)

il
and techniques used to evade your defences - e

David Warburton (F5)

Closing Keynote - Wendy Nather
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