


SOC Modernization and the Role of XDR

Research Objectives

Security operations demand massive scale to collectbrocesskanalyzeland act upon massive amounts of datakEarly XDR was anchored to
two primary data sourcesiendpoints and networks®WVhile this was an improvement on disconnected EDR and NDR toolsKhreat detection
and response across enterprise organizations demands a wider aperturelncluding cloud workloadskhreat intelligence feedsKsaaS
applicationskand identity and access management visibility®At the same timeln order to modernize security operations centers and keep
up with the volume of security alertsMarge organizations need advanced analytics to help automate tierfllanalyst tasks like triaging alertsK
correlating alerts with loCskand preparing incidents for investigationsi

In order to gain insights into these trendsKESG surveyed XX IT and cybersecurity professionals at organizations in North America WUS and
Canadalpersonally responsible for evaluating®burchasingiand utilizing threat detection and response security products and servicesi

Determine the current perception and role

@ Examine the peoplelbrocesseskand technology XDR f , _
\ supporting the modernization of security operationsi w © a's d Fomponent Of security operations
modernization eKortsK
o Identify key value pointsBmetrics required to back up those Explore strategies used to automate triagel
.’:!-Z. value pointskand whatl® expected from both products and @ speed investigationskand help organizations
o managed services for XDR and SOC modernizationk find unknown threatsi
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Security operations
remain challenging

Increasing diliculty is due to the growing attack
surfaceldangerous threat landscapekand
increasing use of cloud computingX

MITRE ATTRICK framework is proving
valuable for mostX

Howeverkmany are still figuring out how
and where to apply it to gain valueK

KEY FINDINGS
RITRIN (X (K K

Security professionals want more
data and better detection rulesK

Despite the massive amount of security data in
useMmore is desiredMas are better detection rulesi

XDR momentum
continues to buildX

While there is confusion about what XDR isK
investment in support of advanced threat
detection is significant

SecOps process automation
investments are proving valuableX

While implementation strategies varyautomation
investments are paying oM for mostX

MDR is mainstream
and expandingi

While use cases varyBMDR services are
widely adopted across organizations of all
sizes and maturityX
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Security operations have become more dillicult
at most organizations over the past few yearsK
SpecificallyMmore than half XX Kof respondents
believe their organization® security operations
environment has become more dilicult to manage
over the last two yearsKThis is due to factors such
as the increasingly dangerous threat landscapebb
growing attack surfacelthe volume and complexity
of security alertskand public cloud proliferationX
Since these challenges will only accelerate in the
futureBmany CISOs realize that current SOC strategies
are inadequateMlo cope with the increasing threat
volume and IT scaleMprawlMorganizations have
several initiatives focused on SOC modernizationX

52%

of organizations believe that security
operations are more difficult today
than they were two years ago.

Security operations are more di Iicult today than they were two years ago because:

The threat landscape is growing The attack surface

and changing rapidlyX I l has grownl
R Ul } i

The volume and complexity of
security alerts has increasedK

XIXIX]

The attack surface is continuously
changing and evolving

XIXIX]
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The use of public cloud ‘ ‘

services has increasedN

XIXIX focused
on SOC modernization.”




Security Operations Are Impacted
by the Global Skills Shortage

In addition to general security operations challengesK
it worth noting that KX of organizations agree

that security operations have been impacted by the
global cybersecurity skills shortageMlypically®his
leads to increasing workload on existing stall as well
as stal attrition and burnoutKSecurity professionals
point to several areas where stal and skills are
especially lackingMncluding security architectsK
security engineersiierflanalystskand vulnerability
assessmentbbrioritization analystsX

81%

of organizations agree that their security operations
have been impacted by the cybersecurity skills shortagel

Most understa ed areas of security operations.

Security architecti

TierfanalystsH

=~

*i.e., similar to tier-2 analysts but more experienced and focused on difficult/critical issues.
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Security engineersiX

Vulnerability assessmentK
prioritization analystsiX



Near-term SOC
Modernization Priorities

How do organizations plan to deal with increasingly
diMicult security operations environmentsXncluding
insulicient staling levelsHSOC modernization is a
key program initiativeMvith XXX of organizations
increasing security operations spending this yearln
the near termBSOC teams plan to focus their eMorts
on areas like improving the operationalization of
threat intelligenceMmproving the integration of asset
management data into the SOCKmproving risk and
alert prioritization®mproving the definition and
management of SOC KPIskand automating common
security operations tasksK

Moving forwardKorganizations will take many further
steps toward SOC modernization such as purchasing
security process automation toolsdevelopingX
building an integrated security operations and
analytics platform architecture BBOAPAMKMproving
the alignment of security and IT operationsKurther
integrating the MITRE ATTKCK framework into
security operationskand purchasing advanced
analytics tools for threat detection

These advancements will take time and may require security services supportfNeverthelesskhey should be seen as stops along
a journey toward SOC modernizationKlhe goal is creating a SOC that can oler the scaleMberformancelntelligenceautomationk
and manageability to preventfetectMand respond to threatskmanage riskkand support the organization® missioni

Expected SOC-focused objectives over the next 12 months.

Improve the operationalization of threat intelligence

Improve the integration of asset management data into the SOC

Improve alert and risk prioritization so we can focus on the most important areas of risk
Improve the definition and management of SOC KPIs and metrics

Actively automate common security operations tasks

Include more processes and technologies for a threat-informed defense

34%

33%

29%

28%

28%

28%

Expected actions to improve security operations over the next 12-18 months.

Purchase security operations tools designed to help automate and
orchestrate security operations processes

Actively develop/build or purchase an integrated software architecture for
security operations tools to combined siloed security solutions

Improve the alignment of security operations and IT operations processes to
Improve incident response

Integrate the MITRE ATT&CK framework further into our security operations

Purchase threat detection tools based upon/embedded with artificial
intelligence/machine learning technology

35%

30%

30%

29%

28%



Security Professio
Want More Data a
Better Detection RUTE




80% G

of organizations use more than B data sources

as part of security operationsK
Despite the Move to XDR,
Endpoint Data Is Still

Most Valued ‘ ‘

Fight in ten organizations collectlrocessiand ) ) ’
analyze security operations data from more than d f

ten data sourcesiSecurity professionals believe that more a'ta Or Secu rlty Opera’tIOnS "
the most important sources are endpoint security

datalhreat intelligence feedsksecurity device logsK

cloud posture management datalland network

flow logsMNhile this seems like a lot of datalsurvey Most important data sources for security operations.

respondents actually want to use more data for

security operationsidriving the need for scalable
highbberformancelloudMbased backkend

data repositoriesi .

i
l

— D

Endpoint Threat intelligence Log data from Cloud security posture NetFlow andlbr IPFIX datal
security data feeds security devices management systems andbbr VPC flow logs




Extent of custom threat detection rules.

My organization develops
a significant number of custom rules
to supplement the detection rules
provided by vendors

48%

10

Most Organizations Develop Their Own Custom Detection Rules

While vendors provide growing volumes of outlbilihelMbox content for threat detectionlX of organizations supplement these elorts
with their own detection engineeringldn factB50C teams collect®processkand analyze a variety of security telemetry to help them
determine detection weaknesses where custom rules are needed®security teams customize vendor rule sets to meet their needs and
develop custom rules to detect threats targeting their industry or organizationKlo support this trendMvendors must facilitate user
network cooperation while embracing open standards such as Sigma and YARA with established industry supportKX

My organization develops My organization may develop a small

some custom rules to supplement number of custom detection rules
the detection rules provided but mainly relies on those

by vendors provided by vendors

My organization does not develop
any custom detection rules
and completely relies on those
provided by vendors

9% XIX

43%

Back to Contents
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Many Organizations Have Realized Benefits from Security Process Automation, but Challenges Persist

Security process automation isbopularkas evidenced by the KKK of organizations currently automatingBecurity operations processesMwvith XX describing their automation eXorts as
extensivellhose engaged in security process automation report benefits like improved threat detection using playbooksMMTTREaNnd incident prioritizationkas well as an ability to more
quickly isolate infected assetsKGiven security operations challenges like the growing attack surfacelalert stormskand the dangerous threat landscapelsecurity process automation will

continue and likely merge with IT process automation to deliver eRiciencies across IT and securityX

While security process automation remains popular and beneficiallt does come with some challengesiNearly two in five BKX Korganizations claim that their security operations

team doesnlihave the right programming skills to develop runbooksMvorkflows in SOAR toolsKwvhile KKK claim that their security operations processes are immature and in need of
reengineering before they can be automatedMn these casesKorganizations need more to assess process workflowsKooking for bottlenecks before moving on to automationXrhose with
limited programming skills should investigate low codelho code SOAR options or use the process automation functionality built into other operations toolsK

Most commonly realized benefits from security operations process automation. Biggest impediments to security operations process automation.

m Software development skills: Our security operations team doesn t

Improved threat detection Improved mean time have the programming skills to develop runbooks/workflows

using playbooks e to respond
YIX YINIX m Process immaturity: Our security operations processes are

m relatively immature, so we would really have to reengineer them

before proceeding to process automation

m Time: The security team doesn t have ample time to work on
process automation

Improved incident More quickly isolated

prioritization infected assets
XIXIX] 7

m Tools: Our organization doesn’t have technologies, like SOAR,
needed for security process automation

No impediments

Back to Contents
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SOAR Tools Can Produce Results with the Right Upfront Investments and Expectations

More than a quarter BXX Xof organizations use some type of security orchestrationautomationkand response BOARKtool for process automationMJse of SOAR can be beneficial KKK of
security professionals agree that their SOAR is elective for automating complex endMoMend security operations processes and for automatingMbrchestrating basic security operations tasksK
SOAR doesnli come for freeBfhoweverlSuccess depends upon some upfront planningMnvestmentsikand the right skillskFor exampleMXXK of security professionals claim that SOAR needed
upfront investment to build automation workflows and response playbookslXRH agree that SOAR demands programming®cripting skillskand MXN agree that using a SOAR tool is more
complex and time consuming than anticipatediBased on this datalbrganizations should recognize that SOAR should be viewed as a projectihot a panaceallSOAR benefits can only be
achieved with the right level of planningirainingland project managementi

Sentiment for security orchestration, automation, and response (SOAR) tools.

m Strongly agree W Agree

Our SOAR is effective for automating/orchestrating complex end-to-end security . o
operations processes : ° ‘ ‘
Our SOAR is effective for automating/orchestrating basic security operations tasks U f
Our SOAR needed upfront investment to build automation workflows and
45% 45%
response playbooks S O A R
; . . . .. = = ,,
Using a SOAR tool is more complex and time consuming than we anticipated b e n efl C I al

0% 20% 40% 60% 80% 100%

Back to Contents
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Most Organizations Use and
See Value in the MITRE ATT&CK
Framework for Security
Operations

The MITRE ATTRCK framework has grown in
popularity to the point that nearly nine in ten
organizations use it to some extent todayKAs

SOC managers look into the futurelthey see even
greater MITRE utilizationKn factBXXX of security
professionals believe that MITRE ATTHCK ind
derivative projectsRwill be criticall/ery importantk
or important to their organization® security
operations strategyK

Usage of MITRE ATT&CK framework for security operations.

Do organizations use the MITRE ATTRICK framework
for security operationsK

Yeskextensively

XIXIX
Yesko a limited extent

Importance of MITRE ATT&CK framework to security operations.

97%
of security professionals believe that
MITRE ATTRCK Bnd derivative projectsi

will be criticalBvery important®or important
to their organizationl security operations strategy

15
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Ways in which organizations are utilizing MITRE ATT&CK framework.

To help us better apply threat
intelligence to our alert triage
andbbr investigations processesK

X

As a guideline for
security engineeringl

MITRE ATT&CK
Use Cases Flourish

MITRE ATTRCK has also become instrumental
in a variety of security operations processesi
Of those organizations embracing the MITRE

To better understand the tacticsK To help organizations more

ATTRCK frameworkXXE use it to help them techniques®and procedures of quickly understand the full
apply threat intelligence into their alert triage or cyberBdversariesk C 4 ,— extent of attacksK
investigations processl{IXX use it as a guideline #

for security engineeringlXX use MITRE to

better understand the tacticsBechniqueskand
procedures of cyberfdversarieskand KX use
the framework to help them understand the full
extent of attacks more quicklyX

To make sure we are
In these waysKorganizations are operationalizing collecting the right data from ‘ ‘
MITRE ATTHCK across threat prevention ¢ the right data sourcesi .
detectionkand responsel ‘ : e |nStrumenta|
— 7 XXX

In a variety of security
operations processes.”




Ere

. i “mmm_u_wm_.n_,.ﬂ..m.ﬁuh..m._?mﬁlmm.ab.. ;
el s T L 2

A AL

T Lo e Bty ke (T ek A

XDR Momentum

Continues to Bu



18

XDR Awareness Continues to Grow, though Most See XDR Supplementing or Consolidating SOC Technologies

While XDR has gained more industry attention®t remains an amorphous concept with dikerent components and definitionsHT his is reflected by the fact that KKK of security professionals
claim that they are very familiar with XDR technology®Nhile this is an improvement from ESGH KXKX research Bvhen only KXX of security professionals were very familiar with XDREKXKK are
still only somewhat familiarBhot very familiarior not at all familiar with XDRRUsers are also confused about what XDR is®Nhile KKK of respondents say that XDR is an extension of EDRKXXKX

believe XDR is a detection and response product from a single security technology vendor or an integrated and heterogeneous security product architecture designed to interoperate and
coordinate on threat preventionKdetectionikand responseMtl safe to say that XDR remains a bit of a work in progressi

Familiarity with XDR technology. Organizational definitions of XDR technology.

1% 1% 1%

m XDR is an extension of endpoint detection and
response (EDR) technology

m Very familiar m XDR is a detection and response product suite

. from a single security technology vendor
m Somewhat familiar

Not very familiar
XDR is an integrated and heterogeneous
security product architecture designed to
interoperate and coordinate on threat
prevention, detection, and response

Not at all familiar

Don t know

Back to Contents



Most See XDR Supplementing
or Consolidating
SOC Technologies

Along those lineskat this pointBXDR is not

seen as a potential replacement for SOC
technologies like SIEMKSOARKaNG TIPKRather
more than half BRI Kof security professionals
believe XDR will supplement existing security
operations technologies®vhile IXX see XDR

as consolidating current security operations
technologies into a common platformKOnly KX
believe that XDR will replace any current security
operations technologiesX

MORE THAN HALF

of security professionals believe
XDR will supplement existing security
operations technologiesi

Expected impact of XDR on security operations environments.

20/, 2%

m XDR will supplement current security operations
technologies

m XDR will help to consolidate current security operations
technologies into a common platform

XDR will replace one or more of our current security
operations technologies

Don t know/too soon to tell

19



Users Want XDR to Address
Common Threat Detection and
Response Challenges

Regardless of how XDR is definedMsecurity
professionals are interested in using XDR to help

them address several threat detection and response
challengesBXDR seems like an attractive option

since current tools struggle to detect and investigate
advanced threatsilrequire specialized skillskand aren
elective at correlating alerts®n summaryK®CISOs want
XDR tools that can improve security eRicacyRespecially
regarding advanced threat detection¥Additionallylhey
want XDR to streamline security operations and bolster
stall productivityX

Security professionals seem to have a number of
common XDR use cases in mind&ror exampleXXKXKX

of security professionals want XDR to help prioritize
alerts based on riskBIXX seek improved detection

of advanced threatslXKN want more elicient threati
forensic investigationslIXX desire a layered addition
to existing threat detection toolskand KXX think XDR
could improve threat detection to reinforce security
controls and prevent future similar attacksXClearlyX
users want XDR to fill gaps within the security stack
while improving the eNicacy and eRiciency of threat
detection and responsel

Five most common challenges driving XDR interest.

X &

Current tools struggle to Current tools
detect and investigate require too many
advance threats specialized skills

Five highest priority XDR use cases.

©

A

An XDR solution that Improved detection
could help prioritize alerts of advanced threats

based on risk

<

Current tools
arenll eMective at
correlating alerts

o}

More eNicient threatX
forensic investigations

20

Specific gaps in cloud Current tools approach
detection and response s too costly
capabilities

=

64

v
Layered addition to existing Using improved threat
threat detection toolsKaimed detection to reinforce
at identifying advanced or security controls and prevent
more complex threats future similar attacks






The Use of MDR Is
Mainstream... and Increasing

Regardless of technology definitions or
implementation strategieslESGK data demonstrates
one nearly universal truth®Organizations need

help from service providers for security operationsi
EightyMive percent of organizations use managed
services for a portion or a majority of their security
operations todaylAnd of those utilizing managed
security servicesMXXX will increase the use of managed
services for security operations moving forward

Current or planned
use of managed services

for security operationsi

Expected approach to Ak

managed services over
the next KEMKK monthsK

B Wweuse managed services for a majority of our security operations

We use managed services for a portion of our security operations

We use managed services for security operations
in a limited capacity

We will increase our use of managed services for
security operations significantly

We will increase our use of managed services for
security operations slightly

We will maintain our current use of managed
services for security operations

22



MDR Helps Organizations Focus
Security Efforts and Address
Skills And Staff Shortages

Why do organizations need managed services for
security operationskMore than half KKK Xwant
security services so they can focus security personnel
on strategic security initiativesKOthers believe
managed service providers can accomplish things
that their organization simply cannotMwith XXX
believing service providers can provide better security
operations than their organization canlXXX saying

a managed service provider can augment their SOC
teamBand BXX admitting that their organization
doesnl have adequate skills for security operationsK

Primary reasons behind usage of or plans for managed services for security operations.

Focus: My organization wants to focus its security personnel on more strategic
security initiatives rather than spend time on security operations tasks

Services: My organization believes service providers can do a better job with
security operations than we can

Augmentation: My organization believes that a service provider can augment
our SOC team with security operations

Skills: My organization doesn t have adequate skills for security operations

Price: My organization did a cost analysis and found that it would cost less to
use a service provider rather than do it ourselves

Staff: My organization doesn t have an adequately sized staff for security
operations

55%

42%

35%



One thing is clearB®XDR will play a critical role in the modernization of the SOCKDefining how it will help your security
teamMBand which partners to work with as you build out your XDR approach®will determine your level of successK
DonMl just collect more data Klook for a solution that can help turn it into betterfactionable data with context
Automation can help address skills gapslreducing time needed to detectMnvestigateland resolve incidents so that
responsibility can be shilled to less experienced analysts®/Vhich allows organizations to reallocate senior security
analystsilime to maturing their security operationsMAnd never underestimate the importance of a trusted partneri

From network to endpoint security and email to cloud securitylthe Cisco Secure portfolio connects detections to
confident responses with capabilities integrated within each control point achieving the industry® broadest XDRKOur
XDR approach transforms your infrastructure from a series of disjointed solutions into a fully integrated ecosystemHi
preventing threats from bypassing overwhelmed security teamsMAnd as over KRk customers worldwide can attesti
Cisco delivers expertise CISOs can trusti_et® have a conversation todayK

LEARN MORE

Enterprise Strategy Group is an integrated technology analysis, research, and strategy firm providing market
intelligence, actionable insight, and go-to-market content services to the global technology community.
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https://www.cisco.com/c/en/us/products/security/xdr.html?ccid=cc002757&oid=ebksc0295740
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Research Methodology

To gather data for this reportRESG conducted a comprehensive online survey of IT and cybersecurity professionals from privateMand publiclector organizations in North America between
April KXIXKK and April KKKKKKKIKTo qualify for this surveyRrespondents were required to be IT or cybersecurity professionals responsible for evaluatingburchasingiand utilizing threat
detection and response security products and servicesMAll respondents were provided an incentive to complete the survey in the form of cash awards andblbr cash equivalentsi

Aler filtering out unqualified respondents®removing duplicate responsesiand screening the remaining completed responses Mbn a number of criterialfor data integrity®ve were leR with a
final total sample of KKK IT and cybersecurity professionalsi
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22%
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39%
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43%
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