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Al is bringing changes and challenges
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Is your Campus
Network Al ready?

For explosive traffic, for increased
security risks, for more complexity
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Unifying Catalyst & Meraki

Catalyst Meraki

[ cataystCenter — TRp——
Meraki License )
- Meraki Hardware )

Catalyst License

( Catalyst Hardware
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Our unified platform
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A unified OS for cloud and on-prem management

The foundation of operational simplicity

i Simple day 0 operations .
Fast, consistent . . . Expanding |10S XE
out-of-box Simple, streamlined onboarding . .
iy Automated port config capabilities available
provisioning -
Secure, fast onboarding of devices In the cloud

C9300L C9300 C9300X C9200L C9500 C9200/CX C9300LM C9350

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Large campus cloud capabilities

Powerful Switching
Capabilities

Qe

Support campus
deployments with BGP, VRF,
ISSU, and I0S XE stacking

ILABLE NOW
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Fabric for
Secure Networking

Qe

Simplify NetOps with a
secure fabric and micro/
macro-segmentation

AILABLE NOW

Cloud CLI for
Flexibility

Simplify onboarding and
flexibility with operating mode
options and Cloud CLI

AILABLE NOW
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Cloud-m:

Cloud management
for modular switches

View stats, configs, and troubleshoot
switches remotely

Manage and edit configs via Cloud CLI
while retaining local SSH/console
access.

© 2025 Cisco and/or its affiliates. All rights reserved.

Modular stack § @ Online  Modular(10 line cards)  SVL
9 2c:5a:08f:1c:f3:48

9610 Smart Switches
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‘!UAILABLE TODAY

A g e nti ‘dises’ Meraki Q search ° Q0 6

Workspace

Accelerate cross- e i
domain deployments

Compliance Audit on Multi-Organization Networks by Tag

@ Create a table of all Organizations
@ Create Network List from Tagged Networks from all Organizations

@ Run Compliance Audit sub-workflows for each Network

Automate workflows across Meraki, ., DA
Catalyst Center, Catalyst SD-WAN
Manager, ISE, Nexus, and more

mplate to Organtzation T
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Cut MTTR to
near seconds with
Al-driven root cause
and resolution.

Catch critical issues
early with Al that sees
across the stack.

Operate at scale
with lean teams and
built-in Al expertise.

Troubleshoot faster
together with shareo
context across

AgenticOps

The New Standard for IT Operations

{ Workflows (GA) J







Al Canvas

Troubleshooting and execution
across multiple domains

Collaboration across multiple users
(NetOps, SecOps and execs)

Built on the foundation of the Deep
Network Model

© 2025 Cisco and/or its affiliates. All rights reserved.

‘ded Al Canvas \ Application performance degradation

= AlAssistant g v

(9 Al Assistant

This graph shows a clear link between congestion
and application failures. When the interface gets
congested, financial app failures spike almost
instantly. Right now, critical transactions are
competing with non-essential traffic during busy
periods. The concurrent scheduling of mandatory
security-related software updates could be a
significant contributor to these congestion
events.

S$J-MX105-01network congestion v
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he Al Assistant a question

Assistant can make mistakes. Verify responses.

ServiceNow SRTK0023941  ServiceNow
LY
System Administrator on 03/28/2025 at 09:45 AM PST

Description

Received a ThousandEyes alert and reached out to Maria Chen to confirm. She said users at San Jose branch
‘experiencing 3-5 second delays when processing financial transactions in EFP. Started approximately 30
minutes ago. Affects all 24 users at the branch. No recent changes reported.

ServiceNow Ticket SRTK0023941 7

$J-MX105-01 performance (last 24 hrs) - Meraki

Packet loss.

20:00 24:00 04:00 08:00 1200 16:00 20:00
Time (Hours)

— Packetioss @ Critical point

Maria Chen <mchen@company.com>
To: IT Support <itsuppon@company.com>

e Wil enking Jockie Torres <

URGENT: Staus Update Needed on Financil Application Performance ssues

Hello Team,
with Platform (EFP)

affecting our San Jose branch. This performance degradation is severely impacting our abiltyto serve

customers i and we need

reassurance that this ssue wil be resolved by then.

Could d expected

resolution timeframe? If there's a workaround we can implement in the meantime, that would be
extremely helpful

Thank you for your urgent attention to this matter

Best regards, Maria Chen
Senior Director, Financial Operations

oo [ & Generate report ] [ View activity ]

$J-MX105-01 WAN interface performance Meraki

Loss rate

16.4% o2

WAN interface latency  87ms (baseline <S0ms)

Jittor 15ms (baseline <5ms)

Network formance analysis

@ I ®

Enterprise network Gateway Intemet
16.4% loss

Connection @ Packet loss point

a

Appiication
financeapp.com

>
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Security fused into
the Network




Introducing Cisco’s approach to secure networking

g AgenticOps N
Securlty infused Hybrid Mesh Firewalling Zero Trust Access
into eve ryWhere the Protect workloads, apps, and infrastructure Secure access for people, things,
from attacks and lateral movement and Al agents
network extends | )1
Scalable Network Segmentation
* Identity-first |dentify, profile, and enforce policy for everything on the network
« Continuously verified N J
« Enterprise-wide policies , |
P . : . Secure Infrastructure
© Comprenens el Sk Protect devices and connectivity
« Distributed enforcement

United by Common Policy

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



The strength of the network depends on the
foundation it is built on

Trustworthy -
Supply chain ‘ No tampering detected
attack :
- =B W @ soorco seeurey
tampering attack @ = i 7 [ . .... 0
e~ ] ceeecc s c SEEEEES e o000 °: Image authenticated
BlOS/Rommon | ol | e & 8 0 9 O 0 9 8 8N 8 s e s s s s
attack < >' .......... S .o .
~~— | ceeeee U OICECIEIEEE ‘ Hardware authenticated
Software binary llllllllll . o @ i
k ...............
Juds N ‘ No spoofing detected

Runtime

attack ‘ Data protected from MITM attack

Secure Infrastructure
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Ensuring long term data privacy with
quantum-ready encryption

Protect today's data from tomorrow's threats Encryption Protocols

with built-in cryptographic agility with support

for post-quantum algorithms.
®
Network Traffic '
MANAGED
UNMANAGED ................................................................. e o o O ... '

loT/OT
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New with 10S XE 26.1.1

Future-proofing devices, achieving PQC compliance
s R

o Management Plane: - i
Trust the System g PQC compliant secure management
access to protect admin access and control planes

[ Data Confidentiality J MACsec and WAN MACsec: First to support key NIST-approved

]
—
I

Data Confidentiality
at Layer 3

PQC VPN Support IKEv2 IPsec, DMVPN, FlexVPN, and
IKEv2 CLB, protecting encrypted tunnels

1l

at Layer 2 algorithms to protect data in transit across LAN and WAN

PQC Secure Boot: NIST-approved PQC algorithms (LMS)
for secure boot processes

- Trust the Device
N\
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Eliminating lateral movement and securing
network access

Native segmentation features Strengthened with NAC Automated with secure fabric
VRF, VLAN, SGT, VPN ISE and Access Manager Cloud and On-Premise

Security Group Tags

X X X oEoh
u%%u
POS loT

Employees HVAC Guest

ISE / Access Manager E 00— !—{}_! e 9
00000000 00000000 U

' 00000000 oooooooo P
-7 ! SS

Cisco Secure Fabric

B . - . / \X
T

Scalable Network Segmentation
alafe
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A unified framework for managing security
policies across diverse IT environments

SSE POP -
Network -

Public SaaS Apps

o

IOT Apps

Scalable Network Segmentation



Simplifying network segmentation through
automation with campus fabric

f Cisco Secure Fabric ) ~

4 -
|OS XE Switches, }
ﬁ&« —&«
4 4

Access Points, Routers
Cloud Fabric %%%ﬁ
i i On-Premise Fabric (SDA) J il il J
—»> 4 —»> e —»> e —»> 4
* * * *

</> Programmable Fabric

E—

- J

Scalable Network Segmentation
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Firewalling for any network flow, at scale

Security Service Insertion

ATTGA Mar 2026

« Logically insert Firewalling in any traffic flow

« Bring east-west traffic between micro-
segments to existing Security infra, at scale

« Stateful steering for operational simplicity
(manage the return flow automatically)

« Vendor agnostic, works with any firewall

« |f using Cisco Firewall, can enforce policies
directly by micro-segment (SGT-based)

© 2025 Cisco and/or its affiliates. All rights reserved.

Without SSI
With SSI

Factory
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Connecting and securing every corner
of the network

Users, Devices, and

Things ()

Data Loss Prevention
(DLP)

Secure Web Gateway
(SWG)

Cloud Access Security
Broker

WAN Optimization and
Routing

Firewall as a Service
(RWEES))

Remote Browser isolation
(RBI)

\

Secure Application
Access

— Traditional Apps

— Private Apps

Campus LAN

© 2025 Cisco and/or its affiliates. All rights reserved.

Consistent WAN Security
Security Service Edge + SD-WAN

Zero-Trust Network Access

£
'_
‘_
‘_

— Internet Apps

@ —— S5aaS Apps
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Segmentation and deep inspection of
traffic between zones

eBPF
L ] @ 0 [ ] @ 0 59583893 @ 8359389 .

Cisco 3rd Party Smart Workload

Firewalls Firewalls Switches Agents

Physical | Virtual | Cloud | FWaaS

N\
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Advancing network resilience with proactive

security hardening

Reduce the attack
surface

@ |

| =] [ =]

Protect sensitive
data

gj
16X

Enable the
defender

Driving comprehensive improvements to our baseline security posture

© 2025 Cisco and/or its affiliates. All rights reserved.
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Scalable devices
ready for Al




Scalable devices ready for Al

INTRODUCING

15

5 : w. 0 '
R

P e e

Smart Switches Secure Routers Campus Gateway Secure Firewall Large Venue Wi-Fi 7
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Powered by

Silicon One AT00L &
Silicon One K100L

Boosts hardware encryption
post quantum security

Flexible and programmable
for future Al and ML
workloads

Intelligently adaptable to
mitigate link failures,
congestion, and bandwidth
challenges

© 2025 Cisco and/or its affiliates. All rights reserved.

High-scale and
low latency for time-
sensitive applications

Efficient power
performance

Cisco Silicon One for Scale,

Security, and Efficiency
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Cisco brings its IT expertise to
rugged environments
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Purpose built for harsh environments

Standardized equipment | Centralized management | Enterprise-wide security
High-performance networking | One licensing model

© 2025 Cisco and/or its affiliates. All rights reserved.
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