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§ Stay Productive and Safe from Anywhere

o

Cisco Webex and Cisco Secure solutions give your business the flexibility to thrive by making your remote work environment feel more collaborative and more protected.

Cisco Webex § Cisco Secure

Cisco Webex Meetings lets you host online meetings with HD video, audio and screen e Cisco Duo verifies the identity of all users before granting access to corporate applica-
sharing. tions.

Cisco Webex Teams keeps your teams connected through messaging, file sharing, e Cisco AnyConnect enables secure access to the enterprise network for any user, from
whiteboarding and calling any device, at any time, in any location.

Cisco Webex Devices work together with Webex Meetings and Webex Teams to give e Cisco Umbrella provides the first line of defense against threats on the internet wherever
you the best possible meeting and team collaboration experiences. users go.

e Cisco AMP for Endpoints provides the last line of defense, enabling protection, detection
and response on the endpoint against known and unknown threats.

P Cisco Duo
SaaS and laaS < MFA + Policy Enforcement

Cisco AnyConnect
Remote-Access VPN

::}fi O (J

Cisco Webex Cloud

/N

Productive and engaged meetings with
the new Al-powered assistant
for

Cisco Umbrella
DNS-Layer Security

Cisco AMP for Endpoints
Endpoint Security

Corporate Network
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Overview Webex Devices Umbrella

0 Easy to Buy: Each Product is Orderable by One Simple Subscription

Our featured products — Cisco Webex, Cisco Duo, and Cisco Umbrella— are cloud-delivered services, easy to buy, setup, and support.
They are orderable by one simple subscription, from one user license.

(ﬁs;;\\

VWebex

Umbrella

) Y

Ordering Process Overview

Search One Single SKU in CCW A-FLEX DUO-SUB UMB-SEC-SUB

Select Desired Package or Edition

Determine the Number of Users

e ASEAN: ED118786967FT

e Korea: JX118819110Y0

© 2020 Cisco and/or its affiliates. All rights reserved.

e Duo MFA
e Duo Access
e Duo Beyond

® Webex Meetings & Teams
® Webex Meetings Suite

Available from one user,
based on the number of users
who can host a meeting

Available from one user,
based on the number of employees

Estimate Template ID (Click to See in CCW)
e Australia: DL118826457QZ e |ndia: NC118834571UL

e Hong Kong: UP118824503YP e New Zealand: 1G118957662RU

e Umbrella DNS Security Essentials
e Umbrella DNS Security Advantage
e Umbrella SIG Essentials

Available from one user,
based on the number of employees

e Japan: EJ118839208XA

e Taiwan:

UP118824503YP

o
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Overview Webex Webex Devices

§ From Your Office to Home, Work Anywhere with Webex.

The Cisco Webex is a secure cloud team collaboration platform that works with our
award-winning devices and apps to enable better teamwork for every worker.

Reliably deliver quality video conferencing, calling, and team collaboration. Enable delightful
user experiences, while maximizing usage with management and analytics tools. Keep infor-
mation secure and compliance-friendly without sacrificing must-have features. Take a step
towards the cloud, even if you have on-premises infrastructure. With Cisco Webex, we're
with you every step of the way.

Team Collaboration

Cisco \Webex

Teams

Video Conferencing

Cisco \Webex

Cisco
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1

With the Cisco Collaboration Flex Plan, one simple subscription includes video conferencing,
calling, contact center, and team collaboration tools, with the flexibility to add cloud-based
services while protecting existing on-premises investments. You can buy what you need
now, and easily add more services as you need them.

Cloud Calling
Cisco \Webex

Calling

Intelligent Endpoints

Cisco \Webex

Meetings \/\/e bex Devices l
A
A =
[ ° { D Hie=lB
From Home From Cafe, etc. From Office
Q] pe—— O |
Q @ i
ooo
ooo
ooo
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From Any Device
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Overview

0§ Cisco Webex Meetings

Webex

Webex Devices

Stay connected to your team from anywhere, including your home — with Cisco Webex
Meetings. Video makes all the difference to working together on a project and maintaining
that face-to-face feeling. Sharing ideas can still happen in an instant, and meeting with ex-
ternal stakeholders happens with the click of a button.

©) My Personal Room

Starta Meeting Schedule

Join a Meeting O
Q
Meetings
=0

3 ViuwlowisnEnhoncem-.

Weekly Sync Up Meeting

1000 AM - 1100 AM

2 dt | Binvite

Lorem ipsum dolor sit amet, consecte
adipiscing elit. @

http://meetinglink webex/meet/Barbara
342539 324

Meting Description v
Meating invitees (5) ~

@ Borbera German
& Brenda Song
o

) Meani Seoper
& Brandon Seeger

@ /vonDotmico

Mesting infomation © v

Desktop App

Intuitive navigation with centralized control bar

for easy access to meeting controls

© 2020 Cisco and/or its affiliates. All rights reserved.

e
.
irsers German (sl ) g

Mobile App

Greater flexibility around content sharing,
mixed with video layout options
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Make It Personal

Your personal meeting room (PMR) is like your virtual office, the door is always open for
collaboration with your colleagues — join in the click of a button from your Webex desktop
app. The address stays the same — making it easy for you to share the link with others.

Call a Team Huddle

Need to get together quickly to review the latest proposal before your next customer
meeting? Jump on a Webex call and share your screen for everyone to see. Annotate to-
gether from any device and get work done on the fly.

Whiteboarding with Webex

Host a virtual brainstorming meeting with your team. Use a Webex whiteboard in the meet-
ing to capture your creativity in one place. The best part — it's never erased. You can save
the board and open it again after your meetings are done.

Share Documents

Sharing files in project spaces keeps your content in context. Your spaces hold project
documents alongside conversations — making catching up on progress a breeze.

Al Assistant (Cisco Webex Assistant)"

Spend less time managing the meeting, and more time focused on the outcomes, with
automatic note-taking, live transcription, and post-meeting follow-ups.

*1 A-FLEX-WXA-MTG-NU is required in CCW. See Ordering Guide for details.

Closed captions and meeting highlights
automatically transcribed by Webex Assistant

Rev. 0925.2020
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Cisco Webex, Cisco Secure

Overview Webex Webex Devices

0§ Cisco Webex Teams

Stay connected with your team from anywhere, including your home. Move seamlessly be- i %41

tween chats and meetings, share files for approval, and get work done in Cisco Webex

Teams. Use online collaboration to bring your team closer together.

Meet Seamlessly

Move from conversations to meetings in the click of a button in Webex. Use chat to make

snappy decisions and jump into meetings to work out the details.

A Space for Everyone

Set up spaces for your team, your projects, and even one-to-ones with your people. Keep
the collaboration going with 1:1 and group messaging, even when you’re not in a meeting

Keep Everyone in the Loop
Your presence in Webex will let your teammates know if you are in a call, sharing

screen, or available for chat. Plus, with new custom statuses in Webex Teams — you can

let them know if you’re busy on a project or away for a break.

@ % Development agenda

My threads

Nice Brandont Im looking through the csv now. There are some

MM umbers for our own side deck? We should refer to these durin:
R o ]
- Great idea, Barbara. | can reach out sort
i Soncasong generate from these metrics. 1 know spreadsheets alone can so
o positive trend. It would be great to impart just how much of an i
')
Sounds good.
e By the way, the new brand identit proposallooks nice!
a

After looking through each prototype more closely,  think we sk
what do you think?

2N =20 I

Message Thread
(Desktop)
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< Development agenda
Seems IiKe We neea some
more time on transition to
@ new servers.

@ Will meet Barbara today.

your

Write a message

D@ © @ @

Message Thread
(Mobile)

Video Meeting
(Desktop)
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il T 9:41 -

< Development agenda

¢

You are now sharing this snapshot

——

\

\

00000

Screen Sharing
(Mobile)

Video Meeting
(Mobile)

= Development agenda

Whiteboarding
(Desktop)
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§ Cisco Webex Control Hub: Simplify Administration with One Single Pane of Glass

The Cisco Webex Control Hub provides a single view of your Cisco Webex Meetings, Teams,
and Calling collaboration services, together with your Cisco Webex Devices. Administrators
can provision services and devices quickly and define the entitlements needed for each user
or team. And you have access to detailed usage and adoption metrics to help you identify
your Return On Investment (ROI).

Cisco
Webex

Single Pane of Management
Easily scale, deploy, and manage your services and devices from anywhere

[ Single App: Modularity to fit the workload needs of your organization

\ \

Team Collaboration

Cisco \Webex

Meetings Teams

Video Conferencing

Cisco \Webex

Cisco Headset Cisco Webex Desk Series Cisco Webex Room Series
500/700 Series (Codec)

© 2020 Cisco and/or its affiliates. All rights reserved.

Cloud Calling
Cisco \Webex

Calling

Cisco Webex Room Series
(All-in-One) 6800/7800/8800 Series

Cisco Webex Board Cisco IP Phone

o
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§ Everything Works Together.

o

The Cisco Webex Devices help your team communicate clearly and create together in re- 1 O
al-time. It’s team collaboration without interruption, just inspiration. "

e
B F:0.0%T: 86.4% U: 0.0% N: 0.0%S: 235 y People count:6

Audio distance: 1.90 Quality: 0.58 Far end: 0

Everything Works Together

Webex Devices work together with Webex Meetings and Webex Teams to give you the
best possible meeting and team collaboration experiences. Everything’s compatible. Ev-
erything just works.

Be There Now.

High-definition video and crystal-clear audio bring everyone in the meeting together in one
room. Facial recognition lets you know exactly who is in the room. Remote participants can
share their ideas as easily and effectively as those at the office.

§ Cisco Webex Desk Series Highlights § Cisco Webex Room Kit Series Highlights
Business-class HD Video at Your Desk Wireless Share Included
With Webex Desk Series, distance is no barrier. You can meet remotely with anyone, in a Wirelessly share content without the hassle of external dongles or devices.
highly secure, reliable, easy-to-use environment. Simple Connectivity (Webex Room USB)
Intuitive Touchscreen Connect the cables to your PC and start a meeting from any client.
The intuitive screen is touch-based, like your smartphone, to simplify everything. It allows Digital Signage

you to annotate, co-create, and collaborate with ease. Bring your displays to life with signage mode from Webex Control Hub.

All-in-One Desktop Collaboration

Clear your desktop of clutter and get desktop video. You can use the 27-inch or 23-inch
display as your monitor and enjoy all-in-one HD video and voice. These unified communi-
cations features can replace your IP phone.

Cognitive Collaboration

Get Al features such as people count, best overview, and audio fencing, a virtual fence that
suppresses noise outside of the meeting space.

Manage Everything from One Place

Flexible for Different Environments . . . ) .
, Use Control Hub to monitor meeting room usage, get productivity analytics, provision new
Home-based workers can connect remotely to colleagues face-to-face with Webex Desk devices and much more

Series. Bring desktop video to a variety of office spaces: dedicated desks, shared work-
spaces, and small meeting rooms. Q

© 2020 Cisco and/or its affiliates. All rights reserved. Rev. 0925.2020
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§ Cisco Webex Desk Pro

The Cisco Webex Desk Pro is an all-in-one collaboration device for the desktop that com-
bines video conferencing, content sharing, and digital whiteboarding. Designed for the per-
sonal desk and small shared spaces, Cisco Webex Desk Pro provides the latest and most
advanced Cisco Webex features, including cognitive collaboration capabilities and direct ac-
cess into Cisco Webex Meetings and Cisco Webex Teams services. Cisco Webex Desk Pro
automatically pairs with your phone or laptop when you enter the room so you can quickly
join your meetings with one button to push. A single USB-C connection charges your laptop
while turning the 27-inch, 4k touch display into your monitor. It also provides the ability to join
meetings from any video conferencing provider while taking advantage of the high-quality
display, cameras, speakers, and microphones.

Cisco Webex Desk Pro features a 27-inch, 4k touch display, 71-degree HD camera, 3.1
sound system, and advanced noise-canceling microphone array, providing for an exceptional
video meeting experience.

All-in-One Solution: Webex Desk Pro is the only device you need to collaborate and
co-create on the desktop or in small shared spaces.

Simple and Easy to Use: A fully touch-based system, Webex Desk Pro is intelligent,
intuitive, and effortless to use; supports simplified one-button-to-push meeting-join
experience for fast meeting starts; and consistency with rest of Webex Devices.
Intelligent: Cognitive features like virtual backgrounds, Webex Assistant, facial recogni-
tion, and noise suppression provide for a superior, frictionless meeting experience.
Continuous Teamwork: The cloud-based platform lets your work continue before, during,
and after the meeting on any Webex Teams app.

Scalable and Secure: Cloud and on-premises registration makes it affordable and easy to
deploy in your personal and shared spaces, with end-to-end encryption.

© 2020 Cisco and/or its affiliates. All rights reserved. Rev. 0925.2020
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§ Cisco Webex Room USB

The Cisco Webex Room USB offers collaboration innovation in a box, bringing more intelli-
gence and usability to your huddle spaces. While other vendors struggle to insert advanced
features such as automatic framing, wireless guest sharing, signage, and 4K content into
their high-end products, Cisco is bringing these innovations to huddle spaces in a cost-ef-
fective and simple way.

These features were previously the domain of higher-end video conferencing rooms, but
with Webex Room USB, they can now be brought to every room and every team. And when
registered to Cisco Webex, additional cloud-based functionalities are enabled that enhance
the user experience and team workflow as well as further simplify deployment. Some exam-
ples include:

Webex Control Hub: Offers remote management, software upgrades, and analytics.
Digital Signage: Enable signage on your screens in Webex Control Hub.
Wireless Guest Sharing: Get simple wireless sharing through your browser.

Smart Rooms: Get a people count for usage metrics and resource allocation; tight inte-
grations with screens enhance user interactions.

§ USB Conference Camera Comparison

USB Cameras, Speaker, and Microphone Includes access to codec with upgrade key
v
Intelligent Camera and Audio Speaker tracking with No auto-distortion control No auto-distortion control
no “fisheye” view of the meeting
. . v
Device Settings Access via Webex Control Hub Local PC Local PC
v
Cloud Managed Upgraded Analytics Access Control Hub portal to
provision, administer, and manage
) . v
Wireless Sharing from Browser Via Webex or web browser
. . v
SIEEER L ZS PN NN LED Manage directly in Control Hub
Room Controller With Room Kit Mini upgrade Third-party vendor Third-party vendor
Device Based Meetings with Integrated Codec With Room Kit Mini upgrade Third-party vendor Third-party vendor
Macros Smart Room Control With Room Kit Mini upgrade Q

© 2020 Cisco and/or its affiliates. All rights reserved. Rev. 0925.2020
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0§ Cisco Webex Desk Series 0

HDMI USB_C HDMI Sharing |Standard| & Mic | Mini-Jack | Mini-Jack | Standard tooth |through

Product SKU" ey | i

Camera

DX80 G.711a
CP-DX80-K9= 23-inch G.711mu
gs;zhn Up to Up to Up to H.263 GG%722221
Full HD 172 Full HD 1 Full HD H.263+ | Integrated i i 1 1 11n v
“ 1,920 (30 fos) (30 fos) 1080p5 | G.729
x ’ G.729ab
1,080 AAC-LD
OPUS

Webex Desk Pro

CS-DESKPRO-K9 27-inch G.711
Touch Up to Up to Up to G.722
Screen 4K 4K “ 4K 4K Up to H.263 G.722.1 »
3,840 | Ultra HD " | urarp | " | UtaHD | ' | UtraHD |2160p15| H.o2sa |MeOTaed| 1 G729 | | 1o Nac | v v
x (60 fps) (30 fps) (30 fps) AAC-LD
2,160 OPUS

*1 Webex Device Subscription is required in CCW. See Ordering Guide for details. *2 Not in use. *3 DisplayPort Alternate Mode.
*4 Ability to provide video, microphone, and speakers over one USB cable to a connected computer.

© 2020 Cisco and/or its affiliates. All rights reserved. Rev. 0925.2020
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§ Cisco Webex Room Kit Series 0
| Integrated Camera | '
Product SKU Display Resolution Best | Speaker Content | Codec | Speaker | Output Input Codec LAN h Blue-
Overview| Track | HDMI HDMI Sharing | Standard| & Mic | Mini-Jack | Mini-Jack | Standard 10 tooth |through
Webex Room USB Full HD
COTROOMPUSEKS K v 1 Up to 1 Up to Sotes 2 Integrated 2 1 172 11ac v v
= Ultra HD 4Kp60 4Kp30 9
- 4K
(5 fps)
Webex Room Kit Mini Full HD g;;;
- - - *1 .
eSS 4K v 1 Up to 1 Upto | (301P H.264 | Integrated Grez1 1 | 1Mac | v Ve
- Ultra HD 4Kp6O wp30 |, : & G.729
- (5 fos) AAC-LD
P OPUS
Webex Room Kit Full HD g;;;
- - *1 .
eemTe K v v 2 Up to 1 upto | 0P 6a Integrated 1 2 G722 | 1 | 1ac| v
° Ultra HD 4Kp60 4Kp30 H.265 9 G.729
| 4K
(5 fps) AAC-LD
OPUS

*1 Webex Device Subscription is required in CCW. See Ordering Guide for details. *2 Upgrade Kit is required. *3 Ability to provide video, microphone, and speakers over one USB cable to a connected computer.

o
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§ Secure Access for Everyone, from Any Device, Anywhere

The Duo Security (now part of Cisco) is a cloud-based security platform that protects access
to all applications, for any user and device, from anywhere. Duo is designed to be both easy
to use and deploy while providing complete endpoint visibility and control.

Duo verifies users’ identities with strong multi-factor authentication (MFA). Paired with deep
insights into your users’ devices, Duo gives you the policies and control you need to limit
access based on endpoint or user risk. Users get a consistent login experience with Duo’s
single sign-on (SSO) that delivers centralized access to both on-premises and cloud appli-
cations.

With Duo, you can protect against compromised credentials and risky devices, as well as
unwanted access to your applications and data. This combination of user and device trust
builds a strong foundation for a zero-trust security model.

Duo helps organizations:

Reduce compromised credential and device risk
Reduce time to security

Increase visibility and granular control

Save time and costs, centralize access security

0 Highlights

Solutions that Duo provides:

o 0 .
A 2] (2] A

Multi-Factor Authentication (MFA) Device Trust Adaptive Access Policies Remote Access Single Sign-On (SSO)
Confirm user identities Monitor the health of Set adaptive security policies Secure remote access Provide security-backed,
in a snap. managed and unmanaged devices. tailored for your business. without a device agent. user-friendly SSO.

© 2020 Cisco and/or its affiliates. All rights reserved. Rev. 0925.2020
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Cisco Duo Edition Comparison o

Duo Free Duo Access

MFA with Duo Push (Duo Mobile App) for iOS and Android v
O Multi-Factor Authentication | MFA with security keys (Duo Mobile App, SMS, phone callback, hardware token), biometrics (U2F, WebAuthN), etc. v
D (MFA) Telephony credits (100 credits/user/year)"

User self-enrollment & self~-management

NS <K< L«

A dashboard of all devices accessing applications
Monitor and identify risky devices

Visibility into security health of laptops and desktops (Duo Device Health application)

N < S S S

Device Trust Visibility into security health of mobile devices
Identify corporate-owned versus BYOD laptops and desktops
Identify corporate-owned versus BYOD mobile devices

Identify if a third-party agent is enabled on the device (e.g., anti-virus, anti-malware)

Assign and enforce security policies globally or per application v
Enforce policies based on authorized networks v
Enforce policies based on user's location

Assign and enforce security policies per user group
Block Tor and anonymous networks

I:‘ . . Enforce device trust policies based on security health of laptops and desktops (out-of-date software, encryption,
Adaptive Access Policies

I:I D firewall, etc.)

Enforce device trust policies based on security health of mobile devices (encryption, tampered, screen lock, bio-

metrics, etc.)

N SN NS N S SN S NS NS s s

<N S < < <«

<

Notify users to remediate their devices v

Limit device access to applications based on enrollment in endpoint management systems such as Landesk, JAMF,
Microsoft Intune

Limit mobile access to applications based on enroliment in MDMs (AirWatch, Mobilelron, Microsoft Intune)

Secure access to internal company web applications (Duo Network Gateway)

/A\ Remote Access Secure access to specific internal servers via SSH (Duo Network Gateway)

Secure remote access to applications hosted in AWS, Azure, and GCP (Duo Network Gateway)

NS < S8 SN <«

Unlimited application integrations v v v
Single Sign-On (SSO)

SSO for all cloud applications v v v
*1 Paid accounts are issued telephony credits yearly, and may purchase extra telephony credits as needed. 0
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§ Cisco Duo MFA License

§ Cisco Duo Hardware Tokens e

Product SKU
DUO-TOKEN

Product SKU"
DUO-MFA

Description

Duo Hardware Tokens (10 Pack)

Description

Duo MFA per User License

*1 DUO-SUB is required in CCW. See Ordering Guide for details.
l Cisco Duo Access License . Cisco Duo Technical Support
Product SKU™
SVS-DUO-SUP-B
SVS-DUO-SUP-P

Description

Product SKU™
DUO-ACCESS

Description

Duo Access per User License Duo Basic Support™

*1 DUO-SUB is required in CCW. See Ordering Guide for details. Duo Premium Support (Duo Care)

*1 DUO-SUB is required in CCW. See Ordering Guide for details.

. Cisco Duo Beyond License 2 Included with the purchase of Duo subscription.

DUO-BEYOND ‘ Duo Beyond per User License

*1 DUO-SUB is required in CCW. See Ordering Guide for details.
Cisco Technical Services for Duo

Cisco Duo Basic Support provides:

Ordering and Licensing Guide . ) .
Access to support and troubleshooting via phone, online tools, and web case

submission.

Cisco Duo support access 9 hours per day (local time), 5 days per week to assist
by telephone, web case submission and online tools with application use and
troubleshooting issues.

Access to https://duo.com/support. The support site provides customers with
helpful technical and general information on Duo products, as well as access to
Duo’s online community and documentation.

Duo Security (now part of Cisco) is licensed on a subscription basis. Each end cus-
tomer has only one subscription, though each subscription may comprise multiple
products. Subscriptions are available for standard term lengths of 12-60 months.
At time of ordering, the subscription is set to auto-renew as default; however, au-
to-renew can be turned off without triggering the deal to become nonstandard. If the
order is booked as auto-renew, the subscription will be renewed automatically for an
additional 12-month term following the completion of the initial term. If the removal of
auto-renew after purchase is necessary, the auto-renewal option must be canceled
60 days or more before the start date of the new term. Mid-term cancellations of
subscriptions for credit are not allowed.

The user-based license follows a tiered-pricing model: pricing depends on the num-
ber of user licenses purchased. Sales and partner representatives should determine

Cisco Duo Premium Support provides:

Strategic support from an assigned Customer Success Manager
Technical support and response from an assigned Customer Solutions Engineer

the correct sizing for each customer deployment so that the appropriate user count is
selected. Cisco Commerce Workspace (CCW) will dynamically determine the correct
price associated with the user count entered.

© 2020 Cisco and/or its affiliates. All rights reserved.

Extended Duo support access 18 hours per day (local time), 5 days a week to
assist by a VIP support line
Accountability for issue management and resolution
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0§ Free Duo Access 30-Day Trial

Sign up for a free 30-day trial and start securing your users in minutes with all of Duo’s se-
. ==
curity features. 4|

. signup.duo.com/trial

Wh at YO u G etw |th D uo: o Try out Duo Access for 30 days to experience Trusted Access.

Sign up for a free 30-day trial to get full access to the features of our Trusted Access suite Trust Every User With
and start securing your users in minutes. Two-Factor Authentication p—
That includes everything in Duo MFA: Verily the identity of your users with two-factor authentication and the health of their p— ) I

MSP,

Protect logins with two-factor authentication and easily enroll and manage users
Automate the management of your Duo solution (i.e., admin APIs)

Get an overview of device security hygiene

Protect on-premises apps and federated cloud apps

I'm not a robot

Plus Advanced Duo Access Features:
Enforce role-based access policies T——
|dentify users vulnerable to phishing attacks

Monitor and identify risky devices

Control what endpoints can access apps based on device hygiene
Automatically encourage users to update their own devices

Native support for protecting all cloud apps

o
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§ Cisco Umbrella. Cloud Security Made Simple.

Cisco Umbrella uses the Internet’s infrastructure to enforce security and block malicious
activity before a connection is ever established. With this cloud-delivered service, there is
no hardware to install and no software to update manually. You save time, reduce overhead,
and get effective security that has a history of 100% uptime since 2006. Security doesn’t
have to be hard.

As a leading provider of recursive DNS service, we’ve helped businesses of all sizes and
industries connect to the Internet with confidence. We’ve built our reputation on easy deploy-
ment and powerful protection anywhere users work.

To help organizations embrace direct internet access (DIA), in addition to DNS-layer secu-
rity and interactive threat intelligence, Cisco Umbrella now includes secure web gateway,
cloud-delivered firewall, and cloud access security broker (CASB) functionality, plus integra-
tion with Cisco SD-WAN, delivered from a single cloud security service.

0 Highlights
DNS-Layer Security
Umbrella’s DNS-layer security provides the fastest, easiest way to improve your security. It
helps improve security visibility, detect compromised systems, and protect your users on

and off the network by stopping threats over any port or protocol before they reach your
network or endpoints.

Secure Web Gateway (SWG)

Umbrella’s secure web gateway logs and inspects web traffic for full visibility, URL and
application controls, and protection against malware. Use IPsec tunnels, PAC files, Any-
Connect, or proxy chaining to forward traffic to our cloud-based proxy servers to enforce
acceptable use policies and block advanced threats.

Cloud-Delivered Firewall

Umbrella’s firewall logs all activity and blocks unwanted traffic using IP, port, and protocol
rules. To forward traffic, simply configure an IPsec tunnel from any network device. As new
tunnels are created, policies are automatically applied for easy setup and consistent en-
forcement everywhere.

© 2020 Cisco and/or its affiliates. All rights reserved.
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Cloud Access Security Broker (CASB)

Umbrella exposes shadow IT by providing the ability to detect and report on cloud applica-
tions in use across your organization. For discovered apps, you will be able to view details
on vendor, category, and activity volume to better manage cloud adoption and reduce risk.
Risky apps can be blocked completely, or for a set of popular SaaS apps, you can apply
granular activity controls to stop posts, shares, attachments, or uploads.

Interactive Threat Intelligence

Our unique view of the internet gives us unprecedented insight into malicious domains, IPs,
and URLs. Available via a console and API, Umbrella Investigate provides real-time context
on malware, phishing, botnets, trojans, and other threats enabling faster incident investiga-
tion and response.
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Cisco Umbrella Package Comparison 0
DNS Security DNS Security Secure Internet Gateway
Essentials Advantage Essentials
Block domains associated with phishing, malware, botnets, and other high risk cate-
gories (cryptomining, newly seen domains, etc.)
DNS-Layer Security Block domains based on partner integrations (Splunk, Anomali, and others) and v v v
custom lists using our enforcement API
Block direct-to-IP traffic for C2 callbacks that bypass DNS™ v v
Proxy web traffic for inspection ) Risky dgmalns All web traffic
via selective proxy
Decrypt and inspect SSL (HTTPS) traffic ,RISKY dgmalns v
via selective proxy
Enable web filtering By dpmaln By QOmaln By domain, URL,
or domain category or domain category or category
m Secure Web Gateway Create custom block/allow lists Of domains Of domains Of URLs
Block URLs based on Cisco Talos and third party feeds, and block files based on AV Risky domains v
engine and Cisco Advanced Malware Protection (AMP) data via selective proxy
Use Cisco Threat Grid cloud sandbox environment to analyze suspicious files (200 v
files/day)
Use retrospective security to identify previously-benign files that became malicious v
Create layer 3/layer 4 policies to block specific IPs, ports, and protocols v
Cloud-Delivered Firewall
Use IPsec tunnel termination v
Discover and block shadow IT (based on domains) with our App Discovery report v v v
Cloud Access Security Broker Discover and block shadow IT (based on URLs) with App Discovery report v
Create policies with granular controls (block uploads, attachments, and posts) for v
select apps
Access Investigate’s web console for interactive threat intelligence (5 logins) v v
Use the Investigate on-demand enrichment API to enrich other tools/systems with v v
Umbrella Investigate domain, URL, IP, and file threat intelligence (2,000 requests per day)
Integrate with Cisco Threat Response to aggregate threat activity across Cisco AMP, )
Threat Grid, Email Security, NGFW, and Umbrella Wil mteiazimens WP el / v/

*1 Endpoint footprint (Umbrella Roaming Client, Umbrella Chromebook Client, or Umbrella Roaming Security Module for AnyConnect) is required.

o
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0 Cisco Umbrella DNS Security Essentials License § Cisco Umbrella Roaming License e
Product SKU" Description Product SKU™ Description
UMB-DNS-ESS-K9 Umbrella DNS Security Essentials per User License (1 ~ Users) UMB-ROAM Umbrella Roaming per User License
*1 UMB-SEC-SUB is required in CCW. See Ordering Guide for details. *1 UMBRELLA-SUB is required in CCW. See Ordering Guide for details.
§ Cisco Umbrella DNS Security Advantage License § Cisco Umbrella Branch Licenses
UMB-DNS-ADV-K9 Umbrella DNS Security Advantage per User License (1 ~ Users) UMB-BRAN-RV Umbrella Branch License for Cisco RV 340 Series
*1 UMB-SEC-SUB is required in CCW. See Ordering Guide for details. UMB-BRAN-1100 Umbrella Branch License for Cisco ISR 1100 Series
UMB-BRAN-4221 Umbrella Branch License for Cisco ISR 4321
0 Cisco Umbrella Secure Internet Gateway Essentials License UMB-BRAN-4321 Umbrella Branch License for Cisco ISR 4321
UMB-BRAN-4331 Umbrella Branch License for Cisco ISR 4331
UMB-SIG-ESS-K9 ‘ Umbrella Secure Internet Gateway Essentials per User License (1 ~ Users) UMB-BRAN-4351 Umbrella Branch License for Cisco ISR 4351
*1 UMB-SEC-SUB is required in CCW. See Ordering Guide for details.  yMB-BRAN-4431 Umbrella Branch License for Cisco ISR 4431
UMB-BRAN-4451 Umbrella Branch License for Cisco ISR 4451

*1 UMBRELLA-SUB is required in CCW. See Ordering Guide for details.

§ Cisco Umbrella WLAN License

Product SKU™ Description

UMB-WLAN Umbrella WLAN per Access Point License (5 ~ APs)
*1 UMB-SEC-SUB is required in CCW. See Ordering Guide for details.

Ordering and Licensing Guide

Cisco Umbrella is licensed on a subscription basis. Each customer has only one sub-
scription, though each subscription may comprise multiple products (Umbrella, In-
vestigate, and others). Subscriptions are available for standard term lengths of 12,
36, and 60 months. Following the completion of the term, the subscription will be re-
newed automatically for an additional 12-month term unless the renewal is canceled
or auto-renewal was deselected at the time of the initial order. Subscriptions can be
changed mid-term or manually renewed.

§ Seat-based Licensing

Cisco Umbrella DNS Security and Secure Internet Gateway are licensed per seat. A
seat is defined as an Internet-connected user who may have access to the service.
Seat counts are independent of the number of devices or endpoints protected.
Minimum one seat is required to purchase.
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0§ Free Umbrella 14-Day Trial e
If you want to add an additional layer of DNS security to your router or firewall, try our free
trial. You can set it up yourself in less than five minutes, no credit card or phone call required. Cisco Umbrella

. signup.umbrella.com

14 Day Free Tnal of Cisco Umbrella

What is Included?

Threat Protection like No Other — block malware, C2 callbacks, and phishing. Get started in 30 seconds Al fletds are requred
. . . . . No credit card or phone call required Account Type

Predictive Intelligence — automates threat protection by uncovering attacks before they WHAT 1S INCLUDED? [ - ]

launch. - Threat protection like no other — block malware, G2 First Name

Worldwide Coverage in Minutes — no hardware to install or software to maintain callbacks. and phisfing

Weekly Security Report — get a personalized summary of malicious requests & more, ¥ predieie Imellgence — automares threat protecton e

by uncovering attacks before they launch.

directly to your inbox.

+ Worldwide coverage in minutes — no hardware to Company Email
, . . . .
1,000+ Users? — You're eligible for the Umbrella Security Report, a detailed post-trial nstall or software to maintain
ana |ySiS_ + Weekly security report — get a personalized summary Selectyourcountry
of malicious requests & more, directly to your inbox. « |
1,000+ users? — You're eligible for the Umbrella Company phone
Security Report, a detailed post-trial analysis
Company Name
Get Sarted No (\[¢)
in 30 Credit Card Phone Call Empoyeecown:
Seconds Required Required j V|
CREATE MY TRIAL
Need Umbrella for personal use? By clicking “Create my trial’ you agree to the Umbrella Terms of Service
Leamn more here and Privacy Policy and you understand that your personal information
may be transferred for processing outside your country of residence,
where standards of data protection may be different
© Cisco Umbrella 2020 Privacy Policy ~ Sitemap  Terms of Service
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