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Bolster Innovation and Customer Experience (CX) 
through Automation and AIOps 
 
 

  

Financial services created by digital native internet giants and even ride-sharing applications are leveraging 
their trusted platforms and world-class digital CX to seize a growing share of customers’ financial activities. 
Customers trust these providers to deliver quick, convenient, and constantly improving services, and they 
have confidence inviting these providers into an ever-growing part of their lives. While these services are a 
relatively small share of a  bank’s revenues, they represent a strategic threat as digital natives are eating into 
the fundamental trust advantage banks enjoy with customers.  

Cisco commissioned Forrester to evaluate 
the current challenges of digital banking in 
Asia Pacific (AP), and how Banks can 
continue to elevate innovation and 
differentiate on CX. 

Forrester analyzed the Forrester Analytics 
Consumer Technographics® Survey on 
Digital Banking Preferences, 2019 to 
provide detailed insights into the new-age 
banking customer and future technology 
management needed to serve them. 

Governments and banking regulators have provided 
an added boost to digital competitors with the 
issuance of digital banking licenses and open 
banking regulations. The Monetary Authority of 
Singapore, for instance, announced the issuance of 
five digital banking licenses. The Australian 
Prudential Regulation Authority have also issued a 
number of new banking licenses while the 
government has recently cleared the Consumer 
Data Rights regulation (CDR) which will first be 
applied to the Banking sector and pave the way for 
Open Banking in the country. As regulators open 
markets to encourage new digital competition, the 
credibility of digital players is getting an added 
boost.  

 

Banks have been on a digital transformation journey 
for several years and have seen initial success with 
the launch of mobile banking and an ever-
increasing array of digital services. Additionally, 
banks are mapping out customer journeys and 
leveraging digital technologies to provide a 
differentiated customer experience (CX).  

This, however, has proven to be much harder than 
originally anticipated as multi-year, complex digital 
transformation projects have struggled to modernize 
internal technology systems and enable the right 
processes for the quality front-end service required. 
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Key Findings 
  

Digital natives are gaining on the banks’ trust advantage.  
Customers in some regions say that they place an almost-equal amount of trust in 
digital natives to act in the best interest of their financial well-being as they do in their 
traditional banking providers. 

  
Banks’ unable to bring adequate CX capabilities given accelerating IT complexity. 
Incumbent banks recognize the need to focus on CX to compete but are struggling to 
act, as technology complexity is growing faster than their IT can cope. Asia Pacific 
banks have made steady progress in improving their cultures, processes, and 
technology to enable greater speed, agility, and innovation but are struggling to keep 
pace with exponentially growing technical complexity. 

  

Targeted IT initiatives needed to deal with complexity.  
To remain nimble and optimize their IT investments, banking innovators are no longer 
betting on large transformation projects, but rather on targeted projects that improve 
CX visibility through APM’s, infrastructure automation and handle IT complexity by 
leveraging AI augmented ITops capabilities. 

 
  

To equalize the competitive advantage of digital 
players, banks must change the way they think 
about their technology infrastructure and IT 
operations to meet and exceed the expectations of 
an increasingly digital customer base. Multiyear 
transformation efforts must give way to more agile, 
practical quick wins that allow banks to move the 
transformation needle. 

Through Forrester research and expertise, we were 
able to deduce the following key findings with 
respect to incumbent banks facing into ongoing 
digital transformation and increasing competition. 
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The Digital Banking Customer is Demanding More 
and Shifting Trust 
Forrester's Business Technographics survey of Asia Pacific banking customers unsurprisingly found that they 
prefer digital channels by a wide margin. They expect to perform any banking task online, and will shift to 
different providers if their current bank cannot deliver. Customers are becoming more impatient as digital 
natives set the new standards and expectations of CX in the digital world. The greatest gains are being made 
with consumers, but their influence with small medium businesses (SMBs) and eventually corporate customers 
should not be ignored. Banks know they must transform, but must understand the depth and pace of the 
customer transitions underway:   

Digital natives are taking over the financial trust of banking customers. Banks currently have a trust advantage, 
but new competitors have already garnered far greater financial trust than most banks may realize. Customers 
now consider new digital nonbanks as increasingly trustworthy in looking after their financial well-being; and in 
terms of trust,  these digital nonbanks have already surpassed insurers and government pension funds. In India, 
for example, when asking banking customers about the brands they trust most, an internet giant tops the list 
and leads traditional banks. Similarly, in China, digital messaging apps and eCommerce platforms are just 
marginally behind traditional banks, while ride-sharing apps are just a little bit behind traditional banks by the 
same measure in Indonesia. Trust, a key ingredient of gaining and retaining deposits, is dangerous for traditional 
banks to lose to new digital competition (see Figure 1). 
 
 
 
 
 
 
 
 
   

 

Figure 1 
Base: Total sample size of 9,000 online adults in Australia, India, China, Hong Kong, Singapore 
Source: Forrester Analytics Consumer Technographics Asia Pacific Financial Services Survey 2019  
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 Every age group prefers digital banking channels, including those 
over 65 years of age. Digital is the preferred banking channel by a 
wide margin across all countries and among all demographic 
categories, including those over 65 years of age. An average of 
72% of customers across markets prefer to bank through their 
smartphones, computers, or even tablets, for fast and convenient 
access to their finances.2 

Digital natives can consistently delight customers with new 
services and experiences with more nimble IT systems. Digital 
natives are enabled by lightning-quick automated application and 
infrastructure delivery chains that allow them to release software 
updates at least dozens of times a day. In contrast, according to 
Forrester’s Business Technographics® data, only 30% of banks in 
Asia Pacific have a monthly or quarterly application release cycle 
(see Figure 3).1 With a newer and automated IT structure, digital 
natives have the advantage of delivering at a faster speed of 
innovation from the bottom-up, compared to their incumbent 
banking counterparts, who are struggling to leverage legacy 
systems and manage a growing level of IT complexity. 

 

Figure 2 

Banking Channel Preferences 
Base: Total sample size of 9,000 online 
adults in Australia, India, China, Hong Kong, 
Singapore.  

Source: Forrester Analytics Consumer 
Technographics Asia Pacific Financial 
Services Survey 2019  

 

Figure 3 
Base: 33 developers, across Australia, China and India 
Source: Forrester Business Technographics Global Developer Survey, 2019  
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Poor digital experiences and security risks could drive customers to switch banks. 
With the preference for digital banking channels being so pervasive, many 
customers reported plans to switch banks in the next year. An average of one in 
five customers in AP is unhappy with his or her bank and is likely to switch 
providers. A low of 16% (Singapore) to 59% (metro India) are somewhat or very 
likely to change their primary banks in the next year. Some of those who plan to 
switch, from 7% in Australia to 16% in metro India, will do so due to a poor digital 
experience at their banks. Moreover, anywhere from 7% of customers in 
Indonesia to 19% in metro India plan to switch banks due to security breaches at 
their current banking providers. 

Beyond the impact on loyalty, the digital experience of customers has a direct impact on banking revenues. 
From a business standpoint, banks need to streamline, or as Forrester denotes, “hardwire” their digital 
capabilities to business performance, to thereafter measure and optimize their impact effectively (see Best 
Practice callout). Given the value digital capabilities have on banks, it is all the more important for them to get 
their digital initiatives in-line with customer expectations. 

Furthermore, from the technology standpoint, incumbent banks have an opportunity to differentiate their 
experiences, given the unique nature of their interactions with customers. Digital native providers tend to focus 
strongly on the digital user experience (UX) of one or two key services. To differentiate banks should focus on 
more holistic end to end Customer Experience (CX) and draw upon the existing relationship they have with their 
customers across digital and physical channels. While digital customers look to their banks to manage their 
finances online, 73% of them also state that customer service through a human being at their bank is very 
important.  

However, effectively stitching this CX together will place pressure on banks’ internal IT systems. 

  

1 in 5 
customers in 
Asia Pacific are 
likely to switch 
their bank in  
the next year. 
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  Best Practice: Banking Innovators “Hardwire” Digital Initiatives to the 

Business Metrics That Matter 

As business leaders’ patience with their transformations wears thin, smart banking innovators are linking 
their initiatives to the business metrics that drive the business in a process Forrester calls hardwiring.8   

 

 

 

 

 

 

 

 

 

 

 
Through its hardwiring efforts, a large bank in Asia Pacific reported that digital customers are 42% of its 
entire retail customer base but account for 72% of the bank’s profit and generate a return on equity (ROE) 
of 27%, compared to an 18% ROE from its traditional customers. The Bank was able to show that its digital 
customers maintained more products, transacted more, and held twice higher balances across all product 
categories, including current accounts and savings, investment balances, and credit balances.  

An early lesson of hardwiring initiatives is that digital success relies more on back-end systems, 
applications, and processes than slick digital interfaces. The Bank’s processes leveraged journey mapping 
and digitized processes like new account openings and credit applications to save 1.1 million customer 
hours and 327,000 employee hours. Streamlined back-end applications, systems, and processes have 
been a key pillar in the bank’s ability to make, measure, and report its digital business outcomes. 
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Driving CX Amid Technical Complexity -  
"Digital Innovation Gap" 
While banks understand the need of meeting the relentless demands of the digital customer, managing the 
implementation of these capabilities amid increasing technology complexity is a great challenge. Banks 
must stack up to the speed and agility of their new digital competitors while overcoming a technical debt 
and level of complexity that does not hinder their new competition. And the digital innovation gap will 
continue to widen without a new approach as human-centric technology strategies fail to cope with the 
exponentially rising complexity that lies ahead (see Figure 4). 

  

Figure 4 

Exponential Complexity Increases Demand A New Approach 
Source: Forrester Research, Inc. 2019 
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Successfully closing the digital innovation gap requires banks to fully acknowledge the multitude of complexity 
challenges holding them back: 

ITops in banks struggle to manage multi-cloud environments. According to According to Forrester’s Global 
Business Technographics Infrastructure, 2018, around 60% of organizations in AP overall have a hybrid cloud 
strategy.3 In turn, 50% of all organizations in Asia Pacific has five or more unique vendors in place for the public 
cloud services.4 Ineffectively managing and integrating this increasingly distributed multi-cloud environment 
reduces agility, impairs service quality, and allows costs to spiral out of control. Furthermore, from a security 
and risk perspective, the adoption of additional third-party cloud providers present massive reputational, 
security, financial, and legal risks that banks have to monitor. 

Lack of visibility impacting CX. More than 45% of financial service providers in AP consider improving customer 
experience as a top business priority in the next 12 months. As customer interactions rapidly increase through 
digital channels – so does the proliferation of data from business transactions, application triggers, 
infrastructure and security events. Vast majority of Business and various IT ops teams have fragmented or no 
visibility to this data or the ability to draw insight and take action. Not having this end-to-end visibility impairs 
CX.5 Enterprises must have a transparent view across the customer journey to pre-emptively detect issues, 
identify root causes and avoid technology issues that can impact front-end service. 

Mismatch in the automation capabilities of their application versus infrastructure 
layers limiting innovation. Almost one in three banks in APAC views the inflexibility 
of existing applications as one of their critical challenges in orchestrating their IT 
and software strategy.6 Migrating toward an agile DevOps approach requires 
frequent rollouts and changes to live production environments. While banks have 
partially automated their software development with Continuous Integration and 
Delivery (CI/CD) capabilities, most have not extended such automation 
capabilities to the underlying IT infrastructure and therefore cannot extend this to 
deployment. Agile practices cannot be supported by legacy infrastructure that is 
still being managed by manual IT operations processes. 

Banks require a new approach to embed agility and enable automation across the 
application and infrastructure layers. 

Banks need a 
new approach 
to bring agility 
and automation 
across 
infrastructure 
and application 
layers.  
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Focussed Digital “Quick Wins” Are the Way Out of this Complexity 
Banks are realizing that the time-to-value of larger IT transformation projects is 
unacceptable. Most are faced with a painful conundrum: The larger and more 
ambitious a transformation program is, the more challenging it is to demonstrate 
clear business value quickly. Instead of lifting them up, most programs have 
promised too much and delivered too little. Like a guerilla fighting force against a 
much larger, well-funded foe, digital natives are running circles around this 
strategy with speed and agility. 

In response, banks must rely more on quicker and smaller technology projects 
that build on quick wins sequentially over time. Forrester’s Predictions 2019 found 
that businesses will increasingly take a pragmatic approach to digital 
transformation, making organizations go surgical in prioritizing the IT projects they 
need to modernize.8 

Building agility in the near and long terms through application and infrastructure 
modernization is an economical quick win and critical step to IT transformation that 
helps meet the demanding service needs of the digital customer.  

However, banks must elevate their current modernization efforts beyond just the transition of on-premises to 
public cloud. Instead, they must pursue an approach to modernization that prioritizes CX and security regardless 
of underlying infrastructure.  

 

Banks must 
elevate their 
current 
application 
modernization 
beyond just the 
transition of  
on-premises  
to cloud.  
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Key Recommendations 

Banks can’t fix everything about their IT approaches and management to deal with the advent of new digital 
banking alternatives. Ecosystem partners can help you accelerate progress, with a more surgical and agile 
partnership approach. Multiyear outsourcing agreements must increasingly give way to smaller projects that 
augment your capabilities, insert new innovations, and deliver measurable business value quickly. By pursuing 
tangible and manageable innovation drivers, banks can breathe new life into their organizations’ entire 
operations to accelerate their transformation.  

Consider incorporating the following ‘quick wins’ into your bank’s architecture and operations to ensure it is 
customer-first and better able to compete with your digital competitors: 

Build visibility and insight across each aspect of the customer’s digital journey.  

 
 
 
 
 
 
 
 
 
 
 

Automate your infrastructure.  

 

 

 

  

Banks need to invest in the right tools and technologies that will provide an end-
to-end visibility of customers across businesses, applications, infrastructure, and 
security, as well as across on-premises and multiple cloud environments.  

Visibility will help you reduce complexity and proactively identify performance 
bottlenecks to fix and ensure your customer experience continuously improves. 
For instance, using the right application performance management (APM) 
platforms to visualize end-toend customer journeys with respect to application 
services and connected infrastructure (multiple clouds, virtual machines, 
containers, microservices) is a powerful way of enabling visibility that provides 
immediate, clear and actionable correlations between application performance, 
infrastructure performance, user experience, and business outcomes. 

This will also help Identify and remove revenue-impacting bottlenecks, prioritize 
focus and reduce ITops complexity. 

Deploying, configuring, and operating infrastructure has so far been highly 
manual, error-prone, and timeconsuming for banks. Bringing in automation 
capability to on-prem infrastructure will allow IT’s DevOps engineers to leverage 
this infrastructure (infrastructure-as-code) with the same agility as public cloud. 
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Pursue a Zero Trust application security architecture with the right monitoring tools across your 
application landscape. 

  

 

 

 

 

 

 

 

Enable your operations with AIOps.  

  

With the wavering of customer trust among incumbent banking players, it is 
imperative that application performance and front-end service capabilities 
develop in a consistent way. Banks need to adopt the right application 
monitoring tools to identify all running applications, quickly identify risks and 
root causes, and prevent outages. Pursuing a Zero Trust architecture that 
secures all stages of the application lifecycle with the right guardrails, access 
controls, and alerts, on any workload and integrated into every application 
across on-premises and multiple clouds, is needed to ensure trust is maintained 
both from internal management and end-customer perspectives. 

 

 

As the visibility, automation and security layers across a multi-cloud 
environment provide ever increasing volumes of data, this is likely to overwhelm 
human operators and lead to degradation of performance. Avoiding these 
issues by leveraging an AI-assisted ops approach would help pre-emptively 
identify issues that impact CX, perform a Root-Cause-Analysis in an automated 
manner and recommend actions to remediate the issue. This will allow the 
ITOps teams to simplify an otherwise very complex technology landscape. 
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Appendix A: Endnotes 
 

1 Source: Forrester Analytics Business Technographics Developer Survey, 2019. 
 

2 Source: Forrester Analytics Consumer Technographics Asia Pacific Financial Services Survey, 2019. 

 

3 Source: Sources: Forrester’s Global Business Technographics Infrastructure Survey, 2018. 

 

4 Source: Forrester Analytics Global Business Technographics Infrastructure Survey, 2017. 

 

5 Source: Forrester Analytics Business Technographics Global Priorities And Journey Survey, 2019. 

 

6 Source: Forrester Analytics Global Business Technographics Software Survey, 2018. 

 

7 Source: “Transformation Goes Pragmatic”, Forrester Predictions, Forrester Research, Inc., 2019 

 

8 Source: “Hardwire Customer Experience To Financial Performance,” Forrester Research, Inc.,  
                August 30, 2018. 
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About Forrester Consulting 
Forrester Consulting provides independent and objective research-based consulting to help leaders 
succeed in their organizations. Ranging in scope from a short strategy session to custom projects, 
Forrester’s Consulting services connect you directly with research analysts who apply expert insight to your 

specific business challenges. For more information, visit forrester.com/consulting. 
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